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Foreword

Free exchange of ideas has always resided at the heart of the
community of scholars. This book was born of the ambition to create an
open space for dialogue and research at a time when a fresh chill was
entering international relations between Russia and Western states. In
January 2017 academics from Europe, the United States, and Russia met
in London to offer diverse perspectives on the information warfare of
hybrid conflicts. For two days, experts in strategic communications,
strategic theory, and international relations reflected on how dramatic
changes in information technologies had affected the way we see global
politics, including fueling talk of a new Cold War.

Whether the latter thoughts might prove to be unfounded, a group
of scholars nevertheless sought to mine a richer understanding of trans-
formations in the political use of misinformation and disinformation.
Significantly, they went on to explore broader fields of analysis,
embracing complexities surrounding the concept of hybridity when
applied to the changing nature of interstate conflict. They questioned
what it means to speak of information warfare, particularly in the con-
text of East-West relations, and how such thinking could be extended to
the challenge of the Islamic State, an insurgent movement that at the
time held sway over stretches of sovereign territory in Syria and Iraq.
The recurring backdrop to these discussions was the dynamic character
of a global media landscape that had come about in little more than a
generation. Those years had seen two-thirds of the world’s population
acquire the means to communicate their ideas and opinions as and when
they choose through the use of personal mobile phones and the World
Wide Web. Few if any states have remained immured to their reach:

vii
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few have failed to recognize their potential in projecting foreign policy
or stirring up trouble in rival states.

The King’s Centre for Strategic Communications (KCSC) at King’s
College London was created to innovate and develop such engaging
approaches. KCSC has rapidly established itself as a focal point for the
study of strategic communications. It now acts as a global hub where
networks of scholars and practitioners can freely exchange research and
experience. And it is from this same center that a hundred postgraduate
students graduate each year, specializing in strategic communications
before going on to enrich the worlds of government, diplomacy, military,
aid and development, and journalism.

So it was with great pleasure that, for this international conference,
KCSC was able to draw on generous funding from the Gerda Henkel
Foundation in Germany, research and funding support from the Interna-
tional Centre for Counter-Terrorism in The Hague, and the participation
of six scholars from Moscow and Saint Petersburg facilitated through
the Centre for Military-Political Research at Moscow State Institute of
International Relations. KCSC is also grateful for the observations of
those audiences who participated across the two days. Their expert
knowledge greatly benefited the final chapters in this collection, which
we trust will stimulate further thought.

If strategic communications is in part about seeking desired change
in audience behavior, then this book offers a modest contribution to
building creative and diplomatic bridges in the spirit of better mutual
understanding.

—Neville Bolt
Director, King's Centre for Strategic Communications
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Hybrid Conflicts and
Information Warfare

Ofer Fridman, Vitaly Kabernik,
and James C. Pearce

Two significant events marked the year 2014 as a turning
point in the history of international security: the Russian involvement in
the Ukrainian crisis and the rise of the Islamic State in Syria and Iraq.
The most focal characteristic, which these two independently evolved
confrontations share, is not necessarily the relative success of political
actors (either Russia or the Islamic State) in achieving their territorial
gains, but rather their successful use of informational space by an effec-
tive employment of novel communication capabilities. The Information
Revolution that had been occurring for the past two decades has finally
manifested itself in the way that political players conduct, interpret, and
perceive conflicts. The concept of hybrid warfare was one of the first
attempts of the expert community to address this rapidly changing char-
acter of conflicts, where a smart employment of newly available tech-
nologies to influence the hearts and minds of targeted audiences offers
significantly better results than any real actions.

It is important to note that there was little novelty in the idea itself,
as disinformation campaigns, propaganda, and other attempts to use
informational space for political goals have been around for thousands
of years. However, while the manipulation of information successfully
executed by an adversary is a virus, as old as politics itself, today’s
information technologies allow this virus to be disseminated much fur-
ther and much faster than ever before. It does not necessarily mean that
the virus is stronger or the victims are weaker. It simply means that
more people are exposed—and this alone offers a huge advantage to any-
body who attempts to influence hearts and minds in the post—Information
Revolution era of the early twenty-first century.
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The technological and informational revolutions of the past two
decades have amplified the danger posed by nonmilitary means and
methods of political struggle, in general, and in the information dimen-
sion in particular. While the Western world is preoccupied by the
Kremlin’s alleged interference in the US presidential elections in 2016
or Russia’s other alleged attempts to subvert and destabilize the West-
ern democracies by successful information operations, Russian deci-
sionmakers are notably anxious about Western attempts to manipulate
Russian information against the current government. Moreover, the
rapid success of the Islamic State in recruiting thousands of young peo-
ple across the world surprised both Russia and the West, demonstrating
the new dangers of the manipulated flow of information multiplied by
modern communication technologies.

In light of these developments, three main issues have been occupy-
ing the academic and professional discourse in regard to contemporary
conflicts. The first one has been the idea of increasing hybridity between
different military and nonmilitary means and methods employed by polit-
ical players to achieve their goals without escalating to an outright open
armed confrontation. The second one has been the increasing role of the
informational dimension as a virtual space, used to promote certain polit-
ical goals, either domestically or internationally, or both. The third major
topic has been the rise of the Islamic State with a whole set of problems
and threats that it brought to international security and stability. While it
seems that the core territorial base of the Islamic State has been destroyed,
it is difficult to conclude the same about its ideology and its influence
spread through the modern communication technologies. Moreover, as
several chapters of this book point out, there are much bigger geopoliti-
cal problems that allow to the ideology of the Islamic State to flourish,
and the main lessons that the rest of the world should learn rest not in the
tactics of counterinsurgency but in the field of strategic communications.

In analyzing the parallel discourses that have developed in the West
and Russia on these three topics, it is possible to point to two main nar-
ratives. While discussing the role of hybridity and the information
dimension in international relations, both Russian and Western scholars
and experts swiftly fall into the field of mutual accusations. Their con-
ceptual understandings of the hybrid environment, as well as the impor-
tance of influence and control of information for achieving political
goals, are starkly similar. Moreover, when it comes to analyzing the
hybrid activity of the Islamic State, or the way it exploits the informa-
tion dimensions, it seems that Russian and Western opinions share even
more similarities than differences.
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This book brings, for the first time, both Russian and Western
scholars to discuss the most sensitive and timely topics such as the role
and nature of hybridity, information warfare, and strategic communica-
tions in contemporary world politics. The unique academic collabora-
tion presented in this book takes place at a challenging time in interna-
tional relations, as a confluence of conflict-related insecurities has given
rise to a sense of deep crisis. Closely associated with this are concerns
relating to the increasing use of propaganda, espionage, subversion, and
cyberattacks by state and nonstate actors. Such concerns have recently
taken a prominent role in the contemporary international public dis-
course. The current political climate presents challenges to the free aca-
demic exchange of views and opinions, yet also renders it of critical
importance. This book offers a dialogue on pressing issues relating to
international order, peace and security, and building bridges between
societies by fostering and supporting the development of a more inclu-
sive international public discourse.

The book consists of three main conceptually interconnected parts.
Each section includes two chapters written by Russian scholars and two
written by Western scholars. One of the most important rationales of the
book is that these chapters are not structured as one versus the other, but
to represent a dialogue of opinions. In other words, the purpose is not to
contrast the Russian and the Western views on hybridity, strategic com-
munications, or the Islamic State’s propaganda, but rather to offer one
integrated discourse that benefits from both Eastern and Western per-
spectives on conflicts in the twenty-first century.

After this brief introduction, Part 1 of the book focuses on the idea
of hybridity in contemporary conflicts. In the opening chapter, David
Betz discusses the development of the idea of hybridity in Western mil-
itary thought, its advantages and weaknesses, as well as the main con-
tribution of the concept of the so-called hybrid war to the Western
political-military debate and decisionmaking processes. While the con-
cept has been widely discussed in the existent literature,! Chapter 2
offers a fresh perspective by analyzing the Russo-Japanese War and
arguing that the concept of hybrid war is simply an answer to contem-
porary erroneous expectations for wars to be easy, cheap, and decisive.

This insight into the Western understanding of hybridity is followed
by Chapters 3 and 4 by Georgy Filimonov and Vitaly Kabernik, respec-
tively. While the first sheds light on the Russian interpretation of “color
revolution” in the context of hybrid war and points to the conceptual
differences between the Western and the Russian approaches to hybrid-
ity, the second offers an in-depth historical-conceptual analysis of the
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Russian approach through the prism of Russian traditional military
thinking. These two chapters come to bridge an important gap in the
currently available literature in English on the Russian understanding of
hybridity. Since 2014, many Western scholars have tried to analyze
Russian actions through the Western prism of hybrid war; however, the
amount of research conducted to analyze the Russian perspective has
been limited.? Chapters 3 and 4 fill this important lacuna.

The final contribution in Part 1, Chapter 5 by Ofer Fridman, com-
pares the Russian and the Western perspectives on hybridity, making an
attempt to answer one of the most important questions regarding this
debate: Is hybrid war something new, in either the Western or the Russian
interpretations, or is it just a new title used for the politicization of very
old elements of political confrontation?

Part 2 of this book focuses on the role of strategic communications
and information warfare. It opens with Chapter 6 by Mervyn Frost and
Nicholas Michelsen, who discuss the ethical dimensions of informational
confrontations. The world has become envisioned as beset by irreconcil-
able clashes of interpretations. In the turbulent information space of the
twenty-first century, people have become less deferential, more ques-
tioning, and—thanks to social media—have access to too many opin-
ions, some of which might intentionally distort the truth. One notable
concern is that the criteria for identification of one’s international politi-
cal and military opponents widen to include anyone who threatens an
actor’s command of the informational space. Amid rising geopolitical
tensions and public anxiety associated with campaigns by hostile state
and nonstate actors seeking to shape public opinion and attitudes in pur-
suit of their own strategic objectives, the chapter seeks to shed light on
the unavoidable ethical dimensions that arise in this information war. It
aims to elucidate the ethical dimensions of acts of strategic communica-
tion, within which are included those acts referred to as information war
by reference to the global practices within which they take place.

This general introduction to the topic is followed by a dialogue
between Matthew Armstrong and Radomir Bolgov, who discuss the rela-
tions between politics and information warfare, the former presenting the
case of the United States in Chapter 7 and the latter the case of Russia in
Chapter 8. In his chapter, Armstrong traces the political history of the
United States Information Agency (USIA)—the agency established dur-
ing the Cold War to centralize and coordinate the battlefield of the minds
and wills of the public on both sides of the iron curtain. Analyzing the
internal politics that surrounded the establishment and the activity of the
USIA, Armstrong argues that the United States never properly armed
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itself for the reality of the information warfare it was embroiled in, nei-
ther during the Cold War nor after it (when the agency was abolished in
1999). Therefore, Armstrong’s argument goes, in the turbulent informa-
tion environment of the twenty-first century with many players who
attempt to subvert US stability and interests through informational space,
the United States lacks a historical precedent to draw on.

In the chapter that follows Armstrong’s, Bolgov underlines the com-
plexity of discourse and the nexus of different ideas in Russian profes-
sional and scholarly publications on information warfare. While some
Western scholars claim to crack the so-called Russian information war-
fare,’ Bolgov argues that in Russia itself the understanding of what this
type of confrontation should (or should not) be is full of contradictions
fed by different political and ideological factors. He provides an overview
of the approaches to information warfare in the Russian political and
expert community, including an analysis of the legal and doctrinal frame-
work of information warfare policy in Russia. For the first time, Bolgov
combines political, ideological, and theoretical factors involved in the
Russian conceptualization of information warfare as well as the practical
activity of actors in charge of related policies in Russia.

In Chapter 9, which closes Part 2, Oxana Timofeyeva takes Bol-
gov’s arguments further, elaborating on the conceptual understanding
of the information dimension in contemporary conflicts and on the
Russian interpretation of this phenomenon. The biggest problem sur-
rounding the discourse about information warfare in Russia, according
to Timofeyeva, is a variety of different actors (military, politics, media,
etc.) that attempt to manipulate the concept to suit their own agendas.
After examining several recent cases of information-psychological
operations conducted in the Russian media space, Timofeyeva dis-
cusses and criticizes a controversial tool created in the political envi-
ronment of information warfare by the Russian Institute for Strategic
Studies for monitoring the level of anti-Russian narratives in the media
publications of different countries.

Based on the conceptual foundations created in the first two parts of
this book, Part 3 analyzes the case of the Islamic State and its success to
utilize the informational domain for a variety of goals. While Charlie
Winter’s in-depth analysis in Chapter 10 of the propaganda campaign
launched by the Islamic State during the battle for Mosul mainly
focuses on its domestic aspects, in Chapter 11 Vladimir Sotnikov dis-
cusses the implications of the successful strategic communications of
the Islamic State for global security and stability. Since Winter exam-
ines in detail the information operations conducted by the Islamic State
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on a tactical and operational level, and Sotnikov presents the strategic
framework of the organization’s actions, these two chapters uniquely
complement each other by presenting for the first time the full picture
of its information warfare.

In Chapter 12, Akhmet Yarlykapov examines the effectiveness of
the Islamic State’s propaganda in the North Caucasus. Basing his analy-
sis on sociological and anthropological research and surveys, he points
to different propaganda methods used by the Islamic State to recruit
new fighters and their astonishing level of success.

In the closing chapter of Part 3 (Chapter 13), Craig Whiteside draws
a conceptual line between all previously discussed topics. He argues that
regardless of the title—whether it is hybrid, information, or political
warfare—the contemporary conflict has become a multimodal affair with
a great emphasis on the information domain, and the case of the Islamic
State is a good illustration of this phenomenon.

In the concluding chapter of the book, Chapter 14, James C. Pearce
makes an attempt to connect between conceptual debates and practical
examples presented in the book. He ultimately comes to a conclusion
that although the labels used to describe events change, there is little
novelty in the politics that shape and direct them.

Notes
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Ancient World to the Present (Cambridge: Cambridge University Press, 2012).
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Hybridity in Conflicts
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The Idea of Hybridity

David Betz

In the sixteen years since the 2002 advent of the war on
terror, howsoever named, hybrid war has undoubtedly emerged as the
most popular term of use in defense and strategy for describing the
apparently topsy-turvy character of contemporary conflicts. Despite its
ubiquity in the discourse, the term is deployed variously by different
characters and institutions. It would be a mistake, therefore, to assume
a single, consistently agreed-to, meaning that is speaking only of the
West, for that matter; in other countries, as other chapters in this book
discuss, the term sometimes has a quite different connotation.

My understanding of the concept as I use it in this chapter is essen-
tially drawn from the work of Frank Hoffman, who more than any other
academic author can lay claim to be its godfather. As he explains it,
hybrid wars are characterized by the simultaneous incorporation of dif-
ferent modes of warfare—conventional, irregular, and terroristic (not
incidentally, themselves discrete categorizations that many experts dis-
pute). These multimodal forms of warfare can be conducted by both
state and nonstate actors and, crucially distinctively, are said to occur at
the same time in the same place—or “battlespace” in the jargon of doc-
trine, which in turn must be understood as being nonlinear, comprising
multiple domains beyond the physical including electronic, cyber, or
even more abstractly cognitive or virtual.

The first chief characteristic of hybridity is the “convergence” of
warfare types on a mutant form that defies easy categorization in accor-
dance with habitual frames of reference: while some nonstate actors are
acquiring state-like capabilities and organization, some state actors
deliberately don the proverbial “dwarf’s clothing” of the guerrilla. In
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either case. there are multiple impetuses. Perhaps most interestingly in
the case of the latter is the desire of many states to intentionally blur the
distinction of war/not war for reasons of avoiding the legal restrictions
that formally declared states of war impose as well as out of a fear of
the escalatory consequences of openly warring, especially with nuclear-
armed states. The second chief characteristic of hybridity is the combi-
nation of tactics and nontypical means such as criminality, which is
employed to sustain the hybrid force, to facilitate the disruption of the
target nation and protract the conflict. These combinations are not
merely coincidental; rather, they are “fused” in a deliberate strategy
designed to produce synergistic effects.!

Extant British strategic thinking draws explicitly on these influen-
tial ideas, extending them even further in an alliterative description of
the future character of conflict: congested, cluttered, contested, con-
nected, and constrained. A wag would be tempted to add the word con-
fused to the list of Cs, but the joke is diminished by the frank recogni-
tion by its victims of the reality of their situation. Moreover, it hardly
is only practitioners who are at sea because the academy is just as mys-
tified on the seemingly simple question, What is war??

In this chapter, I argue that our ancestors would frown on this con-
fusion and regard our need for hyphenated and portmanteau concepts of
war to be immature. I illustrate the retrograde character of hybridity
with reference mainly to British (and, passingly, to Russian) military
history of the nineteenth century to demonstrate that statesmen and
commanders of the not-so-distant past would have found the concept
obvious and therefore superfluous.

Strategic Context

The nineteenth century is often referred to as the “long peace.” After the
defeat of Napoleon at Waterloo in 1815, no wars occurred among the
five major European powers for almost forty years. The dominant con-
ception of war through this period up to, and to an extent beyond, World
War I was based largely on the ideas of the Swiss-born general Antoine-
Henri Jomini who served under the French flag through most of the
Napoleonic Wars until opportunistically defecting to Russia in 1813.
The gist of Jominian military thought may be said to comprise two ele-
ments: first, that victory is achieved through the defeat of the enemy’s
army on the battlefield; and, second, that the key to said defeat is the
calculated application of a small number of “fundamental principles” to
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war, among which the most important is the concentration of the maxi-
mum power of one’s own military force against the weakest, most deci-
sive, point of the military force of one’s enemy. “Strategy,” he defined
succinctly as the “art of making war upon the map” while the leitmotif
of operations, to judge from his many epigrammatic advisements to
commanders, was above all to be “brisk, bold, impetuous, perhaps even
sometimes audacious.”

The resemblance of these ideas to the late twentieth and early
twenty-first century’s fascination with such things as “shock and awe,”
“rapid decisive operations,” and “full spectrum dominance” are readily
apparent. Sticking with the nineteenth century, though, for the time
being, a very interesting thing is how far the actual practice of warfare
departed from the theory even then. Close to home, the major preoc-
cupation of Europe’s major armies was the suppression of the multi-
tude of internal revolts associated with the effects of the Industrial
Revolution, the rise of liberal ideals, and later the emergence of class-
based proto Marxist-Leninist “people’s wars,” including in the case of
the anarchist movement a violent and highly effective transnational
ideological terror network. Further abroad, largely at the same time,
these armies were mainly engaged in wars of imperial expansion and
pacification of subject populations, which we might describe in the jar-
gon of today as “asymmetric.” In such wars, more often as not there
was no enemy army to defeat, certainly not one organized along the
same lines, similarly equipped, and trained to operate conventionally in
the manner of European forces. Decisive engagements were few and
far between in them—indeed, this was a rather “harassing form of war-
fare . . . most difficult to bring to a satisfactory conclusion . . . pro-
tracted, thankless, and invertebrate,” in the words of the preeminent
theorist of “small wars” of the day, the British soldier C. E. Callwell.*
Leaving aside the relatively few major wars of the century such as the
American Civil War, the wars of German reunification, and Franco-
Prussian War, the wars of the nineteenth century were decidedly
hybrid. A few examples are illustrative.

Hybrid War Nineteenth-Century Style

In late June of 1806, just over half a year and half a world away from
Vice Admiral Horatio Nelson’s victory over the French and Spanish fleet
at Trafalgar, British forces under the command of Admiral Sir Home
Popham landed at the Rio de la Plata, Argentina aiming to capture
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Buenos Aires and ultimately to seize one of the greatest and richest
Spanish colonies in South America. Initially, the results were extremely
congenial. A superior Spanish military force was quickly routed at the
cost of a handful of British casualties and Buenos Aires was occupied on
the march. Popham had acted independently on his own judgment as a
commander, which was not wholly unusual given the technology of
communications of the day in the context of a global conflict, having
convinced himself that the people of the region were “groaning under the
tyranny” of Spain and eager for liberation. He also considered that here
was an opportunity to counter allied setbacks in the European theater—
notably Napoleon’s huge victory at the Battle of Austerlitz in December
1805—with a splendid little war in the South Atlantic.’

The fury that the maverick Popham caused government ministers
back in London, who considered that he had contemptuously exceeded
his authority, was to an extent assuaged by reassurances of the impor-
tance of the colony and the immense profits that the bold action would
cause to accrue to English traders. The Times triumphantly editorialized
on the news:

The circumstances which attended this success are in the highest
degree honourable to the British name, and to the character of our
brave army. . . . By our success in La Plata, where a small British
detachment has taken one of the greatest and richest of the Spanish
colonies, Buonaparte must be convinced that nothing but a speedy
peace can prevent the whole of Spanish America from being wrested
from his influence, and placed forever under the protection of the
British Empire.®

In other words, one might say, “Mission Accomplished.” The then vast
sum of over a million dollars was sent back to Britain by frigate along
with six wagonloads of other booty—primarily Jesuit’s bark (a valuable
antimalarial) and mercury. A large quantity of arms and ammunition
was also seized from abandoned and surrendered Spanish armories.
Financial markets in the City of London soared on anticipation that the
good times would roll. Unfortunately, the mood of buoyancy was not to
last. Indeed, by the time that these treasures landed in Britain, and rein-
forcements had been dispatched, events had already turned decidedly
for the worse.

While the British certainly did plunder the assets of the deposed
Spanish regime, they took care to otherwise not “exasperate” the local
population (as Callwell nearly a century later would enjoin practitioners
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of small wars to do). Thus, private property was untouched; the popu-
lation (regarded as liberated rather than conquered) was protected; local
government, courts, and tax authorities were permitted to continue as
normal; and the place of the Catholic Church in society was unmo-
lested. It was to little avail, however, as the remnants of the regular
Spanish forces under the skillful command of Santiago de Liniers y
Bremond, a Knight of the Order of Malta in the service of Spain, organ-
ized a powerful popular insurgency out of a ragbag of soldiers (“bitter
enders,” let’s call them), civilians, and gauchos. The result was a bitter
humiliation of British arms, which resulted in the court martial of the
officer in charge of operations—ironically, not Popham, who escaped
ignominy, but General John Whitelocke who had arrived in May 1807
with a small army under orders to recover the worsening situation. The
fighting in the town and suburbs of Buenos Aires proved insurmount-
ably difficult for the British, who discovered that the thick walls and
flat roofs of the Spanish colonial urban landscape cut through by narrow
alleys turned the place into a practically endless series of discontinuous
ambushes. From the roofs, they were assailed by a great proportion of
the population with hand grenades, musket fire, stones, and boiling
water while seemingly at the turning of every street corner they were
blasted by Spanish cannons loaded with grapeshot stationed behind
deep ditches. The mood of the aftermath was recorded by a British offi-
cer, Lieutenant Colonel Lancelot Holland:

We were ordered to march out without arms. It was a bitter task,
everyone felt it, the men were all in tears. We were marched through
the town to the Fort. Nothing could be more mortifying than our pas-
sage through the streets amidst the rabble who had conquered us. They
were dark-skinned people, short and ill-made, covered with rags,
armed with long muskets and some a sword. There was neither order
nor uniformity among them.”

The war is generally unremembered now by Britons, though not by
Argentinians for whom it was a precursor to revolution and independent
nation building. It was indubitably hybrid, according to an objective
understanding of the concept’s main underpinnings. Certainly, there was
a mix of regular and irregular modes of warfare, and it also included the
exploitation of clan, tribal, and illicit networks for the sustainment of
the insurgent fighting forces. The final battles on the streets of Buenos
Aires featured a mix of the most primitive arms deployed alongside
what were then cutting-edge ones—cunning savagery, continuous
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improvisation, rampant organizational adaptation—de Liniers achieved
the operational and tactical fusion of these things in the same battle-
space, though it would not have been described as such then. This says
nothing of the political complexity of the conflict, which had tendrils
linking events of a nature local to the theater, such as the three-way ten-
sion between Spanish colonial rulers, indigenous peoples, and their
British liberators cum conquerors, into governments in Paris, Madrid,
and London, as mentioned already, and on multiple levels—not least
being the interaction of the conflict with financial markets. There was,
too, a media dimension: first, in the enthusiastic boosting of Popham—
who was acutely conscious of his celebrity—and, as the war progressed,
second, with the public pillorying of Whitelocke.

In 1996 United States Marine Corps commandant, General Charles
Krulak, declared in a speech to the Royal United Services Institute in
London that “the future of war is not the son of Desert Storm, but the
stepchild of Chechnya and Somalia.”® The line has become a staple in
the literature on future war and a touchstone of the hybrid war thesis.
He might as well have talked of the stepchild of La Plata. One wonders
how many would catch the reference, though the truth is that a passing
familiarity with practically any of Victoria’s wars should suffice to trig-
ger recognition—the Sikh Wars, the Burma Campaigns, both forays into
Afghanistan, the Opium War, the Second China War, all would fit this
pattern. Moreover, neither is it the case that this period was technologi-
cally more static; quite the opposite, in fact, as the armies of the day
grappled with adaptation to, inter alia, the advent of steamships and
railroads, telegraphic communications, rapid-fire rifles, and breach-
loading artillery, any one of which might be argued revolutionary in
import. And neither, as it is generally supposed, did the industrial pow-
ers always have technical or tactical superiority over their foes.

War’s Virtual Dimension

It could be said that the key difference today, however, is information
technology specifically, and the density of global interconnectedness of
people, ideas, and things that has burgeoned in the past half-century
particularly with the advent of the Internet. There is a vast literature on
this subject in relation to every aspect of society—politics, economics,
culture, friendships, and society—typically encapsulated under the
rubric of globalization. It is self-evident that our lives are increasingly
intertwined with those of distant others, producing a condition that



The Idea of Hybridity 15

Zygmunt Bauman has called “liquid modernity.” There is no longer an
intellectual “outside,” it is said, and nothing can now occur to people
completely “over there” without bearing on “how people in all other
places live, hope, or expect to live.”

It is hard to gainsay these ideas precisely, yet they deserve and ben-
efit from some cautious exposure to historical comparison. For instance,
in the hybrid wars literature, the Lebanese Shiite militia cum political
party Hezbollah is described as a sort of prototype of the concept on
account of its effective blend of regular and irregular tactics, its quasi-
state-like deployment of some high-tech weapons, and in general its
ability to go toe to toe with the powerful organized military forces of
Israel in 2006. All of these, though, as witnessed, were apparent in some
cases as far back as 1806. A more ambiguous point is Hezbollah’s
apparent mastery of “perception dominance,” by which is meant not just
dominating one’s foe physically but undermining them morally and psy-
chologically, tunneling out their base of support domestically as well as
their reputation internationally.

Indeed, for a long time, it has been ventured in the literature on
counterinsurgency that the reason that big states lose small wars is that
they are exhausted morally rather than physically. This is in large part
the central reasoning to accounts of the US defeat in Vietnam and
equally may well be applied to the failed expeditionary campaigns of
the war on terror, especially the NATO mission in Afghanistan. Hezbol-
lah’s effort in this perceptual domain of war is said to have been partic-
ularly exemplary, however:

Not until this war have networks actually projected in real time the
grim reality of the battlefield pictures of advancing or retreating
troops in southern Lebanon, homes and villages being destroyed dur-
ing bombing runs, old people wandering aimlessly through the debris,
some tailed by children hugging tattered dolls, Israeli airplanes attack-
ing Beirut airport, Hezbollah rockets striking northern Israel and
Haifa—all conveyed live as though the world had a front row seat on
the blood and gore of modern warfare.!°

It is true that soldiers and statesmen today are increasingly preoc-
cupied with the apparent breakdown of what journalist Andrew Marr
describes as the “wall of willed incomprehension, between civilians at
home and those killing” caused, he says, specifically by the arrival of
real-time, or near to real-time, digital imagery of conflict spreading
virally on the network flows of globalization.!! The effects of this are
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considered to be manifold and interrelated, though two are worth high-
lighting particularly. First, it brings the beliefs and ideals of a multitude
of spatially distant actors into the strategic mix; and, second, crucially,
though rarely addressed directly in the proliferating literature on strate-
gic communications, it brings the mood of the home population of expe-
ditionary forces potentially decisively into play. Britain’s General Sir
David Richards, commander of the International Security Assistance
Force (ISAF) in Afghanistan in 2006 at the point historians are quite
likely to determine the war’s outcome became apparent, puts it this
way: “Conflict today, especially because so much of it is effectively
fought through the medium of the Communications Revolution, is prin-
cipally about and for the people—hearts and minds on a mass scale.”!?

Be that as it may, how much is really different? The case is easily
overstated. Consider, for example, the Second Anglo-Boer War of
1899-1902 in which, again in scenes resonant with the post—April 2003
Iraq War, the then preeminent world power was badly mauled by a
highly motivated, tactically skillful, and well-armed local force of reli-
gious fanatics, though ultimately it muscled its way to victory through a
combination of superior manpower and a massive complex of net-
worked blockhouses that shut down the mobility of Boer commandos.
This was in addition to population control measures that nowadays
would almost certainly be deemed to constitute war crimes. Boer polit-
ical leaders worked with a good deal of success in foreign capitals from
where they hoped to draw support to bring attention to harsh British
measures against Boer noncombatants. Effectively, they sought to
weaponize the media channels of the day, seeking to mobilize moral
opprobrium against the British. In the French press, for instance, Field
Marshal Horatio Kitchener was pictured as a monster feasting on Boer
corpses, Britain was accused of genocide, and the British Empire as a
whole was characterized as a dim and overweight bully. In another bit-
ing French newspaper illustration, a British soldier was pictured kicking
a pregnant Boer woman in the belly while she attempted to shield a
group of toddlers cowering in terror in her shadow—other British sol-
diers in the background are seen smiling and egging him on. Such rep-
resentations were commonplace.'?

The effects were not limited to foreign populations. The British
government was certainly concerned about the fragility of domestic
opinions about the war. The “hysterical, euphoric relief” that followed
the breaking of the siege of the British garrison at Mafeking and subse-
quent lionization of the commander Colonel Robert Baden-Powell is a
testament to the public’s fear of national humiliation at the hands of yet
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another ragbag force of irregulars. Contemporary accounts of the war
illustrate the palpable mood of apprehension, fear of isolation, and dis-
may at the likely prospect of defeat:

Nowhere had Britain a friend. France, Russia, and Germany were
equally outspoken in bitter and contemptuous criticism. . . . And the
most grievous feature of our defeats was that they were inflicted by a
people numerically weak, without an army in the true sense—by a
number of peasants and farmers upon the very flower of the British
Army. The strongest, the best appointed, and, it was hoped, the best
led force that had ever left our shores, equipped with all the con-
trivances of modern war, with field telegraphs, war balloons, how-
itzers, naval guns and lyddite shells, had failed . . . the British people
had been brought face to face with the tragic realities of war. The
scales fell from all eyes; it was clear to every man that this was a
struggle for life or death, a struggle in which defeat must mean the
loss of South Africa and the shaking of the British Empire to its very
foundations, and in which victory at the best could never regain for us
what we had forfeited—our reputation before the world.'

It was, moreover, not simply Britain’s place in the eyes of the
world—its pride in itself was equally challenged. Ministers were in par-
ticular concerned with domestic upset over harsh tactics against Boer
civilians employed by the army, as it attempted desperately to separate
Boer commandos from their base of support among the civilian popu-
lation. Such tactics included the widespread burning of farms; collective
punishment of local communities for attacks on railways, sniping, and
ambushes of British patrols; and, most controversially, the erection of
concentration camps into which noncombatants were interned en masse.
There was an obvious point to such tactics, but at the same time the jus-
tificatory accounts of them were freighted with an equally obvious
awareness that a moral line had been crossed—and it was not clear that
Britain was on the right side of it:

The determination of the Boers to wage a guerrilla war had compelled
the British Generals, notwithstanding their reluctance to employ severe
measures, to take steps to deal with the outwardly non-combatant Boer
population. The enemy’s custom of wearing no uniform, except that of
the British troops—in itself a grave infraction of the laws of war—and
their habit of resuming their peaceful avocations and returning to their
farms when they required rest from their labour of derailing trains and
sniping British sentries, coupled with their invariable practice of using
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the farms as arsenals and bases of operations, and with their proved
determination to respect no oaths of neutrality, no solemn promise to
refrain from hostile action, had driven our Generals, in spite of them-
selves, to this course. It was not entered upon until the provocation
given had been almost past endurance, and such as would have been
tolerated by no other army in the world."

On the whole, the British population accepted the rationalizations given
and its support for the war did not collapse—as, for example, the Russian
population accepted the pulverization of Grozny in Chechnya through
the 1990s; the Israeli population has accepted the periodic pounding of
south Lebanon, the West Bank, and Gaza over decades; the US popula-
tion accepted the flattening, inter alia, of Fallujah, Iraq; and the world
generally accepts the ongoing operations against the Islamic State in the
course of which Mosul is being turned into a plain of rubble. It was a
near-run thing, however, that could well have gone otherwise.

Reader, forgive another long quote from an account of the war at
the time, it is necessary because to paraphrase it diminishes the sense of
parallel with the modern era. It concerns the opinions (and putative per-
sonality) of Emily Hobhouse, an English peace activist and social lib-
eral, who in early 1901 was permitted by British authorities to visit the
concentration camps, in which it should be noted many thousands actu-
ally did perish of hunger and disease, on the proviso that she should not
make political use of her findings.

No sooner had [Hobhouse] returned to England than she produced a
report in which she drew what pro-Boers called a “terrible picture” of
the camps. She made no allowance whatever for the special difficul-
ties of war, and forgot the fact that to keep a large population of hos-
tile noncombatants supplied, while their husbands and brothers and
sons were daily cutting the railways, was a stupendous task. She knew
nothing of the normal conditions of Boer life, or of the state of dirt
and squalor in which a large proportion of the camp inmates usually
lived. She did not test or analyse what these people told her but, so
long as they were to the discredit of her country, eagerly accepted
their stories, though men who had lived for years in the Transvaal
could have shown her how little Boer assertions, when uncorrobo-
rated, were to be trusted. . . . A report may be judged by its recom-
mendations, and Miss Hobhouse’s, with the elegant impracticability of
the sentimentalist, could only suggest that the Boer women should be
turned loose once more. . . . Not content with her report, however, she
delivered a series of partisan addresses throughout England, and per-
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mitted herself to be made the unconscious instrument of the Boer plot-
ters in Europe, who caught up her words, reprinted them, translated
them, heightening the colour at times, and scattered them broadcast
throughout the world, the result being to increase the animosity felt
abroad towards Britain, which was already only too bitter.'¢

It takes little imagination to hear such lines, with the change of
“Boer” to “Chechen,” “Palestinian,” or “Afghan,” and “impracticable
sentimentalist” to “Amnesty International” or “Human Rights Watch,”
as though they were emerging from the mouth of a current government
spokesperson struggling to explain one of today’s seemingly intractable
morally compromised hybrid conflicts. The effects of real-time imagery
on the basic problem of how governments manage the domestic percep-
tion of conflicts in which their forces are engaged abroad are easily
overstated. If there is a difference, it is one of fine degree.

Having dwelled somewhat lengthily on nineteenth-century British
military history, it is perhaps predictable to conclude this section with
a few lines from the foremost cultural chronicler of these hybrid wars of
yore, Rudyard Kipling. They are, however, apposite and serve to mark
quite important observations. Take, for instance, this verse from “The
Young British Soldier,” written in 1895 as a description of the Second
Anglo-Afghan War:

When you 're wounded and left on Afghanistan’s plains,
And the women come out to cut up what remains,

Jest roll to your rifle and blow out your brains

An’ go to your Gawd like a soldier.

Were the Victorians really so innocent and unknowing of the “blood and
gore” of warfare? It is hard to square the existence of such naiveté with
a society in which such poetically graphic imagery was a popular best-
seller, taught in schools, reprinted in popular newspapers, read in con-
cert halls and pubs. Consider too the opening lines of “The Lesson”
written as a sort of epigraph of the Boer War, which I have just dis-
cussed, but which really ought to be taken as rather timelessly relevant:

Let us admit it fairly, as a business people should,

We have had no end of a lesson: it will do us no end of good.
Not on a single issue, or in one direction or twain,

But conclusively, comprehensively, and several times and
Again.
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Lessons of the Russo-Japanese War

A more recent development of the hybrid wars thesis is its application by
many governments of the NATO alliance, and the alliance when speak-
ing in its own right, to describe Russia’s activities vis-a-vis the Baltic
states, Georgia, and especially Ukraine. The conjectured elements of
Russian hybrid warfare include the combination of regular and irregular
formations, the manipulation of political divisions in the target state,
economic pressure, diplomatic obfuscation, and a concerted and well-
organized information campaign. Its distinction from other examples of
hybridity rests, apparently largely, on the degree of state involvement.
Whereas in other conflicts the belligerents on at least one side are objec-
tively nonstate actors, or, as with Hezbollah, are arguably quasi-nonstate
actors, in the case of Russia’s “little green men” it requires a willing sus-
pension of disbelief not to recognize them as uniformed, regularly
equipped, organized, trained, and disciplined Russian troops with their
unit markings removed. It is an effective strategic gambit, to judge from
the degree of consternation it has provoked in NATO defense circles as
well as the popular press, and military fiction. Russia pretends that it is
not actively directly engaged in objectively warlike behavior on its
periphery and, so far, most other states accept the pretense because they
fear the escalatory consequences of doing otherwise.

The adroitness with which Russia exercises these tactics perhaps
comes down to the fact that it is well practiced with them. History
shows this well. If there is something hybrid to this particular way of
war, which in terms of the obvious combination of means military and
nonmilitary, intertwined with a coherent deception campaign stretching
from the political through the strategic to the tactical levels of war, there
would seem to be, it is not new; its existence now is not due to any par-
ticular technological development either. There is no major or minor
aspect of hybrid war that is not perfectly evident, for an example,
among several possible others, in the 1904—1905 Russo-Japanese War.
Rather like Britain’s Argentine adventure a century earlier, the Russo-
Japanese War was a highly politically complex across a range of vec-
tors—regionally between the belligerents and the countries they were
fighting over and globally multilaterally via various commercial inter-
ests as well as entangling alliances, notably that between Japan and
Britain. Russia was a politically troubled empire—though its economy
was growing at the time—while Japan was an energetic and ambitious
one. Japan was relatively weak militarily, having abandoned its antique
mode of warfare, based on the samurai cult of the sword, only about
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two generations before. But it was learning fast and was capable of bold
action. Both countries were vying for political mastery over a third
country (Korea), which Japan would subsequently repress savagely
until its own defeat and occupation by the United States in World War
II. But the conflict was also nested within a larger contest for domi-
nance of yet another, even larger, country (China) where, to muddy the
waters even further, essentially every major player of the day felt it had
a commercial or political stake (and, to a greater or lesser extent, the
military presence to back it up).

In the interests of brevity, a précis: the war came down to compet-
ing imperial ambitions in Korea and Manchuria between Russia and
Japan; its major battles were fought in southern Manchuria on land and
in the seas around Korea. Japanese military forces inflicted a series of
striking defeats on Russia, on land and at sea. For Japan, it was a gigan-
tic success which, despite the war being overshadowed by World War
I, was seen as highly significant at the time on account of it being the
first instance in modern history in which an Asiatic power defeated a
European one decisively. For Russia, it was a disaster militarily, but the
political effects were even worse—the widespread revolts of 1905,
which were put down, presaged the revolution of 1917.

Russian tactics in the war, however, perhaps because they failed,
have not received as much attention as they merit. For one thing, as
noted, they are interesting because of the extent to which they mirror
what are described as the precepts of twenty-first-century hybrid war-
fare, starting with the use of regular troops in a quasi-irregular, ambigu-
ously uniformed manner well in advance of the commencement of
openly hostile operations. In the spring of 1903 (by which point, many
years of diplomatic and cutthroat economic maneuvering had already
passed), Tokyo observed that Russian forces had crossed the river Yalu
into Korea and established there a seemingly permanent presence. As
Japan saw it, Russia had extracted from a weak Korean government—in
modern parlance, nearly a “failed state,” a consequence in no small part
of the meddling of its neighbors—a concession to cut timber in its
northern territory. Russia claimed, at first, that its forces were simply
unarmed woodcutters and, second, after being challenged on the verac-
ity of the point, that if they were armed it was only for self-protection
from Korean bandits, a condition necessitated by the malgovernance of
the country. Essentially, the Japanese believed that Russia, under a
cloud of promises and reassurances to the contrary, was invading and
occupying Korea—in which view they were probably correct. Instead of
little green men, Russia was advancing by battalions of woodcutters. At
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the same time, Russia was said, again according to contemporaneous
accounts (in this case from the British, who were sympathetic to Japan)
to be fomenting disorder in Korea:

Now the Korean Emperor would protest his attachment to Russia, and
now again, stricken with panic, he would insist on his devotion to
Japan, and produce by the ream ordinances of reform to which no one
paid the slightest attention. In all directions disorder appeared. The
Tonghaks, who had risen in 1894, and so brought on the war between
Japan and China, once more broke into rebellion. The crowds in the
capital menaced all foreigners, and guards were hurriedly obtained for
the various foreign Legations. The wildest stories were in circulation
and were credited. Now it was said that Japan was pouring disguised
soldiers into Korea; now that the Russian “woodcutters” in the north
were moving south.!”

On top of that, there was a befuddling and exasperating diplomatic
campaign of obfuscation and delay by the Russians to protract negotia-
tions that, in the Japanese view, were designed simply to forestall the
outbreak of hostilities while Russia covertly prepositioned supplies and
gathered its army and naval forces. Furthermore, it was argued by Japan
and Britain that the French and German press corps were riddled with
Russian agents from which points of editorial privilege they were blast-
ing international political opinion with absurd stories. The object of this
alleged collusion and procrastination was said to be to delay the onset
of war until conditions were more favorable to Russia.

Day followed day, week followed week, and there was no Russian
reply [to a Japanese proposal]. The Japanese minister at St. Peters-
burg, M. Kurino, pressed not once but repeatedly for an answer. He
was put off with evasive words. Now Count Lamsdorff was just about
to resume control of the negotiations—and he was supposed to be in
favour of peace—now this point or that had to be referred to Admiral
Alexeieff at the other end of Asia. It might almost have been supposed
that the Russians were ignorant of the art of telegraphy.'®

The tactics and techniques employed by Russia in the early twenti-
eth century, its efforts to prepare the battlespace as we would now put it,
prior to the formal outbreak of conflict through a combination of
means—overt and covert, diplomatic and military, and economic, all
blended toward a common goal—are in themselves interesting. Their
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parallel with observed tactics of the moment is unmistakable. The point
of observing them, however, is not simply to remark that there is noth-
ing new under the sun because that itself is a banal point, well under-
stood since Old Testament times. It rather is that when we presume the
opposite, that things are unprecedented and uniquely complex because
of technological change, say (as is the current habit), it has the effect of
severing current decisionmakers from hard-learned lessons of the past,
both good and bad, that pertained to situations every bit as confound-
ing of those of the present.

Conclusion

War is the extension of politics by other means. It is intrinsically human
and war is about, for, and by people. People are hugely ingenious, never
more so than when their situation is kill or be killed by some other
human who wants to compel them to do their will. There is no reason to
expect that it should stay within the boundaries of the labels that we
might attach to it—regular, irregular, conventional, unconventional—
because history shows that it does not. None of the wars that [ discussed
in this chapter behaved so agreeably as to have begun when they were
supposed to have begun (or ended when they were supposed to have
ended), were fought solely (or even primarily) by military means, or
stayed confined to one theater of conflict, and the military means
employed in them comprised a range of types, uniformed and nonuni-
formed, sometimes literally rag wearing. Sometimes the weak win
because they are strong in the things that really matter, and are wise and
creative enough to recognize and act on them.

Some years ago, at a dinner with Hoffman, I remarked that if we
had a mature understanding of war then we would have no need of the
concept of hybrid war. However, as we did not have such an under-
standing, it had some important utility. The most self-defeating mental
habit in Western strategy for many decades now has been the tendency
to place technology in the center of the frame of analysis, as though all
problems stem from a foe’s better grasp of how to employ this or that
new development in weapon systems, and as though all solutions lie in
our achievement of the same.

Our ancestors understood war better; they seem less frequently to
have expected wars to be easy, cheap, and decisive and were better pre-
pared, therefore, to deal with the world as it was, not as they wished it to
be. I think they would have found appending the word hybrid to war to
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be superfluous, maybe even indulgent. That said, if interrogating hybrid-
ity brings us back to a more mature understanding of war, more realistic
if not realist, then perhaps it could be an intermediate step forward.
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The Color Revolutions
in the Context of Hybrid Wars

Georgy Filimonov

Revolutions in military affairs usually occur as a result of
fundamental changes created by scientific and technological advance-
ments, which serve as a driving force behind the development in the
means of armed struggle, in the ways to build up and train armed forces,
and in the methods of warfighting and conducting combat operations.!
In the case of hybrid warfare, however, there is no need to develop new
weapon systems and sophisticated ways to employ them since the core
of this type of confrontation is generally based on already existing com-
ponents of interstate struggle. In other words hybrid war, a combination
of adversary’s nonlinear actions, is not a product of a revolutionary
impulse in military affairs, but merely a special organizational model
that offers enhanced methods and better structure required to achieve
concrete military and political objectives.? This is especially the case
when an external controlling power (international actor) needs to mini-
mize the risks of conventional (open) confrontation and employs vari-
ous destructive forces, providing them with different types of situational
support such as camouflaging the presence and involvement of military
contingents or providing a superficial (informational) cover-up for
covert subversive operations.?

The concept of hybrid warfare describes a situation where an exter-
nal controlling power brings the protest-potential masses (which are
usually unaware of being exploited) and different types of destructive
opposition forces (e.g., terrorist, extremist, and criminal groups) to the
forefront of the fight against adversary political regimes.* Hence, by
conducting hybrid war, an external controlling power gains great opera-
tional capabilities to achieve its military and political goals without
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escalating into full-scale conventional fighting. In this chapter, I discuss
the Russian conceptualization of hybrid warfare, as it is presented in the
ongoing military, academic, and professional discourses in Russia,
focusing on the role and place of the color revolutions as a core element
of this type of contemporary interstate confrontations.

Hybrid Warfare: The Western Origins

The Quadrennial Defense Review (QDR) 2010—an official strategic
policy document—uses the term Aybrid war to capture the increasing
“complexity of war, the multiplicity of actors involved, and the blurring
between traditional categories of conflict.” According to the document,
this approach to warfare is not entirely novel. It calls for the United
States to prepare itself for such challenges because, in the near future,
hybrid techniques will be employed against the country by both state and
nonstate actors. Therefore, it is not surprising that there is an ongoing
political-academic-military debate in many Western countries regarding
the need to counter different threats posed by this hybrid war. For exam-
ple, this message was reflected in a joint declaration following the 2014
NATO Wales summit, which defined such wars as “threats where a wide
range of overt and covert military, paramilitary, and civilian measures is
employed in a highly integrated design.”®

According to Nathan Freier of the Center for Strategic and Inter-
national Studies, in the future the United States will face a combina-
tion of four types of threats—traditional, irregular, catastrophic, and
disruptive. Freier suggests that such a combined hybrid threat may be
posed by any actor that employs at least two of these modes of con-
flict, thus ultimately conducting a hybrid type of warfare that would
involve different nonmilitary and nonviolent measures of influence
such as informational, political, and economic.” Vice Admiral Arthur
K. Cebrowski and analyst John J. Garstka, who were called to rethink
the traditional approaches to warfighting and substitute them with a
concept of network-centric warfare (NCW), elaborated the main idea
of this theory. According to Cebrowski and Garstka, this concept bet-
ter explains the needs of the US Army by applying modern informa-
tion technologies to ensure its qualitative advantage on the battle-
field.® Therefore, it seems right to argue that, in the Western
perspective, war is turning into a network phenomenon, thereby trans-
forming hostilities into a type of network process. Regular armies,
intelligence activities, innovation and cutting-edge technologies, jour-



The Color Revolutions in the Context of Hybrid Wars 27

nalism and diplomacy, economic processes and social transformations,
civilian populations and military professionals, active units and sepa-
rate loosely knit groups—all are integrated into a single network
through which information is circulated and a war is conducted.
According to John Arquilla, NCW is characterized by exploitation of
communication and information technologies, the most important of
which is known as “swarming” and involves unarmed protesters and
largely decentralized combatant units.’

In 2015, the Pentagon published The National Military Strategy of
the United States of America 2015—a concept paper that replaced the
previous document from 2011. This document not only referred to
hybrid conflicts as a blend of conventional and irregular forces with a
variety of methods and means of combat, but it also blamed Russia for
using such tactics. Specifically, it stated that “such ‘hybrid’ conflicts
may consist of military forces assuming a non-state identity, as Russia
did in the Crimea. . . . Hybrid conflicts also may be comprised of state
and non-state actors working together toward shared objectives,
employing a wide range of weapons such as we have witnessed in
eastern Ukraine.”!® This is a clear demonstration of the US bias
toward the term Aybrid war since when it comes to hybrid methods
that the United States itself employs against Russia, Washington is
reluctant to recognize them as such.!!

Hybrid war is a multidimensional phenomenon that integrates sev-
eral aspects of fighting—military, informational, economic, political,
and sociocultural—into a single domain. What makes it particularly dis-
tinctive is a combination of military and nonmilitary influences, which
are extended simultaneously across multiple battlefields and therefore
require well-organized multivector counteraction. Due to the technolog-
ical expertise of the Western world in the twenty-first century, the latest
advances in military affairs, availability of highly sophisticated commu-
nication systems, vast experience in the field of information technologies
and control of mass media have all created a better opportunity for the
West to conduct hybrid operations against its adversaries without eco-
nomic and material costs of traditional (conventional) warfare.!?

Hybrid War in the Russian Conceptual Debate
In Russia, there is an understanding that the US-led West has mastered

hybrid warfare as part of its “intelligent” approach to warfighting that
allows it to avoid an undesired escalation into an open large-scale
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confrontation of regular armies. These multilayered operations blend
military measures (irregular rebel tactics, use of special operations
forces, fighting in information and cyber spaces, economic and politi-
cal pressures) with civilian aspects of struggle (popular protests).!?
The civilian component, accompanied by a range of destructive tech-
niques for dismantling political regimes (color revolutions), plays one
of the most important roles in these hybrid confrontations. While the
civilian component is mainly based on the political protests of the
population, if necessary, it can be complemented with covert military
measures. Military theorist Evgeny Messner, who developed his con-
cept of “subversion war” during the Cold War, was among the first to
argue that, in the future, battle lines of conflicts would be dissolved
across the territories of the conflicting countries, thus turning politi-
cal, social, and economic aspects into the most dominant dimensions
of war. At the same time, a greater role would be given to destructive
influences on the civilian population:

Each fighting side would create and nurture partisan movement inside
the territory of its adversaries, promoting different oppositionist and
defeatist parties and offering them ideological, material, financial and
propaganda support. It would employ all available means and methods
to fuel civilian disobedience, sabotage, subversion and terror. . . .
[Simultaneously] the government and the armed forces of this fighting
side would engage their own population and the population in occu-
pied territories in the fight against enemy agents, who attempt to do
the same [inside its own territory].'

Moreover, Messner identified seven main methods of subversion war—
propaganda, obstruction, sabotage, subversion, terror, guerrilla, and
rebellion—specifically emphasizing propaganda as the most important
element in subversion war. '3

Regardless of this early conceptualization, the Russian expert com-
munity lacks a common understanding of the concept of hybrid warfare.
According to Pavel Tsygankov, one of the defining features of hybrid
warfare is that it takes advantage of the broad possibilities provided by
modern information technologies, which have become instrumental in
the intentional distortion of facts and deliberate dissemination of false
information and fake stories. According to Tsygankov, hybrid warfare
also includes an application of the different techniques of social manip-
ulation and falsification of history because hybrid war antagonizes the
whole population and includes all areas of social life such as politics,
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the economy, social development, and culture.!® Developing his ideas
further, Tsygankov states:

In reality, “hybrid wars” have become one of the most frequently
employed by the U.S. and the rest of the West methods of foreign pol-
icy. The U.S. employs these methods, drawing on its vast (though not
always successful) experience of toppling inconvenient regimes in
various countries through a combination of military and non-military
means. Moreover, it does not hesitate to lie or manipulate facts, dis-
regard human casualties and ignore international and political impli-
cations of is actions.!’

Thus, Tsygankov explains a hybrid nature of many contemporary
armed conflicts by suggesting that the US political elite implements
these techniques in its attempt to preserve its supremacy on the global
arena. Moreover, he argues that Russia’s expert community gives
insufficient attention to this phenomenon because, while the Russian
literature provides a basis for further study of that subject, “the West
is not only outpacing us in quantity of information-propagandistic
publications on this topic, but it also has a serious approach within its
expert and academic communities intended to study this phenomenon
(though that approach cannot be considered absolutely free from an
ideological bias against Russia).”!®

On the one hand, some Russian scholars examine the concept of
hybrid war through the lens of different associated theories, such as
network-centric war, managed chaos, and the destructive political tech-
niques of color revolutions, considering them all as the structural com-
ponents of the hybrid type of warfare.!” On the other hand, there are
those who distinguish between these concepts, advocating the relevance
of one particular concept.?’ The most important fact, however, is that all
of these researchers agree that hybrid war is a serious threat to Russia’s
national security. Therefore, it is not surprising that the studies devoted
to the hybridization of warfare have stirred up interest not only among
military professionals, but also in the civilian expert community. Sergei
Glazyev, associate member of the Russian Academy of Sciences and
adviser to the president, suggests an examination of hybrid war from the
perspective of geopolitics and current US approaches to ensure its uni-
lateral global dominance. According to Glazyev,

The contemporary form of waging warfare between countries, which
has become known among experts as “hybrid war,” is completely
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different from different wars that we had witnessed until today.
Because today, military force is used as a last-resort argument, when
the adversary has already been defeated and should be punished [for
his previous resistance]. The ultimate defeat of the adversary is
achieved by a creation of chaos.?!

In his opinion, contemporary wars are conducted by weapons based on
new age technologies, which first of all include information and com-
munication technologies and high-precision weapons. Such wars,
according to Glazyev, enable the US military to maintain its systemic
supremacy on the battlefield and to minimize its losses. Moreover, he
states that “[these technologies] are reinforced by cognitive techniques
that turn the mass media into a highly effective psychotropic weapon of
mass destruction used against people’s consciousness, and diplomacy
into a psycho-paralysing weapon used against the political will of the
adversary’s leadership.”??

Mikhail Delyagin, director of the Institute for Problems of Global-
ization, also emphasizes the geopolitical scale of hybrid warfare which,
he believes, is a euphemism for global competition. He states that
“Ihybrid war] is a struggle that seeks to destroy the adversary, to com-
pletely eliminate the independence of his governing system and bring
him under your full control. Hybrid war aims to reduce the adversary
country [from its status as an independent state] to a territory under
your own authority.”?®* Delyagin highlights the multifaceted nature of
this phenomenon, emphasizing the effectiveness of such means as prop-
aganda, bribery, political scheming, espionage, political assassination,
and staging of civil unrest.

Vladimir Karyakin, a leading research fellow at the Russian Insti-
tute for Strategic Studies, highlights the importance of the phenomena
of color revolutions and hybrid wars in current international confronta-
tions. He also qualifies destructive political techniques as an essential
element of hybrid war. According to Karyakin, in hybrid wars both mil-
itary and nonmilitary methods are used for achieving domestic and
international political aims, by utilizing protest movements to ensure a
nonviolent struggle for power. If it does not lead to the anticipated
result, fueling of the political tensions allows protest movements to
transform into a color revolution and, if required, into a civil war that
turns into hybrid war as in the Middle East and in Ukraine.?* On the one
hand, it can be concluded that Russian experts on hybrid wars hold
somewhat similar views on this phenomenon. But on the other, it
becomes obvious that, despite this shared understanding, there is no
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common conceptual definition of hybrid war in Russia, nor of its struc-
tural features and technological aspects of its implementation.

The Dangers of Hybrid Wars

In analyzing joint efforts of civilian and military scholars, its seems
possible to establish a common understanding of the concept of hybrid
threats, thus enabling experts, military officials, and civilians to com-
prehend the true nature of this type of conflict rather than examine dif-
ferent interrelated actions of the adversary as separate actions. For
example, some experts tend to interpret illegitimate international sanc-
tions and overwhelming external pressure as a routine element of tense
international relations, and an orchestrated civilian unrest that involves
the public as a “democratic” form of political expression.?® Various
political groups of extremists, sometimes including terror organiza-
tions, are often regarded as groups of frenzied radicals and not as a tool
carefully concocted by intelligence services to play a part in much
larger international confrontations.?® An examination of all these fac-
tors together, however, offers a greater picture and highlights the
importance of the coordinating activities by an external power, an
international actor who facilitates different (seemingly unrelated)
actions. Examples include the application of sanctions and external
pressure, and the staging of civil unrest, followed by international
provocations and attempts to topple the regime by covert connivance
with extremist movements and terrorist groups.

Frank G. Hoffman, US military theoretician who coined the term
hybrid war, believes that the twenty-first century will be marked by
hybrid warfare because “we see the convergence of military force and
the interagency community, of states and non-state actors, and of the
capabilities they are armed with. Of greatest relevance are the con-
verging modes of war. What once might have been distinct operational
types or categorizations among terrorism and conventional, criminal,
and irregular warfare have less utility today.”?” According to Hoffman,
hybrid wars would involve a whole range of different types of warfare,
including conventional capabilities, irregular tactics and formations, as
well as terrorist attacks, indiscriminate violence, and criminal disor-
ders, that will be waged by both states and various nonstate actors.
Therefore, it seems right to argue that, due to its use of different dis-
ruptive methods, hybrid warfare has the potential to grow into a special
type of conflict that takes place without a formal declaration of war or,
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in other words, confrontations that erase the familiar line between the
state of peace and the state of war. In such confrontations, adversaries
pursue the strategy of destruction and attrition which, nowadays, could
be implemented in both global and regional conflicts.

An employment of destructive political techniques (color revolu-
tions) in an attempt to achieve certain political goals involves different
nonmilitary methods, which often prove to be more effective than mili-
tary ones. A color revolution is the initial step in destabilizing the situ-
ation in a targeted country, where the general goal is to overthrow the
adversary political regime. This color revolution scenario is predomi-
nantly based on the employment of information warfare methods, when
an important role is played by intelligence agencies, special forces, and
other military formations that are capable of turning the tide of events.?8
To implement its subversive color revolution strategy, an external con-
trolling power preliminarily trains destructionists and quasi-military
combat formations, and creates sustainable channels of economic, mil-
itary, political, and other types of support, secretly transferring neces-
sary weapons and equipment. In an addition, these destructionists and
their supervisors increasingly try to covertly exploit the population’s
protest potential, planning to involve private military companies or spe-
cial operations forces in different stages of this process. If the attempted
coup fails, the confrontation emphasis shifts toward the use of force,
and implementation of military measures. Thus, color revolutions
become the initial (transitional) stage of a much bigger hybrid war.?

An implementation of such a hybrid scenario, where a successful
coup d’état is followed by the establishment of an aggressive regime
that promotes instability and violence, has great potential for escala-
tion into a large-scale confrontation, or even a full-scale conventional
war. Therefore, it is not surprising that one of the biggest external mil-
itary threats to Russia, as stated in its Military Doctrine is the “estab-
lishment in the states bordering Russia, including as a result of over-
throwing legitimate governments, of regimes that pursue a policy
threatening Russia’s interests.”® In other words, hybrid warfare is an
extremely dangerous type of confrontation because it blurs the line
between war and peace by intentionally destabilizing not only indi-
vidual states, but also entire regions, without a clear declaration of
war. This is best demonstrated by the series of color revolutions,
which have become commonly known as the Arab Spring, that toppled
political regimes across the Middle East, notably Libya, Tunisia, and
Egypt. The entire region was plunged into chaos by several external
(Western) powers that waged hybrid war against local political
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regimes by implementing different political techniques intended to
stage color revolutions against them.

Color Revolutions in the Context of Hybrid Wars

In an attempt to construct a comprehensive understanding of all factors
that create a color revolution, it is important to elaborate this concept
further. Color revolution is a term that refers to specific techniques
intended to stage a coup d’état and establish external control over the
political situation in a targeted country. This usually is achieved by arti-
ficially manufactured political instability, where political blackmail is
employed to pressure the government and youth protest movements
serve as the most powerful destabilizing factor. Despite considerable
dissimilarities between countries in which color revolutions have
occurred (geopolitically, socially, economically, and internationally), it
is difficult not to recognize the same organizational scheme, which has
included instigating patterned youth protest movements, building a
politically active crowd, and turning the combined political force of
both against the incumbent government as a means of political black-
mail.3! Moreover, it seems reasonable to argue that color revolutions
have little to do with the fulfillment of reasonable hopes and aspirations
of the popular majority. It is important to understand that modern-day
political upheavals do not work toward the same goals as previous clas-
sic revolutions, which sought to change the polity and forms of owner-
ship or to recast the entire social system. Since the ultimate objective of
any color revolution is to instigate a coup d’état, thus forcibly seizing
and retaining power, it seems right to argue that a color revolution is a
tool in the global struggle for power that targets the political legitimacy
and coherence of adversaries.??

There are two main conditions required for a successful color rev-
olution. The first one underlines the necessity of political instability in
a targeted country, coupled with the crisis of the incumbent govern-
ment (if the political situation in the country is stable, it should be arti-
ficially disrupted to achieve this necessary condition). The second con-
dition signifies the necessity of specially organized protest movements
(based on a particular network of different organizations).* These two
types of preconditions also shape the main characteristics of a color
revolution: (1) the instability allows it to influence the local authorities
through political blackmail; (2) the external control of protest move-
ments is used as the main tool for influencing (blackmailing) the
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authorities because that allows them to maintain the instability.?*
Therefore, it seems right to argue that color revolutions resemble real
revolutionary movements only superficially because, unlike actual rev-
olutions that are driven by the natural flow of history, color revolutions
are specific political techniques cunningly disguised as spontaneous
processes. It can also be noted that these processes are staged with
almost theatrical dramaturgy, when certain (mainly Western) political
scientists try to frame them as a self-induced and spontaneous expres-
sion of the will of people, who suddenly have decided to reclaim their
right to govern their own country.*

There are two major viewpoints among experts regarding the
causes of color revolutions: while some claim that color revolutions
occur as an outcome of natural evolutionary political-social-economic
processes,*® others suggest that they are carefully staged processes
designed to establish political control over an adversary.3” Those who
believe that color revolutions are outcomes of natural societal develop-
ments argue that the causes of these revolutions rest in the objective
social antagonism that develops into different forms of civilian revolts
and mass protests of an oppressed population. In these cases, possible
causes include poverty, frustration with the ruling regimes, aspiration
for democratic changes, and the demographic situation.*® On the con-
trary, a closer analysis of the sociopolitical situation in nearly any
country where a color revolution took place shows that the existing
antagonisms and social divisions did act as a catalyst for the revolu-
tionary events, but that they were not the primary or only cause. For
example, in Egypt, before the color revolution broke out, the govern-
ment had provided subsidies on flatbread, making this basic food prod-
uct obtainable for the poorest groups of the country’s population. In
Libya, people had received a natural resource rent (and many other
subsidies), which was so high that the population had stopped working
altogether, necessitating the importation of an immigrant workforce
from different African countries, including Egypt. In Tunisia, the most
democratic of all African autocracies, the standard of living had nearly
equaled that of southern France (Provence and Languedoc) and even
exceeded that of southern Italy. In Syria, one of the reasons for the
upsurge in protest movements was that Bashar al-Assad (by his own
initiative) decided to ease his authoritarian rule and initiated liberal
transformations, which were immediately exploited by radical Islamists
and their sponsors in the United States.** Therefore, it is not surprising
that there are those who tend to see color revolutions as carefully
staged political interventions, pointing to recurrences of the same sce-
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nario in various countries around the world, which in fact are very dif-
ferent in terms of their social, economic, and political problems. The
main argument of these scholars and experts is that all color revolu-
tions evolve in the same pattern and, since the likelihood of the same
event following the same pattern under different conditions is next to
none, there should be a “guiding hand” that shapes and directs each
one of these events.*°

Drawing on these conclusions, the proponents of the staging inter-
pretation of color revolutions point to a number of attributes that
reject a color revolution as a spontaneous popular uprising. According
to these scholars, every color revolution has certain characteristics
that point to its nature as a carefully employed set of techniques. First,
the employed methods are natural attributes of the Western (Anglo-
Saxon) foreign policy and its typical work style. Second is the con-
formity of every revolution’s plan to a similar template (or sce-
nario)—all color revolutions unfold by following the same scenario
based on the same patterned scheme. Third, the ways in which all
protest movements are organized and employed, regardless of the
place of the color revolution, are reminiscent of the reflexive control
techniques (also invented by the United States). Fourth, there are cer-
tain recurring peculiarities in selecting and putting forward revolu-
tionary leaders. Finally, some color revolutions lacked any revolution-
ary ideology as such, proving that these revolutions had been forged.*!
It is possible to argue that color revolutions are often called tech-
niques or tools of “soft power,” as it was defined by Joseph Nye.*
Based on the law of assimilation, it is possible to assume that color
revolutions are in fact nonviolent techniques employed for regime
change. Such an approach, however, is inadequate and often leads to
confusion, suggesting that color revolutions should be considered as a
softer, and hence more progressive and less dangerous, way of influ-
encing authoritarian regimes. Therefore, it is not surprising that certain
voices promote color revolutions as an alternative, and more peaceful,
form of armed coup.** However, it seems difficult to unambiguously
determine the greater danger to global security: color revolutions or
local armed conflicts. In fact, the outcomes of the color revolutions in
the Middle East, which plunged the whole region into a state of man-
aged chaos, is a clear testimony that the former is as dangerous as the
latter, if not more. In other words, since the color revolution is one of
the foundation stones of hybrid warfare, it is essentially a tool of a
global struggle for power and, therefore, by its very nature, can be as
bloody as any other type of war.
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Stages of the Color Revolution

While every stage is prepared and executed independently, the success
of each subsequent stage depends on the successful preparation and
implementation of the previous one. The first stage is the inception
(preparation).** It implies identifying and aligning forces, classifying
different political actors as “friends” and “foes” (i.e., as possible allies
and prominent adversaries). In an addition to this division, during this
stage the external controlling power carefully identifies certain social
groups that could be easily manipulated against the existing political
regime. The main criterion for choosing this targeted audience is their
attitudes toward the goals, values, underlying concepts, and demands
of the external controlling (destructive) power. Before implementing
any activities in practice, every detail and action will be carefully mod-
eled and analyzed. This modeling phase can take between a few
months to several years (depending on the set goals; the involvement
of the masses; the intensity of domestic, regional, and global political
developments, etc.). This preparatory analysis takes into account not
only the targeted audience and the political, social, and economic state
of affairs in the country and the region, but also the personality and
political status of each leader or head (of state agencies, political par-
ties and movements, large businesses, mass media, etc.) individually.
This also includes a particular focus on the preliminary alignment of
political forces, military leadership, and other governmental institu-
tions, in an attempt to examine the possibility of influencing them
through various means and methods, including discrediting techniques
and manipulation. It is important to note that a carefully selected
incompetent political figure, with neither decisionmaking experience
nor adequate skills, may serve as a targeted key link in the governance
system at a moment of crisis. Thus, the main purpose of the prepara-
tion stage is to probe and monitor possible ways to influence high-level
political-military-economic decisionmaking. The process of this moni-
toring may include launching various activities such as political
activist campaigns and dissemination of false stories, with subsequent
assessment of the targeted audience’s response.

The second stage is the alignment of forces. It aims to divide all
political actors between those who will eventually find themselves in
power (and form necessary forces around them) and those who will be
sacrificed for the sake of the revolution and, thus, removed from the
political scene. This period is usually marked by the appearance of new
figures and movements on the domestic political stage and the emer-
gence of new leaders. During this process, a particular significance is
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given to personal qualities of the existing and emerging political and
military leaders, their habits, inclinations, and even health conditions.
The aim of the external controlling power is to identify the frontline
players to clearly divide them between friends (whose activity should be
supported) and foes (whose actions should be undermined). The duration
of this stage may vary between several months and two to three years.

The third stage is the actual destabilization of the political situation
in the targeted country, which is characterized by an avalanche of differ-
ent political, economic, social, and sometimes military developments.
Any color revolution begins with a carefully organized protest move-
ment. Already during the previous stages, several potential protest move-
ments have been set up as a network consisting of clandestine cells, con-
sisting of a local leader with three or four core activists under his or her
supervision. When the time comes, these networks will bring together
thousands of activists, who will constitute the core of public unrest. This
network form of organization of protest movements resembles, to a cer-
tain degree, the organizational mechanisms of terrorist networks. When
all preparations are accomplished, these networked protest movements
will take the general public to the streets of large cities at a prearranged
and carefully calculated signal, which is generally described as an “inci-
dent.” For example, the revolutions in Yugoslavia (2000), Ukraine
(2004), and Georgia (2004) were triggered by the declaration of unfair
elections, which served as a staged incident that initiated the scenario of
a color revolution. It is very important that these destabilizing incidents
will draw the attention of the entire society and be widely discussed and
interpreted, causing public anxiety and allowing the rise of the sponta-
neous behavior of the masses. The destabilization process will be insti-
gated further within one or several politically active social networks,
such as students or workers, focusing on specific economic and social
demands that are most relevant for the targeted audience.

The next part of the third stage is bringing the dissatisfied social
groups onto the streets to protest to voice their demands, thus provok-
ing wider political and social resonance. As soon as the incident trig-
gers social strife, the prepared and trained-in-advance protest net-
works will take the public to the streets, where well-organized groups
of activists will act as catalysts for spontaneous mass demonstrations
attracting more and more people. As the demands of the protesters
receive wide media coverage, this allows for the introduction of new
political actors: these are specially trained figures who make carefully
designed political demands aimed to bring the situation to a higher
level of political confrontation. Since during this stage, large numbers
of people get involved in the political movement within a short period
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of time, it is the most crucial and costly stage for those who execute
the color revolution scenario. On the one hand, the main driving force
behind these political protests consists of the most financially and
socially dissatisfied masses, who have nothing to lose and therefore
are easily manipulated by an idea of political change. On the other
hand, motivation of these groups requires financial and material
resources, which often include cash rewards or provision of food,
alcohol, clothing, and so forth. One of the techniques employed to
heat up the population, attract new supporters and unite them against
political foes, is turning the situation into a show or a sort of perform-
ance. At this stage, a vital role belongs to different nonstate structures,
foundations, and private companies that provide financial support for
the unfolding scenario. The duration of this stage depends on the
extent of the leaders’ involvement and their skills, and it may vary
between a few hours to several weeks.

The fourth stage is the revolution itself. It is characterized by riots,
actions of civil disobedience, organized protests, and violent actions
aimed at the destruction of the existing political power and seizing con-
trol of the country. These actions go beyond the commonly established
legal boundaries, and the development of this stage depends on the suc-
cessful performance during each of the previous stages. The success of
this stage usually depends on the number of people brought onto the
streets and the extent of the leaders’ involvement. For the planning,
preparation, and implementation of mass riots and demonstrations, the
prepared and trained-in-advance networks control the flow of informa-
tion in a way that minimizes the number of people capable to grasp the
entire picture. Single individuals emotionally fuse with the crowd, and
revolutionary symbols and rhetoric are used to identify friend and foe.
This allows for manipulation of the crowd through different psycholog-
ical techniques that influence people’s subconscious, instilling new val-
ues and imperatives, thus reprogramming their personal values and
political desires. Each action during this stage is provided with a facade
of legitimacy because all movements are presented as leaderless, having
self-coordinators who were forced by the people’s will to lead them in
this revolution of justice. This period usually turns out to be relatively
brief and will not last more than a few days.

The fifth stage indicates the breakdown of the existing political sys-
tem, leading to the legitimation of the external controlling power and the
proclamation of a new political regime. During this stage, the general pub-
lic experiences increased psychoemotional stress due to the destruction of
the existing governance system and the signs of social-political-economic
crisis that follow. This is the most suitable moment for the external con-
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trolling power to model a new lifestyle according to new (democratic)
standards and patterns, without any risk of possible retaliation. It is also
the best moment to outlaw the opposing side (foes and their supporters).

The sixth and final stage focuses on returning the situation to a general
legal framework. It implies final elimination of the opposing side by accu-
sations of corruption, tyranny, exploitation, and so forth; thus, placing
friends in a variety of state government posts via democratic processes and
establishing new vertical of power that receives orders from the external
power in return for economic, military, and political assistance.

Conclusion

Destructive political techniques of color revolutions have become a cru-
cial factor in international relations and, having no less destabilizing
potential than conventional armed conflicts, these techniques signifi-
cantly endanger the international stability and security system. Accord-
ing to Russian defense minister, Sergey Shoigu, “Colour revolutions are
increasingly taking the form of warfare and are developed according to
the rules of the art of war.”* The promoters and sponsors of such pop-
ular uprisings tend to use a very adaptive approach, successfully com-
bining military force with the techniques of color revolutions; thus,
inevitably promoting the dangerous emergence of hybrid warfare. This
evolution of warfare into new methods of achieving military and politi-
cal goals poses qualitatively new challenges to the state. Superiority in
aggregate military power can no longer be a guarantee against foreign
aggression because, in this hybrid warfare, domestic security becomes a
target for the interested external actors (external controlling powers).
Therefore, a successful engagement in this type of complex confronta-
tion requires taking into account the shift of internal and external
threats, meticulous and comprehensive analysis of the international sit-
uation and domestic political factors, and careful neutralization of every
single interacting element.

International confrontation strategies shift toward unconventional
hybrid forms, and the unconstitutional coup d’état in Ukraine supported
by the United States and its Western allies as well as the attempts to
organize something similar in Russia are yet greater evidence of this. The
ultimate goals of hybrid warfare, and color revolutions as an integral part
of'it, are similar to that of conventional wars—complete destabilization of
the sociopolitical-economic situation in the targeted country that will lead
to the collapse of the existing political regime, thus allowing it to be
replaced with new politically friendly and externally controlled forces.
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As Shoigu concludes in his statement at the Moscow Conference on
International Security: “Socio-economic and political problems of cer-
tain states are used to replace nationally oriented governments with
those that are controlled from the outside . . . and ensure that their spon-
sors have unfettered access to the country’s resources.”*
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The Russian Military Perspective

Vitaly Kabernik

In analyzing contemporary publications, it is difficult not
to notice that the term hybrid war or hybrid warfare implies so many
different meanings and interpretations. The term is used in different
contexts and can describe almost any form of international hostilities,
including sanctions, proxy wars, cyber threats, and propaganda. In
numerous attempts to differentiate those activities from the state of war,
some have tried to reintroduce the term political warfare introduced by
George Kennan back in 1948.! Notably, Frank Hoffman, the author of
hybrid warfare’s definition, criticized the concept of political warfare,
pointing out that these types of activities should not be called warfare at
all to avoid misconceptions.?

In this chapter, I focus on the Russian military views of the idea of
hybrid warfare, which are sometimes in line with the definition pro-
posed by Hoffman, though not always. Yet one similarity is clear: both
approaches fundamentally refuse to consider any type of political hos-
tilities or competition as a war, unless armed violence steps in to replace
the laws of peacetime. Contemporary political discourse is character-
ized by a broad usage of the term hybrid war and everyone seems to
have their own respective understanding.® This is true for both Western
and Russian studies that tend to use the term war to describe some
extreme form of tensions between nations, nonstate actors, and so forth.

War and Warfare in Russian Military Thinking

Russian military thinking not only defines war as a sociopolitical phe-
nomenon, but going further it discriminates between war and warfare,
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and this discrimination is important for a better understanding of Russian
concepts.* War is a state of society while warfare is viewed by Russian
military scholars as activities associated with armed conflict, a practical
implementation of combat principles. Hence, according to this under-
standing, there just cannot be a hybrid war, or a cyberwar,’ or any other
sort of war. Instead, certain forms and modalities of warfare, including
hybrid, informational, or others that can be used during a war, which in
turn are viewed as a full-spectrum conflict involving armed violence as
the predominant way to resolve political or other contradictions. Accord-
ing to the views of the Russian military, warfare is a mandatory element
of any war. This in turn introduces another layer (or, more accurately,
layers) for analysis.® While war itself is the state of the society, different
forms of warfare can be used to fight a war.

The state of war in Russian military tradition is associated with the
introduction of martial law, breaking of diplomatic relations while sup-
pression of internal and external opposition is carried out using signifi-
cantly different means. Army General Makhmut Gareev points out that
such forms of political struggle as economic competition or propaganda
efforts become different in the state of war. He provides an example that
in peacetime the pressure toward a violating state is executed in the
form of sanctions or information campaigns while in the state of war
enemy informational outlets or objects critical for the economy will be
destroyed kinetically.” However, this understanding of the state of war
is blurred nowadays with the introduction of the hybridity concept, pre-
senting a multitude of gradations between war and peace. Thus, we
should choose a definition of hybrid warfare to operate further through
this chapter. It is important to emphasize certain points made by Hoff-
man in his works. For example, he states that “at the strategic level,
many wars have had regular and irregular components. However, in
most conflicts, these components occurred in different theaters or in dis-
tinctly different formations. In Hybrid Wars, these forces become
blurred into the same force in the same battlespace.”® Interestingly, this
last part of the explanation is often dropped during discussions of
hybrid warfare. The fusion between regular and irregular forces in the
same battlespace is important to differentiate between hybrid warfare
and proxy wars, armed resistance, guerrilla warfare, and so forth.

In another example, Hoffman states that “in compound war (CW),
there is a deliberate simultaneous use of a regular main force with dis-
persed irregular forces. . . . Thus, CWs are conflicts with regular and
irregular components fighting simultaneously under unified direction.
The complementary effects of compound warfare are generated by its
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ability to exploit the advantages of each kind of force and by the nature
of the threat posed by each kind of force.”” While compound warfare is
genuinely different from hybrid warfare, some scholars tend to mix those
together.!” The presence of joint command of irregular and regular forces
should not lead to calling the conflict hybrid. Most military conflicts in
the past included the use of irregular forces, but those fought in the dif-
ferent battlespace are sometimes mistakenly called “hybrid.” These two
points are important to differentiate between hybrid and other, some-
times seemingly similar, modalities of warfare. To better understand
Russian military concepts, it is also important to recall the concept of
asymmetric conflict, widely used in Russian military circles. This con-
cept is not genuine for the Russian military. The term was introduced by
Andrew Mack in 1975 as part of a reflection on the Vietnam War, and
this experience was studied deeply in Soviet military circles.!" While
there are a number of speculations regarding the understanding of asym-
metric conflict, Russian military scholars tend to outline the following
characterizing criteria:

» Wide involvement of irregular forces not recognized as independent
actors by the international community;

* Clear ideological agenda used by the weaker irregular actor;

* Qualitative military superiority of one of the actors of a conflict;

* Nontraditional organizational models of the nonstate actors or forces
involved in a conflict—including network-centric organization or a
hybrid between traditional hierarchies and network-based command
and control principles;

* Resorting to insurgency operations and defensive strategies aimed
at the attrition of the superior actor of conflict.!?

An important addition to those criteria is explicitly underlined in Russian
military studies: at least one of the actors of asymmetric conflict is a non-
state actor.!> When both actors of a conflict are state actors with their
respective military organizations, this is viewed as symmetric engage-
ment, which is in line with the definitions given by Thomas Hammes.'
Remarkably, some of the criteria mentioned to define asymmetric
conflict in Russian military tradition reflect the “seven principles”
describing a “hybrid war” by Timothy McCulloh and Richard Johnson
in their monograph.'> These principles include the importance of an
ideological agenda, capability overmatch, guerrilla tactics and tech-
nology, defensive strategies, and employment of attrition tactics.
Since my focus in this chapter is Russian military understanding and
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not contemporary US studies, we should define the types of conflict
where nonstate actors are opposing national states that are asymmetric
instead of hybrid (whatever means and military technologies each side
of the conflict uses to fight it). While usage of “attritional strategies”
and “guerrilla warfare” is typical for the weaker actor of asymmetric
conflict, it is far from mandatory. Therefore, throughout this chapter I
understand Aybrid warfare as being characterized by the fusion
between regular and irregular forces acting in the same battlespace. I
use the term compound warfare to describe similar yet different forms
of combat operations, where irregular forces are used in coordination
with the regular military but in a different battlespace and in limited
modalities of operations. Asymmetric conflict is also used to describe
the contemporary understanding of hybrid and insurgency threats by
the Russian military.

War in Soviet Military Understanding

Bearing in mind the de facto ban on criticism of ideas and even minor
remarks given by Vladimir Lenin in his extensive heritage in the USSR,
definitions of war used by the Soviet military theorists were in line with
those in his works. Lenin, in turn, borrowed the core definition of war
from Carl Von Clausewitz, adding various remarks on the character of
the war itself, separating imperialistic wars from liberation wars, and
specifically noting civil wars as an important part of liberation move-
ments.'® An important claim introduced by Lenin was the denial of law
happening during any kind of armed conflict.!” Lenin speculated that
any kind of war, including civil war, inevitably replaces the law by
armed violence. This statement, reflected as one of the ideological dog-
mas by the Soviet military led to the view of war as a social-political
phenomenon, a state of the society characterized by extensive use of
armed violence. Hence, the typical Soviet definition of war built on
Lenin’s definitions is even used in schoolbooks:

War is a social-political phenomenon, a specific state of the society,
associated with drastic change of relations between national states,
nations themselves, social classes and/or groups. This change leads to
implementation of armed violence for obtaining political, economic
and other goals. War is a continuation of internal and external politics
of warring nations by means of armed violence leading to qualitative
changes of all the spheres of social life.!®
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The “social” part in this definition of war appeared as an attempt to fit
civil wars and national liberation movements into the same phrase,
expanding and at the same time blurring the definition given by Clause-
witz. Lenin further speculated that seeing politics as a continuation of
the war could be imperialistic or liberational, and this politics can
include external and internal reflections. This, in fact, legalized civil
unrest if it was ideologically acceptable by the Communist Party, mark-
ing it as civil war against an oppressing regime. The definition of the
state of war in its sociopolitical part was used in propaganda efforts to
define insurgencies as liberation wars, thus allowing for providing offi-
cial even if deniable military advice and assistance to the nonstate
actors or regime challengers. This use was in line with the views of
Lenin, who thought primarily in terms of political struggle, not applied
warfare. The theory of warfare, relatively clear from ideological dog-
mas, developed independently by relying on the practical experiences
gained in fighting numerous conflicts.

The Hybrid Experience of the Russian Army

The hybrid experience in this section does not in fact describe true
hybrid warfare. Instead, I briefly review the encounters of the Red
Army and Russian army called “hybrid” in various sources. Most of
these are not in fact hybrid, according to the criteria introduced in the
beginning of the chapter.

Case 1: The Partisan Movement During the Great Patriotic War

In their monograph Hybrid Warfare, McCulloh and Johnson chose the
Soviet partisan network formed on Eastern Front during World War II as
an example to illustrate the theory of hybrid warfare applied on the bat-
tlefield.' Unfortunately, their analysis is not deep enough and does not
explore the roots of the partisan movement in Russia as a whole, and
during World War II in particular. The partisan movement in Russia
occurred during many conflicts, and this is true for other countries. How-
ever, the Russians pioneered the usage of partisan forces as part of a
compound military strategy in 1812. The best-known example is Denis
Davidov’s detachment, initially formed of fifty hussars and eighty Cos-
sacks to operate behind enemy lines, which later grew significantly in
numbers due to local volunteers.?” The experience gained in the forming
of such compact diversionary units was largely used later. The principle



48 Vitaly Kabernik

of using organized partisan forces that developed based on this experi-
ence was to detach a small highly mobile unit led by a skilled officer
who was assigned to organize local resistance and forces that had been
bypassed to fight in coordination with the regular army.?!

Following the same approach, the formation of Soviet partisan units
during World War II was initiated in June 1941 (just days after the Ger-
man invasion) in Moscow as a number of special detachments of the
People’s Commissariat for Internal Affairs (NKVD) forces.?? Those
units, typically counting some 100 volunteers, were specifically tasked
to fight behind enemy lines. Some ad hoc units were formed of party
activists in cities close to advancing German forces. Therefore, the par-
tisan movement was organized by the Soviet government right from the
beginning of the war on the Eastern Front, it had an efficient structure
and initially acted in a form that we might now call “special operations,”
and it was under the command of the NKVD’s fourth directorate, a part
of the Soviet law enforcement and security agency. The fourth direc-
torate was formed under the command of Lieutenant General Pavel
Sudoplatov.?® Russian sources show a clear understanding that Sudopla-
tov had two brigades under his command, later reinforced with two para-
trooper battalions.?* This was a regular military unit, which later became
the core of the partisan movement.?* While the first partisan operations
behind the enemy lines suffered losses up to 93 percent of their person-
nel, they had become a formidable force by 1942 and the movement was
reformed to provide better assistance to the regular army. The fourth
directorate focused more on strategic diversions, intelligence, and coun-
terintelligence tasks, and the General Staff of the Partisan Movement
was formed in May 1942 led by Army Lieutenant General Panteleimon
Ponomarenko.? This structure provided operational coordination of par-
tisan units with the regular army and carried out large-scale operations
over 750 kilometers in depth and up to 1,000 kilometers wide.

Concerning hybrid warfare, defining the Soviet partisans of World
War Il as hybrid warriors seems incorrect. The close coordination
between the units with the regular army, presence of General Staff of the
movement led by the Red Army and NKVD officers, and other factors
steer to the conclusion that this kind of warfare was in fact compound,
according to the definition of compound warfare given by Hoffman.
Strategically, partisan operations were coordinated with regular army
operations even if carried out in a so-called hybrid environment. This
kind of warfare clearly reflects the views of Soviet strategists, tending to
utilize all means available to fight the existential threat that Nazi ideol-
ogy represented to the survival of the nation itself.
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Case 2: The Soviet Engagement in Afghanistan

The history of Soviet participation in the First Afghan War includes
several stages of conflict and demonstrates how the army adapted to
the environment. The initial deployment was straightforward and typ-
ical for the Soviet military (50,000 personnel and some 8,000 vehicles
that reinforced the Fortieth Army were the backbone of the Soviet
operational group in Afghanistan because of limited mobilization).
While relatively fast, this mobilization was considered to be massive
after 1945 and demonstrates the Soviet approach, looking toward yet
another deep operation. Soviet troops were initially tasked to only gar-
rison and guard key points on Afghan territory, not to directly engage
with the enemy; this task was delegated to the Afghan army. The real-
ity, however, proved that Soviet assumptions were wrong. After the
initial takeover of the capital and creating a command and control net-
work, Soviet troops faced armed opposition inside Afghan army corps,
so direct combat operations in the form of counterinsurgency raids
started just three months after deployment. By August 1980, after the
first battalion-level engagement, a local mujahideen organization was
considered a significant threat to the deployed forces and Soviet
troops quickly found themselves engaged in guerrilla war suffering
losses to the poorly armed and trained adversary.

It took approximately one year for the Soviet battle group to adapt
and obtain limited success in counterinsurgency operations. This
required reinforcements of the core regular force with special opera-
tions units from both army structures and security agencies. By 1986,
this partly allowed the revival of the initial plan: focusing on fire sup-
port of the Afghan local infantry, which had taken the burden of fight-
ing the insurgency with limited use of the special forces for the mission-
critical operations and the regular army providing control over strategic
points.?” Different stages of Soviet engagements in Afghanistan repre-
sent different modalities of conflict, but it cannot be called “hybrid” at
any stage. This was an asymmetrical conflict where regular army troops
fought the local nonstate insurgency and guerrillas even if supported
from abroad.?® Interestingly, the war in Afghanistan and the support for
the regime fighting a civil conflict was in line with Lenin’s definition of
liberational war while some Western researchers tend to describe it as
alien to Soviet ideological dogmas.

Lessons learned from the Afghanistan campaign by the Soviet army
did not lead to notable change in the army’s structure. Soviet researchers
clearly noted the importance of propaganda efforts and changed some
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approaches to representing the actions of the military forces. Security
agencies, in turn, used the experience gained during the Afghanistan
engagement to control and divide insurgencies. Both security agencies
and armed forces pointed out the importance of special operations units,
but this conclusion did not even lead to the creation of a special opera-
tions command.? Spetsnaz units were detached for specific tasks, not
integrated with the army structures. Analysis of the losses distribution
demonstrated that most losses were not a result of direct firefights, but
an outcome of successful ambushes on the communication lines. This
experience was also dropped. Several years later, the Russian army stud-
ied it again during the first Chechen campaign.

Case 3: The Chechen Conflicts

The Chechen campaigns of the 1990s and early 2000s are vital for this
discussion because not only do these present the hybrid warfare experi-
ence, these also demonstrate the concept of the “hybridity-level shift”
used by Russian forces during the second campaign. Since Chechnya
was not an independent state recognized by the international commu-
nity, this discussion will stay in the zone of the asymmetric conflict
where hybrid warfare principles were used to some extent. The back-
bone of the Chechen force for the first campaign was some sort of reg-
ular army due to the military experience of the Chechens’ leader, former
Soviet Air Force General Dzhokhar Dudaev. However, the “flesh” of the
Chechen army was mainly criminal. With 70 percent unemployment
and a volatile status of the republic, the territory was used for money
laundering, kidnapping, racketeering, smuggling of all sorts, and many
of those who formed the leadership of the hybrid Chechen force had
criminal backgrounds.’® Mercenaries, both native and foreign were used
to a higher extent, some without any kind of contract, attracted by the
ability to loot the local population and abandoned housing.?!

Chechen forces during the first campaign were few compared to the
opposing Russian army and law enforcement units. The numbers of the
regular component were estimated as up to 15,000 personnel plus some
5,000 mercenaries from abroad. Chechens had their own armored forces
counting for some 40 tanks and 100 infantry fighting vehicles (IFVs)
backed by assorted towed artillery pieces. It initially mimicked the clas-
sic military hierarchy forming two brigades, seven regiment-sized
detachments, and president’s guards.* Over 40,000 personnel formed
the irregular component of the force. Importantly, the force of the
“Chechen Republic” had no clear ideological agenda until 1996 when
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jihadist ideas became stronger with the new leadership gaining power
after Dudaev’s elimination. Originally, the main motivation was home-
land defense and criminal money. The regular structure established was
never used in its original brigade-based form, resorting to small unit
operations and relying on attrition tactics.

The first Chechen campaign started using the templates from the
Afghanistan deployment. The Russian army mobilized some 40,000
personnel forming three battle groups. Suffering from a lack of coordi-
nation, only one of those made it to Grozny in time and started a frontal
assault resulting in severe casualties for the attacker. Just a week later,
tactics were changed toward using mobile groups supported by aerial and
artillery strikes—an experience recalled from the Afghanistan campaign.
These new tactics, however, were not effectively employed because of
the conscript-based force’s poor training and coordination problems
between army forces and law enforcement units operating in the same
battlespace. In the summer of 1995, the first raid of mass terror was per-
formed by Shamil Basaev’s unit outside of Chechen territory.’® After
bloody hostage crises in neighboring Russian regions backed by numer-
ous encounters with Chechen forces on the ground, often unsuccessful
for Russian forces, the policy was changed toward negotiations and the
conflict was frozen in the summer of 1996. Russian armed forces with-
drew from Chechen territory despite the huge advantage in both troops
and combat equipment.

The first Chechen campaign was a defeat of the Russian political
leadership in facing a new form of threat we might now call “hybrid.”**
The army, in turn, suffered from coordination problems in the core com-
mand chain and in coordinating activities with security agencies. The
environment was clearly hostile to the Russian forces and there were no
psychological operations supporting the advancement of the troops. In
fact, the Russian army operated in the form that it was trained for: fight-
ing on hostile territory. It did almost nothing to conquer the sympathies of
the local population, resorting to retaliation raids from time to time that
only fueled hostilities. Similarly to Israeli forces during the Lebanon wars,
it could win battles but not the hearts and minds of the local population.
Lessons learned from the first Chechen campaign stressed the necessity of
battlespace isolation physically, economically, and in the information
domain. Chechens were supported economically and with weapons sup-
plied by foreign organizations, including criminal ones, and this resource
flow was never blocked.’® The Russian government had no clear agenda
on how to represent the conflict to its own population, which led to the
mixed reception without strong support for the military operation.
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The second Chechen campaign was very different, primarily
because of a different social context. The population of Chechnya was
split in viewing its future as an independent state, and the local govern-
ment had no control over the territory. Bearing in mind the clan struc-
ture of Chechen society, different groups proposed different political
and ideological agendas, including the doctrine of Wahhabism that was
foreign to the local Islamic tradition. Instead of forming a nation-state,
with the growing influence of radical groups the local government
drifted toward establishing a theocracy with the Chechen Republic
viewed as the core for a future caliphate. Despite several attempts to
change the ideological context toward moderate forms, the local gov-
ernment simply did not have the adequate law enforcement structures to
fulfill those wishful plans.3

While the official starting date of second Chechen campaign is 7
August 1999 (the date of Chechen invasion of Dagestan), the first
actions from the Russian side are dated back to March 1999 after the
kidnapping of a high-ranking Russian Ministry of Internal Affairs offi-
cial in Grozny. This led to the economic blockade of the region and de
facto military isolation of the Chechen Republic. Attempts to break
through the blockade were countered using preventive aerial strikes.’’
Chechen armed groups and foreign mercenaries were not ready to directly
engage with the regular Russian army, so initially they focused on insur-
gency operations against local police forces in mountainous regions on
the border between Chechnya and Dagestan, where they were supposed
to meet only limited armed response. Unlike the first Chechen campaign,
there was no organized regular army structure or even something mim-
icking it. The core of the fighting Chechen force was formed of radical
Islamists and supported by some local criminals while the government-
controlled structures initially remained neutral. Despite the total mobi-
lization declared in Chechnya in September 1999, its effect on the
progress of the military operations was negligible. Informed about the
contradictions on the Chechen territory, Russia chose to implement a
strategy of Chechenization of the conflict, supporting local moderate
groups by providing military and political backing.3® This term only sur-
faced in the 2000s, but the elements of this strategy were used starting
from October 1999, when Gudermes was surrendered to the Russian army
by local warlords. An important factor for further Chechenization was
process support from the local religious leaders, who were reluctant about
Wahhabist ideology propagated by the militants.*

After the initial strikes performed by the Russian regular army, the
territory control tasks were delegated to local militias supported by fed-
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eral law enforcement agencies and special operations forces. In terms of
hybrid warfare, the Russian armed forces quickly adopted its elements
for fighting the second Chechen campaign. The involvement of heavily
armed regular forces was limited while the number of law enforcement
agencies controlling the territory and supporting local militias was high.
The main military operation of the Russian army in Chechnya had, in
fact, finished by mid-2000. Control of the territory forwarded gradually to
law enforcement agencies and local authorities in the following years.
The changing composition of battle groups participating in the military
operations speaks for the intentional hybridity shift performed by Russian
combined forces during the second Chechen campaign. It reflects the
new approach for the cross-agency coordination when the regular army
is no longer seen as a self-sufficient fighting machine. Strategically,
however, the second Chechen campaign followed the patterns recalled
from the Afghanistan experience. This emphasized the proxy component
of warfare, tending to support local militias backed by regular army units
evading direct engagement whenever possible and only interfering for
mission-critical operations. Therefore, this strategy was not so new in
terms of warfare, but saw a clear refinement in its political implementa-
tion. Importantly, the strategy implemented was adopted for the local
social context, which was studied in depth by the Russian military before
armed engagements. This was the part that was missing or misinterpreted
for the Afghanistan campaign, at least for its initial phase. Both the
Chechen and Afghanistan campaigns demonstrate the desired way of
fighting an asymmetric conflict as seen by the Russian military: delegat-
ing it to local militias with limited involvement of regular forces. The
main difference is the depth of social context understanding and a step
away from the ideological dogmas while emphasizing political goals of
the conflict, bearing in mind an exit strategy. Regarding whether or not it
was hybrid, some operations clearly demonstrated the fusion of regular
and irregular forces used in the same battlespace, but it was not an
imperative used for operational planning. Some operations met the fluid
adversary tending to utilize all means available for winning the battle,
but this was the way Russian forces and backed militias were ready to
fight themselves: constantly adopting to the context, leaving the hard
constraints behind. The experience gained during those complex scenar-
ios was not institutionalized as some dogmas of hybrid warfare. Instead,
this led to the transformation of the military structures, command and
control, and, importantly, the patterns of cross-agency coordination to
bring the art of studying the context of the conflict and battlespace, ever
important for the Russian military tradition, to a new level.
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Contemporary Understanding of Warfare
in Russian Military Thinking

Military thinking of the late years of the Soviet Union was quite con-
servative despite the experience gained in Afghanistan and other local
conflicts. The predominant concept was a deep operation against a sym-
metric adversary and its regular armed forces. This, in turn, required
gaining superiority on the battlefield and technological advantage of the
adversary was reflected as one of the main challenges. The front-scale
engagement was meant to gain support from the deliberate use of tacti-
cal nuclear strikes and supporting air-mobile operations in the rear for-
mations of the adversary. Yet this was not considered enough to secure
the advantage. Massive drills in the 1980s demonstrated problems in
command and control hierarchies for such a tremendous force. Attempt-
ing to solve this problem, Chief of the General Staff N. V. Ogarkov sug-
gested and promoted the wider use of automated and computerized bat-
tlespace management for the Soviets. This is sometimes called the
“Russian Revolution” in military affairs, but this estimation is not com-
plete. Ogarkov’s doctrine was, in fact, a development of the deep oper-
ation concept. It promoted a massive use of non-nuclear missile and aer-
ial strikes to full depth of the enemy formation along with a drastic
change in operation tempo. The main innovation was the level of
automation of the war machine, allowing it to keep this tempo of deci-
sionmaking in a changing environment and integrating the multitude of
data for commanding structures.*’

After the Soviet collapse, the Russian army was no longer ready to
fulfill the requirements for the kind of operations planned by Ogarkov.
Furthermore, instead of NATO forces, it faced insurgencies and sepa-
ratist movements in post-Soviet Russia. Military structures were not
trained for such kinds of operations and the army insisted that these
threats should be the responsibility of law enforcement agencies. This
later led to development of the “agencies fusion” principle used during
the second Chechen campaign. Post-Soviet concepts of warfare classifi-
cation reflected a mix of Western research and local theorizing about
the nature of future war, yet remained quite formal. Early post-Soviet
military theorists used a multidimensional classification of warfare,
operating under the following criteria:*!

1. Generation: unlike in Western tradition, generations of warfare
were associated with generations of weapons used. The modern
non-nuclear conflict is classified as fourth generation.*? The gen-
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eration criterion reflects the general technological level of the
conflict, allowing fitting wars of the past into the classification.

2. Military and political goals: military and political goals of actors
in conflict require differentiation between full-scale wars and
local armed conflicts. Political and military goals of an armed
conflict are as limited as the use of armed violence is. Generally,
an armed conflict is limited in scope to a single military opera-
tion even if it is prolonged or frozen.

3. Scale, context, and intensity: scale applies to the territory where
military operations are taking place, the number of raw forces,
and generally correlates with conflict actors’ military and politi-
cal goals. Scale can be regional or global, for example, while
context describes the number of actors involved. Intensity is self-
explanatory, having several gradations.

4. Combat means and modalities used: this criterion is reserved
for a descriptive dimension. There is no meaningful standard
for unfolding it and some researchers use it to describe modality
of warfare or general definition of the adversary. If the concept
of hybrid warfare existed by the time that this classification was
widely used, the word hybrid could fit here as a descriptive
addendum.

Operation Desert Storm and studies of the US joint perspective con-
cept in the 1990s along with the reflection of modalities of the conflicts
with inherent restrictions to use of armed violence, including nuclear
weapons, led to the introduction of the sixth-generation warfare con-
cept.*® It was considered postnuclear and was, in fact, a temporary doc-
trine suggested to describe full-spectrum operations with restrictions to
usage of weapons of mass destruction. The key criteria for the Russian
view on sixth-generation warfare were:

* Qualitative change in range of kinetic kill from direct visibility
toward intercontinental reach;

* Deep unification of combat systems;

* Full automation of the process of intelligence gathering, targeting,
and destruction;

* Wide implementation of unmanned systems;

* A significant rise in kinetic damage thanks to precise guidance
and new generation non-nuclear kinetic kill devices;

* Global information awareness in a multifaceted battlespace envi-
ronment.*
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This concept clearly inherits some points from late Soviet-theorized
approaches of battlefield automation by Ogarkov and bears signs of bor-
rowed US concepts. Moreover, like US concepts of the 1990s, it empha-
sizes the meaning of technological advantage. However, it was never
adopted, primarily because of inability of the Russian economy of the
1990s to support an ambitious military modernization. By this time,
Russia could rebuild its outdated army; new doctrines surfaced and
those were analyzed in full depth.

Most Russian military theorists received network-centric warfare
tenets critically.*> They were reluctant about the concepts of synergy
and self-synchronization, at least in Russian army realities. Further
studies and mathematical models challenged the level of training for the
sergeant-level military personnel and company-level command struc-
tures. Not only was the claimed self-synchronization never achieved,
those studies clearly demonstrated degradation in command and control
when using these tenets. Criticism toward network-centric concepts rose
significantly after studying the results of Millennium Challenge drills,
when US Marine Corps general Paul Van Riper who commanded the
technologically inferior Red Force managed to inflict significant damage
on the Blue Force, which used modern command and control (C2) struc-
tures.*® This led to quite a radical conclusion that the whole concept of
network-centric warfare or at least some of its organizational tenets
could possibly be part of a disinformation campaign aimed to disrupt the
forces trying to implement those principles. Another conclusion was that
the reliance on high-tech communication systems was, in fact, generat-
ing a new form of vulnerability. As such, Russian military thinking
turned toward more classical, yet nonorthodox, principles of warfare.

The concept of “subversion war,” mentioned as a precursor of
hybrid warfare concepts in Russia, was first theorized by Russian-born
Evgeny Messner in 1960, but his original publication went unnoticed
by Soviet military theorists for several reasons.*’ First, Messner was an
ideological enemy, an officer of the White movement who fought
against the Red Army during the Russian civil war and later provided
consultations to the Nazi regime in the former Yugoslavia. Second,
Messner suggested nothing new from the point of security agencies,
describing some of the controlled insurgency technologies and psycho-
logical operations already practically implemented in Russia by Lieu-
tenant General Sudoplatov mentioned above. Finally yet importantly,
in the 1960s when this work was first published, the USSR was
focused on the technological aspects of military buildup, including
securing a robust nuclear capability. Social technologies and psycho-
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logical operations were considered secondary, if not tertiary. Messner
emphasized the cultural differences between warring nations and the
role of psychological operations to directly attack the opponent’s cul-
ture while the warfare itself was viewed as supporting activity for the
mass insurgency. His works were rediscovered in Russia in 1999 as a
part of reflection on the first Chechen campaign. The main proponent
of the subversion threat is retired paratroops head of intelligence Pavel
Popovskikh.* His publications drew attention to the original works by
Messner and these were published in Russia by the Military University
in 2005.% However, by the date of this writing, new works have
appeared and influenced Russian military thinking.

Unrestricted Warfare was originally published in China in 1999, but
only parts of it were translated into Russian and circulated through mil-
itary circles.’® Contrary to the reception in the West, this work was
never viewed as original research. It had some impact on the procedures
of cross-agency coordination, specifically paying attention to the law-
fare and supportive information-psychological operations. This work
was primarily received as an addendum to the more thorough concepts.
It is also thought to have drawn attention to nonmilitary methods of war
deeply studied nowadays as a part of full-spectrum conflict visions.

The concept of fourth-generation warfare (4GW) was here for the
US Marine Corps from 1989,%! but only in 2006 did Hammes rediscover
and polish this approach in The Sling and the Stone.>* The Russian mil-
itary received this work cautiously, viewing it not as stand-alone
research, but as the way the US Army is going to fight future wars. As
the second Chechen campaign entered its counterinsurgency proxy
stage, 4GW studies shifted toward the new forms of controlled insur-
gency used for fighting full-spectrum or asymmetric conflicts. One of
the primary conclusions from studies of 4GW and network-centric war-
fare along with the Chechen experience was the rise of the studies of
complex conflicts in Russia. These studies included new understanding
of the conflict context, battlespace domains, and modalities of warfare.
It is thought that the introduction of new warfare domains is adding new
dimensions to the conflict, where even a militarily superior actor cannot
secure the advantage.>> This imposes a constantly shifting balance
between different modalities and domains of warfare, discarding failed
approaches that lead to the desired political goal of the armed conflict,
an attitude noticed by Roger McDermoth.**

In contemporary Russian military studies on the higher level of con-
flict understanding, the whole multidimensional continuum of a complex
conflict, including its political, informational, and social reflections is
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seen as a battlespace, representing a holistic approach to the studies of
war. This holistic understanding of the conflict always bears in mind its
political implications, which is distinctive for the Russian military tra-
dition where the deep study of the battlespace has always been seen as
the most important part for military planning.’® This, in turn, permits
new levels of freedom of maneuver (including usage of nonmilitary
methods) in order to get preferable position or to achieve the desired
political goal of the conflict, even facing a superior adversary on the
battlefield.’® The studies of the warfare domains, contexts, and their
possible combinations in Russia led to the introduction of new matrix-
based classifications®” that theoretically allow predicting and under-
standing the context and modalities of warfare used in a conflict. There
is no openly available standard for the conflict representation in those
matrixes. But judging from some presentations seen during the round-
tables and public forums, including those held by the Academy of Mil-
itary Sciences, matrix to describe complex conflicts used in Russian
military studies defines inter alia:

1. Grand domains of warfare:
a. Military
b. Political
c. Economical
d. Informational®®
2. Character of warfare, subdivided to open and covert (or deniable),
direct and indirect (including proxy) operations and distracting
activities
3. Means of warfare, subdivided to military and nonmilitary (peace-
time), implying usage of:
a. Conventional weapons
b. Weapons of mass destruction
c. Special/nonlethal weapons
d. Electronic countermeasure (ECM) and cyberweapons
e. Informational warfare
f. Disruptive/cognitive methods
4. Forms of warfare, including:
a. Direct combat operations
b. Special operations
c. Psychological operations
d. Supportive propaganda campaigns
e. Other nonmilitary means
5. Modalities of warfare, including:
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a. Direct engagement
b. Demonstrative

c¢. Imitational

d. Supportive

e. Disinformational
f. Reconnaissance

g. Attritional

h. Hybrid

i. Disruptive

Interestingly, hybrid warfare is present in this matrix, but only as one
possible modality used in concert with others, far from being predomi-
nant. It stays on the tactical implementation level, in line with the under-
standing promoted by Hoffman. Therefore, even a glance on the evolv-
ing approach of conflict understanding by the Russian military gives us
a clue that hybrid warfare is viewed as one possible option among a mul-
titude of engagement modalities. It is implicitly assumed that the optimal
modality or a composition of modalities is chosen after study of the bat-
tlespace and context of the conflict, typical for Russian military thinking,
while modalities can be switched between each other fluidly or used
coherently to achieve the desired political or military goal.

The most quoted derivative of the matrixes used for conflict map-
ping in Russia is the so-called Gerasimov’s doctrine, a scheme depicting
a certain mix of military and nonmilitary means of warfare and stages
of conflict escalation. Unfortunately, while Valery Gerasimov’s article is
often quoted in the context of hybrid warfare, it is completely misinter-
preted. “The Value of Science Is in the Foresight” is illustrated with the
schemes used for Gerasimov’s presentation at the Academy of Military
Sciences to represent future forms of conflicts where nonmilitary
means, according to his estimation, will quadruple compared to classi-
cal armed engagements.* In fact, he describes the new threats that the
Russian military, along with multitude of security agencies, should be
ready to counter. The graph used by Gerasimov in his presentation rep-
resented the stages of escalation where an armed violent phase takes
only a small part of the scenario. Furthermore, this part of the conflict is
not obligatory. He specifically points out the covert initiation, typically
not recognized by government structures and leading to internal desta-
bilization.®® The moment the threat is recognized as immediate and cri-
sis reaction begins, the conflict escalation can pass the point of resolve
and the following military reaction be ineffective as commanding struc-
tures are disrupted. Further escalation might lead to conventional or
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even nuclear warfare but this stage, as understood by Gerasimov, is rel-
atively short in modern scenarios and a clear exit strategy should mini-
mize the damage. This approach reflects the understanding of complex
threat and, specifically, the risks of color revolutions widely discussed
in Russia as a form of controlled insurgency aimed to destabilize and
disrupt armed forces and law enforcement agencies.®!

This form of threat is considered challenging for the Russian military
for several reasons, including:

 Military operations initiated by peacetime forces without strategic
deployment and battlespace study, which are required by Russian
military thinking;

» The warfare itself can exclude the direct contact of regular armed
forces of the warring nations shifting toward using of proxy oper-
ators, mercenaries, civil activists, and so forth. So the regular army
does not actually engage with the enemy, spreading to neutralize
distributed or indirect threats instead of fulfilling its primary role
of direct engagement;

* The military equipment designed for gradual capture of the terri-
tory and tasks of defeating the forces of a symmetrically armed
adversary become essentially useless for the highly maneuverable
operations while development of the equipment for specific tasks
leads to logistical problems.

However, while this form of new threats and the impact of nonmili-
tary methods are studied in Russia, these are never understood as the one
and only definitive image of the future conflict. Furthermore, it is rarely
called a hybrid threat,®* and scholars specifically point out that “this term
is counter-productive for the use in professional discourse of the military
while focusing too much attention on preparation for ‘hybrid war’ bears
risks of one-sided preparation of the Army and security agencies for the
possible conflict.”® The emphasis on the nonmilitary threats and covert
conflict initiation calls for definition of a transitional state of hostilities
other than a state of war. This is fulfilled with the introduction of the
“hostile activities” stage of escalation, described as follows:

1. Peace: the state of international (intercoalition) and internal rela-
tions characterized by the absence of hostile activities against
each other;

2. Hostile activities: a form of elimination or suppression of the
opponent using induced violence or indirect and covert actions
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aiming for the change of policy, social and cultural identity, and
peacetime spheres of interest of targeted subject;

3. War: a form of hostile activities, including internal ones, a social-
political phenomenon characterized by use of open and direct vio-
lence against the subject to force it to withdraw to the demands of
other subjects as a result of combat operations (warfare).

The definition of war generally remains the same; it is a sociopolit-
ical phenomenon, borrowed from Lenin and Clausewitz. Hostile activi-
ties, in turn, is quite a vague definition, which could possibly describe
any form of political pressure toward a targeted subject. It indirectly
refers to the recognized threat of internal destabilization as a part of
covert conflict initiation and emphasizes the role of law enforcement and
security agencies working in coordination with armed forces to detect
and prevent this kind of destabilization at its early stage. Finally, peace
is defined as an ideal state of international relations without any attempts
to influence the decisionmaking and allowing for fully sovereign policy;
this is vitally important for contemporary Russian leadership.

Hybrid war is silently omitted as the transitional state of hostile
activities still remains below the threshold of recognized armed vio-
lence. At the same time, the state of war implies the use of any available
modality of warfare considered optimal, depending on the analysis of
the context, the battlespace, the operation, the political goals, and so
forth. Hybrid threat is sometimes mentioned as a part of the transitional
state of hostilities close to the direct application of armed violence, but
it is usually defined as a nonmilitary threat, possibly a form of induced
insurgency carried on by the opponent. This kind of threat is discussed
primarily in political discourse, not military.

Conclusion

The state of war, without any kind of hybrid understanding, remains
imperative for the Russian military while the modalities of warfare may
vary depending on the context of armed conflict. The term hybrid war is
widely used in Russian political discourse as a cliché to describe forms
of peacetime hostilities between nations or nonstate actors without
introducing a standardized or commonly understood definition. At the
same time, military scholars generally avoid using this term, consider-
ing it to be counter-productive. Instead, hybrid warfare is used in its
tactical understanding, which is close to the definition given by Hoffman,



62 Vitaly Kabernik

limited to describing engagement modality generally associated with a
proxy component of warfare in an asymmetric conflict.

Speaking about war, per se, the Russian military stays with the
often forgotten concept of “absolute war” given by Clausewitz even if it
is just a philosophical abstraction. All of the developments made in the
recent years are aimed to minimize the effects of friction of war, thus
emphasizing the fusion between political, informational, military, and
economical efforts to serve the aim of defeating the enemy on the bat-
tlefield.®* This implies using all means available for fighting, including
fluid and deliberate use of irregular militias, shifting balance between
domains of warfare, and experimenting and improvising to choose the
best methods without institutionalizing any kind of previously theorized
predominant form of warfare. Importantly, the vision of the modern
Russian military is not constrained by ideological dogmas anymore
while the tradition of deep study of the battlespace and context of the
conflict, including political and social aspects, is developing. Contem-
porary Russian understanding of the multimodal full-spectrum conflict
in no way emphasizes any warfare modality above other ones. While
hybrid warfare is studied as one of the possible applied forms of fight-
ing the war, it is far from being a kind of grand strategy for future con-
flicts, at least in Russian views.
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A War of Definitions:
Hybridity in Russia and the West

Ofer Fridman

During the past decade, hybrid warfare has become a
much-used, yet controversial, term in academic, political, and military
discourses. Since the beginning of the Ukraine crisis in 2014, the under-
standing and conceptualization of hybrid warfare has experienced sig-
nificant transformations, ultimately becoming one of the most popular
concepts to explain the Russian actions in Crimea and Eastern Ukraine.
Moreover, almost simultaneously to this Western discourse on so-called
Russian hybrid warfare, its Russian counterpart, gibridnaya voyna, has
also become popular in professional military and academic discourses
in Russia to conceptualize the Western ways to achieve political goals
in the twenty-first century. In this chapter I explore the conceptual
development of different theories that all fall under the title of “hybrid
warfare,” showing that the only common ground between them is the
name. After discussing each one of the concepts that are defined as
hybrid warfare in the contemporary Western and Russian academic and
military debates, I critically analyze the conceptual usefulness of the
idea of hybrid warfare. In the concluding part of the chapter, I consider
the possible contribution of hybrid warfare to the contemporary under-
standing of strategy making, suggesting that neither of the discussed
theories offer anything novel to this process.

While in this chapter I argue that hybrid warfare (in any of its inter-
pretations) is an ambiguous and unhelpful concept, due to its rising pop-
ularity in both the Russian and Western contexts an understanding of
the essential characteristics of different conceptualizations, as well as
different conceptual traps concealed in each one of them, is vital for
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successful navigation of policymaking in the context of contemporary
tensions between Russia and the West.

The Birth of the Theory of Hybrid Warfare

In the Western community of experts, the concept of hybrid warfare is
most often associated with US military theorist Frank G. Hoffman, who
in the mid-2000s proposed a conceptual bridge between the linear char-
acterizations of regular and irregular types of warfare in the context of
the twenty-first-century operational environment. Generalizing the expe-
rience of the Israeli Defense Forces (IDF) with Hezbollah in Lebanon in
2006, Hoffman argues that: “The blurring of modes of war, the blurring
who fights, and what technologies are brought to bear, produces a wide
range of variety and complexity that we call Hybrid Warfare.”!

While by using the term Aybrid, Hoffman suggests that “previously
separate characterisations of different modes of warfare” are blurring,? his
conceptualization in fact is a successful hybrid of different strategic ideas
and theories discussed in the West in the late 1990s to early 2000s. In
addition to the major theories—unrestricted warfare,* fourth-generation
warfare (4GW),* compound warfare,”—that influenced Hoffman in his
conceptualization, he also acknowledged other scholars, strategists, and
military thinkers that captured the trends of blending between different
types of warfare. As he states, “Many other analysts have captured these
trends, with Russian, Australian, and American authors talking about
‘multi-modal’ and ‘multi-variant’ forms of war.”¢

Specifically, Hoffman acknowledges and highlights the importance
of the works of John Arquilla, Stephen Blank, Michael Evans, Colin
Gray, Bruce Hoffman, and John Robb for their intellectual insights that
provided him with useful materials for his conceptualization.” Moreover,
a closer examination of literature published before the rise of Hoffman’s
hybrid warfare suggests that even the term Aybrid was already used to
describe the blurring line between regular and irregular forces and capa-
bilities.® Nevertheless, it seems right to argue that Hoffman’s work was
the imperative call that initiated the intellectual debate in the West on
contemporary hybrid threats advocating hybrid war as the emerging new
conceptualization of conflict in the twenty-first century.

Analyzing different products of strategic thinking from the late
1990s to the early 2000s, Hoffman drew his theory of hybrid warfare on
a synergetic combination of different previously suggested observations
on modern warfare:
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From the 4GW school, it [hybrid warfare] uses the concept of the blur-
ring nature of conflict and the loss of the State’s monopoly of vio-
lence. The concepts of omni-dimensionality and combinations were
crucial ideas adopted from Chinese analysts. From John Arquilla and
T. X. Hammes we took in the power of networks. From the proponents
of Compound Wars, the concept absorbs the synergistic benefit of
mixing conventional and unconventional capabilities, but at lower and
more integrated levels. From the Australian experts, we have accepted
the growing complexity and disaggregated nature of the operational
environment, as well as the opportunistic nature of future adversaries.’

As a result of this conceptual synergy between different schools of
strategic thinking,'® Hoffman articulated two definitive and conceptually
interconnected terms. The first one is hybrid war that “incorporates a
range of different modes of warfare, including conventional capabilities,
irregular tactics and formations, terrorist acts including indiscriminate
violence and coercion, and criminal disorder.”!! And the second is hybrid
threat: “Any adversary that simultaneously and adaptively employs a
fused mix of conventional weapons, irregular tactics, terrorism, and
criminal behaviour in the battlespace to obtain its political objectives.”!?

Almost immediately after its first publication, Hoffman’s theory
spread like wildfire within US military circles, becoming popular and
producing a cavalcade of literature. While discussing all of these works
is beyond the scope of this chapter, some of the most comprehensive
studies deserve to be mentioned. The first wave of military thinkers,
writing about hybrid war in the late 2000s, included Colonel Steven
Williamson, who made a conceptual transition from 4GW to hybrid
warfare;!? Colonel Margaret Bond, who applied the ideas of hybrid war
on stability operations in failing states;'* Lieutenant Colonel Daniel
Lasica, who dealt with the difficult question of victory in hybrid wars;'?
Major Larry Jordan, who analyzed the US Army doctrine through the
prism of hybrid warfare, making several constructive recommenda-
tions;'¢ and Major Sean McWilliams, who produced a useful analysis of
the 1976—-1989 war in South Africa as an example of hybrid war, thus
suggesting that while the concept might be novel, the phenomenon itself
is not new at all.!”

In the years that followed, the professional interest in Hoffman’s
concept of hybrid war continued to pick up steam, focusing on the addi-
tional implications of this theory such as ethical challenges!'® and the
increasing role of information warfare.!” However, the most compre-
hensive analysis of the subject, since its first introduction, was pub-
lished in 2013 by two junior officers, Major Timothy McCulloh and
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Major Richard Johnson.?® Simply titled Hybrid Warfare, their book not
only focuses on a range of historical examples, from World War II to
Operation Iraqi Freedom, it also offers an overall assessment of the con-
cept and its relevance to future conflicts.

One of the most important characteristics of Hoffman’s definition
of hybrid warfare is its operational approach in dealing with a mix of
regular and irregular threats. Discussing the problem of the emerging
hybrid threats, Hoffman and his followers address the problem in pure
military terms isolating it at the operational level of military decision-
makers. In their eyes, hybrid warfare and hybrid threats describe prob-
lems that could be solved by the military, once it has a suitable doctrine,
is trained and equipped accordingly, and is supported by the political
leadership. From the beginning, Hoffman’s conceptualization of hybrid
warfare was intended to practically improve the performance of military
units on the battlefield because, according to Hoffman: “[If we] simply
gain a better understanding of the large grey space between our ideal-
ized bins and pristine Western categorizations, we will have made
progress. If we educate ourselves about how to better prepare for that
messy grey phenomenon and avoid the Groznys, Mogadishus and Bint-
Jbeils of our future, we will have taken great strides forward.”?!

Hybrid Warfare Reconceptualized

After several years of intensive and enthusiastic discourse within the
US military community, the idea of hybrid wars and hybrid threats
started to attract broader attention, exposing itself to criticism and inde-
pendent interpretations of a wider readership. The main criticism of
Hoffman’s definition of hybrid warfare focuses on three main aspects:
the alleged novelty of the described phenomenon, the ambiguous nature
of the concept, and its “a-strategic” nature. The first originated with
military historians, who claim that there is nothing new in the idea of
hybridity proposed by Hoffman; for example, Peter Mansoor, who
claims that while “some defence analysts have posited the emergence of
a new type of war—hybrid war,” a careful examination of history shows
that “there is little new in hybrid war as a concept,”?? and Max Boot,
who states that “hybrid warfare is a modern term for an ancient prac-
tice” and its origins “can be traced to sometime in the last 5,000 years,
before which there were no conventional armies.”?

The second main criticism of the concept of hybrid warfare comes
from the community of military strategists, who claim that Hoffman’s
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concept suffers from an unhelpful ambiguity; as Hew Strachan puts it,
“It is unclear whether ‘hybrid wars’ are those which occupy some mid-
dle point in the spectrum between regular and irregular, or whether they
are characterised by simultaneous activity on both ends of that spec-
trum.”?* This leads directly to the third main field of criticism of the
concept of hybrid warfare—its “a-strategic” nature, as according to
some strategists and military thinkers, “the fundamental problem with
the hybrid warfare analysis is that it ignores the role of interaction in
strategy.”” For example, while Bettina Renz argues that hybrid warfare
does not represent strategy, but merely an operational approach,?
Robert Mihara claims that “[the hybrid] threat-based approach makes
eminent sense in prioritizing initiatives for developing operational doc-
trine or in campaign planning, but it makes far less sense when prom-
ulgating a strategic plan for an Army institution that is posturing itself
for the long term.”?” Either as a result of this criticism, or as a part of
the natural development of any voguish concept, the theory of hybrid
warfare was reconceptualized, encompassing additional dimensions that
were lacking in the original concept. As Lawrence Freedman put it, “As
with many similar concepts, [hybrid warfare] once adopted as a term of
art, it has tended towards a wider definition.”??

The most comprehensive and methodological attempt to reconceptu-
alize hybrid warfare and hybrid threats and elevate these concepts to the
level of strategy was done by NATO in 2010 in its Bi-Strategic Command
Input to a New NATO Capstone Concept, which states that: “Hybrid
threats are those posed by adversaries, with the ability to simultaneously
employ conventional and non-conventional means adaptively in pursuit
of their objectives. . . . Hybrid threats are comprised of, and operate
across, multiple systems/subsystems (including economic/financial, legal,
political, social and military/security) simultaneously.”*

The task of articulating this new conceptual approach to hybrid
threats was assigned to NATO Allied Command Transformation
(ACT), which, supported by the US Joint Forces Command Joint Irreg-
ular Warfare Center (USJFCOM JIWC) and the US National Defense
University (NDU), conducted a series of specialized workshops and
experiments aimed to develop this concept further, identifying possible
hybrid threats and examining viable and effective strategies to meet
them.?® As an outcome of this collaboration, NATO’s understanding of
such threats is:

Admittedly, hybrid threat is an umbrella term encompassing a wide
variety of existing adverse circumstances and actions, such as terrorism,
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migration, piracy, corruption, ethnic conflict, and so forth. What is new,
however, is the possibility of NATO facing the adaptive and systematic
use of such means singularly and in combination by adversaries in pur-
suit of long-term political objectives, as opposed to their more random
occurrence, driven by coincidental factors.?!

And USJFCOM JIWC defines these threats as posed by “multidimen-
sional adversaries [that] employ a complex blend of means that
includes the orchestration of diplomacy, political interaction, humani-
tarian aid, social pressures, economic development, savvy use of the
media, and military force.”3? Despite this initial enthusiasm, due to an
absence of political willingness among NATO’s members to invest
additional resources in developing capabilities required to meet hybrid
threats, in 2012 NATO decided to halt its work on hybrid threats while
encouraging its member states and NATO Excellence Centres to con-
tinue working on their own.*

The beginning of the Ukrainian crisis 2014, however, served as a
catalyst that revived the interest of the Western community in hybrid
warfare, as many researchers have noted that the analyses and commen-
taries on the concept of hybrid warfare, in the context of the Russian
reaction to the crisis, have increased exponentially.>* Moreover, it
seems right to argue that within the context of this debate, the West’s
understanding of hybrid warfare has experienced a significant concep-
tual transformation. For example, analyzing “the politico-military
methods employed by Russia” in Crimea and eastern Ukraine, which
are “generally labelled [as] ‘hybrid’ warfare,” the International Insti-
tute for Strategic Studies (IISS) concludes that hybrid warfare
includes: “the use of military and non-military tools in an integrated
campaign designed to achieve surprise, seize the initiative and gain
psychological as well as physical advantages utilising diplomatic
means; sophisticated and rapid information, electronic and cyber oper-
ations; covert and occasionally overt military and intelligence action;
and economic pressure.”?’

In analyzing the reconceptualization of the understanding of hybrid
warfare that has been developing within the community of NATO’s offi-
cials and experts, in the context of their interpretation of the Kremlin’s
actions in Ukraine, it is possible to point to a general direction toward
extending the definition of this type of warfare to all possible combina-
tions of military and nonmilitary means. For example, General Philip
M. Breedlove, supreme allied commander Europe, stated in 2015, that
“what we now commonly refer to as hybrid war” is a “continuum of
threat, including unconventional and conventional methods.”*® Diego A.
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Ruiz Palmer, an expert in the International Staff at NATO headquarters
in Brussels, explains this extended vision of NATO’s contemporary
interpretation of hybrid warfare, stating that: “In effect, hybrid warfare
bridges the divide between the hard and soft power applications that
result from the technological and informational revolutions of the last
three decades in ways that maximise asymmetric advantages . . . , as
well as minimise risks and costs.”’

As discussed previously, the concept of hybrid warfare was origi-
nally developed within the US military as an operational approach,
intended to improve the effectiveness of military units on the battle-
space. Since then, this term has been significantly developed and trans-
formed, to the extent that the only mutual ground between the original
understanding of hybrid warfare and the reconceptualized one is their
title. While the former describes a mix between conventional and
unconventional tactics, capabilities, and technologies on the same bat-
tlespace, the latter refers to a combination of hard and soft power in
confrontations between two rival political actors. In other words, while
the former is limited to the military realm, the latter embraces the
whole spectrum of possible combinations of military and nonmilitary
means used by an adversary to achieve its desired political goals.

Gibridnaya Voyna: The Russian Theory of Hybrid Warfare

As with many other military concepts, Russia’s interest in the theory of
gibridnaya voyna (hybrid warfare) began with an observation of the
West.?® Russian experts had already taken note of the US debate on
hybrid warfare in 2009,* and in 2013 even one of Hoffman’s original
articles was translated and republished in Geopolitika (Geopolitics), the
journal of the Faculty of Social Sciences at the Lomonosov Moscow
State University.*® Since then, the interest of Russian scholars in the
concept has been constantly increasing, creating productive discussions
in military and academic circles,*' including high-profile conferences
and seminars organized by the Military University of the Ministry of
Defence of the Russian Federation, the Lomonosov Moscow State Uni-
versity, the Financial University under the government of the Russian
Federation, and others.*> However, in analyzing this enthusiastic debate,
it is difficult not to notice that the concept of gibridnaya voyna signifi-
cantly differs from the Western understanding of hybrid warfare, either
original or reconceptualized.

Since the mid-1990s the Russian conceptualization of war as a
sociopolitical phenomenon has been shadowed by the defeat of the
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Soviet Union in the Cold War. Analyzing the results of the Cold War
and interpreting the causes of the Soviet defeat, Russian strategists
and political scientists have emphasized two main aspects that charac-
terize the nature of the confrontations in the post—Cold War era: (1)
the aim to break the spirit of the adversary’s nation by a gradual ero-
sion of its culture, values, and self-esteem; and (2) an emphasis on
political, informational (propaganda), and economic instruments,
rather than on physical military force.*?

In analyzing the scope of literature produced in the past few years
by Russian scholars on the phenomenon of gibridanya voyna, it
becomes clear that the US concept of hybrid warfare focuses chiefly
on military tactical and operational activities “directed and coordi-
nated within the main battlespace to achieve synergistic effects”;** and
the reconceptualized idea of hybrid war incorporates a mix of military
and nonmilitary means to achieve certain political goals. The Russian
concept is completely different; it revolves around more metaphysical
ideas and “involves all spheres of public life: politics, economy, social
development, culture.”*® For example, underlining the difference
between the traditional understanding of war and gibridnaya voyna,
Konstantin Sivkov, founder of the Academy of Geopolitical Problems
(an independent military think tank), stated: “In contrast to the idea of
traditional war, which underlines the destruction of an enemy’s regu-
lar forces and the following enforcement of peace by deposing the
existing authority from power . . . the idea of hybrid war is based on .

. first, the disposing of the acting authority, and then the destruction
of the military capacity, security system and economy by the estab-
lishment of puppet authorities.”*¢

Elaborating on this definition, two Russian officers, Colonel (ret.)
Sergey Chekinov and Lieutenant General (ret.) Sergey Bogdanov, of
the highly influential Center for Military and Strategic Studies of the
General Staff of the Russian Federation armed forces, argue that gib-
ridnaya voyna is “an element of interstate confrontation intended to
realise the national interests of the state by an extensive use of indi-
rect actions, while maintaining the armed forces as a deterrent.” Fur-
ther, according to Chekinov and Bogdanov, “The experience of wars
and armed conflicts during the last decade shows that the intensity of
the confrontation in spheres, other than the sphere of armed struggle,
has significantly increased. This often led to the achievement of the
intended aims by non-violent means without the use of military force,
i.e., by gibridnaya voyna.”*’

Or, as Russian chief of the General Staff, General Valery Gerasimov,
put it in 2016:
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In contemporary conflicts, the emphasis of the methods of confrontation
is more frequently shifting towards an integrated application of political,
economic, informational and other non-military measures, implemented
with the support of the military force. These are so-called hybrid meth-
ods. Their purpose is to achieve political goals with a minimal military
influence on the enemy . . . by undermining its military and economic
potential by information and psychological pressure, the active support
of the internal opposition, partisan and subversive methods. . . . A state
that falls under the influence of a hybrid of aggression usually descends
into a state of complete chaos, political crisis and economic collapse.*®

Consequently, it seems right to argue that, unlike the more tradi-
tional concepts of war (regular and irregular, conventional, and uncon-
ventional) that first and foremost aim to destroy the political power of
an adversary through fighting against its physical power (i.e., armed
forces), gibridnaya voyna aims to destroy the political cohesion of an
adversary from the inside by employing a carefully crafted hybrid of
nonmilitary means and methods that amplify political, ideological, eco-
nomic, and other social polarizations within the adversary’s society,
thus leading to its political collapse. In this sense, gibridnaya voyna is
more reminiscent of the US concept of political warfare, rather than
hybrid warfare (in any of its Western interpretations), as similarly to
gibridnaya voyna, “political war is the use of political means to com-
pel an opponent to do one’s will . . . [and it] may be combined with vio-
lence, economic pressure, subversion, and diplomacy, but its chief
aspect is the use of words, images, and ideas, commonly known,
according to context, as propaganda and psychological warfare.”*

In other words while Hoffman’s hybrid warfare represents the com-
plexity of military threats in the twenty-first century based on a mixture of
regular and irregular tactics, technologies, and capabilities, and NATO’s
reconceptualized definition of iybrid war underlines the whole spectrum
of activities (military and nonmilitary, covert and overt) combined together
to achieve certain political goals, gibridnaya voyna focuses on ways that
political players undermine their adversaries by eroding their domestic and
international political legitimacy and stability by employing a mix of pre-
dominately nonmilitary indirect means and methods.

On the Nature of Hybrid War and the Danger of War

The analysis of the discourse on hybrid warfare since its beginning in
the mid-2000s until present shows that, in fact, there are three main and
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completely different phenomena that have been titled as “hybrid war.”
The first one is the original definition given by Hoffman, according to
which, hybrid war “incorporates a range of different modes of warfare
including conventional capabilities, irregular tactics and formations, ter-
rorist acts including indiscriminate violence and coercion, and criminal
disorder.”®® The second definition is a product of NATO’s thinking. In
an attempt to understand the Kremlin’s surprisingly effective actions,
which did not fit any of the existing conceptual boxes regarding con-
temporary conflicts, NATO revived the concept of hybrid war, giving it
even broader definition than before: “a continuum of threat, including
unconventional and conventional methods,”! that “bridges the divide
between the hard and soft power.”*?

Simultaneous to this development, an independent discourse on
hybrid warfare (gibridnaya voyna) was occurring in Russia. The term
itself became popular in the Russian discourse only after 2014, as a
direct answer of the Russian academic community to the politicization
of hybrid warfare in the West as something that “Russia allegedly wages
in Ukraine.”* While Hoffman’s definition of aybrid warfare and its
reconceptualized version developed by NATO present different, though
conceptually interconnected, views on contemporary conflicts, the idea
of gibridnaya voyna represents something entirely different, as its pur-
pose is “to achieve political goals with a minimal military influence on
the enemy . . . by undermining its military and economic potential by
information and psychological pressure, the active support of the inter-
nal opposition, partisan and subversive methods.”>*

Following these fundamental differences, especially when they
come in the context of the contemporary tension between the West and
Russia, it is possible to conclude that the implementation of the term
hybrid warfare reminds one more of a conceptual salad, in which any
ingredient is welcomed, rather than a concept that helps us to under-
stand and interpret the complex reality of contemporary conflicts.
Moreover, it seems possible to point to two main reasons that have led
to this detrimental situation: (1) the ambiguity of the term hybrid; and
(2) the misuse of the term war. According to its linguistic definition,
hybrid means “something that consists of or comes from a mixture of
two or more other things.”® In other words, while the term hybrid
implies that the phenomenon, which it characterizes, consists of differ-
ent elements, it specifies neither the nature of these elements nor their
proportions. On the one hand, the nature of the mixed elements is usu-
ally provided by the definition of the phenomenon; for example, Aybrid
diesel-electric engine means that the engine is partly diesel and partly
electric. Consequently, it seems right to argue that Hoffman’s hybrid
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warfare is partly conventional and partly irregular means, methods,
technologies, and so forth; NATO’s hybrid warfare is partly military
(partly covert and partly overt) operations and partly nonmilitary
(partly informational, cyber, diplomatic, etc.) means and methods; and
gibridnaya voyna is partly economic, informational, diplomatic, cyber,
and so forth. On the other hand, unlike the hybrid diesel-electric
engine, which consists of two clearly defined parts, the variety of pos-
sible elements and their possible contributions to any of these warfares
creates a situation when the term Aybrid warfare “loses its value and
causes confusion instead of clarifying the ‘reality’ of modern war-
fare.”® Hence, a description of warfare as “hybrid” implies any possi-
ble combination of all possible means and methods, with no specifica-
tion of the true nature of the conflict.

Since the beginning of the Ukrainian crisis in 2014, the West has
accused Russia of employing hybrid warfare in Ukraine, whether in its
original interpretation or the reconceptualized one; and, in its turn, the
Kremlin has accused the West of waging in gibridnaya voyna. Taking
into consideration the fact that, despite their similar titles, these three
types of confrontation are completely different, it seems right to argue
that in fact both the West and the Kremlin are completely right. First,
due to the fact that the separatist movements supported by Russia in
eastern Ukraine (regardless the level of support, whether it is political,
economic, or even military) employ a combination of conventional and
irregular tactics, technologies, and methods of warfare—they present a
hybrid threat (according to the original Hoffman definition) to the
Ukrainian military force. Second, the combination of military and non-
military means and methods employed by the Kremlin in Crimea per-
fectly answers NATO’s definition of hybrid warfare. And finally, due to
the fact that the West employed nonmilitary subversive means and
methods against the USSR during the Cold War*’—and has continued
employing the same methods to extend its influence in the post-Soviet
space, thus undermining Russian geopolitical interests>*—these actions
perfectly fall under the definition of gibridnaya voyna.

On the one hand, an application of the term hybrid perfectly suits any
of these interpretations, as all represent a certain combination of differ-
ent means and methods employed to achieve political goals. On the other,
its application seems to be quite useless because instead of describing
specific phenomena, “hybrid” simply implies any possible combination,
thus meaning everything and nothing. Moreover, it seems right to argue
that this conceptual ambiguity has been one of the main reasons for the
rising popularity of the term hybrid warfare, either in the West or in Rus-
sia, as it allows for bringing any hostile action under the same conceptual



78 Ofer Fridman

umbrella, creating a continuity of a unified political message and allow-
ing different internal political players to close the ranks against an exter-
nal threat. Despite this political usefulness of the term Aybrid warfare it
seems that both Russian and Western military professionals have realized
the unhelpfulness of this term in describing the real nature of contempo-
rary conflicts, promoting more specific definitions, such information war-
fare and cyber warfare, which are now prevalent in the West,> or new
generation war, now prevalent in Russia.®® While each one of these new
terms present a certain hybrid (combination) of different means and meth-
ods, the question is whether all of them can be defined as war; as accord-
ing to Carl Von Clausewitz “there is only one means of war: combat”®!
and, therefore, it seems right to argue that a hybrid of hostile means and
methods without combat is not a war.

One the one hand, the famous Clausewitzian dictum, “War is
merely the continuation of policy by other means,”®> might be inter-
preted as a suggestion that a war can be conducted without military
force. On the other, Clausewitz makes it clear that “war . . . is an act of
force to compel our enemy to do our will.”®* Moreover, specifically
referring to the relations between politics and war and what element is
required to transfer hostile diplomacy to war, Clausewitz states: “At the
highest level the art of war turns into policy—but a policy conducted by
fighting battles rather than by sending diplomatic notes.”® Conse-
quently, it is not surprising that discussing the rising fashion to describe
nonmilitary confrontations as war (i.e., information war or cyberwar,
political war or gibridnaya voyna) some scholars rightfully argue that
“there are no wars in history that were won by non-military means, or
by the use of information, alone”® because, without using military
force, such confrontations are not wars and to call them as such is “a
dangerous misuse of the word ‘war.””%® While this danger of misusing
the word war in contemporary political discourses has been discussed in
both Russia®” and the West,*® General Makhmut Gareev puts it best,
stating: “If an employment of any non-military means is a war, then the
whole human history is war,”® as the “over-free employment of such a
word as ‘war’ devalues the severe [nature of this] concept and dulls its
adequate perception in society.””°

Conclusion

Concluding this discussion on the conceptual development of the theory
of hybrid warfare, it is important to focus on the novelty (or lack
thereof) that this concept contributes (in any of its three possible inter-
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pretations) to the strategy-making process. On the one hand, in an
attempt to attract wider attention, researchers frequently tend to give
new titles to their creations, proclaiming their conceptualizations as
something novel. After all, there is no better way to draw attention to
Russian actions during the Ukrainian crisis than to proclaim: “We have
witnessed the application of a new type of warfare where dominance in
the information field and hybrid, asymmetric warfare are the key ele-
ments.””! On the other hand, it is difficult to disagree with Freedman,
who warns against giving new terms to old concepts.”

In discussing the potential novelty of any new concept of warfare, it
is important to identify whether this concept attempts to describe a new
battlefield reality (i.e., on a tactical or operational level) or a new way
of strategy making. Since strategy is “the relationship between political
ends and (military, economic, political, etc.) means,””* it is possible to
paraphrase the metaphor used by two Chinese colonels who argue that
strategy making is a process of mixing a “cocktail” from these means
when “the winner is the one who combined [them] well.”7*

In analyzing the original concept of hybrid warfare, as suggested by
Hoffman, it is easy to notice that it attempted to describe a new tactical-
operational environment, rather than a new way of strategy making, and
the criticism of its a-strategic nature serves as clear evidence of this
attempt.” Therefore, it is difficult to disagree with Williamson Murray,
Peter Mansoor, Thomas Huber, and others, who have claimed that there
is little new in the recipe of the cocktail that Hoffman’s hybrid warfare
deals with—a mix of regular and irregular forces, means and methods.”®
On the one hand, while it is possible to assume that in its attempt to
improve the understanding of the transforming tactical-operational envi-
ronment, Hoffman’s hybrid warfare made a significant contribution to
this field, its possible impact on strategy-making processes is limited.
On the other, in defense of Hoffman’s conceptualization, his theory has
never intended to suggest a new strategic cocktail.

Following the discourse on the new interpretation of hybrid war-
fare as a mix of military and nonmilitary means and methods (as sug-
gested by NATO), it becomes clear that it claims to offer a new vision
on strategy making. A closer examination of history, however, suggests
that strategy-making cocktails of military and nonmilitary means and
methods have existed throughout the entirety of the history of war
because “anything that might eat away at the enemy is considered
worth trying.””” For example, France employed this cocktail against
Britain during the American Revolution by supporting the colonies;’®
Germany did the same by funding the Bolsheviks against the Russian
Empire during World War I,” and Britain, fighting the Ottoman
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Empire, also employed a mix of diplomatic, economic, and other mili-
tary and nonmilitary means in supporting the Arab Revolt.%

Moreover, it seems that the same conclusion applies also to the con-
cept of gibridnaya voyna, as it also seems to suggest nothing conceptually
new in terms of strategy making. First, the importance of the nonmilitary
cocktail for successful strategy making has been known at least since the
times of Sun Tzu, who stated that “hence to fight and in all your battles is
not the foremost excellence; to break the enemy’s resistance without
fighting is the foremost excellence.”®! Second, an analysis of human his-
tory shows that the nonmilitary cocktails based on “words, images, and
ideas . . . [as well as] propaganda and psychological warfare” have being
mixed since antiquity.®?

Keeping this lack of novelty in mind, it is difficult to explain the ris-
ing popularity of the term hybrid warfare in the both Russian and West-
ern political, academic, and professional discourses. The answer to this
question probably rests not in the conceptual strength and novelty of the
proposed theories, but in their political usefulness in the context of con-
temporary relations between the West and Russia. While this question of
politicization is crucial for understanding the hybrid warfare—gibridnaya
voyna debate, the answers are likely to be found more in the political
background, rather than in conceptual differences between different
interpretations. But that is another story.
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and Information Warfare

Mervyn Frost and Nicholas Michelsen

New technologies have made it possible for new groups
(sometimes very small ones) to influence outcomes nearby and distant in
world politics using the strategic deployment of information. Previously,
this was a potential largely confined to states, large organizations (cor-
porations), and large social institutions such as churches. The reason
small groups (such as al-Qaeda, the Islamic State, and al-Shabab) have
been able to join more effectively in the global strategic communications
(SC) game is that the means for doing so have become cheap and widely
available. Particularly important has been the rise of social media.!

As has been well documented, the new and rapidly changing media
landscape (in particular, the shift from one-to-many to many-to-many
online platforms) has wreaked significant transformation on diplomatic
practice.? One consequence of this development has been that interstate
diplomacy now necessitates speaking directly to other societies, as well
as to their governments, and requires projecting narratives at home,
acknowledging the fact that official messages are rapidly disseminated
and reprocessed to these audiences through new media platforms.? State
to state, and state to nonstate actor collaborative, competitive, or con-
flictual interactions on the world stage are now widely recognized as
heavily, and in some cases exclusively, mediated through new commu-
nication technologies.* This suggests that a good deal has changed since
the characteristic ideological struggles of the Cold War era.

Foreign states and nonstate actors, large and small, are now able to
much more easily participate clandestinely in the internal politics of other
states (e.g., meddling in their electoral and party political processes). The
implications of this are significant inasmuch as the proliferation of
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strategic communicators leads to considerable information overload and
uncertainty, rendering official messages insecure. In attempt to gain con-
trol of their message, governments and other actors have increasingly
turned to expert private consultants.’ As the scope for private, secret, and
unattributable strategic communications of various kinds has increased in
recent years, the problem of accountability has become acute.®

The world has become envisioned as beset by irreconcilable clashes
of interpretations, which may be settled only through mastery of tech-
niques of strategic communication. One notable concern that arises here
is that the criteria for identification of one’s international political and
military opponents widen to include anyone who threatens an actor’s
command of the informational space (including, for example, legitimate
domestic pressure groups). Amid rising geopolitical tensions and public
anxiety associated with campaigns by hostile state and nonstate actors
seeking to shape public opinion and attitudes in pursuit of their own
strategic objectives, in this chapter we seek to shed light on the
unavoidable ethical dimensions that arise in this information war. We
aim to elucidate the ethical dimensions of acts of strategic communica-
tion, within which are included those acts referred to as information
war, by reference to the global practices within which they take place.

The argument that we present is an exercise in practice theory
understood in holist terms. A key feature of practice theory is that it is
presented from the internal point of view, from the viewpoint, that is, of
all of us who are participants in the global practices being analyzed. The
point of departure is that in the contemporary world all actions, includ-
ing the strategic deployment of information, take place within two over-
arching international practices: the international society of sovereign
states and the global civil society of individual rightsholders (which we
call global civil society [GCS]). An understanding of the ethics of infor-
mation war, we argue, requires that the global practices in which all
strategic communication takes place must be better understood. What
this means for international relations is that the sense of any act of
information war needs to be recognized as wholly defined within these
two global practices and the settled ethical norms embedded in them.
Such an understanding will clarify how a diverse field of actors, includ-
ing private corporations, public institutions (states and international
organizations), and nonstate actors (from the Islamic State to Amnesty
International) are constituted as such, within those global practices. The
ethical debates, which arise for these different actors when they engage
in contestation at the informational level, are internal to the overarching
global practices that define world politics today.
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International Truth Telling and Strategic Communication

In both democratic and authoritarian states, in global civil society
within which corporations operate, and in communications between
individual men and women (and children), it has become difficult to
determine who is using various forms of communication to do what, to
whom, and for what reason. As opportunities for (legitimate and illegit-
imate) intervention into the communicative field have proliferated at the
global level, and become available to a wide range of actors, a sense of
confusion has arisen about what these strategic communications mean
for international actors, particularly as they relate to international con-
testation or international conflict. Associated debates around hybrid
warfare have been accompanied by calls for new integrated responses
from Western states and international organizations such as NATO that
seek to unify military with informational strategies.” However, what
might be involved in such responses has tended to be conceptualized
under frames that assume we are entering a new Cold War—like clash
between ideological or communicative formations that are deemed to
lack a common register that might facilitate adjudication between their
contrasting claims about the world. Our suggestion here is that success
in international political or military contests is increasingly determined
by mastery over techniques of narrative construction, or mastery over
the material networks that govern communication flows.®

Given the sense of geopolitical crisis attached to contemporary
debates around Russia’s hybrid warfare or the Islamic State’s propa-
ganda, and the inherently covert nature of much SC in practice, it is per-
haps unsurprising that there is widespread skepticism about the possi-
bility of developing an overarching ethical framework for evaluating
SC. This skepticism arises against a background in which the clash of
such communications is seen simply as a naked power struggle in which
notions of right and wrong or truth and falsehood have no role.” We
contend that this view of SC as a naked power struggle is incoherent.
We set out to demonstrate this by showing that all SC actors and the SC
actions they carry out are constitutively embedded in a set of ethical
norms that characterize the international metapractices in which we all
are participants. A greater understanding of this constitutive architecture
that makes SC possible will provide critical insights for SC practition-
ers and will shed light on the ethical puzzles arising from technological
advances in this field.

This argument’s foundation may be stated quite simply: all actors
and their actions get their meaning, point, and purpose from the social
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practices within which they are located. For example, consider a diplomat
from State X who presents credentials in State Y. We can only understand
what a diplomat is and what “presenting credentials” involves (what it
means) once a substantial amount about the practice of diplomacy is
known as a whole. Analogously, a move in a game can only be under-
stood (e.g., chess) once the game as a whole is understood. Included in
what should be known about practices to understand actors and their
actions are the ethical values embedded in them. In the practice of
diplomacy, one of the core values is the value of open channels of com-
munication. In the practice of chess, one of the values involved is that
of not cheating. In like vein in the international arena, SC actors and the
acts of communication they perform can only be understood in the
global practices within which they are constituted as such. The actors,
their actions, and the global practices are all internally related to one
another.'® Crucial to understanding these global practices is the require-
ment to understand their ethical dimensions. Participants in these prac-
tices (and we all are participants) interpret one another’s actions,
including their SC, in the light of these ethical values.

The arguments used in social practices to support one interpretation
of an action (or of many actions that together constitute the “state of
play” within a practice), as opposed to another interpretation, are rhetor-
ical arguments rather than formal proofs. Such arguments make appeal
to what is accepted and settled within a given practice, including the
ethical values intrinsic to it. The planks of such arguments either sup-
port, or refute, a given conclusion. SC in international relations are
themselves interpretations of actions and states of play in the interna-
tional domain; as such, they, themselves, are rhetorical arguments. A
feature of these is that the components of the argument can be manipu-
lated in many different ways. For example, they may rely on appeals to
emotions that are relevant to a given narrative, but that highlight only a
part of a story rather than the whole, or may hide the implications of a
given narrative or effectively silence other relevant arguments that
ought to have been aired. In some cases, they rely on photographs or
videos that carry an emotional charge.

There is a panoply of rhetorical devices used by strategic commu-
nicators to support the narrative story line or framing of events. This
might potentially lead to the imputation that all SC are nothing but
propaganda. This would imply that SC simply amount to a clash of
voices between opposed groups (states or communities) who have,
between them, no agreed way of determining the truth of any of their
communications. On this view, the clash of SC should then be under-
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stood simply as an aspect of a general struggle for power in the inter-
national arena. SC, here, dissolve all international political dialogue into
discursive coercion, or “information war.” Although there is no formal
procedure, analogous to an academic peer review, by which to test the
logic or truth of international actors’ claims, we contend that to com-
municate in international relations, whether strategically or not, is
nonetheless to make claims that have an ethical dimension arising
within an existing global architecture of intelligibility. A global archi-
tecture of norms determines the conditions under which the rhetorical
claims put forward by strategic communicators in international relations
are received as persuasive or not. Ethical judgment is thus at the very
heart of success and failure in strategic communication. That is to say,
to practice SC is always to propose judgments (offer interpretations)
about the communications put forward by others.

Regularly in such judgments the claim is made that the rival actor-
communicators have been unethical, in manipulating data, in supplying
disinformation, telling lies, or engaging in other ethical wrongdoing.
Ethical terms are transparently central to the justifications, rationales,
narratives, and explanations that make up all SC actions. For such
terms to make sense to interlocutors, whether states or publics, they
must be rooted in a common or shared architecture of meaningfulness.
Effective SC seek to persuade domestic and foreign audiences that
their account is the most legitimate, vis-a-vis their competitors. To do
this, they necessarily have to reference a set of already existing and
well-settled normative formations that give structure to the contesting
ethical claims and interpretations going back and forth between the
rival strategic communicators. The mere fact that SC seek to intervene,
rhetorically, in the ethical interpretation of an act or event, reveals
them to be actions that are tightly bound up with settled norms already
contained in international metapractices.

It is self-evident that all actions are constitutively related to the eth-
ical components of the practices within which actors are participants. To
be an actor in international relations is to be an entity that makes certain
ethical claims for itself and recognizes such claims that come from oth-
ers. To be a state is to claim, for oneself and one’s citizens, sovereignty,
which is an ethical claim for a certain kind of autonomy. To claim this
is to hold that those who infringe this sovereignty are guilty of ethical
wrongdoing. A fortiori to claim this is to recognize that other states
have a right to a similar ethical standing. In the practice of sovereign
states, besides sovereignty, there are many other ethical requirements
states are required to uphold. These include the upholding of the value
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of communication between sovereign states by respecting the elaborate
rules of diplomacy (key among these, of course, is the requirement to be
truthful in one’s dealings with other states), upholding the values pro-
tected by international law, upholding the values protected by the Inter-
national Law of Armed Conflict and also International Humanitarian
Law, respecting the value of pacta sunt servanda (the assumption that
treaties or agreements between states will be honored), a prohibition
against empire and colonialism, and many others. Respecting and pro-
tecting these values is a fundamental requirement of what is involved in
being a state in the practice of sovereign states. Wrongdoing erodes a
state’s standing in this practice, just as being caught cheating in a game
undermines a player’s standing or, at the limit, results in his or her
expulsion from the game altogether."

It follows from the above that states, in all that they do, including
their SC actions, must have regard to the ethical constraints operative
on them by virtue of their standing as states in the global society of
states. Individual citizens in states are similarly constrained by the
requirements of citizenship. To make matters more complicated, states
and individuals are also actors in global civil society, a key component
of which is the global market. As such, they have to pay attention to the
constraints operative on them in GCS. These include ethical constraints.
The SC of actors in GCS (whether they be states, corporations, or indi-
vidual men and women) have traction only when they appeal to the eth-
ical norms that are constituted and settled in that practice. In GCS, once
again, a key requirement of all actors is that they be truth tellers. If it
becomes known that they are consistently untruthful, then their standing
in the practice will be seriously eroded. This is particularly important in
GCS because core to all activity in this practice is contract making. For
a state, corporation, or individual to flourish in GCS, it is important that
the other participants are able to take their word that they will honor
their contracts. Once this ethical standing is eroded, an actor’s future in
the practice will be a dim one.

As indicated, the two social practices in which strategic communi-
cation is carried out are the international society of states and global
civil society. These practices are identifiable as social arrangements
within which agents of a certain kind are constituted. In the former the
key agents are sovereign states, and in the latter they are individual
rightsholders. These practices determine who the actors are, what
claims they may make for themselves and what claims from others they
have to respect, what actions are available to them (what moves they
can make), and what would count as a case of ethical wrongdoing (what
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would count as a foul). These, taken together, are, one might say, “the
rules of the game.”

These rules of the game are not static, but have been constructed
over time. They have a history that reveals a degree of flexibility, open-
ness to contestation, and a propensity to change over time. Such
changes occur within the rules of many games; for example, the “off-
side rule” was introduced in professional football to remove an action
allowed under the previous rules that resulted in regular interruptions to
the flow of the game. But in all practices, including our international
ones, the rules must hang together in a more or less coherent way for
the game or practice to exist at all, and for there to be identifiable play-
ers or participants in it. This limits the degree to which the rules of any
given practice are vulnerable to extensive change.

The society of sovereign states has existed for several centuries now.
In this practice, states justify their actions in terms of the values internal
to them, and criticize those who do not honor them. Like all actions
within this practice, the subcategory of action known as strategic com-
munications can be read as meaningful only in the context of this prac-
tice and the ethical values embodied in it. GCS is a practice that has
emerged comparatively recently. As outlined earlier, global civil society
may be defined as that society within which individuals recognize one
another as holders of first-generation rights. The core values constituted
and protected within GCS are those of freedom of the individual and the
overall accommodation of diversity in GCS as a whole. Among the
rights protected within GCS are the rights of the person not to be killed
or tortured, and the rights to free speech, to association, to freedom of
conscience, and to own property. The list of rights is not static, but under
constant review within the practice itself. The role of nongovernmental
strategic communicators in this process of review has been well docu-
mented,'? and they always appeal in one way or another to GCS’s core
values. For example, while communications from the Islamic State often
depict the United States and its allies as guilty of military action that
kills innocent civilians (thus not respecting their right to life), SC from
the United States and its allies often depict the Islamic State as flagrantly
abusing the human rights of its victims. Similar allegations about torture
are issued from both sides. Nongovernmental organizations also mount
SC campaigns that hinge on claims about human rights abuses commit-
ted by a number of parties involved in conflicts in general, and the one
that taking place in Syria in particular.

The society of sovereign states and GCS are multiactor practices
and both are what we might call “superpractices” in that they contain
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within them a host of other social practices. They are practices of prac-
tices. They are highly interdependent. For example, a state seeking to
give priority to free trade in its relations with other states implicitly
commits itself to endorsing within those states the establishment of con-
ditions that would allow business representatives to conduct themselves
as rightsholders within an effective legal architecture. That is to say, it
assumes their recognition as actors within GCS. Most people, wherever
they happen to be, are participants in both overarching practices, as cit-
izens of sovereign states and as rightsholders in GCS. In these practices,
most actors make regular use of SC. One such use relates to contesta-
tion over the relative significance of international norms. This contes-
tation is an ongoing process within the two practices we have outlined.
While the international practices we have described are not immune to
dissolution, and their rules can and do change over time, the architec-
ture of interdependent norms that they constitute is elastic. This is
exploited by strategic communicators in international relations, so as to
frame their actions as more in line with international norms than the
actions of their rivals, but such norm contestation does not itself offer
evidence of an incremental breakdown in the architecture of interna-
tional ethical norms.!* What we see, rather, is analogous to the mecha-
nism by which case law develops in response to disagreements within
a legal system. Hard cases are resolved through sophisticated debates
between jurists who make their cases before learned judges.'*

There is regularly an element of competition involved in interna-
tional SC. Actor X seeks to communicate a message that is significantly
at odds with the message Actor Y is advancing, with respect to the sig-
nificance attached to one or other settled international norm (say, an
individual’s accepted right to be free from torture, and a state’s accepted
right to self-defense). This is the world of “spin.” It should be high-
lighted in this chapter that the spinners cannot escape the ethical crite-
ria that constrain action in the practice in which they are doing their
spinning. In spinning a message, the risk of discovery is always present.
There is one particular maneuver that is central to competitive spinning:
the activity of ethical trapping.

The superpractices we have described, like all social practices,
include a certain category of action that we call “ethical fouls.” Such
fouls include a wide range of actions that are not permitted by the rules
constitutive of the practice (the rules of the game). In football, players
are not permitted to punch the referee or commit a handball infringe-
ment. Repeated infringements result in the player being sent to the
bench or, at the limit, excluded from the game altogether. Similarly, in
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the Olympics, to take certain performance-enhancing drugs is to violate
settled ethical norms within the practice (Olympic competition). To be
caught doping would result in exclusion. Perhaps the defining fou! in
international relations is to be caught out lying. This is particularly clear
in the act of declaring war. While it may be, as Sun Tzu argues, that “all
war is deception,”! if a state is recognized to have embarked on a war
for reasons other than the declared reason, it is likely to suffer consid-
erable damage to its standing in world politics.

The UK experience of strategically communicating the rationale for
the Iraq War provides a useful illustration of the commission of a foul and
of the consequences that follow from such an action. Whereas Tony Blair
was successful in strategically communicating to Parliament that Saddam
Hussein represented a clear and present danger to the United Kingdom,
over time widespread skepticism developed. Indeed, many came to
believe that the communicators had deliberately fabricated a story about
the severity of the threat. What followed was that the British government
suffered a loss of credibility. This, in turn, has constrained subsequent
governments that have sought to frame British foreign policy as ethical.
For example, it has had implications for the credibility of UK appeals to
humanitarian values as a justification for military interventions abroad.
The UK’s credibility as an upholder of human rights has been discredited
in the eyes of both domestic and international publics. Here, we see a suc-
cessful (short-term) SC campaign resulting in major (long-term) costs to
UK credibility as a strategic communicator. The costs of this perceived
foul have been significant for Britain’s claim to an ethical role in both the
society of sovereign states (SOSS) and GCS. What we see here is that SC
actions appeal to the architecture of settled ethical norms, in an attempt to
convince others of their validity. To engage in SC is always to make an
appeal to certain shared assumptions about what constitutes ethical and
unethical action. To be viewed as having lied or misled audiences in the
past makes future exercises of SC more difficult or even impossible, as it
damages an actor’s credibility as a communicator within the confines of
the broader practice. In international relations, severe costs are associ-
ated with being found out as the author of duplicitous communications.
Potentially such exposure inflicts fatal harm on an actor’s capacity
strategically to communicate in the future. For this reason, no SC actor
in international relations admits to lying, deceiving, or, indeed, spinning
the truth, as SC actors of all kinds (state and nonstate) go to elaborate
lengths to conceal or deny lying. This is true of weak states and nonstate
actors, such as the Islamic State or al-Qaeda, and of strong states such as
the United States or the United Kingdom.
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There is a further point worth noting, which is that there are some-
times greater costs to the credibility of liars that are strong than there
are to liars that are relatively weak. Clearly states, as well as nonstate
actors (e.g., terrorist groups), can and do lie in their SC. Their duplic-
ity often goes undiscovered and they succeed in securing their goals.
Here, their actions may be seen as analogous to what often happens in
football where it is possible to get away with a foul, perhaps even score
a goal using a hand, or by pretending to have been fouled to get a
penalty, and by doing so one may win a particular contest. These, one
might say, are tactical fouls. But in the long run, gaining a reputation as
a serial fouler carries a cost to a player’s standing in the game. If a pat-
tern of cheating were to be sustained, it is likely that a player (or the
whole team) will no longer be recognized as a player in the game (by
suffering a ban from Olympic competition, for example).

In international relations, the crucial cost is a loss of credibility and,
at the limit, being pushed into holding the status of a pariah state. From
such a position, the SC of a pariah state would no longer be given any
credence whatsoever—this is a position in which North Korea currently
finds itself. Because one’s appraisal by others as deceitful carries the
high cost of incredulity with respect to all future statements about one’s
own actions, it is the first principle of competitive SC practice to seek
to identify the points of empirical weakness or ethical flaws in the
accounts one is trying to oppose.'® Actors possessing high credibility
have the most to lose, but settled norms against lying tend over time to
reassert themselves among strategic communicators of all kinds. For
both weak and strong actors in international relations, there are bene-
fits to being recognized as a reliable communicator—that is, as a legit-
imate participant in the SC game. There is no mileage in becoming the
Lance Armstrong of international politics. For weak actors, such as al-
Qaeda or the Islamic State, seeking recognition as a credible enuncia-
tor of statements of fact about world politics is a foundational aim.
These groups seek credibility as strategic communicators. The central
role of appeals to justice and attempts to draw attention to Western
duplicity in their public diplomacy and propaganda effort show that
appeals to a shared regulatory architecture for ethical dispute are recog-
nized as of great value on the road to achieving such status.

Truth telling, as an ethical norm, is a fundamental requirement for the
mutual constitution of participants in any given social practice. It is only
as truth tellers that participants are able to make sense of themselves to
relevant audiences, as practitioners within the two most important and
interconnected international practices: global civil society and the society
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of sovereign states. SC that in the short term might be effective, but that
are not truthful and thus not ethical, create ethical traps for the user who
becomes a permanent hostage to fortune. Since untruthful communica-
tions become traps, which other actors can spring, we argue the ethics of
information war has clear practical significance. Highly effective infor-
mation operations (in the short term) can create opportunities that
empower even weak hostile actors and undermine the basic structural
conditions on which even the strongest actors’ credibility is rooted.

Ethical Puzzles and Information War

Having argued that recognition as a truth teller is not established solely
through one’s technical mastery of storytelling methods (such as prim-
ing, framing, or narrative mode), within an open global discursive field,
but rather may be established only by reference to the ethical architec-
ture of the two international metapractices, we now move forward to
illuminate specific ethical challenges relating to information war.

As noted above, the peculiar challenge that arises today is derived
from the proliferation of new SC actors, as a direct consequence of new
communications technologies. In most cases, new actors remain bound
by the standard constraints inherent in the global practices in which
they operate. However, there is one factor that greatly complicates the
overall picture: the nonattributable nature of many communications via
the new media. It often is not possible for ordinary members of the pub-
lic to determine who the authors of a particular communication are.
There are huge difficulties in determining who authored an item on
social media, or who is responsible for a leak from a government
through such media. In such cases, although one can determine in the
normal way that a given communication is partial, biased, spun, or even
false (and thus unethical), it is not clear whose ethical standing in the
practice is damaged by such discoveries.

The anonymous authors seem to be immune to the normal conse-
quences of such conduct. Revealing the flaws in the message leaves the
author untarnished because the identity of the author is not known. One
potential implication of this is communicated in the claim that the very
currency of truth telling is being eroded within contemporary interna-
tional practices and in national politics.!”

This sense that some contemporary information warriors have
impunity from loss of standing is only apparent. The author of such
cases of SC, even if known only as “Anon,” will still be perceived as an
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actor, as the source of the message, whose ethical standing in the prac-
tice can go up and go down following good or bad ethical conduct. Such
sources will soon be branded as reliable or not.!® Anonymity does not
shield a voice from judgment; it only hides the identity of the speaker.
Huge efforts will be directed to uncovering the identities of states and
other actors who seek to hide their real identities and bring them to the
bar of international ethical judgment. A recent example of such an
endeavor has been the tracking down of the hackers who hacked the files
of the Democratic Party in the US presidential election campaign and
published some of the stolen material to embarrass Hillary Clinton. Once
Russia was revealed as the source, ethical blame for meddling in the sov-
ereign affairs of a foreign state could be allocated.

The identities of some new actors in international relations are
known, groups such as al-Qaeda and the Islamic State who, on the face
of the matter, do not confront the same sanctions as those applied to
established international actors, state or nonstate, for lying or otherwise
committing ethical fouls. Such actors are, from the outset, seen to be
illegitimate players in the global practices of sovereign states and GCS.
In a sense, they are widely construed as outlaws, unconcerned by the
judgment of other actors. An implication that has been drawn from
this is that such actors also contribute to a generalized devaluation of
truth telling, in that this status would seem to give them a free hand to
flout the ethical requirements of the global practices. It would seem to
allow them carte blanche to exploit all of the devices used in strate-
gic communication, including spinning, playing on emotion, giving
biased interpretations of action, fabricating “facts,” and presenting
outright lies as “truths.” Such carte blanche would surely be infec-
tious. If it is perceived as creating an unlevel playing field, it might
lead to the corruption of other competitors in the SC game. This is
analogous to what those who were caught cheating in cycling argued
had occurred in their sport as a whole.

This view of such actors as unconstrained by the ethics of the
global practices, and thus a source of structural risk, is also miscon-
ceived. To make the case, readers are invited to consider the role that
ethical trapping plays in the search for power by such groups. In the
formation of such groups, the following trajectory of action is com-
mon. Prior to the establishment of groups such as al-Qaeda and the
Islamic State, the involved people were citizens of some state and
rightsholders in civil society and, therefore, were participants in the
global practice in the normal way. By establishing the group, they
became wrongdoers and violators of the norms internal to the global
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practices. Their activities such as suicide bombings, public executions,
and other terrorist deeds reinforce their status as unethical actors. Sub-
sequently, though, such groups start making use of a different and more
reliable source of power. They find this in the reactions of other global
actors to their unethical deeds. This happens when great powers are
provoked by al-Qaeda and the Islamic State to respond in particularly
brutal ways that themselves flout the ethical basis of the global prac-
tices relating to human rights, state sovereignty, the laws of armed con-
flict, and international law more generally.

International actors, by doing these things, may be understood to
have fallen into an ethical trap. They have acted in ways that can be
criticized by al-Qaeda and the Islamic State in the conventional way.
These maverick groups are then able to use SC to present themselves
as less bad than the major international actors, and to recruit people to
their cause on the grounds that they are legitimate actors. Subse-
quently, a pattern of conduct emerges that starts with the commission
and communication of a bad deed by a terrorist group with a view
toward provoking a worse one by the target state and the international
community more generally. Part of the ethically obnoxious response
sought might be to have foreign great powers put boots on the ground
in a sovereign state in an act that could be portrayed as aggression, to
make use of assassination methods that result in collateral damage, or
to start using intelligence-gathering methods that include the use of
torture. These wrongs can then be advertised to recruit more people to
the side of al-Qaeda and the Islamic State and also to shore up their
legitimacy. This ethical trapping soon becomes the major source of
power for such groups, far outstripping any power derived from the
use of terrorist methods alone.

As indicated, ethical trapping can be carried out only from inside
the global practices within which all participants understand the ethical
game being played. Furthermore, such ethical trapping also, in the long
run, traps the trapper. To realize the power available to them from ethi-
cal traps, the outlaw group has to use SC to communicate the turpitude
of the major actors to the international community. In response, the
major players in world politics (states and international organizations)
ramp up their SC portraying, and drawing attention to, the evil deeds of
the terrorists. What develops is a fight for the ethical high ground. The
terrorist groups have to appeal to the normal ethical bases of the global
practices. To not undermine their own SC, it then becomes important
for such groups to be seen as upholding the ethical standards to which
they appeal when springing the ethical trap. This requires that future
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actions be more closely aligned with the core values of the global prac-
tices. Indeed, this is precisely what has transpired in the conduct of both
al-Qaeda and the Islamic State.

After their initial savagery and the SC that made use of it, the
Islamic State sought to show how they provide welfare services to those
over whom they rule and how they keep order where others have failed.
Our point is that when involved in SC, actors of any kind (even the
most violent) will seek in the long run to acquire and hold rhetorically
stronger positions within common structures of ethical intelligibility
established by global metapractices. In 2005 al-Qaeda’s Ayman al-
Zawahiri, among others, publicly criticized Abu Musab al-Zarqawi for
his attacks on Shia civilians in Iraq, explicitly referencing mounting
reputational costs for the group in the judgment of wider Muslim pop-
ulations. What we see in this competitive SC is the attempt by a partic-
ipant in international relations to acquire communicative authority by
displaying their actions as more in line with the ethical standards of the
global practices than those of their opponents. A key implication of the
above is that powerful states making use of SC must be careful not to
fall into the ethical traps laid by hostile SC actors.

Ethical traps appear for powerful international actors even without
their deliberately making statements that are known to be untrue. In the
complex practices of world politics, telling “the whole truth,” as any
actor understands it, is always difficult. Any given international state of
play is always complex; there will be ambiguities in any interpretation,
and there might be things that have been accidentally overlooked. SC
are driven by the urge to persuade others about one’s ethical status. The
essential nature of SC requires events to be packaged, in narrative or
other forms, so as to be convincing, by caveating and simplifying the
matters of fact as they are perceived by the strategic communicator. As
demonstrated, there are, however, significant costs to being recognized
as spinning or fudging the truth for political ends. Since the aim of SC
is to present oneself as a participant in the global practices who is in
good ethical standing, and to present the opponent in a dark ethical
light, there is always a risk associated with using the methods of SC, for
if they are discovered they will undermine this very standing. For this
reason, parsimony is a core feature of successful SC campaigns, in the
attempt to anchor the sense of an SC action as unambiguously as possi-
ble in relationship to the settled norms of international metapractices.

Successful SC campaigns in international relations often seek to tap
into the settled norms of international metapractices through symbolic
images or actions. Russia’s hosting of a classical music concert in the
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ruins of Palmyra in Syria, after its recapture from Islamic State forces,
provides an example. Here, an attempt was made to establish the valid-
ity of an ethical interpretation of the Russian intervention in Syria. This
account represented the intervention as an action in defense of global
cultural resources. Combined with Russia’s highlighting of its interven-
tion as authorized by the sovereign government of Syria (and so legiti-
mate under international law), a powerful strategic communication of
Russia’s legitimacy, as an actor in this conflict, was effected that
appealed to the ethical structures of the international society of states
and global civil society. This action constructed an ethical trap for West-
ern strategic communicators in the Syrian conflict, as any attempt to
reframe the concert as an example of Russian propaganda would likely
have incurred the inverse perception.

Likewise, groups such as al-Qaeda and the Islamic State seek to
articulate ethical diagnoses of the contemporary world that are credible
by publicizing evocative images of collateral damage from Western
drone strikes. In doing so, they appeal to the settled architecture of
international ethics that Western states claim to uphold. A claim pro-
pounded by al-Qaeda has been that many Muslim individuals live with
significant injustice, and that Western states have simultaneously failed
to respect the sovereignty of Islamic majority states in conducting such
strikes and failed to protect the rights of individual victims.! These
actors appeal directly, in their SC, to ethical claims that are constitutive
of international metapractices, and seek to justify their actions as legit-
imate by reference to these same shared norms, in the light of an accu-
sation of Western hypocrisy.

This is not, of course, to suggest that such information campaigns
are necessarily persuasive (though they clearly have purchase with
some audiences). Neither is it to imply that what is called for here is
simply a better or more efficacious narrative contestation. Rather, the
role of existing settled norms, in governing the legibility of certain eth-
ical claims, shows that even those actors who are widely deemed ille-
gitimate or nonplayers in the game are, in fact, operating with it. The
appeal to the common structures of intelligibility embedded in interna-
tional metapractices shows that SC are best understood as a global
forum for international ethical arguments. SC actors are participants in
a practice that is defined by putting to the test others’ truth claims. SC
interlocutors hope to present the other as a hypocrite, liar, or dissemi-
nator of half-truths. SC involve an appeal to mutually acknowledged
rhetorical grounds for legitimacy. SC actors seek to provide an ethical
gloss, which will be appraised in relation to the settled rules of the game
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of international practices; indeed, by reference to the coherence of these
actors’ actions with those practices. This applies no less to those trying
to change the rules of the game such as al-Qaeda or the Islamic State.?°

A final concern, emerging from new technologies and the conse-
quent proliferation of effective SC actors, is that the scope for interna-
tional ethical discourse and appraisal might be increasingly constrained
by the complexity of the new media ecology. In this environment,
surely what information warriors argue is less important than their abil-
ity to establish their authority in the cacophony of voices that prolifer-
ate online. This is facilitated by the manner to which a self-selective
electronic autism characterizes online media consumption patterns.?! We
have argued that authority can spring only from a track record of telling
the truth. This has traditionally been the strength of established media
organizations such as the BBC, but established platforms are increas-
ingly vulnerable to the imputation of partiality or bias. A trend toward
decline of faith in established platforms is linked to the rapid prolifera-
tion of alternative outlets.??

An option that is newly available to international actors is that of
drenching the online media space with conflicting accounts, narratives,
and interpretations, rendering it highly difficult to identify sources or
adjudicate the matters of fact. This is facilitated by the manner in which
user content-driven news websites borrow content from each other, and
thus appear to provide multisource corroboration for claims. An argu-
ment has been promoted by new media outlets, including RT (formerly
Russia Today, a Russian state-funded media outlet), that there are mul-
tiple truths and that giving air to this multiplicity (regardless of content)
establishes conditions for open dialogue.?® There is clearly potential,
within this democratizing process, for SC actions that do not make a
rhetorical argument that can be proven credible or not, but that operate
in relation to the communicative field in general, creating an atmos-
phere of distrust of specific official messaging (by disseminating mul-
tiple contradictory stories).

Actions of this variety put enormous pressure on targeted govern-
ments, and construct ethical traps for their victims. The ethical traps
that arise here relate to how states respond to conditions of pervasive
distrust with regard to their official messaging. It is central to the effi-
cacy of SC that these messages are not interpreted as explicit propa-
ganda, yet nonetheless that they influence the conditions of possibility
for audience interpretations. As a wide range of new actors (including
private companies) engage in SC, this power to influence operates out-
side traditional structures of democratic accountability and attribution.
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The difficulty of attributing accountability with regard to the complex
weaves of narrative, facts, or interpretations that circulate online plays
into this condition and fosters public distrust in most national contexts.
The proliferation of new media platforms means that political commu-
nicators can now directly access their target audiences,?* but traditional
methods for assessing the credibility of their SC (reputation, political
status or role) have increasingly lost their purchase, precisely where and
when they are most needed. This opportunity space clearly carries the
potential for covert manipulation of interpretations on a global scale
through acts of communicative disruption (e.g., the anonymous dissem-
ination of multiple, contradictory, and knowingly false stories, or com-
ment board stuffing). It should be clear that democratic states, as SC
actors with a particular stake in the sustainability of the metapractices
of international order, must ensure their SC actions do not contribute to
eroding their own conditions of possibility. In this area, new media
technologies, combined with a new set of market dynamics associated
with the field of professional SC contractors, might impart a corrosive
seduction to leverage online communicative disorder for strategic ends.

This danger should not be overstated; actors who engage in this
kind of ethical foul will continue to incur long-term costs. For exam-
ple, Russian communications around the Syrian conflict are seen to
have been effective in supporting its strategic aims. These successes
have precisely centered on diversion, disruption, and confusion, ren-
dering it difficult to attribute responsibility for particular acts, such as
air strikes, before news cycles have moved on. Whereas these actions
have led to short-term successes in winning tactical contests around the
Syrian negotiations, such successes have clearly resulted in real costs
to Russian credibility. Russia’s standing in international practices has
been damaged. Much for the same reasons as the Iraq War damaged
Western states’ capacity to strategically communicate, Russia’s credi-
bility as a player in negotiations has been degraded.

While SC are a necessary feature of all political and diplomatic
practice, repackaging events in narrative and other forms by caveating,
obfuscating, and simplifying the matters of fact, they cannot function
effectively without a strategic sensitivity to the ethical rules that deter-
mine one’s standing in international metapractices. Obfuscatory narra-
tives, or other rhetorical ploys that may have tactical value within a par-
ticular informational contest, are subject to the criteria pertaining to
truth that we have set out. State and nonstate actors’ leveraging of new
technologies for the purpose of disruption (within particular operational
contexts) presents little threat to the maintenance and sustainability of
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international metapractices since such ethical fouls will result in longer-
term costs for the actors’ standing.

Conclusion

In this chapter we argued that all actors in international relations, even
rogue communicators such as the Islamic State, suffer costs from
lying and other kinds of ethical wrongdoing. This is because all strate-
gic communicators must seek to establish ethical validity for their
claims by reference to existing shared rhetorical architectures of intel-
ligibility. As actors within international practices they can establish
their credibility, and engage in competitive rhetorical contestation,
only by aligning words and deeds to the ethical norms that are internal
to the two international metapractices, the international society of sov-
ereign states and global civil society. Contestation in the informational
realm, or information war, takes place within these two practices and
is determined as meaningful by the ethical constraints that operate on
all strategic communications.

The only communication that may be properly termed strategic is
one that establishes its rhetorical validity by reference to the identifi-
able rules of the game constituted within international practices and
that seeks to align an actor’s actions and words so as to support its
preferential standing as a player within those international practices.
Communications that do not align with a strategic sensitivity to an
actor’s long-term standing, and seek to tactically counter hostile com-
munications or narratives only in the short term, will invariably carry
long-term costs to that actor’s standing within international practices.
Thus, they will tend to be self-defeating. An implication here is that
widespread anxieties regarding the potential for an incremental unrav-
eling of the international normative regime constructed during the past
century, in the face of recurrent tactical ethical fouling by state and
nonstate actors engaged in information war (e.g., lying or hacking),
are not warranted.

Notes

This chapter is based on an article published as “Strategic Communications and
International Relations: Practical Traps and Ethical Puzzles,” Defence Strategic
Communications 2 (Spring 2017): 9-34. It is published here in revised form with
kind permission of the journal.
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The Politics of Information Warfare
in the United States

Matthew Armstrong

As resolutions do, Senate Resolution 74 opened with a dec-
laration of fact: “Whereas the first weapon of aggression by the Krem-
lin is propaganda designed to subvert, to confuse and to divide the free
world, and to inflame the Russian and satellite peoples with hatred for
our free institutions.”! While these words sound familiar, this resolution
is not of recent vintage. It passed in June 1951 to launch congressional
investigations into a perceived failing response by the United States to
an expanding nonmilitary war. This was a “cold war,” not yet the insti-
tutionalized Cold War it would become the next decade, and the
“weapons” were not guns, tanks, or planes, but ideology and narratives.
The battlefield was the minds and wills of the public as all sides assid-
uously avoided going “hot” in the aftermath of World War II. Even the
outbreak of the Korean War in 1950 did little to affect the ideological
cold war in Europe and elsewhere.?

History provides context to understand the present, but misunder-
stood history misleads the present. Today is not the yesterday of the Cold
War’s bipolar order, but of the ideological struggle of the cold war of
propaganda and subversion across permeable borders. Testifying before
the Senate Armed Services Committee in January 2017, James Clapper,
director of national intelligence, recommended the United States reestab-
lish a United States Information Agency (USIA) “on steroids” in response
to Russian efforts to subvert Western stability and interests. Clapper may
as well have included China, the so-called Islamic State, Iran, and others
while invoking the romantic image of the Cold War—era agency designed
to centralize the US government’s international public affairs pro-
grams.® Clapper was not alone, as I have frequently heard suggestions of
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a new USIA in conferences, meetings, and other conversations in and
around the US government. References such as Clapper’s expose how
little is remembered about the early years of the cold war before the
walls went up, the borders were set, and the “war” shifted from ideolog-
ical and political to being firmly anchored in military terms.* Underlying
such calls is not just an indictment of an aloof State Department charged
with leading US efforts to counter the Kremlin’s political warfare, but
the hope that an organizational fix will compensate for the failure of
leadership and doctrine in responding to and even preemptively neutral-
izing adversarial influence operations.

Despite modern suggestions, USIA was not a kind of Captain
America’s shield against political warfare. The concerns raised in the
preamble of the 1951 Senate resolution continued well beyond the first
decade of USIA as the information agency, the State Department, and
various foreign aid activities failed to anticipate, or adapt to, the Krem-
lin’s tactics. Reasons for this failure ranged from a lack of training, to
bureaucratic lethargy, to a failure to align and coordinate overt and
covert activities. The nature of political warfare changed as the cold
war became the Cold War and US failure to arm itself for the free-for-
all was forgotten. Even today, small reactive programs such as the
Active Measures Working Group are held out as exemplary responses
to the Kremlin’s propaganda, and yet they provide incidental tactical
responses in a struggle fought in the margins.> The United States never
properly armed itself, and especially not with USIA, for the cold real-
ity of the political warfare it was embroiled in. Any interest and capac-
ity to defend against Russian political warfare declined from the 1960s
to virtually no organized response by the mid-1970s, with only a resur-
gent blip right before the Soviet Union collapsed.® The result is that,
outside the limited covert use of private organizations, primarily
through the intelligence community, the United States lacks a historical
precedent to draw on today.

Public Opinion Matters: The Origins of USIA

Labels such as “psychological warfare,” “information warfare,” “hybrid
warfare,” “political warfare,” and “cognitive warfare” have appeared in
recent years to reflect attempts to understand and frame how an adversary
attempts to shape the minds and will of people toward a political end.
This is not new to the United States. Consider the examples from the
American Revolution: the work of Paul Revere (see, e.g., the engraving
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about the Boston Massacre), pamphleteers such as Thomas Paine, sending
privateers to the shores of England to influence the merchant class against
the Crown’s war, and the Declaration of Independence’s purpose of mobi-
lizing support, at home and abroad, for the Revolution.

Though rooted in many of the discussions around the aforemen-
tioned labels, it is a false assumption that military power has only
recently been undermined by the role of information in understanding
national power. One hundred years ago, the United States government
first officially grasped that national power was expressed across four
high-level domains—diplomatic, informational, military, and econom-
ics (collectively referred to as DIME in modern discussions).” An April
1918 report by the US Army General Staff recognized that in the
“strategic equation” of war there are “four factors—combat, economic,
political, and psychologic—and that the last of these is coequal with
the others.”® The psychologic factor, loosely equivalent to “informa-
tion” in today’s taxonomy, appeared in the writings of Giulio Douhet’s
advice on the strategic effect of bombing civilian populations to E. H.
Carr’s landmark work on the interwar years.® A July 1945 report pre-
pared for the State Department declared that the “nature of present day
foreign relations makes it essential for the United States to maintain
informational activities abroad as an integral part of the conduct of our
foreign affairs.”!® Two years later, a congressional report elucidated on
the nature of the cold war: “Europe today has again become a vast bat-
tlefield of ideologies in which words have replaced armaments as the
active elements of attack and defense. The USSR and its obedient
Communist Parties throughout Europe have taken the initiative in this
war of words against the western democracies.”!!

Emphasizing the nonmilitary nature of the conflict, General Dwight
D. Eisenhower testified in 1947 in support of a government-led postwar
information program. Eisenhower stated that “real security, in contrast
to the relative security of armaments, could develop only from under-
standing and mutual comprehension.”!? Clearly, the United States
understood the importance of the psychologic factor and its role with
policy: information was not separate from, but in a complementary rela-
tionship with policies. These policies included developing economic
and political security. Local insecurity led to vulnerabilities and oppor-
tunities. Communists aggressively exploited gaps, perceived or real,
between Western policies and understanding while offering promises of
a better future laden with acrimony toward democracy, its institutions,
and prospects. The United States thus recognized the role of foreign aid
as a counter to the Kremlin’s political warfare. Following a narrow
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effort aimed at Greece and Turkey, in June 1947 Secretary of State
George Marshall announced a recovery program for Europe directed
against “hunger, poverty, desperation and chaos.”'* The European
Recovery Program, commonly referred to as the Marshall Plan, was to
facilitate “the emergence of political and social conditions in which free
institutions can exist.” In a classified memo a few weeks later, George
Kennan expanded on Marshall’s comments to describe the goal of the
program as providing:

a sense of political security, and of confidence in a future marked by
close association with the Western Powers, [that] would itself release
extensive recuperative forces in Europe which are today inhibited or
paralyzed by political uncertainty. In this sense, we must recognize that
much of the value of a European recovery program will lie not so much
in its direct economic effects, which are difficult to calculate with any
degree of accuracy, as in its psychological political by-products.'*

The White House and Congress accepted that targeted foreign aid
could be an effective tool of national security. Not merely a gesture of
goodwill, properly structured aid was fundamental to positively influ-
encing the political, economic, and societal future of nations. Like any
other policy, foreign aid required complementary information efforts to
deny the Communists from owning the narrative of the source and pur-
pose of the aid. The Sunday, 9 November 1947, edition of the New
York Times Magazine looked at international assistance as a counter to
the ideological threat posed by Communism. One author argued that
aid should be predicated on a nation’s democratic values and not its
economic organization because forcing a certain political structure was
undemocratic.'® The head of the UN’s Food and Agriculture Organiza-
tion wrote about the ripple effects of a severe drought in 1946 that led
to food shortages in Europe and around the globe. “Apart from the
humanitarian aspect of the problem,” wrote Sir John Boyd Orr, “there
is a real danger that the food shortage will prevent a return to stable,
peaceful conditions.” Orr continued, “People will not support a Gov-
ernment which cannot provide food. Widespread and continued hunger,
with the resulting social and political unrest, will undermine the foun-
dation of governments.”'¢

Congressman Karl E. Mundt (R-SD) argued in the same magazine
that foreign aid must be directly tied to US foreign policy interests and
that it must be properly supported and integrated with broader efforts.
Mundt’s article, entitled “We Are Losing the War of Words in Europe,”
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made the case for focused aid as well as sharing information and devel-
oping local capacity through exchanges as a means to counter Soviet
subversion: “We may help avert starvation in Europe and aid in pro-
ducing a generation of healthy, physically fit individuals whose bodies
are strong but whose minds are poisoned against America and whose
loyalties are attached to the red star of Russia. If we permit this to
eventuate it will be clear that the generosity of America is excelled
only by our own stupidity.”!”

The following month, the recently established National Security
Council called for coordinated information programs “to influence for-
eign opinion in a direction favourable to U.S. interests and to counter-
act effects of anti-U.S. propaganda”'® in response to the “intensive
propaganda campaign” and “coordinated psychological, political and
economic measures designed to undermine non-Communist elements
in all countries.”"

The foundation for these efforts was authorized by President Harry
S. Truman when he signed the Smith-Mundt Act into law on 27 Janu-
ary 1948. Originally introduced in March 1943 by Mundt, it was broad-
ened in October 1945 following requirements laid out by President Tru-
man in an Executive Order issued a few months earlier on 31 August,
which repeated the recommendations found in the State Department’s
report of July of the same year.?’ The act provided permanent (i.e., not
annual) authorization of a consolidated global engagement program run
by the State Department that included libraries, posters, books, film-
strips and movies, radio programming, speakers tours, funding US
experts to help foreign governments and civil society rebuild, and
exchanges spanning the breadth of technical, educational, and cultural
affairs. Prior to Truman’s 31 August 1945 Executive Order, most of
these programs were in the Office of War Information (OWI) and some
resided in the State Department during or before OWI was established
in 1942. The purpose of the Smith-Mundt Act was clearly articulated in
a congressional report that accompanied the legislation:

It is the responsibility of the United States to affirm without reserve
the ideas and ideals which motivate our course of action in the world.
In this way, we can help Europe steer hers. . . . United States foreign
policy should be explained not only to the citizens of this country but
to those of other countries as well. During recent years our power and
influence has grown to greater proportions than even we realize. At
the same time the world has shrunk to a point which brings forcibly
before the nations the fact that this new and unpredictable intimacy
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can benefit man, or it can destroy him. As the most powerful nation
in the world today, our motives are often misunderstood. It is quite
natural that the smaller nations, particularly those so situated in
Europe as to be most affected by Soviet Russia, are eager to know the
facts of our foreign policy and what motives are inherent in them. Are
we intent on expansion and control in Europe to offset Soviet aggres-
sion? Are the aid-for-Europe proposals of Secretary Marshall just an
economic smoke screen to blind the nations of Europe to our true and
carefully hidden designs? There is doubt in many minds, especially in
the face of the deluge of Soviet propaganda flooding Europe today. It
is essential to clarify this issue. We have nothing to hide. To fail to tell
the truth effectively is to risk defeat for our policy abroad.?!

The State Department would, however, ultimately reject two key
roles that it was charged with. One was global engagement through its
vast public affairs operation that was embedded in foreign lands that
ranged from face-to-face activities to radio broadcasting. The other was
as the central agency for intelligence for the US government leveraging
its network of foreign posts and contacts with foreign governments and
local populations. The two functions were mutually supporting, but both
were outside the traditional bounds of diplomacy as envisioned by the
State Department. In his 1969 book, Dean Acheson, secretary of state
1949-1953 and undersecretary of state 1945—-1947 (when he champi-
oned for the Smith-Mundt Act), described the department’s rejection
with frustration:

The Department muffed both of these opportunities. The latter,
research and intelligence, died almost at once as the result of gross
stupidity. . . . When, therefore, in 1947, the Central Intelligence
Agency was proposed as part of the armed services unification bill,
the State Department had abdicated not only leadership in this field
but any serious position. Information and public affairs had a bet-
ter chance and were well served by several devoted assistant secre-
taries. . . . In all these cases, either the Department was not imagina-
tive enough to see its opportunity or administratively competent
enough to seize it, or the effort became entangled in red tape and sti-
fled by bureaucratic elephantiasis, or conflict with enemies in Con-
gress absorbed all the Department’s energies.?

In 1948, John Foster Dulles, who would follow Acheson as secre-
tary of state, was among those who believed another organization was
necessary. Dulles wrote that a cabinet-level information organization
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independent of the State Department, and an equal peer of the State and
Defense Departments, was needed: “We need an organization to contest
the Communist Party at the level where it is working and winning its
victories. We ought to have an organization dedicated to the task of non-
military defense, just as the present Secretary of Defense heads up the
organization of military defense. The new department should have an
adequate personnel and ample funds.”?

The need for a nonmilitary response was clear, but the responsibil-
ities placed in the State Department fell short and Senate Resolution 74
of 1951 would be penned. Soon, two recommendations for new organi-
zations would surface. One would come to pass and be mythologized as
something it was not while the other would be blocked and forgotten. In
1952, as a candidate for president, Eisenhower was frustrated with how
the government was failing the needs of the United States. He chastised
the Departments of State and Defense, as well as the Mutual Security
Administration, the agency managing US foreign aid:

We shall no longer have a Department of State that deals with foreign
policy in an aloof cloister; a defense establishment that makes military
appraisal in a vacuum; a Mutual Security Administration that, with
sovereign independence, spends billions overseas. We must bring the
dozens of agencies and bureaus into concerted action under an over-
all scheme of strategy. And we must have a firm hand on the tiller to
sail the ship along a consistent course.”*

As president the following year, Eisenhower introduced Reorgani-
zation Plans No. 7 and No. 8 to restructure US foreign policy around the
same DIME model laid out by the Army General Staff thirty-five years
earlier. These two plans addressed two “very urgent needs,” as Under
Secretary of State Walter Bedell Smith, previously the head of the Cen-
tral Intelligence Agency and retired four-star general, explained in con-
gressional hearings that began in June 1953. The first was the “clear
assignment below the President for primary responsibility in foreign
policy . . . is the Secretary of State.” The second, Smith continued, was
“the elimination of what [the Eisenhower administration believes] to be
an insufficient scattering within the executive branch of overseas assis-
tance and information programs.”?

Reorganization Plan No. 7 consolidated government operations aimed
at the “cooperative development of economic and military strength among
the nations of the free world” under one organization, a hybrid agency
that brought together programs by Treasury, Defense, and State, largely



114 Matthew Armstrong

under the State Department’s direction as the lead in “control and for-
mulation of [US] foreign policy.” This lasted two years.?® Reorganiza-
tion Plan No. 8 created USIA, centralizing US public affairs operations
under one agency, one leader, and one congressional appropriation.
Considering this was the model that Dulles, then secretary of state, pro-
posed in 1948, it is not surprising that the State Department backed this
plan. The creation of USIA, like the passage of the Smith-Mundt Act,
was not a singular effort but part of a larger reorganization. The so-
called Bedell Smith paragraph of the reorganization plans established a
leadership and accountability regime for US foreign affairs:

The Secretary of State, the Secretary of Defense, and the Secretary of
the Treasury as appropriate, shall review plans and policies relative to
military and economic-assistance programs, foreign-information pro-
grams and legislative proposals of the Foreign Operations Administra-
tion and the United States Information Agency to assure that in their
conceptions and execution, such plans, policies, and proposals are
consistent with and further the attainment of foreign policy, military
policy, and financial and monetary policy objectives.?’

At its most aggressive, USIA was a tool of information warfare
while the Russians waged political warfare across all nonmilitary fronts.
It was a singular agency with a limited mandate of countering propa-
ganda and sharing liberal concepts of rights, accountability, and gover-
nance. Overall, USIA was at best reactive to Russian psychological and
political aggression, especially the Kremlin’s subversion. There was lit-
tle to nothing in the way of training or support for USIA employees, or
other government agencies, to identify, mitigate, or counter political sub-
version encouraged by Moscow. USIA had several lines of effort, all of
which were centrally directed. The public affairs sections at embassies
and consulates were under the authority of USIA, not the local ambas-
sador or the State Department. USIA also oversaw a massive information
division that managed libraries and reading rooms; produced and dis-
tributed movies, books, pamphlets, and posters; and hosted talks by and
exchanges among academics, scientists, technicians, entertainers, and
even bureaucrats.?® By fostering understanding of the United States and
its policies USIA aimed to disrupt disinformation campaigns but, equally
important, the agency was developing local capacity to develop the polit-
ical security and confidence in a future of economic and political rela-
tions between nations. While Voice of America (VOA) is recalled as a
primary resource for USIA, radio was secondary to this “ground game”
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as Edward R. Murrow later described it in 1963: “The real art in this
business is not so much moving information or guidance or policy five
or 10,000 miles. That is an electronic problem. The real art is to move it
the last three feet in face to face conversation.”?

That real art was not initially focused on nations behind the iron
curtain. In 1956, for example, based on budget and personnel alloca-
tions, USIA’s top markets were Germany, India, Japan, Pakistan,
France, Italy, Thailand, Austria, South Vietnam, and Korea.>® The “elec-
tronic problem” became more pronounced as Russia and its satellites
began closing their borders as the Kremlin relied on force to compen-
sate for disaffection and defection. VOA, under the State Department,
had a diplomatic voice of “restraint and dignity.” The platform permit-
ted the government to speak directly to “peoples in crucial areas over-
seas.”! The US intelligence community wanted something more.
Within a year of Truman signing the Smith-Mundt Act into law, Radio
Free Europe was launched, and soon followed by Radio Liberty and
Radio Free Asia. These and similar covert programs by the US intelli-
gence community were richly funded, but lacked accountability, leader-
ship, and strategic focus.*

Amateurs Versus Professionals

With the State Department abrogating its responsibility to understand
how the Kremlin was undermining the West, and the intelligence com-
munity operating in the shadows with little to no oversight or integration
with broader policy goals and the efforts of various government agen-
cies, the gap between US capabilities and requirements grew. In 1950,
the National Security Council issued NSC 59/1, a report on the “Foreign
Information Program and Psychological Warfare Planning.”* This estab-
lished the Psychological Operations Coordinating Committee to provide
a structure for “information programs” in “periods of peace” and for psy-
chological warfare programs during “periods of national emergency or
war.” Replaced by Eisenhower with the Operations Coordinating Board
in 1953,%* the intent remained the same: to better align resources and
accountability. However, rewiring the organizational chart with these
boards, and USIA, did not create the capability to understand and antic-
ipate in Washington or in the field the tactics, techniques, and procedures
used by the Kremlin. A private initiative evolved to fill this gap.

In 1950 Alan Grant, an attorney in Orlando, Florida, realized there
were virtually no studies in the United States about the history, methods,
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and the political techniques used by the Communists. A paratrooper dur-
ing World War II, he had taught a course at Harvard on the subversive
tactics of then little known Mao Tse-tung. Russian interventions in
Europe, Chinese activities, and the Korean War convinced Grant that
the United States was in a long war where the real battleground was not
fought with military weapons, but in the minds of men. “Military
weapons are not enough. Man is the ultimate weapon.”*® Following the
outbreak of war in Korea, Grant organized a committee called “Know
Your Enemy Speakers,” which claimed that:

as an absolute minimum our high school seniors should be given a
broad survey course on world communism (in addition to courses in
American history and civic courses to show the advantages of an open
society) so they could understand something of the frightful chal-
lenge—political, scientific, economic, and military—facing their
Nation, and as a result would better understand the unique obligations
of American citizenship.3¢

The US education system, the committee charged, “was being run
as if the Soviet challenge did not exist.”®” Grant persuaded the local
school board to sponsor a “Know Your Enemy” series for the commit-
tee’s speakers—young lawyers, businessmen, and educators—to engage
high school students. For five months, they researched Communist and
Soviet history, case histories of communist coups, riots, strikes, guer-
rilla movements, communist strategy, party organization, and recruiting
and training methods. They reached an interesting conclusion:

All our reading and study pointed to the central fact that the Soviets
were winning the cold war, because they had systematically prepared
themselves over many decades to wage total political war, while the
West had not. To the Soviets, political warfare or psycho-political war-
fare is an all-encompassing concept which gives direction and orien-
tation to everything they do. They consider it the most important of
the sciences. In the West it has been a neglected stepchild.*®

Moscow’s concentration on political warfare, according to the
committee, focused on four elements. First, their view of political war-
fare, or psychopolitical warfare, was that of a “true operational sci-
ence”: “The Soviets have meshed their psychopolitical warfare into
their overall long-range strategy of protracted conflict, in which we are
never given a sufficient provocation to use massive retaliation, but
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where, nevertheless, our overall position gradually weakens in relation
to the Soviets.”*

Second, the Russians had a vast educational system to develop a
political warfare cadre. Third, they had the holistic view and organiza-
tional agility to bring together Russian and local resources to operate
by, with, and through the local population to “take full advantage of the
infinite variety of organisational possibilities inherent in a total political
war, whether setting up a front to organise and manipulate a previously
unorganised sector of a given society [or] infiltrating an existing insti-
tution.”*® Fourth, the Kremlin employed a comprehensive approach to
political warfare that included language training incorporating “the
numerous languages and dialects of Asia and Africa, and in the training
of engineers and technicians beyond internal needs” to “flatter and
impress” their target nations. They also provided developmental aid and
produced educational materials in local languages.*! This was the first
systemic effort to understand how to respond to Moscow’s political
warfare as an operational science incorporating diplomatic, information,
military, and economic methods. In 1952, a Georgetown University pro-
fessor captured the failure of the United States to understand and learn
from the Soviets: “Only fools refuse to learn from their enemies”:
“There is no reason why we should not pick up some of the Communist
tricks and use them, if and when they fit into the framework of our own
requirements and morality. If only for defensive purposes, we must
understand Soviet procedures. The Western World must urgently develop
a new synthesis of the operational art.”*

In 1953, with the ink still wet on Reorganization Plans Nos. 7 and
8, Grant’s group reorganized as the Orlando Committee to raise aware-
ness of the dire difference in attention and capabilities between Russia
and the United States. The new committee soon produced Freedom
Academy and Freedom Commission concepts. The academy, initially to
be a privately financed operation, was to be overseen by a bipartisan
oversight commission. The Freedom Academy was to be a research and
education institute. Its students were to include civil society and gov-
ernment employees involved in the cold war to rectify the imbalance of
“well meaning amateurs competing with fully committed profession-
als.”** Eisenhower’s Psychological Operations Coordinating Board
reviewed the proposal late in 1954, but the board separated policy from
its information component and, thus, failed to recognize the need for the
academy. Subsequent outreach to the private sector also went nowhere,
likely because of the Army-McCarthy hearings in 1954.* Meanwhile,
criticism of USIA increased. Congress, unclear about USIA’s mission,
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its impact, and allegations that USIA was competing with US media
companies operating overseas, cut the agency’s funding.* Eisenhower’s
second USIA director, Arthur Larson, was actively opposed by congres-
sional Democrats, from the chairman of the appropriations subcommit-
tee responsible for USIA, to Senators Lyndon B. Johnson (D-TX), who
in 1957 would propose USIA be moved into the State Department, and
J. William Fulbright (D-AR). They declared USIA ineffective and
charged the director with wasting money.*® Larson would not be the
only director whose antagonistic relationship with Congress would have
detrimental effects on the agency. In the late 1950s, the Freedom Acad-
emy proposal was resurrected. Congressman Alfred Sydney Herlong Jr.
(D-FL) introduced, in early 1959, a bill to establish the Freedom Acad-
emy and Freedom Commission. A foundational pillar was the establish-
ment of an “operational science” of countering political warfare that
closely integrated the range of government and private capabilities. A
single organization—the Freedom Academy—was to “consider all
aspects of this infinitely complex and sophisticated problem.”*” Ulti-
mately, the bill remained focused on a research and training center that
would analyze, document, and provide training on the tactics, tech-
niques, and procedures of Russian nonmilitary conflict.

The government remained deficient in responding to Russian polit-
ical warfare, which it acknowledged in an early 1959 appropriations
hearing. Under Secretary of State C. Douglas Dillon testified that the
State Department erred by compartmentalizing the analysis, planning,
and execution of programs to counter Soviet psychological, political,
and economic warfare. Herlong’s bill picked up eager bipartisan sup-
port in both chambers, including Representative Walter Henry Judd (R-
MN) to cosponsor the bill in the House. Vocal supporters in the Senate
included liberals and conservatives, including Paul H. Douglas (D-
IL),* Clifford Case Jr. (R-NJ), Thomas J. Dodd (D-CT), Barry Gold-
water (R-AZ), William Proxmire (D-WI), Bourke Hickenlooper (R-
IA), George Smathers (D-FL), and Karl E. Mundt (R-SD). Mundt,
along with Case and Douglas, introduced the Senate version of the
Freedom bill in the Special Subcommittee to Investigate the Adminis-
tration of the Internal Security Act and Other Internal Security Laws
under the Senate Judiciary Committee. Others, like Lev Dobriansky,
Georgetown University professor and chairman of the Ukrainian Con-
gress Committee of America, threw their full support behind the meas-
ure. Dobriansky wrote a letter of support for the Senate bill declaring
that the bill “points to the most essential course open to us in combat-
ing successfully the conspiratorial and subversive inroads made by
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Moscow in the free world.” He continued by explaining the enduring
nature of the Russian threat:

The passage of this bill would make possible concentrated studies of
Russian cold war operations in terms of indispensable historical per-
spectives which would deepen our insights into the basic nature of the
enemy. Careful analyses along these and primarily substantive lines
would reveal that what we classify today as Moscow’s cold war tech-
niques and methods are essentially traditional totalitarian Russian diplo-
macy. Contrary to rather superficial opinion, they are not the created
products of so-called Communist ideology and operation. It can be read-
ily demonstrated, for example, that methods now employed by Moscow
in the Middle East, particularly in Iran, were in essence used by the
white Tsars of the old Russian Empire. Except for accidental refine-
ments, many of the techniques manipulated by the rulers of the present
Russian Empire can be traced as far back as the 16th century.

The academy was to be the equivalent to the National War College,
but focused on nonmilitary conflict. Students would fall into three gen-
eral categories: US government officials whose agencies were involved
in the effort to resist communism abroad; leaders from US civil society,
including management, labor, education, social, and fraternal and pro-
fessional groups; and leaders and potential leaders in and out of gov-
ernment from foreign countries. The Freedom Academy was to be
strictly a research and educational institution and would not engage in
any operational activities. An editorial in the Saturday Evening Post
explained the need for the academy in simple terms: “We don’t have
amateur military officers. Nor do amateurs manage our huge industries.
Yet we have thousands of amateurs who are trying their untrained best
to resist attacks of the highly trained professional Communists.”*°

The Freedom Academy never came to be, despite a Gallup poll
showing a remarkable 70 percent of the public knew of and supported
the proposal. The New Republic magazine denounced the proposal as
a vehicle to “propound dogma” while the Washington Post feared the
academy would be subverted by the far right. The State Department
strongly objected to the initiative primarily because it viewed the Free-
dom Academy as infringing on its primacy in foreign affairs. It also
argued that its Foreign Service Institute (FSI) could do the job, though
it never did and a limited proposal to expand FSI was quickly dropped
after the Freedom Academy bill died. Ambassador Charles Bohlen,
then in the State Department’s Policy and Planning Office, added the
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argument that private universities already performed the proposed mis-
sion of the academy. Asked by Congress to square the Freedom Acad-
emy proposal with the State Department’s arguments, Grant eloquently
described the bureaucratic resistance in 1963:

Professional diplomats through the centuries have been trained
observers, reporters, negotiators. They feel that a good liberal educa-
tion and grounding in history, economics, and languages followed by
active experience will provide the diplomat with all he needs to know.
Faced by an enemy who fights in all dimensions, using a broad range
of nondiplomatic weapons and a revolutionary world situation, our
career people have been slow to adjust and often reluctant to master or
even think about the new methods by which we must make things
happen and control and guide the currents of history. They have seen
their exclusive control whittled away as other agencies have moved
into the expanding fields of aid, technical assistance, informational
programs, and military assistance and seem to resist almost instinc-
tively the development of new tools and methods which go far beyond
conventional diplomacy.’!

Ultimately, however, the Freedom Academy bill failed to pass because
of Fulbright, chairman of the Senate Foreign Relations Committee,
who successfully pulled the bill out of the Judiciary Committee, where
it was introduced as a matter of domestic security, and into his com-
mittee to let it die.

Fulbright rejected that Communism and the Soviet Union posed an
existential threat to the United States and the West. Peace with the
Kremlin would come, Fulbright argued, if we could develop mutual
trust. “I refuse to admit that the Communist dogma per se is a threat to
the United States,”? he told his Senate colleagues while arguing to
relax trade with Russia. For Fulbright, even USIA was unacceptable. In
1953, Fulbright supported establishing USIA if it would be shuttered
within 3 years, or “maybe 10.”%% By 1967 Fulbright was actively oppos-
ing the agency,** and by 1972 he was waging an all-out war against
USIA, including requiring the agency’s authorization be renewed, and
thus reviewed, annually.>> Radio Free Europe and Radio Liberty also
faced Fulbright’s ire. During a Senate meeting, he argued that “Radio
Free Europe has done more to keep alive the cold war and prevent
agreement with Russia and improved relations than good.”® As if his
view was unclear, Fulbright restated his goal: “These radios should be
given an opportunity to take their rightful place in the graveyard of cold
war relics.””” That same year, Fulbright would score another blow on
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US public diplomacy. Senator James L. Buckley (I-NY) showed a USIA
film about Czechoslovakia on his monthly television show for his con-
stituents. Fulbright complained that the USIA film should not have been
available to US audiences. Since Buckley had requested the film from
USIA, the US attorney general declared the showing to be permissible
under the Smith-Mundt Act.’® Fulbright responded by successfully
amended the Smith-Mundt Act to block US citizens—including the
press and Congress—from accessing USIA material.’® No longer would
the material be available “by request,” regardless of requestor.®® In
1985, a Democratic senator amended the Smith-Mundt Act to “close the
loopholes” left by Fulbright following questions about nepotism at the
agency, and the USIA director’s use of tens of thousands of agency dol-
lars for a home security system, among other issues. This amendment
led directly to a US Federal Court ruling that USIA material was
exempt from Freedom of Information Act requests.®! The impact of Ful-
bright’s deleterious amendment was twofold. First, it insulated US
“public diplomacy” from Congress, academia, and the public, thereby
limiting awareness of the practice and, equally important, understanding
its utility. Second, it reframed the Smith-Mundt Act as an “antipropa-
ganda” law as many have thought of it since. This twist tainted nearly
every international information effort by the US government as propa-
ganda and led to many in government to invoke the act to limit or fail to
engage foreign audiences, from the most benign activities to counter-
propaganda to information warfare.

By blocking the development and deployment of civilian and overt
activities, Fulbright’s actions on the Freedom Academy and the Smith-
Mundt Act have done more to militarize US foreign policy than any
other single act by denying Congress, policymakers, and practitioners
critical experience, methods, and historical precedent to properly defend
the nation through nonmilitary means. Further, it denied what would
have been a shove to the State Department to lean into modern foreign
policy of the twentieth and twenty-first centuries.

Conclusion

Since its establishment, USIA was constantly fighting for resources
for a role that was misunderstood, unclear, or simply rejected. Con-
gress questioned its tactics, how it spent US tax dollars, and whether
it was supporting or undermining the United States. In 1999, USIA
was abolished and ceremoniously sent to the graveyard of Cold War
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relics. In reality, it was split in two. The broadcast operations were
spun out into an independent federally run news organization while
the bulk of USIA—the libraries, exchanges, and other information
programs—returned to the State Department as they existed forty-six
years earlier. The public affairs sections of the embassies and con-
sulates, however, were now under the direction of the ambassador and
no longer centrally directed.

In 2016, Congress, after considering various options to push the
White House to act more aggressively, settled on what is essentially an
effort to create a cross between USIA and the Psychological Operations
Coordinating Board. Responding to the growing informational and
psychological threat from Russia, the Islamic State and al-Qaeda, and
others, Congress established the Global Engagement Center (GEC)
inside the State Department. The GEC is authorized to develop, plan,
and synchronize “in coordination with the Secretary of Defence, and
the heads of other relevant Federal departments and agencies” pro-
grams to identify and counter foreign propaganda and disinformation
directed at “United States national security interests.”®? Suggestions to
recreate USIA continue, as if updating the organizational chart will
compensate for absent leadership and strategy. Forgotten is that USIA,
like the Smith-Mundt Act before it, was part of a larger realignment of
agency missions and accountability in support of an overarching strat-
egy. Also forgotten is that a new wire diagram does not suddenly result
in trained personnel capable of anticipating and countering the Krem-
lin’s political warfare.

The stakes today are higher than before since the cost of failure has
increased as public opinion, influenced by both increased transparency
and disinformation, enjoys an increasing influence on domestic and for-
eign policy. Societal, economic, and political disruption no longer
require the resources of a national government, as terms such as self-
radicalization mask the effectiveness of foreign (ideological, geograph-
ical, cultural, or political) influence. “If a country is lost to commu-
nism,” George Gallup wrote in 1962, “through propaganda and
subversion it is lost to our side as irretrievably as if we had lost it in
actual warfare.”® Through political warfare, the enemy not only gets a
vote in the success of its foes’ policies, but it can rig the public opinion
against them. The United States covered this ground before and the
solution was found in a new agency.

In their 1963 surrender letter following Fulbright’s “success” in
killing the Freedom Academy bill, the Orlando Committee held out
hope that over fifty years later remains unfulfilled: “Someday this
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nation will recognize that global non-military conflict must be pursued
with the same intensity and preparation as global military conflicts.”¢*
That day has yet to come.

Notes

This chapter is based on an article published as “The Past, Present, and Future of the
War for Public Opinion,” War on the Rocks, 19 January 2017, https://warontherocks
.com/2017/01/the-past-present-and-future-of-the-war-for-public-opinion. It is pub-
lished here in revised form with permission.

1. US Congress, Overseas Information Programs of the U.S.: Hearings Before
the United States Senate Committee on Foreign Relations, Subcommittee Under S.
Res. 74 on Overseas Information Programs of the U.S., Eighty-Second Congress,
Second Session (Washington, DC: US Government Printing Office, 1952), p. 1.

2. A nonscientific review of contemporary material, including newspapers,
magazines, and books, shows the noncapitalized “cold war” was dominant if not
exclusive in the 1940s through early 1950s. By about 1962 cold war apparently fell
into disfavor and by 1967, according to Google’s Ngram Viewer, the capitalized
“Cold War” became dominant. See https://books.google.com/ngrams/graph?content
=Cold+War&ecase_insensitive=on&year_ start=1940&year end=2008 (accessed 1
June 2017).

3. Carlo Munoz, “Clapper Calls for U.S. Information Agency ‘On Steroids’ to
Counter Russian Propaganda,” Washington Times, 5 January 2017.

4. See, for example, Mathew Armstrong, “No, We Do Not Need to Revive the
U.S. Information Agency,” War on the Rocks, https://warontherocks.com/2015/11
/no-we-do-not-need-to-revive-the-u-s-information-agency/ (accessed 12 May 2017).

5. For a detailed history of the Active Measures Working Group, see Fletcher
Schoen and Christopher J. Lamb, Deception, Disinformation, and Strategic Com-
munications: How One Interagency Group Made a Major Difference. Institute for
National Strategic Studies Strategic Perspectives (Washington, D.C.: National
Defense University Press, 2012). Schoen and Lamb explain that it took three years
to launch the AMWG and that its effective operational life was only about one year,
19861987, at what would become the very tail end of the Cold War.

6. Ibid., 12.

7. It is interesting that the DIME model, which originated in the 1980s in the
United States, closely resembles the 1918 report. As of yet, I have been unable to
determine whether the US military authors cribbed from the General Staff report,
but considering the parallels, I think it is safe to say they did so without attribution.

8. This report is referenced in James Robert Mock and Cedric Larson, Words that
Won the War, the Story of the Committee on Public Information, 1917-1919 (Prince-
ton: Princeton University Press, 1939), p. 238. The same framework is found in
Alexander Powell, The Army Behind the Army (New York: Charles Scribner’s Sons,
1919), pp. 331-334. Powell’s book, commissioned and supported by the secretary of
war, described how the organization of the US Army’s wartime Military Intelligence
Directorate incorporated the “four factors.” The structure and operation was based on
“the investigation of active and potential enemies, allies, and neutrals; their military,
political, and economic condition; their state of mind,” among other areas.

9. The use of “information” instead of “psychologic” is significant. The first is
neutral without action or intent, while the second reflects the purpose to influence. In



124 Matthew Armstrong

the 1940s and 1950s, Presidents Truman and Eisenhower referred to the “struggle
for minds and wills” when describing the contemporary foreign policy challenges.
The underlying principle was to affect the will to act in some way, either in support
of a cause or, at minimum, not in opposition to the cause in a dynamic environ-
ment. It is also worth noting that in a foreign policy plank speech when he was
running for president in 1952, Dwight D. Eisenhower said of “psychological” that
“we need to stop being afraid of that five-dollar, five-syllable word.” Contrast all
of that with both the modern use of the sterile word “information” and the phrase
“the battle for hearts and minds.” A book can, and should, be written on this but for
now consider the implication that a “battle” has a definitive start and end, unlike an
enduring struggle, and instead of affecting the will to act, the goal is to be liked.
Numerous anecdotes can be shared regarding how hearts were won but supported
by adverse actions, including the bomb maker in southern Afghanistan selling his
wares to kill British and US soldiers because he was trying to make enough money
to move to the United States.

10. Arthur Macmahon, Memorandum on the Postwar International Information
Program of the United States (Washington, DC: US Government Printing Office, 1945).

11. US House of Representatives Committee on Foreign Affairs, The United States
Information Service in Europe (Washington, DC: US Government Printing Office,
1948), p. 1.

12. Samuel Tower, “House Group Votes to Keep U.S. Radio; Sanctions State
Department’s Information Work After an Urgent Plea by Eisenhower,” New York
Times, 21 May 1947. General Dwight D. Eisenhower testified in support of what is
now known as the Smith-Mundt Act.

13. Charles Mee, The Marshall Plan: The Launching of the Pax Americana
(New York: Simon and Schuster, 1984).

14. George Kennan, Top Secret Supplement to the Report of the Policy Planning
Staff of July 23, 1947. Certain Aspects of the European Recovery Program from the
United States Standpoint, Library of the U.S. Adversary Commission on Public
Diplomacy, Washington, DC, www.state.gov/pdcommission/library/178673.htm
(accessed 12 May 2017).

15. James Angell, “Shall We Say: ‘No Aid for Socialism’?” New York Times, 9
November 1947.

16. John Boyd Orr, “Program to Meet the World’s Food Crisis,” New York
Times, 9 November 1947.

17. Karl Mundt, “We Are Losing the War of Words in Europe,” New York Times,
9 November 1947.

18. Frank Ninkovich, The Diplomacy of Ideas: U.S. Foreign Policy and Cultural
Relations, 1938—1950 (Cambridge: Cambridge University Press, 1981), p. 135.

19. Nicholas Cull, The Cold War and the United States Information Agency:
American Propaganda and Public Diplomacy, 1945—1989 (Cambridge: Cambridge
University Press, 2008), p. 39.

20. For the text of the Executive Order, see Harry Truman, Executive Order
9608—Providing for the Termination of the Office of War Information, and for the
Disposition of Its Functions and of Certain Functions of the Office of Inter-American
Affairs, in Gerhard Peters and John T. Woolley, The American Presidency Project,
www.presidency.ucsb.edu/ws/?pid=60671 (accessed 31 May 2017). For Truman’s
statement on Executive Order 9608, see “Statement by the President,” 31 August
1945, Truman Library, WHCF, Box 166, OF 20-E.

21. US House of Representatives Committee on Foreign Affairs, The United
States Information Service in Europe, pp. 2-3.



The Politics of Information Warfare in the United States 125

22. Dean Acheson, Present at the Creation: My Years in the State Department
(New York: Norton, 1969), p. 127. The department’s rejection of the intelligence
role is more interesting when compared to the department’s position before and dur-
ing World War I when then-Secretary of State Robert Lansing aggressively sought
to make the department the nation’s central domestic and foreign intelligence
agency. At the time when the War and Navy Departments were establishing their
first offices for press and public relations, Lansing placed the department’s press
relations office inside his counterintelligence office.

23. US Congress, Freedom Commission and Freedom Academy: Hearings
Before the United States Senate Committee on the Judiciary, Subcommittee to Inves-
tigate the Administration of the Internal Security Act and Other Internal Security
Laws, Eighty-Sixth Congress, First Session, on June 17-19, 1959 (Washington, DC:
US Government Printing Office, 1959), p. 49. The idea of a separate agency for this
function was not entirely new. In June 1945, a bill in the House of Representatives
called for a Department of Peace, a cabinet-level agency coequal with the Depart-
ments of State and Defense. See also House Resolution 3628 to establish a “Depart-
ment of Peace,” introduced 29 June 1945.

24. Lori Lyn Bogle, The Cold War, vol. 2 (New York: Routledge, 2001), p. 147.

25. US Congress, Reorganization Plans Nos. 7 and 8 of 1953 (Foreign Opera-
tions Administration) (United States Information Agency): Hearings . . . Eighty-
Third Congress, First Session on H.J. Res. 261 and H.J. Res. 262. June 22, 23, and
24, 1953 (Washington, DC: US Government Printing Office, 1953), pp. 30-31.

26. Ibid., p. 7. See also Dwight D. Eisenhower, “Letter to Secretary Dulles
Regarding Transfer of the Affairs of the Foreign Operations Administration to the
Department of State,” 17 April 1955, in Gerhard Peters and John T. Woolley, The
American Presidency Project, www.presidency.ucsb.edu/ws/?pid=10454 (accessed
31 May 2017).

27. Tbid., p. 32.

28. USIA’s authorities were derived primarily from the Smith-Mundt Act of
1948. A report by the Senate Committee on Foreign Relations that accompanied the
final bill described the “main purpose” of the pending legislation as follows: “to
enable the Government of the United States to promote a better understanding of the
United States in other countries, and to increase mutual understanding between the
people of the United States and the people of other countries. Among the means to be
used in achieving these objectives are: (1) an information service to disseminate
abroad information about the United States, its people, and the policies promulgated
by the Congress, the President, the Secretary of State, and other responsible officials
of Government having to do with matters affecting foreign affairs; and (2) and edu-
cational exchange service which would enable the United States to cooperate more
effectively with other nations in (a) the interchange of persons, knowledge, and
skills; (b) the rendering of technical and other services; and (c) the interchange of
information and developments in the field of education, the arts, and sciences.” Sen-
ate Committee on Foreign Relations (1948), Report 811 to Accompany H.R. 3342, 1.
In 1946, amendments were made to the 1944 Surplus Property Act. The United
States has been using educational institutions to further political goals since 1908
with the use of the Boxer Indemnities to fund scholarship programs of Chinese in the
United States under President Theodore Roosevelt. As was pointed out by the chair
of the Surplus Property Subcommittee of the Senate Committee on Military Affairs
while discussing an amendment to the Surplus Property Act, legislation that would
become known as the Fulbright Act: “Some 2,000 Chinese were educated in our
schools. That may be one reason why the democratic movement became so vigorous



126 Matthew Armstrong

in China, because so many of those young Chinese came over here and were edu-
cated, and adopted points of view in this country.” US Senate, Committee on Mili-
tary, Foreign Educational Benefits and Surplus Property: Hearing before a Subcom-
mittee of the Committee on Military Affairs, United States Senate, Seventy-Ninth
Congress, Second Session, on S. 1440, a Bill Authorizing Use of Credits Established
through the Sale of Surplus Properties Abroad for the Promotion of International
Good Will through the Exchange of Students in the Fields of Education, Culture, and
Science, and S. 1636, a Bill to Amend the Surplus Property Act of 1944 to Designate
the Department of State as the Disposal Agency for Surplus Property Outside the
Continental United States, Its Territories and Possessions, and for Other Purposes,
February 25, 1946 (Washington, DC: US Government Printing Office, 1946).

29. Edward R. Murrow, quoted in Gregory Tomlin, Murrow's Cold War: Public
Diplomacy for the Kennedy Administration (Lincoln: Potomac Books, an imprint of
University of Nebraska Press, 2016), p. xv.

30. Kenneth Alan Osgood, Total Cold War: Eisenhower's Secret Propaganda
Battle at Home and Abroad (Lawrence: University of Kansas, 2006), pp. 92-93.

31. US House of Representatives Committee on Foreign Affairs, The United
States Information Service in Europe, p. 421.

32. An interesting thought experiment is if the radio operation, with its news and
information programming, had been moved from the State Department, where it was
temporarily placed following the closing of the Office of War Information on August
31, 1945, by an executive order of the president, to a private entity wholly funded by
the US government. This was the intent of the State Department and Congress from
October 1945 through early 1947. However, what became known as the Smith-
Mundt Bill, and later the Smith-Mundt Act, was modified in 1947 to accede to the
bill’s eventual cosponsor Senator Alexander Smith’s (R-NJ) demand to keep the
radio operation, commonly referred to as the Voice of America, in the State Depart-
ment. If VOA had been moved into a private entity, would the CIA have then used
VOA instead of creating Radio Free Europe and Radio Liberty, and later Radio Free
Asia? Details of nonprivatization of VOA are found in my forthcoming book.

33. National Archives, RG 59, S/S-NSC Files: Lot 66 D 148, Psychological War-
fare. Secret. NSC Action No. 283 recorded that the National Security Council approved
NSC 59 as amended by memorandum action of 9 March. The report in its approved
form was circulated as NSC 59/1 under cover of a 9 March note from Lay and submit-
ted to the president for consideration. NSC Action No. 283 is ibid., S/S-NSC Files: Lot
66 D 95, Records of Action by the National Security Council. A memorandum from
Lay to the National Security Council, March 10, indicates that the president approved
NSC 59/1 on 10 March. Ibid., S/P-NSC Files: Lot 62 D 1, 1935-62, Box 115. Office
of the Historian of the Department of State website, https://history.state.gov/historical
documents/frus1950-55Intel/d2 (accessed 31 May 2017).

34. Osgood, Total Cold War, p. 85.

35. Eugene Methvin, “Let’s Demand This New Weapon for Democracy,” Reader s
Digest, May 1963.

36. US Congress, Freedom Commission and Freedom Academy, p. 11.

37. Tbid., p. 13.

38. Ibid., p. 14.

39. Ibid., pp. 14-16.

40. Tbid.

41. Tbid.

42. Stefan Thomas Possony, 4 Century of Conflict; Communist Techniques of
World Revolution (Chicago: H. Regnery, 1953), p. 418.



The Politics of Information Warfare in the United States 127

43. US Congress, Freedom Commission and Freedom Academy, p. 18.

44. Senator Karl Mundt (R-SD), formerly Congressman Mundt, chaired these tele-
vised hearings that looked at accusations by the US Army and Senator Joseph McCarthy
(R-WI) over alleged pressure on the army to hire Roy Cohn, a former aid to McCarthy.

45. Cull, The Cold War and the United States Information Agency, p. 136.

46. For greater detail on this, see Cull, The Cold War and the United States
Information Agency, chap. 2 (for details on Eugene McCarthy and the United States
Information Agency [USIA]) and chap. 3 (for Larson’s relationship with Congress).

47. US Congress, Freedom Commission and Freedom Academy, p. 22.

48. Senator Paul H. Douglas was married to Congresswoman Emily Taft Douglas
who, during and after her time in office, was an active supporter of the bill that
became known as the Smith-Mundt Act.

49. US Congress, Freedom Commission and Freedom Academy, p. 160.

50. “The Freedom Academy Bill Should Pass,” Saturday Evening Post, 18 Feb-
ruary 1961.

51. “Training of Foreign Affairs Personnel,” Senate Foreign Relations Commit-
tee, 88th Congress, 1st Session, 1963, p. 353.

52. US Congress, Government Guarantees of Credit to Communist Countries.
Hearings, Eighty-Eighth Congress, First Session, on S. 2310, a Bill to Prohibit Any
Guaranty By the Export-Import Bank or Any Other Agency of the Government of
Payment of Obligations of Communist Countries. November 20-22, 1963 (Wash-
ington, DC: US Government Printing Office, 1963).

53. See the statement by Robert Johnson, administrator of the International
Information Administration, Department of State, referring to conversations he had
with Senator J. William Fulbright in US Congress, Reorganization Plans Nos. 7 and
80f 1953, p. 178.

54. See, in particular, p. 91 onward in US Congress, U.S. Informational Media
Guaranty Program. Hearings, Ninetieth Congress, First Session on S.1030, March
21, and April 25, 1967 (Washington, DC: US Government Printing Office, 1967).

55. Previously, USIA enjoyed, as most federal agencies do, a “permanent”
authorization. Public Law 92-226, enacted February 7, 1972. For a description, see
p. 19 of Library of Congress, Programs and Activities Within the Jurisdiction of the
Committee on Foreign Affairs Scheduled to Terminate During the 93d Congress
Submitted in Accordance with Section 321(a) of the Legislative Reorganization Act
of 1970 (Washington, DC: US Government Printing Office, 1970).

56. US Congress, Departments of State, Justice, and Commerce, the Judiciary,
and Related Agencies Appropriations for Fiscal Year 1972. Hearings Before a Sub-
committee of the Committee on Appropriations, United States Senate, Ninety-Second
Congress, First Session, on H.R. 9272 (Washington, DC: US Government Printing
Office, 1971), p. 1081.

57. Bernard Gwertzman, “Funding Near End for U.S. Stations Aimed at Red
Bloc,” New York Times, 21 February 1972. Leopold Labedz, testifying before a Sen-
ate committee to comment on what he described as Fulbright’s “semantic black-
mail”: “Looking at the voting record of the junior Senator from Arkansas on the
Negro rights, I wonder why nobody refers to him as a ‘relic of the Second Zulu
War.”” See US Congress, Negotiation and Statecraft Hearings, Ninety-Third Con-
gress, First Session. Pursuant to Section 4, Senate Resolution 46, 93d Congress
[and Section 4, Senate Resolution 49, 94th Congress] (Washington, DC: US Gov-
ernment Printing Office, 1973), p. 66.

58. John Finney, “Kleindienst Says Buckley Can Show U.S.I.A.’s Film,” New York
Times, 1 April 1972. In 1953, both the US Advisory Commission on Information and



128 Matthew Armstrong

the president’s Jackson Committee recommended removing the “by request” lan-
guage from the Smith-Mundt Act, which was the real barrier to domestic access to
the State Department and USIA. This was reiterated in a 1967 hearing in which the
chairman of the US Advisory Commission on Information reemphasized the recom-
mendation to Fulbright, which the senator rejected.

59. John Finney, “Vote in Senate Gives Fulbright Another in a Series of
Rebuffs,” New York Times, 26 May 1972.

60. The original “by request” language in the Smith-Mundt Act was to keep
costs down. Congress was initially interested in the State Department making all of
its foreign language programs authorized under what would be the Smith-Mundt
Act immediately available in English to facilitate oversight by the Congress, the
press, and the public. When told by the department this would require substantial
additional staff for translation and filing, in addition to additional facilities for stor-
age, Congress determined “by request” would be an adequate solution. The lan-
guage was thus never intended to prohibit access to the material.

61. Essential Info., Inc. v. USIA, 134 F.3d 1165, 1168 (D.C. Cir. 1998).

62. See S. 2943, sec. 1287—National Defense Authorization Act for Fiscal Year
2017. The Global Engagement Center (GEC) was already operational under Exec-
utive Order 13721 signed by President Barack Obama. An Executive Order can be
ended by the president at any time; legislation has its own sunset or requires an act
of Congress to end any authorized activities.

63. John Boardman Whitton and Princeton University, Propaganda and the Cold
War; a Princeton University Symposium (Washington, DC: Public Affairs Press,
1963), p. 55.

64. Senator Karl Mundt, “The Freedom Academy and Foreign Aid,” Congressional
Record 109, no. 16 (8 November 1963): 20413.



3

The Politics of
Information Warfare in Russia

Radomir Bolgov

In Russia today, information warfare and information security
are topics in demand. More than 5,000 articles on “information security”—
related topics are already in the bibliometric database Russian Scientific
Citation Index, and the publication activity continues to grow. To clarify
the thematic focus of the articles, we analyzed the dynamics of publica-
tion activity broken down into two periods: 2000-2008 and 2009—
2016. On average, the number of published articles in the second period
is more than three times higher than those in 2000-2008. This indicates
an increase of interest by the Russian academic community, with many
of these publications focusing on the legal aspects of information secu-
rity.! Thus, Roger Hurwitz considers the efforts of states to create legal
norms in the field of cybersecurity. In addition, some authors present
their ideas from the perspective of practitioners.>

Several areas within the framework of this subject are worth high-
lighting:

* Theoretical aspects of information security;?

* Activities of international organizations in the provision of infor-
mation security;*

* Russia’s position on this issue;’

* Russia’s activities in ensuring information security in the frame-
work of international organizations.®

Nevertheless, there is no consensus in the Russian academic commu-

nity on key issues of the subject: What is information warfare? How
has information technology (IT) changed the nature of warfare? What

129
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is the future of information warfare? In this chapter, I provide an
overview of the approaches to information warfare in the Russian
political and expert community. I analyze the legal and doctrinal
framework of information warfare policy in Russia, including the Doc-
trine of Information Security, Military Doctrine, National Weapons
Program, and a set of federal laws, as well as cybersecurity strategy
drafts and principles of state policy of the Russian Federation in the
field of international information security until 2020. I also consider
the government authorities, security agencies, and so forth. This study
would be incomplete without an understanding of the enforcement and
implementation of the information warfare laws and programs. I ana-
lyze the practical activity of actors in charge of information warfare
policy in Russia, especially the Russian military, and discuss the inter-
national aspects of the Russian information security policy to draw
conclusions for designing future works.

Key Terms and Concepts

Information security can be defined as the state of society, which pro-
vides reliable and comprehensive security of individuals, society, and
government in the information space from the impact of a special type
of threat acting in the form of organized or spontancously emerging
information and communication flows. The components of information
security are:

1. Security of the information domain, which ensures its formation
and development in the interests of citizens, organizations, and
the state;

2. Security of information infrastructure, in which information is
used strictly for its intended purpose and does not adversely
affect the system (object) when it is used;

3. Security of information per se, in which the violation of its prop-
erties (e.g., confidentiality, integrity, accessibility) is excluded or
significantly hampered.

The UN defines international information security as the state of
international relations, excluding the violation of world stability and
creating a threat to the states’ security and the world community in the
information domain.” In accordance with the Russian Doctrine of
Information Security (2000), information security is the security of
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national interests in the information sphere. National interests in the
information sphere are determined by a combination of balanced inter-
ests of the individual (constitutional human and citizen rights to access
to information), society (strengthening democracy, creating a legal
social state, achieving and maintaining public harmony), and the gov-
ernment (creating conditions for the development of information infra-
structure, ensuring the inviolability of the constitutional order, ensuring
sovereignty and territorial integrity, ensuring law and order, etc.).?
However, there are differences in approaches to the definition of infor-
mation security. In Russian legislation, the concept of information
security 1s reduced to “the security of the information environment of
society.” In foreign doctrines and strategies (particularly those of the
United States), information security implies not only a protection of
the information environment, but the ability of a network or system to
withstand the required level of reliability of accidents or malicious acts
that can disrupt accessibility, integrity, and confidentiality of stored
and transmitted information.!°

Scientific research and open discussions on these issues have led in
recent years to a significant part of the work being split into two main
poles. Representatives of the first pole (technological), such as Richard
Hundley and Robert Anderson, discuss in their works the problems of
information warfare and information protection in computers and net-
works.!! The representatives of the second pole (in particular, Joseph
Nye and William Owens) focus on the political and ideological context
of the ongoing informatization processes. Information strategy is
viewed as a way of expressing the soft power of ideals to spread its
influence on the leadership and the population of foreign countries.!?
Moreover, it is worth noting that these two approaches to information
security, are conventionally called “realistic” and “liberal.”

The realistic approach focuses on:

1. Increasing the level of security of information systems within the
country;

2. Creating a large number of internal networks, independent of
each other and from global networks;

3. Regular monitoring of the level of information security of potential
opponents as well as a targeted search for vulnerabilities in their
software;

4. Control over the dissemination of information and related tech-
nologies;

5. Development of means of conducting information warfare;
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6. Reducing the interdependence and openness of foes in the infor-
mation sphere.

The realistic approach, in fact, reflects the modern policy of ensuring
information security, conducted in China, the United States, and, to
some extent, Russia. The concepts of “information superiority” and
“information deterrence” accepted in the United States are a clear illus-
tration of the application of such an approach.

The liberal approach is more idealistic, and can be reduced to the
following: (1) increasing the interdependence of states in the informa-
tion sphere; (2) ensuring general security through the creation of a net-
work of international structures and treaties; and (3) liberalization of
information relations and the information market.'* This concept
assumes that relations between states should be built primarily through
mutual trust and strict adherence to concluded treaties. A priori, it is
expected to reduce restrictions on the dissemination of information. The
liberal approach can also include the adoption of international agree-
ments on the problems of information security (e.g., the Okinawa Char-
ter of Global Information Society).

As for information warfare, the term was entered into circulation in
the academic and expert community in the mid-1980s in connection with
new tasks of the US armed forces after the end of the Cold War. Later,
the wave of interest in information warfare was related to Operation
Desert Storm in 1991 in Iraq, where new information and communica-
tion technology (ICT) was widely used for military purposes; there is
currently no definition of this term in international law. Various security
agencies in their policy papers emphasize the military-political aspect of
this concept.

Information Warfare Studies in Russia

Research on the Information Revolution’s impact on the military began
in the Russian expert and academic community in the late 1990s. There
were objective reasons for that; after the collapse of the USSR, Russia
has been inferior to the US in conventional weapons and information
superiority. The concept of “information dominance” implied asymmet-
ric threats to the enemy, where information technology was designed as
an efficiency multiplier. In addition, some authors (e.g., Vladimir Slip-
chenko) treated these concepts in terms of opportunities to go beyond
the conventional battlefield. That is, being behind a potential enemy in
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conventional weapons, one can negate its superiority through the cre-
ation of asymmetric threats, including information threats. In Russia, the
discussion of these issues was pictured to the fullest extent in journals
such as Military Thought, Independent Military Review, Foreign Military
Review, International Trends, Information Wars, and in the publications
of such think tanks as the Russian Institute of Strategic Studies and the
PIR Center. While a large number of publications on the subject is the
characteristic phenomenon for the initial stage of any discourse, research
on this subject can be divided into two large groups. The first group
includes works that recognize the fundamental transformation of the
nature of war.!* The second group consists of works that also recognize
the influence of the Information Revolution and its influence on the
characteristics of conflict, but not on the essence of the conflict, its moti-
vations, and its means, which remain unchangeable.'® The early period of
study of this problem in the Russian academic, military, and political
communities is also characterized by an isolated consideration of the dif-
ferent aspects (computer, organizational, psychological, etc.). Discus-
sions are focused on the following issues related to the revolution in mil-
itary affairs and the Information Revolution:

1. Changing the nature of war. Here, questions raised include: Is it
possible to consider war a continuation of politics today? Or, do
politics and war not correlate anymore? Or, do changes affect
only certain aspects of military affairs (control of the armed
forces, electronic warfare)?

2. The problem of the role and effectiveness of information technol-
ogy in conflicts. Researchers are trying to answer questions such
as: What is the role of IT in conflicts? How can IT be used effec-
tively and in what areas? What are the conflicts categorized as:
only armed conflict or political, social, ideological? How can the
effectiveness of information technologies in armed conflicts be
assessed: In terms of increasing the number of casualties and the
destruction of the enemy’s infrastructure, or, on the contrary, from
the point of view of “sterilization” of the war—that is, to achieve
victory provided by new technologies in bloodless “humane” war
with a minimum of casualties from the enemy?

An attempt to answer this set of questions ultimately leads to sev-
eral additional questions concerning the transformation of the nature of
war. That is, is it correct to consider the information war and informa-
tion weapons in the framework of traditional military science? Is the
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information war a war? Is the use of the term information war correct?
A negative answer to this question is possible in two situations. The
first is that the nature of war is not changed (i.e., use of the term infor-
mation war is incorrect); the information war is not a war but rather
wordplay. The second is a more interesting situation: it is understood
that the nature of war is changing, but the use of the term information
war is still incorrect because it does not reflect a fundamental change in
the nature of conflict. Information war is not a war in the traditional
sense and, therefore, we need a new specific conceptual apparatus. A
positive answer to the question of the correct use of the term informa-
tion war also leads to two situations. First, the term adequately reflects
the fundamental transformation of the essence of war, underlining that
information not only supports a military action, but it creates an oppor-
tunity to conduct a separate information war, which is apart from the
armed conflict. Second, the nature of the conflict is not changed, and
the use of the term is possible, but only based on traditional military
science. This term may be used only for the informational and psycho-
logical support of military action.

3. Terminological and methodological problems. This deals with the
question: What terms can be adequately studied to identify the
phenomenon? How justifiable is borrowing the military termi-
nology from other fields of knowledge (in particular, the term
information technology), as well as the crossing of categories of
military science (war, warfare, weapon) with the epithet “infor-
mation”? What kind of methodological basis can be carried out
in this area, at the junction of military, political, and social sci-
ences? We must consider the impact on information or impact
with information (the problem of objects and subjects).

4. Recognition of the possibility of further changes. If the modern
conflict is transformed under the influence of the revolution in
military affairs and the Information Revolution, then how long
will these changes continue? Where is the ultimate development
of a point (if it exists)? Are these changes reversible? Is it possi-
ble to return to what it was before? If changing the nature of war
is not recognized, can changes come in the future? A number of
scholars agree that the war ceases to be the continuation of the
policy. Some researchers go further and agree that the war is no
longer a political tool that would allow us to achieve a victory in
the fight between the two states. Thus, Sergey Konopatov and
Vladimir Yudin believe that modern war is a substantially new
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phenomenon, and discuss the need to revise and clarify these
concepts as well as to conduct interdisciplinary research. New
wars, according to these authors, have a “velvet” hidden nature,
as they are more violent, more intense and more “fast.”!®

However, a large part of the Russian military community does not
consider modern warfare as a qualitatively new phenomenon. Thus,
Oleg Kalinovsky says that, indeed, today the information component in
the military is becoming more significant. An information struggle does
not fit within the scope of military terminology and, therefore, requires
the development of its concepts.!” However, causes of the Soviet col-
lapse do not lie in the information dimension, and the information war
cannot be called “war” because it is not comparable to the “hot” war on
the scale of impact on the nation and society. Therefore, a more suitable
term is information warfare. In addition to the difference in scale, there
are also legal differences of information war from the hot war because
information war is not declared, does not lead to a peace treaty, and
does not require the imposition of martial law. However, if we focus on
the development of cheaper and more fashionable information weapons,
we can fail to address the main challenges of national security. Yurii
Gorbachev believes that the new concept of military development—in
particular, the concept of network-centric warfare (NCW)—reflects the
new way to control the military, but does not change the system of
views on the war and the war per se.'®* However, Gorbachev believes
that in the future changes in the forms of military organization may lead
to the transformation of the nature of war as a whole. Information tech-
nology itself is unlikely to lead to any changes in the military-political
sphere. One can cite the example of the situation during World War I,
when there also were numerous technological innovations (radio, tele-
phone, tank, airplane), but the nature of war did not change. Obviously,
the need for the transformation of the war is not just a technological
revolution, but also political, social, cultural, and moral change. Oleg
Belkov believes that war is inseparable from the physical armed vio-
lence by the state. Any other meanings of war are only a metaphor
(“chicken war,” “war on corruption,” etc.).!” Vladimir Orlyansky con-
siders unreasonable compound categories of military science (war, war-
fare, weapons) with the epithet “information.” However, in this case, it
seems an unreasonable borrowing of terms by military science, as it
may further confuse the situation with terminology. As Orlyansky
writes, psychological warfare (i.e., propaganda) should be separated
from information warfare. Psychological warfare, unlike information, is
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directly related to the armed struggle.?® In this approach, simplification
of the term information is clear. The refusal of the complexity of the
information warfare concept, dominating today in Russian military
thought, is due to the fact that in the process of military training, such
a complex understanding can “unleash the fog” in the education of offi-
cers. On the issue of the effectiveness of new information weapons,
points of view differ among Russian researchers. Orlyansky believes
that the effectiveness of such weapons is low. Information does not exist
without a material carrier. It still cannot influence a person as effec-
tively as conventional weapons.?!

Legal and Doctrinal Framework

Currently, Russia has more than 40 federal laws in the field of informa-
tion, more than 80 presidential acts, and about 200 government
acts. However, Russia does not yet have a separate information warfare
strategy in the form of a policy paper. One of the key papers in this field
is the Doctrine of Information Security, the first version of which was
adopted in 2000. A new version was only adopted in December 2016.
The adoption of this doctrine was preceded by a series of events
throughout the 1990s. Until the 2000s, Russia had practically no clear
government attitude toward the problem of information security. Unlike
the US approach, in the Russian doctrine the provision of information
security for individual, group, and public consciousness is in the fore-
front. Today, a set of agencies is engaged in the development of the
national idea of information warfare; particularly, the Ministry of
Defence, FSB, and Department “K” of the Interior Ministry, which is
investigating crimes in the high-tech field of information technology.

At the beginning of the 1990s, the situation with information secu-
rity in Russia was quite difficult. On the one hand, the liberal media was
constantly criticizing information security per se, using the analogy of
the Orwellian “Big Brother.” On the other, some politicians and experts
began to adhere to the obscurantist positions, believing that ensuring
Russia’s national interests in the information space requires the rejection
of an open society and participation in globalization. Two stages prior to
the adoption of Doctrine of Information Security can be identified:

The first is 1991-1996: the formation of the prerequisites and the
legal framework. During this period, the federal law On Information,
Informatisation and Information Protection (1995) and a number of other
laws were adopted. The accumulation of the positive experiences of
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cooperation with Russian participation in the international arena was
associated with the acquisition of a new identity as a participant in inter-
national relations and media interest in the information domain. This
period is characterized by discord in the role and place of Russia in esti-
mates in the information domain, noticeable in the statements of differ-
ent political parties, institutions, and interest groups. The utopian idea of
Russia’s long-term inclusion in the global information space domi-
nated. It has been challenged by the need to protect Russia’s information
resources from the technological point of view and as a form of national
identity (traditions, customs, and mentality).

The second is 1996-2000: the formation of agencies to ensure
information security. During this period, an interdepartmental commis-
sion for information security was formed as part of the Security Coun-
cil with the participation of the Ministry of Internal Affairs, Federal
Security Service, and others. Through the activities of these agencies, a
draft Doctrine of Information Security was prepared in 1997. However,
the power vacuum and intensification of the contradictions within the
ruling elites did not allow for acceptance of the doctrine. The financial
and economic crisis in 1998 also delayed its adoption. The doctrine was
finally approved in 2000; it is a set of official views on the goals, objec-
tives, principles, and main directions of ensuring information security
of the Russian Federation. It serves as a basis for the formation of gov-
ernment policy in the realm of national information security; the prepa-
ration of proposals to improve the legal, methodological, technical, and
organizational sides of Russian information security; and the develop-
ment of targeted programs to ensure information security. The Doctrine
of Information Security is considered that of national interests in the
information sphere, determined by a combination of balanced interests
of the individual, society, and government. The doctrine spelled out the
threats, sources of threats to the national interests, as well as the ways
of international cooperation in the field of information security. It allo-
cated four types of threats: (1) threats to constitutional order and human
rights in the information sphere; (2) threats to information security pol-
icy of the government; (3) threats to development of the domestic IT
industry; and (4) threats to security of information systems and net-
works. However, since 2000 there have been many changes. The
appearance of Web 2.0 and social media dramatically changed national
security, as demonstrated by the protests in the Arab countries in 2011
(the so-called Twitter revolutions). In addition, the appearance of new
phenomena, such as smartphones, the Internet of Things, smart city,
cryptocurrency, and blockchain technology, have also forced a rethink
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of cybersecurity. Sanctions against Russia led to a policy of localization
of the IT industry.

New policy papers have been prepared that are related to the devel-
opment of information technologies in Russia. The new version of the
Doctrine of Information Security adopted in 2016 was an attempt to bet-
ter reflect the changes that had occurred in the past sixteen years. The
new doctrine paid greater attention to the use of computer technology to
influence Russia’s critical infrastructure. In addition, there is a compo-
nent associated with the risks of using social media to influence public
opinion. These are risks not only of extremist and criminal content, but
in general any content that represents a threat to political and social sta-
bility. As for information warfare, this term was mentioned twice in the
doctrine of 2000. The doctrine of 2016 does not contain any mention of
the term.??> Russia’s intention to develop a code of conduct in the field
of international information security under the auspices of the UN is
reflected in the Russian Foreign Policy Concept.?® In addition, as one of
the directions to counter threats in the information sphere, the policy
paper “Fundamentals of the Russian Federation’s State Policy in the
Field of International Information Security for the Period Up to 2020~
calls for “the promotion of preparation and adoption of the UN interna-
tional regulations governing the application of the principles and norms
of international humanitarian law in the field of ICT usage.”*

Information Warfare in the Russian Military

So far, Russia has no separate strategy for military information and tech-
nological modernization in policy. The cyber modernization of the Russian
military is not moving fast. The main objective of the IT application in
military affairs is to provide combat capability for alertness, quick com-
munication, and interaction between troops; personnel training; and effec-
tive control systems, operational management, communications, surveil-
lance, reconnaissance, and so forth. According to some researchers, not
all of this will be implemented over the next ten years.?® In practice, this
resulted in the focus of Russian military and political leaders on old mil-
itary equipment and conventional military force during the conflict in
South Ossetia and Georgia in August 2008. It showed a certain efficiency
but, at the same time, problems with interactions between military units
were revealed during this conflict. This was largely due to the inadequate
provision of communications and outdated equipment, especially on a
tactical level.?® After the conflict, then president Dmitry Medvedev set a
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task to the Ministry of Defence to establish a training center fitted with
equipment for information warfare.?’ Information warfare is defined here
as propaganda to influence public opinion, psychological operations, and
so forth. In September 2008, Defence Minister Anatoly Serdyukov pre-
sented the president with an action plan for a new image of the Russian
armed forces. However, optimization did not provide additional funding,
leading to a limited reduction in the number of officers while increasing
the number of soldiers. Technological modernization in these conditions
has received little attention. However, the situation changed in 2010 with
the adoption of a new Military Doctrine and a discussion of the draft of
a National Weapons Program for 2011-2020. High-precision weapons
and command and control (C2) systems were in second and third place,
respectively (after nuclear weapons), in the list of the draft’s priori-
ties.”® Attempts were made to reduce the gap from the leading countries of
the West in unmanned aerial vehicles (UAVs) and individual ammunition.

In accordance with the new Military Doctrine of the Russian Federa-
tion (2014), among the characteristic features of modern military conflicts
were strengthening of the role of information warfare without the use of
military force to achieve political goals, the transition from a strictly ver-
tical system for automated control on troops and weapons, and the mas-
sive use of weapons systems and military equipment based on new phys-
ical principles. One of the main weapons problems was “the development
of forces and means of information warfare . . . the creation of new high-
precision weapons, . . . C2 information systems, . . . qualitative improve-
ment of the means of information exchange through the use of modern
technologies and international standards, as well as a joined information
field of the Armed Forces and other troops of the Russian Federation as
part of the information domain.”” At a special meeting in Voronezh in
early 2010, then prime minister Vladimir Putin called for the creation of
a joined C2 system for troops. An order for the development of such sys-
tem was signed in 2000, but nobody was appointed to be responsible for
the project. The Scientific Research Institute of Communications (the part
of “Sozvezdiye” consortium) was in charge of the project. This project is
not the first; even in 1983, the C2 system “Maneuver” was adopted. As a
result of the simulation exercise with the use of this algorithm, the simu-
lated Warsaw Pact army defeated NATO in three days. After the collapse
of the USSR, the algorithm of “Maneuver” became known to the US
armed forces.*® However, in 2009 the Taman Brigade held exercises with
the test of a joint tactical control system. During the exercise, about 140
failures were found. The main technical problem was the insufficient
development of the foundations of the Global Navigation Satellite System
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(GLONASS), a comprehensive constellation of satellites, which at the
time included only seventeen units.*!

The Russian president tasked the Defence Ministry to digitize mili-
tary C2 systems. In this aspect, the ministry was working with busi-
ness; the Zelax company participated in the execution of orders for the
digitization of the communications structures in the navy. There are
projects for introduction of nanotechnology in military information and
communication systems. The comprehensive program “Nanoelectronics
2010 provides for the establishment of molecular transistors and tran-
sistors on carbon nanotubes. At the same time, a problematic point is
the parallel development and lack of cooperation between the enter-
prises that produce telecommunications equipment for the army. Espe-
cially worrisome is the need for development and production of elec-
tronic components for the Russian defense industry. Today, more than
60 percent of the electronic components Russia uses are manufactured
abroad. From 1990 on, one of the main topics for discussion in the
Russian security structures has been the issue of potentially harmful
hardware and software from abroad. This issue is still open, despite the
fact that the Russian government reached an agreement with Microsoft
to open a Windows operating system code for Russian authorities. How-
ever, Smirnov and Zhitnyuk believe that, in case of a potential conflict
with NATO, Russia should be prepared for the fact that “the cellular
communications will suddenly stop working.”*? This problem is not
unique to Russia; even the United States could become a potential vic-
tim of “bookmarks.” Today, there is not a fully government-controlled
cycle of IT production, so information systems are designed on the basis
of Chinese or Taiwanese hardware.*

After the military operations in August 2008 in South Ossetia and
Georgia, from time to time the media have reported about the Defence
Ministry’s intentions to create informational troops, whose functions
should include all aspects of information warfare: from psychological
operations and propaganda (including the Internet) to security of com-
puter networks and cyberattacks on the enemy’s information systems.?*
It should be noted that the formation of a special kind of troops seems
to be inappropriate for propaganda. It is worth leaving this for security
services and business, if they interact intelligently. As Aleksey
Smirnov and Pavel Zhitnyuk believe, the technical aspects of cyberse-
curity are under monopoly of the Federal Security Service (FSB) since
all structures are obliged to use means of information protection that
are certified by the FSB.?3 At the same time, it would be advisable to
create a joint regulatory authority in this field on the basis of represen-
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tation of various departments. The Chinese experience is an interesting
one to consider, where the government interacts with business more
actively than Russia.

International Aspects of
Russian Information Security Policy

The use of information weapons is regulated by the following treaties:
Malaga-Torremolinos International Telecommunication Convention
(1973) and International Maritime Satellite Agreement (INMARSAT)
(1976), adopted under the auspices of the specialized agencies of the
United Nations, respectively, the International Telecommunication
Union and the International Maritime Organization. Article 35 of the
International Telecommunication Convention defines that all stations,
regardless of their purpose, must be installed and managed so as not to
harm radio services or communications of other members. As such, the
convention prohibits the use of a satellite station for destruction of or
collision with communications of other states. Yet Article 38 agrees
that states retain complete freedom with regard to the military radio
stations of their army, naval, and air forces.>® Thus, the convention rec-
ognizes that it is possible to use the satellite system for military pur-
poses; however, most of the military information flows of developed
countries pass through civilian communication systems. Therefore, in
this convention there is a contradiction between Articles 35 and 38,
which is just one example to illustrate the weak development of inter-
national law on information security.

Russia has consistently emphasized the legal regulation of cyber-
security issues at the national level; especially in recent years, if we
consider the number of adopted policy papers. This adheres to the
same approach at the international level: cybersecurity issues need to
be regulated, as soon and as detailed as possible. Russia has adhered
to this approach for fifteen years, offering its projects within the UN
(in particular, the proposal to establish a special international court for
cybercrimes). Russia was supported by China, India, and Brazil, but
this approach countered the position of the United States, European
Union (EU), and Japan, who believed that cybersecurity issues need
not be overregulated in bias against the freedoms of citizens and busi-
ness. They proceeded from the priority of developing information secu-
rity measures with regard to terrorist and criminal threats. At the same
time, the threat of creating information weapons and the emergence of
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information warfare was viewed more as a theoretical one. Accord-
ingly, the disarmament aspect of the problem of international infor-
mation security also came to naught. Further discussion of this prob-
lem was proposed to be divided into regional and thematic forums
such as the EU and Group of 7 (G7). The representatives of this
approach have offered to move the discussion within the UN from the
military-political dimension to legal and economic ones. They believe
that the issue of international legal regulation of the military and polit-
ical aspects of information security has not yet been relevant. It seems
necessary to first accumulate sufficient practical experience in regu-
lating such problems.?’

These approaches were manifested in the discussion on the Oki-
nawa Charter of Global Information Society (2000). During the fifty-
third session of the UN General Assembly, Russia put forward a draft
resolution on Developments in the Field of Information and Telecom-
munications in the Context of International Security, adopted by con-
sensus in 1998.3® Another success, but a later one, is the UN General
Assembly resolution Creation of Global Culture of Cybersecurity and
Taking Stock of National Efforts to Protect Critical Information Infra-
structure.’® Some convergence of positions on these issues emerged at
Munich Security Conference in February 2011, where most politicians
and experts spoke in favor of the need for international legal regulation
of cyberspace. Although no specific binding decisions were made, a
joint Russian-US report entitled Working Towards Rules for Governing
Cyber Conflict: Rendering the Geneva and Hague Conventions in Cyber-
space was prepared. The report points out the following problematic
issues, for which the United States and Russia still do not have a com-
mon position, but on which the parties undertake to agree: it is possible
to legislatively and technically “isolate” protected infrastructure from
the “cloud” of unprotected objects in cyberspace in the way that civil
facilities are protected by international agreements during war. In addi-
tion, the parties must decide whether cyberweapons (viruses, worms,
etc.) are similar to weapons banned by the Geneva Protocol (e.g., poi-
sonous gases). The conference also agreed to develop an international
convention on cyberwar and establish an international tribunal on
crimes in cyberspace. The parties will have to resolve these issues
within these structures.*® Russia’s failure to conduct initiatives on cyber-
security through the UN (since 1998) spurred it to include these issues
on the agenda of the Shanghai Cooperation Organization (SCO). Since
2011, China and Kazakhstan have also viewed this organization as a tool
for cyberspace monitoring. During the Russian presidency of the SCO in
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2014, information security was one of the priorities of the agenda that
Russia defined in this organization. Among the main projects and initia-
tives on cybersecurity within the framework of the SCO, the following
are worth mentioning:

* Discussion of strengthening of state control over the Internet as a
consequence of protests in Arab countries.

* The creation of cyberpolicy (in 2011, this initiative was not imple-
mented).

* Strengthening of cooperation on Internet security.

* Fighting the financing of terrorism through the Internet.

* Drafting a Code of Conduct in the field of international information
security (in the letter of the SCO to the UN on 12 September 2011).

Another format for promoting Russia’s interests in cybersecurity is
Brazil, Russia, India, China, and South Africa (BRICS). Within the
framework of this informal organization, the fight against cyber threats
is called one of the four spheres of perspective cooperation. Ideas for
the creation of a BRICS cyber threat center as well as a hotline for
informing and warning about cyberincidents have been discussed.

Conclusion

The discussion of the prospects for the aforementioned cyber command
in Russia has shown that the establishment of this agency would face
not only objective difficulties such as lack of funding. The cyber com-
mand was planned to be formed according to the US model, which has
not yet been created. The troops of information operations were estab-
lished in 2014, but their formation was forced and not always rational-
ized. According to the media, formation of the troops was completed in
February 2017. As for future works, it is worth elaborating on a list of
criteria for information warfare effectiveness assessments: herewith it is
necessary to differ between assessment of information warfare per se
and information warfare policy effectiveness. The existing indexes or
rankings of information warfare potential do not consider the afore-
mentioned difference. Concerning the differences in the approaches of
Russia and the West to the information war, we should consider more
than the different level of openness for innovations in such a conserva-
tive sphere as the military one. This means that Russian experts should
not focus only on information and psychological aspects; US experts
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consider the whole spectrum of this concept, including technical
aspects. Furthermore, the department that drives information security
(the Air Force in the United States vs. the FSB in Russia) matters.
Israeli author Dima Adamsky offers an interesting point of view; he
conducted a comparative analysis of the latest military concepts of
some of the world’s most powerful countries militarily (the United
States, Russia, and Israel). The starting point of Adamsky’s theorizing is
that cultural factors affect the military capabilities of leading powers,
especially in the context of the Information Revolution. The military
and political leaders of each state have their own cultural patterns that
determine the views and the policy resulting from them in the field of
military technology. Adamsky defines them with the term “cognitive
style.”*! This is not so much about the national style of developing some
military equipment as much as the mechanisms for circulating military
information and control algorithms which, of course, in each country
have their own specifics. This factor plays a key role in the fact that the
concepts of modernization of the armed forces in Russia, the United
States, and Israel are very different from each other. The style of knowl-
edge is determined by a number of factors: geographical, historical,
economic, and even religious and psychological. The military and polit-
ical leaders of Protestant America are more open to innovation in such a
conservative sphere as the military one. However, Adamsky notes that
the pioneer in the sphere of the “military and technical revolution” was
nevertheless the Soviet military, led by Marshal N. Ogarkov, and this
was due to the prevailing technocratic approach in the USSR in the
1960s to 1970s including, inter alia, the active engagement of cybernet-
ics into the national economy. Adamsky believes that this concept
emerged as a reaction to the development of NATO doctrines of a deep
blow to the advancing echelons of the Soviet troops in the case of war
in Europe.*? In practice, not all of Ogarkov’s ideas were implemented in
the USSR. Adamsky explains this by the prevalence in Russian culture
of a holistic cognitive style aimed at creating a coherent picture, some-
times even at the expense of technical details.** In US culture, the logi-
cal and analytical cognitive style is dominant, emphasizing certain
details and practical activities. Therefore, the development of informa-
tion systems and high-precision weapons already took place in the
United States in the 1970s to 1980s, but original theoretical develop-
ments appeared only in the 1990s (i.e., ten years later than in the
USSR). However, it is worth noting that, according to the Soviet mili-
tary newspaper Krasnaya Zvezda (Red Star), there were prototypes of
the first UAVs in the USSR already in the early 1980s.* Thus, there is
no need to overemphasize the cultural differences that affect the infor-
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mation warfare policy, and there are a number of common problems for
all states implementing the information warfare. Technical aspects of
ICT are almost the same everywhere because the connection of parts in
telecommunication networks does not depend on the cognitive style. A
number of armies have similar mechanisms for circulating informa-
tion. Therefore, the cognitive style cannot be unequivocally regarded as
something characteristic of the entire national or regional culture.
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Using Information:
Methods and Cases from Russia

Oxana Timofeyeva

The concept of “exposure” has a complex structure and
includes a number of other concepts such as influence, persuasion, sug-
gestion, manipulation, and inculcation. All of these categories have
semantic differences but, in the modern public discourse in Russia,
they all often boil down to the notion of information warfare (IW). In
this chapter, I explore the multitude of Russian views on the IW con-
cept, as the most aggressive form of information exposure. Despite
those evolved views, there still is no consolidated opinion on the defi-
nition of IW and there are reasons for ambiguous interpretation of the
term. Some of the causes are general, but others are specific to Russia.
This allows for some narrowing of the field of consideration and dis-
cussion, and greater simplification. At the same time, all of these
increase the terminological chaos and obstruct the comparison of vari-
ous studies for several reasons.

The first reason is that the terminology usage is time dependent,
being influenced by internal and external contexts. For example, the
Western term information warfare was strictly extraneous in the USSR
while ideological struggle was a substitute bearing a close meaning.
Without a homegrown theory, some Russian authors tend to reflect for-
eign research, speculating on the “true” nature of Western concepts.
Those speculations are evolving, and definitions of IW are changing to
reflect this evolution. The problem of a clear definition is getting worse
due to the absence of translation standards. Terminology is often borrowed
from different foreign sources. Therefore, terms and definitions used in
Russian studies rarely resemble the Western understanding. Second, the
understanding of IW in Russia has two dimensions, technological and

149
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social. The technological dimension is genuine for the security domain,
steering to certain secrecies and limitations of academic discussions of
the topic. Thus, most of the public discussions related to IW happen
from the social standpoint. Yet security-related research papers seem-
ingly operate with the same terminology implying radically different or
complex meanings. Finally, the concept of IW is controversial because
of its interdisciplinary nature; it covers a broad range of actions and
objects. IW is studied by many sciences, where different approaches
appear and can produce new definitions in each case.

Perhaps the biggest problem surrounding the discussion about the
Russian dimension of information warfare is the different discourses that
contain references to IW. For example, there is an official one presented
in the Doctrine of Information Security. The problem, however, is that
there are no mentions of IW in the 2016 version,! whereas it was used
twice in 2000.% Instead of using the term information warfare, the new
doctrine uses information confrontation. Another discourse is popular sci-
ence; in this scope, there is a great amount of cited works, which are
rather populist in their origins. Media discourse is closely connected with
popular science, thus creating false ideas about the relevance and signifi-
cance of the Russian practice for internal and external audiences. The per-
ception of IW is also influenced by the conceptual (cognitive) metaphor
“argument is war” introduced by George Lakoff and Mark Johnson.?
Thus, the word war used in context of information war activates a huge
complex of negative associations in the public mind. Such linguistic fea-
tures indirectly affect the fact that, to determine the phenomenon of IW, a
large number of different interpretations are used as opposed to a singular
unambiguous definition. The discourse on IW is closely related to the dis-
course on information-psychological operations and methods exposure. In
this chapter, I give a brief overview of the Russian media environment
and some classifications of methods; in particular, I demonstrate several
media cases of information-psychological operations. In the final part of
the chapter, I discuss a controversial tool created by the Russian Institute
for Strategic Studies (RISS) for monitoring the level of anti-Russian nar-
ratives in the media publications of different countries, and the escalation
process from informational peace to informational war.

The Russian View on IW: Background and Origins

The concept of “psychological warfare,” which can be designated as a
precursor of IW, was studied in the Soviet period amid the Cold War.
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Nikolay Zhiveynov wrote one of the most widely quoted works of the
time. He analyzed the psychological warfare nature of the example of
the US-USSR relations and claimed that it was based on the concept of
“cold war,” which he defines as “a type of inter-country relations, when
they are aggressive and hostile towards each other yet still have no
armed conflict.”* He continues that in human history “peacetime” is just
period of “no war”; thereby, “cold war” is a period of “armed truce.”
This, in turn, explains the continuous use of “war” in peacetime. Usage
of such a forceful conceptual metaphor keeps the audience in constant
tension, and psychologically prepares them for the beginning of the
“armed war.” Moreover, Zhiveynov describes different types of audi-
ences by introducing two terms: “internal forefront” and “external fore-
front.” The usage of the word forefront instead of audience amplifies
Lakoff and Johnson’s conceptual metaphor that argument is war.
Zhiveynov defines the process of “public opinion formation” as “psy-
chological operations” or “psychological actions,” which in fact are
based on methods of propaganda in wartime that are the responsibility
of special forces. In the context of such an approach, there is an amal-
gamation of the concepts of information warfare and psychological war-
fare. To some extent, both are reduced to the struggle of ideologies.
This idea was further developed by other authors during the last years
of the USSR (e.g., Dmitry Volkogonov and Kirill Razlogov). Despite
the fact that their works were aimed for different audiences (Volko-
gonov’s book targeted specialists® and Razlogov’s was intended for a
general audience®), both considered psychological warfare as a system
of subversive ideological influences of imperialism intended to change
the social psychology of a foreign (hostile) audience. Over time, the
focus of scientific consideration shifted from psychological warfare to
IW. Nevertheless, the phenomenon of psychological warfare is still
being investigated as an independent phenomenon. Within the psycho-
logical paradigm, IW is usually understood as an implicit impact on the
audience, its social value orientations and attitudes.

After collapse of the USSR, many works appeared dealing with the
phenomenon of IW as a reason for its disintegration. Most were intended
for a mass audience and exploited different conspiracy theories. How-
ever, some set new research vectors. For example, Vladimir Lisichkin
and Leonid Shelepin use a new conceptual metaphor of “Third World
War,” and describe with it information-psychological warfare.” In their
opinion, a significant role in this confrontation is given to mass media,
as a channel of impact communication; thus, IW is a direct consequence
of the information (or postindustrial) society’s emergence. Another basis
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is the consumer society. Lisichkin and Shelepin correlate methods of
informational warfare and methods of advertising, stressing that these
have a lot in common. Another approach to the definition of IW began to
form in the late 1990s. It is based on representations of society as a sys-
tem; the pioneer of this approach is Sergey Rastorguyev. A key compo-
nent of his theory is an “information self-learning system” that assumes
an object of IW as “man, state, humanity.”® Every system has its own
definite structure and makes decisions guided by its need to evolve,
when emotions serve as a criterion of truth. However, Rastorguyev later
extends the concept of “information self-learning system,” splitting the
technological level as “computer systems” and the biological level as
“living being” or social space. Though IW involves both, this distinction
allows for making an easy explanation of IW: “[IW] is an explicit and
implicit interaction through information between different systems in
order to obtain a certain benefit in the material sphere. Information
impact is carried out using information weapons, i.e., such means that
allow carrying out the intended actions with transmitted, processed, gen-
erated, destroyed, and perceived information.”

Vladimir Tsyganov and Sergey Bukharin use a rather closed notion
of “self-organising system” as a key term in their research, and interpret
IW as a type of crisis by focusing on different instruments of manage-
ment, which can help to resolve critical situations in socioeconomical
systems.!® They assert that IW is “a dynamic process that takes place in
a complex self-organising system with a large number of elements. The
nature of communication between elements of such a system is not
deterministic, but probabilistic.”!' IW, they argue, can start if one sys-
tem component outstrips the development of the rest, leading to the sys-
tem’s transformation or extinction.

The strongest and most vocal approach to IW in Russian discourse
is “geopolitical,” with its two most prominent authors Igor Panarin
and Aleksandr Dugin. Some foreign researchers even write about
“geopolitical schools” named after Panarin and Dugin and describe
both as “mentors of the young generations of geopoliticians.”!? Such
mentions, in fact, seem to show a lack of understanding of the Russian
authors’ relevance for the Russian discourse. In the early 2000s,
Panarin defined “IW” as a “way to create an information flow man-
agement system in order to organise the noosphere of the global infor-
mation and psychological space to one’s own interests.”!* He also uses
the construct of “geopolitical information confrontation,” which is
“one of the modern forms of struggle between states, as well as a sys-
tem of measures carried out by one state with the aim of violating the
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information security of another, and at the same time protecting itself
against similar actions of the opponent.”'* Panarin’s geopolitical infor-
mation confrontation can be divided into “information-technical” and
“information-psychological,” an argument that resembles Rastorguyev’s
distinction between technical and biological levels. About ten years
later, Panarin focused his research on the so-called color revolutions
in the former Soviet republics and countries of North Africa and Mid-
dle East as a part of the US global IW strategy against Russia. Impor-
tantly, the ideas of color revolutions prove themselves to be quite pop-
ular in Russia’s public and media spaces, and Panarin supports this
tendency by arguing that the Snow Revolution'’ in Russia was a clas-
sic example of “information-psychological operation.”!¢ In his opin-
ion, the protests at Bolotnaya Square in Moscow!” were just a part of
the Western information-psychological operation code-named “Anti-
Putin.” Panarin argues that “we should note that methods and tech-
niques (falsehood and disinformation) of ‘Anti-Putin’ were basically
the same as those used during operation codenamed ‘Anti-Stalin’ in
Soviet period. The only difference now is the usage of modern mass
media (the Internet, global television, social networks, NGO [non-
governmental organization] network and financed bloggers).”!8

Panarin’s works are important because he introduces a broad
range of complex terms and the establishment of a linkage between
IW and different modern media activities. He asserts that successful
protection from IW depends on the speed of problem analysis and
reaction, thus arguing for the development of some sort of “informa-
tion special forces” department that can serve as “strategic informa-
tion intelligence operating in the global information space and build-
ing a system of forecasts and modelling of the information noosphere
in pursuit of national interests.”!” In the context of color revolutions
and mass media activities, Panarin changes the previous definition of
“IW” and explains it via metaphors: “Information warfare is a struggle
of two swords and two shields. In our country, there must be a strong
shield and a sharp information sword, and between them there should
be an intelligence space or analysis. These are the three components
of an information war: impact, analysis and reaction.”?® The most
important task of intelligence space, from Panarin’s point of view, is
media monitoring. This is necessary due to the growing importance of
social networks as a new dimension of IW.

Dugin’s views are even more complicated than Panarin’s. He pro-
motes the term “network warfare” as a part of IW. Dugin’s concept is
based on the metaphor of rhizome (a multiple nonhierarchical structure
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of society) that helps him to conceptualize “network-centric warfare.”?!

Regular references to an external enemy (the West) logically leads Dugin
to the idea of the immediate introduction of countermeasures; as a result,
the “Eurasian netcentric warfare model” arises, the main aim of which is
counterbalancing the “Atlantic” one created by the United States and
Europe. The influence of conspiracy theories is strongly felt in the works
of Dugin. Yet among other things, this makes his metaphor-saturated
ideas popular among the general audience.

Another interesting point of view on IW belongs to Andrey Manoylo.
He claims that IW is an integral part of postindustrial society, a substitute
of armed warfare. The main purpose of IW is economic, military, and
political domination. If it operates in the political dimension targeting
government, IW becomes “a political struggle with a set of information-
psychological operations.”?? Manoylo distinguishes between IW and
information confrontation. Therefore, he is closer to the official discourse
than many others. He identifies “information confrontation” as:

the most general category of social relations. . . . [It] can be attributed
to any form of social and political competition where achieving a
competitive advantage requires using means and methods of informa-
tion and psychological impact. The concept of “information con-
frontation” includes a broad range of conflict situations in the infor-
mation and psychological sphere: from interpersonal conflicts to open
confrontation between social systems. Information-psychological war-
fare is also one of the types of information confrontation.?

As demonstrated, there are many approaches to the concept of
information warfare in Russian realities; most depend on historical
periods and the rising popularity of another phenomena or world
agenda. They allow for comprehensive study but, at the same time, cre-
ate difficulty for the formation of a unified definition. The emergence
of a single definition of IW in modern Russia is seemingly impossible
because of the close intertwining of media and popular science dis-
courses. Authors who are represented in both discourses often define
IW too metaphorically or by means of other terms. In addition, their
works, which do not always contain correct definitions, are widely dis-
seminated among the internal audience. This, in turn, creates false
ideas about significant bases in Russian practice. It seems that the
problem would be partially resolved if the term IW was fixed in the
relevant official documents at the state level, but “information warfare”
is not even mentioned.
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The Russian Media Environment
in the Context of Information Confrontation

Russia has made significant efforts to influence foreign audiences,
actively developing its media system by taking into account the experi-
ence of the Soviet Union and the United States during the Cold War. The
main recognized problem is heterogeneity of the audience as a highly
differentiated construct. There are no universal approaches toward influ-
encing both domestic and foreign audiences; each of them have their
own, though not entirely isolated, characteristics. Furthermore, there are
both foreign and domestic actors that operate within the media space of
each country. Among them, it is also possible to identify a number of
subcategories (which can be further subdivided into smaller groups by
sociodemographic and psychographic parameters). According to the
main purposes of an actor’s influence, these can be listed as follows:

* Supporters—who have to be strengthened in the opinion that they
are on the right side;

* Doubters—who should sympathize with the actor and condemn
actions of the actor’s enemies;

* Enemies—who must be demoralized and have to feel despair and
confusion.

The current media system must take into account the experience of
the past and the challenges of the digital age. Thus, the role of old and
new media is changing, as are their tasks that are conditioned by the
new goals. Old media positions are quite weak: there are many different
information sources and every audience’s category can easily and
quickly access them to reflect or verify news and other information. For
example, the domestic audience can access what a foreign audience
might consume. Russia understands this problem and tries to challenge
it by using a broad system of different media and methods of influence.
For example, Russia learned lessons from the devastating defeat in the
information space of the Georgia—South Ossetia conflict 2008, the first
important confrontation between Russian and Western interests since
the collapse of communism. Russia was not ready for the fact that the
military and economic potential ceased to be the main argument, and
many propaganda techniques of the Soviet period did not work. The key
mistakes made by Russia are as follows:

* Underestimating the gravity of the situation and, as a result, an
extremely low rate of response to the rapidly developing events;
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* Uncoordinated information policy within the country at the initial
stage;

» Lack of understanding of the opponents’ goals, discourse, and
rhetorical strategy;

* Lack of Russian journalists in the conflict area;

* Lack of a Russian media strategy to challenge Western and Geor-
gian media.

These mistakes forced Russia to play by the opponent’s rules. Rus-
sia’s modern campaigns are much more interesting and strong tactically
and strategically, which is supported by an increased variety of methods
and channels of communication. The country’s media system has started
to change and become more aggressive, rude, and rapid since that time.
The strategy of simply declaring an official point of view during that
conflict was powerless and too slow and, as a result, underwent changes.
Now, the main strategy is directed toward a comprehensive system of
counternarratives that undermine the confidence of the domestic audi-
ences in their own countries’ media resources, thus undermining the
social institutions in general.

The most notable and controversial cases of Russian foreign broad-
casting are the RT (formerly Russia Today) television network and Sputnik
International (formerly Voice of Russia) radio.?* Valeriy Solovey describes
the phenomenon of RT in detail. According to Solovey, the channel was
tested for strength in 2014: “Unconditional proof of the success of RT on
the formation and reporting of an alternative point of view on Ukrainian
events was the public irritation of US secretary of state John Kerry, former
secretary of state Hillary Clinton and President Barack Obama expressed
toward the Russian television company. It was accused of biased cover-
age of the Ukrainian crisis, spreading conjectures and lies.”* Some rea-
sons for RT’s success include: its aggressive and operational style of infor-
mation delivery; it broadcasts to the non-Western world (i.e., “disputed
territory”); and its social media marketing (YouTube and social networks).

However, a lack of politically neutral media is a problem for Russian
foreign broadcasting. In 2009, the Russian Travel Guide (RTG) TV docu-
mentary channel was launched, focusing on nature, science, culture, and
history of Russia. Currently, the channel is broadcast in twenty EU coun-
tries, Asia, and the Middle East. RTG declares “the long-term project of
the channel’s owners is to produce documentaries about the [Common-
wealth of Independent States] and former Soviet Union.” The appearance
of such politically neutral broadcasting could be interpreted as an intensi-
fication of Russia’s efforts in the formation of a positive image of the
country, yet subtly promoting the official agenda. This refers to two
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cases: the notification text “This film was created before the inclusion of
the Republic of Crimea and Sevastopol with Russia,” which appears
over video and lasts for about ten seconds and the title sequence “Open
the World.” “Travel Through Russia” shows a virtual map of Russia’s
regions, including Crimea. The purpose of the information in both cases
can be viewed as a declaration of Moscow’s official position. In addition
to traditional media, Russia now relies on the Internet and social net-
works as faster and cheaper communication channels with its desired
audience. The boundless nature of the Internet is, in fact, an advantage
and a threat. This also complicates the formation of a regulatory frame-
work for the Internet, in light of the government’s intensified attempts
since 2015 to gain control over the Internet in Russia. Censorship and
the filter system, similar to that in China, can become a cornerstone of
sovereignty in accordance with the Soviet scenario during the Cold War.
A notable aspect of Russian online information-psychological opera-
tions is the usage of “trolls” (managed by humans) and “bots” (managed
automatically). This broad system of fake accounts in social networks
helps to provide “necessary” points of view in some debates by diverting
and shifting public attention or by suppressing unwanted opinions. It is
complicated by the trolls’ and bots’ mimesis, as they accurately simulate
the behavior and emotions of ordinary people. As a method of informa-
tion exposure, they are rather effective for domestic and foreign environ-
ments and have become an integral part of the Russian information-
psychological operation and information confrontations or warfare.
Moreover, trolls and bots allow for ensuring the achievement of the
actor’s main goals with the active support of the impact’s targets and cre-
ating a semblance of free democratic choice.?® Thus, it is possible to
assert that, despite significant successful steps made by Russia, it still
borrows a lot from Soviet practices and faces a wide range of unsolved
problems in the media environment that lack a clear long-term strategy.
Nevertheless, some specific methods of information-psychological
manipulation and exposure are used successfully in the media.

Methods and Means of the
Information-Psychological Operations

An integral part of information confrontation in peacetime is information-
psychological operations, based on a complex of methods and means.
The greatest effect was made by psychology, communication studies,
advertising technologies, and so forth. In this regard, it is possible to
define explicit and implicit layers of exposure as well as positive and
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negative consequences. A large number of different notions and classifi-
cations of methods and techniques can be found in the Russian academic
field. They mainly refer to the classification proposed by the American
Institute of Propaganda Analysis in 1937. Those seven techniques
(name-calling, glittering generalities, transfer, testimonial, plain folks,
card stacking, and bandwagon) usually are featured as the “ABC of
Propaganda.”’ The main methods of information exposure for forming
the appropriate public opinion, as well as modification of behavioral
practices, during the information-psychological confrontation were con-
ceptualized by Yury Kuleshov and are listed as follows:?

* Direct lie for the purpose of domestic and foreign audiences’
disinformation;

* Concealment of critically important information;

* Dissolution of valuable information in data smog;*

» Simplification, confirmation, and repetition (suggestion);

» Terminological substitution: usage of concepts and terms whose
meanings are not clear or have undergone qualitative changes,
making it difficult to form an event’s real picture;

* Tabooing of certain types of information and news categories;

» Image recognition: famous politicians or celebrities can take part
in political events, influencing a certain impact on the worldview
of their fans;

* Providing of negative information, the audience response to which
is higher than to positive information.

Kuleshov’s conception is rather concise; another classification of
information-psychological exposure methods is detailed in the research
of Nataliya Romashkina and can be summarized as follows:3’

* Translation of deformed images: distortion of amounts; simplifi-
cation of the topic; change of cause-effect, timing, and spatial
connections; simulated misinformation; focus or concentration of
attention and the reduction of significance of the topic; attention
focus shift inside the topic; pseudological inferences.

» Use of reference groups: identification with the reference group;
method of the reference to the authority.

» Comparison and contrast.

* Reframing information: transfer of inferences and derivations; trans-
fer of the game situation on the real world, forming predestinations.
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» Nonviolent conviction: official announcements; communication with
a large audience; pressure on particular people; public meetings.

* Linkage: linkage of emotional words; linkage by the similarity in
the parameters; linkage by a particular case or generalization;
linkage by the instrument of implementation, joint sphere of appli-
cation; cause-effect linkage; linkage by the third object; linkage
by joint demonstration; linkage by attitude and support; linkage
by use of polysemantic words, terms, images.

* Problem—solution (threat-rescue): linkage of the object with the
problem (threat) with direct appeal to the target audience; linkage
of the object with the problem (threat) with indirect appeal to the
target audience.

* Preemptive answers and propaganda (“vaccination”): direct pre-
emptive answers and propaganda; indirect preemptive answers
and propaganda.

Case Studies

The Case of Lisa

Germany drew attention to Russian media in January 2016, when its
mass media intensively discussed a story about a Russian girl living in
Germany with her parents. The Russian TV channel Perviy Kanal
(One) claimed that Lisa was kidnapped and raped by Arab migrants.?!
Shortly afterward, RT joined the discussion.*? The next stage involved
the support of social networks, where not only were active debates
conducted, but also a protest movement was formed with the aim of
the girl’s defense and relief.?® It is remarkable that a collective deci-
sion was formed and the protest movement began on the Internet, and
then moved off-line in the form of demonstrations. Off-line actions
launched a new circle of discussions—this time in the German domes-
tic media.** During the last stage, the top diplomatic circles began to
comment on the story. Russian foreign minister Sergei Lavrov accused
the German authorities of hushing up the case.’* His German col-
league, Frank-Walter Steinmeier, warned against using the case “for
political propaganda, and to enflame and influence what is already a
difficult debate about migration within Germany.”*¢ Later, the Berlin
Police found out that the girl spent that night at her friend’s place;
thus, the story was fake. Before this was revealed some time later,
German-Russian relations were quite strained.
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The Case of Lack of Food

In February 2017, the Norwegian media reported that, according to
Perviy Kanal, there was a shortage of fresh vegetables in the country.
Grocery stores even introduced quotas for buyers that limited the pos-
sibility of acquisition.?” Origins of this information were in the mes-
sages of the British supermarket chains Tesco and Morrisons, and not
in Norway: “Due to continued weather problems in Spain, there is a
shortage in Iceberg lettuce. To protect the availability for all our cus-
tomers, we are limiting bulk purchases to three per person. We apolo-
gise for any inconvenience it may cause.”*® Norway’s media report is
an example of a short-term information-psychological operation but, at
the same time, it is an element of a global strategy whose main purpose
is to discredit the governments of European Union (EU) countries in
their citizens’ eyes. This example includes “change of cause-effect”
(violation of cause-effect relationships for the substitution of the
topic); “change of spatial connections” (a small crisis in the UK is
transformed into a big one in Norway); and “simulation misinforma-
tion” (changing part of the facts, except those that determine a partic-
ular source of information) methods.

The World Mass Media Hostility Index:
A Russian Approach to IW Estimations

To increase the effectiveness of the methods that are used for information-
psychological exposure and the creation of counteractions, Russian
experts have been focusing on monitoring the foreign media environ-
ment. In this regard, a group of scientists at the Russian Institute for
Strategic Studies under the direction of Igor Nikolaychuk developed
and presented the so-called World Mass Media Hostility Index (HI).
The origins of political media metrics can be traced back to the infor-
mation and analytical system Russia in the World that was founded by
the international news agency Russia Today.*

Throughout 2015-2016, articles flashed up in various Russian
media outlets commenting on the Ukraine-EU agreement. Essentially,
the story was that, in exchange for a visa regime with the EU, Ukraine
assumed an obligation to adopt refugees from the Middle East in its
territory. This information fit perfectly into the main discussion on the
problem of refugees in Europe. The effect was supported by vivid
headlines; for example, “The EU Will Force Ukraine to Accept
Migrants from Africa and the Middle East,”* “Ukraine Was Offered to
Settle by Migrants in Exchange for a Visa-Free Regime with the EU,”*!
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and “Ukraine Began to Build a Camp for Refugees from Syria.”** This
is an example of a long-term information-psychological operation, and
reveals the methods of direct lying and transfer of inferences and deri-
vations, which is a particular case of reframing, as well as the method
of fact-finding (a mix of fiction and reality). The main purposes of the
operation are reconstructing images of a negative future in the audi-
ence’s imagination and discrediting the government’s intentions via
extrapolation of the European “problem” on Ukraine.

The most interesting question arising after a consideration of Russian
media cases is why such cases generally can appear. The answer is quite
ambiguous and complicated, but the main idea is that they are Russia’s
response to the Western exposure in global IW in the past several years.
This is partly confirmed by a number of sources. In his research, I1’ya
Sergeyev studied Jennifer Psaki, former US State Department spokesper-
son, as a new tool of information forgery and the result of successful
work by US media technologists.** Sergeyev claims that the main goal of
“the ‘Psaki’ project was to test the open (public) usage of concepts’ sub-
stitution, games with meanings and absurdities as a tool to draw attention
to US policy.”** With Psaki’s help, the US government drew time because
it was not able to think over the coverage of a different situation in the
period of information confrontation. “This technology also helped to
avoid answers to uncomfortable questions, which in turn could lead to the
discrediting of the United States as an information aggressor, including
towards Ukraine,” according to Sergeyev. In my view, several methods of
information exposure were used during the Psaki project:

» Cognitive dissonance (inconsistency of reality and expectations);

* Effect of information overload (too many topics discussed, with
low quality of answers);

* [dentification of the external enemy (in most cases, Russia was
blamed);

* Implicit misinformation (it is hard not to believe the government’s
spokesperson, even if he or she is incompetent in most cases).

Thus, it is possible to claim that the Russian cases of information expo-
sure and manipulation can be the result of a counterstrategy toward the
Western double standards and partly even a kind of acquired reflex and
long life tradition.

The HI system, developed by RISS scientists under Nikolaychuk’s
direction, helps to rank data on macro and micro levels. The macro level
can be defined as media activity toward Russia whereas the micro level is
defined as media activity toward personalities or in some topic framework.
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The Russia in the World system allows for monitoring frequency and
prevalence of the information on the part of individual countries and
assessing the information environment’s aggressiveness toward Russia.
Moreover, as Nikolaychuk asserts, “We can define some objective char-
acteristics of IW using media metrics. Furthermore, we can pinpoint the
moment of its initiation, intensity, applied pressure towards the adversary,
or even find out who of journalists is writing most actively in the context
of the information war.”* In addition, Nikolaychuk draws a parallel
between IW against a certain country and aggression toward a certain per-
son; he illustrates this relationship with an example of the foreign media’s
aggressive attitude toward Vladimir Putin during the Ukrainian crisis of
2014.% Thus, it was the individual who became the object of the infor-
mation war, not the country as a whole. Nikolaychuk describes the media
system as sensitive to changes in the political and economic environment
and, in this regard, fluctuations in HI three times cannot be a coincidence.
As an argument, he cites two cases of Russian-US relations:*’

» US media demonized the Russian authorities in the framework of
the Dima Yakovlev case in 2012-2013. There were ten neutral
publications per every twenty to twenty-five negative ones about
Russia, with a sheer absence of positive articles. Later, the politi-
cal strategy of the United States changed and the rapprochement
between the two countries began. During that period, for several
months the negative pressure on Russia in the US media was sig-
nificantly reduced; the proportion was as follows: for the same ten
neutral articles, there were only six negative ones. Suddenly, the
rapprochement program was terminated and the proportion of
media publications immediately returned to the original level.

» Another case refers to Ukraine. Russia was defined as an axis of
evil in the US media again: there were ten neutral publications per
every thirty-five negative ones in August 2015. After discussions
of Russian-US operation perspectives in Syria began, the modality
of Western media content was changed: there were ten neutral
publications per every twenty-five negative ones in September
and twelve negative publications in October.

The data for HI have been monitored for more than sixty countries
since 2014. About 70,000 media pieces published between 1 January
and 30 December 2014 were analyzed in that year. Authors of HI
excluded blogs and, apparently, social networks from consideration,
calling them a “communication phenomenon that has no relation to
propaganda, no matter how someone tried to prove otherwise.”*® Ordi-
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nary news was also excluded from the analysis. Calculations of HI are
based on qualitative-quantitative content analysis of the ratio of nega-
tive publications to neutral publications. A unit for analysis is a signifi-
cant media publication that references Russia. For the convenience of
interpretation and visualization, levels of foreign hostility toward Rus-
sia are varied in colors:* Green—Ilow hostility (< 0.3); Yellow—
medium hostility (0.3-0.7); Orange—high hostility (0.7-1.0); Red—
extremely high hostility (1.0-5.0); and Black—a full-scale IW (> 5.0).

According to HI, the most media aggressive countries in 2014 were
Germany (8.929), the United States (5.771), the United Kingdom
(5.209), France (4.810), and Switzerland (4.105). The HI rating of some
countries became the object of intense discussions. Thus, journalist
Catherine Fitzpatrick was puzzled how Germany, which had strong
business and social ties with Russia, could lead the list of countries.*°
The same question arose with Austria, which supported the Russian
South Stream pipeline project. When a small discussion was held on
one of the most popular social news aggregation websites—Reddit—
users expressed doubt about whether criticism of Joseph Stalin was a
criticism of Russia.’! In 2015, the greatest number of questions arose
about the Czech Republic. Publicist Karel Svoboda was surprised that
the Czech Republic twice topped the list of aggressive countries in May
(18.0) and in November (9.0).%2 He questioned the methodology of
selecting texts and authors, which did not take into account the basic
attitude toward Russia and lack of journalists who studied Russian real-
ities. The methodology’s problem in the case of the Czech Republic was
confirmed by Nikolaychuk: “Society and media are split into Russo-
phobes and Russophiles. There are almost no centrists. The HI is now
off scale—twenty-one. However, the ‘index of benevolence’ (the ratio
of the number of positive materials to the number of neutral ones) is
also unusually high, somewhere around seventeen. That is, one neutral
publication accounts for seventeen positive.”> RISS’s index can be also
strongly criticized from a scientific point of view. The most significant
reproaches are along these lines:

* Methodological vulnerability: lack of software-assisted methods
of data analysis. RISS relies on an expert assessment of the
modality of publications, but this can lead to the expert’s personal
opinion influencing the interpretation of the text.

« Editorial policy and political orientation: lack of understanding
about origins of this phenomenon and foreign media practice.
Many different causes can make an impact on certain publications.
These causes may represent not only government but also public
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opinion, may become the author’s personal point of view, or may
be formatted in accordance with the editorial board’s rules.

» Term base entropy: lack of understanding and lack of articulating
the distinction between the concepts of IW, information hostility,
criticism, interest, and so forth.

 Elimination of the situation’s context: lack of interpretation in the
framework’s background. An avalanche of condemnation can arise
during truly ambiguous events that are not everyday practice for a
particular country such as armed conflicts and civilian casualties.

Finally, the phenomenon of mass media hostility is not new, and
origins of the research explicitly point to predetermined prejudice in
analyses of this kind. The origins of this state can be found in the
research of Robert Vallone, Lee Ross, and Mark R. Lepper.’* They
describe the perceptions of pro-Arab and pro-Israeli students about an
identical news broadcast about the First Lebanon War of 1982. In that
broadcast the Israeli military operation, called Peace for Galilee, was
condemned for the mass killing of civilians. Both groups of students
took the news as mutually biased. Vallone, Ross, and Lepper found the
reasons for this ambiguous perception to be in the students’ personal
experience, which indicated enemies. An audience will perceive even
100 percent balanced news in accordance with its own position (i.e.,
rhetoric and arguments in favor of the opposite side will seem stronger
and perfect). These results were subsequently confirmed and refined
by other researchers.>® Thus, it is necessary to apply the semio-socio-
psychological approach in studies similar to the RISS one.’® The
founder of this paradigm is Tamara Dridze, who applied such methods
for the first time in the framework of the Soviet global research proj-
ect Public Opinion (1969-1974). The key moment revealed by Dridze
is that the number of people who adequately perceive nonart media
texts remain a constant in society and amount to some 14-16 per-
cent.’” Consequently, the methodological drawback of HI gets a cer-
tain extension, questioning experts’ ability to appraise media texts as
negative, neutral, and positive, as well as the possibility of extrapola-
tion of their personal opinions to society as a whole.

Conclusion

It should be noted that the Russian confusion in terms of the concept of
information warfare is not a temporary phenomenon and has a long his-
tory. Most likely, the terminology unification problems will continue due
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to the fact that the development of topics such as this one is a peculiar
political mechanism of the reconstruction of reality. The dynamic nature
of the events surrounding Russia and their speed and range affect the
nature and interpretation of terms in different discourses, as it was in the
Soviet period and the Cold War with antithetic terms of information war
and ideology struggle. This was also the case when the color revolutions
gave impulse to a new discussion of the concepts’ meanings.

The concept of IW will be controversial until it is popular in different
discourses at the same time (e.g., public, academic, political, and target
experts). Unfortunately, the most frequently cited ideas and definitions
are still evolving, and substitutions of the term information warfare for
information confrontation that happened in official doctrine cannot seri-
ously change the situation for the better. At the same time, one can be
sure that the basic principles of information-psychological methods of
exposure will remain unchanged while the channel of communication will
be improved. Every country is able to learn lessons from the past and fix
the mistakes. Progress does not stand still; every country constantly mon-
itors new technologies of communication and broadcasting to develop
systems of countermeasures. It would be a mistake to refuse to use old
media since both new and old are likely to be used.
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The Battle for Mosul:
An Analysis of Islamic State
Propaganda

Charlie Winter

On 16 October 2016, Prime Minister Haydar al-Abadi of Iraq
announced the launch of a military campaign to liberate Mosul from the
Islamic State.! After controlling the city for twenty-eight months, Abu
Bakr al-Baghdadi’s organization suddenly faced a serious impending
challenge to its rule.? In the weeks that followed, the group slowly lost
its grip on the city’s eastern bank. The Iraqi Security Forces (ISF) pene-
trated Mosul’s limits, capturing the outermost district of Kawkjali within
thirty days.’ Two weeks later, no fewer than nineteen neighborhoods had
been secured—about 30 percent of Mosul proper.* In December, the
campaign’s prospects appeared to sour when an entire tank division was
routed by the Islamic State at Salam Hospital, resulting in heavy losses.’
In the wake of the ambush, the campaign stuttered on, before eventually
coming to a full standstill or—to borrow a coalition euphemism—an
“operational refit.”® When things picked up again, “85 to 90 percent” of
the Islamic State’s territory in the eastern bank was recaptured.” And on
24 January—exactly 100 days into the campaign—the Iraqi prime min-
ister returned to the pulpit, this time to declare victory.®

The first phase of the battle for Mosul received ample attention
from international media. Journalists aimed to be present at every junc-
ture: BBC News correspondents traveled alongside counterterrorism
service units as they penetrated the city limits,” New York Times writers
sent dispatches from newly liberated neighborhoods,'® and some news
channels even set up live video feeds for observers to stream footage of
the fighting in real time.!!

Coalition-backed forces were not alone in encouraging battlefield
reporting, as the Islamic State media cabal communicated the campaign

171



172 Charlie Winter

with equal, if not greater, enthusiasm, depicting its defense of the city in
vivid detail. Each suicide operation was celebrated individually,'? the
destruction of every enemy vehicle prompted “Breaking News” notices,?
and front-line video clips were disseminated on average twice a day.'* As
the battle for Mosul continued, the Islamic State, already infamous for the
scale and scope of its strategic communication operations, went into
information overdrive.

While this strategy surprised neither the US-led coalition, nor its
Iraqi partners, nor the journalists covering the battle, the mainstream
understanding of the Islamic State information campaign was hampered
by a myopic focus on propaganda deliberately geared toward receiving
global publicity, which amounted to only a small proportion of the full
corpus.'® Consequently, my main purpose in this chapter is to correct
this imbalance.

In the following analysis, which is based on an exhaustive database
of official Islamic State propaganda published between 16 October 2016
(when the campaign to recapture east Mosul first began) and 24 January
2017 (when the campaign was declared completed), I evaluate the
Islamic State’s information operations from two different analytical per-
spectives. After outlining the data collection methodology I present the
first perspective, which is based on a structural examination of the data
itself through mapping the media nexus charged with delivering the
propaganda messages and outlining the various forms of output. The sec-
ond perspective is based on the work of French propaganda theoretician
Jacques Ellul; in it, I thematically dissect the story that Islamic State pro-
pagandists told during this information campaign.'¢ T introduce and dis-
cuss the three foundations of the Islamic State brand in Mosul—warfare,
victimhood, and utopia—and track the evolution of each. I conclude this
two-stage analysis by discussing the unprecedented nature of the Islamic
State’s information response to the battle in general, and the notable
absence of execution propaganda across the 100-day period in particular.

Data Collection Methodology

In September 2015, the Islamic State’s official media cadre began using
Telegram, a Russian-owned and Berlin-based encrypted communica-
tions platform, as its rear-operating base for propaganda dissemina-
tion.!” Telegram offered an efficient and resilient way for the group to
market itself online, as it was more difficult to navigate, infiltrate, and,
therefore, censor than similar platforms such as Twitter or Facebook.!®



The Battle for Mosul 173

In the context of official Islamic State strategic communication
operations during the analyzed period, there were two most-dominant
Telegram channels operated by the Islamic State: (1) Nashir and (2)
the A’maq News Agency. While the former was an official clearing-
house for all propaganda produced and curated by the Islamic State’s
central and provincial media offices, the latter, which runs its own
channel on Telegram, was the principal point of issuance for media
products attributed to its newswire—the A’maq News Agency. Operat-
ing autonomously, an Islamic State—administered disseminator bot
network calling itself “the Nashir News Agency” aggregated output
from both sources and published its content.

The database, on which this chapter is based, consists of archived
media products disseminated by the Nashir News Agency bot network
during the 100-day data collection period on a daily basis, and regularly
cross-referenced with the official Nashir and A’'maq News Agency
Telegram channels to ensure that nothing was missed. After all data
unrelated to the Mosul campaign items were weeded out, the rest were
individually translated and coded.

The Media Nexus

Between 16 October 2016 and 24 January 2017, the Islamic State’s
official media houses published over 1,000 propaganda products that
addressed the campaign to retake east Mosul. Most were short opera-
tional briefs—claims that were disseminated shortly after individual
attacks or incursions. The rest were photo-essays, radio bulletins, video
clips, written supplements, and feature films. In analyzing this vast of
amount of data, it is possible to point to just five of the Islamic State’s
fifty-four official propaganda outlets that were responsible for all
Mosul-related information operations.'’

The A‘maq News Agency

The A’maq News Agency was the most productive outlet by far, pub-
lishing a steady stream of Mosul-related propaganda in four forms
during the data collection period. First, it circulated brief operational
digests, usually Arabic-language statements ranging from ten to thirty
words in length. They tended to be delivered as image files, some-
thing that facilitated their rapid dissemination across different social
media platforms.



174 Charlie Winter

The second-most-prominent form in the agency’s repertoire was
video clips, with one to five clips being circulated from Mosul each day.
These videos tended to be staged but received little editing, which
meant they could be disseminated on a highly tactical basis. Most of the
videos depicted one of three events: military clashes (muwajihat,
ishtibakat, isti’ada, ma’raka, and hujum videos); suicide operatives
driving off into the distance before detonating their vehicle-borne
improvised explosive devices (‘amaliyyat istishhadiyya videos); and the
aftermath of coalition artillery or air strikes, principally in the form of
destroyed infrastructure and dead or dying civilians (athar or qusf
footage). On a less regular basis, the agency circulated video clips
showing civilian life in Mosul, including carefully choreographed
recruitment fairs?® and tours of vegetable markets.?!

The third form of the agency’s propaganda was infographics dis-
seminated on a weekly and monthly basis, providing detailed statistical
updates on the state of the battle.?> The propaganda campaign did not
feature maps, presumably because documenting the Islamic State’s ter-
ritorial loss could prove itself to be counterproductive. Therefore, info-
graphics were a useful way to distract from defeat and reframe the
Islamic State’s gradual loss of land as an economic weapon with which
it was draining its enemies.

The final A’'maq News Agency product—the detailed news articles—
appeared on only a handful of occasions.?* Since they uniquely focused
on conveying news of successful counteroffensive operations, that might
explain their relative scarcity in the Mosul context.

The Nineveh Province Media Office

The Nineveh Province Media Office produced the second-largest num-
ber of Mosul-related propaganda products between October 2016 and
January 2017. According to the group’s own documents, as one of the
Islamic State’s forty-four centrally coordinated regional units, it is
“affiliated with the provincial governor himself and [operated] in coor-
dination with the [top] military and security official. [It] covers military
operations and their results, as well as [the work of] services facilities,
the implementation of shari’a rulings, and the course of life in the
province.”** During the campaign, the Nineveh Province Media Office
was more active than it had ever been before, even compared to June
2014 when the Islamic State first captured the city of Mosul.

The office circulated propaganda in three main forms: detailed
operation claims, photoreports, and feature-length videos. Unlike the
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A’maq News Agency equivalents, the Nineveh Province Media Office
operation claims provided a high degree of granularity. Its coverage of
the Islamic State’s resistance in Mosul was less frequent, but more
nuanced. And because it consolidated many tactical events into one
comprehensive product, it was ultimately easier to digest.

Besides operation claims, which appeared between one and eight
times a day, the office published formal and informal photoreports. For-
mal photoreports, usually shot on single-lens reflex cameras by proficient
photographers, depicted civilian and military activities in the city?® while
informal reports, typically published under the tagline “Breaking News,”
presented collections of images hastily captured on the front lines.?®

The additional Nineveh Province Media Office product was the
feature-length video documentary. Only five were published between
October 2016 and January 2017, but they were of fundamental impor-
tance to the Islamic State’s information operations in Mosul.?’” Unlike
most other media products disseminated by the group, these videos were
technically impressive and weaved together multiple narrative strands.

Bayan Radio

During the battle for Mosul, the Islamic State published its daily Bayan
Radio news bulletin on Telegram, shortly after broadcasting it in Iraq
and Syria at about noon Mosul time.?® Offering an operational digest for
the previous twenty-four hours in Arabic, English, French, and Turkish,
Bayan Radio’s FM and digital broadcasts were an important pillar of the
group’s Mosul information operations.?’

These operational digests were of relatively low impact individu-
ally—for instance, many mentioned Mosul only in passing. However,
they served an important purpose by allowing the Islamic State to
steadily and strategically relay a certain narrative to its supporters.
When refracted through Bayan Radio’s microphones, the campaign
looked very different from the mainstream version of events. Indeed,
according to the Islamic State’s carefully crafted story line, what hap-
pened in the east of the city between October 2016 and January 2017
was a calculated and deliberate tactical retreat, not the strategic defeat
that objective observers perceived.?

The Naba’ Newspaper

The Islamic State circulated an electronic copy of its newspaper
Naba’ every Thursday during the battle for east Mosul. Sixteen pages
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in length—about 12,000 words in total—Naba’ reiterated the line con-
veyed by the rest of the group’s propaganda.*' The newspaper’s aggre-
gated form made it an approachable source for Arabic-speaking support-
ers, perhaps even more than the group’s radio broadcasts or operation
claims; simply put, it was easy to keep track of. Moreover, the battle for
Mosul featured heavily across the data collection period, as it was front-
page news every week bar one.*?

The Furqan Foundation

The final media production unit to participate in the Islamic State’s
information campaign during the battle for Mosul was the Furqan Foun-
dation, the central propaganda office that was in charge of publishing
audio statements from the group’s leader, Abu Bakr al-Baghdadi, and its
spokesman, Abul-Hassan al-Muhajir. While it was dormant for most of
the campaign, two statements, one from al-Baghdadi and the other from
al-Muhajir, were published in November and December 2016, respec-
tively.>* In each, the Islamic State’s Mosul resistance figured promi-
nently, though it was referenced only indirectly.

Content Analysis

This thematic analysis of the Mosul propaganda database benefits
from prior reference to the work of Jacques Ellul, which provides a
useful lens allowing us to evaluate the structure of the Islamic State’s
information operations, both in general and in the specific context of
this campaign.**

Using Ellul’s classifications, most of the group’s media output was
“strategic”—that is to say, individually indistinct and relatively low
impact, but cumulatively effective and far-reaching.’® The remainder
was “tactical”—that is, irregular, agitative, and proactive.’® Generally
speaking, strategic propaganda was intended to maintain and curate the
information atmosphere, keeping the Islamic State brand relevant and
credible, even in the face of inexorable territorial loss. Through strate-
gic propaganda, al-Baghdadi’s media cabal sought to engender a long-
term psychological shift in the minds of sympathetic audiences by alter-
ing the entire worldview of the consumers, rather than just their
understanding of a particular event or series of events.?” Conversely, it
also used tactical propaganda to work toward more obvious objectives
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such as recruiting supporters, intimidating enemies, and countering the
messaging operations of adversaries.

The information campaign on Mosul offered a paradigmatic example
of this bifurcated approach toward communication. Most of the time, the
propaganda that emerged was simply strategic filler, a component part of
the broader caliphate narrative that accumulated with time. Along with
the incidental “regulars” (e.g., the radio bulletins and weekly news
roundups), these products were fundamental to the perpetuation of the
caliphate myth, no matter how unremarkable they appeared at first sight.
Throughout the battle for the city, they served as supporting evidence for
the Islamic State’s narrative of defiance and—whether they depicted
civilian governance or collateral damage, individual skirmishes or dis-
tant suicide attacks—offered a continuation of an ideological line that
was established years ago. In this sense, the strategic propaganda prod-
ucts were more or less business as usual for the propagandists, and the
fact that Mosul was their subject was largely incidental.

At the other end of the Ellulian spectrum was the high-impact tac-
tical campaign propaganda, which the Islamic State disseminated in an
effort to aggressively redirect the information agenda around Mosul.
During the 100 days of the battle, tactical propaganda took two forms:
provincial feature films and leadership statements. Some called for
action and others merely reiterated what had previously been said but,
in any case, each was distinct from the general flood of strategic prop-
aganda. There was nothing automatic about these products, which
demanded active conscientious consumption. Fusing together incite-
ment and entertainment, they were meant to be watched, read, or lis-
tened to in full, perhaps even multiple times. They were an event of
their own, a disruptive moment at which supporters online and fighters
off-line were meant to stop and think, to take stock of their position,
and to suppress any personal doubts or concerns.

It would be wrong to think that propaganda at one end of Ellul’s
spectrum was more important than propaganda at another. While each
one had a very different role, one in isolation of another would have
been a fraction as effective than a combination of them. In any case, it
is important to reiterate that, during the Mosul campaign, propaganda
not only was used by the Islamic State to intimidate, repudiate, recruit,
or radicalize, as is commonly conceived.’® But it also was geared
toward maintaining a strategic atmosphere of resilience for the benefit
of those who were already active supporters, perpetuating a sense that
things remained in motion and that the divine winds were continuing to
blow in the direction of the caliphate.
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Thematic Analysis

In response to the battle for east Mosul, the Islamic State propagandists
focused on three overlapping elements operating within rigid strategic
narrative parameters that rarely shifted. The first element was the mili-
tary dimension of the campaign. Comprising the vast majority of the
database, this dimension consisted of suicide mythicism, foot soldier
heroism, and strategic denialism. The second and third elements were
civilian victimization and propaganda that focused on depicting the
Islamic State as utopia.

The Military Dimension

Suicide mythicism. From the outset of the Mosul campaign, it was clear
that suicide operations would come to characterize the Islamic State’s
defense of the city. Indeed, in the first week alone, the group claimed
that its fighters perpetrated no fewer than fifty-eight vehicle-borne
attacks.*® Although information regarding the particularities of these
operations was initially scarce, the Islamic State’s reporting changed
tactically three weeks after the beginning of the campaign, at which
point it began to release detailed claims through the A’maq News
Agency, along with special martyrdom reports from the Nineveh
Province Media Office, Bayan Radio, and Naba’ newspaper.*!

It is important to note that the propagandistic communication of
suicide attacks was nothing particularly new for the organization. Many
years prior to this campaign, its media team had developed a relatively
convoluted system for martyrdom reporting, whereby it would issue
announcements on password-protected forums, followed by sporadic
photographs, and, on some occasions, video wills.*? For a long time, it
seemed that this formula was deemed sufficient, even after the Islamic
State caliphate was declared in 2014 and its use of the tactic bal-
looned.** However, in the context of Mosul, the Islamic State suicide
attacks were so regular that the group needed to enhance these trib-
utes—if nothing else, just to keep up a steady flow of suicidal volun-
teers. To this end, the propagandists were hyperactive in their efforts to
simultaneously humanize and deify the perpetrators, seemingly attempt-
ing to turn them into demigods, inspirational “big brothers” that were
bearing the brunt of the Islamic State’s defensive operations.** Would-
be suicide operatives were repeatedly cast as selfless sons of Islam, just
as excited to be defending the Islamic State as they were at the prospect
of certain paradise. This was at its most extreme in The Knights of the
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Ministries, a video in which would-be bombers were shown praying,
eating, and joking around together, before drawing lots in a competition
to see who would embark on the first mission.** For the one who “won,”
his seemingly uncoerced happiness at the prospect of impending
death—and the apparent envy of his associates—was almost palpable.

In this sense, the campaign was a game-changer for jihadist martyr-
dom media. The propagandists devoted more attention than ever to
telling the stories of individual attackers, not only sharing their names
and nationalities but also interviewing them about their broader life.
Teenage bombers were quizzed about their time as youth cadets,* and
adult men were filmed describing happiness at the prospect of leaving
behind their friends.*” On occasion, family members were even asked to
discuss on camera the pain—or pride—they felt at the prospect of los-
ing a loved one to an Islamic State suicide operation.*®

As well as lionizing the operatives involved, the group experi-
mented with different techniques for depicting the attacks themselves.
Between 2014 and 2016, the norm for martyrdom propaganda had been
carside chats with soon-to-be bombers followed by zoomed-in footage
of distant mushroom clouds.*’ But this format downplayed the sheer
scale of urban suicide bombings in Mosul and failed to show the level
of damage a single human sacrifice could cause. To work around this
problem, the propagandists turned to drone technology; and, in early
January 2017, they reached a milestone when they released a single
forty-minute-long video of high-definition aerial footage that depicted
thirty-eight separate suicide attacks.’® Each operation was expertly gam-
ified: they were shown in quick succession from start to finish, the tar-
gets highlighted with computer-generated graphics, and the resultant
explosions delivered in slow motion. In Mosul, the Islamic State revo-
lutionized its marketing of suicide tactics, framing them as an unparal-
leled tool—the caliphate’s decisive asymmetric weapon.

Foot soldier heroism. In conjunction with the first narrative, Islamic
State foot soldiers were portrayed as stoic and fearless. The propagandists
evidently wanted to demonstrate that the organization was not going to
crumble without a fight and, even if they felt that defeat would ultimately
be unavoidable, it was vital that they communicated this with grace and
enthusiasm. Hence, they worked to idealize those who were fighting, con-
stantly emphasizing their masculinity, altruism, and strength of faith.

At the beginning of the battle, Islamic State media operatives pri-
oritized depictions of personal defiance over anything else. Soldiers
were shown declaring that, if the Iraqi Security Forces penetrated the
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city, they would be there, personally prepared to fight until the death.’!
One month after the beginning of the campaign, when it had become
clear that the ISF and its allies were making progress, this idea of
provocative defiance was supplanted with something else: depictions
of joy. Whether the foot soldiers were filmed firing SPG-9 recoilless
rifles,>? laying down covering fire with heavy machine guns,*® or lob-
bing homemade grenades over walls,** they were shown to be enjoying
themselves. Skirmish footage often concluded with images of tired but
smiling soldiers,> and elated shouts of “Allahu akbar” were routine in
front-line video clips.>® This footage typically ended with a favorite
trope of the Islamic State propagandists: photographs of carefully
arranged ghana’im (war booty) alongside juthuth (the charred corpses
of enemy soldiers).%’

In its tactical propaganda, the media team was even more intensely
emotive. Videos like The Promise of Allah and Hunters of the Tanks
framed those fighting on the front lines as almost mythic characters:
stalwart, courageous, and, most importantly, fully committed to the pro-
tection of their “state” and religion.®

While at first the propagandists focused on the need for individual
forbearance, as the situation became more desperate in Mosul they
recalibrated, portraying the campaign as socially intense and emotion-
ally satisfying—an epic collective battle of wills. By framing the resist-
ance like this, they were, paradoxically, able to lace the prospect of
defeat with a potent sense of triumphalism.

Strategic denialism. The third pillar of the Islamic State’s Mosul-
related war propaganda was denialism. It mainly focused on three
aspects of the campaign: first, the loss of territory; second, the depletion
of recruits; and third, the strategic defeat.

After the first few weeks of the battle, once it was clear that signif-
icant loss of land inside the city of Mosul was inevitable, the Islamic
State attempted to deflect attention away from the ISF’s advances.
Instead of using cartographic propaganda, which had been a powerful
communicator for the group when it was expanding in 2014 and 2015,
they set about challenging enemy claims through infographics jam-
packed with military data,> photoreports depicting “normal life” in
areas that were said to be contested,’® and video clips showing fighters
staking claims in districts that had allegedly already fallen.®!

The Islamic State’s media operatives were also compelled to repu-
diate rumors about leadership rifts and a dwindling supply of recruits.®?
Whether they were based on sound intelligence or carefully targeted
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coalition psychological operations, such rumors had the potential to
severely damage morale. So—seemingly in response—the propagandists
released several videos showing fighters pledging to fight to the death,®
and civilians signing up in droves.®*

However, in January 2017, after it became clear that the Islamic
State defense of Mosul was down to its last few hundred men, the pro-
pagandists did eventually accept that the flow of new recruits had dried
up. Reflecting this in a set-piece video, they told stories of doctors,
road workers, police officers, and propagandists who had put them-
selves forward for suicide operations in the city, seemingly wanting to
make it appear that the group was, ideologically speaking, just as pow-
erful and popular as it had ever been.® The narrative indicated that,
even though the caliphate was contracting and no longer able to govern
because of the global campaign against it, it was still able to inspire the
same level of fervor.

Perhaps the most important aspect of the Islamic State’s Mosul
denialism was the claim that, against all odds, such as significant loss of
territory, depleted ranks, and dead leaders, the organization was contin-
ued to make strategic headway in its war against the rest of the world.
This idea was manifested in two ways. First, the propagandists reframed
the prospect of defeat as evidence that the apocalypse was nearer than
ever. In conveying this, the lengthy Furqan Foundation statements from
al-Baghdadi®’ and al-Muhajir®® were crucial, as they were infused with
eschatological references and linear comparisons between 2017 and the
time of the Prophet Muhammad. The same reverential exaggerated
tones dominated the videos produced by the narrators at the Nineveh
Province Media Office.

Second, the propagandists also worked to cultivate a sense that
this battle had long been anticipated by the Islamic State, and that the
city of Mosul was in fact a lure intended to exhaust the ISF and its
allies, thereby setting the stage for a future offensive that would ulti-
mately bring Iraq and the rest of the world to its knees.® Through this
lens of attrition, the eventual loss of Mosul did not matter, as long as
the group was able to make it as expensive and painful to the adver-
sary as possible.

By consistently subverting mainstream claims about the Islamic
State resistance in Mosul, the group mitigated the damage caused by its
incremental loss of the information agenda. Engaging obliquely with
the opposing narrative, they deflected and detracted by implication,
denying its credibility and reframing what seemed to be impending
defeat as a step toward cosmic victory.
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The Civilian Victimization Dimension

The constant torrent of warfare propaganda about the east Mosul cam-
paign was interspersed with graphic, but infrequent, allusions to the vic-
timization of Sunni Muslims in and around the city. This narrative—
particularly as it pertained to children, women, and elderly people that
had been killed or injured by the coalition air campaign—had been an
integral part of the Salafi-jihadist ideology long before the rise of the
Islamic State, let alone the battle for Mosul.”® This is intuitive: if the
enemies of Islam are said to be deliberately targeting Sunni Muslims,
then Sunni Muslims require protection. Therefore, Salafi-jihadists have
historically exaggerated this sense of shared victimhood because doing
so allows them to legitimize and justify their very existence.

With that in mind, the Islamic State propagandists covering the
battle for east Mosul created content that emphasized the civilian costs
of war. Broadly speaking, it took two forms: (1) footage of human
casualties caused by artillery and air strikes;”! and (2) occasional
videos specifically geared toward showcasing damage to civilian
infrastructure.”

Somewhat surprisingly, these products were not a regular feature
of the information campaign. Indeed, instead of emphasizing and
amplifying civilian collateral damage as they had done in other simi-
lar circumstances in previous years, the propagandists were notably
restrained. Perhaps they had determined that it was not appropriate to
emphasize the notion of victimization at that particular juncture.
Although victimization had played a much more prominent role in its
propaganda in 2014 and 2015,7 the Islamic State’s prospects and pri-
orities had since changed. During those early years, the group’s provin-
cial media offices frequently released set-piece videos and photo-
essays that iterated and reiterated the “crimes” being committed
against Sunni Muslims in Iraq and Syria.”* This idea was championed
as an international call to arms; that is, a way to incite supporters to
act, and to foment global credibility.

However, as the Islamic State’s territorial outlook diminished over
the course of 2016, so did its use of victimization in propaganda. Indeed,
it was largely ignored aside from occasional references by the A’maq
News Agency. This was probably a result of the fact that the propagan-
dists wanted to control audience perceptions. After all, given that the
Islamic State was the defending party, an illustration of the costs being
borne by the civilian population could be counterproductive; it could be
interpreted as a sign of the Islamic State’s impotence—evidence that the
group was inadequate as a protector.



The Battle for Mosul 183

The Mosul Utopia Dimension

In the summer of 2014, the Islamic State, which had long aspired to be
more than just an insurgent group, redoubled its efforts to brand itself as
a divinely guided Islamic utopia, eventually announcing that it had
established a global caliphate.” In the months and years that followed
its caliphate declaration in June 2014, this idea became a unique sell-
ing point for the group, and depictions of civilian life in its “state” were
soon placed at the forefront of its branding operations.”® The organiza-
tion called on supporters to join—not just to fight and, ultimately, die—
but to live within it, too, and become one of its founding fathers or
mothers. It is difficult to overstate the importance of this ideological
promise; indeed, foreign members of the group consistently pointed
toward its pseudostatehood as the principal reason they chose it over
other Salafi-jihadist organizations such as al-Qaeda.”’

The city of Mosul—the Islamic State’s largest population center for
more than two years—figured highly in the propagandists’ efforts to
market the utopia. Whether it was through images of orphanages,’® fair-
grounds,” markets,*® mosques,®' or hotels,*> media operatives milked
the city for all it was worth, even using captive British photojournalist
John Cantlie to advertise the advantages of living there.®® Over the
course of 2016, as the Islamic State began to lose territory in Iraq, the
Mosul utopia theme became markedly less prominent. Indeed, in the
period that preceded the battle for Mosul, it had almost entirely van-
ished from the propaganda roster.

From 16 October 2016 onward, though, this downward trend
momentarily reversed; in the early days of the battle, the group began to
circulate an unusually high number of propaganda products looking at
the continuation of “normal” life in the city: humming markets,** blos-
soming crops,®® social welfare distribution,® and gay men being thrown
from tall buildings.®’” On one occasion, the Nineveh Province Media
Office even released a photo-essay exhorting the state of dental care in
the city.’® Here, the Islamic State appeared to be using reports of normal
life to mark territory and repudiate rumors of discontent. Through
depictions of the still fertile economy and, by default, the still buoyant
citizenry, they seemed to be hoping to subvert the rumors that civilians
in the city were rushing to welcome the encroaching ISF. In a sense, the
message of utopia was weaponized and used to directly counteract one
of the mainstays of the coalition’s information operations strategy in
Mosul—namely, the external exacerbation of internal dissent.

As the campaign progressed and the Islamic State’s resistance
crumbled, the appearance of the Mosul utopia theme declined almost
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exponentially. Although it was initially used to illustrate that the cam-
paign was ineffectual, and that Islamic State governance would perse-
vere despite immense pressure, this narrative eventually became impos-
sible to sustain and the propagandists dropped it.

Conclusion

The Islamic State’s communications from east Mosul between 16 Octo-
ber 2016 and 24 January 2017 were extraordinary. The organization
expertly used propaganda to repudiate enemy information operations
and, more importantly, to establish a strategic narrative that would ulti-
mately enable it to emerge from the battle conceptually unscathed.
While both supporters and adversaries will not forget its defeat in the
eastern bank of the city, aside from the obvious material implications its
loss did not result in the end of the Islamic State caliphate.

This may seem surprising. After all, the city had been a prized pos-
session for the organization for over two years; its most populous and
strategically significant stronghold in Iraq, and the centerpiece of its
insurgency.®” Losing it could easily have spelled the end of the Islamic
State brand—which was built on foundations of triumphalism®*—but
due to effective propaganda, it did not. Indeed, through this carefully
orchestrated information campaign, al-Baghdadi’s caliphate was able to
weather the worst of the ideological storm presented by the battle.

It is worth noting that the Islamic State’s propagandists developed a
new approach during the fight for Mosul. Unlike in previous defensive
operations—such as that of Fallujah in May and June 2016—they
embraced the Mosul challenge from start to finish. Recognizing that their
default approach—to just look the other way—would not work given the
city’s unparalleled symbolic clout, they flooded the information battle-
field with propaganda. Supplementing their torrent of military misinfor-
mation with twin streams of victimization- and utopia-themed media, the
propagandists were able to spin the defeat in a manner that maintained
morale among supporters inside and outside of the caliphate borders.
Indeed, despite the battle’s outcome, the Islamic State insurgency in Iraq
and Syria struggled on—at times even escalating. Moreover, outside of its
heartlands, international supporters continued to launch terrorist attacks in
its name. Given that the result of the Mosul campaign could easily be pre-
dicted, as over 100,000 coalition-backed troops were pitted against less
than 6,000 ill-equipped Islamic State fighters—this was probably the best
outcome that the organization could have hoped for.”!
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Whatever the case, it is worth ruminating on one notable absence
from the Mosul information war: the ultraviolent propaganda for which
the Islamic State had become notorious in earlier years. Given that it
had made its name through the publication of high-definition videos
depicting extreme brutality in 2014 and early 2015, it was striking that
throughout the battle for east Mosul, the group did not release a single
execution video from the city. Indeed, there were just two instances of
execution media during the 100-day period, and both were tacked on to
other propaganda products as though an afterthought.”> The relative
absence was even more confounding in light of the fact that, in the
months running up to the campaign, the Nineveh Province Media
Office’s output from Mosul had been more sadistic than ever before,
with a series of videos emerging in the autumn months that depicted
dozens of alleged spies being executed en masse.”?

This absence was significant, as it demonstrated that the group’s
previous videographed ultraviolence was anything but mindless.
Rather, it was used selectively, adopted according to the specific situ-
ational exigencies of the time. When those exigencies changed, so did
the propagandists’ communication priorities. This seemingly small
anomaly thus dispels the notion that the Islamic State has been a death
cult, irrational in its approach toward meting out and communicating
violence. Instead, it indicates that al-Baghdadi’s media cabal has used
brutality tactically, only when it made “sense.” The fact that its ultra-
violence appears to have been a means to an end and not an end in
itself has profound implications. Moreover, it upends the mainstream
misconception that violence is instrumental to the organization and,
therefore, requires that political and military leaders adjust the frame-
work through which they are challenging it.
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Islamic State Propaganda
as a Strategic Challenge

Vladimir Sotnikov

The Islamic State is one of the most complex, closed, and
relatively effective military and political phenomena in contemporary
international relations. Although in Russia, as well as in many Western
countries, it is classified as a “terrorist organization,” in the Middle East
the attitude toward DAESh (which is the Arabic abbreviation of the
Islamic State)' is not so unambiguous. In the Greater Middle East and
among many pro-Western elites, there is a firm opinion that the Islamic
State is an artificially created political structure literally stuffed with
agents of the most diverse secret services in the world. In response to
the question, “How can such a confrontational attitude from the US and
Western countries to DAESh be explained by Washington and its
allies?” usually, after some pause, a strange answer follows: no one
knows what alliances emerge at this level, who is against whom, and
who is a “friend” of whom.?

It is possible to argue that, in an increasingly complicated and
complex picture of the Greater Middle East (where systemic intricacies
are constantly becoming more and more confusing), the Islamic State
occupies one of the most mysterious places. One of the main reasons
for this is the involvement of various secret services in its emergence
and formation. As a certain prototype organization, the Islamic State
was created by experienced officers from Saddam Hussein’s (hereafter,
Saddam) secret services, including representatives of the powerful
intelligence services of the Ba’ath Party.® Therefore, the Islamic State is
distinguished by a rather high professional level of officer corps, man-
agement personnel, propaganda mechanisms, and management of the
sphere of internal security. The internal structure of the organization, in
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accordance with the traditional rules of functioning of the Mukhabarat
(special services) combines open, semiofficial, and fully closed organi-
zational components.® In fact the special services of Syria and Turkey to
some extent, as well as the US and British military intelligence services
(to a lesser extent), along with Saddam’s Mukhabarat, have participated
in the creation and formation of the Islamic State since 2003.° This is
because Iraqi special services have accumulated significant experiences
developing close ties with their colleagues from other countries during
the Iran-Iraq War. Thus, the best way in which we may describe the ori-
gins of the Islamic State can be found in a good account by Yezid
Sayigh, senior associate and professor at the Carnegie Middle East Cen-
ter in Beirut. His provocative thesis is that the Islamic State—whether it
is called the Islamic State in Iraq and Syria (ISIS), the Islamic State of
Iraq and Levant (ISIL), or DAESh—is, in organizational and strategic
terms, a clone of Saddam’s Iraqi Mukhabarat state. The heart of ISIS, he
contends, is Iraqi. Abu Bakr al-Baghdadi mimics Saddam through his
deliberately brutal behavior and his ruthless consolidation of power. But
being Iraqi is also a drawback as it seeks to extend its domination in
Syria, where it is challenged by the al-Qaeda-linked Jabhat al-Nusra
Front, which has a stronger Syrian base.”

At the highest strategic level, albeit temporarily, US and former
Ba’athist interests coincided.® The US military intelligence community,
which seeks to create a new system of power balance in the Greater
Middle East, makes a strategic bet on the pressure toward the Islamic
Republic of Iran, which they have long sought after since the Iranian
revolution. Waiting for a convenient moment in Iranian internal politics,
the US military intelligence services simultaneously need a significant
regional counterweight to Tehran so that it does not have to become
dependent on it as a regional superpower.’ For various reasons, neither
Turkey, Saudi Arabia, nor Israel can become such an effective regional
counterweight to Iran, and it is here that DAESh represents an impor-
tant factor in involving the Iranian security forces in a series of flaring
regional power conflicts. In 2014 some US intelligence agencies used
the Islamic State effectively against the Nouri al-Maliki government in
Iraq, which was actively supported by the leadership of the Iranian
Islamic Revolutionary Guard Corps (IRGC).!? In addition, the Islamic
State weakened the IRGC in another realm by taking control of territo-
ries in Syria and Iraq, which are Iran’s allies. At the same time, the cur-
rent conspiracy intrigue with the use of the Islamic State objectively
plays into the hands of the political grouping of Iranian president Has-
san Rouhani. Strengthening the position of the Islamic State in the
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region facilitates a more rapid establishment of the entire complex of
relations between Tehran and Washington.!!

The current confrontation between the West and the Islamic State is
consistent, and serves the long-term strategic interests of the organiza-
tion because it can be exhibited as the only military-political vanguard of
the entire Islamic world in confrontation with the “Western Crusaders.”!?
However, the Islamic State is the brainchild of the metaphysical energy
of the most implacable fundamentalist jihadism, based on the eschato-
logical credo, the deepest faith in the early incarnation of ancient
prophecies about the “end of the times,” and the special fate of those
Muslims who will participate in the realization of these prophecies.

Historical Background

Initially, an ordinary and almost unremarkable unit of al-Qaeda in Iraq,
the Islamic State originally called Jamaat at-Tawhid al-Jihad (the Organ-
ization of Monotheism and Jihad), led a classic insurgency war commit-
ting terror attacks against the Shiite population of Iraq, pro-US govern-
ment forces, and their facilities. Such tactics pursued no long-term goals;
the stake was placed on the process itself but not on the final result.!?
However, even in this initial period among the fighters and the leader-
ship of this organization (which later was renamed the Islamic State of
Iraq), there were representatives of Saddam’s former security agencies
and special services who were deeply disillusioned with Ba’athist ideol-
ogy.'"* A major organizational transformation took place in 2010, when
former high-ranking officers of the army and secret services of Saddam,
who were released from US prisons in Iraq, headed to lead the organi-
zation. At that time, all of the original top leadership of the Islamic State
had been killed. Of the forty leaders, financiers, senior liaison officers,
and moderators of the Iraqi underground network, only eight remained
alive. Two key leaders had also been killed: Abu Omar al-Baghdadi and
Abu Ayyub al-Masri.!> Military professionals of Saddam managed to
take places in the higher and middle hierarchy of the organization.

At the same time, the main impetus was given to two strategic direc-
tions. First, the leader of military experts, Haji Bakr, quickly and rigidly
regrouped and reformed the disparate regional groups operating in the
Sunni territories, creating a flexible umbrella structure of governance
with a single headquarters center whose role was performed by the shura
(council) of commanders. It is quite natural that most of the shura were
occupied by the former military, and Bakr managed to press the election
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of Abu Bakr al-Baghdadi, who at that time was just one of the group’s
territorial leaders, to head the practically new organization. The second
strategic direction was the special attention given to the formation or
recreation of the agent network, cells of the organization in various state
bodies and institutions of Iraq and in the law enforcement agencies in
particular.!® Thus, the main components of the structure of the Islamic
State were largely based on the templates of the Ba’athist organization
by experienced army officers and special services of Saddam, including
representatives of the key party intelligence of the Ba’ath Party.!” Since
this system of special services was one of the most effective in the Mid-
dle East, the systemic experience that special services executives brought
into the Islamic State largely explains its surprising success. Unlike
numerous other radical jihadist organizations, the Islamic State radically
differed by the high professional level and discipline of the officer corps,
management cadres, the propaganda mechanism, and the management of
the sphere of internal security. The special psychological character of the
Islamic State in many respects resembles the echeloned underground
specifics of the Iraqi Ba’ath Party.'®

Organizational Structure

The Islamic State is based on a flexible combination of a network-centric
model and the classical principles of hierarchical structure. This makes
it possible for the organization’s leadership to efficiently use open,
semiclosed, and covert organizational components.!® The highest level
of command as discussed above is the military-political shura and spe-
cialized headquarters centers. The second level is a certain amorphous
community of field commanders. These field commanders have a deci-
sive influence on the everyday execution of power in controlled territo-
ries. Taking into consideration the combination of hierarchical and net-
work principles of the organization, the decisionmaking processes in the
Islamic State go simultaneously from top to bottom and vice versa. The
third level in the organization’s structure is the public and its growing
social support. This support comes not only from Syria and Iraq, but
also from throughout the Middle East and Islamic world.

To understand the specific characteristics of this three-level structure,
it is important to focus on some of the outcomes of combining radical
jihadism and the specific experience of Saddam’s Mukhabarat. Since the
Islamic State represents a creative use of hybrid warfare methods in the
framework of network-centric wars, even the physical elimination of a
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leader or his deputy does not seriously affect the effectiveness of its com-
bat operations.?® An important place in the model of hybrid wars of the
Islamic State takes the techniques of forming and deploying agent net-
works, primarily based on ideology. The Islamic State has (with a high
probability) the most extensive intelligence network in the Middle East,
with a tendency to expand into other geopolitical zones such as
Afghanistan and Pakistan, Central Asia, and Southeast Asia. Gradually,
a network of volunteer sympathizers and informers was formed that only
gather the necessary information, primarily about the representatives of
the enemy’s power structures, military and security services, representa-
tives of social strata, clans and tribes hostile to the DAESh, mass enemy
agents, and so on. This information makes it possible to strike a decisive
blow to the enemy’s intelligence network almost immediately, such as in
spring of 2015 in Ramadi and Palmyra (Syria), and prevent the deploy-
ment of subversive and guerrilla actions in the rear of DAESh.?! At the
next stage, working deep underground in the territories of Saudi Arabia
and Jordan and based on a network of ideologically motivated informers,
it becomes possible to start the formation of separate cells (often called
“sleeper cells”) and groups capable of individual subversive and guerrilla-
style actions for the purpose of critical sociopolitical destabilization. This
is currently happening in Baghdad. Third, such cells gradually begin to
reunite into some common subregional or national networks.

In spring of 2015, the Qatar TV channel Al Jazeera conducted a sur-
vey of its television audience and found that almost 70 percent of view-
ers (likely only in Arabic) endorse the goals of the Islamic State. For
some Arab countries, this figure can sometimes reach 90-95 percent.?? In
a closed mode, the Islamic State supports a significant number of Sunni
elites, primarily Arab elites. In any case, it is the financial cash flows of
these elite groups that make up one of the main articles, perhaps even the
main article, of the revenue for the Islamic State’s hefty budget. In a
number of Islamic countries, the Islamic State already was perceived as
the leading political entity of the Sunni majority. By August 2015, the
Islamic State controlled almost 45 percent of Syria and about 35 percent
of Iraq, with a total population of 8—10 million.?* In the occupied terri-
tories, the bodies of territorial administration were forcibly created or
recreated, uniformed sharia norms of conduct were introduced, and rep-
resentatives of all hostile or disloyal groups of the population were
severely exterminated. The relevant information was provided by the
agent network, criminal gangs were also destroyed, and competing
extremist groups were either brought to submission or liquidated. In
Syria, the primary goal of the Islamic State was not to overthrow the
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Bashar al-Assad regime, but to form its own unique Islamic State. The
realization of the idea of Pan-Arab unity, as it was formulated in the
party documents of the Iraqi Ba’ath Party, was intended to begin by the
unification of Iraq and Syria, including by the consolidation of the
Ba’athist parties of both countries.

In this entire captured space, ISIS monitors and manages numerous
oil and gas facilities, electric power plants, banks and other existing
economic enterprises, and continues to receive huge subsidies from dif-
ferent external supporters. The economies of these territories are grad-
ually starting to work for the new caliphate state entities, providing
goods for commodity markets and filing tax revenues. Although the US
dollar and existing national currencies are still the legal tender in the
territory of the caliphate, the Islamic State had planned to issue its own
currency in 2016 (dinars and dirhams); however, as of spring of 2017, it
had not been issued.?* The focus on current state building is given to the
restoration and development of traditional Muslim social infrastruc-
tures: advocating for equitable distribution of resources, the Islamic
State is building hospitals, new roads, schools, and improved trans-
portation links. Where possible, DAESh seeks to restore the adminis-
trative infrastructure for all state institutions responsible for social
livelihoods to smoothly function and for disciplined officials to obedi-
ently work. Social life in the Islamic State—controlled territories has
been restored in accordance with the laws and rules of sharia, which
essentially represent the main Islamic laws and customs of day-to-day
life of Muslims. Outfits of the religious police Hizb drive around the
settlements and carefully monitor the preservation of fair prices and
compliance with the rules of sharia. Everywhere, there are sharia judi-
cial and executive authorities. The internal policies of the Islamic State
are based on the principles and norms of social justice, social solidar-
ity with the underpaid and the poor, and the need to develop a self-
organizing society based on traditional Islamic principles. The Islamic
State’s leadership conducts policies to encourage social support in dif-
ferent directions at the same time. These include direct-targeted support
for the disadvantaged sections of the population; for example, the mass
distribution of food and medicines and provision of medical care, as
was the case immediately after the capture of Palmyra. This is widely
branched, large-scale religious and ideological work. It involves the
reconstruction of the state structures aimed for the support of life, and
also includes substantial measures to ensure social justice in the terri-
tories under control of the Islamic State. In January 2015, the leadership
of the organization officially stated that the Islamic State’s budget for
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the current year would amount to more than $2 billion.?® The main pur-
pose of this disclosure, at the time of a sharp drop in oil prices, was a
public demonstration to the world that the long-term megaproject of the
Islamic State with its influential and wealthy allies in the Islamic world
could not fail.

Ideology and Political Strategy of the Islamic State

Since mid-2014, the Islamic State has proved to be a powerful strong-
willed ideological force, which has transferred the ideas of a caliphate
from the historical sphere into the most practical domain. DAESh is an
effective political and ideological phenomenon, not only in the Greater
Middle East but also arguably in the world. A key criterion for success
in the area of political ideology in any part of the globe is a large-scale
deployment of the “common cause” project, constantly negotiated with
the majority of society. It is not solely (or so much) the historical and
propagandistic support for the common cause for the widest strata of the
population, but the promotion and support of practical mechanisms and
technologies where hundreds of thousands, even millions of people, can
personally and directly participate in the implementation.?® Such, for
example, is the ideological meaning behind the call of ISIS leader Abu
Bakr al-Baghdadi for Muslims from other countries to travel to Iraq and
Syria and jointly build a caliphate. However, he particularly emphasizes
that immigration to the the Islamic State presents a religious duty of all
Muslims in the world. By mid-2015, citizens from more than 100 coun-
tries had moved to the Islamic State.?’

As part of the ideology of the Islamic State, its caliphate is not a
“nation” ideology in the Western sense. The caliphate is a political
embodiment of the Islamic ummah as a fundamentally new social real-
ity. On one hand, this ideology gives a real sense of meaning to the
Muslim identity and will continue to have a growing influence on mil-
lions of predominantly young people across the Islamic world. The con-
cept of a caliphate created by all Muslims, and unifying in practice the
sacred, social, and political meanings of the ummah, becomes a natural
pole of attraction to the system. Yet on the other hand, such an ideol-
ogy firmly sets the Muslim world against the rest of civilization.?® The
proclamation of the caliphate is a deeply symbolic action of ISIS
against the Sykes-Picot Agreement of 1916 as well as the division of the
Arab region, which had been recognized 100 years ago by the West.?’
As is well known, the Sykes-Picot Agreement was contrary to the then
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unwritten agreement with the Arab leaders, to whom Europe had prom-
ised an independent Arab state with its capital in Damascus in exchange
for their support in fighting against the Ottomans. For the Islamic State,
the public rejection in words and practice of the Sykes-Picot Agreement
is advantageous since it provides motivation for its fighters who con-
sider themselves the avengers of historical injustice as well as the right-
ful heirs of the caliphate after the fall of the Ottoman Empire.

The unexpected forced conversion of ISIL into the Islamic State sug-
gests (in practice) a declaration of jihad to all secular elements of the
West in the Muslim world. This means that the reality of a civilizational
conflict between Islam and the West goes into a specific sphere of politi-
cal and military confrontation, at least in the Greater Middle East. On the
other hand, the appearance of the actual Islamic State, the caliphate,
means that an underlying hatred of hundreds of millions of Muslims in
the West is capable of being channeled with unpredictable political impli-
cations in the medium term. The proclamation of the caliphate in the
global ideological context presumes a strategic challenge to the very exis-
tence of senscless Western materialistic civilization, and refers to Islam
thought and the Islamic world. The issue is that the caliphate for many
Muslims refers to a clear expression of a fundamentally new social com-
munity in the history of humankind, the ummah. Within this occurs a
mystical process of universal, group, and personal life sense of being.

Why are millions of people, and not just those in the Islamic world,
supportive of the radical and ultraradical ideological views of DAESh
despite strong global counterpropaganda? This influence is not only man-
ifested on the “Muslim street” or “Muslim bazaar” level, but among the
elites.® For example, ministers of the Republic of Chad came to listen to
the preaching of Mohammed al-Yusuf, the leader of Boko Haram, an ally
of DAESh in the region.?! Another notable example is that many influen-
tial political elite groups and clans of the Gulf are rendering financial aid
to DAESh, and also are establishing confidential communication with its
senior leadership. The reason for the political and ideological influence of
the Islamic State is that the organization is consciously or unconsciously
perceived in the Islamic world as (perhaps) the only alternative to
impending global and regional chaos. Therefore, the operational com-
mander of US forces in the Middle East, Major General Michael Nagata,
and General John Allen, who in 2014 led an international coalition
against DAESh, note that in the West the Islamic State’s ideology is not
perceived as an extremely dangerous strategic threat. However, according
to these generals, it is the ideological delegitimization of DAESh that
becomes critical in all attempts to inflict serious damage.*
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The advocacy of the Islamic State, which serves this ideology, is
dominated by a strategic scientific approach: DAESh has a special admin-
istration that is systematically engaged in such activities. The Islamic
State has its own already substantially hyped magazine Dabiq, a film stu-
dio, webmasters, a marketing group, a group of hackers, and the experi-
ence of effective use of mass media as well as other means of mass com-
munication such as social networks. Moreover, the Islamic State has the
potential of experienced professional cadres in this area. In this regard,
they are ahead of the Ba’athists. These talented propagandist cadres pro-
duce clear and simple promotional products, refraining from abstract,
complex, and incomprehensible ideas for large social groups and using
the effective impact on the collective unconscious of the masses of the
simplest ideas—methods of the repetition of binary and mimetic princi-
ples. Such propaganda techniques and technologies can effectively act on
the collective and individual consciousness of the majority. For example,
the corresponding ideological department of the Islamic State publishes
annual reports about its actions, military victories, murders, and financial
cash flows. These reports have been massively “propagandized” in the
international media and countering this, incidentally, has been one of the
main reflective propaganda purposes of the Islamic State. The hidden
task of these documents has been to promote expansion of the global
unconscious panic among Westerners, to recruit new staff, to intimidate
enemies, and to encourage potential new donors to continue funding the
jihad against the crusaders, Shiites, and other enemies of the Islamic
State. A long-term military and political strategy of DAESh can be
labeled as “a big boost to the common Islamic revolution.”? This is sim-
ilar to the strategy of the Prophet Muhammad, aimed at stimulating the
social revolutionary sentiment among the tribes and nations that oppose
the so-called initial Islam.

Therefore, it should be said that the long-term military and political
strategy of the Islamic State includes several important components. First,
this is systemic propaganda of the special promotion of a new sociopo-
litical community based on the principles of social justice, social solidar-
ity, and social responsibility. Second, the main attention is not so much
given to capturing and retaining territories, but to the total long-term
demoralization of the enemy and its armed forces by leaders and groups
who support these terror acts. It is worth highlighting here that the system
is to essentially impel the most urgent social, political, and ideological
contradictions smoldering in many Arab countries, and make them pub-
licly manifest on the surface of the political confrontation. In other words,
this is a “purposeful pushing [of] the pan-Arab revolution.”** As part of
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this strategy under the existing political and psychological conditions, the
Islamic State believes it necessary to promote and further advance the
constant active offensive operations undertaken by the combat units of
the Islamic State, which involve the application of rapid and unexpected
counterattacks with a flexible maneuvering by the available combat
forces. In other words, conducting such combined military operations in
the absence of the advantage of having heavy military assets and combat
aircraft requires that the Islamic State’s military commanders perform
precise staff coordination and have available proven and reliable commu-
nication systems. In addition, such demonstrations of the offensive will,
in turn, provide a constant flow of new experienced personnel into the
ranks of the group, especially trained military.?

Development of Military Capability and Military Tactics

The Islamic State has actually formed a specific regular army to con-
duct a “hybrid war,” the overall strength of which, according to most
experts, is 70,000 to 90,000 troops, although other estimates range from
200,000 to 300,000 troops. To the best estimates, five critical factors
have led to notable military successes by the Islamic State during the
2014-2015 military campaigns:

* The Islamic State leadership formed its own effective specialized
military council, a sort of general chiefs of staff, which consists of
eight to thirteen senior officers. The Islamic State has some of the
best foreign intelligence and counterintelligence in the Middle East.

* There is a clear presence of high morale and initiative among the
officers and soldiers of the Islamic State. This greatly contributes
to the decentralization of the military command structure, when
the decisions in close combat situations are made by mobile battle
groups themselves.

* The Islamic State has already gained a lot of military experience.
Many of the commanders of the Islamic State combat units have been
progressively in a state of continuous warfighting for several years.

* The military command of the Islamic State effectively leverages
and combines in a single tactical model the three interrelated tech-
niques: background information and psychological demoralization
of the enemy, the use of unconventional methods of warfare with
pressure on the internal weaknesses of the enemy, and conven-
tional military operations after gaining the military advantage.
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* Thus, in the 2014-2015 military campaigns, the Islamic State often
combined strategic restraint and the ability to plan complex inte-
grated combat operations simultaneously in Syria and Iraq, which
involved essentially a kind of multilayered hybrid war, including
the use of branched methods of terrorism, urban guerrilla warfare,
subversive information-psychological warfare, and traditional
methods of conventional war. Thereby, the Islamic State achieved
systemic consistency in strategic, operational, and tactical levels of
conducting warfare and military force operations.

Among other techniques developed, especially at the tactical level,
were weakening the enemy’s line of defense by sheltering with massed
artillery fire and the formation of “holes” in the defense by using suicide
bombers, followed by a large-scale attack on SUV armored cars,
equipped with large-caliber antiaircraft guns. A characteristic feature of
the Islamic State’s attacking tactics is the use of heavy machine guns and
RPG fire, with unprecedented use of snipers to whose mass training the
Islamic State paid special attention during 2015. The main combat units
of DAESh are mobile groups of eight to twelve people mounted on two
to five cars. Using Facebook or Twitter, members of a group are picked
up at an appointed place at an appointed time. An hour and a half is then
spent providing the group with an explanation or the specifications of the
combat mission, after which the group rapidly pushes to the point of
operation. A significant number of offensive operations are carried out in
the morning, after the morning namaz (prayer), usually at 5 A.M.*¢

Yet one of the most effective tactical achievements of the Islamic
State has been conducting night attacks using armored vehicles and bat-
tle tanks equipped with night vision devices. The Islamic State’s strat-
egy that focused on provoking panic directly among enemy battle
orders, and indirectly by supporting its own people, has repeatedly
proved its effectiveness in military history, among the Chinese, the
Huns, the Mongols, and during the first Muslim conquests.*” This strat-
egy, which is widely used by the Islamic State’s military leadership,
combines tactics of military operations, ambushes, distributed terrorist
attacks, hostage taking, and sophisticated psychological warfare relying
on hype, frightening rumors, and ostentatious brutality that are designed
to induce both horror and admiration through visual and emotional
shock.?® This shock is intended to deprive the enemy soldier or officer
of any will and any desire to fight and resist.>* The tactics of prelimi-
nary psychological propaganda and intimidation must lead the enemy
into a state of paralysis and stupor. And it is for this purpose that the
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Islamic State uses footage (usually staged) of men, women, children,
and the elderly, who have been decapitated, buried alive, hung on a
meat hook, castrated, or sold like cattle in the markets of Mosul.*® The
induced feelings are inseparable from the underlying traditional mar-
keting of a subconscious identification principle. In its videos Islamic
State radicals could just show faceless mountains of corpses, but that
would be far less effective than live broadcasts of beheading Western
citizens who can easily be identified by a regular viewer. After all, the
automatic imitation and basic need for self-identification is an elemen-
tary principle of functioning of the human psyche, the use of which is
the basis of the work of public relations and marketing. Therefore, the
Islamic State is using the elements of the hybrid wars*' in its military
operations and combat warfare against its enemies that presumes the
overall strategy tasks of propaganda and psychological numbing and
intimidation are as follows:

* Intimidate potential dissidents and dissenters in the Islamic State’s
own camp. The fear of suspicion of betrayal of the group strength-
ens the loyalty of its members.

* Create admiration and attraction among people with potential
sadistic and psychopathic deviations and inclinations. As psychol-
ogists say, in any society of a hundred people at least two or three
persons have these tendencies.

* Inflict a psychological and potentially demoralizing blow to the
“neighbor” (local population) and “far” enemy (the West), by plac-
ing the blame on the executed hostages who, before their deaths,
are forced to make the government of their country be responsible
for the coming massacre.

* Cause the enemy to experience the so-called Stockholm syndrome;*
that is, to achieve voluntary submission through fear and expecta-
tion. The enemy must be intimidated and bewildered by the danger-
ous fusion of visual terror and demonization.

In sum, it may be that “ISIL fits the definition of a hybrid threat, effec-
tively using tactics and techniques in a manner similar to other threat
actors. It is better funded than many groups the US has faced recently
and has attracted a large number of recruits to its cause. ISIL’s success
so far is due to its ability to control large numbers of fighters, many of
whom are recruited foreigners, against ineffective opponents.”

When a representative of Western society sees a hostage holding the
imperialist West and Western crusaders responsible for the murder of
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infidels, he or she becomes a potential ideological accomplice, who out
of fear spreads DAESh claims. One of the major leitmotifs of the
Islamic State’s propaganda is substantiated allegations of Western cru-
saders’ “invasion of Muslim lands” (Afghanistan and Iraq) and “oppres-
sion” of Muslims. According to this logic, the Islamic State’s cruelty is
valid because it undertakes this cruelty as a just countermeasure with
respect to Western policies toward the Islamic world. One example of
the effectiveness of these strategic tactics, such as propaganda influ-
ences on the public, is Spain’s election results after the Madrid attacks
in 2004. The Socialist Party was victorious, even though polling before
the tragedy predicted a Popular Party win. The radical Islamist attacks
were blamed on the right-wing government of José Maria Aznar.**
Today, the Islamic State actively and widely cultivates its barbaric
reputation, which creates an atmosphere of panic not only among real
opponents but also among potential ones. Such propaganda terror by the
Islamic State’s mujahideen leads to a screeching halt and demoralizing
of the enemy before the fight and has allowed it to capture whole cities
without any resistance after mid-2014. According to most Russian and
international experts on terrorism, the Islamic State recruits only those
with military training and relevant military experience for their combat
units. The most preferred recruits are former officers of any professional
army. In the Islamic State ranks are former officers from the armies of
Tunisia, the United Kingdom, France, Germany, Kazakhstan, Russia, and
Tajikistan, to name a few.* Until recently, basic training of new recruits
and volunteers was carried out in twenty-five training camps. By August
2015, that number had at least doubled since the Islamic State’s losses in
human strength had increased substantially. The main training course
usually lasts from two weeks to a year. During this period, the recruits
receive military, political, and religious education and undergo an inten-
sive course of study of Arabic. Certain components of combat tactics,
used by DAESh, have quickly spread throughout the region. For exam-
ple, in Nigeria the militants of Boko Haram have already adopted
Islamic State tactics during the capture and holding of territories.

The Coalition Potential of
Radical Islamists in the Middle East

Religious and ideological leadership of DAESh tried to create common
dogmatic interpretation of Islam and, on this basis, to gradually consol-
idate the various groups and organizations of the radical mujahideen
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(despite the presence of the traditional competition in their ranks). The
leaders of the Islamic State demonstrate political and ideological flexi-
bility with the aim of forging alliances with representatives of other
Sunni groups. It not only is an active interaction with the Ba’athists. A
number of former senior army and security forces officers of Saddam,
the prominent functionaries of the Ba’ath Party, are among the senior
advisers to DAESh’s leadership. In addition to strong ties with the
Ba’athists, the representatives of the Islamic State’s leadership are
actively, and with some success, trying to build relationships with Sufi
tribal leaders and Sufi military formations. These relationships bring
political benefits. In less than a year, DAESh became the largest radi-
cal Sunni Muslim center on Earth where various extremist groups grad-
ually become Islamic State branches.

However, the situation in terms of building relations between larger
regional jihadist groups, such as between DAESh and al-Qaeda-Maghreb
(AQIM), is more challenging. For example, in Iraq and Syria, their rep-
resentatives periodically fight with each other. It would seem that their
enmity or struggle is also reinforced by the theological and ideological
differences; in particular, the contradictions in the interpretation of
sharia law. For example, AQIM does not adopt many “innovations” that
the Islamic State had imposed on the regulation of social and family
life.* Nevertheless, despite the theological and ideological discussions,
specific evidence suggests a development in their practical cooperation.
For example, after the Islamic State captured the gold and foreign cur-
rency reserves of the Central Bank of Syria in the city of Raqqa, it
transferred a significant portion of the seized amount to AQIM “to fund
its operations in the northern part of Mali.”*” Something similar hap-
pened after the capture of the city of Mosul in Iraq.*® Thus, the old
enmity between groups of radical Islamists usually (but not always)
gives way to collaboration and cooperation in the fight against the com-
mon enemy. This particularly applies to the junior enlisted persons of
these organizations. It is, above all, cooperation in the fight against the
secular regimes in the region. However, even many fighters of the pro-
Saudi Islamist groups that seemingly conflict with the Islamic State,
especially the rank and file militants, share ideas on the need to over-
throw “corrupt pro-Western regimes.”

Recognized as one of the spiritual leaders of modern Salafism, Abu
Muhammad al-Maqdisi, as well as another jihadist authority, Abu
Qatada, both support Jabhat al-Nusra and the traditional al-Qaeda in
their religious disputes with DAESh. The spiritual mentor of Abu
Musab al-Zarqawi, al-Maqdisi entered into fierce theological debates
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with alims (religious teachers) of the Islamic State and sharply opposed
the proclamation of the caliphate and Abu Bakr al-Baghdadi as its
caliph. In response, he was accused of heresy and blasphemy.*’ Never-
theless, al-Magqdisi said publicly, for example, that if he were faced with
a choice (to support US intervention or DAESh), then he would cer-
tainly support the Islamic State. The same is likely true of most tradi-
tional Salafi shaikhs and imams. This kind of radical Islamist coalition
maneuver enabled the Islamic State to achieve at least three important
tactical objectives: to divert attention from Damascus and Palmyra, as
the situation in Idlib demanded that the Syrian army command transfer
all their elite units (Tigers, Desert Hawks, and part of the 106th Brigade
of the Republican Guard) in this area; to strengthen the confidential
communication between the Islamic State secret services and Jaish al-
Fatah; and, finally, to demonstrate to its allies in Damascus political and
military capabilities of the Islamic State.

The Islamic State as a Strategic Challenge
and Existential Threat to Civilization

As the Islamic State rapidly gained strength, its cause presented a serious
strategic challenge to our civilization in both Russia and the West. In the
latter case, there was a serious deterioration of relations within the sen-
ior Western political establishment. Part of the elite believes the Islamic
State is a serious long-term threat to the West, which must be destroyed
quickly by using all possible means. In line with this trend, the Western
media actively demonstrate and emphasize the “barbaric, savage face” of
the Islamic State, its brutal and bloody attitude toward non-Muslims, its
vandalism and intolerance, and its inability to negotiate. Representatives
on this side insist on conducting the harshest maximum power politics
against DAESh. This reflects the typical recommendations by Max Boot,
representative of the US Council on Foreign Relations (an important
component of the US foreign policy elite) in 2014. Boot believes that it
was necessary to send 30,000 US troops and establish no-fly zone in
Syria, involving Turkey as much as possible in carrying out large-scale
ground operations. This is occurring today, as Turkish army combat units
are fighting against the Islamic State in Iraq near Mosul and in Syria
near Raqqa. There is a good probability of their continuing military
involvement in the civil conflicts, and a high rate of certainty that they
will be fighting against Iraqi and Syrian Kurds as well, to prevent the
creation of an independent Kurdish state on Turkish borders. Another
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trend represented, mainly by the US military and intelligence commu-
nity, is based on the fact that the Islamic State is a long-term factor that
could not be eliminated in the near future. Therefore, it is necessary to
allow for it to work jointly, including for the strategic deterrence of
Tehran, based on the vital US interests in the Greater Middle East. Over-
all, we could already postulate rather than predict and foresee that in the
medium term, the Islamic State will be perceived and interpreted by the
US elite as a major global and strategic threat. In fact, this trend is
already evident. President Donald Trump in his inaugural address stated
that a vital national interest includes the most serious threat: the terror
activities of the Islamic State.>® The Islamic State is a threat to the United
States, despite the nuclear potential of Russia. As for Russia, President
Vladimir Putin also has stated that the threat of the Islamic State is a
major threat to Russian national security and the greatest challenge to
our civilization. Therefore, we must unite our efforts to eliminate the
Islamic State. The terrorist attacks in Saint Petersburg confirmed this
statement.’! There are nine factors that account for the special impor-
tance of this existential danger to civilization, including the Western
world headed by the United States as well as Russia and all humankind:

1. The Islamic State is a long-term, civilizational, and ideological
threat, and it is not possible, in principle, to find a compromise
with it. That is a direct and immediate standoff with the world
based on the principle of either-or. After all, the Islamic State, in
contrast to al-Qaeda, not only declares the superiority of Islamic
civilization in comparison with the West, but also demonstrates it
constantly and in every way. Islamic State ideologists emphasize
that the United States is the leader of the atheistic materialism of
modern civilization, and Russia after its military intervention in
Syria is an archenemy of the “true Islam.”

2. The Islamic State, potentially by virtue of its anti-Americanism,
has huge social support for its goals and ideology not only
among Sunnis, but also in the West where anti-American senti-
ment has strengthened in various strata of society.

3. DAESH is the only structure in the Islamic world that has a sys-
temic long-term political megaproject, which is attractive and
understandable for millions of people. China is trying to formu-
late such a long-term project, but even among the top Chinese
leadership sharp contradictions are growing on this issue.

4. The United States, with all its political, advocacy, and intellec-
tual power, is losing the ideological and information war with the
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Islamic State. This is openly admitted by leading analysts and
strategists from the US military-intelligence community.

. The Islamic State, according to Washington officials, is the main
force that undermines the existing Western world order. In this
respect, DAESh is much more dangerous than Russia and China.
They see the Islamic State as an uncompromising enemy of
world order in the West.

. Europe and the United States have sleeper cells of the Islamic
State and there are no effective secret service agents who are trac-
ing Islamic State terrorist activities in these countries. Accord-
ingly, the United States and most of Western Europe have shaky
primary information about the ongoing and future terrorist activi-
ties of the Islamic State. The recent terrorist acts in Paris and Lon-
don have demonstrated this.> These further reinforce the strategic
concerns of US and Western European military-intelligence elites,
leaving room for untargeted speculations and predictions, which
could be the next target for the Islamic State.

. DAESh is headed by thousands of leaders and field commanders,
the employees of the former Mukhabarat of Saddam and, above
all, high-ranking representatives of the Ba’ath Party intelligence
who are convinced and principal enemies of the United States.
The officer corps of the Mukhabarat never participated in the
cooperation or collaboration with US occupation authorities.

. The United States is not ready for a long-term large-scale mili-
tary confrontation with DAESh using their ground forces for a
variety of strategic, political, social, geopolitical, ideological, and
other reasons. The aerial bombardments of the Islamic State posi-
tions in Syria and Iraq, in which the United States has already
spent billions of dollars, cannot fundamentally change the mili-
tary situation in any way. As is recognized by senior analysts, the
United States has no military option to control the Islamic State.
Neither antiterrorist operations, nor counterinsurgency strategy,
nor full-scale military action will provide the possibility of a
decisive victory over the Islamic State.

. Those highest ranked in the US establishment do not even know
intellectually what to do with the Islamic State in the long run.
Washington is forced to use the so-called strategy of offensive
deterrence.> As a well-known analyst in the US military-intelligence
community puts it: “At least, for some time, the most effective
policy for meeting our goals and means, and having the best
chance to protect our interests, will be ‘offensive deterrence.’
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That is a combination of a limited military campaign with serious
diplomatic and economic efforts to weaken IS, and the coordina-
tion of different countries’ interests who are threatened by the
offense of this group.”

Conclusion

The problems of a rapidly emerging and growing power of the structure,
ideology, strategy, and military tactics of the Islamic State that I con-
sidered in this chapter have demonstrated that the Islamic State is a
unique phenomenon in the dark world of international and domestic
radical Islamist groups and terrorist organizations. The Islamic State
grew from al-Qaeda as its small regional branch in 2006 and showed its
amazing resilience to any kind of fight against it. So far, it has demon-
strated its stubborn will and striking iron discipline with the ultimate
purpose of establishing a new caliphate. Justifying this cause is its
strong desire to return to the times of “purified Islam” existing in the
contemporary globalized world inhabited, according to the leaders of
the Islamic State, by the Western as well as the Eastern crusaders and
infidels. This terrorist group, which is unheard of in the modern history
of our civilization with regard to its cunning, intricate, and cruel manner
of conducting a contemporary kind of hybrid war, has managed so far to
attract huge funding, to recruit thousands of followers from over 100
countries, to make a successful business enterprise or megaproject
called a “state,” and to be so hard to resist that even the only super-
power (the United States) with all its military might and superiority is
not able to find an effective remedy for ridding the planet and our civi-
lization of this “incarnation of evil.” No other global powers even
united in coalitions, such as Russia, the United Kingdom, France, and
Germany, could put an end to this terrorist organization. In fact, this
proved the only credible truth about the Islamic State: it is essentially a
systemic megaproject that poses a systemic threat to mankind, and the
fact that it is Islamic in nature does not make the goal of eliminating it
any more reasonable in the foreseeable future. This does not mean that
the world should sit still and simply wait for the moment when this
organization would dissipate due to internal strife and rivalry factions
inside its structure. Neither does it mean that we should simply rely on
the future alliance of the world powers, which would unite to fight it
off. It is in this real world that there are real day-to-day terrorist acts
and suicide bombings that could take place in any capital city of the
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world, or even any part of our small and vulnerable planet, when it
comes to cruelty and human victims of the global jihadist war against
humankind. Action should occur now and a remedy to cure “our suc-
ceeding generations from the scourge of war” regardless of the nature of
this war (in this case, the global terror war) must be found. The first part
of the previous sentence partly repeats a sentence in the Preamble of the
UN Charter, and this is a symbolic coincidence. The entire world wants
to live in peace and be free from the fear of being the next target of an
act of terrorism, be it conventional, nuclear, or any other, regardless of
what terrorist organization (Islamic or non-Islamic by its nature) com-
mitted it and then claimed responsibility. This requires a credible sce-
nario plan. With the Islamic State in mind, this task is not at all easy.
Nevertheless, one future scenario that seems to be credible for the com-
ing years is that, after its final defeat in Syria and Iraq, DAESh will
promptly rush to the Central Asian region via the territories of highly
unstable and conflict-prone countries such as Afghanistan and Pakistan,
as well as Iran, thus trying to realize its goal of the world caliphate by
enlarging its so-called vilayet (province). This scenario needs separate
and thorough research.
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Islamic State Propaganda
in the North Caucasus

Akhmet Yarlykapov

The North Caucasus is a historical and geographical region
of Russia, located in the mountains and northern slopes of the Cau-
casian ridge, with adjoining foothills and plains. This is a unique region
of Russia: more than two dozen peoples live here with more than four
dozen languages among them. The population density in the North Cau-
casus is high: about 1.5 percent of its territory is home to more than 10
percent of its population (more than 14 million people).! The North
Caucasus includes the seven regions of the North Caucasus Federal Dis-
trict (NCFD)—the Stavropol Krai, the Republic of Dagestan, the
Chechen Republic, the Republic of Ingushetia, the Republic of North
Ossetia-Alania, the Kabardino-Balkarian Republic, and the Karachay-
Cherkess Republic—as well as two regions of the Southern Federal Dis-
trict, Krasnodar Krai and the Republic of Adygea.

This chapter is based on my field anthropological research studies,
which 1 have regularly conducted since the late 1990s in Adygea,
Karachay-Cherkessia, Kabardino-Balkaria, Stavropol Krai, and Dages-
tan; in the North Caucasian communities in Moscow and the Moscow
region; and in the North Caucasian communities in the oil- and gas-
producing Russian North (Tyumen region: Surgut and Khanty-Mansiysk).
I analyzed the results of these sociological surveys (mainly focus
groups) conducted with students and working youths in the Republic of
Dagestan (2011—students and working youths; 2015—students and
young businesspeople), Karachaevo-Cherkessia (2014, 2015—young
ethnic and religious leaders), and Moscow (2015—young ethnic lead-
ers). I also utilized the results of interesting sociological studies that
were conducted in the Republic of Dagestan at the initiative of the
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republic’s Ministry for Youth Affairs in 2015-2016. Monitoring senti-
ments among Dagestan’s youth is funded by the ministry and covers up
to 3,000 people in all cities and districts. The results of the survey are
used by the ministry for internal work and are not officially published;
however, they are not classified.? For comparison, I used the results of
similar studies of Dagestani sociologists from the local branch of the
Russian Academy of Sciences under the leadership of Zaid Abdulaga-
tov. These studies were conducted in 2016, and covered Muslim youth
throughout the republic. The results of these studies have not yet been
published in scholarly articles, but have been partially disclosed in a
series of interviews and presentations.’

The majority of Muslims in Russia live in the territory of the North
Caucasus Federal District. There is a high rate of population growth,
despite the fact that there have been several major conflicts and a restive
background. From 1990 to 2010, the population increased by almost 1.7
million to 13.4 million people. Accordingly, in the structure of the pop-
ulation, the proportion of persons younger than the able-bodied age is
high. The North Caucasus can without exaggeration be called one of the
most youthful regions of Russia, and the share of the young among the
able-bodied population is also high. Traditionally, a large proportion of
the three predominantly Muslim republics in the northeastern Caucasus
are young people: the Chechen Republic, 32.9 percent; the Republic of
Ingushetia, 28.9 percent; and the Republic of Dagestan, 25.4 percent.*
Islam itself in the North Caucasus has a long and rich history. The first
Muslims appeared within the first century of Islam’s establishment,
with the conquest by the Arabs of Derbent and its environs.® Tradition-
ally, Islam has come to the North Caucasus from two directions. First,
from the south (Mesopotamia and Iran), there was a penetration of
Sunni Shafiite Madhab and Shiai Imamit (or Jafarit) Madhab. The sec-
ond came from the north (Central Asia through the Golden Horde), and
then from its splinters penetrated Sunni Hanafi Madhab. Once arrived,
the Hanafi Madhab of Sunni Islam was propagated in the area by the
Crimean Khanate and the Ottoman Empire.® Sufi influence also
appeared in the Caucasus and the practice of various Sufi orders spread
to Nagshbandiyya, Qadiriyya, and Shadhiliyya.’

The Islamic State and the North Caucasus

After collapse of the USSR, destructive tendencies, based on long-standing
problems and contradictions that were not solved under the regime,



Islamic State Propaganda in the North Caucasus 215

spread rather quickly in the North Caucasus. Yet the region did not fall
into chaos after a series of crises. The apparent collapse of extremist
political projects in the North Caucasus is due to the fact that none of
them have ever been able to gain broad support among Muslims in the
region. In general, from the late 1990s to early 2000s, the level of sup-
port for extremist movements seriously fell amid the general disillusion-
ment of the local population with the ideas of separatism. Since this
time, no nationalist movement has spoken about the possibility of armed
separatism, which clearly indicates the extreme unpopularity of such
methods. Even more surprising is the enthusiasm of young Caucasians,
who after 2011 began to leave the region to join the war in Syria. This
movement to join various sides of the conflict saw an ever increasing
share of them flock to the Islamic State in Iraq and Syria (ISIS). Despite
the fact that thousands of young Muslims from all over Russia partici-
pated in this movement, the majority was indeed North Caucasians. The
peak of resettlement with the aim of joining various warring factions in
Syria (with the ever growing component of the Islamic State) came dur-
ing 2013-2014. Several factors came into play here. On the one hand,
aggressive online propaganda was conducted purposefully in the North
Caucasus on behalf of both the Islamic State and al-Qaeda, which is why
many of the “Caucasus Emirate” combatants traveled to the Middle East
and joined the structures of al-Qaeda such as Jabhat al-Nusra. In the
Middle East, young Muslims from the North Caucasus saw a controlled
territory and a chance to realize their dreams of living in a society regu-
lated by sharia law. On the other hand, it also affected the authorities’
policy of squeezing Salafis beyond the boundaries of the North Caucasus
and Russia as a whole on the eve of the Sochi Olympic Games in 2014,
which continued for a while after their completion.

In 2014, along with the encouragement of joining the militants in
Syria, ISIS began to pursue a policy of enlisting commanders and mili-
tants of the Caucasus Emirate affiliated with al-Qaeda. By the end of
2014 to early 2015, this policy started to gain traction: one by one, the
commanders of the main units swore an oath to the self-proclaimed caliph
Abu Bakr al-Baghdadi. Success in 2015 was confirmed by the announce-
ment of the creation of the Vilayat Kavkaz in the North Caucasus as part
of ISIS.? During late 2015 to early 2016, terrorists from this association
conducted four terrorist attacks in Dagestan, mainly in the southern part
of the republic. At the same time, it should be noted that the activation of
the insurgents who changed the terrorist “brand” in the North Caucasus
came almost immediately after the receipt of information on the estab-
lishment of their funding from the Middle East. It is also a characteristic
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feature that in the arsenal of militants, such methods as the attacks on the
army and police columns, almost forgotten in the North Caucasus, have
returned.’ In other words, successfully getting rid of the Caucasus Emi-
rate did not lead to a solution of the radicalization problem, and the
apparent lack of mass support for extremist Islamist movements is nev-
ertheless accompanied by their stable replenishment of young Muslims in
the region. The emergence of the Islamic State networks in the Northern
Caucasus is a bad sign, indicating that the potential for radicalization is
still present and unlikely to be exhausted in the near future.

Why Is the Islamic State Propaganda
Successful in the North Caucasus?

When discussing the causes of radicalization, one often asserts that they
are limited by only external causes. But with the undoubted influence of
the external factor on the processes of radicalization, the internal causes
are still the main ones. In addition, external factors did play a significant
role in the beginning of the 1990s, when the ongoing processes of re-
Islamization led to the inevitable penetration of various ideas from
abroad, including radical ones. The process of undergoing training in the
foreign centers of Muslims, mostly by the young, was accompanied by
an active perception of radical ideas. Today, in connection with the large
penetration of modern means of communication and the virtualization of
Muslim youth communities, the process of the exchange of radical ideas
occurs across national borders and has a multidirectional character, from
abroad to the North Caucasus and vice versa. That is why it is important
to understand that the internal factor in radicalization is the main one.
First, it is necessary to name the systemic crisis that swept the
region. The components of this crisis play a big role in spreading protest
sentiments among Muslims, which then are channeled toward radical
interpretations of Islam.!® Among the components of this crisis are eco-
nomic problems associated not only with recurring crisis phenomena in
the Russian economy, but also with the absence of structural transfor-
mations in the region. Grandiose tourist projects were ineffective and
unable to solve the problem of unemployment and reduce the depend-
ence of the North Caucasian subjects of the federation on the subsidies
from the Russian center. This dependence on subsidies from the budget
makes it (the budget) in the North Caucasus one of the serious
resources, access to which is perceived as an opportunity to receive a
stable income. Hence, an unprecedentedly high level of corruption
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exists at all levels, where a person is forced to pay bribes almost every
time they appeal to budget institutions and not only to the authorities.
This is particularly noticeable for the young people, who are faced with
this system quite early such as in their admission to higher education
institutions or for undergoing professional training.!! A serious radical-
izing factor is the absence of social elevators, though in many cases this
lack is not very obvious. This is evident from the example of young
people who outwardly appear well-off, but increasingly are becoming
radicalized: they have good jobs, good prospects for personal profes-
sional growth, and so forth. As a whole they feel the injustice of the
established rules in the local communities, which causes their protests.'?
Closely associated with the lack of social elevators is the factor of the
so-called glass ceiling. This ceiling exists due to the actions of various
components of the sociopolitical system—such as ruling clans, corrup-
tion, and ethnic quotas in the sociopolitical establishment. That is why
the lack of social justice is one of the first issues raised in focus groups
that I conduct. The request for social justice is one of the most urgent,
and this request covers not only young people, but also the economi-
cally active population in general.'?

The failure of the post-Soviet construction of a democratic society
and state structures in the North Caucasus should also be added to the
systemic crisis. Instead, the importance of clannishness and nepotism,
born in the late Soviet period, grew substantially. The lack of fair and
transparent elections, the impossibility of changing those in power
through democratic procedures, strongly discredits the established polit-
ical system. The appeal of young people to alternative political systems
is also provoked by the fact that, under the present conditions where
political institutions are practically privatized by clan groups, they do
not have the legal means to display opposition sentiments.!* Young peo-
ple cannot do this through legally acting political parties or elections. In
particular, formal opposition parties are sometimes ethnically engaged
and are used to express the interests of certain ethnic groups and the
same clans, which sharply narrows the possibility of expressing opposi-
tional sentiments and approaches by politically active youths in general.
Accordingly, one finds alternatives in radical Islamist teachings that
declare Islam to be the only possible political solution to contemporary
problems. Extremists just have to push young people to the idea that
existing political channels are practically closed or unacceptable and
therefore Islam can be used to solve the problem by armed struggle.

Despite the fact that there are quite influential groups and structures
of so-called traditional Islam in the North Caucasus, they have not
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become attractive to disappointed and angry young people. This also
applies to Sufi Islam, which in Chechnya and Dagestan has always been
a representation of protest moods. However, in post-Soviet Russia,
Sufism was able to integrate into the existing sociopolitical system, as
well as find a common language with the authorities, which discredits it
in the eyes of many young Muslims. Sufism sees them as a part of a cor-
rupted system, unable to express their protest and offer a fair alternative.
In their search for social justice, young people are forced to seek it out-
side the limits of the sociopolitical system that has developed in the North
Caucasus. They believe that it is unreachable within the existing political
and legal system. One of the main arguments of these young Muslims is
that invented and imposed human laws cannot be justified at all since
they stand guard over the interests of only those groups of people who are
behind their adoption—as a rule, the rich and powerful people who con-
stitute a privileged minority in the society. However, Muslims believe that
they have the source of the Divine Law, which is the Quran. It is the
Quran as well as the Sunnah, the example of the Prophet Muhammad,
that are the sources of the sharia law, which can be called a law that is
pleasing to Allah. The Divine Law cannot be unjust a priori because it
was not created by man and was revealed in the Divine Revelation.
Accordingly, radical preachers convince young Muslims that the solution
to the problems of modern society is the sharia law and the Islamic polit-
ical system. After the Islamization of legal and political systems, social
justice will be established automatically, they say.

Success of Islamic State Propaganda: Sociological View

If before 2011 the extremists joined the militant ranks of the Caucasus
Emirate, affiliated with al-Qaeda, the successful takeoff of the Islamic
State 2013-2014 left the emirate in a practically depopulated state.
Hundreds of militants left the emirate for the sake of joining the Islamic
State. In Syria and Iraq, young Muslims saw a controlled land, where
Islamic rule was announced with supposedly successful workings of
Islamic laws. The analysis of the recruiting efforts of the Islamic State
in the territory of Russia suggests that this was not a chaotic, but a quite
ordered, activity that had its own strategy. Recruiters of the organization
likely had instructions as to who should be recruited first. Much atten-
tion was paid, for example, to information technology specialists, oil
workers, and doctors (primarily surgeons). The network of recruiters in
Russia, unfortunately, is becoming more and more ramified. Contrary to
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the widespread view of the Internet’s exceptional role in recruiting sup-
porters for the Islamic State, it is real recruiters who often complete
what began as agitation from the Internet. They supply the ripened
young people with instructions on how to drive to the territory of the
Islamic State, who to contact, how to cross the border, and so forth.
This recruitment network, which in itself violates the security of North
Caucasus, can be regarded as the germ of the future terrorist network of
the organization in Russia. In 2017, the stream of young Muslims from
Russia to Syria to join the Islamic State practically ceased. However,
this does not mean that the problem of violence associated with reli-
gious symbols and based on religious beliefs has been resolved. On the
contrary, the willingness to commit violent acts among Muslim youth in
the North Caucasus remains high. In this sense, the data of sociological
studies conducted in Dagestan becomes especially interesting. In partic-
ular, the Ministry of Youth Affairs of the Republic of Dagestan initiated
a large-scale sociological monitoring of the Muslim youth in the region,
and the results for 2015 are available. According to those results, 8.1
percent of the interviewed young people said that they were ready to
join ISIS whereas another 30.8 percent were hesitating. At the same
time, the Islamic State was considered a real true caliphate by 15.0 per-
cent, and the same number had fluctuating views. The overall level of
discontent among young people was high, which rested on the glass
ceiling and seeing no prospects for themselves: 43.0 percent said that
they could not be successful in the current situation in Dagestan.
Accordingly, 11.5 percent of the respondents considered Salafism to be
the religion most suitable for Dagestan.

Quite clearly, young people also expressed their attitude about the
policy of local authorities: 24 percent of respondents believed that their
policy was stimulating the growth of Salafi moods among Muslim youth.
To the question “Why is the situation in Dagestan getting worse?”: 15
percent of the respondents answered “Because of the corruption,” 23 per-
cent “Because of social injustice,” another 13 percent “Because of the
lack of youth support programs.” At the same time, it should be noted
that 60 percent of the young people surveyed supported the actions of
the Russian Federation in Syria.!> No less impressive figures were
obtained in the course of the 2016 surveys by Dagestani sociologists
under the leadership of Abdulagatov. According to this research, 3.8 per-
cent of the surveyed young people said they supported the Dagestanis
fighting in Syria for the Islamic State, another 8.7 percent said that they
hadn’t made up their mind yet, 3.5 percent said they were ready to join
the Islamic State, and 7.2 percent said that they were thinking about it. It
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is curious that 19.8 percent of young Muslims said that they could not be
patriots of a non-sharia state.'®

Success of Islamic State Propaganda:
Anthropological View

Anthropological studies conducted in the North Caucasus, overall con-
firm the findings of sociological research. Observations show that the
resettlement to Syria to join the Islamic State and the al-Qaeda-related
Jabhat al-Nusra began in 2012 and reached its peak in 2013. However,
after 2013, the number of people leaving for the Middle East has
decreased every year and practically ceased in 2017. Initially, the mili-
tants from the Caucasus Emirate, who started to move to the Middle
East, joined not the Islamic State, but Jabhat al-Nusra. However, the
movement for resettlement then began to affect those who were not
connected with the underground in the North Caucasus; these were peo-
ple who responded to the gaining power of propaganda on the Internet.
Young people actively watched propaganda materials on the Internet;
the practice of accessing the Internet for this purpose from so-called
one-time SIM cards, which were purchased for only one day and were
not registered to a particular subscriber, was widespread. After that, real
recruiters joined the activities via the Internet, personally recruiting
young people and helping them move to Syria. This “shuttle” mode of
recruiters, who preferred to be based in safe places (usually in large
cities of Russia and the Russian North) and came to the North Caucasus
for only a short time to conduct recruiting work, helped recruiters build
highly sophisticated networks throughout the country.

Field studies showed that all of those who left for the Middle East
have kept their ties with relatives and friends. In each village, people
know who left, where they went (to the Islamic State or Jabhat al-
Nusra), who is still alive, and who died. The preservation of the ties
with relatives in the organization was encouraged since it is considered
one of the channels through which it is possible to carry out recruit-
ment. At least those who were in the Islamic State purposefully created
a picture of paradise life under Islamic law, so that the hijra would
become attractive to even more people.!” In 2014, it became clear that
the North Caucasus was an important region in terms of supplying mil-
itants for war. That is why the Islamic State expanded its propaganda on
the Internet, aimed at the Russian-speaking audience. The Russian lan-
guage by the number of issued propaganda materials, although not
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equal to Arabic and English, is ranked third. Since the beginning of
2015, ISIS has even launched a networked Russian-language magazine
Istok (Source) containing materials interesting for immigrants from
Russia and from the countries of Central Asia.!®

The propaganda of the Islamic State proved to be successful in the
North Caucasus. However, it should be kept in mind that not all of the
region responded equally to the propaganda. The number of those who
joined ISIS is growing more in the west of the region compared to the
east: for example, just over two dozen people from Adygea; hundreds
from Karachaevo-Cherkessia, Kabardino-Balkaria, and Ingushetia; up to
3,000 people from Chechnya; and, according to some estimates, up to
5,000 from Dagestan.!” Naturally, questions may arise as to how much
these figures correspond to reality, but examples from field studies indi-
cate that these figures are quite reliable. In particular, the example of the
small Dagestani village Oguzer from the Kizlyar District (incidentally,
not the most religious one) is indicative. This is a village of 250 house-
holds, 150 of which, as a result of labor migration within Russia, were in
Surgut, in the Russian North. As of the end 2014, four young Muslims
from this village left for the Islamic State.?® Anthropological studies have
also shown that the composition of those who joined the Islamic State
differs from the usual stereotypes about poor and disadvantaged people.
It turned out that among those who left for the Middle East was an unex-
pectedly large number of formally successful young people.?' A case in
point is the example of a successful surgeon from the city of Astrakhan
who went to Syria with his wife and child. Although his relatives man-
aged to get his wife out of Syria afterward, he did not allow his son to be
taken. Analysis of those leaving for the Islamic State from Dagestan in
2015 showed that about 80 percent were from well-off families, includ-
ing those of officials and police officers.

Conclusion

The sudden rise of the Islamic State in the Middle East has already had a
huge impact on the regions that are hundreds of kilometers away from it.
One of these regions is the North Caucasus, from which thousands of
young people went to the ghostly caliphate. The tremendous effective-
ness of the propaganda of ISIS has revealed the serious vulnerability of
modern society, the problems of which can become an advantage for its
enemies. Today, the Islamic State is losing its territories in the Middle
East, but the reasons why it has attracted thousands of young people
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from around the world remain. In addition to military efforts, it is nec-
essary to address socio-political problems that nourish anti-establishment
extremist ideology in order to defeat the organization. After all, we can-
not be sure that another, more bloodthirsty, terrorist organization will not
come to replace the Islamic State tomorrow, one that also will want to
take advantage of the difficulties of modern society for its own purposes.
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A New Paradigm
of Hybrid Warfare

Craig Whiteside

[1t will be] the new beacon that will light the path of the monotheists, and
revive the negligent minds so that they may join the caravan of jihad.
—al-Furgan establishment,

Ministry of Information of the Islamic State of Iraq,

20 October 2009

Proponents of the concept of hybrid warfare often use the
democratization and proliferation of information technologies to but-
tress their case for a rapidly changing character of war, with successful
combatants waging campaigns using disparate types of forces executing
synchronized campaigns in different domains of conflict. The expansion
of the information domain, and the increased use of propaganda and
psychological warfare by nonstate actors, figures highly in the field’s
literature. In this chapter, I attempt to add to the ongoing discussion by
using the case study method to explore the self-proclaimed Islamic
State’s media enterprise—the history and the ideas behind it, the people
that ran it, and the infrastructure that by 2015 could produce over 200
unique propaganda products a week.! There is little question that this
effort is far-reaching and effective, as demonstrated by its influence on
the second-largest foreign fighter migration in history.

The Islamic State movement started precariously with a few state-
less individuals operating far from their homelands and grew into one of
the most successful and far-reaching insurgent groups in history; its
media department has no peer in the past or present. While there has
been excellent research into the content, quantity, and quality of the
products that the Islamic State produces, little has been written about
the history and evolution of the enterprise itself. While its operations
are no doubt complex today, their formula for success has always been
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relatively straightforward: start with carefully constructed narratives,
add some righteous people, and invest heavily in infrastructure to pro-
duce a superior product—a formula that helped recreate an “Islamic
State” in the heart of the Middle East.

Influence operations are a key component for insurgencies, partic-
ularly revolutionary movements like the Islamic State that are attempt-
ing to alter all elements of the political order in addition to the social,
legal, religious, and economic systems in the polity to which it
belongs. Throughout history, insurgents have used media to recruit,
raise funds, justify, claim credit, and transmit psychological warfare
and terror.”? The importance of this effort is indisputable to actors large
and small, and yet the results of strategic communications campaigns
are quite varied.

How did the Islamic State movement distinguish itself in this field,
and grow from a cast of dozens to hundreds of contributors, scriptwrit-
ers, photojournalists, online moderators, videographers, and managers?
What was the process of innovation, what inspired it, and what can we
learn from this evolution? This case study is divided into three parts
that mirror the stages of development of the Islamic State movement:
early growth (2002-2006), defeat and adjustment (2006-2010), and its
expansion to caliphate (2011-2014).° Each part outlines the general sit-
uation of the movement during each particular period and the role that
the ideas, people, and enterprise played in the development of the phe-
nomenon we see today.

Early Growth, 2002-2006

The Islamic State movement began as a small group under the leader-
ship of Abu Musab al-Zarqawi, a Jordanian jihadist who had established
a camp in Afghanistan that collected displaced fighters and families
from the Levant in the late 1990s. Al-Zarqawi led the group into north-
ern Iraq after being ejected from Afghanistan by US forces in 2002, and
the group made its first strikes in the late summer of 2003, striking at
the United Nations, the Jordanian embassy, and the Imam Ali Mosque
in Najaf with large car or truck bombs.* The group neglected to claim
the attacks—Ileaving mystery and confusion in their wake.’ Al-Zarqawi
did not claim these attacks because his group’s ability to produce effec-
tive media operations was nonexistent. To succeed, al-Zarqawi needed
to increase visibility nationally and internationally to gain people, fund-
ing, and legitimacy in an environment that was seeing a tremendous
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growth of Sunni resistance groups. Although the group had existed
since 1999, it now had to create a local media organization from scratch
to accomplish these objectives.®

Early Inspiration

Al-Zarqawi’s leadership was able to draw on ideas from recent jihadi
experiences in the development of the new media office. One inspira-
tion was Abdullah Azzam’s exhortation to the global Muslim commu-
nity to “join the caravan of martyrs” and travel to Afghanistan to fight
against the atheist Soviets. The recreation of the global jihadi commu-
nity witnessed during this period resonated with al-Zarqawi’s group,
many of whom had experienced jihad in the South Asian country.” The
contemporary jihadi efforts in Chechnya and Hezbollah’s fight against
Israel witnessed an increased use of graphic battlefield video footage
for broadcast to friend and foe alike, a more modern update of the con-
cept “propaganda of the deed.”® Al-Zarqawi’s cohort quickly saw the
potential of replicating this effort in the developing Internet medium,
which would be a slight update from the way hand-copied audiotapes
were used in the decade before.’

The growth of the Internet allowed jihadists to greatly expand their
prospective audience at low cost. Jihadist theorist Abu Musab al-Suri
commented on the dynamics of the new media and its paradigm change
in his epic tome Call to Global Islamic Resistance: it changed the audi-
ence from the elite to the masses, communicated a popular purpose (the
call to jihad to protect Muslim communities), injected passion and emo-
tion into what had been an academic discussion, and moved from clan-
destine distribution to an open system.!°

The opportunity to tap into an expansive worldwide audience
angered by the US-led occupation of Iraq allowed al-Zarqawi’s group to
move to the center stage, where the unique ideology of the future
Islamic State could be marketed more effectively than ever to the global
Salafi trend. Certainly, al-Zarqawi’s vision for his movement was not a
dominant or popular version in the greater jihadi community and was
highly contested, reflecting the deep ideological differences exposed
during the post-Soviet Afghan era.!! Al-Zarqawi’s media department
would become the instrument of change for the norms of the Salafi
jihadi movement, especially concerning the use of violence and the
principle of takfir (excommunication). What al-Zarqawi was intuitively
attempting is known as “shifting the Overton window,” a political con-
cept that refers to how ideas that lie beyond the range of acceptable
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beliefs can be popularized and normalized through repetitive discourse
to the point of eventual inclusion by audiences outside the fringe.'?

From Imitation to Innovation

Al-Zarqawi’s first media interaction as leader of the group, named
Tawhid wal Jihad (TwlJ), was an audiotape released in January 2004
called “Join the Line.”!* The speech poignantly eulogized one of his
closest comrades during the US-led invasion and called for Muslims to
join the jihad in Irag—a blatant imitation of Azzam’s call during the
jihad against the Soviets in Afghanistan for Muslim men to join the car-
avan of martyrs.'* The file was released on a popular jihadist website
attributed to al-Zarqawi with no mention of the group.'> By April, he
announced the “formation” of his group on an audio file released to
jihadist websites that also retroactively claimed the very first attacks
from 2003, along with the horrific attacks on Shia pilgrims in early
2004 that killed and wounded hundreds of civilians.'® The group’s
“information department” began releasing regular messages and strate-
gic leadership statements while the “military wing” made its own
releases regarding military operations.

Twl’s subsequent release of a series of execution videos is one
example of the use of the Overton shift to normalize the killings of
civilians and other enemies of the group.!” These first decapitations
were strongly criticized and censored outside of jihadi circles and inside
them as well. The shock effect of killing on camera, an act that earned
al-Zarqawi the nickname “Sheikh of the Slaughterers,” sparked rebukes
from the al-Qaeda Central (AQC) leadership who thought that this type
of violence poisoned the al-Qaeda brand for the average Muslim. While
this opinion seemed to capture conventional wisdom, one researcher
tied these videos to a surge in recruits to the movement after the two
battles of Fallujah in 2004.'"® Another more localized example of shift-
ing the Overton window was the media department’s use of cameramen
that trailed slightly behind suicide bombers to capture gory footage of
dead civilians in Shia areas, which was then marketed to Iraqi Sunnis
angry about the ethnic cleansing of their own areas by Shia militias and
rogue police units.!"” While the name Tawhid wal Jihad accurately
expressed the values of the organization, its natural marketing appeal
was limited in an environment crowded with diverse resistance groups
to the US-led occupation. In January 2004, al-Zarqawi applied to his
former sponsors in Afghanistan for acceptance as an official branch of
al-Qaeda, which would help him with external funding for attacks and
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boost his brand. Initially hesitant to accept al-Zargawi, al-Qaeda
relented by October and al-Zarqawi fought the second battle of Fallujah
under a new banner called al-Qaeda in the Land of Two Rivers
(although they were better known as AQI).*

For most of 2004 and all of 2005, the “media wing” posted strategic
leadership statements by al-Zarqawi, defenses from external critiques,
verbal attacks against rival groups or individuals, and denials and coun-
teraccusations onto friendly jihadist forums or hacked Internet sites.
The military wing of Twl] posted a majority of the statements, which
were celebrations of the attacks by the “knights of monotheism” on a
host of “cowardly” enemies.?' This line of messaging served to affirm
al-Zarqawi’s wisdom in taking on a powerful array of foes and
ingrained this political worldview into the movement’s DNA for good.??
To keep the new and hot brand authentic, TwJ and later AQI regularly
reminded their growing audience to look for only authentic statements
posted by its official spokesman, a man named Abu Maysara al-Iraqi
(hereafter Maysara).”?

A Face Behind the Screen

This first spokesman for the movement was a young Iraqi from Baghdad
and an active member of the underground Salafist networks during the
late Saddam Hussein period, which resulted in his imprisonment by the
regime’s intelligence services. Born into a Shia family in Kazimiyah,
Baghdad, Maysara was a convert to Salafism and sought out an extensive
education in this trend, including memorization of the Quran, study of the
Hadiths and Islamic jurisprudence, and rhetoric and debate. Among his
instructors was the famous Subhi al-Badri—a relative and teacher of Abu
Bakr al-Baghdadi and a noted anti-Shia polemicist**—as well as Muharib
al-Jabouri, who would eventually succeed Maysara in the same position.?
Maysara was one of the earliest Iraqi recruits into TwlJ, and al-Zarqawi
selected him for the spokesman position because of his ability to accu-
rately communicate the doctrinal elements of the movement’s ideology in
the highly critical environment of the Salafi-jihadi trend. As a young stu-
dent (younger than twenty-four years old) with recent university experi-
ence, he was uniquely computer savvy with connections that helped con-
nect the movement to an international audience on the Internet, something
greatly enhanced by the fall of the Saddam regime and the introduction
of Internet service providers in Baghdad. This effort was assisted by the
preexisting network of jihadist sympathizers outside of Iraq who would
help publicize and spread the statements on multiple hosts.?
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The tremendous effectiveness of the young spokesman did not go
unnoticed by US authorities, and a vigorous effort was made to suppress
his connection to the rest of the world. These efforts were largely fruit-
less, as the TwJ spokesman was always one step ahead, using the latest
Silicon Valley file-sharing technology to spread video links on anony-
mous or hacked websites.?” In a little over a year’s time, US officials went
from laughing at Saddam’s information minister “Baghdad Bob” to being
bested by a millennial Iraqi with part-time Internet access in a café.
Maysara served as the official spokesman and deputy emir of the media
department for over two years before he was finally killed in a US raid,
making him an early casualty of cyber warfare. The coalition’s failure to
combat al-Zarqawi’s online messaging in the cyber domain forced a
change in strategy, and the United States moved to prioritize the kinetic
targeting of a media wing it could not impact in cyberspace. It is highly
probable that US electronic surveillance of the Internet cafés of Baghdad
led to Maysara’s death,’® which neither the United States nor al-Zarqawi’s
group commented on in late spring of 2006.%° The famous, but faceless,
Internet spokesman simply vanished as mysteriously as he had appeared.

Heralding the Proto-Caliphate

After a year and a half of absorbing smaller groups into the fold, al-
Zarqawi’s AQI orchestrated a merger with some other similar Salafi-
styled groups into a political front known as the Mujahideen Shura Coun-
cil (MSC), in preparation for the establishment of a future caliphate.*®
As impressive a splash as the early media department made on the
jihadi community and the rest of the world, the actual infrastructure was
rudimentary and lacked depth. As late as summer of 2006 the media
group was a small highly centralized cell that maintained close ties to
al-Zargawi. The evolution of the Coalition Special Operations Forces
into an efficient manhunting machine chasing al-Zarqawi meant that the
media became a target simply due to its close proximity to the leader-
ship.3! The task force hunting the AQI leader captured a group of five
men in April 2006 in Yousifiyah, who later described themselves as
high-level leaders in the MSC, including the minister of information, and
their interrogations led to the death of al-Zarqawi in an air strike.>? The
killing coincided with a significant disruption of MSC media output,
and exposed an urgent and existential need for additional layering and
bureaucracy if the department was to survive future strikes.*

During this period, a man called Abu Ammar al-Dulaimi (hereafter
Abu Ammar) released several statements under the title of spokesman
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of the MSC.** While brief in appearances, Abu Ammar is notable for
his role in protecting the identity of the newly announced emir of the
MSC, Abu Abdallah al-Baghdadi (hereafter Abu Abdallah), by reading
the leader’s speech for him in an audio release posted on the Internet
in July 2006. As a result, Abu Abdallah’s identity was concealed from
voice identification for years and when Abu Omar al-Baghdadi (here-
after Abu Omar) was named the first emir of the Islamic State of Iraq
(IST) in October of that year, Abu Abdallah seemed to disappear as
suddenly as he had appeared. This mystery lasted until 2016, when a
coalition air strike killed Islamic State deputy Abu Ali al-Anbari
(hereafter Abu Ali). The Islamic State’s newsletter al-Naba subse-
quently revealed that Abu Ali was in fact the mysterious Abu Abdallah,
and his disposition was concealed because he had been detained by the
coalition around the time of the death of al-Zarqawi, leaving the move-
ment leaderless. This important fact was unknown to the United
States, thanks to the role spokesman Abu Ammar had in protecting
Abu Abdallah/Abu Ali’s identity.*® The media department had access
to important secrets, and the loss of al-Zarqawi caused the department
to think deeply and become more involved in efforts to protect the
identity of al-Zarqawi’s replacements.

The Struggle to Realize an Islamic State, 2006-2010

On 15 October 2006, a man by the name of Muharib al-Jabouri—on
behalf of the media department of the Mujahideen Shura Council—
announced the formation of the Islamic State of Iraq, an event deliber-
ately timed to coincide with the Ramadan period.*® The announcement
of the long-planned “state” was facilitated by the timely death of an
increasingly polarizing al-Zarqawi and meant as a political gambit—
along the lines of a fait accompli—to pressure rival insurgent groups to
join an Islamic State that was peaking in popularity and territorial con-
trol in Sunni areas.’” The transition was heralded by a video that sym-
bolized the union of Sunni Iraqi tribes with the jihadist groups under the
MSC. Al-Zarqawi’s movement was now being transformed into a state-
like structure.’® The proposed state, led by an Iraqi named Abu Omar al-
Baghdadi as political leader, and al-Zarqawi’s former Egyptian deputy
Abu Hamza al-Muhajir (hereafter Abu Hamza) as military leader, sig-
naled the transformation from an insurgent group with regional cells to
a shadow government with wilayats (regional provinces) that contained
identical functional bureaus matching those at the national level.
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The leaders of the Islamic State created this structure to enforce
leader preferences and priorities within the movement such as the appli-
cation of violence and the management of resources.’* Known as an
“M-form” hierarchy, the emirs at the wilayat level had significant
autonomy to execute policy and guidance developed at the central level
while the central level controlled shared resources such as foreign fight-
ers and excess revenue collected from its subordinate units. According
to a RAND research report using captured AQI/MSC documents, the
list of functional bureaus in the 2006 structure included: administration,
“movement and maintenance,” “legal, “military,” “security,” “medical,”
“spoils,” and “media.”*® The impact of this bureaucratization on the
centralized media department was to formalize the relationship between
local media units and the central or state level.

The physical disruption of the Islamic State media office increased
in 2007, coinciding with the organization’s reduced public support and
military setbacks. The man tapped to replace Maysara as the group’s
official spokesman in mid-2006 was a familiar figure to those in the
media department: Maysara’s former religion teacher, Muharib al-
Jabouri.*! The MSC’s deliberative body selected al-Jabouri to announce
the formation of the new Islamic State and serve as its new spokesman
for several reasons.*> Al-Jabouri was a member of the same Salafi cir-
cuit that produced Maysara and Abu Bakr al-Baghdadi, and he had a
legal and religious education including a doctorate from Saddam Uni-
versity. From 2003 to 2006, al-Jabouri led his own insurgent group
called Saraya al-Ghareeb (battalion of strangers)** and, hence, was not
an al-Zarqawi protégé, but instead a key representative of the conser-
vative Sunni groups that Abu Omar and the Mujahideen Shura Council
were trying to court so assiduously.** His new position was reflective of
the division of spoils from the merger.

The continuity of highly educated spokesmen with impeccable
Salafi pedigrees had proved to be a constant with this movement, a
characteristic that remains to this day. However, along with the appoint-
ment of an influential spokesman was the corresponding announcement
of a new media emir, a man of tremendous influence and reputation to
match the responsibilities of a growing media establishment under the
new state-like structure developing during 2006.* The new emir, Abu
Zayd al-Mashadani, would be a memorable choice for many reasons.
Al-Mashadani*® had originally been a leading Iraqi jihadi in Ansar al
Sunna who left to join al-Zarqawi in 2005, along with notables Abu
Talha al-Ansari (first Wali of Mosul), Omar Bayizani, and Abu Ali al-
Anbari. Al-Mashadani’s stature was such that he was one of the three
candidates short-listed to replace al-Zarqawi after his death in 2006, and

29 ¢
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his appointment as media emir demonstrated the importance the depart-
ment had in the new proto-state.*’

The new leadership appointments in the media department were des-
perately needed in a busy environment of political mergers and the fren-
zied activities of the military units in 2007 that relied on local media
offices to produce more products that were vetted and edited at the cen-
tral level. To add to this pressure, a series of coalition raids in summer of
2007 took its toll on the central media office. One of these operations
discovered a media center near Samarra belonging to the newly estab-
lished video production company al-Furqan, which contained 65 hard
drives with 18 terabytes of data, 500 compact discs of material, and 12
computers. The facility had the capability to mass-produce 156 CDs in
eight hours and had a fully functioning film studio with first-class equip-
ment.*® In all, over eight separate media offices were destroyed all over
Iraq in mid-2007.* While this disruption caused substantial gaps in
video releases, the Islamic State’s planned decentralization of media
offices allowed it to continue to produce operational summaries and
leader statements without fail, demonstrating the resiliency that would
bring it through the tough times in the coming years.>

The Serious Spokesman and the Serial Liar

The transition to statehood, while aspirational (if not fantastical) from a
territorial control measurement as the fortunes of the movement waned,
was much more concrete from an institutional perspective. Al-Jabouri
introduced the concept of the “institutional spokesman” of the Islamic
State in the video in which he announced the birth of “the State,” an
attempt to create the image of a true competitor to the Iraqi government
in Sunni areas. Gone were the martial props of an insurgent group; al-
Jabouri replaced these with a desk, laptop, microphone, and the formal
Arabic dress of a shaikh. These details were meant to convey for the
first time the public routinization of the Islamic State movement.>! Al-
Jabouri also recruited quality people to work on the editing of Islamic
State propaganda, including the future caliph Abu Bakr al-Baghdadi.>?
One study of Iraqi insurgent media during this time period found
that compared to other groups, the Islamic State media projected a
more comprehensive operational picture of its activities around the
country through the publication of composite statements of attacks by
wilayat instead of singular attacks, and that it was the only group that
consistently produced strategic communication from the leadership. A
snapshot of insurgent statements for March 2007 highlights the way in
which the Islamic State was diverging from common practice due to
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its increasing centralization and expanded structure (see Table 13.1).5?
Examples of the strategic communications included denials of false
media reports, criticism of the Nouri al-Maliki administration, an
announcement of a new military campaign, a description of Islamic
State “programs” and fundamentals, and one clarification of its own
messaging. The important point here is that the differences in the use
of media between the Islamic State and its Sunni rivals were becom-
ing clear at this critical juncture.

The relentless pursuit of the media as a target by Coalition Special
Operations Forces led to the death of al-Jabouri in spring of 2007, but
the efforts to create functioning local media outlets continued to be
fruitful. By May 2008, the Ministry of Information of the Islamic State
of Iraq released a video featuring the spokesman of Ninawa Province
speaking in front of two cameras in the formalized setting of a cable
news anchor—the first video to give a voice to a province via the
state.>* Provinces had been reporting their own monthly rollups of mil-
itary operations since the announcement of the Islamic State and its
official provinces, but that was a basic evolution of standard procedures
in place since the MSC media office grew tired of reporting an ever
increasing number of events scattered all over the country and began
organizing the reports by geographic region.’> Nonetheless, as the
Islamic State lost its grip on key sanctuaries in Anbar, Diyala, and Babil
Provinces, the more the media office was relied on to create the impres-
sion of a functioning state.

Al-Jabouri’s death roughly coincided with the capture of his boss,
media emir Abu Zayd al-Mashadani, and they were the first two cabinet
members of the newly proclaimed Islamic State of Iraq to be killed or
captured.’® Al-Jabouri’s impact was such that he was later eulogized by
Abu Omar al-Baghdadi as one of the founders of the Islamic State.>” Al-
Mashadani’s interrogation was also impactful, producing intelligence
about the organization that has influenced analysts to this day, albeit in

Table 13.1 Insurgent Statements for March 2007

Statements of Geographical Strategic
Group Operations Composite Statements ~ Communications
Islamic Army of Iraq 241 6 1
Mujahideen Army 136 2 1
1920s Brigade 0 0 3
Ansar al Sunnah 180 2 4

Islamic State of Iraq 71 74 15
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a detrimental fashion. According to the chief US military spokesman,
al-Mashadani revealed deep divisions among the Islamic State between
foreigners and local fighters, and attested to the fact that Abu Omar—
the newly declared emir of the Islamic State—did not exist; in fact, a
US press release claimed that the Islamic State was a “virtual” Internet
creation.’® Instead, Abu Hamza al-Muhajir, al-Zarqawi’s longtime
deputy and a figure well known to the coalition, was the real leader of
the group and hiding behind a fake Iraqi creation named Abu Omar,
according to al-Mashadani’s confession.”® Al-Mashadani told his adver-
saries what they wanted to hear while protecting the identity of his new
emir in what can only be described as one of the most successful decep-
tion operations in recent times.®® Once the liability used to endanger the
leadership of the organization, the media office was now protecting it
by using the best tools at its disposal: information.

Once the font of stability for the Islamic State movement, the
media office had now been through three spokesmen in a year and pos-
sibly as many emirs by the end of 2007, and some of its major media
facilities had been found and destroyed. To impart some stability in the
unit, Abu Omar chose a former adviser to al-Zarqawi, Abu Zahra Ali
al-‘Isawi. Al-‘Isawi was a Fallujah native recruited by the legendary
Twl recruiters Abu Anas al-Shami and Abu Muhammad al-Lubnani in
the earliest days of the movement. Captured during the coalition man-
hunt for al-Zarqawi, he escaped from prison and joined up with his old
comrades in the new Islamic State in 2007. His biography stresses the
immense responsibilities of managing the department during the
decline of the state after 2008. This workload no doubt took the form
of editing material from the central and provincial media offices. By
2009, he too had been killed by Coalition Special Operations, although
without fanfare by either side.®!

The Third Wave

The Islamic State announced its second cabinet in September 2009,
including a new minister of information named Professor Ahmed al-
Tai,®? but the position of spokesman to replace al-Jabouri was not men-
tioned. Instead, the Islamic State recycled quotes from past emirs and
spokesmen, especially the recently deceased al-Jabouri.®® Part of the
rationale for this was undoubtedly security related, but also probably
part of an effort not to overshadow their emir Abu Omar, whose prestige
while presiding over a declining insurgent group was lower than his
charismatic predecessor, al-Zarqawi. As such, Abu Omar delivered the
majority of the organizational strategic communications.
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While occasionally used as the punch line for rivals poking fun at a
translucent Islamic State, Abu Omar deserves some credit for selecting
the future leadership of the current movement, including Abu Bakr al-
Baghdadi and many others. His choice to send a new release from Camp
Bucca to the media department would shape it for the next seven years.
Abu Mohammad al-Adnani was a Syrian who swore allegiance to al-
Zarqawi in 2002 and fought in the second battle of Fallujah before being
captured and jailed. His release five years later and return to the organi-
zation was an example of the cyclical flow of the different generations of
fighters in the movement, and al-Adnani belonged to the prestigious group
of early adopters.* Al-Adnani was not just an original “plank owner” in
the movement; his reputation for religious zeal and integrity, and his
memorization of the Quran had impressed both al-Zarqawi and Abu Omar,
according to his biographer.®® Furthermore, he was a Syrian who had stuck
with the Iragi-based movement into what al-Adnani called “their time in
the desert,” and there is no doubt that the leadership watched for any
future opportunity to expand beyond their logistical activities in Syria—a
Sunni majority country with its own sectarian cleavage that bordered
Iraq.® This knowledge base and reputation as a lifelong Salafi adherent fit
the pattern of Maysara, al-Jabouri, al-Mashadani, and al-‘Isawi.

Just months after Abu Omar’s assignment, al-Adnani’s distinctive
voice appeared in a series of long and ambitious al-Furqan videos, start-
ing with one against the Kurds released in January 2010, another
released in March,®® and a third released in September.®® These videos
were important elements of Abu Omar’s vision of promoting the idea
that the Islamic State “remains,”” especially during a period when the
leadership worked to reenergize its former fighters—who were largely
staying home and refraining from operations for a variety of reasons.”
The year 2010 marked the nadir of the Islamic State movement, which
had flown so high in 2006. Iraqi forces captured the emir of Baghdad—
Manaf al-Rawi—in the spring, and he subsequently gave up the location
of Abu Omar and Abu Hamza as well as dozens of leaders around the
country.” The evisceration of the leadership structure in 2010 pushed
the organization further underground for a well-needed retooling, some-
thing requiring some tough introspection.

Expansion to the Caliphate, 2011-2014

The measure of the decline of the Islamic State at this point is usually
constructed from reports of its leadership losses: just eight of forty-two
leaders were at large in 2010.7> However, while the decapitation cam-
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paign was putting tremendous pressure on the upper parts of the struc-
ture, the grassroots was reorganizing and conducting a vicious cam-
paign against the Sunni Sahwa militias allied to the Iraqi government to
win back their coveted sanctuaries in Iraq.”* The Islamic State’s loss of
significant operational capability to conduct widespread guerrilla war-
fare forced the leadership to rely on suicide bombings as well as special
operations—such as the seizure of Our Lady of Salvation Church in
Baghdad, resulting in the death of dozens of Christians in the assault
during mass.” These acts of semidesperation were claimed by the
Islamic State media, and driven by the leadership’s strong need to estab-
lish that the movement was still alive and capable of resisting the Iraqi
government and its coalition allies. This rebuilding phase set the con-
ditions for a movement resurgence from 2011 to 2014 that saw new ini-
tiatives by al-Furqan, which created the popular video series Clashing
of the Swords (beginning in June 2012) and the Windows upon the Land
of Epic Battles (2013). The combination of original battle footage with
original nasheeds (Islamic a capella songs) as a score achieved breakout
success for the Islamic State.”

It is hard to know what the inspiration for these changes was, but it
is known that al-Adnani began to play a more influential role in the
media organization after his 2010 narrations. The voice behind al-
Furgan videos in 2010, by January 2011 he appeared in The Spring of
Anbar.” In that video, al-Adnani is shown in the roles of preacher dur-
ing a doctrinal lesson and of trainer during military drills in the Iraqi
western province. Al-Adnani spoke (with face blurred) in another video
released by al-Furqan in July eulogizing Osama bin Laden’® and sang
(face masked, no name indicated) in a third video by al-Furqan celebrat-
ing five years of the Islamic State shortly thereafter.” After these anony-
mous appearances, al-Furqan’s first official mention of al-Adnani’s name
as spokesman was in a speech released in August 2011, “Indeed the
Islamic State Will Remain.”® The public acknowledgment of the Islamic
State’s new official spokesman, as well as an open campaign of assassi-
nation against the Sunni “traitors,” is an indicator of the rising confi-
dence of the leadership of the Islamic State in 2011. Interestingly, at this
point Abu Bakr al-Baghdadi still had not made his first audio speech,
which did not happen until July 2012.%!

If the media unit was getting closer to its breakthrough in the
highly influential video category, success certainly did not come easy.
While the Islamic State media had produced videos since 2004, five
years later the videos had improved in professional quality but not in
content, consisting of tedious political broadsides against its enemies
that mostly contained outtakes from Western and Arab media. New
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leadership of the ministry changed the format and, by August 2012,
the release of Salil as Sawarim 2 (The Clashing of the Swords)®
demonstrated a new formula made up of brief interviews, sharp tran-
sitions between scenes, and a logical script sequence with scenes from
training camp, leadership speeches, close-up battle footage, execu-
tions of the enemy, close-ups of mutilated enemy casualties, loading
of captured booty, and ending with the honoring of their own martyrs.
The narration is tight, with elimination of all dead time common in
previous releases which, for instance, showed men cooking, doing
dishes, or sitting in a room just doing nothing.

While the more recent history of the media department has been a
closely guarded secret outside of the public spokesman role, there has
been some reporting about the officials that have been involved in man-
aging the department since 2013, if not before then. In addition to
spokesman al-Adnani, an oversight council of three prominent figures
has made decisions on policy and content: the Syrian militant Amr al-
Absi, Saudi Bandar Sha’lan, and Wa’el al-Rawi, with al-Rawi serving
as the media emir.%® Neither of the first two was on the oversight coun-
cil for their media expertise, which serves as an example of the Islamic
State’s inclusion of multinational consultation on their many oversight
boards. This vision usually runs contrary to various caricatures of the
movement and its leadership practices, a factor that continues to lead
analysts and reporters astray.

While al-Absi was critical in the Islamic State’s expansion into
Syria before he was killed by a drone strike in 2016,% and Sha’lan is lit-
tle known,® it was the secretive Wa’el al-Rawi who was most likely the
driving force behind much of the Islamic State media’s transformation
since 2012. In addition to the changes in the basic design or formula for
video formats, the council adopted a change in philosophy to expand its
consumer base. Long relegated to posting to a narrow audience in the
jihadi community, the media department embraced the popularity of
social media and other methods of reaching new audiences, in contrast
to their previous “top-down websites” and jihadi forums.3¢ A result of
this new policy was the creation of almost a dozen central media organs
with diverse purposes, mediums, and target audiences.

The first, named al-I’tisam, jumped into the social media domain and
began disseminating Islamic State of Iraq products on Twitter and other
social media platforms in 2012, the first time that media products were
released outside traditional semiclosed jihadist circuits. While not the first
jihadist group to do so, their popularization and development of online
cadres produced synergistic effects in recruitment, foreign fighter flow,
and fund-raising, and an improved brand image. J. M. Berger notes that,
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unlike previous eras where new information technologies either improved
the speed of communication or enhanced community sharing, the new
online social media uniquely combined both functions. The use of emo-
tionally charged and highly ideological content leveraged the speed and
community aspects of the medium to achieve what Berger notes was a
form of social contagion—in this case, of the millenarian type.*’

This new push outward was also exemplified by the creation of Al-
Hayat Media Center, which publishes material in languages other than
Arabic—a longtime dream of jihadist theorists such as al-Suri.®® Another
recently created media center, al-Furat, focuses on the non-Arab contin-
gents that have joined the Islamic State movement and ensures that the
products are targeted to their respective populations at home.?’ Al-Ajnad
produces nasheeds that were featured in several popular video releases
and eventually became extremely popular tunes on social media outlets,
as ringtones, and as the score for many homemade jihadist products. The
use of nasheeds in the background of videos was not a new innovation
for jihadi groups; al-Zarqawi’s group used one as early as 2003 in a
videotape of a suicide bomber saying his farewell.”® What was new was
how these original and catchy tunes went viral in the early phases of the
Islamic State resurgence, thanks to the phenomenon described above.

Another evolution of standard practice was the creation of a weekly
online newsletter named a/-Naba, which served to package the multi-
tude of reports and short stories that had been published sporadically in
the past in a regularly published compilation of Islamic State military
activity and other stories. The establishment of the A’'maq News Agency
was an attempt by the Islamic State to create an “independent” service
that produces scoops by movement insiders to sway a target audience
that might be hostile or skeptical of Western or regional media outlets.”!
Ironically, in practice A’maq serves as an allegedly legitimate source for
these same international print and cable outlets to cite, which in turn
amplifies the official message of the Islamic State. This venture into a
grey zone version of the information wars could be the Islamic State’s
boldest experiment to date. Finally, and no less importantly, al-Bayan
was created to manage radio broadcasts in the ever growing territory of
the Islamic State.” It is the Islamic State’s ground game and the use of
kiosks to market propaganda to locals, which often goes unmeasured in
any assessment of the efficacy of the Islamic State media.”

The current flood of releases of all formats from the Islamic State
media outlets is a by-product of this recently expanded structure and the
long professionalization of its workers and staff, combined with tech-
nology that facilitates peer-to-peer interaction and encrypted software
that has fueled an expansion of outlets for viewers attracted to either the



240 Craig Whiteside

message or the spectacle. Most of this is happening at the wilayat level.
According to researcher Thomas Joscelyn, the Islamic State’s annual
report released by the al-Naba newsletter for 1436 AH (October 2014—
October 2015) summarized media output from all of its different for-
mats.”* (See Table 13.2.)

Further analysis of one week in April 2015 of the Islamic State
media by Aaron Zelin found that the products focused primarily on Iraq
and Syria despite the fact that only nineteen of the thirty-three claimed
provinces are located in parts of these two countries; the majority (88
percent) were visual (mostly pictures) as opposed to text—a change
from 2007 where text was dominant; and they were overwhelmingly (78
percent) locally produced at the provincial level. Another interesting
finding was that out of 123 releases by official outlets that week, almost
half of them (60) were not related to Islamic State violence or military
operations. Instead, these messages focused on governance, religious
norms, and promotion of the caliphate.”®

Conclusion
Much like its experience in 2006-2008, the return of the Islamic State
movement to prominence has resulted in active resistance, this time by an

even larger coalition of Sunni militant groups, hostile local governments,
and foreign interventionists. On 7 September 2016, Wa’el al-Rawi was

Table 13.2 Islamic State Media Ouput

Nasheed
Media Source (religious Photo-
(Type, Location) Videos Audios songs) Recitations Magazines reports Images
Islamic Army of Iraq 241 6 1
Wilayets 710 1,787 14,000
(all, provincial
media outlets)
Al-Furqan media 7 6
(video focus,
central)
Al-Hayat Center 15 13 18
(foreign language,
central)
Al-Ajnad 45 99

(audio, central)
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killed in a precision strike near Raqqa, Syria.*® This strike was most likely
related to two previous strikes: one on 6 September that killed al-Rawi’s
media deputy for Syria and Irag—Abu Harith al-Lami, and a strike on 30
August, which killed the public face of the Islamic State for so long—al-
Adnani.”” This dual elimination of the spokesman and media emir marks
the third time since 2006 that the spokesman and the media emir were
killed or captured within a short period of each other. There is not a lot
yet to write about the almost unknown Wa’el al-Rawi but, based on media
eulogies of their past leaders, and the archived material that is frequently
released after key deaths, there will be more to write about him in the
future.”® In comparison, al-Adnani—who served as the public face of the
media department and was a first-generation fighter and Camp Bucca vet-
eran—is much better known. Al-Adnani’s influence as the spokesman for
the Islamic State during its return to prominence had expanded much
beyond his role as media attack dog.”” Whether it was directed at the
Sunni of the Sahwa or his former boss in al-Qaeda, al-Adnani was the
sharp-tongued emotional firebrand of the Islamic State behind the seem-
ingly imperturbable Abu Bakr al-Baghdadi. Once again, the Islamic State
had a leader in the media organization that transcended simple videos and
messages, and performed crucial functions for the larger organization.

The effect of the killings of both leaders of the media department
is hard to predict or assess, particularly since we know so little about
one of the characters—and the one who had made most of the executive
decisions. What we learned about the media department in its previous
phases of evolution could not be pieced together until now. And even
then this is a partial picture and probably mistaken in some aspects,
based on the available material released by an organization that has per-
fected operational security in the face of an overwhelmingly technically
oriented and abnormally efficient killing apparatus. Furthermore, even
when its physical infrastructure and key personnel were under signifi-
cant pressure, the department was able to continue its vital mission of
producing products designed to create the perception of a vibrant and
dynamic movement—even when it decidedly was not.

This case study reveals the growing significance of the information
domain in the modern era, as recognized by many of the theorists
debating the concept of hybrid war. Groups such as the Islamic State
are using increased access to information sources that include popular
theorists and ideologues, and lessons from past conflicts, as well as
current trends that spur innovation and adaption to survive the relent-
less pressure from technologically superior foes. This effort, in turn,
has strengthened the group’s actions on the battlefield and in the cities
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of its enemies. Whether the looming defeat of the Islamic State is in
fact imminent, other groups and possibly states will soon be examining
and adopting some of its best practices and putting them to use in their
multidomain conflicts with others.
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“Hybrid” and “Information”:
New Labels, Old Politics

James C. Pearce

War is an extension of politics by other means, regardless
of the modes and characteristics. The labels that can be attached to war
aside, the boundaries of its definitions are often crossed and confused.
No war or conflict is confined purely to one space, is fought solely by
military means, or spans a period that can be defined explicitly by mil-
itary actions. In the West a great deal of emphasis is placed on technol-
ogy and, for this reason, technology can help us to better understand the
character of war and how it is fought. Of course, as technology devel-
ops, so does the character of war, the boundaries of our understanding
and, as an outcome, the definition itself. When comparing different
regions, countries, states, and nonstate actors, the mold of this definition
usually has particular characteristics. Yet the edges and tools that shape
it remain the same.

In an attempt to understand the conflicts of the twenty-first century,
analysts, practitioners, and scholars alike have struggled to package
these as something entirely new. Simply referring to the ongoing stand-
off between Russia and the West as a “new Cold War” or “Cold War 2.0”
is, on some levels, intellectually idle. The nature of this standoff bears
little resemblance to the actual Cold War. This event, however, is within
our recent historical memory and, therefore, its familiarity does not test
the boundaries of our knowledge and understanding. Rather, it is a more
fashionable way of describing the geopolitical climate. This all points to
something much bigger and important. The usage of different terms to
describe the evolving character of conflicts has been driven by scholars
and political analysts shaping the debate surrounding the events follow-
ing the beginning of the Ukrainian crisis in 2014. The ideas of a new
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Cold War, hybrid warfare, information warfare, and gibridnaya voyna
are all products of the political environment rather than a serious exam-
ination of what has been happening on the ground and, therefore, they do
not necessarily reflect the reality of the current situation.

The term hybrid warfare has multiple implications and uses as it is.
The fact that Russian understanding of the term significantly differs from
its Western counterpart merely reflects its malleable nature. One area of
agreement that deserves attention is the rejection of political hostilities
alone as warfare. As such, the current situation with Russia and the West
is hard to label. Whatever one’s personal feelings, it does not seem (at
the time of this writing) to be a form of tension that truly deserves to be
called a “war.” It is, however, the broadness of the term Ahybrid warfare
that causes confusion. As this book has discussed, hybrid warfare is far
from a grand strategy of either Russia or the West. Yet as Frank Hoffman
and many others have noted, it is a mixture of regular and irregular
forces, of methods and means. That is what makes it an interesting phe-
nomenon and a politically powerful term in modern confrontations.

All definitions of hybrid war discussed by the authors throughout
this book are multidimensional and integrate many different aspects of
fighting into a single domain. In the case of the Russian concept of
color revolutions, hybrid warfare becomes an organizational model that
can offer enhanced tactics to achieve the desired goals. In this scenario,
it is usually based on existing interstate struggles that can bring out a
nonmilitary type of confrontation (protests, terrorism, etc.). Similar to
military conflicts, revolutions go through a series of stages and have no
less destabilizing power. As is often the case, however, protests can
(and do) go hand in hand with military force of some kind; thus, they
are hybrid by their very nature and combine military and nonmilitary
activities. Military and political goals become the same and the focus
turns to destabilizing (and reconstructing) the domestic security. In this
context hybrid warfare, and revolution within it, is no different from
conventional war, although it is worth stressing that the costs (eco-
nomic and material) are different.

This also reflects the importance of information. The rapidly chang-
ing media landscape has significant implications on politics and, by
extension, on national security. Messaging of the state, both at home
and abroad, has become more critical than ever and is being heavily
mediated through all available technologies. As such any state, be it
Russia, the United States, or even Qatar, is more easily able to talk
directly to foreign populations and to influence their domestic politics.
This has been seen with outlets such as RT and Sputnik International in
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the recent past but, during the Cold War, one could easily be referring to
Radio Liberty or the Voice of America. One key difference from the
Cold War, however, is that the current media atmosphere has caused a
considerable information overload and uncertainty, rendering official
messages insecure. In many respects, the world is engulfed in a clash of
interpretations, which may be settled only through a mastery of tech-
niques of strategic communication. Important to note here is that the
criteria for identifying one’s international, political, and military oppo-
nents widen to include anyone who threatens said actor’s command of
the information space. The rising geopolitical tensions and public anxi-
ety associated with information campaigns deployed by hostile state and
nonstate actors, who seek to shape public opinion and attitudes in pur-
suit of their own strategic objectives, further show the complexity of the
many existing dimensions. A recent example of this from the United
Kingdom is the reaction of the British press Labour Party leader Jeremy
Corbyn’s stance on the Skripal poisoning and British air strikes that fol-
lowed a chemical attack by the Syrian government.!

In the United States, the nature of political warfare changed as the
Cold War broke out; however, it never properly armed itself for certain
challenges. This trend seems to have continued. Many who have testified
before Congress since 2017 (including former FBI director James
Comey, former director of national intelligence James Clapper, former
attorney general Eric Holder, and former deputy attorney general Sally
Yates) have stated that incumbent president Donald Trump has shown
little concern about the alleged Russian interference in the 2016 US pres-
idential election.? Seemingly, this is a historical precedent. During the
Cold War, the United States Information Agency (USIA) was constantly
fighting for resources as it played a role that was often misunderstood or
arguably undervalued. Surrounding this, however, are other issues pecu-
liar to US politics that ought to be considered. First, allocating more tax-
payer dollars to government-funded bodies and programs is always a
hard sell to the Republican Party. The one exception is military spending
and, therefore, an extended definition of war could prove to be a useful
political tool in this regard. Second, the use of information in conflicts
may need to be settled by the Supreme Court for possible breaches of the
First and Fourth Amendments. The court’s decisions in the coming years
will be pivotal in defining the future direction of the United States on
many political and social issues, including how the US government and
its military uses the information domain for national security. This is
especially true because of the court’s current demographics. Two jus-
tices, Anthony Kennedy and Ruth Bader Ginsburg, are over the age of
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eighty years, are beyond the requirement of serving twenty-five years,
and are considered moderate and liberal judges respectively. Trump
could fill these potential vacancies with conservative justices who would
tilt the court to the right. It is these kinds of political matters that plague
the information space and cloud judgment on finding long-term and
meaningful responses to hybrid threats and conflicts.

By contrast, hybrid warfare and information security are high-profile
topics in demand in Russia today. This is both a blessing and a curse;
although its response could be more rounded, there currently is no con-
sensus over the key issues, as the authors of Chapters 3, 4, and 5 rightly
point out. As such, the conceptualization of hybrid warfare and infor-
mation security has limited, if any measurable, success. An interesting
point to reconsider follows on from the previous paragraph. It is well
agreed among scholars that particular historical, cultural, geographic,
economic, and even religious and psychological mechanisms play a key
role in the modernization of the armed forces. While these may not be
the main obstacle in implementing effective strategies of information
warfare, neither can they be dismissed. Military technologies and infor-
mation and communication technology (ICT) do not differ drastically
between armies, but the applications of different strategies do vary and
that is why this deserves attention. As this book has discussed, Russian
military doctrines have been impacted in many ways by the Soviet ide-
ology. By contrast, the appointment of a judge in Russia is unlikely to
affect Russian strategies as it would the United States.

In connection with this is the linguistic discourse. The terminology
used in Russia is often borrowed from the West. Information warfare
was strictly extraneous in USSR while ideological struggle was a sub-
stitute bearing a close meaning. Without a homegrown theory, some
Russian authors tend to reflect foreign research, speculating on the
“true” nature of Western concepts. The problem of a clear definition is
getting worse due to the absence of translation standards. The conse-
quence is a lack of real understanding in the West, which is instead
replaced with confusion and hyperbole. The popular trends also coin-
cide with media discourse, in Russia and abroad. This, in turn, creates
false ideas about the relevance and significance of the Russian practice
for domestic and foreign audiences. Although terminology problems
will likely continue, this book has addressed these in different ways and
assessed their significance.

Concerning information warfare and the rise of the Islamic State
this nonstate organization uses three foundations for its information
campaign: distinct warfare, victimhood, and utopia. In late 2016 to early
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2017, the organization expertly used propaganda to repudiate enemy
information operations and establish a strategic narrative that would ulti-
mately enable it to emerge from its lost battles conceptually unscathed.
In many ways, propaganda weathered a bad storm for the Islamic State
during the Mosul campaign. It did, however, show an ability to adapt to
the specific situational exigencies of the time. Even when its physical
infrastructure and key personnel were under significant pressure, the
Islamic State was able to continue its vital mission of producing prod-
ucts designed to create the perception of a vibrant and dynamic move-
ment, which was clearly no longer the case. This propaganda was
extremely effective in Russia’s North Caucasus region and some Euro-
pean Union (EU) countries, revealing certain vulnerabilities in these
societies. Many of its recruits had higher education and came from
affluent backgrounds, yet they had become disillusioned with their
countries of origin for many different sociopolitical reasons. Moreover,
it shows that even when the Islamic State eventually falls, the reasons
so many young Muslims are attracted to it remain and can be exploited
by another group in the future. Of course, this is only assuming that this
future group will possess the sophisticated means and organizational
skills to do so. After all, the Islamic State is an artificial political con-
struction (with an ideology of radical jihadism) that can be improved
and replicated. This likely means the ways that its successor will be
defeated involve tried and tested methods employed against the infor-
mation warfare of the Islamic State and others of its kind.

One reason for its propaganda success could be the makeup of the
leadership of the Islamic State: secret service officers from other sover-
eign powers in the Middle East. The organization started precariously
with a few stateless individuals operating far from their homelands and
grew into one of the most successful and far-reaching insurgent groups
in recent history. It developed with an experienced high professional level
of officer corps, management personnel, propaganda mechanisms, and
experts in the sphere of internal security. The fact that it was mimicked
from a former Iraqi security service also gave it a huge organizational and
strategic benefit over other Islamic fundamentalist groups. The Islamic
State formed its own security council and possessed a high level of mili-
tary experience. The morale of its fighters was high and they developed
specific (if unconventional) tactics and combat units. Indeed, it success-
fully intimidated its adversaries and was feared by them. The brutal
nature of information warfare was justified in the name of establishing a
caliphate and returning to the times of “purified Islam.” In other words,
the Islamic State is a systemic megaproject posing a systemic threat to



254 James C. Pearce

global security. The fact that it is Islamic in nature does not make the
goal of eliminating it any more reasonable in the near future. The nature
of this conflict weakened the US position in the Greater Middle East,
shaking the established balance of power between different regional
actors. There is no obvious counterweight to Iran—a goal the United
States has sought to achieve since the Iranian revolution. Moreover, this
is the only military-political vanguard of the entire Islamic world in con-
frontation with the West. Its eventual defeat and demise will attract oth-
ers with the same goal who may model themselves on the Islamic State.

The success of the Islamic State in attracting young followers all
over the world shows the growing significance of the information
domain in the modern era, as recognized by many of the theorists debat-
ing the concept of hybrid war. Groups such as the Islamic State use
increased access to information sources that include popular theories
and ideologues, failures from past conflicts, and current trends that spur
innovation and adaption required to survive the relentless pressure from
technologically superior foes. Important lessons can and should be
drawn from successes of the Islamic State, if we want to defeat similar
groups in the future.

What can be said is that the political and media environment of the
Western world often hinders progress. The fact remains that decisions
and solutions relating to warfare and conflicts require political solu-
tions. The media has played an instrumental role in directly shifting
public opinion and, indirectly, policy. For example, former British
prime minister, David Cameron, failed to obtain parliamentary approval
to launch air strikes in Syria 2013. Parliament was recalled for a vote
during the summer recess when members of Parliament (MPs) were at
home talking to their constituents. Sensing the mood, both MPs and the
British press expressed skepticism over the move, and Cameron lost by
just thirteen votes.? This has not been a stand-alone incident or one con-
fined to the UK. Following Trump’s election in 2016, a Pew poll
showed that support among Republicans for bombing Syria had risen
from 22 percent (2013) to 86 percent (2017). But support among regis-
tered Democrats was practically unchanged (38 percent in 2013 and 37
percent in 2017, respectively).* Scholars have taken note of the
increased tribalism in recent years and, when this filters through into
government and partisan media, foreign policy in general suffers.

Labels matter, but the contents of conflicts and warfare have been
overlooked as a result. As Chapter 13 notes, little has been written about
the origins and foundations of the Islamic State. Most of the attention in
the public space has surrounded its nature as a terrorist organization.
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The consequence is that few understand why it has been so hard to
defeat. Regarding Crimea, most of the media coverage and the national
governments in the West were fixated on the illegality of the peninsula’s
annexation. Hardly any effort went into understanding the historical
context and situation within, which means that Russia could easily be
depicted as a bad actor. As a former editor of the Moscow Times aptly
wrote of the situation in eastern Ukraine: “There is excellent field
reporting from Ukraine in the western media, but they make only a
modest part of the general message. Public opinion is shaped largely by
analytical articles and op-eds.”® Taking this further, most newspapers in
the United States and the United Kingdom have a political slant of some
kind, meaning the message is filtered to begin with. The discussion
needs to be wider, occurring in multiple spaces at the same time
between the different actors and in a similar language. This is not to
suggest that no such dialogue already occurs. However, this book
demonstrates that political reasons affect the choice of a label that we
put on the bottle of war more than what this bottle actually contains
and, thereby, they ultimately shape not only the way we perceive the
character of contemporary conflicts but also how we conduct them.

Notes

1. The “Skripal poisoning” refers to Sergei Skripal, a former KGB and double
agent, who was poisoned along with his daughter by a nerve agent in Salisbury in
March 2018. The UK government’s response was quick in blaming Russia for
directly or indirectly using a Novichok nerve agent produced in the USSR. Labour
leader Jeremy Corbyn criticized the Conservative government for being too quick to
blame Russia for the attack without the facts. With respect to Syria, he expressed
concern over the legality of the air strikes. See Tim Sculthorpe, “Corbyn Refuses to
Blame Assad for Chemical Attack in Syria and Demands All Sides Work Together on
a Ceasefire,” MailOnline, 9 April 2018, www.dailymail.co.uk/news/article-5594765
/Corbyn-refuses-blame-Assad-chemical-attack-Syria.html#ixzzSDUJAfGIV.

2. These public figures have all taken part in several hearings by the congres-
sional Judiciary and Intelligence Committees that have formed part of the “Russia
investigation.”

3. “Syria Crisis: Cameron Loses Commons Vote on Syria Action,” BBC News,
30 August 2013, www.bbc.co.uk/news/uk-politics-23892783.

4. “Public Supports Syria Missile Strikes, but Few See a ‘Clear Plan’ for Address-
ing Situation,” 12 April 2017, Pew Research Center, available at www.people
-press.org/2017/04/12/public-supports-syria-missile-strikes-but-few-see-a-clear-plan
-for-addressing-situation/1-18/.

5. Nabi Abdullaev, “Biased Journalism Robs the West of Its Moral Authority,”
The Guardian, 4 August 2014.
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