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Hapuanbuuii nociouuk «CyberPol English. Anrailicbka MoBa nus ¢axiBuis
ki0epnosinii» npu3HaueHUil A8 KypcaHTIB, CTYAEHTIB 1 CIyXadyiB 3aKJadiB BUIIOT
ocBiTh cuctemu MBC Vkpainu, mpamiBHUKIB HiAPO3AUTIB KiOeproimii, a Takoxk
¢daxiBuiB 'y cdepi kibepOesneku, iHGopMamiiiHUX TexXHOJOTiM Ta IHPPOBUX
pO3CIiTyBaHb.

Mertoro mnociOHuka € QopMyBaHHS Ta PO3BUTOK NpOQeciiiHOl aHTTIOMOBHOI
KOMYHIKaTUBHOI KOMIIETEHTHOCTI, HEOOX1JHO1 Al €(QEeKTHBHOIO CHUIKYBAHHS Y
chepi mportuaii KiOep3louMHHOCTI, KibepOesnekn Ta IHMQPPOBUX PO3CIHITyBaHb.
TemaTnyHuil  MaTepiall  OXOIUIIOE  aKTyaldbHY  MNpodeciiHy  JIEKCUKY 3
KiOEp3JIOYMHHOCTI, HU(PPOBOi KPUMIHATIICTUKHU, MEPEKEBUX TEXHOJIOTIH, 3aXUCTY
iH(dopmatii, KiIGepIHIUAEHTIB, HU(POBUX T0KA31B, MIKHAPOIHOTO CIIBpOOITHUIITBA
IIPaBOOXOPOHHHUX OPTaHiB Ta Cy4acHUX Kibep3arpos.



IMEPEJIMOBA

CyyacHa KIOEp3JOUYMHHICT € OJHMM 13 HaWOUIbIlI JUHAMIYHUX 1
TPAHCKOPJIOHHUX BUKJIHWKIB I T[PABOOXOPOHHUX OpraHiB yChOro  CBITY.
PoscninyBanusa KiOepiHIMAEHTIB, OOMIH ITM(PPOBUMH JOKa3aMHu, B3aEMOMISA 3
1HO3EeMHUMH TPABOOXOPOHHHMMHU OpraHaMu, MIKHApOJHUMHU OpraizalisiMd Ta
npeAacTtaBHuKaMu  [T-cekTopy moTpeOyroTh HE JMIIe TIPyHTOBHOI (haxoBoi
MIJTOTOBKH, & ¥ HAJIKHOT'O PIBHS BOJIOIIHHS aHTIIHCHhKOI0 MOBOK. CaMe aHTIiChKa
ChOTOJIHI € OJHHM 13 KJIIOYOBUX IHCTPYMEHTIB MpodeciiiHoi KoMyHiKamii y chepi
ki0epOe3nexu, nu(poBoi KPUMIHATICTUKH Ta MPOTUIIT KIOEP3IOUUHHOCTI.

Hauanbuuii nmocionuk «CyberPol English. Auriiiicbka MmoBa 11s ¢axiBuiB
ki0epmnoJinii», miaroToBieHUN A 3100yBaviB OCBITH Ta (axiBLiB XapKiBCHKOTO
HAI[IOHAJIFHOTO YHIBEPCUTETY BHYTPIIIHIX CIIpaB, CIPSMOBaHUI Ha (opMyBaHHS i
pPO3BUTOK TMpo(deciiiHOT aHTIIOMOBHOI KOMYHIKATHBHOI KOMIIETEHTHOCTI y cdepi
ki0epOe3reku, Kioepromilii Ta U pPoBUX PO3CIiTyBaHb.

[TociOHMK MpU3HAYEHHM AJIS KypCAaHTIB, CTYJICHTIB 1 CIyXauiB 3aKJaJiB BUIIO1
ocBiTu cuctemu MBC Vkpainu, mpaiiBHUKIB MiAPO3ILIIB KiOepromiiii, a TaKoX
daxiBuiB y Tramy3l KkibepOesneku, 1HPOPMAIMHUX TEXHOJOTiH, 1UPPOBOI
KPUMIHAJICTUKK Ta TMPABOOXOPOHHOI MiSUIBHOCTI, SIKI TPAarHyTh YAOCKOHAIUTH
HABUYKH NMPOGECIHHOTO CIIIKYBAaHHS aHTIIHCHKOI0 MOBOIO.

KoHnneniist mociOHUKa TPYHTYETbCS Ha ToOeTanmHoOMYy (OpMYyBaHHI MOBHOI Ta
poQeciiHO-KOMYHIKaTUBHOI KOMIETEHTHOCTI. Marepiagl KOXXHOTO HAaCTyITHOrO
IOHITY MOCTYIIOBO YCKJIQIHIOEThCA: B1J 0a30Boro piBHs A2 10 piBHA B2 BiAnoBiAHO
10 3araJibHOEBPOINEHUCHKUX PEKOMEH 1Al 3 MOBHOI OCBITH. Takuil miaxiJ Aa€ 3MOTy
MIOCJIIIOBHO PO3LIMPIOBATH CIOBHUKOBUM 3amac 37100yBayviB OCBITH, YCKJIAIHIOBATH
rpaMaTUYHUA 1 CHUHTAKCUYHMA Marepiaj, TMEepEeXOJUTH BI  ONPALFOBAHHA
3araJiIbHOBXXMBAHOI MPOQECIHHOI JIeKCUKH J0 PpoO0OTH 31 CHeliali30BaHUMHU
AQHTJIOMOBHUMH TEKCTaMH Ta CUTYAIliSIMU TPOQPECIHHOTO CIIIKYyBaHHS.

Posmomin 1 oOcsr HaBuYajdbHOTO Marepialy Ta BIOpaB y KOXXKHOMY IOHITI
BU3HAYEHO 3 YypaxyBaHHSM KUIBKOCTI ayJUTOPHUX 1 CAMOCTIMHMX TOJMH,
nepea0oaYeHuX OCBITHROIO TMporpamoro. lle 3abe3medye MOXKJIUBICTH THYYKOTO
BUKOPUCTAHHS TMOCIOHWKA 3alie’KHO BIJ PIBHA MIATOTOBKK 3100yBadiB OCBITH,
HABYAJIBHOTO HAaBaHTAXEHHS Ta OpraHizaiii OCBITHBOTO TpoleCy. 3aBIaHHI,
TIpU3HAYEHi /IS CAMOCTIHHOTO ONpAIIOBAHHS, TI03HAYEHO CHMBOJIOM "

TemaTnka mMOCIOHMKAa OXOIUTIOE aKTyadbHl mpodeciiini  cdepu, 30KpeMa
KibepOe3neky, Ki0ep3I0UnHHICTh, TU(POBY KPUMIHAIICTUKY, MEPEKEB1 TEXHOJIOTI,
3axucT 1H(popMmalli, WKIAJIMBE MporpaMHe 3a0e3MedeHHs, (DIMIMHT Ta COLlaJbHY
1HXKeHepito, kpuntorpadito, HUGPOBI TO0Ka3M, PO3CHIAYBaHHS KiOEpIHLIUIEHTIB,
OSINT, ananiz kibep3arpo3, MIDKHApPOJHE CIIBPOOITHUIITBO MPaBOOXOPOHHHUX
OpraHiB Ta Cy4acHI BUKJIUKHU y cepi HUPpOoBOi OE3MEKH.

CtpykTypa TmociOHHMKA Tiepen0adac CHUCTEMHE TIOEIHAHHS MOBHOI Ta
npodeciitHoi marotoBku. KokeH TeMaTHdHHil OJIOK MICTHTH TJIOCApiil KITIFOYOBUX
TEpPMiHIB, TPO(DECiifHO OpIEHTOBAHI TEKCTH Ta KOMIUIEKC BIPaB, CIPSMOBAaHUX Ha
PO3BUTOK OCHOBHHX BHJIIB MOBJIEHHEBOI MISUTBHOCTI — YHWTaHHS, ayilOBaHHS,
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rOBOpIHHS Ta mnucbMa. [IlpakTuuHl 3aBIaHHS MOJAENIOIOTH THUIOBI CHUTYyalii
npodeciiiHOi KOMYyHIKaIlli, 110 MOXXYTh BHHHMKATH MiJ 4aC BUKOHAHHS CIy>KOOBHX
000B’sI3KiB: OOTOBOpPEHHsI KIOEPIHIIUIACHTY, ONMHUC HU(PPOBUX JTOKa3iB, IIJATOTOBKA
CITy’KOOBOT'O TOBIJJOMJICHHS, aHaJli3 TEXHIYHOI 1H(opmarllii, mpoBeaeHHs OpuQIHTY,
KOMYHIKaIIisl 3 IHO3EMHUMHM KOJIETaMH Ta MiAroTOBKa MpodeciifHOl JOKyMEeHTAITIi.

Okpeme wMiclie B TOCIOHHUKY TOCIZal0OTh MPAKTUYHI KEWCH, HaOIMKEH1 0
peanpHUX 3aBAaHb (axiBIIB KiOeprodmiii. IX BUKOpHCTaHHsS CIIpUs€ PO3BUTKY He
JUIIE MOBHUX HABHYOK, a ¥ yMIHHSA aHami3yBaTH TpodeciiiHy cuTyario,
dbopMyIOBaTH BUCHOBKH, apTYMEHTYBATH BJIACHY TO3UIlII0, CTABUTH YTOYHIOBAJIbHI
3aMUTaHHs Ta MPUAMATH PIIICHHS aHTTIHCHKOI0 MOBOIO.

Oco6muBy yBary mpuaiieHo (OpPMYyBaHHIO HaBHYOK POOOTH 3 aHTIIOMOBHOIO
podeCiitHOI0 TOKYMEHTAIIE€I0: MTOBITIOMJICHHIMH MPO KiOEPIHITMACHTH, TEXHIYHUMH
OMHCaMH, 3BITaMH, EJICKTPOHHUM JHMCTYBaHHSM, aHAJTITHYHHUMH MaTepiaJlaMH Ta
IHIMUMU BUJAMU JOKYMEHTIB, 3 sSKuUMHU (¢axiBenb y cdepi kibepOesrnekn Moxe
npamtoBatd |y TnpodeciitHii  misiibHOCTI.  [lepenbadeHo Takok 3aBJAaHHS —Ha
MIATOTOBKY TpOo(eciiiHuX TMOBIIOMJICHb, 3BITIB, OIHWCIB IHIIMACHTIB 1 J1JIOBOTO
JUCTYBaHHSI.

BaxxnuBoro Cki1aoBOI0 MOCIOHWKA € KOMIUIEKC 3aB/IaHb, OPIEHTOBAaHUX Ha
MIJTOTOBKY 70 €aquHOTO BeTymHoro icnuty (€BI) 3 iHo3emHoi moBu. Taki 3aBnaHHs
CIPsIMOBaH1 Ha BJIOCKOHAJICHHS] HABUYOK YUTAHHS, PO3YMIHHS aHTJIOMOBHOTO TEKCTY,
po0OOTH 3 JIEKCUKOIO Ta TpaMaTUKOI0, BUSHAYEHHS NMPaBUJIbHOI BIJMOBIII Ha OCHOBI
KOHTEKCTY ¥ BHUKOHAHHS IHIIMX THUIIB 3aBllaHb, HEOOXIAHUX JUIS YCHIIIHOTO
ckianands icnuty. lloenHaHHs 3araJibHOMOBHOI MIATOTOBKM 3 TpodeciiHO0
TEMAaTHUKOIO JIa€ 3MOTY OJHOYACHO PO3BHBATH MOBHY KOMIIETECHTHICTh 1 TOTYBaTH
3100yBayiB OCBITH JO BUKOHAHHS CTAHJIAPTU30BaHUX TECTOBUX 3aB/aHb.

[TociOHMK MOK€ BUKOPUCTOBYBATHCS IIIJI 4Yac ayJUTOPHOI Ta CaMOCTIHHOI
pobotn, y mporeci mpodeciiHOi MArOTOBKH, MEPEmiATOTOBKA Ta ITiIBUIICHHS
KBami(ikaiii MpaiiBHUKIB IMPAaBOOXOPOHHMX opraHiB 1 ¢axiBmiB y cdepi
kiOepOe3neku. 3amporoHOBaHAa CTPYKTypa TaKoXK Jla€ 3MOTy  BHUKIIAJayeBi
aZanTyBaTH HaBUYaJbHUW MaTepiayl A0 KOHKPETHOTO PIBHS MOBHOI MIJTOTOBKH Ta
noTped HaBYAIBHOI TPYIIH.

ABTOpH NOCIOHMKA TIPArHYJIN MOEAHATH CyYacHY aHTIIIMCHKY MOBY, podeciiny
TEPMIHOJIOTII0 Ta TPAKTUYHY CHPSMOBAHICTh HAaBYAaHHS. AJDKE JUISI Cy4acHOTO
(daxiBug KiOepmomiii BOJOMIHHS aHTJIHACHKOID MOBOIO € HE JIMIIE aKaJeMIYHOIO
KOMIIETEHTHICTIO, @ ¥ HEOOX1HOW YMOBOK €(EKTHUBHOI MPOQeciiHOl TISIBHOCTI,
MIXKHApOJIHOT B3a€EMOII1 Ta IOCTYMY JI0 CBITOBOIO 1H(QOpMAIiHHOTO U TTpodeciiftHOrOo
IPOCTOPY.



3MICT
IlepeamoBa 3

Unit 1. Kharkiv National University of Internal Affairs and the 6
cyber police in the cybersecurity system

Final Test Unit 1 21
Unit 2. Network security. The basics of cybersecurity 25
Final Test Unit 2 50

Unit 3. Collecting and analysing data methods in computer networks 62

Final Test Unit 3 79

Unit 4. Modern information systems and networks protection 83

Final Test Unit 4 113
Unit 5. Cyberattacks and network security 116
Final Test Unit5 138
Unit 6. The basics of cryptography and steganography 141
Final Test Unit 6 162
Unit 7. Introduction to Digital Forensics and Cyber Investigations 166
Final Test Unit7 205
Unit 8. Digital Forensics in Modern Technologies 209
Final Test Unit 8 250
References 254



Unit1

.~

the cyber police in the cybersecurity system
STl e, Texts:

Cybersecurity

Ukraine

Glossary

Kharkiv National University of Internal Affairs and
1. The Role of Kharkiv National University of Internal
/> Affairs and the Cyber Police in Ensuring

2. Training of specialists in information and analytical
support and cyber security for the National Police of

Kharkiv National University of Internal Affairs — XapkiBcbkuii HarioHadbHUN

YHIBEPCUTET BHYTPIIIHIX CIIPAB

KkibepOe3neka — cybersecurity

Kibep3iounHHICTE — Cybercrime

kibep3arpo3a — cyber threat

iHpopMmarriiiHa O0e3meka — information security

udposi TexHosorii — digital technologies

npaBooxopoHHi opranu — law enforcement agencies

KypcaHT — cadet

cTyaeHT — Student

HaBYaJIbHO-HayKoBHH iHCTHTYT — educational and scientific institute
migroToBka ¢axisimiB — training of specialists
iHpopMariliHo-aHamiTHUHE 3a0e3nedenns — information and analytical support
po3ciiayBaHHs Kibep3nounHiB — Cybercrime investigation
noBHoMacTabHe Bropraenns — full-scale invasion

penokartist — relocation

NpakTUYHKNA J0CBig — practical experience

criBmpar — cooperation

migpos3ain mommii — police unit

kibepmouiitist — cyber police

BUKpaZeHHs ocobucTux ganux — identity theft

oHJaiH-1axpaiictso — online fraud

kibeparaka — cyberattack

HIKiTTMBE MporpamMHe 3abe3neuenHs — malicious software (malware)
3ano0iraHHs 3JI09KMHaM — Crime prevention

00po0Oka indopmarii — information processing

3axucT iHpopmariitaux cuctem — protection of information systems
OakanaBpchkuii piBeHb — bachelor’s level

criemiaiabHe 3BanHs — Special rank

newrenant noirii — police lieutenant

ciiaunii — investigator



orepaTuBHUH npamiBHUK — Operative officer

Text
The Role of Kharkiv National University of Internal Affairs and the Cyber
Police in Ensuring Cybersecurity

In the modern world, cybersecurity has become an essential part of national
and personal safety. As people increasingly rely on digital technologies for
communication, education, and business, the number of cyber threats continues to
grow. Therefore, it is important for Ukraine to develop strong institutions that can
effectively respond to these challenges.

Kharkiv National University of Internal Affairs plays a key role in preparing
both students and cadets for work in the field of cybersecurity. The university
provides professional education and practical training in areas such as information
security, cybercrime investigation, and digital technologies. Both students and cadets
gain the necessary knowledge and skills to understand modern cyber threats and to
protect information systems.

It is important to understand the difference between students and cadets.
Students usually study at the university as civilians and focus mainly on academic
knowledge and professional skills. Cadets, in contrast, are members of law
enforcement training programs. They combine their studies with practical police
training, follow stricter discipline, and prepare for future service in the National
Police.

A significant role in cybersecurity education belongs to Educational and
Scientific Institute No. 4 of the university. This institute specializes in training
professionals in information and analytical support and cybersecurity for the National
Police of Ukraine. It has many years of experience in preparing law enforcement
officers who have advanced knowledge and practical skills in the field of modern
information technologies.

Since 2015, the institute has been training specialists for a new unit of the
National Police — the cyber police. In 2022, due to the full-scale invasion of Russia
and constant shelling in Kharkiv, the institute was relocated to a safer region of
Ukraine. Despite these challenges, the educational process continued. In 2024, the
faculty was reorganized into Educational and Scientific Institute No. 4, which reflects
its growing importance and wider responsibilities.

Today, the institute trains specialists at the bachelor’s level in several fields,
including cybersecurity, law enforcement, and law. Graduates receive the rank of
police lieutenant and can work in different departments of the National Police, such
as the cyber police, criminal analysis units, migration police, and investigative
divisions. They may work as oneparuBHi odiriepu (operative officers), investigators,
analysts, engineers, or IT specialists.

The training at the institute combines theory and practice. Cadets often
cooperate with real police units, which helps them gain professional experience. This



system also allows police departments to identify talented cadets and invite them to
work in the future.

The cyber police of Ukraine is a specialized unit responsible for combating
cybercrime. Its officers investigate hacking, online fraud, identity theft, and
cyberattacks. They also work on prevention and educate citizens about safe behavior
on the Internet.

Graduates of the institute are able to perform many important tasks. They can
detect and prevent cybercrime, analyze information in digital systems, use modern
technologies in police work, and build secure information systems. Their work helps
improve the effectiveness of law enforcement and strengthens national cybersecurity.

In conclusion, Kharkiv National University of Internal Affairs and the cyber
police play a crucial role in ensuring cybersecurity in Ukraine. Their cooperation,
education, and practical training help create a safer digital environment and protect
society from modern cyber threats.

Questions:

1.  Why has cybersecurity become an essential part of modern life?

2. What risks are increasing with the development of digital technologies?
3. What role does Kharkiv National University of Internal Affairs play in
cybersecurity?

4 What knowledge and skills do students and cadets gain at the university?
5. What is the main difference between students and cadets?

6. What is the purpose of Educational and Scientific Institute No. 4?

7 When did the institute start training specialists for the cyber police?

8 What specialties can students and cadets study at the institute?

9.  What positions can graduates work in after finishing their studies?

10. How does the institute cooperate with police units?

11.  What types of cybercrimes does the cyber police investigate?

12. How does the cyber police help prevent cybercrime?

13.  What practical skills do graduates develop during their training?

14.  Why is cooperation between education and law enforcement important?
15.  How do graduates contribute to national cybersecurity?

Exercise 1. Match the Words with Their Definitions. Match the words (1-10) with
the definitions (A-J).

1 cybersecurity A. A person who studies information and data to find
2 cybercrime useful facts.

3 cadet B. Actions taken to stop something bad from happening.
4 law enforcement C. Protection of computer systems and networks from
5 investigator digital threats.

6 information D. Criminal activities committed using computers or the
security Internet.

7 cyberattack E. A student in a police or military training program.
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8
9
10

analyst F. The protection of information from unauthorized
fraud access.

prevention G. A person who examines crimes to discover the truth.
H. A dishonest act intended to obtain money or benefits.

I. Activities of police and other authorities to maintain
public order.

J. An attempt to damage or gain unauthorized access to
computer systems.

Exercise 2. Complete the Sentences. Fill in the blanks with the words from the box.

Word Box:
cybersecurity, cadets, investigators, cybercrime,
analysts, cyberattacks, discipline, citizens, lieutenant,
technologies

. Modern helps protect digital information and systems.
. The cyber police investigate different types of

receive both academic and police training.

1
2
3.
4. Future police officers must follow strict
5.
6
7
8
9.
1

Cyber police officers investigate hacking and other

. Graduates can work as in criminal investigations.
. Some graduates become information and process digital data.
. New digital create both opportunities and risks.

The cyber police educate about online safety.

0.After graduation, cadets receive the rank of police

Exercise 3. Choose the Correct Answer (A, B, or C).

1.

Kharkiv National University of Internal Affairs prepares specialists in:
A) Agriculture

B) Cybersecurity

C) Medicine

Students usually study as:

A) Civilians

B) Soldiers

C) Detectives

Cadets combine their studies with:

A) Business practice

B) Police training

C) Medical training

Educational and Scientific Institute No. 4 specializes in:
A) Architecture




B) Journalism
C) Cybersecurity and information support
5. The institute started training specialists for the cyber police in:
A) 2010
B) 2015
C) 2020
6. In 2022 the institute was relocated because of:
A) Economic problems
B) Educational reforms
C) The full-scale invasion
7. Graduates may work as:
A) Pilots
B) Engineers
C) Pharmacists
8. The cyber police investigate:
A) Forest fires
B) Online fraud
C) Road construction
9. Cyber police officers also focus on:
A) Prevention
B) Entertainment
C) Marketing
10.Cooperation with police units helps cadets gain:
A) Professional experience
B) Financial support
C) Academic degrees

Exercise 4. Find the Missing Word. Complete the sentences using one suitable
word from the text.

1. Cyber police officers investigate online

2. Information systems must be protected from cyber

3. The institute trains specialists for the National

4. Graduates can work in criminal analysis

5. Cadets receive practical police .

6. Cybersecurity helps create a safer digital

7. The cyber police educate people about safe behaV|or on the

8. Graduates learn how to build secure information

9. The institute combines theory and

10.Modern cyber threats can affect both national and personal

“Exercise 5. Complete the Word Combinations. Match the words from Column
A with the words from Column B to form common collocations from the text.

| Column A | Column B
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1. cyber A. systems

2. information B. training

3. digital C. security

4. practical D. technologies
5. law E. threats

6. cyber F. enforcement
7. information G. police

8. cyber H. analysis

9. police I. crime
10.modern J. lieutenant

*Exercise 6. Translate into English. Translate the following phrases into English
using the vocabulary from the text.

1. ki6epbesmeka

2. Kibepromiilis

3. iHdopmMaiiitHa Oe3mneka

4. MpaBOOXOPOHHA JISUIbHICTD

5. HHQpPOBI TEXHOJIOTIT

6. po3ciigyBaHHS KiOEp3IOYNHIB
/. mpakTU4YHA MIATOTOBKA

8. OHJIalH-TIaxpaiCTBO

9. iH(popmaliiiHi CUCTEMH
10.namionanpHa Oe3mneka

“Exercise 7. Make your own sentences using the following words:
1. cybersecurity
2. cadet
3. cyber police
4. investigator
5. cyberattack
6. analyst
7. information security
8. law enforcement
9. digital technologies
10.cybercrime

Glossary
information analysis - indopmariiitauii aHasi3
confidential information - koudiaentiina iHbopmaris
criminal law - xpuMiHaIbHE TIPABO
database management - ynpaBiiaHs 6a3amMu JaHUX
cyber defence - kibep3axuct

11




hacking - xakepcTBo

phishing - ¢imuar

identity theft - kpami’kka 0COOMCTHX TaHUX

malware attack - aTaka mIkiJyInBOToO MPOrpPaMHOTO 3a0e3MCUCHHS
digital infrastructure - nmudgposa indpacTpykrypa

digital forensics - nudpoBa KkpuMiHaITiCTHKA

electronic evidence - eJeKTpOHHI J0Ka3H

investigative tools - iHcTpyMeHTH pO3CitiTyBaHHS
decision-making skills - HaBuuku npuAHATTS pimeHb
teamwork - komangHa podoTa

analytical report - anaiTHYHMIT 3BIT

critical thinking - kpuTu4He MUCTCHHS

logical analysis - moriunuii anami3

international cooperation - Mi>kHapo 1HE CIIiBPOOITHHUIITBO
professional environment - mpodeciiiHe cepeIoBHIIE
legal responsibility - ropunuuHa BiAMOBIATBHICTS

human rights - npasa JiroquHI

professional ethics- npodeciiina eTrka

public safety - rpoMajicbka Oe3reka

Text
Training specialists in data analysis and cyber security for the National
Police of Ukraine

Cadets of the Cyber Police of the National Police of Ukraine receive modern
professional training in the field of cybersecurity and information analysis. Their
future profession is very important because cybercrime has become one of the biggest
challenges in modern society. Criminals use digital technologies to steal information,
attack computer systems, and commit online fraud. For this reason, cyber police
cadets must develop strong technical and analytical skills during their studies.

The educational process combines theoretical knowledge with practical
training. Cadets study criminal law, cybersecurity, digital communications, and
information technologies. They also learn the basics of programming and database
management. Special attention is paid to information protection and cyber defence
methods. Future officers must understand how modern cyber threats affect
individuals, organisations, and state institutions.

One of the most important subjects for cadets is cybersecurity. They study
different types of cybercrime, including hacking, phishing, identity theft, and
malware attacks. Cadets learn how cybercriminals gain access to confidential
information and damage computer systems. They also study methods of preventing
cyberattacks and protecting digital infrastructure. Knowledge of cybersecurity helps
future officers respond effectively to online threats.

Another important area of training is digital forensics. Cadets learn how to
collect, preserve, and analyse electronic evidence. They work with specialised
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software and modern investigative tools. Digital evidence often plays a key role in
criminal investigations. Future cyber police officers must know how to examine
computers, mobile devices, and online activity. Accuracy and attention to detail are
extremely important in this type of work.

Practical training is an essential part of education for cyber police cadets. They
participate in simulations of cyber incidents and emergency situations. During
practical exercises, cadets investigate fictional cybercrimes and solve technical
problems in teams. These activities help them improve their decision-making skills
and prepare for real professional tasks. Practical experience also develops
communication and teamwork abilities.

Information and analytical support is another important part of cyber police
work. Cadets learn how to process large amounts of digital information quickly and
effectively. They study analytical methods used in criminal investigations and
intelligence activities. Future specialists must identify important information,
recognise threats, and prepare analytical reports. Critical thinking and logical analysis
are necessary for successful police operations.

English language skills are also very important for cyber police cadets. Many
cybercrimes are international, so officers often cooperate with foreign organisations
and cybersecurity experts. Cadets study professional English vocabulary connected
with information technologies and digital investigations. They learn how to
communicate effectively in international professional environments. Knowledge of
English gives future officers access to international experience and modern
cybersecurity resources.

Ethics and legal responsibility are essential principles in the training of cyber
police cadets. Future officers work with sensitive personal information and
confidential police databases. They must follow legal procedures and respect human
rights during investigations. Cadets study professional ethics, discipline, and
responsible behaviour. Honesty and professionalism are necessary qualities for every
cyber police officer.

The National Police of Ukraine continues to modernise the education of cyber
police cadets. Educational institutions introduce innovative technologies and modern
teaching methods into the learning process. Future officers must be prepared for new
cyber threats and rapidly changing technologies. Their work plays an important role
in protecting national security and public safety. Well-trained cyber police cadets are
an important part of the future development of law enforcement in Ukraine.

Questions:

Why is the training of cyber police cadets important today?

What subjects do cadets study during their education?

Why is cybersecurity one of the most important subjects for cadets?
What types of cybercrime do future officers study?

What is digital forensics?

Why is practical training essential for cyber police cadets?
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7. What skills do cadets develop during practical exercises?

8. Why are analytical skills important for future officers?

9. How does English help cyber police specialists in their work?

10.Why must cyber police officers follow ethical and legal principles?

11.What qualities are necessary for every cyber police officer?

12.How does the National Police of Ukraine modernise cyber police education?
13.Why is teamwork important in cyber police training?

14.What role does information analysis play in police investigations?

15.How do cyber police specialists help protect national security

Exercise 8. Multiple Choice

1. Why is cybersecurity important today?
A) Because people do not use the Internet
B) Because cyber threats are increasing
C) Because technology is disappearing
D) Because there are no online risks

2. What does the university provide?
A) Only theoretical knowledge
B) Only physical training
C) Education and practical training
D) Only online courses

3. Who studies at the university?
A) Only cadets
B) Only students
C) Both students and cadets
D) Only teachers

4. What is the main difference between students and cadets?
A) Students work in police
B) Cadets combine study with police training
C) Students have more discipline
D) There is no difference

5. What is the main focus of Institute No. 4?
A) Medicine
B) Cybersecurity and analytical support
C) Agriculture
D) Art

6. When did the institute start training cyber police specialists?
A) 2010
B) 2015
C) 2020
D) 2024

7. Why was the institute relocated in 2022?
A) Because of renovation
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B) Because of weather

C) Because of the full-scale invasion
D) Because of student demand

What degree do graduates receive?
A) Master’s degree

B) Doctor’s degree

C) Bachelor’s degree

D) No degree

What rank do graduates get after finishing their studies?
A) Sergeant

B) Captain

C) Police lieutenant

D) General

10.What crimes does the cyber police investigate?

A) Only traffic violations

B) Only financial crimes

C) Cybercrimes like hacking and fraud
D) Only offline crimes

11.What do graduates learn to do?

A) Ignore cyber threats

B) Analyze and protect information systems
C) Only write reports

D) Only teach students

12.Why is cooperation between the university and police important?

A) It reduces education quality
B) It gives practical experience
C) It stops training

D) It limits knowledge

Exercise 9. True / False

ook wnE

7.
8.

9.

Cybersecurity is not important in modern society.

The number of cyber threats is increasing today.

Kharkiv National University of Internal Affairs trains only IT specialists.

Both students and cadets study cybersecurity at the university.

Cadets are civilians and do not follow strict discipline.

Educational and Scientific Institute No. 4 specializes in cybersecurity and
analytical support.

The institute started training cyber police specialists in 2015.

The institute was relocated because of peaceful conditions in Kharkiv.

In 2024, the faculty was reorganized into an institute.

10.Graduates can work only in cyber police units.
11.The cyber police investigate crimes like hacking and online fraud.
12.The cyber police also work on prevention and education.
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Exercise 10. Fill in the Gaps

CoNoOaRrLdE

Cybersecurity protects systems from attacks.
Cadets receive and practical training.
Cyber police investigate crimes.
The university provides high-quality

theft is a serious cybercrime.
Hackers may use software to damage systems.
Online can affect many users.
The institute focuses on information and support.
Students gain experience during study.

10 Cyber police also focus on crime :

11.The institute was in 2022 due to war.
12.Modern technologies are widely used today.
13.Police officers work in different units.
14.Cooperation improves the quality of

15.The main goal is to protect systems.

Exercise 11. Match the words with their meanings:

1. Cybersecurity A. Illegal use of someone’s personal data

2. Cadet B. Protection of digital systems and data

3. Cybercrime C. Harmful software

4. Investigation D. Attack on computer systems

5. Malware E. Process of collecting evidence about a crime
6. Cyberattack F. Police unit fighting cybercrime

7. ldentity theft G. Use of modern computer technologies

8. Online fraud H. Criminal activity on the Internet

9. Data protection I. Working together

10.Cyber police J. Protection of personal and official data
11.Digital technologies K. Group of interconnected computers and data
12.Information system L. A person in police training

13.Law enforcement M. Activities of police and legal authorities
14.Cooperation N. Stopping crimes before they happen
15.Prevention O. lllegal online deception

“Exercise 12. Translate into English:

cLONoakrwdE

KibepOe3mneka

Ki0€p3JI0UUHHICTb

KiOeproJiiis

PO3CIIiTyBaHHS

IIKIJIJTUBE TIpOrpamMHe 3a0e3MeueHHs
3aXUCT JaHUX

OHJIAMH-IIAXPANCTBO

BUKPAJICHHS JTAHUX
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9. nudposi TexHoIOTIi
10.mpaBOOXOpOHHI OpraHu
11.mpakTUYHUN JOCBIT
12.cmiBmpans
13.HaBYaIbHUMN IHCTUTYT
14.xi6epaTaka
15.3anmo0ira”Hs 3J109MHAM

*Exercise 13. Put the words in the correct order:

cybersecurity / important / is / very
cadets / police / become / future
investigate / cyber police / crimes / cyber
digital / use / technologies / students
protection / data / is / important

the / institute / specialists / trains
cybercrime / increasing / is

cooperation / is / important

hackers / systems / attack

10 police / public / protect / the

11.students / experience / gain / practical
12.cyber / threats / modern / are
13.information / systems / protect / we

14 .training / includes / practice / theory
15.cyber police / fraud / investigate / online

CoNoOk~WNE

“Exercise 14. Correct the mistakes:
Cybercrime is not dangerous.
Cadets do not study.

Cyber police ignore online crimes.
Malware is always good.

Students never use computers.
Cybersecurity protects food.

The institute trains doctors.
Identity theft is legal.

Cyber police prevent fraud.

10 Digital technologies are useless.
11.Cooperation is not important.
12.Students have no practical training.
13.Cyberattacks help systems.
14.Police do not investigate crimes.
15.Cybersecurity is not needed today.

CoNoaRrwdE
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*Exercise 15. Discussion Questions

Why is cybersecurity important today?

What is cybercrime?

What do cyber police do?

What is the role of cadets?

What skills do students need?

How can people stay safe online?

What is malware?

What is identity theft?

. Why is cooperation important?

10 What do you know about cyberattacks?
11.Would you like to work in cyber police? Why?
12.What is digital technology?

13.How can cybercrime be prevented?

14.What is the role of education in cybersecurity?
15.What dangers exist on the Internet?

CoNoOaRrLdE

Exercise 16. Read the texts below. Match choices (A—H) to texts (1-5). There are
three choices you do not need to use.

Q) Future specialists in cyber police study different types of cybercrime,
including online fraud, hacking, and identity theft. They learn how criminals use
modern technologies to attack computer systems and steal personal data. During their
education, students work with special cybersecurity software and digital investigation
tools. They also learn how to collect electronic evidence and analyse online activity.
In addition, students study methods of protecting confidential information from cyber
threats and illegal access.

(2) Information analysts in the National Police work with large amounts
of digital information every day. Their task is to identify important facts, analyse
data, and support criminal investigations. Students learn how to use databases,
analytical platforms, and modern information systems. They also develop critical
thinking and decision-making skills during their studies. Analytical specialists must
work accurately because even small mistakes may influence investigations.

(3) Practical training plays an essential role in the education of future
cybersecurity specialists. Students participate in simulations of cyberattacks and learn
how to respond to dangerous situations. During practical classes, they analyse real
examples of online crimes and security breaches. They also work in teams to solve
technical and investigative problems. Such activities help students gain professional
experience and prepare for real police work.

4) Modern cybercrime investigations often involve cooperation with
international organisations and foreign cybersecurity experts. For this reason, future
police officers improve their English language skills during their education. Students
learn professional vocabulary connected with information security and digital
technologies. They also study international standards of cybersecurity and methods
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used in other countries. Effective communication is necessary for successful
international investigations and information exchange.

(5) Cybersecurity specialists in the National Police must always follow
ethical and legal principles in their work. They often deal with sensitive personal
information and confidential police databases. Students study professional ethics and
legal responsibility during their training. They learn how to protect citizens’ privacy
and use information responsibly. Future officers must understand the importance of
honesty, responsibility, and professional behaviour in cybersecurity investigations.

Choices:

A. Students develop skills in investigating online crime.

B. Analytical thinking is essential for processing information.
C. Practical exercises prepare students for real situations.

D. International cooperation requires communication skills.
E. Ethical behaviour is important in cybersecurity work.

F. Many officers prefer working without computers.

G. Some students study only traditional policing methods.

H. Paper documents are replacing digital technologies.

Exercise 17. Listening. Listen the text and fill the missing space.

Cadets of the Cyber Police of the National Police of Ukraine are trained to
become qualified specialists in 1. and information-analytical support. Their
role is very important because cybercrime is rapidly increasing in modern society.
Criminals use advanced digital technologies to attack individuals, organisations, and
government systems. Therefore, cadets must be prepared to respond to complex cyber
threats.

The training programme combines theoretical knowledge with practical skills.
Cadets study 2. , 3. , 4. , and digital
technologies. They also learn how computer networks operate and how data is stored
and protected. Special attention is given to information security and secure
communication. A key part of training is cybercrime investigation. Cadets learn how
to detect and analyse illegal online activities such as hacking, online fraud, and
identity theft. They are trained to recognise suspicious digital behaviour and respond
quickly to cyber incidents. These skills help reduce damage caused by
5. . Digital forensics is an important discipline in their education.
Cadets learn how to collect and analyse electronic evidence from computers, mobile
devices, and networks. They also practise recovering deleted data and studying digital
traces left by criminals. Accuracy and attention to detail are essential in this work.

Practical training is an important part of the programme. Cadets participate in
simulations of cyberattacks and 6. . They work in teams to solve technical
problems and complete real-life scenarios. This helps them develop confidence and
decision-making skills under pressure.
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Information and analytical skills are essential for cyber police work. Cadets
learn how to process large amounts of data and 7. important
information. They develop critical thinking and the ability to make logical
conclusions. Analytical work supports effective criminal investigations.

Exercise 18. Watch the Video: https://univd.edu.ua/en/video/1422 and answer
the questions.

1. What is one of the main missions of Kharkiv National University of Internal
Affairs?

A. To train medical specialists for hospitals.

B. To prepare qualified personnel for the National Police of Ukraine.

C. To provide commercial IT services for businesses.

D. To train military pilots.

2. What values are emphasized in the university's motto?

A. Knowledge, Law, and Honor

B. Service, Technology, and Success

C. Justice, Security, and Innovation

D. Discipline, Courage, and Loyalty

3. What kind of training do students and cadets receive at the university?

A. Only theoretical education

B. Only physical training

C. Both theoretical and practical training

D. Only online training

4. How does the university prepare future law enforcement officers?

A. By focusing only on legal theory

B. By combining academic education with practical professional training

C. By providing only military training

D. By teaching foreign languages only

5. Why is modern technology important in the educational process of the
university?

A. It helps students play educational games.

B. It allows the university to replace teachers.

C. It helps future officers develop professional skills and respond to modern
challenges.

D. It is used only for administrative purposes.

Exercise 19. Discussion Task

Answer the following question in 3-5 sentences.

How can graduates of Kharkiv National University of Internal Affairs contribute to
cybersecurity in Ukraine?
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FINAL TEST UNIT 1
1. What is cybersecurity?
A) Internet games
B) Protection of digital systems
C) Social media activity
D) Offline security only
2. Who are cadets?
A) Civilians only
B) Police trainees
C) Teachers
D) Doctors
3. What does cyber police do?
A) Build computers
B) Investigate cybercrime
C) Teach languages
D) Repair roads
4, What is identity theft?
A) Buying online goods
B) Stealing personal data
C) Writing emails
D) Using social media
5. What does malware mean?
A) Useful program
B) Harmful software
C) Internet provider
D) Antivirus system
6. What does the university provide?
A) Only theory
B) Education and training
C) Only sports
D) Only online games
7. Cyber threats are:
A) Decreasing
B) Disappearing
C) Increasing
D) Not important
8. Cyber police belong to:
A) Army
B) National Police
C) Private company
D) School system
9.  What do cadets combine?
A) Work and rest
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B) Study and police training
C) Travel and sport

D) Internet and gaming

10. What is cyberattack?
A) Computer game

B) Attack on systems

C) Social event

D) Lecture

11. What do graduates receive?
A) Certificate only

B) Bachelor’s degree

C) No qualification

D) Diploma only

12.  What is cooperation?
A) Fighting

B) Working together

C) Studying alone

D) Ignoring rules

13.  Cyber police also do:
A) Crime prevention

B) Cooking

C) Transport services

D) Farming

14.  What is information system?
A) Paper documents only
B) Computer-based system
C) TV program

D) Library books

15.  What is the main goal of cybersecurity?
A) Entertainment

B) Protection of information
C) Advertising

D) Shopping

16.  phishing

A) online fishing game

B) fake messages to steal data
C) software update

D) data protection

17.  hacker

A) cyber attacker

B) system repairer

C) teacher

D) hardware device
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18. firewall

A) fire protection system
B) network security system
C) antivirus game

D) legal activity

19. malware

A) useful software

B) harmful software

C) hardware device

D) type of virus

20.  encryption

A) data protection method
B) type of virus

C) internet speed

D) protection of digital systems
21. cyberattack

A) system attack

B) computer game

C) email service

D) social media

22. identity theft

A) stealing personal data
B) creating accounts

C) online shopping

D) website link

23.  cybercrime

A) legal activity

B) illegal online activity
C) education system

D) single computer

24. antivirus

A) protection software
B) hacker tool

C) email service

D) unauthorized access to data
25.  password

A) secret access code

B) public username

C) website link

D) internet speed

26. spam

A) useful emails

B) unwanted messages
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C) antivirus alerts

D) advertising

27. network

A) connected systems

B) single computer

C) paper files

D) attack on systems

28. data breach

A) data protection

B) unauthorized access to data
C) system update

D) transport services

29. cybersecurity

A) internet games

B) protection of digital systems
C) social media

D) type of virus

30. cyber police

A) online criminals

B) law enforcement unit against cybercrime
C) IT company

D) online fishing game
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Unit 2
Network security

Texts:

8 Text 1. Network security.

Text 2. The Basics of Cybersecurity.

R “Text: Network Security and Data
Protection in Cybersecurity.

M Text: Types of Malware and Protection
am Against Cyber Threats.

Text 3. Types of Cyberattacks and
Methods of Prevention.

Text 4. Authentication, Authorization, and Access Control in Network Security.
Text 5. Network Protocols and Security Technologies in Cybersecurity.

Text 6. Key Tools and Technologies in Network Security.

Text 7. Key Concepts and Fundamentals of Network Security.

Glossary
Firewall - Mepexeuii expa ((paepBoi)
Encryption - llludpysanss
Decryption - Po3mudpyBaHHs
Malware - [lIkigmuBe nporpamMHe 3a0e3NeUCHHS
Virus - Komm’roTepHuii Bipyc
Phishing - ®imuar
Intrusion Detection System (IDS) - Cuctema BUSBICHHS BTOPTHEHD
Intrusion Prevention System (IPS) - Cucrema 3amo0iraHHsl BTOPrHEHHSIM
Virtual Private Network (VPN) - BipryansHa npuBaTHa Mepexa
Authentication - AyreHnTudikarris
Authorization - ABropu3sarris
Access Control - KouTposs gocTymy
Data Breach - Butik manux
Cyberattack - Kidoeparaka
Packet Filtering - ®inbrpariis nakeTiB
Network Protocol - MepeskeBuit mpoToko
Secure Socket Layer (SSL) - [TpoTokout 3aXHUIIICHUX COKETIB
Transport Layer Security (TLS) - be3neka TpaHCIIOPTHOTO PiBHS
Endpoint Security - 3axucT KiHIIEBUX TPUCTPOTB
Two-Factor Authentication (2FA) - JIBodakropHa ayTeHTHDIKALIS

Text
Network security
Network security is an essential part of modern cybersecurity. Every
organization uses a firewall to protect its internal systems from external threats.
Encryption is applied to sensitive data to ensure that information remains confidential
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during transmission. Decryption allows authorized users to access the original data
when needed. Malware, such as viruses, worms, and Trojan horses, can cause serious
damage to networks. Ransomware is especially dangerous because it blocks access to
important files until a payment is made. Spyware secretly collects user information,
while adware displays unwanted advertisements.

Phishing attacks trick users into revealing their passwords and personal data.
More advanced attacks, such as spear phishing, target specific individuals or
companies. A DDoS attack can overwhelm a server and make services unavailable.
In a man-in-the-middle attack, hackers intercept communication between two parties.
Brute force attacks attempt to guess passwords by trying many combinations. SQL
Injection targets databases by inserting malicious code. Zero-day attacks exploit
unknown vulnerabilities before they are fixed.

Authentication and authorization are crucial for controlling access to systems.
Many companies use two-factor or multi-factor authentication for better protection.
Network protocols like HTTP, HTTPS, SSL, and TLS ensure secure communication
over the internet. A VPN can create a secure connection even on public networks.
Antivirus software, IDS, and IPS systems help detect and prevent cyber threats.
Regular security patches are important to fix vulnerabilities. Backup systems ensure
that data can be restored after a cyberattack. Organizations must also perform risk
assessments and follow security policies to reduce the chances of a data breach.

Answer the questions:

What is the role of a firewall in network security?

Why is encryption important for protecting data?

What is the difference between a virus, a worm, and a Trojan horse?
How does ransomware affect users and organizations?

What is phishing and how does it work?

What happens during a DDoS attack?

What is a man-in-the-middle attack?

Why are authentication and authorization important?

How do VPNs help improve network security?

0. Why are backups and security patches essential for organizations?

RHOo~NOoOR~WNE

Exercise 1. Multiple Choice: Network Security. Choose the correct answer (A, B,
C, or D).

1. Which security tool protects internal systems from external threats?

A) VPN

B) Firewall

C) IDS

D) Encryption

2. What is the purpose of encryption?

A) To detect malware

B) To filter network packets
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C) To keep data confidential during transmission

D) To restore lost files

3. What process converts encrypted data back into its original form?
A) Authentication

B) Authorization

C) Packet Filtering

D) Decryption

4, Which term refers to harmful software that can damage a network?
A) Malware

B) VPN

C) TLS

D) Access Control

5. What type of malware can replicate itself and infect files?
A) Spyware

B) Virus

C) Adware

D) Ransomware

6. Which cyberattack tricks users into revealing passwords and personal
information?

A) SQL Injection

B) DDoS Attack

C) Phishing

D) Brute Force Attack

7. What system is used to detect suspicious activities in a network?
A) VPN

B) Firewall

C) IDS

D) SSL

8. Which system can automatically block detected threats?
A) IPS

B) Authentication

C) TLS

D) Decryption

9. What does VPN stand for?

o A) Virtual Protected Network

B) Virtual Private Network

C) Verified Private Network

D) Virtual Packet Network

10.  Which process verifies the identity of a user?

A) Authorization

B) Access Control

C) Authentication

D) Encryption
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11.  What determines what resources a user is allowed to access?
A) Authorization

B) Firewall

C) Decryption

D) Malware

12.  Which term refers to restricting access to systems and resources?
A) Data Breach

B) Access Control

C) Network Protocol

D) VPN

13.  What is a data breach?

A) A secure network connection

B) A method of authentication

C) Unauthorized exposure of sensitive information

D) A type of malware

14.  Which term describes an attack against computer systems or networks?
A) Packet Filtering

B) Cyberattack

C) Authorization

D) SSL

15.  What is packet filtering used for?

A) Encrypting files

B) Monitoring employees

C) Controlling network traffic based on rules

D) Creating backups

16. HTTP, HTTPS, SSL, and TLS are examples of:
A) Malware

B) Security Patches

C) Network Protocols

D) Data Breaches

17.  Which protocol was designed to secure communications before TLS?
A) VPN

B) SSL

C) IDS

D) IPS

18.  What does TLS provide?

A) Endpoint protection

B) Secure communication over networks

C) Malware detection

D) Password recovery

19.  What is the main goal of endpoint security?

A) Protecting end-user devices

B) Managing databases
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C) Creating VPN connections

D) Filtering packets

20.  What additional security measure requires users to provide two forms of
verification?

A) Packet Filtering

B) Data Breach

C) Two-Factor Authentication (2FA)

D) Decryption

*Firewall - Mepesxesnii expan — (inpTpye Tpadik Mixk MepeKamu
Encryption - [lludpyBanHs — mepeTBOpEHHS NaHUX y 3aXHUIIECHUA BUTIIS
Decryption - Po3mudpyBanas — BiJHOBJICHHS JaHUX
Cybersecurity - KidepOe3neka — 3aXHCT CHCTEM 1 MEPEXK
Network Security - be3neka mepexi — 3aXHCT MEPEKEBOI IHPPACTPYKTYPH

*Text: Network Security and Data Protection in Cybersecurity

Cybersecurity is a critical field that focuses on protecting systems, networks,
and data from digital threats. One of its key components is network security, which
ensures the safety of network infrastructure. A firewall plays an important role in
network security by filtering traffic between trusted and untrusted networks. It helps
prevent unauthorized access and blocks harmful data.

Encryption is widely used to protect sensitive information by converting it into
a secure format. This ensures that even if data is intercepted, it cannot be easily
understood. Decryption is the process that allows authorized users to restore the
original data from its encrypted form. Together, encryption and decryption provide
confidentiality and data protection.

In modern organizations, cybersecurity strategies include multiple layers of
defense. Network security tools, such as firewalls and encryption protocols, work
together to reduce risks. Without proper protection, systems become vulnerable to
cyberattacks. Therefore, companies invest in strong cybersecurity measures to keep
their data safe.

*Answer the questions:
1. What is the main goal of cybersecurity?
2. What role does a firewall play in network security?
3. Why is encryption important for protecting data?
4. What is the purpose of decryption?
5. Why do organizations invest in cybersecurity measures?

Text: The Basics of Cybersecurity

Cybersecurity is the practice of protecting computers, networks, and data from
digital attacks. In today’s connected world, it is essential for individuals and
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organizations to stay safe online. Cybersecurity helps prevent unauthorized access,
data theft, and damage to systems.

One of the key elements of cybersecurity is protecting personal information.
Users should be careful when sharing data online and use strong passwords. A strong
password usually includes letters, numbers, and symbols. Two-factor authentication
adds an extra layer of security by requiring a second verification step.

Another important part of cybersecurity is protecting devices from malware.
Malware includes viruses, worms, and other harmful software that can damage
systems or steal data. Antivirus programs help detect and remove these threats.

Firewalls are also essential tools in cybersecurity. They control incoming and
outgoing network traffic and block suspicious activity. Encryption is used to protect
sensitive data by converting it into a secure format that only authorized users can
read.

Safe online behavior is also very important. Users should avoid clicking on
unknown links or downloading suspicious files. Cybersecurity awareness helps
reduce the risk of phishing attacks and other online threats. By combining technology
and good practices, users can significantly improve their online safety.

Questions:

1 What is cybersecurity?

2 Why is cybersecurity important in today’s world?

3 What types of attacks does cybersecurity help prevent?
4, What is the purpose of protecting personal information online?
5. What makes a password strong?

6 What is two-factor authentication?

7 What is malware?

8 Name two examples of malware mentioned in the text.
9.  What is the role of antivirus programs?

10.  What is a firewall?

11. How does a firewall protect a network?

12.  What is encryption used for?

13.  Why should users avoid suspicious links and files?

14.  What is phishing?

15.  How can users improve their online safety?

Exercise 2.

Part 1: Multiple Choice (choose one correct answer):
1.What is cybersecurity?

A) Game development

B) Protection of computers and data

C) Internet speed control

D) Social media use

2.What does cybersecurity protect?
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A) Cars

B) Computers and networks

C) Books

D) Electricity

3.What is one goal of cybersecurity?
A) Increase ads

B) Prevent unauthorized access

C) Delete passwords

D) Slow down systems

4.What is personal data?

A) Weather info

B) Private user information

C) Public news

D) Software updates

5.Why should users protect personal information?
A) To share it freely

B) To avoid identity theft

C) To increase spam

D) To download games

6.What is a strong password?

A) 123456

B) password

C) Combination of letters, numbers, symbols
D) Your name

7.What does two-factor authentication do?
A) Deletes files

B) Adds extra verification

C) Blocks internet

D) Creates viruses

8.What is malware?

A) Safe software

B) Harmful software

C) Internet browser

D) Firewall tool

9.What does antivirus software do?
A) Creates passwords

B) Detects malware

C) Sends emails

D) Speeds up Wi-Fi

10.What is a firewall?

A) A game

B) Network traffic filter

C) A keyboard
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D) A virus

Part 2: Read the statements and write True (T) or False (F).

1. Cybersecurity focuses on protecting systems, networks, and data from digital
threats.
Network security is responsible for protecting network infrastructure.
A firewall increases internet speed by compressing network traffic.
A firewall filters traffic between trusted and untrusted networks.
Encryption converts data into a secure format to protect sensitive information.
Encrypted data can always be easily understood if it is intercepted.
Decryption restores original data from its encrypted form.
Only unauthorized users can perform decryption.
Encryption and decryption help ensure data confidentiality.
10 Cybersecurity strategies usually rely on a single layer of protection.
11.Firewalls and encryption protocols are important network security tools.
12.Without proper protection, systems may become vulnerable to cyberattacks.
13.Network security and cybersecurity have no connection with each other.
14.Companies invest in cybersecurity measures to protect their data.
15.A firewall can help prevent unauthorized access to a network.
16.Cybersecurity protects systems from attacks.
17.Weak passwords are safe to use.
18.Malware includes viruses and worms.
19.Antivirus software removes threats.
20.Firewalls allow all traffic without filtering.
21.Encryption protects sensitive data.
22.Cybersecurity is not important for individuals.
23.Two-factor authentication improves security.
24.Clicking unknown links is safe.
25.Cybersecurity helps prevent data theft.

CoNoORWDN

Threats
Malware - [lkigmuee [13 — 3aranbHa Ha3Ba I BipycCiB, TPOSIHIB TOIIO

Virus - Bipyc — camopo3snoBcromkyBane mikianise 113

Worm - YepB’sik — MoOmMproeThes 0€3 yyacTi KOpUCTyBayda

Trojan Horse - TpositH — MacKy€eThCsl M1l KOPUCHY IPOTpaMy

Ransomware - IIporpama-Bumarady — OJ0Ky€e AOCTYH A0 JaHUX

Spyware - llnuryncske [13 — 30upae nani kopuctyBaya
Adware - Pexinamue [13 — mokasye HeOaxaHy peKIamy

Text: Types of Malware and Protection Against Cyber Threats
Malware is a general term used to describe different types of harmful software.
It includes viruses, worms, Trojan horses, ransomware, spyware, and adware. A virus
Is a type of malware that can spread from one computer to another and damage files.
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A worm is similar, but it can spread without any user action. Trojan horses disguise
themselves as useful programs to trick users into installing them.

Ransomware is one of the most dangerous types of malware because it blocks
access to data and demands payment. Spyware secretly collects information about
users, such as passwords or browsing habits. Adware is less dangerous but still
annoying, as it displays unwanted advertisements. These threats can affect both
individuals and organizations.

To protect against malware, users should install antivirus software and keep
their systems updated. It is also important to avoid downloading suspicious files or
clicking unknown links. Understanding different types of malware helps people stay
safe online.

Questions:
1. What is malware?
2. How does a worm differ from a virus?
3. What is the main characteristic of a Trojan horse?
4. Why is ransomware considered dangerous?
5. What can users do to protect themselves from malware?

Exercise 3.
Part 1. Complete the sentences with the correct words from the box.

Words to use:
Malware, Virus, Worm, Trojan Horse, Ransomware, Spyware, Adware

1. is a general term used for harmful software such as viruses,
worms, and Trojans.

2 A can spread from one computer to another and infect files.

3 A spreads automatically without requiring user action.

4 A disguises itself as a legitimate program to trick users.

5. blocks access to data and demands payment to restore it.

6. secretly collects information about users, such as passwords and

browsing habits.

7 displays unwanted advertisements on a user's device.

8 Viruses, worms, and Trojan horses are all types of

9 Users should avoid downloading suspicious files to reduce the risk of
infections.

10.  Unlike a virus, a does not need a user to open an infected file in

order to spread.

11. A may appear to be useful software, but it contains malicious

code.

12.  Organizations often use antivirus software to protect against

13. is considered one of the most dangerous cyber threats because it

can make important files inaccessible.
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14.  Personal information can be stolen by without the user's
knowledge.
15.  Frequent pop-up advertisements are often a sign of

Part 2. Fill in the blanks:

Cybersecurity protects , networks, and data.
2. A strong includes numbers and symbols.
3 adds extra security verification.

4, is harmful software.

5. A controls network traffic.

6. Antivirus programs detect
7
8
9.
1

=

: protects data by encoding it.

. Users should avoid links.
Cybersecurity helps prevent theft.

0.Malware includes viruses and

Attacks

Phishing - ®imuHr — 1maxpaichbki IOBIIOMIICHHS IS KPAAKKH TaHUX
Spear Phishing - L{inboBuit QimmHr — ataka Ha KOHKPETHY 0CO0Y
DDoS Attack - DD0S-araka — nepeBaHTaKeHHS cepBepa
Man-in-the-Middle (MITM) - Araka «Tt0iHA TOCEPETUHI» — TEPEXOTUICHHS
TaHHUX
Brute Force Attack - Ataka nepe6opom — migoip maposis
SQL Injection - SQL-in’ekIiss — aTaka Ha 0a3y JaHUX
Zero-day Attack - Ataka HyJIbOBOTO JTHS — BHKOPHUCTAHHS HEB1JIOMOT
BPa3JIMBOCTI

Text: Types of Cyberattacks and Methods of Prevention

Cyberattacks are becoming more common in today’s digital world. One of the
most widespread attacks is phishing, where attackers try to trick users into revealing
personal information. Spear phishing is a more targeted version of phishing aimed at
specific individuals or organizations. Another dangerous type is a DDoS attack,
which overloads a server and makes it unavailable to users.

A man-in-the-middle attack happens when a hacker secretly intercepts
communication between two parties. Brute force attacks involve trying many
password combinations until the correct one is found. SQL injection is used to attack
databases by inserting malicious code into queries. Zero-day attacks exploit
vulnerabilities that are not yet known or fixed.

These attacks can cause serious damage, including data loss and financial
problems. To prevent them, organizations use strong security systems and train
employees to recognize threats. Awareness and proper protection are key to reducing
risks.
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Questions:
1. What is phishing and how does it work?
2. What is the difference between phishing and spear phishing?
3. What happens during a DDoS attack?
4. What is a brute force attack?
5. Why are zero-day attacks difficult to prevent?

Exercise 4. Match the cyberattack terms (1-7) with their correct meanings (A—
G).

Words:

1 Phishing

2 Spear Phishing

3 DDoS Attack _

4 Man-in-the-Middle (MITM)

5 Brute Force Attack

6 SQL Injection

7 Zero-day Attack

Meanings:

A. An attack that overloads a server or website with a large amount of traffic.

B. A targeted phishing attack aimed at a specific person or organization.

C. An attack that exploits a software vulnerability before it is known or fixed.

D. Fraudulent messages designed to steal personal information, passwords, or
financial data.

E. An attack where a hacker secretly intercepts communication between two parties.
F. An attack that attempts to guess a password by trying many different
combinations.

G. An attack that inserts malicious code into database queries to gain unauthorized
access.

“Exercise 5.

Part 1. Match the attacks with real-life examples.
Attacks:

Phishing

Spear Phishing

DDoS Attack

MITM Attack _

Brute Force Attack

SQL Injection

Zero-day Attack

NoakowdE

Real-life examples:
A. A hacker uses a newly discovered software flaw before developers release a patch.
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B. A fake email from a bank asks you to enter your password.

C. An attacker targets a company's CEO with a personalized email.

D. Millions of requests are sent to a website, causing it to crash.

E. A hacker intercepts data sent over an unsecured public Wi-Fi network.

F. An attacker repeatedly tries different passwords until one works.

G. Malicious commands are entered into a website form to access database records.

Part 2. Matching. Match terms (1-10) with definitions (A-J)

1. Cybersecurity A) Protects systems from attacks
2. Firewall B) Filters network traffic

3. Malware C) Harmful software

4. Antivirus D) Protects against viruses

5. Encryption E) Secures data by encoding

6. Password F) Secret access code

7. Phishing G) Fake attempt to steal data

8. Two-factor authentication H) Extra login verification

9. Data I) Information

10.Network J) Connected systems

Authentication and Access

Authentication - Ayrentudikariss — mnepeBipka ocoou
Authorization - ABropu3artisi — HaJaHHS IPaB JOCTYITY
Access Control - KonTpoib 1ocTyny — 0OMEKeHHS TOCTYITY
Password - [Tapoab — ceKpeTHHU#H KOJI TOCTYITY
Biometric Authentication - biomeTpuuna ayTeHTH(DiKALS — 32 BiAOUTKOM,
O0IMYYSM
Two-Factor Authentication (2FA) - JIBodakropHa ayTenTudikailis — 2 piBHi
nepeBipKU
Multi-Factor Authentication (MFA) - bararodakTopHa ayreHTH)IKaIis

Text: Authentication, Authorization, and Access Control in Network Security

Authentication and authorization are essential parts of network security.
Authentication is the process of verifying a user’s identity, while authorization
determines what resources the user can access. The most common method of

authentication is a password, but it is not always secure.

To improve security, many systems use two-factor authentication, which
requires users to provide two forms of identification. Multi-factor authentication is
even more secure, as it combines multiple verification methods, such as passwords,
biometrics, or security tokens. Biometric authentication uses unique physical

characteristics like fingerprints or facial recognition.

Access control systems help restrict access to sensitive data and ensure that
only authorized users can view or modify it. Without proper authentication and
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authorization, systems become vulnerable to cyberattacks. That is why organizations
Invest in strong access control mechanisms to protect their data and networks.

Questions:
1. What is the difference between authentication and authorization?
2. Why are passwords not always secure?
3. What is two-factor authentication?
4. How does biometric authentication work?
5. Why is access control important in network security?

“Exercise 6.

Part 1. Translate the following sentences from English into Ukrainian. Use the

vocabulary provided.

Authentication is the process of verifying a user's identity.

Authorization determines which resources a user can access.

A password is the most common method of authentication.

Two-factor authentication requires two forms of identification.

Multi-factor authentication provides a higher level of security.

Biometric authentication uses fingerprints or facial recognition.

Access control helps protect sensitive information from unauthorized users.

Organizations use authentication and authorization to improve network

security.

9. Strong passwords are important for protecting user accounts.

10.Access control systems restrict access to confidential data.

11.Multi-factor authentication may combine passwords, biometrics, and security
tokens.

12.Without proper authentication, systems can become vulnerable to cyberattacks.

13.Biometric authentication is becoming more popular in modern organizations.

14.Authorization is performed after successful authentication.

15.Companies invest in access control mechanisms to protect their networks and
data.

ONoGakrwWdE

Part 2. Translate the following sentences from Ukrainian into English. Use
the vocabulary provided.

1. Cybersecurity is the practice of protecting computers, networks, and data from
digital attacks.

Users should use strong passwords that include letters, numbers, and symbols.
Two-factor authentication adds an extra layer of security.

Malware includes viruses, worms, and other harmful software.

Firewalls control network traffic and block suspicious activity.

Encryption protects sensitive data by converting it into a secure format.
Antivirus programs help detect and remove malware.

Users should avoid clicking on unknown links.
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9. Cybersecurity helps prevent data theft and unauthorized access.
10.Cybersecurity awareness reduces the risk of online threats.

Networks and Protocols
IP Address - IP-anpeca — yHikaabHH#1 11eHTHDIKATOP IPUCTPOIO
MAC Address - MAC-aapeca — ¢i3nuHa ajgpeca IpUCTPOIO
Network Protocol - MepesxeBuii mpoTokoa — MpaBmiia mepenavi JaHux
HTTP - [Ipotokon nepenadyi rinepTekcTy
HTTPS - 3axumenuit HTTP — 13 mudpyBannsm
SSL - IIpoTokost 3aXUIIIEHNX COKETIB
TLS - IIpoTokosn 6e3neKu TPaHCIOPTHOTO PiBHSA
VPN - BipTyanbHa npuBaTHa Mepeka — 3aXHUIICHE 3 € THAHHS

Text: Network Protocols and Security Technologies in Cybersecurity

Network protocols are essential for communication between devices on the
internet. Protocols like HTTP and HTTPS define how data is transmitted. HTTPS is
more secure because it uses encryption to protect information. SSL and TLS are
cryptographic protocols that ensure secure communication over networks.

A VPN, or Virtual Private Network, allows users to create a secure connection,
especially when using public Wi-Fi. It hides the user’s IP address and encrypts
internet traffic. Antivirus software is another important tool that helps detect and
remove malware. Systems like IDS and IPS monitor network activity and prevent
suspicious behavior.

Regular security patches are necessary to fix vulnerabilities in software.
Backup systems also play a key role in protecting data by allowing recovery after an
attack. By combining these technologies, organizations can build strong network
security and protect their information from threats.

Questions:
1. What is the purpose of network protocols?
2. What is the difference between HTTP and HTTPS?
3. How does a VPN improve security?
4. What is the role of antivirus software?
5. Why are security patches and backups important?

*Exercise 7.

Part 1. Reorder the words to form correct sentences. Use the given vocabulary.
is / unique / IP Address / device / an / identifier / a

physical / MAC Address / is / device / the / of / address / a

rules / Network Protocol / defines / data / transmission / for

Hypertext Transfer Protocol / HTTP / stands / for

secure /HTTPS /is/ HTTP / version / a/ of

encryption / SSL / uses / secure / communication / for

38

ook wdE



7. TLS/ provides / transport / security / layer

8. VPN / creates / secure / a/ connection / virtual

9. hides / IP Address / VPN /user’s / the

10.internet traffic / VPN / encrypts

11.between / devices / protocols / communication / enable / network
12.HTTPS / more / than / HTTP / secure / is

13.data / protect / encryption / helps

14.public Wi-Fi/ VPN / on / security / improves

15.internet / devices / connect / protocols / allow

Part 2. Put the words in the correct order:

protect / Cybersecurity / systems / helps / and / data / networks
2. strong / should / use / passwords / users

3. adds / authentication / security / two-factor / extra / an / layer
4. includes / malware / worms / viruses / and / software / harmful
5. network / firewall / traffic / controls / a

6. sensitive / encryption / protects / data
7
8
9.
1

=

. remove / antivirus / malware / helps / programs

. avoid / users / suspicious / should / files / downloading
block / firewalls / activity / suspicious

0.improve / safety / cybersecurity / online / helps

Protect systems
Antivirus Software - Aatusipychue 13 — BusiBIIsie 3arpo3u
IDS (Intrusion Detection System) - Cucrema BUSABICHHS BTOPTHEHD
IPS (Intrusion Prevention System) - Cuctema 3ano0iranHs
BTOPTHEHHSM
Endpoint Security - 3axucT KiHIIEBUX TPUCTPOIB
Security Patch - OnoienHs Oe3reku — BUMPABICHHS BPa3JIMBOCTEH
Backup - Pe3epBHe komitoBaHHS — 30€peKCHHS JaHUX

Text: Key Tools and Technologies in Network Security

Network security relies on various tools and technologies to protect systems
from cyber threats. One of the most important tools is antivirus software, which
detects and removes malware from computers. It helps protect users from viruses,
worms, and other harmful programs.

Intrusion Detection Systems (IDS) monitor network traffic and identify
suspicious activity. Intrusion Prevention Systems (IPS) go one step further by
blocking potential attacks before they can harm the system. Firewalls also play a key
role by filtering incoming and outgoing network traffic based on security rules.

Security patches are regularly released to fix vulnerabilities in software and
operating systems. Installing these updates is essential to prevent hackers from
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exploiting weaknesses. Backup systems are also very important because they allow
users to restore lost data after an attack or system failure.

By using a combination of antivirus software, IDS, IPS, firewalls, patches, and

backups, organizations can significantly improve their cybersecurity and reduce risks.

Questions:

1.
2.
3.
4.
S.

What is the main purpose of antivirus software?

What does an Intrusion Detection System (IDS) do?

How is an Intrusion Prevention System (IPS) different from IDS?
Why are security patches important?

How do backup systems help in cybersecurity?

Exercise 8.
Part 1. Find and correct the mistakes in the sentences. Use the correct
cybersecurity terms.

1.
2.

CoOoN Ok

IDS blocks all incoming attacks before they enter the system.

Antivirus software only monitors network traffic but does not remove
malware.

IPS is used to detect suspicious activity but does not prevent attacks.

Endpoint Security protects only the central server of a company.

Security patches are optional updates that improve computer speed.

Backup systems are used to create viruses for testing purposes.

IDS and IPS are not related to network security tools.

Antivirus software is useless against worms and Trojans.

Security patches are used to introduce new vulnerabilities into systems.

10 Backup systems permanently delete old data instead of saving it.
11.Endpoint Security protects only mobile devices and ignores computers.
12.1PS only detects attacks but does not block them.

13.1DS prevents attacks before they happen.

14.Antivirus software detects and removes malware from systems.
15.Security patches fix vulnerabilities in software and operating systems.

Part 2. Correct mistakes

=

Cybersecurity is the process of creating viruses for testing systems.

2. Strong passwords should only include numbers.

3. Two-factor authentication removes the need for passwords.
4. Malware is a type of hardware used to protect computers.
5. Firewalls increase internet speed by removing encryption.
6.
2
8
9.
1

Encryption makes data readable for everyone online.

. Antivirus programs create viruses to test security systems.
. Users should click on all links to stay safe online.

Cybersecurity has no connection to online safety.

0.Firewalls block suspicious network activity.
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Other important definitions

Data Breach - Butik qanux — HeCaHKIIIOHOBAHUN JOCTYII
Vulnerability - BpasnuBicTs — cinadke Miclie CHCTEMH
Exploit - EKCIiodT — BUKOPHCTaHHS BPa3IMBOCTI
Risk Assessment - OriHKa pU3UKIB
Security Policy - IToxiTuka 6e3mexu
Digital Certificate - [{udpowuii cepTudikar
Public Key - BigkpuTnii kimoq
Private Key - [IpuBaTHuii K104
Hashing - XeuryBanas — nepeTBOPeHHS JaHUX Y (PiKCOBaHUHU KO
Social Engineering - ComianbHa iHXEHEePiss — MaHIIMyJIAILIT JTF0IbMU
Cloud Security - be3neka XMapHHX CepBiciB
Endpoint - Kinrneswuit npuctpiii (ITK, cmaptdon)

Text: Key Concepts and Fundamentals of Network Security

In network security, understanding key concepts helps organizations protect
their data effectively. A data breach occurs when unauthorized users gain access to
sensitive information. This can lead to financial loss and damage to reputation. A
vulnerability is a weakness in a system that can be exploited by attackers, while an
exploit is a method used to take advantage of that weakness.

A security policy defines rules and procedures for protecting data and systems
within an organization. Risk assessment is the process of identifying and evaluating
potential threats. Digital certificates are used to verify the identity of websites and
ensure secure communication.

Public and private keys are part of encryption systems. The public key is used
to encrypt data, while the private key is used to decrypt it. Hashing transforms data
into a fixed-length code to protect its integrity. Social engineering involves
manipulating people into revealing confidential information.

Cloud security focuses on protecting data stored in cloud services. An endpoint
refers to any device connected to a network, such as a computer or smartphone.
Securing endpoints is essential because they are common targets for cyberattacks.

Questions:
1. What is a data breach?
2. What is the difference between a vulnerability and an exploit?
3. Why is a security policy important?
4. How do public and private keys work in encryption?
5. What is social engineering in cybersecurity?

Exercise 9. Multiple Choice. Choose one correct answer (A, B, C or D):
1. What is the main purpose of a firewall?
A) Store files

41



B) Filter network traffic

C) Create passwords

D) Encrypt emails

. What does encryption do?

A) Deletes data

B) Converts data into secure form
C) Blocks websites

D) Speeds up internet

. Which attack demands payment to restore access?
A) Phishing

B) Ransomware

C) SQL injection

D) Spoofing

. What is phishing?

A) A backup method

B) A type of firewall

C) A trick to steal data

D) A secure protocol

. What is a worm?

A) Needs user action to spread
B) Spreads automatically

C) A hardware device

D) A password tool

. Which system detects attacks?
A) IDS

B) VPN

C) HTTP

D) DNS

. Which system blocks attacks automatically?
A) IDS

B) IPS

C) FTP

D) SSL

. What does HTTPS provide?
A) Faster internet

B) Encryption and security

C) File storage

D) Virus scanning

. What is a Trojan horse?

A) A safe program

B) Malware disguised as useful software
C) A firewall tool

D) A browser
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10.What is a DDoS attack?

A) Password reset

B) Overloading a server

C) File encryption

D) Data backup
11.What is authorization?

A) Checking identity

B) Giving access rights

C) Encrypting data

D) Scanning viruses
12.What is a VPN used for?

A) Gaming

B) Secure connection

C) Virus creation

D) File deletion
13.What is spyware?

A) Improves speed

B) Collects user data secretly

C) Deletes malware

D) Encrypts files
14.What is a vulnerability?

A) Strong protection

B) System weakness

C) Antivirus tool

D) Password type
15.What is social engineering?

A) Hardware repair

B) Manipulating people

C) Data encryption

D) Network setup

Exercise 10. True / False

A worm needs user action to spread.
HTTPS is more secure than HTTP.

A virus can spread between computers.
Backups help recover lost data.
Malware is a general term for harmful software.
A firewall allows all traffic by default.
Encryption protects data confidentiality.
A Trojan horse is always harmless.

IDS prevents attacks automatically.
VPN hides user IP address.
Ransomware steals passwords only.
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12.  Authentication verifies identity.

13.  Authorization gives access rights.

14.  Zero-day attacks use unknown vulnerabilities.
15.  Antivirus software protects against malware.

Exercise 11. Fill the gaps.

1. Network are essential for communication between devices on the
internet.

2. HTTPS is more secure because it uses to protect information.

3. SSL and TLS are cryptographic protocols that ensure secure over
networks.

4. A VPN hides the user’s IP address and internet traffic.

5. Antivirus software helps detect and remove from computers.

6. IDS systems monitor network traffic and identify activity.

7. IPS systems can block potential before they harm the system.

8. Firewalls filter incoming and outgoing network based on security
rules.

9. Security are necessary to fix vulnerabilities in software and operating
systems.

10.Backup systems allow users to restore lost after an attack or system
failure.

“Exercise 12. Matching. Match terms (1-15) with definitions:

1. Malware A) Used to decrypt data

2. Firewall B) Harmful software

3. Encryption C) Filters network traffic

4. IDS D) Detects attacks

5. IPS E) Prevents attacks

6. VPN F) Secure connection network

7. Virus G) Self-spreading malware

8. Worm H) Malware disguised as useful software
9. Trojan Horse I) Blocks access to data for payment
10.Ransomware J) Collects user data secretly
11.Spyware K) Shows ads

12.Adware L) Copy of data for recovery
13.Backup M) Encrypts data

14.Public Key N) Malware that spreads automatically
15.Private Key O) Used to encrypt data

*Exercise 13. Translate into English.

1. ABTteHTH(iKaIlsg Ta aBTOPU3AIIIS € BAKIMBUMHI YaCTUHAMHA MEPEKEBO1 OC3IMEKH.
2. HaiimomupeHimum MeTo oM aBTeHTH(IKAIIIT € TapOTb.

3. JBodaxTopHa aBTeHTH(]IKAIlIS BUMArae 181 popMu miaTBEPIKEHHS 0COOU.
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4. bararodakTopHa aBTeHTH(]IKAIis TOETHYE KIJTbKa METO/IIB MIEPEBIPKH.

o

p

biomerpuyna  aBTeHTH(IKalllsl  BUKOPUCTOBYE  BIIOUTKHM  MaJbIiB  abo

O3MI3HABAHHS 00JIMYYS.

. CucteMu KOHTPOJIIO TOCTYITY JOIMOMAraroTh 3aXHINaTH KOH)1ACHITIHHI J1aHi.
. DImMHT € OAHUM 13 HAUTIONIMPEHIIITUX TUIIIB KiOepaTak.

SQL-1H’€eKI11sI BHKOPHUCTOBYETHCS /I aTaKy Ha 0a3u JaHUX.

6
7
8. DDo0S-araka Moxe IepeBaHTAXUTH CEPBEP 1 3pOOUTH HOTO HEOCTYITHUM.
9.
1

0.0013HaHICTh 1 HANIEKHUH 3aXHUCT AOMOMAraloTh 3MEHIITUTH PU3UKH.

*Exercise 14. Put the words in the correct order:

NogohkwbdE

8.
Q.
10.

essential / authentication / network / are / authorization / and / parts / of / security
process / authentication / verifying / the / identity / is / of / a / user’s

secure / always / password / not/a/is

systems / many / use / authentication / two-factor / security / to / improve
methods / combines / authentication / verification / multi-factor / multiple
sensitive / systems / protect / control / access / data

users / phishing / attackers / into / trick / try / revealing / information / personal /
to

unavailable / attack / a / server / DDoS / make / can / a

combinations / attacks / password / brute / involve / many / force / trying
protection / awareness / reducing / proper / risks / are / key / to

*Exercise 15. Correct the mistakes:

1.
2
3
4
5
6.
Z
8
9.
1

0.

Without authentication and authorization, systems become vulnerable to
cyberattacks.

. Multi-factor authentication combines passwords, biometrics, and security tokens.
. Firewalls filter incoming and outgoing network traffic.

. IDS monitors network activity and identifies suspicious behavior.

. IPS blocks potential attacks before they can damage the system.

Security patches fix vulnerabilities in software and operating systems.

. Backup systems help restore lost data after an attack.
. Spear phishing targets specific individuals or organizations.

A man-in-the-middle attack secretly intercepts communication between users.
Organizations use strong security systems to reduce cybersecurity risks.

Exercise 16. Discussion Questions:

NoakowdE

What is a data breach and why can it be dangerous for organizations?

How does a vulnerability differ from an exploit?

Why is a security policy important in an organization?

What is the purpose of a risk assessment in cybersecurity?

How do digital certificates help ensure secure communication?

What is the difference between a public key and a private key in encryption?
Why is hashing important for data integrity?
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8. What is social engineering and why is it effective for attackers?

9. Why are endpoints considered common targets for cyberattacks?

10.What is the difference between a virus, a worm, and a Trojan horse?

11.Why is ransomware considered one of the most dangerous types of malware?
12.How do spyware and adware affect users differently?

13.What steps can users take to protect themselves from malware?

14.Why is it important to avoid suspicious files and unknown links?

15.How does understanding cybersecurity threats help improve online safety?

Exercise 17.
Part 1. Read the texts below. Match choices (A-H) to texts (1-5).There are three
choices you do not need to use.

1. When using a computer or smartphone, it is important to install
updates regularly. Updates fix security problems and improve system performance.
Without them, devices can become vulnerable to cyberattacks. Many hackers exploit
old software versions to gain access to systems. That is why users should enable
automatic updates whenever possible.

2. Downloading software only from official websites or trusted app
stores reduces the risk of installing harmful programs. Many viruses and malware
spread through unofficial sources. Some fake websites look very similar to real ones
and can deceive users. Always check the source before downloading anything. This
helps keep your device safe from hidden threats.

3. Using strong passwords is one of the simplest ways to protect your
accounts. A strong password should include letters, numbers, and special characters,
and should not be easy to guess. Weak passwords can be cracked by attackers in a
short time. It is also important not to use the same password for different accounts.
Password managers can help store them securely.

4, Antivirus programs help detect and remove malicious software. They
also scan files and warn users about potential threats before they can cause damage.
Modern antivirus tools often work in real time to protect systems continuously.
However, they should be updated regularly to recognize new viruses. Combining
antivirus software with safe behavior increases protection.

5. It is important to avoid clicking on unknown links in emails or
messages. Cybercriminals often use fake messages to steal personal information or
install malware. These attacks are called phishing and can look very convincing.
Users should always check the sender before opening links. Being careful online
helps prevent many security problems.

Choices:

A. Use only trusted sources to download applications.

B. Turn off your computer when not in use.

C. Install antivirus software to protect your device.

D. Regular updates improve security and fix vulnerabilities.
E. Never use the internet.
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F. Use strong passwords for your accounts.
G. Avoid suspicious links in emails and messages.
H. Share your passwords with friends for safety.

*Part 2. Read the texts below. Match choices (A-H) to texts (1-5). There are
three choices you do not need to use.
Texts

1. This method protects data by converting it into a secure format that
cannot be read without a special key. It is widely used when sending sensitive
information over the internet. Even if hackers intercept the data, they will not be able
to understand it. Only authorized users with the correct key can restore the original
information. This process is essential for maintaining confidentiality in modern
communication systems.

2. This security tool monitors network traffic and blocks suspicious
activity before it can harm the system. It acts as a barrier between trusted and
untrusted networks. It is commonly used in both home and corporate networks to
increase protection. The system follows predefined security rules to decide which
data packets are allowed. It helps prevent unauthorized access and cyberattacks.

3. This type of attack tricks users into revealing personal information,
such as passwords or bank details, by sending fake messages or emails. These
messages often look like they come from trusted organizations. Users may be
directed to fake websites designed to steal their data. The attackers rely on human
error rather than technical weaknesses. Awareness and caution are key to avoiding
this threat.

4. This security method requires users to provide two different forms of
identification before accessing an account, making unauthorized access more
difficult. Typically, it combines something the user knows, like a password, with
something they have, such as a phone. Sometimes biometric data like fingerprints is
also used. This approach significantly increases account security. It is widely used in
banking and online services.

5. This is harmful software that can damage systems, steal data, or disrupt
computer operations. It includes viruses, worms, and Trojan horses. It can spread
through email attachments, downloads, or infected websites. Once inside a system, it
may run silently without the user noticing. To protect against it, users should install
security tools and avoid suspicious files.

Choices:

A. Firewall

B. Encryption

C. Phishing

D. Two-Factor Authentication (2FA)
E. Malware

F. VPN
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G. Authentication
H. Antivirus Software

Exercise 18. Listening. Listen the text and answer the questions.
Text: Safe Use of Devices and Software

Safe use of devices and software is very important in today’s digital world.
People use computers, smartphones, and tablets every day, so protecting them from
threats is essential. One of the most important rules is to install software updates
regularly. Updates fix security problems and help prevent cyberattacks.

It is also important to download programs only from official websites or
trusted app stores. Unofficial sources may contain viruses or other types of malware
that can damage devices or steal personal data. Users should also install antivirus
software, which helps detect and remove harmful programs.

Another key element of safety is using strong passwords. A strong password
includes letters, numbers, and symbols, and it should not be easy to guess. It is also
recommended not to use the same password for different accounts and to change
passwords regularly.

Users should be careful with emails and messages, especially if they contain
unknown links. These may be phishing attempts designed to steal personal
information. In such cases, it is better not to click on the links and delete the message
Immediately.

Finally, creating backups of important data is very important. Backups allow
users to restore files if they are lost due to a virus or system failure. By following
these rules, people can significantly improve the security of their devices and protect
their personal information.

Questions:
1. Why is safe use of devices and software important in today’s world?
2. What is the purpose of software updates?
3. Where should users download programs from to stay safe?
4. What risks can unofficial software contain?
5. How does antivirus software help protect devices?
6. What makes a password strong and secure?
7. Why should users avoid using the same password for different accounts?
8. What are phishing messages designed to do?
9. What should a user do if they receive a suspicious email or link?
10.Why are backups important for data protection?

Exercise  19. Video  Comprehension  Task. Watch the  video:
https://www.youtube.com/watch?v=VINyUsm0OW4w and choose the correct answer:

1. What is the main purpose of network security?
A. To increase the speed of the Internet.
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B. To protect networks and data from unauthorized access and cyber threats.
C. To create new computer programs.
D. To improve the design of websites.

2. Which of the following is an example of a network security threat?
A. Software update

B. Firewall

C. Malware attack

D. Strong password

3. What is the primary function of a firewall?

A. To create backups of files

B. To monitor and control incoming and outgoing network traffic
C. To speed up Internet connections

D. To remove viruses from a computer

4. Why do organizations use Virtual Private Networks (VPNs)?

A. To increase computer storage space

B. To create websites

C. To encrypt data and provide secure communication over the Internet
D. To install software updates

5. What is one benefit of implementing network security measures?
A. Reduced protection of sensitive information

B. Increased risk of cyberattacks

C. Better protection of data and network resources

D. Elimination of all computer problems

*Exercise 20. Discussion Questions. Answer in 2—3 sentences.
1. Why are firewalls and VPNs important for network security?
2. Why is network security important for businesses and government
organizations?
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FINAL TEST UNIT 2
1. What is a software update?
A. Deleting files
B. Fixing bugs and improving security
C. Turning off the internet
D. Creating viruses

2. Why is it important to install updates?
A. To increase ads

B. To reduce system speed

C. To protect the system from threats

D. To delete programs

3. Where is it safest to download software from?
A. Any website

B. Social media

C. Official app stores or websites

D. Unknown links

4. What can unofficial software contain?
A. Photos

B. Viruses and malware

C. Only music

D. System updates

5. What is a strong password?

A. 123456

B. Your username

C. A mix of letters, numbers, and symbols
D. Your birth date

6. What is NOT recommended for passwords?
A. Using different passwords

B. Using strong passwords

C. Sharing passwords with others

D. Changing passwords regularly

7. What does antivirus software do?

A. Deletes the internet

B. Protects against malicious software

C. Creates files

D. Increases Wi-Fi speed

8. What is phishing?

A. A system update

B. Password creation

C. A scam to steal personal data

D. Antivirus scanning

9. Which is an example of phishing?
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A. Windows update

B. Fake email from a bank

C. Antivirus scan

D. Downloading software

10. What should you do with suspicious links?
A. Open them

B. Ignore and delete them

C. Send them to friends

D. Download them

11. What is malware?

A. Antivirus software

B. A protection program

C. Software that harms systems

D. An update

12. Which is an example of malware?
A. Microsoft Word

B. Antivirus software

C. A computer virus

D. A browser

13. What does a virus do?

A. Protects data

B. Works faster

C. Spreads and damages files

D. Updates the system

14. Why is a Trojan horse dangerous?
A. It improves performance

B. It disguises itself as useful software
C. It increases memory

D. It removes ads

15. What is a worm?

A. A harmless program

B. Malware that spreads automatically
C. Antivirus software

D. A browser

16. What is ransomware?

A. Learning software

B. Malware that blocks data and demands payment
C. A system update

D. A game

17. What is spyware?

A. Antivirus software

B. Gaming software
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C. Software that steals information
D. System update

18. What does adware do?

A. Protects the system

B. Shows unwanted advertisements
C. Removes viruses

D. Updates software

19. What is an endpoint?

A. A server

B. A device connected to a network
C. Antivirus software

D. A password

20. Why should devices be protected?
A. For gaming only

B. Because they are not important
C. Because they can be attacked

D. To reduce internet usage

21. What is a firewall?

A. A game

B. Network protection system

C. Avirus

D. A browser

22. What does a firewall do?

A. Deletes files

B. Filters network traffic

C. Creates viruses

D. Changes passwords

23. What is a backup?

A. A virus

B. A copy of data

C. A password

D. Antivirus software

24. Why are backups important?
A. For gaming

B. To restore lost data

C. To delete files

D. To reduce memory

25. What is social engineering?
A. Software update

B. Manipulating people to reveal information
C. Antivirus protection

D. File compression

26. What is a vulnerability?
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A. A strong security feature

B. A weakness in a system

C. A backup file

D. A password

27. What is an exploit?

A. A system update

B. A method to use a vulnerability

C. Antivirus software

D. A firewall

28. What is cloud security?

A. Protecting cloud-stored data

B. Playing online games

C. Downloading files

D. Creating passwords

29. Why is endpoint security important?
A. Because endpoints are not used

B. Because endpoints are common attack targets
C. Because endpoints are always safe

D. Because endpoints are offline

30. What is the best way to stay safe online?
A. Use weak passwords

B. Click all links

C. Use antivirus and safe behavior

D. Never update software

* Additional tasks

*Glossary

Password - A secret code used to access an account

Two-factor authentication (2FA) - Extra security step requiring two types of
verification

Update - New version of software that improves security or performance

Security patch - Fix for software vulnerabilities

Vulnerability - Weak point in a system that can be exploited

Antivirus software - Program that detects and removes malware

Malware - Harmful software such as viruses or worms

Phishing - Fraud technique to steal personal data

VPN (Virtual Private Network) - Tool that encrypts internet connection

Backup - Copy of data used for recovery

*Text: General Rules for Safe Use of Devices and Software
In today’s digital world, people use computers, smartphones, and various
applications every day. To stay safe, it is important to follow general rules for secure
use of devices and software. One of the most important rules is to use strong and
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unique passwords for all accounts. Users should also enable two-factor authentication
whenever it is available.

Another important rule is to keep software and operating systems updated.
Updates often include security patches that fix vulnerabilities and protect devices
from cyberattacks. Installing antivirus software is also essential because it helps
detect and remove malware.

Users should be careful when downloading programs or files from the internet.
It is important to download software only from trusted sources. Clicking on unknown
links or opening suspicious email attachments can lead to phishing attacks or
malware infections.

Public Wi-Fi networks can be dangerous, so it is better to use a VPN when
connecting to them. A VPN encrypts internet traffic and protects personal data. Users
should also regularly back up their data to prevent loss in case of system failure or
cyberattacks.

By following these simple rules, users can significantly reduce security risks
and protect their personal information.

*Questions:
1. Why is it important to use strong passwords?
2. What is the purpose of two-factor authentication?
3. Why should users keep software updated?
4. What is a security patch?
5. What does antivirus software do?
6. Why should users avoid downloading files from unknown sources?
7. What is phishing?
8. How can public Wi-Fi networks be dangerous?
9. What is the purpose of a VPN?
10.Why are backups important?

*Exercise 1. Multiple choice. Safe Use of Devices and Software
1.What is the main purpose of using strong passwords?
A) To make login slower

B) To protect accounts from unauthorized access

C) To delete viruses

D) To improve internet speed

2.What does two-factor authentication add?

A) A new device

B) Extra security verification

C) Faster login

D) More ads

3.Why should software be updated regularly?

A) To change design only

B) To fix security vulnerabilities
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C) To delete files

D) To reduce storage

4.What is a security patch?

A) A game update

B) A fix for software weaknesses

C) Avirus

D) A password

5.What does antivirus software do?
A) Creates websites

B) Detects and removes malware

C) Speeds up Wi-Fi

D) Stores files

6.What is phishing?

A) A type of firewall

B) A scam to steal personal data

C) A software update

D) A backup method

7.Why is downloading from trusted sources important?
A) It increases speed

B) It reduces security risks

C) It adds ads

D) It deletes updates

8.What does a VPN do?

A) Deletes viruses

B) Encrypts internet traffic

C) Blocks all websites

D) Increases spam

9.Why are public Wi-Fi networks risky?
A) They are too fast

B) They may be unsafe and unprotected
C) They are always encrypted

D) They cost money

10.Why are backups important?
A) To increase speed

B) To recover lost data

C) To install apps

D) To block ads

“Exercise 2. True / False
1. Strong passwords improve security.
2. Software updates are not important.
3. Antivirus software protects against malware.
4. Phishing is a type of cyberattack.
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5. VPN protects internet traffic.

6. Public Wi-Fi is always completely safe.

7. Backups help restore lost data.

8. Security patches fix vulnerabilities.

9. Downloading from unknown sources is safe.
10.Two-factor authentication increases security.

*Exercise 3. Fill in the Blanks:

1. A protects systems from malware.
2. A Is a secret code for login.
3. adds extra login security.
4, is harmful software.
5. A encrypts internet traffic.
6. A Is used to restore data.
7. A fixes software vulnerabilities.
8. IS a scam to steal data.
9. Users should avoid websites.
10. helps detect viruses.
*Exercise 4. Matching. Match terms (1-10) with definitions (A-J)
1. Password A) Extra login verification
2. Antivirus B) Copy of data for recovery
3. Malware C) Weak point in a system
4. VPN D) Secret access code
5. Update E) Protection tool for networks
6. Phishing F) Harmful software
7. Backup G) Fraud to steal data
8. Firewall H) Security software update
9. Vulnerability I) Tool for secure connection
10.Two-factor authentication J) Software that removes malware

“Exercise 5. Read the texts below. Match choices (A—H) to texts (1-5). There are
three choices you do not need to use.
Text

1. To stay safe online, users should always create strong and unique
passwords for each account. A password should not be easy to guess and should
include different types of characters. It is also recommended to avoid using the same
password across multiple platforms. If one account is compromised, others can also
be at risk. Good password management is one of the first steps in protecting personal
data.

2. Software developers regularly release updates to improve performance
and security. These updates often include security patches that fix vulnerabilities in
the system. If users do not install updates, their devices may remain exposed to
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cyberattacks. Hackers often exploit old software versions to gain access to data.
Therefore, keeping systems updated is essential for safety.

3. This type of program is designed to protect devices from harmful
software such as viruses and worms. It scans files and applications to detect
suspicious activity. When a threat is found, it can remove or isolate it before it causes
damage. Many users install it as a basic layer of protection. Without it, systems are
more vulnerable to cyberattacks.

4. _ When using the internet, users should be careful about what they
download. Files and applications should only be obtained from trusted sources.
Opening unknown email attachments or clicking suspicious links can lead to serious
security problems. These actions may result in stolen data or infected devices.
Awareness of online threats helps prevent such risks.

5. When connecting to public Wi-Fi networks, users face increased
security risks. To protect their data, they should use a special tool that encrypts
internet traffic. This tool creates a secure connection even on unsafe networks. It
hides the user’s activity from hackers and protects personal information. It is
especially important when using banking or other sensitive services online.

Choices:

A. Password

B. Two-factor authentication (2FA)
C. Update

D. Security patch

E. Antivirus software

F. Malware

G. Phishing

H. VPN (Virtual Private Network)

“Exercise 6. Test. Safe Use of Devices & Programs + Basic Network Safety Rules.
Choose the correct answer (A, B, C, or D).

1. One of the most important security rules is to use passwords.
A) simple
B) weak
C) strong
D) short
2. A strong password should include letters, numbers, and
A) images
B) symbols
C) sounds
D) videos
3. Two-factor authentication adds an extra layer of
A) speed
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B) security

C) memory

D) storage

. Users should install software updates to fix

A) games

B) vulnerabilities

C) keyboards

D) screens

. A security patch is used to fix in software.
A) features

B) vulnerabilities

C) websites

D) users

. Antivirus software helps protect against

A) malware

B) monitors

C) printers

D) cables

. Malware includes viruses, worms, and programs.
A) useful

B) harmful

C) fast

D) free

. Users should download software only from sources.
A) unknown

B) trusted

C) random

D) hidden

. Opening suspicious email attachments may lead to
A) updates

B) infections

C) backups

D) encryption

10.A backup is used to data.

A) delete

B) recover
C) hide

D) compress

11.A VPN is used to internet traffic.

A) delete
B) encrypt
C) slow
D) open
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12.VVPN protects users on Wi-Fi networks.
A) private
B) public
C) offline
D) wired only
13.Public Wi-Fi networks can be
A) safe
B) dangerous
C) faster
D) encrypted
14.Encryption makes data to unauthorized users.
A) readable
B) invisible
C) unreadable
D) faster
15.A firewall controls traffic.
A) network
B) sound
C) video
D) file
16.Firewalls block activity.
A) suspicious
B) normal
C) fast
D) offline
17.Users should avoid clicking links.
A) unknown
B) official
C) safe
D) updated
18.Phishing attacks try to steal
A) hardware
B) personal data
C) screens
D) cables
19.Safe network behavior reduces the risk of
A) cyberattacks
B) printing
C) typing
D) storage
20.Cybersecurity includes protecting both devices and
A) networks
B) keyboards
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C) monitors
D) cables
21.Keeping software updated improves
A) risk
B) security
C) delay
D) attack
22.Antivirus programs should be updated
A) rarely
B) regularly
C) never
D) manually only
23.Strong security depends on technology and
A) risky
B) safe
C) random
D) slow
24.Backup systems help recover data after a
A) success
B) failure
C) login
D) update
25.Encryption protects data during :
A) storage only
B) transmission
C) deletion
D) printing
26.A secure system reduces the risk of
A) authorized
B) unauthorized
C) fast
D) local
27.Cybersecurity awareness helps users avoid
A) threats
B) keyboards
C) monitors
D) cables
28.1Installing unknown software can introduce
A) security
B) malware
C) updates
D) backups
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29.A secure password should NOT be
A) complex
B) unique
C) reused
D) strong

30.Network security protects information from

A) threats
B) printers
C) screens
D) keyboards
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Unit 3
Collecting and analysing data methods in
computer networks

Text 1. Research into Methods of Data
Collection and Network Traffic Analysis in
Cybersecurity

Text 2. Collecting and Analysing Data
Methods in Computer Networks

Text 3. Active Information Gathering in
Computer Networks

Text 4. Traffic Analysis in  Computer
Networks

Glossary
Data collection - 36ip qanux
The process of gathering information from systems and networks - mporec 300py
1H(pOopMaIlii 13 CUCTEM 1 MEpex
Network traffic - mepexeruit Tpadix
Data moving across a computer network - mani, 110 TepeIarOTbCs KOMIT IOTEPHOIO
MEPEKEIO
Log file - daiin sxyprany (Jror-daiin)
A record of system or user activities - 3aruc xiit cuctemu ab0 KOpUCTyBava
Log analysis - anaii3 xypHais (JIOTiB)
Examining logs to detect problems or attacks - mepeBipka JIOTiB IS BUSBICHHS
npobJiem abo aTtak
Packet - maker nanux
A small unit of data transmitted over a network - HeBenmka oaMHHIA HAHUX, IO
MIEPETAECTHCA MEPEKETO
Packet capture - mepexoricHHs TaKETIB
Collecting network packets for analysis - 36ip MepexeBUX MaKeTiB sl aHATI3Y
Packet sniffer - ananizarop makeriB (CHidep)
Tool that monitors and captures network traffic - iHCTpyMeHT a1 MOHITOPUHTY Ta
MEPEXOIJIEHHSI MEPEXKEBOTO TpadiKy
Network traffic analysis - anainiz mepexeBoro Tpadiky
Studying data flow to detect anomalies - qociimkeHHs MOTOKY JaHHX IS BUSBJICHHS
aHoMauii
Anomaly - anomautis
Unusual or suspicious behavior in a system - me3BuuHa abo mijo3pija MOBEIIHKA B
cucremi
Intrusion Detection System (IDS) - cucrema BUSIBIICHHS] BTOPTHEHb
System that detects suspicious activity - cuctema, 1110 BUSIBIISE Mi03PIIy aKTHBHICTD
Intrusion Prevention System (IPS) - cucrema 3amo6iranHsi BTOPrHEHHAM
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System that blocks detected attacks - cucrema, o 610Kye BusIBIIEH] aTaku

Machine learning - mamHHe HaBYaHHS

Technology that learns patterns from data - TexHosoOris, 110 HABYAETHCS HA OCHOBI
JTAHUX 1 BUSIBJISIE 3aKOHOMIPHOCTI

Real-time monitoring - MOHITOPUHT y peajJbHOMY Yaci

Continuous observation of system activity - Oe3mepepBHE CIIOCTEpEKCHHS 3a
AKTUBHICTIO CHCTEMH

Cyber threat - kidbep3arposa

Any potential danger to digital systems - Oyab-sika ToTeHIiiHA HeOe3Ieka IS
U(POBHUX CUCTEM

Security analyst - anamiTHK 3 KiGepOe3neKku

Specialist who investigates cybersecurity incidents - cmemiamicT, sKuid po3ciigye
IHIUIEHTH KiOepOe3neku

Text
Research into Methods of Data Collection and Network Traffic Analysis in
Cybersecurity

Cybersecurity research often focuses on how data is collected and how network
traffic is analyzed to detect threats. Organizations collect different types of data from
computer networks, including logs, packet information, and user activity records.
This data helps security specialists understand what is happening inside a system.

One common method of data collection is log analysis. Logs record events
such as user logins, file access, and system errors. By analyzing logs, experts can
identify unusual behavior that may indicate a cyberattack. Another important method
Is packet capture, where network packets are collected and examined in detail. Tools
like packet sniffers allow analysts to inspect data traveling across a network.

Network traffic analysis is used to monitor communication between devices. It
helps detect anomalies such as unusual data transfers, unauthorized access attempts,
or malware activity. Security teams often use Intrusion Detection Systems (IDS) and
Intrusion Prevention Systems (IPS) to automate this process.

Machine learning is also increasingly used in cybersecurity research. It helps
detect patterns in large amounts of network data and identify potential threats faster
than manual analysis. Combined with real-time monitoring, these methods improve
the ability to respond to cyberattacks quickly.

Overall, data collection and network traffic analysis are essential for
understanding threats, improving security systems, and protecting digital
infrastructure.

Questions:
1. What is data collection in cybersecurity?
2. What information do log files contain?
3. What is log analysis used for?
4. What is a network packet?
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5. What is packet capture?

6. What does a packet sniffer do?
7.
8
9.
1

What is network traffic analysis?

. What is an anomaly in a network?

How do IDS and IPS help in cybersecurity?

0.Why is machine learning useful in cybersecurity?

Exercise 1. Multiple Choice

1.

What is data collection in cybersecurity?
A) Deleting files

B) Gathering information from systems
C) Creating viruses

D) Blocking internet

What is network traffic?

A) Computer games

B) Data moving across a network
C) Antivirus software

D) Passwords

What is a log file?

A) A game file

B) A record of system events

C) A virus

D) A browser

What is log analysis used for?

A) Entertainment

B) Detecting attacks and issues
C) Increasing speed

D) Gaming

What is a packet?

A) A type of virus

B) A small unit of data

C) A firewall

D) A password

What does packet capture do?

A) Deletes packets

B) Collects network data

C) Creates websites

D) Blocks users

What is a packet sniffer?

A) Antivirus tool

B) Tool for monitoring network traffic
C) Password manager

D) VPN
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8.

What is an anomaly?
A) Normal behavior
B) Suspicious behavior
C) Software update

D) Backup

What is IDS used for?
A) Playing games

B) Detecting attacks
C) Deleting files

D) Creating passwords

10.Why is machine learning used in cybersecurity?

A) For entertainment

B) To detect patterns in data
C) To slow systems

D) To store photos

Exercise 2. True / False

1.

Data collection helps analyze cyber threats.

2. Log files contain user and system activity.

3. Network traffic is unrelated to cybersecurity.
4. Packet capture collects network data.

5. A packet sniffer analyzes network traffic.

6.
7
8
9.
1

An anomaly means normal behavior.

. IDS detects suspicious activity.
. IPS blocks cyberattacks.

Machine learning helps analyze large data sets.

0.Network traffic analysis is useless in cybersecurity.

Exercise 3. Fill in the Blanks

RO ~NoOOA~WNE

0.

records system events and user actions.
Is data moving across a network.

is a small unit of data.
analysis examines logs for threats.
captures network packets.

monitors network traffic.
n IS suspicious behavior.
detects cyberattacks automatically.
helps find patterns in large data sets.

>

> >

Glossary:
Computer network - Komm’totepaa mepexa
Data analysis - Anami3 manux
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Passive information gathering - IlacuBnuii 36ip iHpOpMarIii
Active information gathering - AxtuBHuii 30ip iH(pOpMAITT
Network monitoring - MoHiTOpUHT MepesxKi

Traffic analysis - Anaini3 Tpadiky

Encryption - lIudpysanus

Decryption - Po3mmudpysanss

IP address - IP-anpeca

MAC address - MAC-aapeca

Session - Cecist

Session hijacking - IlepexormieHns cecii

Vulnerability - BpaznusicTs

Unauthorized access - HecankiioHOBaHH# JOCTYII

Text: Collecting and Analysing Data Methods in Computer Networks

Collecting and analysing data in computer networks is a key part of modern
cybersecurity. Organizations rely on these methods to understand network behaviour
and to detect possible threats. One of the most widely used approaches is passive
information gathering, which involves collecting data without directly interacting
with the target system. This method is less risky because it does not change the
network environment and is therefore harder to detect.

In passive analysis, security specialists often monitor network traffic and study
data packets as they move through the system. Each packet contains important
information such as [P addresses, which help identify devices, and other
communication details. Traffic analysis is used to examine these packets and discover
patterns of normal or suspicious activity. Packet sniffing tools can also be used to
capture and analyse network traffic, and Wireshark is one of the most common
examples.

Although passive methods are useful, they may not always provide enough
detailed information. For deeper investigation, analysts may use active information
gathering, which involves direct interaction with the network or system. This can
include scanning ports, testing services, and identifying vulnerabilities. However,
active methods are more easily detected by security systems.

Intrusion Detection Systems (IDS) play an important role in monitoring such
activities. An IDS observes network traffic and alerts administrators when suspicious
behaviour is detected. To protect sensitive information during analysis, encryption is
used to secure data, while decryption allows authorized users to access the original
content.

Network security also depends on proper identification of devices. IP addresses
and MAC addresses help distinguish different devices in a network. In addition,
network sessions represent active connections between users and servers. One serious
threat in this area is session hijacking, where attackers attempt to take control of an
active session to gain unauthorized access.

66



Firewalls support network security by controlling traffic and blocking
suspicious connections. They work together with monitoring tools to reduce risks and
protect systems. Cybersecurity professionals often combine both passive and active
methods to achieve more accurate results. However, all data collection must follow
ethical and legal rules to avoid unauthorized access.

Continuous monitoring and analysis help organizations identify vulnerabilities
before attackers can exploit them. By using these techniques responsibly, companies
can significantly improve their overall cybersecurity and protect sensitive information
from threats.

Questions to the Text

What is passive information gathering?

Why is passive information gathering considered less risky?
What is the purpose of network monitoring?

What does traffic analysis examine?

What information can be found in data packets?

What is packet sniffing used for?

Name one tool used for packet sniffing.

How is active information gathering different from passive?
. Give examples of active information gathering methods.
10 What can Intrusion Detection Systems detect?

11.What does an IDS do when it finds suspicious activity?
12.Why is encryption important in data analysis?

13.What is decryption used for?

14.What do IP addresses identify?

15.What do MAC addresses represent?

16.What is a network session?

17.What is session hijacking?

18.Why is session hijacking dangerous?

19.How do firewalls help in network security?

20.Why is continuous monitoring important in cybersecurity?

CoNokWNE

Exercise 4. Matching. Match terms (31-40) with definitions (A-J)

1. Data collection A) Detects suspicious activity

2. Log file B) Collects system information

3. Packet C) Small unit of data

4. Packet capture D) Records system events

5. Packet sniffer E) Blocks attacks

6. Network traffic analysis F) Studies data flow in a network
7. Anomaly G) Unusual behavior

8. IDS H) Tool for capturing data

9. IPS I) Technology that learns from data
10.Machine learning J) Tool for monitoring traffic
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*Exercise 5. Translate into English

1.

2.
3.

o ok

oo

HocnimkeHHss 3 KiOepOe3NeKn YacTo 30CEpPe/KYIOThCS Ha 300p1 JaHMX Ta
aHaJi31 MepexeBoro Tpadiky.

Opranizaiiii 30uparoTh pi3HI TUIH JJAHUX 13 KOMIT IOTEPHUX MEPEK.

Jlorn 3amucyroTh MOJIi, Takl SIK BXiJ KOPUCTyBauya B CHCTEMY Ta MOMUIIKU
CUCTEMHU.

AHari3 JIOTiB 10NIOMara€e BUSIBUTH HE3BUYHY MOBEIHKY B CUCTEMI.
[lepexorieHHsT MakeTiB JIO3BOJIIE€ CHEIialicTaM JIeTalbHO JOCHIKYBaTH
MEpEKEBI TTAKETH.

AHani3aTopu MaKeTiB KOHTPOJIIOIOTH JIaHi, 1110 MepeaaroThCsl MEPEXKEIO.

AmHani3z mMepexeBoro Tpadiky aormomarae BHSBISITH HECAHKI[IOHOBaHI CIpoOu
JOCTYILY.

Cucremu IDS Tta IPS aBTOMaTH3yI0Th NPOLEC BUSBJICHHS aTaK.

MamuHHe HaBYaHHS JIONIOMara€ 3HAaXOJUTH 3aKOHOMIPHOCTI Y BEJIHMKUX
o0cArax JaHux.

10.MoHITOpUHT y pealbHOMY 4Yaci MOKpally€e 3[aTHICTh IIBUJIKO pearyBaTu Ha

KiOepaTaku.

*Exercise 6. Put the words in the correct order

1.

often / focuses / cybersecurity research / on / data collection

2. collect / organizations / different types / of data / from computer networks
3. helps / this data / security specialists / understand / a system

4. analysis / common method / log / is / one / of data collection

5. logs / events / record / such as / user logins

6.
7
8
9.
1

experts / unusual behavior / can identify / by analyzing logs

. packet sniffers / analysts / inspect / allow / data / to
. network traffic analysis / to monitor / is used / communication between devices

machine learning / patterns / helps detect / in network data

0.real-time monitoring / improves / the ability / to respond / quickly / to

cyberattacks

*Exercise 7. Correct mistakes

1.
2.
3.

"“’PONF”.U‘P

Cybersecurity research often focus on how data are collected.

Organizations collects different types of data from computer network.

This data help security specialists understands what is happening inside a
system.

One common method of data collection are log analysis.

Logs records events such as user logins and system errors.

Experts can identifies unusual behavior by analyze logs.

Packet sniffers allows analysts inspect data traveling across a network.
Network traffic analysis are used to monitor communication between devices.
Machine learning help detect patterns in large amounts of network data.

O These methods improves the ability to respond to cyberattacks quickly.
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Exercise 8. Discussion questions

1.

Why is data collection important in cybersecurity research?

2. What types of data do organizations collect from computer networks?
3. How does log analysis help security specialists detect cyber threats?
4. What information can be found in log files?

5. Why is packet capture useful for network analysis?

6.
7
8
9.
1

How do packet sniffers help analysts inspect network traffic?

. What kinds of anomalies can network traffic analysis detect?
. How do IDS and IPS systems improve cybersecurity protection?

Why is machine learning becoming more important in cybersecurity research?

0.How does real-time monitoring help organizations respond to cyberattacks?

Glossary

Active information gathering - AxtusHawuii 30ip iHGoOpMartii
Network scanning - CkanyBaHHS Mepexi

Port scanning - CkanyBaHHS TIOPTiB

Vulnerability - BpaznusicTsb

Exploitation - ExcrimyaTartist Bpa3iuBOCTI

Network reconnaissance - Po3Binka Mepexi

Penetration testing - TecTyBaHHS Ha IPOHUKHEHHS

Attack surface - [ToBepxHs ataku

Unauthorized access - HecankiiioHOBaHH# JOCTYTI

Intrusion Detection System (IDS) - Cuctema BUSBICHHS BTOPTHEHD
Intrusion Prevention System (IPS) - Cucrema 3amo0iraHHs BTOPTHEHHSM
Service detection - BusiBiieHHs cepBiciB

Host discovery - BusiBieHHs XOCTIB

Brute force attack - Araka nepe6opom

Authentication - AyreHTudikarris

Security assessment - Oriaka Ge3nexu

Text: Active Information Gathering in Computer Networks
Active information gathering is a key technique in cybersecurity used to collect

detailed information about computer networks through direct interaction with the
target system. Unlike passive methods, it generates network activity and can therefore
be detected by security tools. This approach is commonly used in network
reconnaissance and penetration testing to identify potential weaknesses in systems.

One of the main techniques in active information gathering is network

scanning. Security specialists use scanning tools to discover active devices, services,
and open ports within a network. Port scanning is especially important because it
helps identify which ports are open on a system and which services are running on
them. Open ports may indicate possible vulnerabilities that could be exploited if they
are not properly secured.
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Another important technique is host discovery, which is used to determine
which devices are currently active in a network. After identifying active hosts,
analysts can study the network structure in more detail. This process helps create a
map of the network, including devices, connections, and services. Network
reconnaissance builds a clearer picture of the system and its potential attack surface.

Active information gathering is widely used in penetration testing, which is a
controlled and authorized attempt to evaluate system security. During penetration
testing, security professionals simulate real attacks to find vulnerabilities before
cybercriminals can exploit them. A vulnerability is a weakness in a system that may
allow unauthorized access or damage if discovered by attackers.

Security tools such as Intrusion Detection Systems (IDS) and firewalls play an
Important role during active scanning. IDS systems monitor network activity and can
detect unusual or suspicious scanning behaviour. Firewalls may block or limit
scanning attempts to protect the system from potential threats. Because active
scanning generates visible traffic, it is usually easy for security systems to identify.

Attackers may also use active information gathering techniques for malicious
purposes. For example, they may perform brute force attacks to guess passwords or
test system authentication. However, strong authentication mechanisms and security
monitoring tools can help prevent such attacks.

Although active information gathering is a powerful method for improving
cybersecurity, it must always be used ethically and legally. Unauthorized scanning or
testing of systems is illegal in many countries. Therefore, organizations only allow
active security testing with proper permission and strict rules. When used correctly,
active information gathering helps reduce risks and strengthens overall network
security.

Questions to the Text

What is active information gathering in cybersecurity?

How is active information gathering different from passive methods?
What is the purpose of network scanning?

What does port scanning help to identify?

Why are open ports considered important in security analysis?

What is host discovery used for?

What does network reconnaissance help to map?

Why can IDS easily detect active scanning activities?

. What is the role of a firewall in active scanning?

10 What is penetration testing?

11.Why do security experts perform penetration testing?

12.What is a vulnerability?

13.What is the attack surface of a network?

14.What type of attack is brute force?

15.Why must active information gathering be used ethically and legally?

CoNoaRrwdE
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Exercise 9. Read the texts below. Match choices (A-H) to texts (1-5). There are
three choices you do not need to use.

1. Cybersecurity specialists often use log analysis to investigate suspicious
activity in computer systems. Log files contain information about user actions, file
access, and system events. By studying these records, analysts can detect unusual
behavior and possible cyberattacks.

2. Packet capture is an important method of collecting data in computer
networks. During this process, network packets are captured and examined in detail.
Security experts use packet sniffers to monitor data moving across a network and
identify potential threats.

3. Network traffic analysis helps organizations monitor communication
between devices. Analysts look for anomalies such as unauthorized access attempts,
malware activity, or unusual data transfers. This method improves the detection of
security incidents.

4, Machine learning technologies are becoming more common in
cybersecurity research. These systems can process large amounts of network data and
recognize suspicious patterns automatically. This helps security teams respond to
threats faster than with manual analysis alone.

5. Intrusion Detection Systems (IDS) and Intrusion Prevention Systems
(IPS) are widely used to protect networks. IDS detects suspicious activities, while
IPS can automatically block attacks. Combined with real-time monitoring, these
systems improve network security.

Choices

A. The role of artificial intelligence in detecting cyber threats
B. Methods of monitoring communication in networks

C. Advantages of cloud storage systems

D. The use of log files in cybersecurity investigations

E. Automatic systems for detecting and preventing attacks

F. The history of the Internet

G. Packet capture and packet sniffing tools

H. Social media security problems

Exercise 10. Reading Task: Passive vs Active Information Gathering
Read the texts below. Match choices (A-H) to texts (1-5). There are three
choices you do not need to use.

Text
1. This method of information gathering does not involve direct interaction with
the target system. Analysts collect data from publicly available sources such as
websites, public databases, and network logs. Because it does not generate network
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traffic, it is usually difficult to detect. It is considered a safer approach for early-stage
cybersecurity analysis.

2. This technique involves actively interacting with a target system to collect
detailed technical information. It may include scanning networks, identifying open
ports, and discovering running services. Unlike passive methods, it generates visible
network traffic and can be detected by security systems.

3. This method is often used to map the structure of a network by identifying
active devices and their connections. It requires sending requests to systems and
analyzing their responses. Security professionals use it to find vulnerabilities before
attackers can exploit them.

4. _ This approach relies on observing network traffic without sending any
requests to the target system. Analysts may use public information and monitoring
tools to study user behaviour and system patterns. It is commonly used in intelligence
gathering and early reconnaissance.

5. This technique is more aggressive and may involve port scanning, service
detection, and vulnerability assessment. It can trigger alerts in security systems such
as IDS and firewalls. It is widely used in penetration testing to evaluate system
security.

Options

A. Passive information gathering
B. Active information gathering
C. Encryption

D. Firewall

E. Malware

F. VPN

G. Authentication

H. Traffic analysis

Exercise 11. Listen to the dialogue and answer the questions.
Dialogue

Teacher: Today we are going to discuss passive and active information
gathering. Do you know the difference between them?

Cadet: | think both methods are used to collect information about a target, but
| am not sure how they differ.

Teacher: That's correct. Passive information gathering means collecting
information without directly interacting with the target system. For example, security
specialists may use search engines, social media platforms, public websites, or
WHOIS databases.

Cadet: So, the target does not know that someone is gathering information?

Teacher: Exactly. Passive methods usually leave no trace and are difficult to
detect.

Cadet: What about active information gathering?
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Teacher: Active information gathering involves direct interaction with the
target. Security professionals may use tools such as Nmap to scan networks, identify
open ports, or discover running services.

Cadet: Does that mean the target can detect such activity?

Teacher: Yes. Active reconnaissance generates network traffic, and security
systems may identify the scanning attempts.

Cadet: Which method is better?

Teacher: Both methods are important. Passive information gathering is safer
and helps collect basic information. Active information gathering provides more
detailed technical information. Cybersecurity professionals often combine both
approaches during security assessments and penetration testing.

Cadet: | understand. Passive reconnaissance is less risky, while active
reconnaissance provides more accurate information.

Teacher: Exactly. Using both methods responsibly helps organizations
identify vulnerabilities and improve security.

Answer the Questions
1. What is passive information gathering?
2. Name two sources used in passive information gathering.
3. Why is passive information gathering difficult to detect?
4. What is active information gathering?
5. Which tool is mentioned in the dialogue?
6. What information can active reconnaissance reveal?
7. Why can active information gathering be detected?
8. Which method is considered safer?
9. Why do cybersecurity professionals use both methods?
10.What is the goal of information gathering in cybersecurity?

“Exercise 12. True or False
1. Passive information gathering directly interacts with the target system.
2. WHOIS databases can be used for passive reconnaissance.
3. Active information gathering may generate network traffic.
4. Nmap is used for network scanning.
5. Passive information gathering provides more technical details than active
information gathering.
Security systems can detect active reconnaissance.
Cybersecurity professionals use only active information gathering.
8. Both methods are useful during penetration testing.

~N o

Text: Traffic Analysis in Computer Networks
Traffic analysis in computer networks is an important technique used in
cybersecurity to monitor and understand how data moves through a system. It
involves examining network traffic to detect patterns, performance issues, and
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potential security threats. Organizations use traffic analysis to ensure that their
networks operate efficiently and securely.

Network traffic consists of small units of data called packets. Each packet
contains information such as source and destination IP addresses, as well as data
related to communication between devices. By inspecting these packets, security
specialists can understand how information flows across the network.

One of the main goals of traffic analysis is network monitoring. Continuous
monitoring helps detect unusual behaviour that may indicate a cyberattack. For
example, a sudden increase in traffic may suggest a distributed denial-of-service
(DDoS) attack. Security systems can respond quickly to such events and reduce
potential damage.

Packet capture is another important technique used in traffic analysis. It allows
analysts to collect data packets for deeper inspection. Tools like Wireshark are
commonly used for this purpose. After capturing packets, analysts perform packet
inspection to understand the content and structure of network communication.

Traffic analysis also helps with anomaly detection. An anomaly is any activity
that does not match normal network behaviour. These anomalies may indicate
malware infections, unauthorized access, or system misconfigurations. Intrusion
Detection Systems (IDS) are often used to automatically detect such suspicious
activities.

Performance monitoring is another key aspect of traffic analysis. Analysts
study bandwidth, latency, and throughput to ensure that the network is functioning
properly. High latency or low throughput may indicate technical problems or
overloaded systems.

Encryption plays an important role in modern networks. While encrypted
traffic protects user data, it can also make analysis more difficult. In such cases,
analysts focus on metadata rather than content. Decryption is only performed when
authorized and necessary for security investigations.

Firewalls also support traffic analysis by filtering incoming and outgoing data.
They help block suspicious connections and reduce the risk of cyberattacks. By
combining monitoring tools, IDS systems, and firewalls, organizations can improve
their overall network security.

Effective traffic analysis allows cybersecurity professionals to detect threats
early and respond quickly. It is an essential part of maintaining a safe and reliable
computer network environment.

Questions to the Text

What is traffic analysis in computer networks?
What are network packets?

What information is contained in a packet?
What is the main goal of network monitoring?
What can a sudden increase in traffic indicate?
What is packet capture used for?

ook wnE
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7. Name one tool used for packet capture.

8. What is packet inspection?

9. What is anomaly detection in traffic analysis?

10.What types of problems can anomalies indicate?

11.How do IDS systems help in traffic analysis?

12.What network performance metrics are analyzed?
13.Why can encryption make traffic analysis more difficult?
14 What is the role of firewalls in traffic analysis?

15.Why is traffic analysis important for cybersecurity?

*Exercise 13. Write T (True) or F (False).
1. Traffic analysis is used to monitor how data moves through a network.
2. Network packets do not contain any useful information.
3. Network monitoring helps detect unusual behaviour.
4. A sudden decrease in traffic may indicate a DDoS attack.
5. Packet capture allows analysts to collect data packets.
6. Wireshark is used for packet inspection and capture.
7. An anomaly is normal network behaviour.
8. IDS systems help detect suspicious activity automatically.
9. Bandwidth, latency, and throughput are performance metrics.
10.Encryption makes traffic analysis easier.

*Exercise 14. Fill in the Gaps. Use the words from the box:
(packets, traffic analysis, anomaly, IDS, encryption, packet capture, monitoring,
bandwidth, firewall, latency)

1. Is used to examine network traffic and detect patterns.
2. Network consists of small units of data.

3. helps detect unusual activity in a network.

4. An Is any activity that differs from normal behaviour.
5. is used to collect data packets for analysis.

6. systems automatically detect suspicious activity.

7. protects data but can make analysis more difficult.

8. High may indicate network performance problems.

9. A blocks suspicious network connections.
10.Network Is important for detecting cyberattacks.

*Exercise 15. Match the Words with Their Definitions. Match (1-10) with (A-J).

Words: Definitions:
1. Packet A. A system that blocks or filters network traffic
2. Traffic analysis B. A unit of data transmitted across a network
3. Packet capture C. The process of examining network traffic
4. Anomaly D. The time delay in data transmission
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5. IDS E. A tool that detects suspicious activity

6. Firewall F. A method of collecting network data for analysis

7. Bandwidth G. A system used to observe network activity

8. Latency H. The amount of data that can be transmitted

9. Encryption I. A security method that protects data by encoding it

10.Network J. Any activity that does not match normal behaviour
monitoring

Exercise 16. Translate the following sentences into English using the vocabulary
from the text " Traffic Analysis in Computer Networks"".
1.

2.

w

o

AHamiz Tpadiky JomoMara€ BHSBISATH TIOTCHINMHI 3arpo3u Oesmeri B
KOMIT IOTEPHUX MEpekKax.

MepexeBuit  Tpadik CKIaga€Tbcsli 3 HEBEIMKUX OJUHUIL JAaHMUX, SKI
HA3UBAIOTHCS MMAKETaAMHU.

Koxxen nmaker mictuth [P-anpecu mkepena ta mpu3HaueHHS.

besnepepBHUil  MOHITOPUHI MEpEXl JOMOMAara€ BUSIBISTH  HE3BUYHY
MOBE/IIHKY.

PanroBe 30ubIIeHHS Tpadiky Moxke cBiguutu mpo DDoS-araky.

3axOIJICHHs] MaKeTiB J03BOJISIE aHAJTITUKaM 30UpaTd JaHi JJIsl ACTadbHIIIOTO
aHamizy.

CucremMr BUSBICHHS BTOPTHCHb aBTOMAaTUYHO BHU3HAYAIOTH ITIO3PLITY
AKTUBHICTbH Y MEPEXKI.

Amnani3 Tpadiky JornoMarae BUSBISATU LIKIJIMBE MPOTpaMHE 3a0€3MeUYeHHs Ta
HECaHKI[IOHOBAHHUI JTOCTYII.

bpannmayepu GpiabTpyroTh BX1IHUM 1 BUX1IHHUM Tpadik Ta OJI0KYIOTH MiA03piiii
3’€JTHAHHS.

10.EdextuBnuii anamiz tpadiky mo3Boiige (axiBisM 3 KiOepOe3nmeKku IIBHUIKO

pearyBaTy Ha 3arpo3H.

Exercise 17. Match the terms (1-10) with their definitions (A-J).

Terms
1.

0.

Traffic Analysis

2. Packet

3. Network Monitoring
4. Packet Capture

5. Packet Inspection
6.
7
8
9
1

Anomaly Detection

. Intrusion Detection System (IDS)
. Firewall

Encryption
Throughput
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Definitions

A. A security system that monitors network activity and identifies suspicious
behaviour.

B. The process of converting data into a secure format to protect it from unauthorized
access.

C. A small unit of data transmitted across a network.

D. The process of collecting and examining network traffic to identify patterns,
problems, and threats.

E. The amount of data successfully transmitted through a network during a specific
period of time.

F. A technique used to collect network packets for detailed analysis.

G. A process of examining the content and structure of captured packets.

H. A security device that filters incoming and outgoing network traffic according to
predefined rules.

I. The continuous observation of network activity to ensure proper operation and
detect unusual behaviour.

J. The process of identifying activities that differ from normal network behaviour.

Exercise 18. Video: Network Traffic Analysis with Wireshark. Watch the video:
https://www.youtube.com/watch?v=nS8KweAV1g0 and choose the correct answer:

Vocabulary from the Video:
« Network Traffic Analysis — anani3 mepexeBoro Tpadiky
. Packet Capture — 3axomieHHs IaKeTiB
« Packet Inspection — iHcmekIris MakeTiB
o Wireshark — Wireshark (anaizarop mepexeBoro Tpadiky)
« Network Monitoring — MOHITOpHHT Mepexi
« Suspicious Activity — migo3pina akTHBHICTb
« Malware — mkigauBe mporpamHe 3a0e3neueHHs
« Cyber Threat — xibep3arpo3sa
« Intrusion Detection — BusiBJICHHST BTOPTHEHb
« Network Communication — mepekeBe 3'eTHaHHS / KOMYyHIKaIlisi MEPExkKi

Part A. Multiple Choice:

1. What is the main purpose of network traffic analysis?
A. To create websites

B. To monitor and analyze network communications

C. To increase Internet speed

D. To develop mobile applications

2. Which tool is primarily used in the video for traffic analysis?
A. Metasploit
B. Nmap
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C. Wireshark
D. Burp Suite

3. What does packet capture allow analysts to do?
A. Delete suspicious files

B. Collect and examine network packets

C. Encrypt all network traffic

D. Create user accounts

4. Why is traffic analysis important in cybersecurity?

A. It helps design computer hardware.

B. It helps identify suspicious network activity and security threats.
C. It improves graphic design.

D. It replaces antivirus software.

5. What information can analysts obtain from captured packets?
A. Only file names

B. Only passwords

C. Details about network communication and transmitted data

D. Only IP addresses

Part B. Answer the Questions

6. What is a packet in a computer network?

7. How does Wireshark help cybersecurity professionals?
8. What suspicious activities can traffic analysis reveal?
9. Why is packet inspection important?

10. How can traffic analysis improve network security?
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FINAL TEST UNIT 3
1. What is the main purpose of data collection in cybersecurity?
A. To create computer games
B. To detect threats and monitor systems
C. To increase Internet speed
D. To design websites
2. What does network traffic mean?
A. Cars on the road
B. Emails only
C. Data moving across a network
D. Computer passwords
3. Which file records system and user activities?
A. Media file
B. Audio file
C. Log file
D. Image file
4. What is log analysis used for?
A. Creating databases
B. Detecting problems and attacks
C. Printing documents
D. Installing software
5. What is a packet?
A. A type of virus
B. A small unit of transmitted data
C. A security password
D. A computer monitor
6. What is packet capture?
A. Deleting network data
B. Encrypting passwords
C. Collecting packets for analysis
D. Restarting servers
7. Which tool monitors network traffic?
A. Packet sniffer
B. Text editor
C. Web browser
D. Media player
8. What can network traffic analysis detect?
A. Music files
B. Anomalies and malware activity
C. Printer errors only
D. Video quality
9. What is an anomaly in cybersecurity?
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A. Normal system behavior

B. Unusual or suspicious activity

C. A type of hardware

D. A network cable

10. What does IDS stand for?

A. Internet Data Service

B. Intrusion Detection System

C. Internal Data Server

D. Integrated Device System

11. What is the function of an IDS?
A. To play multimedia files

B. To detect suspicious activity

C. To create websites

D. To repair hardware

12. What does IPS stand for?

A. Intrusion Prevention System

B. Internet Protection Software

C. Internal Packet Service

D. Integrated Prevention Server

13. What does an IPS do?

A. Blocks detected attacks

B. Creates log files

C. Increases memory size

D. Controls printers

14. Which technology can learn patterns from data?
A. Bluetooth

B. Machine learning

C. Video streaming

D. Cloud printing

15. What is real-time monitoring?
A. Monitoring once a month

B. Continuous observation of activity
C. Manual file copying

D. Offline communication

16. What is a cyber threat?

A. A type of software update

B. A potential danger to digital systems
C. A computer game

D. A database program

17. Who investigates cybersecurity incidents?
A. Security analyst

B. Web designer
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C. Accountant

D. Photographer

18. What information can logs contain?

A. User logins and system errors

B. Music playlists

C. Weather forecasts

D. Video recordings only

19. Why is packet capture important?

A. It improves screen brightness

B. It allows detailed packet analysis

C. It creates presentations

D. It changes passwords automatically

20. What do packet sniffers inspect?

A. Network traffic

B. Computer keyboards

C. Printed documents

D. USB devices

21. Which activity may indicate a cyberattack?
A. Unusual behavior in logs

B. Listening to music

C. Watching videos

D. Using a calculator

22. What helps monitor communication between devices?
A. Network traffic analysis

B. Photo editing software

C. Antivirus installation only

D. Word processing

23. Which systems automate attack detection?
A. GPS systems

B. IDS and IPS

C. Video players

D. Office applications

24. What can machine learning identify?

A. Food recipes

B. Suspicious patterns in data

C. Printer models

D. Battery size

25. Why is machine learning useful in cybersecurity?
A. It detects threats faster

B. It reduces monitor size

C. It changes operating systems

D. It creates games

26. What improves quick response to cyberattacks?
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A. Real-time monitoring

B. Social media

C. Video editing

D. Graphic design

27. What is malware activity?

A. Suspicious software behavior

B. A network cable problem

C. A printer installation

D. A monitor update

28. Why is data analysis important?
A. It helps understand threats

B. It creates websites

C. It replaces hardware

D. It deletes logs

29. What do organizations collect from networks?
A. Packet information and logs

B. Printed books

C. Camera lenses

D. Sound systems

30. What is the overall goal of network security research?
A. Protecting digital infrastructure

B. Selling computers

C. Playing online games

D. Watching movies
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Unit 4
Modern information systems and
networks protection
Text 1. Modern Information Systems
and Networks Protection
Text 2. Cloud Computing Security
Text 3. Security of Information Systems
and Networks
Text 4. Security in Wireless Networks
Text 5. Security in Operating Systems

Text: Malware (Malicious Software)

Glossary:
Information system - Indopmarriitna cucrema
Antivirus software - AHTHBIpyCHE IpOrpaMHe 3a0€3MeUCHHS
IDS (Intrusion Detection System) - CucteMa BUSIBICHHS BTOPTHEHb
Encryption - [lludpysanus
VPN (Virtual Private Network) - BipryansHa npuBaTHa Mepexa
Access control - Koutposs goctymy
Multi-factor authentication (MFA) - Baratodakropna ayTeHTH(iKaIis
Patch management - YnpaBiiiHHS OHOBJICHHSIMH (ITaTYaMH)
Network monitoring - MoHiTopuHT Mepexi
Traffic analysis - Anani3 Tpadiky
Malware - Hlximmmse 113
Data protection - 3axuct maHux
Unauthorized access - HecankiiioHOBaHH# JOCTYII

Read the text and answer for the questions
Text: Modern Information Systems and Networks Protection

Modern information systems and networks protection is a critical part of
cybersecurity. As organizations rely more on digital technologies, protecting data,
systems, and network infrastructure becomes increasingly important.

Information systems include computers, servers, databases, and software
applications that store and process data. Networks connect these systems and allow
communication between devices. However, this connectivity also creates risks, as
attackers can exploit vulnerabilities to gain unauthorized access.

One of the key elements of protection is the use of security technologies such
as firewalls, antivirus software, and intrusion detection systems (IDS). Firewalls filter
incoming and outgoing traffic, while antivirus programs detect and remove malicious
software. IDS monitors network activity and alerts administrators about suspicious
behavior.
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Encryption is another essential method of protection. It ensures that data is
unreadable to unauthorized users during transmission. Virtual Private Networks
(VPNs) also provide secure communication channels, especially when using public
networks.

Access control is used to limit who can access systems and data. Strong
passwords, multi-factor authentication (MFA), and user permissions help prevent
unauthorized access.

Regular updates and patch management are also important. Software
vulnerabilities are often exploited by attackers, so keeping systems updated reduces
security risks.

Finally, network monitoring and traffic analysis help detect anomalies and
potential threats in real time. Combined with proper security policies and user
awareness, these measures provide comprehensive protection for modern information
systems and networks.

Questions

What is the purpose of modern information systems protection?
What are information systems?

Why do networks create security risks?

What does a firewall do?

What is the role of antivirus software?

What does an IDS detect?

Why is encryption important?

What is the function of a VPN?

. What is access control?

10.How does MFA improve security?

11.What is a vulnerability?

12.Why is patch management important?
13.What is network monitoring?

14.What is traffic analysis used for?

15.How can organizations improve cybersecurity?

CoNoORrLDE

Exercise 1. Multiple Choice

1. What is cybersecurity?
A) Gaming
B) Protection of systems and data
C) Social media
D) Music

2. Information systems include:
A) Only phones
B) Computers, servers, databases
C) Only websites
D) Only emails
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3. Firewall is used to:
A) Store data
B) Filter network traffic
C) Delete files
D) Create passwords
4. Antivirus software:
A) Speeds internet
B) Detects malware
C) Creates networks
D) Deletes logs
5. IDS is used to:
A) Detect suspicious activity
B) Block all users
C) Play games
D) Backup data
6. Encryption:
A) Deletes data
B) Protects data
C) Sends emails
D) Blocks users
7. VPN provides:
A) Fast gaming
B) Secure connection
C) File storage
D) Password reset
8. Access control limits:
A) Speed
B) User access
C) Internet
D) Hardware
9. MFA adds:
A) Extra security
B) Speed
C) Memory
D) Storage
10.Patch management:
A) Deletes systems
B) Updates software
C) Creates malware
D) Blocks traffic

Exercise 2. True / False
1. Networks have no risks
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Firewalls filter traffic
Antivirus detects malware
Encryption protects data

VPN is insecure

MFA improves security
Vulnerabilities are strengths
Updates reduce risks
Monitoring helps detect threats
0. Traffic analysis is useless

ROO~NOORWN

Exercise 3. Fill in the Blanks
1. Cybersecurity protects and data.
2. A filters network traffic.
3. Antivirus detects
4, protects data using coding.
5. VPN creates a secure
6. Access control limits access.
7. MFA means authentication.
8. A vulnerability is a
Q. management updates systems.
10.Traffic _ detects anomalies.

Exercise 4. Find the mistake in the sentence and correct it
1. HTTPS does not protect data.
2. Session hijacking is a safe process.
3. Firewall creates viruses.
4. Cookies store hardware components.
5. Malware improves system performance.
6. IDS blocks all attacks automatically.
7. VPN makes connection less secure.
8. Encryption deletes data permanently.
9. Packet sniffers destroy network traffic.
10.MFA reduces security.

Glossary
Cloud computing - XmapHi o04rCIIeHHS
Cloud security - be3neka xMapHUX 00YUCIICHB
Data protection - 3axucTt gaHuX

Multi-factor authentication (MFA) - BaratodakropHa ayreHTHdIKAITiSA

laaS - Indpactpykrypa sik mociayra

PaaS - Ilnardopma sik mociyra

SaasS - [Iporpamue 3a0e3MeueHHs K OCIyTa
Cloud provider - Xmapuuii ipoBaiiiep
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Shared responsibility - CrisbHa BiIOBiIaIbHICTB
Misconfiguration - HenpaBuiibHa KOH(Iryparis
IDS - Cucrema BUSIBJICHHS] BTOPTHEHb

IPS - Cucrema 3amo6iranHsi BTOPrHEHHSM
Logging - )KypuamioBaHHs

Monitoring - MoHITOpHHT

Unauthorized access - HecankiiioHoBaHMI JOCTYII

Read the text and answer for the questions
Text: Cloud Computing Security

Cloud computing security is an essential part of modern cybersecurity. Cloud
services allow users and organizations to store data, run applications, and access
resources over the Internet instead of using local servers.

There are different types of cloud services, including Infrastructure as a Service
(laaS), Platform as a Service (PaaS), and Software as a Service (SaaS). While cloud
computing offers flexibility and scalability, it also introduces security risks.

One of the main concerns is data protection. Sensitive information stored in the
cloud can be targeted by attackers. If proper security measures are not in place,
unauthorized users may gain access to confidential data.

Encryption is a key method for protecting data in the cloud. It ensures that data
remains secure both during transmission and while stored. Access control
mechanisms, such as strong passwords and multi-factor authentication (MFA), help
ensure that only authorized users can access cloud resources.

Another important aspect is shared responsibility. Cloud providers are
responsible for securing the infrastructure, while users are responsible for securing
their data, applications, and access settings.

Regular monitoring and logging are important for detecting suspicious activity.
Security tools such as firewalls, intrusion detection systems (IDS), and intrusion
prevention systems (IPS) are also used in cloud environments.

Misconfiguration is one of the most common cloud security issues. Incorrect
settings can expose data to the public. Therefore, proper configuration and regular
audits are essential.

In conclusion, cloud computing security requires a combination of encryption,
access control, monitoring, and proper configuration to protect data and systems.

Questions

What is cloud computing?

What are the main types of cloud services?
Why is cloud security important?

What is data protection?

How does encryption protect data?

What is access control?

What is MFA?

NoakowdE
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8. What is shared responsibility in the cloud?
9. What are cloud providers responsible for?

10.What are users responsible for?
11.What is misconfiguration?
12.Why is monitoring important?
13.What is logging?

14.What tools are used for cloud security?

15.What risks exist in cloud computing?

*Exercise 5. Match the English terms (1-18) with their Ukrainian equivalents

(A-R)

1 Information system A. BpaznusicTh

2 Network B. MoHiTOpUHT Mepexi

3 Cybersecurity C. Mepexa

4 Firewall D. Anani3 Tpadiky

5 Antivirus software E. Hlxigmuse [13

6 IDS (Intrusion Detection System) | F. 3axuct nanux

7 Encryption G. KoHTpoms pocTymy

8 VPN (Virtual Private Network) H. KibepOesmeka

9 Access control I. Cucrema BUSIBIEHHS BTOPTHEHD
10  Authentication J. Indpopmariiitna cucrema

11 Multi-factor authentication (MFA) | K. AHTHBiIpyCHE IIpOrpaMHe

12 Vulnerability 3a0e3neYeHHS

13  Patch management L. BipryaiibHa npuBaTHa Mepeka

14 Network monitoring M. YnpaBiiHHS OHOBJICHHSIMH (TTaTYaMH )
15  Traffic analysis N. AyreHTudikarris

16  Malware O. bararodakTopHa ayTeHTH(IKAIIisI
17  Data protection P. HecaHKITIOHOBaHMI TOCTYII

18  Unauthorized access Q. lIndpyBanus

R. MepexeBuii ekpan

*Exercise 6. Read the texts below. Match choices (A—H) to texts (1-5). There are

three choices you do not need to use.

Texts

1. This security technology filters incoming and outgoing network traffic.
It helps block unauthorized connections and protects systems from external threats. A
firewall can be configured according to an organization's security policies. It is one of
the most important components of network security. Many companies use both

hardware and software firewalls for better protection.

networks.

2. This method converts information into a coded form so that only
authorized users can read it. It is widely used to protect data during transmission over
Encryption helps prevent cybercriminals from stealing sensitive
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information. It is commonly used in online banking, e-commerce, and secure
communication systems. Strong encryption significantly improves data protection.

3. Organizations use this process to ensure that software is regularly
updated. It helps fix vulnerabilities and reduces the risk of cyberattacks. Security
patches are released by software vendors to address known weaknesses. Without
regular updates, systems become more vulnerable to attackers. Effective patch
management is an essential part of cybersecurity.

4. This security measure requires users to verify their identity using two
or more methods, such as a password and a code sent to a mobile device. It provides a
higher level of security than a password alone. Even if a password is stolen,
unauthorized users may still be unable to access the system. Many online services
and organizations now require this protection method. It is considered a best practice
for securing accounts.

5. This activity involves observing network performance and detecting
suspicious behavior in real time. It helps administrators identify potential threats
quickly. Monitoring tools collect information about network traffic and system
activities. Unusual patterns may indicate cyberattacks or technical problems.
Continuous monitoring improves the overall security and reliability of information
systems.

Choices

A. Firewall

B. Network monitoring

C. Malware

D. Encryption

E. Multi-factor authentication (MFA)
F. Patch management

G. VPN (Virtual Private Network)
H. Data protection

*Exercise 7. Put the words in the correct order to make sentences.
information / store / systems / and / process / data

connect / networks / devices / different / and / systems
unauthorized / firewall / access / helps / prevent / a

software / malicious / detects / antivirus / and / removes
network / monitors / activity / an/ IDS

encryption / protects / during / transmission / data

secure / VPNs / communication / provide / channels

access / control / limits / users / authorized / to

. authentication / improves / security / multi-factor

10 vulnerabilities / reduce / management / patch / helps
11.monitoring / network / detect / threats / helps

12.traffic / administrators / analysis / identify / anomalies / helps
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13.cybersecurity / protects / systems / networks / and
14.attackers / exploit / vulnerabilities / can
15.data / protection / organizations / for / essential / is

Exercise 8. Read the text below. For questions (1-10) choose the correct answer
(A, B, Cor D).
MODERN CYBERSECURITY

Today, organizations rely heavily on digital technologies and information
systems. As a result, (1) has become one of the most
Important areas of information technology. Companies need to protect their networks,
systems, and data from cyber threats.

A computer (2) connects devices and allows them to
communicate with each other. However, attackers may try to exploit system
vulnerabilities and gain unauthorized access. To reduce risks, organizations use
various security tools.

One of the most common security technologies is a (3)
, which filters incoming and outgoing traffic. Another
important tool is (4) , Which detects and removes malicious
software from computers and servers.

Many organizations also use an IDS, a system designed to detect suspicious
network activity and alert administrators about possible attacks. In addition, (5)
helps convert information into a secure code that
unauthorized users cannot read.

When employees work remotely, a (6) provides a
secure connection to company resources through public networks. This technology
helps protect sensitive information during transmission.

Another important aspect of cybersecurity is (7) :
which limits access to systems and data. To improve security even further, companies
often implement MFA, requiring users to verify their identity through multiple
methods.

Regular software updates and (8) help fix known
weaknesses before attackers can exploit them. Organizations also perform network
monitoring and traffic analysis to identify threats in real time.

Without proper security measures, valuable information may be stolen,
damaged, or lost. Therefore, effective (9) Is essential for
modern organizations. These practices help prevent cyber incidents and ensure the
safety of digital resources and (10)

A B C D
1 Cybersecurity Malware Network Vulnerability
2 Firewall Database Network Encryption
3 Firewall VPN Authentication Traffic analysis
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4 Antivirus software Access control Network monitoring Patch management
5 Encryption Malware Authentication Monitoring

6 VPN Firewall Vulnerability IDS

7 Access control Malware Traffic analysis Encryption

8  Patch management Network VPN Data protection
9 Data protection Malware Vulnerability Traffic

10 Networks Passwords Viruses Updates

Exercise 9. TEST: Modern Information Systems and Cybersecurity Vocabulary.
Choose the correct answer (A, B, C or D).

1. What is an information system?

A. A type of virus

B. A set of tools for data storage and processing
C. A hacking method

D. A password system

2. A network is used to:
A. Delete data

B. Connect devices

C. Encrypt files only

D. Block users

3. Cybersecurity means:

A. Buying computers

B. Protecting systems and data
C. Creating websites

D. Installing games

4. A firewall is used to:
A. Increase speed

B. Filter network traffic
C. Delete viruses only
D. Store passwords

5. Antivirus software:

A. Detects and removes malware
B. Creates networks

C. Encrypts passwords

D. Monitors users
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6. IDS stands for:

A. Internet Data System

B. Internal Device Service

C. Intrusion Detection System
D. Information Data Security

7. Encryption is used to:

A. Break systems

B. Code information securely
C. Delete files

D. Monitor traffic

8. VPN provides:

A. Faster games

B. Secure connection over networks
C. Free internet

D. Password storage

9. Access control means:
A. Blocking internet
B. Limiting system access
C. Increasing traffic
D. Deleting accounts

10. Authentication is:
A. System update

B. Identity verification
C. Malware removal
D. Data backup

11. MFA means:

A. One password login

B. Multi-factor authentication
C. Malware filtering application
D. Main firewall access

12. A vulnerability is:
A. System strength

B. Weakness in a system
C. Antivirus tool

D. Encryption method

13. Patch management is:
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A. Game installation

B. Software updating process
C. Network creation

D. Data deletion

14. Network monitoring is used to:
A. Play games

B. Observe network activity

C. Delete users

D. Encrypt files

15. Traffic analysis helps to:
A. Print documents

B. Identify network patterns
C. Increase storage

D. Create passwords

16. Malware is:

A. Security tool

B. Harmful software
C. Network device

D. Encryption method

17. Data protection ensures:
A. Data loss

B. Safety of information

C. Faster internet

D. Open access

18. Unauthorized access means:
A. Allowed entry

B. Legal login

C. lllegal system access

D. System update

19. Information systems include:
A. Only smartphones

B. Computers and software

C. Only internet cables

D. Only passwords

20. A network connects:
A. Only files
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B. Devices and systems
C. Only users
D. Only apps

Read the text and answer the questions
Text: Security of Information Systems and Networks

Security of information systems and networks is a fundamental aspect of
modern cybersecurity. As organizations depend on digital infrastructure, protecting
systems, data, and communications becomes essential.

Information systems include hardware, software, databases, and applications
that store and process information. Networks connect these systems and enable
communication, but they also introduce security risks. Attackers can exploit
vulnerabilities to gain unauthorized access, steal data, or disrupt services.

To protect systems and networks, organizations use multiple security measures.
Firewalls filter incoming and outgoing traffic, preventing unauthorized connections.
Antivirus software detects and removes malware such as viruses, worms, and
ransomware. Intrusion Detection Systems (IDS) monitor network activity and alert
administrators about suspicious behavior, while Intrusion Prevention Systems (IPS)
can block threats automatically.

Encryption is used to protect data during transmission, ensuring that only
authorized users can read it. Virtual Private Networks (VPNs) provide secure
communication channels, especially when users access systems remotely.

Access control is another important component. It ensures that only authorized
users can access specific resources. Techniques such as strong passwords and multi-
factor authentication (MFA) significantly improve security.

Regular updates and patch management are essential for fixing vulnerabilities.
Network monitoring and traffic analysis help detect anomalies, such as unusual
traffic patterns or unauthorized data transfers.

Overall, a combination of technologies, policies, and user awareness is
required to ensure the security of information systems and networks.

Questions
1. What is the purpose of security in information systems?
2. What do information systems include?
3. Why do networks create security risks?
4. What does a firewall do?
5. What is the role of antivirus software?
6. What is IDS used for?
7. What is the difference between IDS and IPS?
8. Why is encryption important?
9. What does a VPN provide?
10.What is access control?
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11.How does MFA improve security?
12.What is a vulnerability?

13.Why is patch management important?
14.What is network monitoring?
15.What does traffic analysis help detect?

Exercise 10. Multiple Choice
1. Cybersecurity protects:
A) Games
B) Systems and data
C) Music
D) Photos
2. Firewall:
A) Stores files
B) Filters traffic
C) Deletes users
D) Creates apps
3. Antivirus detects:
A) Hardware
B) Malware
C) Emails
D) Logs
4. IDS:
A) Blocks everything
B) Detects threats
C) Encrypts data
D) Creates passwords
5. IPS:
A) Only detects
B) Detects and blocks
C) Deletes files
D) Stores data
6. Encryption:
A) Deletes data
B) Protects data
C) Sends emails
D) Speeds internet
7. VPN provides:
A) Storage
B) Secure connection
C) Games
D) Music
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8. Access control limits:
A) Speed
B) User access
C) Files
D) Internet
9. Vulnerability is:
A) Strength
B) Weakness
C) Tool
D) System
10.Traffic analysis detects:
A) Photos
B) Anomalies
C) Music
D) Games

"Exercise 11. True / False
1. Networks are always safe
2. Firewalls filter traffic
3. Antivirus removes malware
4. Encryption protects data
5. VPN is insecure
6. MFA improves security
7. Vulnerabilities are useful
8. Updates reduce risks
9. Monitoring detects threats
10.Traffic analysis is useless

*Exercise 12. Fill in the Blanks

Part A Part B

1. Cybersecurity protects and | 1. Malware is software.
data. 2. Avirus spreads through

2. A filters traffic. 3. Aworm spreads

3. Antivirus detects : 4. Trojan looks but is
4, protects data during harmful.

transmission. 5. Ransomware files.
5. VPN creates a secure 6. Spyware user data.
6. Access control limits 7. Adware shows

access. 8. Phishing users.

7. MFA means authentication. | 9.  Antivirus malware.
8. A vulnerability is a 10.  Firewall filters

9. management updates

systems.
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110.  Traffic detects anomalies.

*Exercise 13. Matching
Part A:

1. Firewall A) Detects threats

2. Antivirus B) Blocks threats

3. IDS C) Filters traffic

4. IPS D) Protects data

5. Encryption E) Secure connection

6. VPN F) Extra security layer

7. MFA G) Weakness

8. Vulnerability H) Detects anomalies

9. Traffic analysis I) Observes network

10.Network monitoring J) Removes malware
Part B:

1. Virus A) Harmful software

2. Worm B) Collects data

3. Trojan C) Shows ads

4. Ransomware D) Encrypts files

5. Spyware E) Filters traffic

6. Adware F) Detects threats

7. Antivirus G) Tricks users

8. Firewall H) Spreads automatically

9. Phishing I) Spreads via files

10.Malware J) Fake program
Glossary

Wireless network (Wi-Fi) - Besnposigna mepexa (Wi-Fi)

WPA2 [ WPAS - IIporokomnu 6e3niexku Wi-Fi

Unauthorized access - HecankiiioHoBaHH# JOCTYII

SSID - Im’st Mmepexi

MAC address - MAC-aapeca

MAC filtering - ®inprpamis MAC-anpec

Router - MapupytuzaTtop

Firmware - BOynoBaHe nporpaMHe 3a0e3neucHHsI

Public Wi-Fi - [Ty6omiuauii Wi-Fi

MITM attack (Man-in-the-Middle) - Ataka «TroarHa TOCEPETHHI»
VPN - BiptyanpHa npuBaTHa Mepexa

Data interception - [lepexoruieHHs 1aHUX

Read the text and answer the questions
Text: Security in Wireless Networks
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Wireless network security is an important part of modern cybersecurity.
Wireless networks (Wi-Fi) are widely used in homes, offices, and public places
because they provide convenient and flexible access to the Internet. However, they
are more vulnerable to attacks than wired networks because signals can be
intercepted over the air.

One of the main risks in wireless networks is unauthorized access. Attackers
can connect to unsecured Wi-Fi networks and gain access to sensitive data. Weak
passwords and outdated encryption protocols make this risk even higher.

To protect wireless networks, strong encryption methods such as WPA2 and
WPAS3 are used. These protocols ensure that data transmitted over the network is
secure. Using strong and complex passwords is also essential to prevent unauthorized
access.

Another important measure is disabling SSID broadcasting or changing the
default network name. This makes the network less visible to potential attackers.
Additionally, MAC address filtering can be used to allow only specific devices to
connect to the network.

Public Wi-Fi networks are especially dangerous because they are often not
secure. Attackers can perform man-in-the-middle (MITM) attacks to intercept data.
Using a VPN helps protect data when connecting to public networks.

Regular monitoring of network activity and updating router firmware are also
Important steps. These measures help detect suspicious behavior and fix security
vulnerabilities.

In conclusion, wireless network security requires a combination of encryption,
access control, monitoring, and user awareness.

Questions
1. Why are wireless networks more vulnerable than wired networks?
2. What is unauthorized access?
3. How can weak passwords affect security?
4. What are WPA2 and WPAS3 used for?
5. Why is encryption important in Wi-Fi networks?
6. What is SSID?
7. How does MAC filtering improve security?
8. Why is public Wi-Fi dangerous?

9. What is a MITM attack?

10.How does a VPN protect users?

11.Why is firmware updating important?
12.What is network monitoring?

13.How can users improve wireless security?
14.What is data interception?

15.Why is user awareness important?

“Exercise 14. Multiple Choice
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Part A:

1.

Wireless networks use:
A) Cables only

B) Radio signals

C) USB

D) Files

Main risk of Wi-Fi:
A) Speed

B) Unauthorized access
C) Storage

D) Hardware

WPAZS is used for:
A) Gaming

B) Encryption

C) Storage

D) Printing

Weak password:

A) Improves security
B) Reduces security
C) Has no effect

D) Blocks users
SSID is:

A) Password

B) Network name

C) Virus

D) File

MAC filtering:

A) Blocks all traffic
B) Allows specific devices
C) Deletes data

D) Encrypts files
Public Wi-Fi is:

A) Always safe

B) Often insecure

C) Fast only

D) Private

MITM attack:

A) Improves security
B) Intercepts communication
C) Deletes files

D) Updates system
VPN provides:

A) Games

Part B:
1.

Malware is:

A) Safe software

B) Harmful software
C) Update

D) Backup

Virus spreads:

A) Automatically without user
B) Through infected files
C) Only by internet
D) Never

Worm:

A) Needs user action
B) Spreads automatically
C) Is safe

D) Is antivirus
Trojan horse:

A) Is safe

B) Looks legitimate but harmful
C) Deletes system

D) Updates OS
Ransomware:

A) Speeds system

B) Encrypts files

C) Deletes apps

D) Blocks internet
Spyware:

A) Shows ads

B) Collects data

C) Deletes files

D) Updates system
Adware:

A) Protects system

B) Shows ads

C) Encrypts data

D) Removes malware
Phishing:

A) Protects users

B) Tricks users

C) Deletes files

D) Updates OS
Antivirus:

A) Creates malware
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B) Secure connection B) Detects malware
C) Storage C) Deletes users
D) Music D) Blocks internet
10.Firmware update: 10.Firewall:
A) Adds risks A) Filters traffic
B) Fixes vulnerabilities B) Stores data
C) Deletes network C) Encrypts files
D) Blocks users D) Deletes apps
“Exercise 15. True / False
Part A: Part B:
1. Wi-Fi is always secure 1. Malware is safe
2. Encryption protects data 2. Virus spreads through files
3. WPAZ is a security protocol 3. Worm needs user action
4. Weak passwords are safe 4. Trojan is always safe
5. Public Wi-Fi is risky 5. Ransomware encrypts data
6. VPN protects data 6. Spyware collects information
7. SSID is a virus 7. Adware shows ads
8. MAC filtering controls access 8. Phishing is safe
9. Firmware updates improve 9. Antivirus detects malware
security 10.Firewall filters traffic
10.MITM attacks intercept data

Glossary
Operating system (OS) - OnepariiiiHa cucrema
User account - O6ikoBu# 3amuc KOpUCTyBada
Permission - [1o3Bin
Patch / Update - OnoBnenns (iaty)
Worm - Yeps’sx
Ransomware - IIporpama-pumarau
Antivirus software - Aatusipycue 13
Disk encryption - llludpyBanHs qucka
Unauthorized access - HecankiiioHOBaHH# JOCTYTI
System monitoring - MoHITOpUHT cCUCTEMHU

Read the text and answer the questions.
Text: Security in Operating Systems

Security in operating systems is a key part of cybersecurity because operating
systems (OS) manage hardware, software, and user access. Popular operating systems
such as Windows, Linux, and macOS are widely used, which makes them common

targets for cyberattacks.
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An operating system controls processes, memory, files, and devices. If the OS
IS not secure, attackers can exploit vulnerabilities to gain unauthorized access, install
malware, or take full control of the system.

One of the main security mechanisms in operating systems is access control. It
ensures that only authorized users can access files and resources. User accounts,
passwords, and permissions help protect sensitive data.

Another important feature is system updates and patch management.
Developers regularly release updates to fix vulnerabilities and improve security. If
users do not install updates, their systems become easy targets for attackers.

Antivirus software and built-in security tools help detect and remove malware
such as viruses, worms, and ransomware. Firewalls in operating systems monitor and
control network traffic.

Encryption is used to protect data stored on the system and during
transmission. Disk encryption ensures that even if a device is stolen, the data remains
protected.

User awareness also plays a critical role. Unsafe actions such as downloading
unknown files or clicking suspicious links can compromise system security.

In conclusion, operating system security requires a combination of technical
protection, regular updates, and responsible user behavior.

Questions

Why is operating system security important?
What does an operating system manage?
Why are operating systems common targets for attackers?
What is access control?

How do user accounts help security?

What is a vulnerability?

Why are updates important?

What does antivirus software do?

How does a firewall protect the system?

10 What is encryption used for?

11.What is disk encryption?

12.How can users reduce security risks?
13.What is unauthorized access?

14.Why is monitoring important?

15.What happens if systems are not updated?

©CoNoa~LNE

“Exercise 15. Translate the following sentences into English using the vocabulary
from the text “Cloud Computing Security”.
1. XMapHi 004HCIICHHS JO3BOJISIIOTH KOPUCTYyBayaM 30epiraTu JlaHl Ta 3aImyCKaTh
nporpamu uepes [nrepHer.
2. IcHyroTh pi3HI THUIIM XMApHHUX CEPBICIB, Taki sik laaS, PaaS 1 SaaS.
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o B

7.

8.

9.

XMapHi TeXHOJOTIT 3a0e3MeuyoTh THYYKICTh 1 MacIITabOBaHICTh, alie TaKOX
CTBOPIOIOTh PU3UKHU OE3MEKH.

3axXUCT JaHUX € OJHIEI0 3 TOJIOBHUX MPOOJIEM Y XMAPHUX OOUUCIICHHSX.
HIudpyBaHHS BHKOPHCTOBYETHCS [UISI 3aXUCTY JAaHUX Yy XMapi Mg dac
nepeaadi Ta 30epiraHHs.

MexaHi3MU KOHTPOJIO JOCTYIly TapaHTylOTh, IO JIKIIE aBTOPH30BaHI
KOPUCTYBadi MOKYTh OTPUMATH JOCTYII JI0 PECYPCIB.

baratodakTopHa aBreHTHdIKALlS MIABUILYE pIiBEHb O€3MEeKH O0O0JIIKOBUX
3aIlUCIB.

[TocTauaibHUKN XMapHUX TOCTYT BIJIMIOBIIAIOTH 32 663H6Ky 1HGPaACTPYKTYpPH.
KopuctyBaui BiAMOBIIaI0Th 32 3aXUCT CBOIX JIAHUX 1 HATAIITYBaHb JOCTYILY.

10.HenpaBunpHa KOHPITypallis MOKe MIPU3BECTH 10 BUTOKY JaHHX.

Exercise 16. Match the English Terms (1-18) with Ukrainian Equivalents (A-R)
Match the terms related to “Malware (Malicious Software)” with their
Ukrainian translations.

Terms (English) Equivalents (Ukrainian)
1. Malware A. TposIHCBbKa IIporpamMa
2. Virus B. mepexa
3. Worm C. ¢immHr
4. Trojan horse D. mkinnmuBe nporpamHe 3abe3neueHHs
5. Ransomware E. oHoBeHHS cucTeMu
6. Spyware F. mepexeBuii uepB’sik
7. Adware G. aHTUBIPYCHE IporpamMHe
8. Phishing 3a0€3IeUCHHS
9. Antivirus software H. xibepOesrieka / MiKMEPEKEBUI eKpaH
10.Firewall (paepBour)
11.File I. daiin
12.Network J. mporpama-Bumaraq
13.System update K. IITATYHCHKE nporpamMHe
14.Security vulnerability 3a0e3MeYCHHS
15.Unauthorized access L. Bipyc
16.Email attachment M. HecaHKIIIOHOBaHUI TOCTYII
17.Malicious website N. BKJIQJICHHS €JICKTPOHHOT IMOIITH
18.User behavior O. mKiyIMBHi BeOCanT
P. pexnamue nporpamue 3abe3nedeHHs
Q. moBe/IiHKa KOpUCTyBaya
R. BpaznuBicTh O6e3meKku

Exercise 17. Read the text below.
Part A. For questions (1-10) choose the correct answer (A, B, C or D).

Adware - Pexnamue 113
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Phishing - ®imuaT
Attachment - BxiiageHus
Malicious website - IIIkinnuBuii BeOcaiiT

Malware (Malicious Software)

Malware is one of the most dangerous threats in cybersecurity. It is designed to
damage systems, steal data, or gain unauthorized access to computers and networks.

There are different types of malware. A virus attaches itself to files and spreads
when the file is opened. A worm spreads automatically through networks without
user action. A Trojan horse looks like a legitimate program but secretly performs
harmful actions.

Ransomware is a type of malware that encrypts files and demands payment to
restore access. Spyware secretly collects user information, while adware displays
unwanted advertisements and may track user behavior.

Malware often enters systems through email attachments, malicious websites,
or infected software. One of the most common methods of attack is (1)
, Where attackers trick users into revealing personal
information or downloading harmful files.

To protect systems, organizations use (2) , Which
detects and removes malicious software. A (3) helps block
suspicious network connections and unauthorized access.

Regular (4) are important because they fix security

vulnerabilities in software. Without them, systems become easier targets for
attackers.

Another important defense mechanism is (5) , Which
filters network traffic and blocks harmful connections based on security rules.

To detect suspicious behavior inside a network, companies use (6)
, which monitors activity and alerts administrators about

potential threats.

When malware infects a system, it may cause (7) :
meaning attackers can access the system without permission.

In some cases, attackers use (8) , @ method that tries
many password combinations until the correct one is found.

Modern cybersecurity also relies on (9) , Which ensures
that data is unreadable to unauthorized users even if it is intercepted.

Finally, strong (10) such as updates, firewalls, and user
awareness help reduce the risk of cyberattacks.

No. A B C D

1 Phishing Encryption Firewall Database
2 Antivirus software VPN Traffic analysis  Malware
3 Firewall Password Adware Network
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No.

© 0 ~N o O b~

A B C

System updates  Virus attacks Emails
Firewall Spyware Encryption
IDS VPN Malware
Unauthorized Backup Encryption
access

Brute force attack Phishing Trojan horse
Encryption Firewall Antivirus
Security measures Passwords Malware types

Part B. Answer for the questions:

9

NGk~ wNE

What is malware?

What is the purpose of malware?

How does a virus spread?

What is the difference between a worm and a virus?
What is a Trojan horse?

What does ransomware do?

What is spyware used for?

What does adware do?

How does malware enter a system?

10.What is phishing?

11.How does antivirus software help?
12.What is the role of a firewall?
13.Why are updates important?
14.How can users avoid malware?
15.What is unauthorized access?

Exercise 18. Listening.
Part A: Listen to the text and fill in the gaps with the missing words.

D

Users
Ransomware
Phishing

Firewall

Adware
Network
Databases

Word Bank:

firewalls, encryption, vulnerabilities, monitoring, antivirus, networks, access

control, VPN, IDS, cybersecurity

However, attackers may exploit security (3)

Modern information systems and network protection are essential parts of (1)

Organizations use computers, servers, databases, and software
applications to process and store information.
(2) connect devices and allow communication between systems.

to data.
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To improve security, organizations use technologies such as (4) :
which filter incoming and outgoing traffic. Another important tool is (5)
software, which detects and removes malicious programs.

An (6) monitors network activity and alerts administrators about
suspicious behavior. Data protection is also supported by (7) , Which
converts information into a secure format.

A (8) creates a secure communication channel when users access
systems remotely. Organizations also implement (9) to ensure that only
authorized users can access specific resources.

Finally, network (10) helps identify threats and unusual activity in
real time.

Part B: Listen to the dialogue and choose the correct answer (A, B, or C).
Dialogue

Instructor: Why is protecting information systems important?

Cadet: Because organizations store large amounts of sensitive information in digital

systems.

Instructor: Correct. What technologies are commonly used to protect networks?

Cadet: Firewalls, antivirus software, encryption, and intrusion detection systems.

Instructor: What does a firewall do?

Cadet: It filters network traffic and blocks unauthorized connections.

Instructor: Why is encryption important?

Cadet: It protects data by making it unreadable to unauthorized users.

Instructor: How can organizations reduce security risks?

Cadet: By installing updates, monitoring networks, using strong authentication

methods, and training users.

Questions

1. Why is information systems protection important?
A. To improve Internet speed
B. To protect sensitive information
C. To create websites

2. Which technology filters network traffic?
A. Firewall
B. VPN
C. Database

3. What is the purpose of encryption?
A. To increase storage space
B. To create backups
C. To protect data

4. Which system detects suspicious network activity?
A. IDS
B. Browser
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C. Operating system
5. How can organizations reduce security risks?
A. By ignoring updates
B. By using security measures and training users
C. By disabling passwords

Exercise 19. Watch the video: https://glasp.co/youtube/NIRXtMQ-
0z8?utm source and choose the correct answer:

Vocabulary from the Video:
Information System — iHpopmarriiina cucrema
Network Security — mepexeBa Oe3reka
Cyber Threat — xiGep3arpo3a
Firewall — mibkmepesxeBuii ekpan (paeppos)
Vulnerability — BpaznuBicTh
Encryption — mmdpyBanus
Access Control — koHTpoJb AOCTYITY
Intrusion Detection System (IDS) — cuctema BUSABICHHS BTOPTHEHB
Unauthorized Access — HecaHKIIIOHOBaHHHA JOCTYII
Cyberattack — kibeparaka

Part A. Multiple Choice

Choose the correct answer (A, B, C, or D).
1. Why is network security important?
A. To improve website design

B. To protect networks from cyber threats
C. To increase computer speed

D. To reduce Internet costs

2. What is one of the main goals of network security?
A. To create mobile applications

B. To store more data

C. To protect information and resources

D. To replace operating systems

3. Which security technology filters network traffic?
A. VPN

B. Firewall

C. Database

D. Browser

4. What can attackers exploit to gain access to systems?
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A. Updates

B. Firewalls

C. Vulnerabilities

D. Password managers

5. Which of the following is a common cyber threat?
A. Malware

B. Printer

C. Router cable

D. Monitor

Part B. Answer the Questions

6. What is network security?

7. Why do organizations need to protect their information systems?
8. What role does a firewall play in network security?

9. What is a vulnerability?

10. How can organizations improve the security of their networks?

*Additional tasks

Exercise 1. Fill in the Blanks
Part A
Wireless networks use signals.
Weak reduce security.
WPAS provides
SSID is a network
MAC filtering controls
Public Wi-Fi is often
MITM attacks data.
VPN creates a secure
. Firmware updates fix
0.Network detects threats.
B
Malware is software.
A virus spreads through
A worm spreads
Trojan looks but is harmful.
Ransomware files.
Spyware user data.
Adware shows
Phishing users.
. Antivirus malware.
0.Firewall filters

RHOOo~NOoOR~WNE
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Exercise 2. Matching

Part A
1. WPA3 A) Secure connection
2. VPN B) Network name
3. SSID C) Device controller
4. Firewall D) Protects data
5 MITM E) Interception attack
6. MAC filtering F) Controls devices
7. Router G) Security protocol
8. Encryption H) Risky network
9. Public Wi-Fi I) Observes activity
10.Monitoring J) Filters traffic

Part B
11.Virus A) Harmful software
12.Worm B) Collects data
13.Trojan C) Shows ads
14.Ransomware D) Encrypts files
15.Spyware E) Filters traffic
16.Adware F) Detects threats
17.Antivirus G) Tricks users
18.Firewall H) Spreads automatically
19.Phishing I) Spreads via files
20.Malware J) Fake program

Exercise 3. Discus the questions:

Part A

What is Wi-Fi security?
What is WPA3?

What is a MITM attack?
Why is VPN important?

CoNoaRrwWDdE

Part B
1. What is malware?
2. What is a virus?

How can you protect a wireless network?

What is SSID and why is it important?

What is MAC filtering used for in wireless networks?
Why are public Wi-Fi networks considered risky?

. What does firmware update do for a router?

10 What security measures help prevent unauthorized access to Wi-Fi networks?
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3. What is a worm?

4. What is a Trojan horse?
5. What is ransomware?
6.
7
8
9
1

What is spyware?

. What is adware?
. What is phishing?

What does antivirus do?

0.What does a firewall do?

Exercise 4. Multiple Choice
Part A:

1.

OS security protects:
A) Games

B) System and data
C) Music

D) Photos

OS manages:

A) Only files

B) Hardware and software
C) Only internet

D) Only passwords
Access control limits:
A) Speed

B) User access

C) Storage

D) Files
Vulnerability is:

A) Strength

B) Weakness

C) Tool

D) Program
Updates:

A) Add risks

B) Fix vulnerabilities
C) Delete data

D) Block users
Antivirus detects:

A) Hardware

B) Malware

C) Files

D) Users

Firewall:

A) Filters traffic
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B) Stores data

C) Deletes files

D) Encrypts emails
8. Encryption:

A) Deletes data

B) Protects data

C) Blocks users

D) Restarts system
9. Disk encryption protects:

A) Network

B) Stored data

C) Emails

D) Speed
10.Malware:

A) Safe software

B) Harmful software

C) Update

D) Backup

Part B:
11.Malware is:
A) Safe software
B) Harmful software
C) Update
D) Backup
12.Virus spreads:
A) Automatically without user
B) Through infected files
C) Only by internet
D) Never
13.Worm:
A) Needs user action
B) Spreads automatically
C) Is safe
D) Is antivirus
14.Trojan horse:
A) Is safe
B) Looks legitimate but harmful
C) Deletes system
D) Updates OS
15.Ransomware:
A) Speeds system
B) Encrypts files
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C) Deletes apps

D) Blocks internet
16.Spyware:

A) Shows ads

B) Collects data

C) Deletes files

D) Updates system
17.Adware:

A) Protects system

B) Shows ads

C) Encrypts data

D) Removes malware
18.Phishing:

A) Protects users

B) Tricks users

C) Deletes files

D) Updates OS
19.Antivirus:

A) Creates malware

B) Detects malware

C) Deletes users

D) Blocks internet
20.Firewall:

A) Filters traffic

B) Stores data

C) Encrypts files

D) Deletes apps

Exercise 5: True / False
1. OS security is not important
2. OS controls system resources
3. Updates reduce risks
4. Antivirus removes malware
5. Firewalls filter traffic
6. Encryption protects data
7. Weak passwords are safe
8. Vulnerabilities are useful
9. Monitoring detects threats
10.Malware is safe

Exercise 6: Fill in the Blanks
1. OS manages and software.
2. Access control limits
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3. Antivirus detects
4. Updates fix
5. Firewall filters

6. Encryption protects
7

8

9.

1

. Disk encryption protects data.
. Vulnerability is a
Unauthorized Is dangerous.

0.System detects threats.

Exercise 7: Matching
1. OS A) Harmful software
2. Antivirus B) Filters traffic
3. Firewall C) Protects data
4. Encryption D) Weakness
5. Vulnerability E) Fixes system
6. Update F) Controls system
7. Disk encryption G) Protects disk
8. User account H) User identity
9. Malware I) Detects threats
10.Monitoring J) Security process

Exercise 8. Discus the questions:
1. What is an operating system?

2. What is OS security?

3. What is access control?

4. What is malware?

5. What does antivirus do?

6. What is a firewall?

7. What is encryption?

8. What is disk encryption?

9. What is a vulnerability?

10.Why are updates important?

FINAL TEST UNIT 4
PART 1: MULTIPLE CHOICE
1. What is the main responsibility of a cloud provider?
A) User passwords
B) Infrastructure security
C) User data
D) Applications
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. What does MFA provide?

A) Faster login

B) Multiple authentication factors
C) Data storage

D) Encryption

. What is the biggest cloud security risk?
A) Hardware failure

B) Misconfiguration

C) Speed

D) Cost

. Which service model gives most control?
A) SaaS

B) PaaS

C) laaS

D) None

. What does encryption do?

A) Deletes data

B) Protects data

C) Sends data

D) Stores data

. What is IAM?

A) ldentity and Access Management
B) Internet Access Mode

C) Internal Admin Module

D) Information Analysis Method
. Public S3 bucket risk:

A) Faster access

B) Data exposure

C) Better performance

D) Backup

. API keys should be:

A) Public

B) Hidden

C) Shared

D) Deleted

. Logging helps:

A) Delete data

B) Track activity

C) Speed system

D) Encrypt data

10.1DS does:

A) Blocks traffic
B) Detects threats
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C) Deletes files
D) Encrypts data
11.1PS does:
A) Detect only
B) Detect and block
C) Store logs
D) Encrypt
12.VPN provides:
A) Storage
B) Secure connection
C) Backup
D) Speed
13.Least privilege means:
A) Full access
B) Minimal access
C) No access
D) Shared access
14.Cloud logging example:
A) CloudTrail
B) Word
C) Excel
D) Paint
15.Data at rest means:
A) Moving data
B) Stored data
C) Deleted data
D) Shared data
PART 2: SCENARIO-BASED
16.Cloud bucket is public. What do you do?
A) Ignore
B) Restrict access
C) Delete logs
D) Restart
17.Login from 2 countries in 5 minutes.
A) Normal
B) Compromise
C) Update
D) Backup
18.API key leaked on GitHub.
A) Ignore
B) Rotate key
C) Share
D) Delete system
19.High CPU on cloud VM.
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A) Normal

B) Malware/cryptominer
C) Update

D) Backup

20.Logging disabled.

A) Safe

B) Suspicious

C) Update

D) Backup

21.User gets admin role suddenly.
A) Normal

B) Privilege escalation

C) Backup

D) Update

22.Large data transfer at night.
A) Backup

B) Data exfiltration

C) Update

D) Normal

23.Multiple VMs created automatically.
A) Normal

B) Resource abuse

C) Backup

D) Update

24.No MFA on admin account.
A) Safe

B) Risky

C) Normal

D) Backup

25.Unknown IP accessing cloud DB.
A) Normal

B) Unauthorized access

C) Backup

D) Update

Unit 5
Cyberattacks and network security

Text 1. Cyberattacks and Network Security
Text 2. Denial-of-Service (DoS) Attacks
Text 3. SQL Injection Attacks
Text 4. Social Engineering
Text 5. Vulnerability Testing
Text 6. Network Protection Services and Mechanisms

115



Glossary
Cyberattack - Kioeparaka
Network security - Be3neka mepexi
Information system - Iagopmarriiina cucrema
Malware - IllkigmuBe mporpamMue 3a0e3neUeHHs
Phishing - ®imuur
DDoS attack - DDoS-araka
Brute force attack - Araka nmepe6opom mapodiB
SQL injection - SQL-in’ex1is
Man-in-the-middle attack - Araka «moarHa mocepeuHI»
Firewall - Mepexesuii expas (haepBoi)
Encryption - llludpyBanus
Authentication - Ayrentudikartis
Authorization - Apropu3airis
Intrusion Detection System (IDS) - Cucrema BUsIBIICHHS BTOPTHEHb
Intrusion Prevention System (IPS) - Cucrema 3ano6iraHHsi BTOPrHEHHSM
VPN (Virtual Private Network) - BipryansHa npuBaTHa Mepexa
Security patch - OHoBeHHS O€3MEeKH
Vulnerability - BpaznusicTb
Data breach - Butik manux
Access control - Kortpois goctyiy
Denial-of-Service (DoS) attack - Ataka «BigMoBa B 00CITyrOBYBaHH1»
Distributed Denial-of-Service (DDoS) attack - Po3noninena ataka «BigMOBa B
00CITyrOByBaHHD)
Server - Cepsep
Network traffic - Mepexeuii Tpadik
Bandwidth - TTporyckHa 31aTHICTD
Overload - TTepeBanTaxeHHs
Botnet - botHeT (Mepexa 3apaxeHuX MPUCTPOIB)
Request - 3anut
Availability - ToctymnHicTb
Service disruption - ITopyitieHHs poOOTH cepBiCY
Firewall - MepexeBuii expaH ((paepBoi)
Mitigation - 3MeHIIICHHS IIKOAH / 3aXHCT
Cyberattack - Kidbeparaka
IP address - IP-anpeca
Blocking - BiiokyBanus
SQL Injection - SQL-in’exitis
Database - baza nannx
Query - 3anut
Input field - ITone BBeaCHHS
Malicious code - IIkiamuBuit Ko
Vulnerability - BpaznusicTsb
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Attack - Araka

Unauthorized access - HecankiiioHoBaHMi JOCTYII
Authentication - AyrenTudikaris

Data breach - Butik manux

Web application - Be6-gomaTox

Server - Cepsep

Exploitation - Excrutyarariist (Bpa3auBOCTi)

Security patch - OnoBeHHs Oe3mekH

Input validation - ITepeBipka BBeIeHHSI

Social engineering - CorianbHa iHXEHEpIs

Phishing - ®imuaT

Spear phishing - LimeoBuit ¢immHT

Pretexting - CTBopeHHS BUTaIaHOTO MPUBOTY (JICTCHIH )
Baiting - [Ipumanka

Impersonation - BugaBanus cebe 3a iHIIy 0co0y

Scam - [IlaxpaiicTBo

Attack vector - Bextop artaku

Sensitive information - Koudiaeniiiina ingopmarris
Password - ITapoJb

Trust - JoBipa

Manipulation - Manimymsiiist

Victim - XeptBa

Security awareness - O6i3HaHicTb y cdepi Oe3neKu
Vulnerability - BpaznusicTs

Vulnerability testing - TecTyBaHHS Ha Bpa3IMBOCTI
Penetration testing (Pentest) - TecTyBaHHS Ha IPOHUKHEHHS
Security audit - Ayaut 6e3neku

Exploit - ExcrutoiiT (iHCTpYyMEHT/KO/I ISt BUKOPUCTAHHS BPa3JIMBOCTI)
Attack simulation - Imitarmis ataku

Risk assessment - Orinka pu3HKiB

Weakness - Citabke micre

System security - besneka cucremu

Network security - besmneka mMepexi

Authentication - AyrenTudikaris

Authorization - ABTopwu3arrist

Report - 3BiT

Security team - Komana 6e3mnexu

Network protection services - Cepicu 3axucTy MEpexKi
Security mechanisms - MexaHni3mu Oe3neku

Firewall - Mepexesuii expan (haepBo)

Intrusion Detection System (IDS) - Cucrema BUSIBIICHHS BTOPTHEHb
Intrusion Prevention System (IPS) - Cucrema 3ano6iranHsi BTOPrHEHHSIM
Antivirus software - AuTHBipyCcHE IporpaMHe 3a0e3MeUeHHS
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Encryption - llludpyBanus

VPN (Virtual Private Network) - BipryainbHa npuBaTHa Mepeka
Authentication - AyrenTudikaris

Authorization - ABropu3zarris

Access control - Kortposb goctyiy

Security patch - OHoBeHHS O€3MEeKH

Backup - Pe3epBHe KomiroBaHHS

Monitoring - MoniTopuHT

Threat detection - BusiBienns 3arpo3

Text: Cyberattacks and Network Security

Cyberattacks are intentional actions that target computer systems, networks, or
information systems in order to steal, damage, or disrupt data. In today’s digital
world, cyberattacks have become more frequent and more complex. Attackers use
different methods depending on their goals and the weaknesses of a system.

One of the most common cyberattack methods is phishing. In phishing attacks,
users are tricked into revealing personal information such as passwords or bank
details. Another dangerous type is malware, which includes viruses, worms, and
ransomware that can damage systems or block access to data. DDoS attacks are also
widely used to overload servers and make services unavailable.

More advanced attacks include SQL injection, where attackers insert malicious
code into databases, and brute force attacks, where many password combinations are
tested until the correct one is found. Man-in-the-middle attacks allow criminals to
secretly intercept communication between two parties and steal sensitive information.

To protect information systems, organizations use a combination of technical
and organizational security measures. Firewalls are used to filter network traffic and
block suspicious connections. Encryption protects data by converting it into a secure
format that only authorized users can read. Authentication and authorization systems
ensure that only verified users can access resources.

Additional protection is provided by IDS and IPS systems. IDS monitors
network activity and detects suspicious behaviour, while IPS can automatically block
potential threats. VPNs are used to create secure connections over public networks,
protecting user data from interception.

Regular security updates and patches help fix vulnerabilities in software.
Access control systems limit who can view or modify sensitive data. Companies also
use backup systems to restore information after a cyberattack or data breach.

Effective network security requires a combination of technology, regular
updates, and user awareness. Only by using multiple layers of protection can
organizations reduce risks and protect their information systems from modern cyber
threats.

Questions to the Text
1. What is a cyberattack?
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What is the main goal of cyberattacks?

What is phishing used for?

What types of malware are mentioned in the text?
What is a DDoS attack?

What is SQL injection?

How does a brute force attack work?

What happens in a man-in-the-middle attack?

. What is the role of a firewall?

10.How does encryption protect data?

11.What is the difference between authentication and authorization?
12.What does an IDS do?

13.How does an IPS differ from IDS?

14.Why is a VPN useful in network security?
15.What is the purpose of security patches?

16.What is a vulnerability in a system?

17.Why are backups important?

18.What is a data breach?

19.Why is user awareness important in cybersecurity?
20.What helps organizations reduce cyber risks?

CoNoORWD

Exercise 1. Multiple Choice. Choose the correct answer (A, B, C or D).
1. What is phishing used for?
A) Speeding up internet
B) Stealing personal information
C) Encrypting files
D) Updating software
2. Which attack overloads a server?
A) SQL injection
B) Phishing
C) DDosS attack
D) VPN attack
3. What does malware include?
A) Only firewalls
B) Viruses, worms, ransomware
C) Only passwords
D) Only networks
4. What is the purpose of a firewall?
A) To create viruses
B) To filter network traffic
C) To hack systems
D) To store data
5. What does encryption do?
A) Deletes files
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B) Converts data into a secure format
C) Shares passwords
D) Opens ports
6. What is used to monitor network activity?
A) IDS
B) VPN
C) SQL
D) Malware
7. What is a brute force attack?
A) Data backup
B) Password guessing
C) Firewall filtering
D) File encryption
8. What does a VPN do?
A) Blocks antivirus
B) Encrypts internet connection
C) Deletes malware
D) Opens databases
9. What is two-factor authentication (2FA)?
A) A type of malware
B) A method of using two passwords
C) An extra layer of account security
D) A firewall feature
10.Which password is the strongest?
A) 12345678
B) password123
C) John2005
D) T7#gL9@xP2!
11.What should you do if you receive a suspicious email?
A) Click all links
B) Reply with your password
C) Delete it or report it as phishing
D) Forward it to everyone
12.Which of the following is a good cybersecurity practice?
A) Sharing passwords with friends
B) Using the same password for every account
C) Regularly updating software
D) Disabling antivirus software

Exercise 2. True / False. Write T (True) or F (False).
1. Cyberattacks are always harmless.

2. Phishing tricks users into revealing passwords.
3. Malware includes only viruses.
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DDosS attacks can make services unavailable.
Encryption protects data from unauthorized reading.
IDS blocks all attacks automatically.

Firewalls filter network traffic.

SQL injection targets databases.

VPN increases security on public networks.

0. Backups help restore data after attacks.

RO ~NOOA

Exercise 3. Fill in the Gaps
Use the words from the box:

phishing, firewall, encryption, malware, DDoS, IDS, VPN, brute force, vulnerability,
backup

1. Is used to trick users into giving personal data.
2. A filters network traffic.

3. protects data by converting it into a secure form.
4, includes viruses, worms, and ransomware.

5 A attack overloads a server.

6. monitors network activity and detects threats.

7. A helps create secure internet connections.

8. A attack tries many passwords.

9. A system weakness is called a :

10.A Is used to restore data after failure.

Exercise 4. Read the text and answer the questions.
Text: Denial-of-Service (DoS) Attacks

A Denial-of-Service (DoS) attack is a type of cyberattack that aims to make a
computer system or network unavailable to its users. The attacker does this by
overwhelming a server with a large number of requests, which the system cannot
handle. As a result, the service becomes slow or completely stops working.

A more powerful version of this attack is the Distributed Denial-of-Service
(DDoS) attack. In a DDoS attack, multiple compromised devices, often called a
botnet, are used to send traffic to the target system at the same time. Because the
requests come from many different sources, it is harder to stop the attack.

The main goal of DoS and DDoS attacks is to overload network traffic and
reduce the availability of online services. These attacks can affect websites, online
banking systems, government services, and many other platforms. Even a short
disruption can cause financial loss and damage to reputation.

Attackers often target the bandwidth of a server. When bandwidth is fully used,
legitimate users cannot access the service. Some attacks also exploit vulnerabilities in
network systems to increase their effectiveness.

To protect against DoS and DDoS attacks, organizations use firewalls and
special filtering systems. These tools help detect and block suspicious traffic.
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Intrusion Detection Systems (IDS) can also identify unusual activity and alert
administrators. In more advanced systems, traffic is distributed across multiple
servers to reduce overload.

Although it is difficult to fully prevent these attacks, proper security measures
can significantly reduce their impact. Continuous monitoring and quick response are
essential for maintaining service availability.

Questions to the Text

What is the main goal of a DoS attack?

How does a DoS attack affect a system?

What is the difference between DoS and DDoS attacks?
What is a botnet?

Why are DDoS attacks harder to stop?

What does “availability” mean in cybersecurity?
Which systems can be affected by DoS attacks?

What happens when bandwidth is fully used?

How do attackers increase the effectiveness of attacks?
10 What tools are used to protect against DoS attacks?
11.What does a firewall do in this context?

12.What is the role of IDS systems?

13.Why is continuous monitoring important?

14.Can DoS attacks be fully prevented? Why or why not?
15.What is the impact of service disruption?

CoNoa~LNE

*Exercise 5. Match the Words with Their Definitions. Match (1-10) with (A-J).

Words: Definitions:
1. DoS attack A. A group of infected devices used to launch attacks
2. DDoS attack B. The ability of a system to stay accessible and
3. Botnet working
4. Server C. A cyberattack that makes a system unavailable
5. Network traffic D. A system that filters and blocks network traffic
6. Bandwidth E. The interruption of normal service operation
7. Firewall F. The amount of data transmitted over a network
8. Availability G. A powerful attack using many devices at once
9. Overload H. A computer that provides services to users
10.Service disruption I. Too many requests causing system failure

J. The capacity of a network to handle data

*Exercise 6. Translate the Sentences
1. Artaka D0OS poOGuTh cepBep HEOCTYITHUM JIJIs1 KOPUCTYBAUiB.
2. DDo0S-artaka BUKOpUCTOBYE OaraTo MPUCTPOIB OJJHOYACHO.
3. boTHeT cknagaeThes 3 3apaKeHUX KOMIT FOTEPIB.
4. CepBep HEe MOXKe 00pOOUTH 3aHAATO O0AaraTo 3aIMTiB.
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5. Bpannmayep gonomarae 0J0KyBaTH IiA03pLanil Tpadik.
6. IlepeBaHTax€HHS MEPEXX1 BUKJIMKAE 3011 CUCTEMH.

7. TlpomyckHa 31aTHICTh MEPEKi OOMEKEHa.

8. BaxnuBo 3axuinaty oHJIalH-CEPBICH BiJ] aTak.

9. IDS nonmomarae BUSIBJIATH 11031y aKTUBHICTD.
10.ATaku MOXYTb 3aIIKOAWTH PEITyTallii KOMIIaHii.

*Exercise 7. Put the Words in the Correct Order. Rearrange the words to make
correct sentences.

attack / DoS / a/ is / cyberattack

users / unavailable / makes / server / a/ a / attack
many / uses / DDoS / devices / attack / a

traffic / network / is / overloaded

botnet / infected / a/ is / devices / of / group
firewall / traffic / filters / network

requests / server / too many / cannot / handle / a
availability / system / is / important

attacks / services / disrupt / can

0. protection / security / requires / strong
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Exercise 8. Read the text and answer the questions:
Text: SQL Injection Attacks

SQL injection is a type of cyberattack that targets databases through vulnerable
web applications. It happens when attackers insert malicious SQL code into input
fields, such as login forms or search boxes. If the system does not properly validate
user input, this code can be executed by the database.

The main goal of SQL injection is to gain unauthorized access to sensitive
information stored in a database. Attackers can retrieve usernames, passwords,
financial data, or even delete important records. In some cases, they can also change
or manipulate data inside the system.

SQL injection attacks exploit vulnerabilities in web applications. These
vulnerabilities often appear when developers do not properly sanitize user input. For
example, combining user input directly with SQL queries can create serious security
risks.

A successful SQL injection attack can lead to a data breach, which may cause
financial and reputational damage to organizations. Attackers may also bypass
authentication systems and gain full access to restricted areas of a website or
application.

To protect against SQL injection, developers must use input validation and
parameterized queries. These methods ensure that user input is treated as data, not as
executable code. Security patches are also important because they fix known
vulnerabilities in software systems.
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Firewalls and intrusion detection systems can help detect suspicious database
activity, but the most effective protection is secure coding practices. Regular testing
of web applications is necessary to identify and remove weaknesses before attackers
can exploit them.

SQL injection remains one of the most dangerous and common web security
threats. Understanding how it works helps developers build safer and more reliable
systems.

Questions to the Text

What is SQL injection?

What is the main target of SQL injection attacks?

How do attackers insert malicious code into a system?
What happens if user input is not validated?

What is the main goal of SQL injection attacks?

What type of information can attackers steal?

How can attackers damage or modify data?

What causes vulnerabilities in web applications?

. What is a data breach?

10 How can attackers bypass authentication systems?
11.What is input validation?

12.Why are parameterized queries important?

13.What role do security patches play?

14.Can firewalls fully prevent SQL injection attacks? Why?
15.Why is secure coding important in preventing SQL injection?

CoNoOk~WNE

Exercise 9. Correct the Mistakes. Find and correct the mistakes in the sentences.
1. SQL injection is a type of network attack that targets firewalls.
2. Attackers insert malicious HTML code into databases.
3. If user input is validated, SQL injection becomes easier.
4. SQL injection can only steal passwords, not other data.
5. A successful attack can lead to a data backup.
6. Developers should combine user input directly with SQL queries.
7. Input validation treats code as executable commands.
8. Security patches create new vulnerabilities in systems.
9. Firewalls can completely stop all SQL injection attacks.
10.SQL injection is not related to web applications.

Exercise 10. Discuss the Questions. Answer the questions (speaking or writing).
1. What is SQL injection in your own words?
2. Why is SQL injection dangerous for organizations?
3. How do attackers use input fields in SQL injection attacks?
4. What types of data can be stolen from databases?
5. What is a data breach and what are its consequences?
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6. Why is input validation important in web applications?

7. How do parameterized queries improve security?

8. Can firewalls fully protect systems from SQL injection? Why or why not?
9. What role do developers play in preventing SQL injection?

10.Why is secure coding important in cybersecurity?

Exercise 11. Read the text and answer the questions.
Text: Social Engineering

Social engineering is a type of cyberattack that does not focus on breaking
technical systems but instead targets human psychology. Attackers use manipulation
and deception to trick people into revealing sensitive information such as passwords,
financial details, or access codes.

One of the most common forms of social engineering is phishing. In phishing
attacks, victims receive fake emails or messages that look like they come from trusted
organizations. These messages often contain links that lead to fake websites designed
to steal personal data. Spear phishing is a more targeted version of this attack, where
a specific person or organization is carefully selected.

Another technique is pretexting, where the attacker creates a false identity or
story to gain the victim’s trust. Baiting is also common, where attackers offer
something attractive, such as free software or a USB device, to lure users into
installing malware. Impersonation involves pretending to be a colleague, technician,
or authority figure in order to gain access to information or systems.

Social engineering is dangerous because it exploits human trust rather than
system vulnerabilities. Even strong technical security systems cannot fully protect
against these attacks if users are not careful.

To prevent social engineering attacks, organizations focus on security
awareness training. Employees are taught to recognize suspicious messages, avoid
sharing personal information, and verify identities before taking action. Strong
security policies and verification procedures also help reduce risks.

In conclusion, social engineering remains one of the most effective cyberattack
methods because it targets people rather than technology. Awareness and caution are
the most important defenses against it.

Questions to the Text

What is social engineering?

What does social engineering target instead of technical systems?
What is the main goal of social engineering attacks?

What is phishing?

How do phishing messages usually look?

What is spear phishing?

What is pretexting?

What does baiting involve?

What is impersonation in social engineering?
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10.Why is social engineering dangerous?

11.Why can technical security systems be insufficient against social engineering?
12.What is security awareness training?

13.How can employees protect themselves from social engineering attacks?
14.Why is verifying identity important?

15.Why is social engineering considered very effective?

Exercise 11. True / False. Write T (True) or F (False).
1. Social engineering targets computer systems only.
2. Phishing is a form of social engineering.
3. Spear phishing is a general attack on many users.
4. Social engineering uses manipulation and deception.
5. Baiting involves offering something attractive to the victim.
6. Social engineering exploits human trust.
7. Technical systems always fully protect against social engineering.
8. Impersonation means pretending to be someone else.
9. Security awareness training helps prevent attacks.
10.Social engineering is based on psychological trlcks

*Exercise 12. Multiple Choice. Choose the correct answer (A, B, C or D).
1. What does social engineering mainly target?
A) Hardware
B) Human psychology
C) Internet speed
D) Software updates
2. What is phishing used for?
A) Fixing systems
B) Stealing sensitive information
C) Updating antivirus
D) Encrypting files
3. Spear phishing is:
A) Random attack
B) Targeted attack
C) Hardware attack
D) Firewall update
4. What is pretexting?
A) Creating a fake identity or story
B) Installing antivirus
C) Encrypting data
D) Updating software
5. What is baiting?
A) Blocking attacks
B) Offering something attractive to trick users
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C) Scanning networks
D) Encrypting messages
6. Impersonation means:
A) Deleting files
B) Pretending to be someone else
C) Encrypting data
D) Backing up data
7. Social engineering is dangerous because it exploits:
A) Internet speed
B) Human trust
C) Hardware failure
D) Software bugs only
8. Security awareness training helps users:
A) Hack systems
B) Recognize suspicious activity
C) Write malware
D) Disable firewalls

*Exercise 13. Fill in the Gaps
Use the words from the box:

(phishing, impersonation, manipulation, trust, baiting, awareness, pretexting,
victim, social engineering, sensitive information)

: IS a cyberattack that targets human psychology.
. Attackers use to trick people.
. The main goal is to steal :
A is the person who is attacked.
is a form of fake email attack.
involves pretending to be someone else.
is when attackers create a fake story.
involves offering something attractive to trick users.
9. These attacks exploit human :
10.Security helps prevent attacks.
“Exercise 14. Read the text and answer the questions.
Text: Vulnerability Testing
Vulnerability testing is the process of identifying weaknesses in computer
systems, networks, and applications that could be exploited by attackers. It is an
important part of cybersecurity because it helps organizations find and fix security
problems before criminals can use them.
One common method of vulnerability testing is penetration testing, also known
as pentesting. During a penetration test, security experts simulate real cyberattacks to
check how well a system can resist threats. These experts use tools and techniques
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similar to those used by hackers, but their goal is to improve security rather than
cause damage.

Another important process is vulnerability scanning. This involves using
automated tools to detect known weaknesses in software, operating systems, and
network configurations. After scanning, security teams analyze the results and decide
which vulnerabilities need to be fixed first.

Risk assessment is also an essential part of vulnerability testing. It helps
organizations understand how serious each vulnerability is and what impact it could
have on the system. Based on this analysis, companies can prioritize security
improvements.

After testing, a detailed report is created. This report includes information
about discovered vulnerabilities, their severity, and recommendations for fixing them.
Developers and security teams then apply security patches and improve system
configuration.

Vulnerability testing helps organizations strengthen their defenses and reduce
the risk of cyberattacks. Regular testing is necessary because new vulnerabilities
appear all the time as software and systems change.

Questions to the Text
What is vulnerability testing?
Why is vulnerability testing important in cybersecurity?
What is penetration testing (pentesting)?
What is the goal of penetration testing?
How is penetration testing different from real hacking?
What is vulnerability scanning?
What tools are used in vulnerability scanning?
What happens after scanning is completed?
. What is risk assessment used for?
10.Why is it important to prioritize vulnerabilities?
11.What information is included in a vulnerability report?
12.Who uses the results of vulnerability testing?
13.What is the role of security patches?
14.Why must vulnerability testing be done regularly?
15.What is the main purpose of vulnerability testing overall?
*Exercise 15. Read the texts below. Match choices (A—H) to texts (1-5).There are
three choices you do not need to use.
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Text
1. This process helps organizations find weaknesses in their systems before
attackers can use them. Security experts simulate real attacks to test how strong the
protection is. The goal is to improve security, not to damage the system. Different
attack methods are used during the test. After the testing is completed, experts
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explain which vulnerabilities were found. Organizations can then improve their
security based on the results.

2. Automated tools are used to scan software and networks for known security
problems. After scanning, results are analyzed to determine which issues are the most
dangerous and need urgent fixing. The scanning process is fast and can check many
systems at the same time. Regular scanning helps detect new vulnerabilities before
they become serious problems.

3. After testing a system, specialists create a document that explains all
discovered problems. It also includes recommendations for fixing vulnerabilities and
improving overall security. The report often lists the severity of each weakness.
Developers and system administrators use this information to make the necessary
improvements.

4, This process evaluates how dangerous each weakness is and what damage it
could cause. Based on this analysis, organizations decide which problems must be
solved first. Some vulnerabilities have a higher risk than others. Risk assessment
helps companies use their time and resources more effectively.

5. Security teams use updates and fixes to close weaknesses in software and
operating systems. These fixes help prevent attackers from exploiting known
problems in the system. Security patches should be installed as soon as possible.
Keeping software updated is one of the simplest ways to improve cybersecurity.

Options (A-H)

A. Vulnerability scanning
B. Penetration testing

C. Risk assessment

D. Security report

E. Encryption process

F. Firewall configuration
G. Malware analysis

H. Security patching

Exercise 16. Match the English terms (1-18) with their Ukrainian equivalents
(A-R)

English Terms Ukrainian Equivalents

1. Vulnerability A. MepexkeBuii ekpan ((paepBoi)
2. Penetration testing B. Ayrentudikariis

3. Security audit C. BpasnusicTsb

4. Exploit D. OmiHka pu3uKiB
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5. Risk assessment E. TecTyBaHHs Ha TPOHUKHEHHS
6. Attack simulation F. ABTopu3ariis
7. Security report G. UIkinnmuBe nporpamMHe 3a0e3neueHHs
8. Weakness H. Ataka-eKCIIouT (BUKOPUCTaHHS
9. System security Bpa3JIMBOCTI)
10.Network security I. be3neka cucremu
11.Authentication J. besneka mepexi
12.Authorization K. Burtik gaaux
13.Malware L. CucreMa BUSIBICHHS BTOPTHEHB
14.Firewall M. llIndppyBanus
15.Encryption N. 3Bit 3 Oe3neku
16.Data breach O. TectyBaHHsI/iMiTallisT aTaKH
17.Intrusion detection system (IDS) P. Cnabke micie
18.Security patch Q. Ayaur 6e3rekn

R. OHOBIIeHHS 6€31eKU

Exercise 17. Put the Words in the Correct Order. Use the cybersecurity
vocabulary to make correct sentences.

vulnerability / a / system / is / weakness / in/ a
penetration testing / security / improves / system / the
attackers / exploit / vulnerabilities / can

firewall / network / a / traffic / filters

encryption / protects / sensitive / data

risk assessment / helps / identify / risks

security audit / checks / system / the

malware / damages / computer / systems

. authentication / verifies / user / identity

10 authorization / controls / access / resources

11.1DS / suspicious / detects / activity

12.security patch / fixes / vulnerabilities

13.data breach / is / a/ security / incident

14.exploit / uses / a / vulnerability / attack

15.network security / protects / systems / connected
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Exercise 18. Read the text and answer the questions.
Text: Network Protection Services and Mechanisms

Network protection services and security mechanisms are essential for
ensuring the safety of computer systems and data. In modern organizations, a
combination of tools and technologies is used to protect networks from cyber threats
and unauthorized access.

One of the most important security mechanisms is the firewall. It controls
incoming and outgoing network traffic and blocks suspicious connections based on
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predefined security rules. Firewalls are often the first line of defense in network
security systems.

Another key tool is the Intrusion Detection System (IDS), which monitors
network activity and identifies suspicious behavior. If a potential threat is detected,
the system sends alerts to security administrators. The Intrusion Prevention System
(IPS) goes a step further by automatically blocking or preventing detected attacks.

Encryption is also widely used to protect sensitive data. It converts information
into a secure format that can only be read by authorized users. VPN services use
encryption to create secure connections over public networks, protecting user privacy
and data.

Authentication and authorization mechanisms ensure that only verified users
can access system resources. Access control systems define what actions users are
allowed to perform.

Additional services such as antivirus software help detect and remove
malware, while security patches fix vulnerabilities in software systems. Backup
systems ensure that data can be restored in case of cyberattacks or system failures.

Together, these services and mechanisms create a strong security environment
that protects networks from a wide range of cyber threats.

Questions to the Text
What is the purpose of network protection services?
What does a firewall do?
Why is a firewall considered the first line of defense?
What is the function of an IDS?
How does IPS differ from IDS?
What is encryption used for?
How does a VPN protect users?
What is authentication?
. What is authorization?
10.What does access control define?
11.What is the role of antivirus software?
12.What are security patches used for?
13.Why are backup systems important?
14.What happens when IDS detects a threat?
15.How do these mechanisms work together to protect networks?
Exercise 19. Multiple Choice. Choose the correct answer (A, B, C or D).
1. What is the main purpose of a firewall?
A) To create viruses
B) To filter network traffic
C) To delete files
D) To increase speed
2. What does IDS do?
A) Encrypts data
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B) Detects suspicious activity
C) Blocks websites
D) Stores passwords
3. IPS is different from IDS because it:
A) Monitors only
B) Blocks attacks automatically
C) Deletes data
D) Slows networks
4. What is encryption used for?
A) Breaking systems
B) Protecting data
C) Deleting files
D) Sharing passwords
5. VPN helps to:
A) Hack systems
B) Create secure connections
C) Increase malware
D) Remove firewalls
6. Authentication means:
A) Deleting users
B) Verifying identity
C) Blocking traffic
D) Updating software
7. Authorization controls:
A) Internet speed
B) User permissions
C) Hardware
D) Antivirus
8. Backup is used to:
A) Encrypt data
B) Restore data
C) Hack systems
D) Block users
9. What is the main function of antivirus software?
A) To detect and remove malware
B) To create user accounts
C) To encrypt databases
D) To increase internet speed
10.What do security patches do?
A) Create new vulnerabilities
B) Fix known software weaknesses
C) Block all websites
D) Delete backup files
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11.What happens when an IDS detects a threat?
A) It deletes the system
B) It sends an alert to administrators
C) It formats the hard drive
D) It automatically encrypts all files
12.Why are network protection mechanisms important?
A) They make computers slower
B) They protect networks from cyber threats
C) They replace operating systems
D) They create malware

Exercise 20. Fill in the Blanks
Use the words: firewall, encryption, IDS, IPS, VPN, authentication, authorization,
backup, antivirus, security patch

1. A filters incoming and outgoing network traffic.

2. protects data by converting it into a secure form.

3. An detects suspicious activity in a network.

4. An can automatically block attacks.

5 A creates a secure connection over public networks.
6. verifies the identity of a user.

7. controls what users are allowed to do.

8. A helps restore lost data.

9. software detects and removes malware.

10.A fixes vulnerabilities in software.

Exercise 21. Read the text and choose the correct answer (A, B, C or D).

Network protection services are used to secure computer systems from cyber
threats. A firewall is a key mechanism that filters network traffic and blocks
unauthorized connections. It is considered the first line of defense in network
security.

Intrusion Detection Systems (IDS) monitor network activity and detect
suspicious behavior. If a threat is found, alerts are sent to administrators. Intrusion
Prevention Systems (IPS) go further by automatically blocking malicious actions.

Encryption is used to protect sensitive data by converting it into unreadable
form. VPN services also use encryption to secure internet connections, especially on
public networks.

Authentication and authorization ensure that only verified users can access
resources. Access control defines what actions users can perform in a system.

Security patches are released to fix vulnerabilities in software, while antivirus
programs help detect malware. Backup systems are important because they allow
data recovery after cyberattacks or system failures.

Together, these mechanisms create a strong defense system against modern
cyber threats.
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Questions 1-10

1. What is the main role of a firewall?
A) Encrypt data
B) Filter network traffic
C) Store files
D) Delete malware

2. IDS is used to:
A) Detect suspicious activity
B) Create backups
C) Speed up internet
D) Block VPN

3. IPS can:
A) Monitor only
B) Block attacks
C) Encrypt passwords
D) Remove firewalls

4. Encryption helps to:
A) Make data unreadable to unauthorized users
B) Delete data
C) Share passwords
D) Increase traffic

5. VPN is mainly used for:
A) Security connections
B) Creating malware
C) Hardware repair
D) File deletion

6. Authentication verifies:
A) Network speed
B) User identity
C) Software updates
D) IP addresses

7. Authorization controls:
A) User permissions
B) Antivirus updates
C) Network cables
D) Hardware devices

8. Security patches are used to:
A) Create vulnerabilities
B) Fix vulnerabilities
C) Increase malware
D) Block users
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9. Antivirus software helps to:
A) Detect malware
B) Create viruses
C) Break networks
D) Hack systems
10.Backup systems are used for:
A) Data recovery
B) Data encryption
C) Data deletion
D) Network blocking

Exercise 22. Listening Task: Cyberattacks and Network Security. Listen to the
text and choose the correct answer (A, B, C or D).

Cyberattacks are becoming more common in today’s digital world. Hackers
use different methods to break into computer systems and steal important
information. One of the most common attacks is phishing. In this type of attack,
people receive fake emails that look real, and they are tricked into giving away
passwords or personal data.

Another dangerous type of cyberattack is malware. Malware is software
designed to damage or control a computer system. It can delete files, spy on users, or
lock data for ransom. To protect against these threats, organizations use security tools
such as firewalls, antivirus programs, and intrusion detection systems.

A firewall helps block unwanted network traffic, while antivirus software
removes malicious programs. Intrusion Detection Systems, or IDS, monitor network
activity and send alerts when something unusual is detected. Many companies also
use encryption to protect sensitive data and VPNs to create secure internet
connections.

Even with strong technology, human error is still a major risk. That is why
security training is important. Employees must learn how to recognize suspicious
emails and avoid unsafe websites.

Questions:
1. What is phishing used for?

A) Increasing internet speed

B) Stealing personal information

C) Updating software

D) Blocking viruses

2. What is malware?

A) A type of firewall

B) A secure network connection

C) Software that damages systems

D) A password manager

3. What does a firewall do?

A) Deletes files
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B) Blocks unwanted traffic
C) Creates backups
D) Sends emails
4. What does IDS do?
A) Encrypts data
B) Monitors network activity and sends alerts
C) Removes antivirus
D) Hacks systems
5. What is important besides technical protection?
A) Buying new computers
B) Human security awareness and training
C) Increasing internet speed
D) Disabling firewalls

Exercise 23. Watch the video: https://www.youtube.com/watch?v=sdpxddDzXfE
answer the questions and choose the correct answer (Part A and B):
Questions

What is a cyberattack?

What is the main purpose of cyberattacks?

What is phishing?

What does malware do to a computer system?

Why do attackers use fake messages or websites?

What is one common goal of hackers mentioned in the video?
What can users do to protect themselves online?

Why is cybersecurity important today?
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Part A: Vocabulary (Match the word to the definition)
1. Cyberattack
2. Phishing
3. Malware
4. Hacker
5. Security tools

Definitions:

A) Software used to protect computers

B) A malicious attempt to access or damage systems
C) A person who tries to break into systems

D) Software that harms or controls a system

E) Fake messages used to steal information

Part B: Choose the correct answer (A, B, C or D)
6. What is the main goal of cyberattacks?
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A) To improve security

B) To steal or damage data
C) To fix systems

D) To clean viruses

7. What is phishing used for?

A) To update software

B) To trick users into giving personal data
C) To protect networks

D) To create backups

8. What does malware do?

A) Protects systems

B) Damages or controls systems
C) Encrypts data

D) Increases speed

9. What is important for online safety?
A) Ignoring updates

B) Using weak passwords

C) Using security tools and safe behavior
D) Turning off antivirus

10. Why is cybersecurity important?

A) Because computers are slow

B) Because cyber threats are increasing

C) Because internet is free

D) Because systems do not need protection

FINAL TEST UNIT 5
Part 1: Multiple Choice (1-15)
Choose the correct answer (A, B, C or D).
1. What is the main goal of a cyberattack?
A) Improve network speed
B) Protect data
C) Steal or damage information
D) Update software
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. Phishing is used to:

A) Encrypt files

B) Trick users into giving data
C) Block networks

D) Repair systems

. Malware includes:

A) Firewalls only

B) Viruses, worms, ransomware
C) VPNs

D) Passwords

. A firewall is used to:

A) Create networks

B) Filter traffic

C) Store data

D) Hack systems

. Encryption protects data by:
A) Deleting it

B) Making it unreadable
C) Sharing it

D) Compressing it

. A DDoS attack:

A) Improves servers

B) Overloads a system
C) Encrypts traffic

D) Updates software

. IDS is used to:

A) Detect threats

B) Block all websites
C) Store passwords

D) Delete malware

. IPS can:

A) Only monitor

B) Block attacks

C) Increase traffic

D) Disable encryption

. SQL injection targets:
A) Hardware

B) Databases

C) Monitors

D) Wi-Fi

10.A brute force attack is:

A) Password guessing
B) Encryption method
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C) Backup system

D) Firewall rule
11.Social engineering targets:

A) Hardware

B) Human psychology

C) Servers only

D) Antivirus systems
12.VPN is used to:

A) Create secure connections

B) Delete malware

C) Increase attacks

D) Block users
13.Authentication means:

A) Hacking system

B) Verifying identity

C) Encrypting files

D) Deleting data
14.Authorization controls:

A) User access rights

B) Internet speed

C) Hardware power

D) Network cables
15.A data breach is:

A) Data backup

B) Unauthorized data access

C) Software update

D) Antivirus scan

Part 2: True / False (16-23)

Write T (True) or F (False).

16.Phishing is a technical attack only.

17.Malware can damage computer systems.

18.Firewalls filter network traffic.

19.Encryption makes data easier to read.

20.Social engineering uses manipulation.

21.1DS prevents all attacks automatically.

22.\VVPN increases network security.

23.SQL injection targets web databases.

Part 3: Fill in the Gaps (24-27)
Use the words: (firewall, malware, encryption, phishing, VPN)
24, is used to trick users into revealing data.
25. protects data by converting it into secure form.
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26. filters network

traffic.
egano 27. includes viruses

and ransomware.

Part 4: Short Answer (28-30)
28.What is a cyberattack?

29.Name two types of
ryp o cyberattacks.
30.How can organizations protect
against cyberattacks?

Unit 6
The basics of cryptography and steganography

Text 1. Cryptography and Steganography
Text 2. Secret-Key Cryptosystems

Text 3. Public-Key Cryptosystems

Text 4. Cryptographic Protocols

Text 5. Digital Steganography

140



Glossary
Cryptography - Kpunrorpadis
Steganography - Creranorpadis
Encryption - ludpysanus
Decryption - Po3mmudpyBanss
Cipher - Illudp
Plaintext - BigkpuTwii TeKCT
Ciphertext - IugprekcT (3ammdppoBaHHid TEKCT)
Key - Kirou
Public key - Bigkpurtuii ko4
Private key - [TpuBatHuii kirtou
Symmetric encryption - CumerpuuHe muQpyBaHHs
Asymmetric encryption - AcumerpuuHe muppyBaHHs
Hash function - Xeur-¢yHkiis
Digital signature - Iludposuii miamnuc
Data concealment - [IpuxoByBaHHS JaHHX
Secret-key cryptosystem — kpunrtocucTeMa 3 CEKpETHHM KITFOUYEM
Symmetric encryption — cumerpuuHe mudpyBaHHS
Decryption — nemmdpyBaHHs
Secret key — cexpeTHuU# KO
Cryptographic algorithm — kpunrorpadiuanii anroputm
Data protection — 3axucTt gaHux
Information security — indopmarriiina 6e3mneka
Confidentiality — xoH}iaeHIiiHICTH
Integrity — rimicHicTh
Authentication — aBTenTH}iKaIis
Key distribution — po3noBcromkeHHs KIT0UiB
Key management — ympaBiiHHS KIIFOYaMH
Secure communication — Ge3re4Huii 3B'130K
Data transmission — nepenava JaHuX
Block cipher — 6oxoBuii mudp
Stream cipher — nmotokoBwuii mvdp
Advanced Encryption Standard (AES) — crangapt posmmpeHoro mudpyBaHHS
(AES)
Data Encryption Standard (DES) — crannapt mmdpysanus nanux (DES)
Triple DES (3DES) — notpitinuit DES
Brute-force attack — araka moBHum nepedopom
Cryptanalysis — kpunroaHainis
Security level — piBens Oe3neku
Encryption key length — nossxuHa kiro4a mudpyBaHHs
Secure storage — OesrneuHe 30epiranas
Digital information — nudposa indopmarrist
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Access control — KOHTpPOJIb AOCTYITY

Data confidentiality — xoH}igeHIIHHICTb JAHUX

Cryptographic protocol — kpunrorpadiuauii IpOTOKOJ

Secure system — 3axwiieHa cucTemMa

Data breach — BuTik manux

Encryption process — mporiec mudpyBaHHS

Decryption process — mportiec aeuudpyBaHHs

Key exchange — oOMiH KiIFoYaMu

Secure channel — 3axumennii kanamn

Sensitive information — xoudinenmiitaa iHpopMarris

Public-key cryptosystem — kpurnrocucTeMa 3 MyOIiYHEM KITFOYeM
Key pair — mapa ki1ro4iB

Digital signature — nudpoBwuit miamic

Non-repudiation — HeBiIMOBHICTh

Key generation — renepaiiis KJI104iB

Key distribution — po3noBcromKeHHs KITI0UiB

Certificate — ceprudikar

Certificate Authority (CA) — nentp ceptudikarii

Public Key Infrastructure (PKI) — indpactpykTypa Binkputux kitouis (PKI)
Cryptographic algorithm — kpuntorpadidauii anropuTm

RSA algorithm — anroputm RSA

Elliptic Curve Cryptography (ECC) — kpunTorpadis Ha eTINTHYHUX KPUBUX
Secure communication — 6e3mne4Huii 3B’ 130K

Secure connection — 3axuiene 3’ € IHaHHs

Message authentication — aBTeHTHIKaIlis TTOBITOMIICHHS

Identity verification — niepeBipka ocobu

Digital certificate — uudposuii ceprudikart

Secure transaction — Oe3ne4yHa TpaH3aKIlis

Electronic commerce (e-commerce) — eleKTpoHHA KOMEPIIis
Cryptanalysis — kpunroaHaiti3

Trusted third party — noBipeHa TpeTst cTopoHa

Cryptographic protocol — kpuntorpadigauii IpOTOKOJ

Secure communication — Ge3redHuii 3B’ 130K

Handshake protocol — mportokost BcTaHOBIICHHS 3’ € THAHHS

Session key — ceciitHuil K04

Non-repudiation — HEBiIMOBHICTh

TLS (Transport Layer Security) — mnpOoTOKOJ 3aXHCTy TPAHCIIOPTHOI'O PiBHS
(TLS)

SSL (Secure Sockets Layer) — 3axwumienuii cokeTHui piBeHb (SSL)
Protocol attack — aTtaka Ha mpoTokos

Man-in-the-middle attack — araka “mroguna nmocepeausi”

Secure channel — 3axumennii kanan

Public key infrastructure (PKI) — iHdpacTpyKTypa BiIKPUTHX KITIOUiB
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Certificate authority (CA) — nentp ceprudikarii
Message authentication code (MAC) — xoxa aBreHTH(IKAIIIT TOBIIOMICHHS
Hash function — xermi-gyHkiis

Secure connection — 3axuieHe 3’ € THAHHS

Protocol design — mpoekTyBaHHS IPOTOKOJIIB
Cryptographic algorithm — kpunrorpadidamii aaropuT™
Key agreement — y3roKeHHs KII04iB

Forward secrecy — npsima CeKpeTHiCTh

Replay attack — araka moBTOpHOTO BiITBOpEHHS

Session management — yrpaBItiHHS CeCisiMH

Secure handshake — Oe3mneune BcTaHOBIICHHS 3’ € THAHHS
Identity verification — niepeBipka ocobun

Secure protocol — 3axwuieHuit TPOTOKOJT

Mutual authentication — B3aeMHa aBTeHTH(IKALIIS
Security layer — piBeHb Oe3mneku

Protocol vulnerability — BpasnuBicTh npoTOKOIY
Trusted connection — goBipene 3’€IHaHHS

Digital steganography — nudposa creranorpadis
Hidden message — npuxoBaHe MOBIIOMIICHHS

Cover file — Hocili (aiia-«o0KIaTuHKAY)

Payload — mpuxoBaHi gaHi

Embedding — BOymoByBaHHs (J1aHUX)

Extraction — ButsryBaHHs (J1aHUX)

Stego file — crerodaiin (daiit i3 TPUXOBAHUMH JTAHUMH )
Image steganography — creranorpadist 300pakeHb
Audio steganography — ayniocteranorpadis

Video steganography — Bigeocteranorpadis

Least Significant Bit (LSB) — meTo HaliMeHIII 3HAYYIIOTO OiTa
Data hiding — npuxoByBaHHS JaHUX

Steganalysis — creranainis

Detection — BusiBiIeHHS

Carrier medium — Hociit iHopMmarrii

Imperceptibility — xHemomiTHiCTH

Robustness — crilikicTb

Capacity — MiCTKICTb

Digital watermarking — uudposuii BonsiHuUi 3HaK

File format — dopmar daiiny

Modification — moaudikarris

Signal processing — o0poOka curHaiB

Covert communication — npuxoBaHa KOMYHIKaIlis
Information hiding system — cuctema npuxoByBaHHs iHGOpMAITii
Stego key — crero-kiou

Detection resistance — cTiliKiCTb 10 BUSBICHHS
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Compression — cTUCHEHHS

Digital image — mudpoBe 300paxeHHs

Security technique — texnika 6e3meku

Cover distortion — croTBOpeHHs HOCIs

Hidden communication channel — npuxoBaHuii KaHall 3B’ 3Ky

Text: Cryptography and Steganography

Cryptography is a method of protecting information by transforming it into an
unreadable format so that only authorized users can access it. The main goal of
cryptography is to ensure confidentiality, integrity, and authenticity of data.
Encryption converts plaintext into ciphertext using a mathematical algorithm and a
key. Decryption is the reverse process that restores the original message.

There are two main types of encryption: symmetric and asymmetric.
Symmetric encryption uses the same key for both encryption and decryption.
Asymmetric encryption uses a pair of keys: a public key for encryption and a private
key for decryption. This method is widely used in secure communication systems,
such as online banking and digital certificates.

Hash functions are also an important part of cryptography. They transform data
into a fixed-length value that cannot be easily reversed. This is useful for verifying
data integrity and storing passwords securely. Digital signatures use cryptographic
techniques to confirm the identity of the sender and ensure that the message has not
been changed.

Steganography is a different approach to information security. Instead of
encrypting data, it hides the existence of the message itself. For example, a secret
message can be hidden inside an image, audio file, or video. Unlike cryptography,
which protects the content, steganography protects the existence of communication.

Both cryptography and steganography are important tools in modern
cybersecurity. They are often used together to provide stronger protection of sensitive
information. Cryptographic methods secure the content of data, while steganography
hides the fact that communication is taking place.

Questions to the Text
1. What is cryptography?
2. What is the main goal of cryptography?
3. What is encryption?
4. What is decryption?
5. What is plaintext?
6. What is ciphertext?
7. What are the two main types of encryption?
8. How does symmetric encryption work?
9. How does asymmetric encryption work?
10.What is a cryptographic key?
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11.What is a hash function used for?

12.What is a digital signature?

13.What does steganography do?

14.How is steganography different from cryptography?
15.Why are both methods important in cybersecurity?

Exercise 1. Multiple Choice
Choose the correct answer (A, B, C or D).
1. What is cryptography used for?
A) Speeding up networks
B) Protecting information
C) Deleting files
D) Creating hardware
2. Encryption converts plaintext into:
A) Password
B) Ciphertext
C) Virus
D) Backup
3. Decryption means:
A) Hiding data
B) Restoring original data
C) Deleting data
D) Compressing files
4. Steganography is used to:
A) Encrypt passwords
B) Hide the existence of data
C) Block networks
D) Update software
5. Symmetric encryption uses:
A) Two keys
B) One key
C) No key
D) Hardware key only
6. Asymmetric encryption uses:
A) One password
B) Public and private keys
C) Firewall rules
D) Antivirus
7. A hash function produces:
A) Random hardware
B) Fixed-length value
C) Network traffic
D) Images
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8. A digital signature is used to:
A) Increase speed
B) Verify sender identity
C) Delete viruses
D) Encrypt hardware
9. Steganography hides:
A) Passwords only
B) The existence of a message
C) Internet speed
D) Antivirus software
10.Ciphertext is:
A) Original message
B) Encrypted message
C) Virus
D) Network error

Exercise 2. True / False. Write T (True) or F (False).
1. Cryptography protects information.
2. Plaintext is encrypted data.
3. Decryption makes data readable again.
4. Steganography hides the content of data.
5. Symmetric encryption uses two keys.
6. Asymmetric encryption uses public and private keys.
7. A hash function can be reversed easily.
8. Digital signatures verify identity.
9. Steganography hides the existence o of data.
10.Cryptography and steganography are unrelated fields.

Exercise 3. Fill in the Gaps
Use the words:

cryptography, encryption, decryption, ciphertext, plaintext, key, hash, steganography,
symmetric, asymmetric

protects information by transforming it.
converts data into unreadable form.
restores original data.
is readable original data.
Is encrypted data.

A Is used in encryption algorithms.
encryption uses one key.
encryption uses public and private keys.
hides the existence of a message.

0.A function helps verify data integrity.
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Exercise 4. Read the text and answer the questions.
Text: Secret-Key Cryptosystems

Secret-key cryptosystems, also known as symmetric cryptosystems, are one of
the most widely used methods of protecting digital information. In these systems, the
same secret key is used for both encryption and decryption. This means that the
sender and the receiver must possess the same key and keep it confidential.

The main purpose of a secret-key cryptosystem is to ensure the confidentiality
of information during storage and transmission. Before sending a message, the sender
uses a cryptographic algorithm and a secret key to transform the plaintext into
ciphertext. The ciphertext appears unreadable to unauthorized users. When the
receiver obtains the encrypted message, the same secret key is used to decrypt the
ciphertext and restore the original plaintext.

Symmetric encryption is popular because it is fast and efficient. It requires less
computational power than asymmetric encryption, making it suitable for encrypting
large amounts of data. For this reason, symmetric algorithms are commonly used in
secure communication systems, virtual private networks, databases, and cloud storage
services.

There are two main types of symmetric encryption algorithms: block ciphers
and stream ciphers. Block ciphers encrypt data in fixed-size blocks, while stream
ciphers encrypt data one bit or one byte at a time. Some of the most well-known
symmetric encryption algorithms include AES, DES, and 3DES. Today, AES is
considered the most secure and widely used standard for protecting sensitive
information.

Despite their advantages, secret-key cryptosystems also have challenges. One
of the main problems is key distribution. The secret key must be shared between
communicating parties through a secure channel. If an attacker obtains the key, the
confidentiality of the encrypted information is compromised. Therefore, effective key
management is essential for maintaining a high level of security.

Secret-key cryptosystems play a crucial role in modern cybersecurity. They
protect personal data, financial transactions, government information, and corporate
communications. As cyber threats continue to evolve, the development and
implementation of strong symmetric encryption algorithms remain an important
aspect of information security.

Questions to the Text

What is another name for a secret-key cryptosystem?
How many keys are used in symmetric encryption?

What is the main purpose of a secret-key cryptosystem?
What happens to plaintext during the encryption process?
Why is ciphertext difficult for unauthorized users to read?
What key is used to decrypt the encrypted message?

Why is symmetric encryption considered efficient?
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8. Where are symmetric encryption algorithms commonly used?

9. What are the two main types of symmetric encryption algorithms?
10.How do block ciphers differ from stream ciphers?

11.Which symmetric encryption standard is considered the most secure today?
12.What was the purpose of DES?

13.Why is key distribution a challenge in secret-key cryptosystems?
14.What can happen if an attacker obtains the secret key?

15.Why is key management important?

16.How do secret-key cryptosystems contribute to cybersecurity?
17.What types of information do these cryptosystems protect?
18.Why must communicating parties keep the key confidential?
19.What is the difference between plaintext and ciphertext?

20.Why will symmetric encryption remain important in the future?

*Exercise 5. Match the Words with their Meanings. Match the terms (1-10)
with the definitions (A-J).

P OO ~NOoO OoTh, WN P

Encryption
Decryption
Secret key
Plaintext
Ciphertext

Block cipher
Stream cipher
Key management
Confidentiality
Brute-force attack

A. The original readable form of data.

B. The process of converting ciphertext back into
plaintext.

C. A method of encrypting data block by block.

D. Protection of information from unauthorized access.

E. The process of converting readable data into an
unreadable form.

F. A cryptographic key known only to authorized parties.
G. A method of trying all possible keys until the correct
one is found.

H. The encrypted form of information.

I. The administration and protection of cryptographic
keys.

J. A method of encrypting data continuously, one bit or
byte at a time.

*Exercise 6. Translation. Translate the following terms into Ukrainian.

1.

2
3
4
5
6.
Z
8
9
1

. Access control —

Secret-key cryptosystem —
. Symmetric encryption —
. Encryption algorithm —
. Data confidentiality —
. Cryptographic protocol —
Secure communication —

. Key exchange —

Network security —

0.Sensitive information —
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“Exercise 7. Put the Words in the Correct Order. Make correct sentences.
1. same / encryption / key / and / for / uses / decryption / the / symmetric /
encryption
2. plaintext / ciphertext / transforms / encryption / into
3. information / confidentiality / protects / sensitive / of / encryption / the
4. cryptographic / a / uses / algorithm / encryption / process / the
5. secure / key / management / for / communication / is / important
6. data/encrypt/ ciphers/in/ blocks / fixed-size / block
7. secret / parties / must / the / authorized / keep / key
8. used/is/ AES / widely / cybersecurity / in
9. obtain / attackers / key / the / should / not / secret
10.communication / secure / cryptosystems / support / secret-key

Exercise 8. Read the text and answer the questions.
Text: Public-Key Cryptosystems

Public-key cryptosystems, also known as asymmetric cryptosystems, are an
essential part of modern information security. Unlike symmetric cryptosystems,
which use the same key for encryption and decryption, public-key cryptosystems use
two different but mathematically related keys: a public key and a private key.

The public key can be freely distributed and shared with anyone. It is used to
encrypt information or verify a digital signature. The private key, on the other hand,
IS kept secret and is used to decrypt information or create a digital signature. This
separation of keys increases security and eliminates the need to exchange secret keys
through secure channels.

When a sender wants to send a confidential message, the message is encrypted
using the recipient’s public key. Once encrypted, the message becomes ciphertext and
can only be decrypted using the recipient’s private key. Even if an attacker intercepts
the ciphertext, the information remains protected because the private key is not
publicly available.

Public-key cryptography also supports digital signatures. A digital signature is
created using the sender’s private key and can be verified using the corresponding
public key. Digital signatures provide authentication, integrity, and non-repudiation.
They allow the recipient to verify the sender’s identity and ensure that the message
has not been altered during transmission.

One of the most widely known public-key algorithms is RSA. Another
important technology is Elliptic Curve Cryptography (ECC), which offers strong
security with smaller key sizes. These algorithms are widely used in secure web
browsing, electronic commerce, email protection, and online banking.

Public-key cryptosystems are often used together with symmetric encryption.
In many secure communication protocols, asymmetric encryption is used to exchange
keys securely, while symmetric encryption is used to encrypt large amounts of data
efficiently. This combination provides both security and high performance.
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Public Key Infrastructure (PKI) is an important framework that supports
public-key cryptography. PKI uses digital certificates issued by Certificate
Authorities (CAs) to verify the ownership of public keys. This helps users establish
trust and communicate securely over the Internet.

Today, public-key cryptography plays a crucial role in cybersecurity. It
protects sensitive information, secures online transactions, enables digital signatures,
and supports authentication systems used worldwide.

Questions to the Text

What is another name for a public-key cryptosystem?

How many keys are used in asymmetric encryption?

What are the two keys called?

Which key can be shared publicly?

Which key must remain secret?

What is the public key used for?

What is the private key used for?

How does asymmetric encryption differ from symmetric encryption?
How is a confidential message encrypted?

10 Which key is required to decrypt the ciphertext?

11.Why is intercepted ciphertext usually safe from attackers?
12.What is a digital signature?

13.Which key is used to create a digital signature?

14.Which key is used to verify a digital signature?

15.What three security services do digital signatures provide?
16.What is the purpose of authentication?

17.What is non-repudiation?

18.What is RSA?

19.What is ECC?

20.Why is ECC considered efficient?

21.Where are public-key cryptosystems commonly used?

22.How are asymmetric and symmetric encryption often combined?
23.Why is symmetric encryption used after key exchange?
24.What does PKI stand for?

25.What is the role of a Certificate Authority?

26.What are digital certificates used for?

27.How does PKI help establish trust?

28.Why is public-key cryptography important for online banking?
29.What role does public-key cryptography play in cybersecurity?
30.What information and services are protected by public-key cryptosystems?

CoNoOk~WNE

Exercise 9. Fill in the blanks with the correct term
Word Bank:
| public key, private key, asymmetric encryption, digital signature, RSA, PKI, |
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| certificate authority, ciphertext, authentication, integrity |

1. uses two different keys for encryption and decryption.
2. A message encrypted with a public key becomes

3. The must be kept secret by its owner.

4. The can be distributed openly to anyone.

5 A helps verify the sender's identity.

6. ensures that a message has not been modified.

7. confirms the identity of a user or system.

8. Is one of the most widely used public-key algorithms.
Q. stands for Public Key Infrastructure.

10.A issues and manages digital certificates.

Exercise 10. Match the English Terms (1-10) with their Ukrainian Equivalents
(A-J)

1 Public key A. LimicHicTh

2 Private key B. Iapa xirodiB

3 Digital signature C. lludpoTtekct

4 Authentication D. ABtenTHdiKalis

5 Integrity E. IlyOmiaamii K09

6 Certificate Authority F. Indpactpykrypa BIAKpUTHX KITFOUiB
7 Public Key Infrastructure G. UenTtp ceprudikariii

8 Key pair H. be3neunwii 38's130K

9 Secure communication I. udpowuii migmuc

10  Ciphertext J. ITpuBaTHHIA KITFOY

Exercise 11. Read the Texts Below. Match Choices (A-H) to Texts (1-5). There
are three choices you do not need to use.

Text 1

This key can be shared openly with other users. It is commonly used to encrypt
messages and verify digital signatures. Anyone can obtain this key without
compromising the security of the system. In public-key cryptography, the public key
iIs mathematically related to a private key. However, it is computationally infeasible
to derive the private key from the public key. Public keys are often distributed
through digital certificates.

Text 2

This key is known only to its owner. It is used to decrypt encrypted
information and create digital signatures. The security of an asymmetric cryptosystem
depends on keeping this key secret. If an attacker gains access to it, confidential
information may be exposed. Private keys are usually stored in secure hardware
devices or protected software environments. Users should never share this key with
others.
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Text 3

This technology allows users to confirm the authenticity of electronic
documents and verify the sender's identity. It is created using a private key and
verified using a public key. This technology helps ensure that a message has not been
modified during transmission. It also provides non-repudiation, meaning that the
sender cannot deny having signed the document. Digital signatures are widely used in
e-commerce, online banking, and electronic document management systems.

Text 4

This organization issues digital certificates and helps establish trust between
users communicating over the Internet. It verifies the identity of individuals,
organizations, and websites before issuing certificates. These certificates link a public
key to a specific entity. Browsers and operating systems rely on trusted authorities to
validate secure connections. Without such organizations, users would have difficulty
determining whether a public key truly belongs to the claimed owner.

Text 5

This cryptographic algorithm is widely used for secure data transmission and is
based on mathematical operations involving large prime numbers. It was developed
in 1977 and remains one of the most well-known public-key algorithms. The
algorithm supports both encryption and digital signatures. Its security relies on the
difficulty of factoring very large integers. RSA is commonly used in secure email
systems, digital certificates, and Internet security protocols.

Choices

A. RSA Algorithm

B. Public Key

C. Data Breach

D. Digital Signature

E. Certificate Authority
F. Symmetric Encryption
G. Private Key

H. Firewall

*Exercise 12. Read the text and answer the questions.
Text: Cryptographic Protocols

Cryptographic protocols are sets of rules that define how secure
communication is performed between two or more parties. They use cryptographic
algorithms to ensure confidentiality, integrity, and authentication of data transmitted
over insecure networks such as the Internet.

One of the main purposes of cryptographic protocols is to establish a secure
communication channel between users who may have never interacted before. To
achieve this, protocols often begin with a process called a handshake, during which
the participants agree on encryption methods and exchange cryptographic keys.
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Modern protocols, such as TLS (Transport Layer Security), are widely used to
protect online communication. TLS ensures that data transmitted between a client and
a server remains encrypted and cannot be read or modified by attackers. It also
provides authentication, allowing users to verify the identity of the server they are
connecting to.

Cryptographic protocols rely heavily on key exchange mechanisms. During
key exchange, parties securely generate or share a session key that will be used for
symmetric encryption. This approach combines the efficiency of symmetric
encryption with the security of asymmetric methods used during the exchange
process.

Another important feature of cryptographic protocols is the use of digital
certificates issued by Certificate Authorities (CAs). These certificates help verify the
identity of users, websites, and servers. This prevents attacks such as man-in-the-
middle, where an attacker tries to intercept or modify communication between two
parties.

Security protocols also include mechanisms for detecting tampering and
ensuring message integrity. Hash functions and message authentication codes
(MACs) are commonly used to verify that data has not been altered during
transmission.

Despite their effectiveness, cryptographic protocols can still be vulnerable if
they are poorly designed or incorrectly implemented. Common attacks include replay
attacks, protocol manipulation, and exploitation of weak encryption settings.

Overall, cryptographic protocols play a crucial role in cybersecurity. They are
used in secure web browsing, online banking, email communication, and many other
applications that require safe and reliable data exchange.

Questions to the Text

What are cryptographic protocols?

What is the main purpose of cryptographic protocols?

What does a handshake process do in a protocol?

Which protocol is most commonly used for secure Internet communication?
What does TLS protect during communication?

Why is authentication important in cryptographic protocols?
What is a secure communication channel?

How is a session key used in protocols?

. What is key exchange?

10 Why are asymmetric and symmetric encryption often combined?
11.What role do Certificate Authorities play?

12.What are digital certificates used for?

13.What is a man-in-the-middle attack?

14.How do protocols protect against interception?

15.What is message integrity?

16.How do hash functions help in security protocols?
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17.What is a MAC (Message Authentication Code)?
18.What can happen if a protocol is poorly designed?
19.What is a replay attack?

20.Where are cryptographic protocols commonly used?

“Exercise 13. Fill in the Gaps
Word bank:

TLS, authentication, handshake, encryption, decryption, session key, key
exchange, certificate authority, digital certificate, integrity, confidentiality, man-in-
the-middle, hash function, MAC, secure channel

1. ensures that data cannot be read by unauthorized users.

2. Is the process of converting ciphertext back into plaintext.

3. Is used to establish a secure connection between two parties.

4, guarantees that data has not been modified during transmission.
5. confirms the identity of a user or system.

6. Is a temporary key used for secure communication sessions.

7. Is a process of securely sharing cryptographic keys.

8. IS an organization that issues digital certificates.

9. A Is used to verify the identity of a website or user.

10.A attack intercepts communication between two parties.

11. protects data during transmission over the Internet.

12.A IS a cryptographic tool used to verify data integrity.

13. ensures that information remains secret from unauthorized users.
14.A Is used to check whether a message has been altered.

15.A provides a protected communication path between systems.

*Exercise 14. Multiple Choice

1.What is the main purpose of a cryptographic protocol?
A. Store data permanently

B. Secure communication between parties
C. Increase internet speed

D. Delete encrypted data

2.What does TLS stand for?

A. Total Link System

B. Transport Layer Security

C. Transfer Logic Service

D. Trusted Login System

3.What is encryption?

A. Deleting data

B. Converting plaintext into ciphertext

C. Copying files

D. Compressing files
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4.\What is decryption?

A. Converting ciphertext into plaintext
B. Encrypting files

C. Breaking passwords

D. Sending emails

5.What is a handshake in cryptography?
A. A greeting message

B. A process of establishing a secure connection
C. A type of malware

D. A file format

6.What is a session key used for?

A. Long-term storage

B. Single communication session encryption
C. Deleting data

D. Password recovery

7.What does a Certificate Authority do?
A. Deletes viruses

B. Issues digital certificates

C. Stores passwords

D. Encrypts messages

8.What is a digital certificate used for?
A. Increasing speed

B. Verifying identity

C. Compressing files

D. Blocking websites

9.What is a man-in-the-middle attack?
A. Software update

B. Interception of communication

C. Antivirus tool

D. Encryption method

10.What ensures data integrity?

A. Hash function

B. Keyboard

C. Browser

D. Monitor

11.What does authentication do?

A. Deletes files

B. Verifies identity

C. Encrypts data

D. Compresses data

12.What is a MAC?

A. Message Authentication Code

B. Machine Access Control
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C. Mobile Application Code

D. Memory Allocation Code
13.What is confidentiality?

A. Data visibility to everyone

B. Protection from unauthorized access
C. Data deletion

D. File backup

14.What is a secure channel?

A. Unsafe network

B. Protected communication path
C. Open Wi-Fi

D. Public website

15.What is key exchange?

A. Sharing files

B. Securely sharing encryption keys
C. Deleting keys

D. Creating passwords

“Exercise 15. True / False. Write T (True) or F (False).

TLS is used to secure Internet communication.
Encryption converts ciphertext into plaintext.
Authentication verifies the identity of a user.

A session key is used for long-term encryption only.

A certificate authority issues digital certificates.

A man-in-the-middle attack is a type of secure protocol.
Integrity ensures data is not modified during transmission.
A handshake helps establish a secure connection.

. A hash function is used to compress images only.

10 Confidentiality means data is kept secret from unauthorized users.
11.MAC is used to verify message integrity.

12.Decryption makes data unreadable.

13.Digital certificates help verify identity.

14.A secure channel protects transmitted data.

15.Key exchange is used to destroy encryption keys.
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Exercise 16. Read the text and answer the questions.
Text: Digital Steganography

Digital steganography is a technique used to hide secret information inside
digital media such as images, audio files, video files, or text documents. Unlike
cryptography, which focuses on making data unreadable, steganography focuses on
hiding the existence of the data itself.

In a typical steganographic system, a secret message (payload) is embedded
into a cover file using a special embedding algorithm. The result is called a stego file,
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which appears normal to users who do not know that hidden information exists inside
it. This makes steganography a powerful tool for covert communication.

One of the most common techniques used in digital steganography is the Least
Significant Bit (LSB) method. This method modifies the smallest bits of digital data
In an image or audio file, so the changes are not noticeable to the human eye or ear.
As a result, the cover file retains its original appearance or sound while carrying
hidden information.

Digital steganography is widely used in image, audio, and video files. Image
steganography hides data inside pixels of pictures, while audio steganography
embeds information in sound signals. Video steganography combines both methods
and can hide large amounts of data in multimedia content.

Security in steganography is based on imperceptibility and detection resistance.
The main goal is to ensure that no one suspects the presence of hidden data.
However, attackers may use steganalysis techniques to detect or extract hidden
messages from stego files.

Another important concept is the stego key, which controls the embedding and
extraction process. Without the correct key, it is difficult to recover the hidden
message even if the steganographic method is known.

Digital steganography is often combined with cryptography for higher security.
First, the message is encrypted, and then it is hidden inside a cover file. This double
protection ensures both confidentiality and secrecy of communication.

Today, steganography is used in digital watermarking, secure communication,
and data protection systems. It is also studied in cybersecurity for both defensive and
offensive purposes.

Questions to the Text
1. What is digital steganography?
2. How is steganography different from cryptography?
3. What is a payload in steganography?
4. What is a cover file?
5. What is a stego file?
6. How is a hidden message embedded into a file?
7. What is the Least Significant Bit (LSB) method?
8. Why are changes in LSB usually not noticeable?
9. In which types of media can steganography be used?

10.What is image steganography?

11.What is audio steganography?

12.What is video steganography?

13.What is the main goal of steganography security?
14.What is steganalysis?

15.What is a stego key used for?

16.Why is steganography often combined with cryptography?
17.What happens before data is hidden in secure systems?
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18.What is digital watermarking?
19.Where is steganography used today?
20.Why is steganography important in cybersecurity?

Exercise 17. Correct the Mistakes. Find and correct the mistake in each
sentence.

Steganography makes data readable instead of hiding it.
A cover file is the hidden message inside the system.
The payload is the file that carries hidden information.
LSB method changes the most significant bits of data.
A stego file looks suspicious to users.

Cryptography focuses on hiding the existence of data.
Steganalysis is used to create hidden messages.

A stego key is not used in steganography systems.

. Audio steganography hides data in images only.

10 Video steganography cannot store large amounts of data.
11.Imperceptibility means the hidden data is easily visible.
12.Steganography is never used with cryptography.

13.A hidden message is called a cover file.

14.L.SB method modifies large parts of digital data.
15.Steganography is used only for illegal activities.
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Exercise 18. Translate the Sentences. Translate into Ukrainian.
Digital steganography hides information inside digital media.
A stego file looks like a normal image or audio file.

The payload contains the secret message.

The cover file carries hidden data.

LSB method modifies the smallest bits of data.

Steganalysis is used to detect hidden information.

Audio steganography hides messages in sound files.

Video steganography combines image and audio techniques.
Imperceptibility is a key feature of steganography.

10 Robustness means resistance to attacks.

11.Capacity defines how much data can be hidden.

12.Stego key controls embedding and extraction.
13.Cryptography is often combined with steganography.

14.A hidden communication channel is difficult to detect.
15.Digital watermarking is a form of steganography.
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Exercise 19: Modern Cybersecurity & Cryptography
Read the text below. For questions (1-10) choose the correct answer (A, B, C or
D).
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DIGITAL SECURITY SYSTEMS

In today’s digital world, organizations depend on secure communication
systems to protect sensitive information. As cyber threats continue to grow, (1)
plays a key role in ensuring the safety of data and networks.
One of the main foundations of secure communication is (2)
, which hides information by converting it into unreadable
form for unauthorized users. In more advanced systems, (3)
Is used, where two different but related keys are applied for encryption and
decryption.

To verify identity and ensure trust between users, systems rely on (4)
, Which confirms that a message or user is authentic. Many
secure systems also use (5) to ensure that transmitted data
has not been altered during communication.

Modern applications often include (6) to provide a
secure communication channel over public networks, especially for remote users
connecting to company systems.

Another important technology is (7) ,  Which is
responsible for detecting suspicious activity and monitoring system behavior in real
time. When threats are detected, administrators may use (8)
to fix system vulnerabilities and improve protection.

To control system usage, organizations implement (9)
which determines who can access specific resources and under what condltlons

Finally, all these technologies together support (10) , ensuring

that data, systems, and communication remain safe from cyberattacks.

Answers:

No. A B C D

1 Cybersecurity Encryption Firewall Malware

2 Encryption Network Password Database

3 Asymm_etrlc Firewall VPN Virus
encryption

4 Authentication Encryption Steganography  Compression

5 Integrity Malware Traffic Database

6 VPN Antivirus IDS Patch

7 Network monitoring ztetlzsévll/ord Encryption key  Firewall rule

8 Patch management  Data loss Stego file Traffic load

9 Access control Malware Encryption key  Network speed

=
o

Information security  Virus attack

Database error

Password reuse

Exercise 20 Listening. Listen to the recording and complete the notes below.
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Text

Cryptography is a method used to protect information by converting it into an
unreadable form called ciphertext. To access the original message, a special key is
required for decryption. There are two main types of cryptography: symmetric
encryption, which uses one shared key, and asymmetric encryption, which uses a
public key and a private key.

Steganography is a different technique. Instead of making information
unreadable, it hides the existence of the message inside digital files such as images,
audio, or video. The hidden message cannot be seen without special knowledge or
tools.

In modern cybersecurity, both methods are often combined. First, the message
Is encrypted using cryptography. Then, it is hidden inside another file using
steganography. This provides an extra layer of security.

Cryptography
Purpose: to make information (1)
Encrypted data is called (2)
Symmetric encryption uses key (3)
Asymmetric encryption uses public and key (4)

Steganography
Purpose: to hide of a message (5)
Hidden data is placed inside digital (6)
Examples include images, audio, and files (7)

Combined methods

« First step: the message (8)
« Second step: hide it using steganography for extra 9)
Exercise 21 Video.

Part A: Watch the videos in the section “Introduction to Cryptography”
https://www.khanacademy.org/computing/computer-
science/cryptography/crypt/v/intro-to-cryptography and answer the questions.

Cryptography Basics
1. What is cryptography used for?
2. What is plaintext?
3. What is ciphertext?

Encryption Types
4. What is the difference between symmetric and asymmetric encryption?
5. How many keys are used in symmetric encryption?
6. What keys are used in asymmetric encryption?
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Security Concept
7. Why is encryption important in communication?
8. What problem does cryptography solve?

Real-world use
9. Where is cryptography used in real life? (name 2 examples)
10.Why must encryption keys be kept secure?

*Part B: Watch the video: https://www.youtube.com/watch?v=Kf9KjCKmDcU
and answer the questions below:

Basic Understanding
1. What is cryptography mainly used for?
2. What does encryption do to information?
3. What must someone have to decode a message?

Key Concepts
4. What is the role of a key in encryption?
5. Why is encrypted data safe during transmission?
6. What happens if the key is incorrect?

Application
7. Where is cryptography used in real life? (hame one example)
8. Why is encryption important for online communication?

Higher Thinking
9. What problem does cryptography solve in digital communication?
10.How does cryptography help protect privacy?

FINAL TEST UNIT 6
Part 1. Multiple Choice
Choose the correct answer (A, B, C or D).
1. What is the main goal of cryptography?
A. Hide the existence of data
B. Protect information from unauthorized access
C. Delete files automatically
D. Increase network speed
2. What is encryption?
A. Converting ciphertext into plaintext
B. Converting plaintext into ciphertext
C. Copying files
D. Compressing data
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3. What is decryption?
A. Hiding data
B. Breaking networks
C. Converting ciphertext into plaintext
D. Deleting messages
4. What is a secret key used for?
A. Only encryption
B. Only decryption
C. Both encryption and decryption
D. File storage
5. What is asymmetric encryption?
A. One key system
B. Two-key system
C. No-key system
D. Random key system
6. What is a public key?
A. A secret key
B. A key used only for decryption
C. A key that can be shared openly
D. A hardware device
7. What is a private key?
A. A shared key
B. A secret key used by the owner
C. A public password
D. A network protocol
8. What is a digital signature used for?
A. File compression
B. Authentication and integrity
C. Increasing speed
D. Data deletion
9. What is steganography?
A. Encrypting data
B. Hiding the existence of data
C. Deleting files
D. Copying networks
10.What is a payload in steganography?
A. A network
B. Hidden message
C. Firewall
D. Virus
11.What is a cover file?
A. A file that contains hidden data
B. A virus file
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C. A password file
D. A system update
12.What is a stego file?
A. A corrupted file
B. A file with hidden data
C. A backup file
D. A network file
13.What does LSB stand for?
A. Least Significant Bit
B. Large System Backup
C. Low Security Block
D. Logical Signal Base
14.What is steganalysis?
A. Creating hidden messages
B. Detecting hidden data
C. Encrypting files
D. Compressing images
15.What is TLS used for?
A. File deletion
B. Secure communication over networks
C. Password generation
D. Data storage
16.What is a handshake in cryptography?
A. File transfer
B. Establishing a secure connection
C. Data compression
D. Virus scan
17.What is a session key?
A. Permanent key
B. Temporary encryption key
C. Public key
D. Password
18.What does integrity mean?
A. Data is readable
B. Data is unchanged
C. Data is deleted
D. Data is copied
19.What is a man-in-the-middle attack?
A. Secure protocol
B. Interception of communication
C. Encryption method
D. Firewall type
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20.What is PKI?
A. Public Key Infrastructure
B. Private Key Internet
C. Protocol Key Interface
D. Protected Knowledge Index
Part I1. Fill in the Gaps
Use the word bank:

encryption, decryption, steganography, payload, cover file, stego file, public
key, private key, authentication, integrity, TLS, VPN, LSB, hash function,
digital signature

1. converts plaintext into ciphertext.
2. converts ciphertext into plaintext.
3. hides the existence of data.
4. A contains hidden information.
5 A is the original file used for hiding data.
6. A is the final file with hidden data.
7. A can be shared openly.
8. A must remain secret.
Q. verifies the identity of a user or system.
10. ensures data is not changed.
11. secures communication over the Internet.
12, provides a secure connection for remote users.
13. is the smallest bit modification method.
14.A helps verify data integrity.
15.A confirms message authenticity.
Part I1l. True / False
Write T (True) or F (False).
1. Cryptography hides the existence of data.
2. Steganography hides the existence of data.
3. Encryption makes data readable.
4. Decryption restores original data.
5. A public key must be kept secret.
6. A private key is secret.
7. LSB modifies the least significant bits.
8. Stego file looks normal.
9. Steganalysis creates hidden data.

10.TLS protects online communication.
11.VPN creates a secure tunnel.

12.Integrity means data is unchanged.

13.A digital signature provides authentication.
14.A payload is a type of firewall.

15.PKI1 manages digital certificates.
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Unit 7
Introduction to Digital Forensics and Cyber Investigations

Text 1. Digital Forensics and Combating Cybercrime in Information Systems
Text 5. Fundamental Principles of Combating Cybercrime and Law
Enforcement Tools in Cyberspace

Text 3. Electronic (Digital) Evidence

Text 4.Process of Initial Digital Forensic Investigations

Physical HDD, File Systems & Logical Structure

Text 5. Data Acquisition and Imaging in Digital Forensics

Techniques for Obstructing Digital Investigations

Text 6. The Digital Footprints Inside an OS

165



Text 7. Introduction to Network Forensics
Text 8. Web Application Forensics

Glossary
Digital forensics — mudpoBa KpumiHamicTHKA
Cybercrime — xiGep3JI0YMHHICTD
Information system — indopmariiiina cuctema
Evidence — moxka3
Digital evidence — mudposi 1okasu
Incident response — pearyBaHHS Ha IHIIUACHTH
Cyber investigation — kibeppo3ciiayBaHHs
Data recovery — BigHOBJICHHS JaHUX
File system — ¢aiinoBa cuctema
Metadata — meranani
Log file — sxypnan mosii
Chain of custody — naniror 30epekeHHs J0Ka3iB
Forensic analysis — kpuMiHaTICTUYHUN aHATI3
Malware analysis — anami3 mkigausoro I13
Intrusion detection — BuUsIBJICHHS BTOPTHEHb
Unauthorized access — HecaHKI[IOHOBAaHHUI TOCTYII
Encryption — mudpyBanHs
Data breach — Butik nanux
System compromise — KOMIIpOMeTallisi CHCTEMH
Network traffic analysis — anani3 mepexeBoro Tpadixy
Firewall logs — xypHanu Opanamayepa
Disk imaging — cTBopeHHs 00pa3y aucka
Hash value — xeri-3HadeHHs
Cybersecurity tools — incTpymeHTH KibepOe3neku
Evidence preservation — 30epexxeHHsI J0Ka3iB
Malicious activity — mkiganBa aKkTHBHICTh
Digital artifact — mudposwuii apredakr
Security breach — nopyenns 6e3nexku
Root cause analysis — anai3 nepuonpuuuHu
Attack vector — BekTop araku
System logs — cucrtemHi KypHaIH
Cyber defense — kibGep3axuct
Threat actor — 3710BMHCHHK
Phishing attack — ¢immar-araka
Ransomware — nporpama-Bumaray
Endpoint security — 3axucT KiHIIEBUX MPUCTPOIB
Forensic toolkit — HaOip KpUMIHATICTHYHUX IHCTPYMEHTIB
Data integrity — migicHICTh JaHUX
Security audit — aynut 6e3neku
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Digital investigation — nudpoBe po3ciiryBaHHs

Digital Forensics and Combating Cybercrime in Information Systems

Digital forensics is a key area of modern cybersecurity that focuses on the
identification, preservation, analysis, and presentation of digital evidence. It plays an
essential role in combating cybercrime and investigating security incidents in
information systems.

When a cyber incident occurs, forensic specialists begin by collecting digital
evidence from computers, servers, mobile devices, and network systems. This
evidence may include files, log files, metadata, and network traffic data. One of the
most important principles in digital forensics is maintaining the chain of custody to
ensure that evidence remains authentic and legally admissible.

Forensic analysis involves examining system artifacts such as deleted files,
system logs, and disk images. Tools for data recovery are often used to restore lost or
deleted information. Investigators also perform malware analysis to understand how
malicious software infected the system and what damage it caused.

Network traffic analysis is another important technique used in cyber
investigations. It helps experts identify attack vectors, unauthorized access attempts,
and suspicious communication patterns. Firewall logs and intrusion detection systems
provide additional information about malicious activity.

Cybercrime includes a wide range of illegal activities such as phishing attacks,
ransomware distribution, identity theft, and data breaches. To combat these threats,
organizations use cybersecurity tools, endpoint security systems, and continuous
monitoring of their information systems.

Incident response teams play a crucial role in minimizing damage after a
security breach. They perform root cause analysis to determine how the attack
occurred and implement measures to prevent similar incidents in the future. Security
audits and digital investigations help strengthen overall cyber defense strategies.

Digital forensics is not only used for solving cybercrimes but also for
supporting legal proceedings. Properly collected and analyzed digital evidence can be
presented in court to identify threat actors and prove malicious activity.

As cyber threats continue to evolve, digital forensics remains a vital discipline
for protecting information systems and ensuring justice in the digital world.

Questions to the Text

What is digital forensics?

What is the main purpose of digital forensics?

What types of evidence are collected in cyber investigations?
Why is the chain of custody important?

What is forensic analysis?

What is data recovery used for?

What is analyzed during malware analysis?

What is network traffic analysis used for?
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9. What information do firewall logs provide?

10.What is an attack vector?

11.What is cybercrime?

12.Name three examples of cybercrime mentioned in the text.
13.What is a phishing attack?

14.What is ransomware?

15.What is endpoint security?

16.What is incident response?

17.What is root cause analysis?

18.Why are security audits important?

19.How is digital forensics used in court?

20.Why is digital forensics important in modern cybersecurity?

Exercise 1. Multiple Choice. Choose the correct answer (A, B, C or D).
1. What is digital forensics?
A. Data encryption method
B. Investigation of digital evidence
C. Antivirus software
D. Network design
2. What is cybercrime?
A. Legal online activity
B. Illegal activity using computers
C. Software update
D. Data backup
3. What is digital evidence?
A. Printed documents
B. Evidence stored electronically
C. Hardware only
D. Internet speed
4. What is chain of custody?
A. File compression method
B. Process of preserving evidence integrity
C. Password system
D. Encryption algorithm
5. What is malware analysis?
A. Software development
B. Study of malicious software
C. Network installation
D. Data deletion
6. What is data recovery?
A. Deleting files
B. Restoring lost data
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C. Encrypting files
D. Blocking websites
7. What is network traffic analysis used for?
A. Designing websites
B. Monitoring data flow and detecting attacks
C. Printing documents
D. Increasing storage
8. What is a firewall log?
A. Game file
B. Record of network activity
C. Antivirus program
D. Image file
9. What is ransomware?
A. Backup tool
B. Malicious software that demands payment
C. Browser extension
D. Encryption key
10.What is phishing?
A. Network upgrade
B. Fraudulent attempt to steal data
C. Antivirus scan
D. File transfer
11.What is incident response?
A. Software design
B. Reaction to cyber attacks
C. Data compression
D. File creation
12.What is root cause analysis?
A. Increasing speed
B. Finding the reason of an incident
C. Encrypting files
D. Blocking users
13.What is endpoint security?
A. Protection of devices like laptops and phones
B. Internet speed control
C. File storage
D. Email service
14.What is a security audit?
A. System cleaning
B. Evaluation of security systems
C. Password reset
D. File deletion
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15.What is a threat actor?

A. System administrator

B. Person who causes cyber attacks
C. Software update

D. Firewall system

Exercise 2. True / False. Write T (True) or F (False).

CoNoaR~WNE

Digital forensics studies physical documents only.

Cybercrime involves illegal activities using computers.

Digital evidence can include log files and metadata.

Chain of custody ensures evidence is protected and unchanged.
Malware analysis studies hardware performance.

Data recovery restores lost or deleted files.

Network traffic analysis detects suspicious activity.

Firewall logs show network events.

Ransomware steals passwords only.

10 Phishing is a type of cyber attack.

11.Incident response happens before an attack.

12.Root cause analysis finds why an incident happened.
13.Endpoint security protects devices like smartphones.
14.Security audits reduce system protection.

15.Digital forensics is used in legal investigations.

Exercise 3. Fill in the Blanks

Word bank:

digital forensics, cybercrime, evidence, chain of custody, malware analysis, data
recovery, network traffic analysis, firewall logs, ransomware, phishing, incident
response, root cause analysis, endpoint security, security audit, digital evidence

©CoNoakrwdE

is the investigation of digital information in cyber incidents.
refers to illegal activities using computers.

Is information used in investigations or court cases.
ensures evidence is properly preserved and documented.
studies malicious software behavior.

restores lost or deleted information.

monitors data flow in a network.

record network activities and events.

is malware that encrypts files and demands payment.

is a fraudulent attempt to steal sensitive data.

is the process of reacting to security incidents.

identifies the cause of a cyber incident.

protects devices like computers and mobile phones.
evaluates the security of a system.
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15. must be collected carefully in investigations.
Exercise 4. Read the text and answer the questions.

Text: Fundamental Principles of Combating Cybercrime and Law Enforcement
Tools in Cyberspace

The rapid development of digital technologies has led to an increase in
cybercrime, making effective countermeasures a priority for governments and law
enforcement agencies. Combating cybercrime requires a combination of legal,
technical, and organizational approaches aimed at protecting information systems and
ensuring public safety in cyberspace.

One of the fundamental principles of cybercrime prevention is legality, which
means that all investigative actions must be carried out in accordance with national
and international laws. Another key principle is respect for human rights and privacy,
ensuring that investigations do not violate fundamental freedoms while collecting
digital evidence.

A third important principle is cooperation. Cybercrime often crosses national
borders, so police agencies, cybersecurity organizations, and international institutions
must work together. Information sharing between countries and agencies plays a
crucial role in identifying and stopping cybercriminals.

Law enforcement agencies use a wide range of cyber tools and technologies to
investigate digital crimes. One of the most important tools is digital forensics
software, which helps collect and analyze electronic evidence from computers,
mobile devices, and cloud systems.

Another important instrument is network monitoring systems, which allow
police to analyze traffic and detect suspicious activity in real time. These systems
help identify attack sources, malware distribution, and unauthorized access attempts.

Police also use intrusion detection systems (IDS) and intrusion prevention
systems (IPS) to monitor and block malicious activities. In addition, data recovery
tools are used to restore deleted or hidden information that may serve as evidence in
investigations.

Modern cyber police units also rely on artificial intelligence and machine
learning systems to detect patterns of cybercrime, identify fraud, and predict potential
attacks. These technologies improve the speed and accuracy of investigations.

Finally, international cooperation platforms such as INTERPOL and Europol
cyber units play an essential role in coordinating global efforts against cybercrime.
Through joint operations, training programs, and intelligence sharing, law
enforcement agencies strengthen global cyber defense.

Overall, combating cybercrime requires strict adherence to legal principles and
the effective use of advanced technological tools. Together, these measures help
protect individuals, organizations, and governments from growing cyber threats.

Questions to the Text
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What are the main goals of combating cybercrime?

What does the principle of legality mean in cyber investigations?
Why is respect for privacy important in cybercrime investigations?
What is the role of cooperation in combating cybercrime?

Why is international cooperation necessary in cybercrime cases?
What is digital forensics software used for?

What types of devices can be analyzed using forensic tools?

What is the purpose of network monitoring systems?

. What types of threats can network monitoring detect?

10 What are IDS and IPS used for?

11.What is the difference between IDS and IPS (according to context)?
12.What are data recovery tools used for?

13.How is artificial intelligence used in cybercrime investigations?
14.What organizations support international cybercrime prevention?
15.What is the role of Europol and INTERPOL in cybersecurity?
16.Why is technology important in modern policing?

17.What challenges make cybercrime difficult to combat?

18.How do law enforcement agencies collect digital evidence?
19.What is the benefit of information sharing between countries?
20.Why is a combined legal and technological approach necessary in cyberspace?
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*Exercise 5. Error Correction. Find the mistake in each sentence and correct it.
Cybercrime prevention ignores legal rules.

Legality means breaking national laws during investigations.
Privacy violations are encouraged in cyber investigations.
Cooperation is not needed in cybercrime cases.

Cybercrime always stays within one country.

Digital forensics software destroys electronic evidence.

Network monitoring hides suspicious activity.

IDS and IPS are used to encourage cyberattacks.

. Data recovery tools permanently delete information.

10 Artificial intelligence is never used in cyber investigations.
11.Europol and INTERPOL work independently without cooperation.
12.Cyber police do not use technology tools.

13.Law enforcement ignores digital evidence.

14.Cybercrime can be investigated without legal principles.
15.International cooperation has no role in cybersecurity.
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“Exercise 6. Match the English Terms (1-18) with their Ukrainian Equivalents
(A-R)

1 Cybercrime A. Kibep3104MHHICTh
2 Cybersecurity B. KibepOe3neka
3 Legality C. 3aKOHHICTb
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4 Privacy D. IlpuBatHicTh

5 Cooperation E. CniBnparis

6 Digital forensics F. IludpoBa kpuMiHamicTHKa

7 Network monitoring G. MoHniTOpUHT Mepexi

8 Intrusion  detection  system | H. Cuctema BUSIBJICHHSI BTOPTHEHb
(IDS) [. Cuctema 3ano6iraHHsi BTOprHEHHSIM
9 Intrusion  prevention system | J. BiqHoBIIEeHHS TaHUX

(IPS) K. HITy4yHuii iHTEIEKT

10  Data recovery L. MamiHHe HaBYaHHS

11 Artificial intelligence M. Iudposi gokazu

12 Machine learning N. [IpaBooXOpOHHI Opranu

13  Digital evidence O. Kibeppo3scmigyBanHs

14 Law enforcement P. O6min indopmartiero

15  Cyber investigation Q. Kibepzarposza

16  Information sharing R. MixnHapoaHa criBIparis

17  Cyber threat

18 International cooperation

*Exercise 7. Read the text and answer the questions.
Text: Electronic (Digital) Evidence

Electronic or digital evidence refers to any information stored or transmitted in
digital form that can be used in a court of law. It plays a crucial role in modern
criminal investigations, especially in cases involving cybercrime, fraud, data
breaches, and other technology-related offenses.

Digital evidence can exist in many forms, including emails, text messages,
documents, images, videos, system logs, metadata, and records from cloud services.
It can also include data collected from mobile devices, computers, servers, and
network equipment. Because of its variety, electronic evidence is often complex and
requires special methods for collection and analysis.

One of the key principles in handling digital evidence is preservation of
integrity. This means that the evidence must not be changed or damaged during
collection, storage, or analysis. Investigators often use tools such as disk imaging and
hashing algorithms to ensure that original data remains unchanged.

Another important concept is the chain of custody, which documents every
step of evidence handling. It records who collected the evidence, when it was
collected, how it was stored, and who accessed it. Maintaining a clear chain of
custody is essential for ensuring that digital evidence is admissible in court.

Law enforcement agencies use digital forensic techniques to extract and
analyze electronic evidence. These techniques help recover deleted files, examine
hidden data, and reconstruct user activity. Network analysis and log file examination
are also commonly used to track suspicious behavior and identify attackers.

However, digital evidence also presents challenges. It can be easily modified,
deleted, or encrypted by attackers. In addition, large volumes of data make analysis
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time-consuming and technically demanding. Cross-border data storage in cloud
systems can also complicate investigations.

Despite these challenges, electronic evidence remains one of the most powerful
tools in modern justice systems. It helps investigators prove criminal activity, identify
suspects, and support legal proceedings in both national and international cases.

Questions to the Text

What is electronic (digital) evidence?

In what types of cases is digital evidence commonly used?

What are some examples of digital evidence?

Why is digital evidence considered complex?

What does preservation of integrity mean?

Why is hashing used in digital investigations?

What is the chain of custody?

Why is chain of custody important in court?

. What do forensic investigators do with digital evidence?

10 What types of data can be recovered during investigations?

11.How is network analysis used in digital forensics?

12.What challenges are associated with digital evidence?

13.Why can digital evidence be easily manipulated?

14.How does cloud storage complicate investigations?

15.What makes digital evidence powerful in legal systems?

16.How does digital evidence help identify suspects?

17.Why is large data volume a problem in investigations?

18.What tools are used to ensure evidence integrity?

19.Can digital evidence be used in international cases? Why?

20.What is the overall importance of electronic evidence in modern justice
systems?

CoNoaR~WNE

Exercise 8. Fill in the Blanks
Word bank:

digital evidence, chain of custody, integrity, hashing, disk imaging, metadata,
cloud storage, forensic analysis, deleted files, log files, cybercrime, court,
investigation, encryption, network analysis

1. is information stored in digital form that can be used in legal
cases.

ensures that evidence is properly documented and tracked.

means that data has not been altered.

is used to verify that evidence has not been changed.

creates an exact copy of a storage device.

contains information about data such as time and author.

allows storing data on remote servers over the Internet.
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8. Is the scientific examination of digital information.

9. are files that have been removed from a system.

10. record system or network events.

11. refers to illegal activities using computers.
12.Evidence must be presented in to be legally valid.
13.A digital collects facts during a cyber incident.

14, protects data by converting it into unreadable form.
15. Is used to examine communication traffic in networks.

Exercise 9. Find the mistake and correct it.

Digital evidence is always physical paper documents.
Chain of custody is not important in investigations.
Integrity means that data has been changed during analysis.
Hashing is used to modify digital evidence.

Disk imaging destroys original data.

Metadata contains information about file content only.
Cloud storage means data is stored locally only.
Forensic analysis is used to create cybercrime.

. Deleted files cannot be recovered in any case.

10 Log files hide system activity from investigators.
11.Cybercrime is legal online activity.

12.Network analysis is used to ignore traffic data.
13.Encryption makes data easier to read.

14.Courts do not accept digital evidence.

15.Digital evidence is useless in investigations.

CoNokLNE

Exercise 10. Match the English Terms (1-18) with Ukrainian Equivalents (A-R

O©CooOoO~NOoO OIS~ WN -

Digital evidence
Chain of custody
Integrity
Hashing

Disk imaging
Metadata

Cloud storage
Forensic analysis
Deleted files

Log files
Cybercrime
Investigation
Court
Encryption
Network analysis
Data recovery

A. lludpoBa kpuMiHATICTHKA
B. Hudposi nokasu

C. JlaHiror 30epeKeHHs TI0Ka3iB
C. LinicHICTD

D. XemyBanns

E. CtBopenHs o0pasy aucka
F. Meranmani

G. Xwmapse 30epirans

H. KpuMinanictnynuii aHami3
[. Bunaneni daitnu

J. Kypnanu noniit

K. Kibep3mounHHICTH

L. Po3cnigyBanus

M. Cyn

N. [ludpyBanns

O. Anaini3 mepexi
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17  Security breach P. BinHOBIEHHS JaHUX
18  Digital forensics Q. IMopyienns 6e3nexu

Exercise 11. Read the text below. Match choices (A-H) to (1-5). There are three
choices you don’t need to use.
Process of Initial Digital Forensic Investigations

(1) When a cyber incident is first reported, investigators must immediately
identify and secure the affected devices. This stage involves isolating computers,
mobile phones, or servers to prevent further data loss or tampering. All actions are
carefully documented to ensure evidence integrity.

(2) After securing the environment, specialists perform a preliminary
assessment of the system. They determine what type of incident occurred, whether it
Is malware infection, unauthorized access, or data leakage, and define the scope of
the investigation.

(3) The next step is evidence collection, where investigators gather digital
traces such as log files, system memory, emails, and network activity records. Special
forensic tools are used to avoid modifying original data during acquisition.

(4) Once data is collected, analysts proceed to data preservation and
imaging. A bit-by-bit copy of storage devices is created to ensure that the original
evidence remains unchanged while analysis is performed on the duplicate copy.

(5) Finally, investigators conduct a basic analysis of collected evidence,
searching for indicators of compromise, suspicious user activity, and possible attack
vectors. The results of this stage help determine whether a full forensic investigation
IS required.

Choices

A. Evidence preservation and imaging
B. Initial system assessment

C. Celebrity investigation case

D. Legal court procedure

E. Evidence collection stage

F. Cybercrime prevention training

G. Device isolation and securing

H. Financial fraud analysis

*Exercise 12. Translate the following sentences into English.

[1ix yac iHIMAEGHTY K10epOe3neKy NpUcTpoi HEOOX1THO HETaiHO 130JII0BATH.
Jocnigauku 301paroTh HUGPOBI T0KAa3U 3 KOMIT IOTEPIB 1 CEPBEPIB.
BaxxnuBo 30epertu niTicHICTh eIEKTPOHHUX JJOKA31B.

[lepBuHHMIA aHATI3 CUCTEMH JIOTIOMAara€ BU3HAYUTH THIT IHITUJICHTY.
daxiBIll IEPEBIPSIOTH KYPHAIU TOIH 1 MepexeBUN Tpadik.

JlaHi MOXKYTh BKJIFOUATH €JIEKTPOHHI JIUCTU Ta METaaHI.

CtBOpeHHs 00pa3y I1MCKa BUKOPUCTOBYETHCS JIJIsl 30€pEKEHHSI JTaHUX.
OpurinanbHi (aitiy He TOBUHHI OyTH 3MIHEHI i1 9ac pO3CIiIyBaHHS.
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9. 301p n1oKa3iB € KIOYOBUM €TarioM [MUPPOBOT KPUMIHATICTHKH.

10. AHQITUKH IYKAIOTh O3HAKK KOMITPOMETAIlll CUCTEMHU.

11.MepesxeBuit aHaji3 101oMarae BUsIBUTH IM1103p1Ty aKTUBHICTb.

12./1aHi 3 XMapHHUX CEPBICIB TAKOK MOXKYTh OyTH BUKOPHCTaHI1 K JTOKa3H.
13.Cyn Moke NMpUUHATH ITU(POBI JI0Ka3U Y KpUMiHAIBHUX CIIpaBax.
14.®axiBIil BU3HAYAIOTh MOKJIMBI BEKTOPH aTaKH.

15.Pe3ynbraTi po3ciiayBaHHs BUKOPUCTOBYIOTHCS IS TIOIATBIIIOTO aHATI3Y.

*Exercise 13. Write T (True) or F (False).
1. During a cyber incident, devices should be isolated immediately.
2. Digital evidence can be collected without any special tools.
3. Preserving the integrity of evidence is an important principle in digital
forensics.
Preliminary system analysis helps determine the type of cyber incident.
Investigators ignore log files during forensic analysis.
Network traffic can provide useful information for investigations.
Email and metadata can be considered digital evidence.
Disk imaging creates a copy of original data for analysis.
Original files are modified during forensic investigation to speed up the
process.
10.Evidence collection is an optional step in digital forensics.
11.Analysts search for signs of system compromise during investigation.
12.Cloud data cannot be used as digital evidence.
13.Courts may accept properly collected digital evidence.
14 Attack vectors help investigators understand how the system was
compromised.
15.Results of initial analysis are not useful for further investigation.

©o~No O~

Physical HDD, File Systems & Logical Structure
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Cover

Interface Connector

Magnetic Platters

Spindle

Actuator Arm with
Read/Write Heads

Logic Board with
Controller Circuits and
Cache Memory

Chassis Frame

Actuator

1.Physical HDD Structure (®i3u4Ha CTPyKTypa ’KOPCTKOI'0 JUCKY)

English Term YKPaIHCI’K"H
eKBiBAJIEHT

Platter ITmactuua

Spindle HInuuaens

Read/Write TosoBka

Head YU TAHHS/3aIUCY

Busnauenusi / Konrekcer

Kpyrnuii nuck, MOKPUTHUH MarHiTHUM
apom, Ha IKoMy (13U9HO 30€epIraroThbCs
JIaHl.

OO6opoTHUIT Bal MO IMEHTPY IUCKA, IO
yIpUMy€ IUIACTUHU Ta o0eprae iX 13

3a1aHOI0 MIBHJKICTIO (Hampukiazn, 7200
RPM).

Mar»iTHu# eJIEMEHT Ha KIHII
KPOHINITEWHA, 10 34YUTye ab0 3MIHIOE
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YkpaiHcbKuii

English Term .
eKBiBaJICHT

Actuator Arm KpoHIlTeiH roaoBku
(akTyarop)

Track Jlopixkka

Sector CexTtop

Cylinder [uninap

Cluster Knacrep  {ommsmm

(Allocation p JUHUIL

Unit) PO3MOTY 1aHKX)
[omkomKeHni

Bad Sector CCKTOP («OuTHID
CEKTOp)

Busnauenusi / Konrekcer

MOJISIPHICTh MIKPOCKOIIIYHUX JUISHOK Ha
IJTACTHHI.

MexaHIYHUN BaXinb, SKUH TEPEMIIIye
TOJIOBKM YWTAHHS/3AMACy TIO0 Pajiycy
IUTaCTHH.

OnHe 3 KOHIIEHTPUYHUX KUT Ha TTOBEPXHI
TUTACTHHH, Y3JIOBXK SKOTO 3aIlUCYOTHCS
TaHi.

MinimaneHa  (i3uyHa  JUITHKA ~ HA
nopixkii. Tpanumiitno BMimtye 512 6air,
y cydacHux nuckax (Advanced Format)
— 4 ki100alTH.

CykymHiCTh  YCIX  JOpPDKOK,  WIO
pO3TaIllOBaHl HAa OJHAKOBIN BiJCTaH1 BiA
HEHTPY Ha BCIX IUIACTHHAX
HaKOMM4YyBaya.

Jloriyne 00'eqHAaHHS KUIBKOX CEKTOPIB,
ke (ailioBa cucTeMa BUKOPHUCTOBYE SIK

MIHIMQJIBHY ~ OJUHULIO Uil 3alucy
daiiny.

CekTop  nOMCKa, SKUHA  HEMOXIJIHMBO
BUKOPHCTOBYBAaTH yepes b13uune

MOIIKOJIKEHHSI 200 pO3MarHiqyyBaHHS.

2. File Systems & Logical Structure (®Paii;10Bi cucTemMu Ta JIOTiYHA CTPYKTYpa)

English Term YkpaiHcbKHii eKBiBajeHT Busnauennsi / Konrekcr
[Topsimok 1 mpaBwia, 110
: . BH3HAYAIOTh crocio
File System daiinoBa cucreMa o :
opranizaiii, 30epiraHHs Ta
IMEHYBaHHS JJaHUX HA HOCII.
Partition Po3min nucka Jloriuaa gacTuHa (Pi3UIHOTO
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English Term

MBR (Master
Boot Record)
GPT (GUID

Partition Table)

File Allocation
Table (FAT)
NTFS (New
Technology  File
System)
Journaling

Root Directory

YkpaiHcbKuUil €eKBIiBAJIEHT

["osnoBHUM
3aBAHTAXKYBAJIBHUU 3aITHC

Ta6nuusg po3ainis GUID

Tabnuus po3noainy ¢aiii

CranpapTHa ¢aiinoBa
cucrema g OC Windows,
oo  mATpuMmye  Oe3neKy
(mpaBa moctymy), BeENUKi

(aiinu Ta )KypHaTIOBaHHS.

KypHamroBaHHA

KopeneBuii katanor
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Busnauenns / Konrekcr

nucka (Hampukian, auck C:
gyu D:), ska omnepariiftHOO
CHCTEMOIO CIIPUIMAETHCS K
OKpeMHU HAaKOTTMIyBaY.

Crapuif cTaHgapT pO3MITKH

TTNCKa, 11(0) 30epirae
iHbOpMaIliI0 TIPO PO3ILIH Ta
3aBaHTaXyBau OC.

[linTpumMye TUCKU PO3MIpOM
710 2 Tepabaur.

CyuacHuii CTaHJApT
pPO3MITKHA, 10  3aMiHUB
MBR. 3niMae oOMexeHHs
Ha 00'eM HakomuyyBaya Ta
KUTBKICTB PO3ILTIB.

[Ipocta 1 cymicHa (aiisioBa
cuctrema (FAT32, exFAT),
ne iH(popmarris po
pO3TanIyBaHHs Gaiinis
30epiraeTbcsi y cremiaabHin
Ta0IuIIl.

Texnonorisa, npu saxin OC
3aIucye 3MIHH y
crietiayibHUM Jor (KypHa)
nepen ix BUKOHaHHAM. lLle
3ano0irac  IOIIKOKEHHIO
JaHUX TP PaAlTOBOMY
BUMKHEHHI1 CBITJIA.

HaiiBunuii  3a  iepapxiero



English Term YkpaiHcbKHii eKBiBaJIeHT Busnauennsi / Konrekcr

Katajor y (aityiosiif cuctemi
(mampukian, / y Linux abo
C:\'y Windows).

Cnyxx0oBa iH(pOpMaIliss MmMpo
daitmun  (mata CTBOpEHHS,

Metadata Mertanani po3Mip, TipaBa JIOCTYIY,
aTpuOyTH), Ka HE € CaMHUM
BMICTOM (haidiy.

ITpouec 30UpaHHs
«PO3KUIAHUX» MO0 JTUCKY
4acTUH  ojJHoro  (aitmy
(pparmMeHTIB) JOKYyHH ISt
NPUCKOPEHHS YWTaHHSA Ha
HDD.

Defragmentation HedparmenTarris

*Exercise 14: Technical Term Matching. Match the English technical term with its
correct definition or description. Write the correct letter (A—O) next to each number.

1. Platter A. The smallest physical storage unit on a track,
2. Read/Write Head traditionally holding 512 bytes or 4KB.
3. Track B. A logical division of a hard drive that the
4. Sector operating system treats as an independent unit (like
5. Cluster Drive C:).
6. Bad Sector C. The process of reorganizing scattered fragments
7. Partition of files into contiguous blocks to speed up HDD
8. MBR performance.
9. GPT D. A modern partitioning standard that supports
10.NTFS drives larger than 2TB and allows almost unlimited
11.Journaling partitions.
12.Metadata E. A circular, magnetic disk inside an HDD where
13.Defragmentation data is physically written.
14.Root Directory F. Information about files (such as file size,
15.Spindle creation date, and permissions) rather than the
content itself.
G. A concentric circle on the surface of a platter
where data is recorded.
H. A physical component that flies microscopic
distances above the platter to read or change its
magnetic state.
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I. A feature that logs file changes before they are
actually made, protecting the drive against data
corruption during crashes.

J. A logical group of several sectors; the file
system's minimum allocation unit for file storage.
K. The central rotating shaft that holds the platters
and spins them at high speeds.

L. A damaged or demagnetized area of a drive that
can no longer be used to read or write data.

M. An older, traditional partitioning system limited
to four primary partitions and 2TB drives.

N. The top-level folder of a file system hierarchy
(e.g.,C:\or)).

O. The standard, robust file system for Windows
that includes built-in security permissions and
journaling.

*Exercise 15: Sentence Completion. Complete the sentences by choosing the correct
word from the box. Each word is used exactly once.

Box:
Actuator Arm, Bad Sectors, Block, Cylinder,
Defragmentation, FAT32, File System, GPT,
Journaling, Metadata, MBR, NTFS, Platters, Root
Directory, Sectors

1. A hard drive cannot store any data until it is formatted with a specific

2. The mechanical moves the read/write heads across
the disk surfaces.

3. High-capacity external drives over 2 Terabytes require the

layout to fully utilize their space.

4. When you turn on your PC, the system looks at the to
find out how the drive is divided and where the OS is located.

5. If you cannot store a large 4GB video file on a flash drive, it is likely formatted

in the old system.

6. Operating systems read and write data in , Which
combine multiple physical sectors.

7. Advanced Format HDDs use physical that are 4
Kilobytes in size instead of 512 bytes.

8. Modern HDDs contain multiple magnetic stacked on
top of each other.

9. A represents all the tracks that sit directly above one

another across all disk surfaces.
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10.The file system uses a feature called to recover
quickly if the computer suddenly loses power.
11.Windows stores file attributes, permissions, and creation dates as
inside the Master File Table.
12.1f a hard drive starts making clicking noises, it might be trying to read data

from :

13.To access any file on a storage drive, the operating system must start searching
from the :

14.Performing a on a Solid-State Drive (SSD) is
completely unnecessary and can even reduce its lifespan.

15.Traditional spinning hard disks store files in mode,

whereas flash drives process data electronically.

Exercise 16: Error Correction & Grammar. Each sentence contains ONE
technical or grammatical error related to the topic. Find the error and write the
corrected word.

1. A hard drive has several platter that rotate together on a spindle. -> Correct:

2. Sector is the smallest logical unit of data allocation used by a file system. ->
Correct:

3. NTFS is more secure then FAT32 because it supports file permissions. ->
Correct:

4. Defragmentation reorganize files to make the hard drive read data faster. ->
Correct:

5. Old MBR systems cannot supporting partitions larger than 2 Terabytes. ->
Correct:

6. The read/write head do not touch the platter surface during normal operation. -
> Correct:

7. Modern operating systems can use GPT tables to handle much partitions than
MBR. -> Correct:

8. Metadata include information about a file, such as its size and format. ->
Correct:

9. When a computer crashes, a journaled file system can prevents data loss. ->
Correct:

10.The actuator arm move very quickly to position the heads over the correct
track. -> Correct:

11.Solid-state drives don't have any moving parts, so they don't need
defragmenting. -> Correct:

12.A file system is responsible for organize how data is stored on a drive. ->
Correct:

13.1f a hard drive has too much bad sectors, it will eventually fail completely. ->
Correct:
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14.Every file on a partition is located somewhere under the routing directory. ->
Correct:

15.Tracks are the concentrate circles written onto the magnetic surfaces of
platters. -> Correct:

Exercise 17. Reading Task: Data Acquisition and Imaging in Digital Forensics
Read the text below. For questions (1-5), choose the correct answer (A, B, C or
D).

In digital forensics, the initial phase of an investigation is critical, specifically
the processes of data acquisition and imaging. When a digital device is seized as
evidence, forensic investigators never work directly on the original media to prevent
accidental data modification or destruction. Instead, they must create an exact, bit-
stream duplicate of the storage drive—a process known as forensic imaging.

Before any data is transferred, investigators use a hardware or software tool
called a write-blocker. This device is essential because it allows data to be read from
the suspect's drive but strictly prevents the operating system from writing any new
metadata or temporary files back to it, thereby maintaining evidentiary integrity.
Once the write-blocker is active, the investigator performs a bit-stream copy (or
forensic image), which replicates every single bit of data, including hidden files,
unallocated space, and deleted fragments, unlike a standard “copy-paste” operation
that only transfers active user files.

To legally prove that the forensic duplicate is identical to the original drive,
investigators rely on hashing algorithms, such as MD5 or SHA-256. A hash
function generates a unique alphanumeric string (a digital fingerprint) based on the
drive's contents. The hash value of the original drive is calculated before acquisition,
and the hash of the newly created image is calculated immediately after. If both
values match perfectly, it verifies that no data was altered during the cloning process.
Any discrepancy in the hashes renders the evidence inadmissible in a court of law.

Questions:
1. Why do forensic investigators avoid working directly on the original digital
device?
A Because original devices are often physically damaged and fragile.
B To avoid accidental modification or destruction of the evidence.
C Because copying files manually is faster than analyzing the original drive.
D To allow the suspect to keep using their device during the investigation.
2. What is the primary function of a write-blocker during data acquisition?
A It speeds up the bit-stream copying process.
B It encrypts the data so that hackers cannot steal it.
C It permits data to be read while blocking any data from being written.
D It automatically deletes temporary files from the target drive.
3. How does a forensic bit-stream image differ from a regular file copy?
A It only copies visible user files to save storage space.
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B It can only be performed on Solid-State Drives (SSDs).

C It requires a password from the suspect to access the drive.

D It replicates every single bit, including deleted fragments and hidden spaces.
4. What role do hashing algorithms play in the cloning process?

A They verify that the forensic duplicate is identical to the original media.

B They help investigators guess the suspect's passwords.

C They compress the disk image to make it easier to transfer.

D They repair bad sectors on the original hard drive.
5. What happens if the hash value of the original drive and the forensic image do
not match?

A The investigator must use a different operating system.

B The evidence becomes invalid and cannot be used in court.

C The imaging software automatically fixes the error.

D The suspect is automatically proven guilty.

Exercise 18: Match the English terms with their Ukrainian equivalents. Match
the English technical terms (1-18) with their correct Ukrainian translations (A-R).

1. Data Acquisition A. 1liicHICTh PEeUOBHUX JJOKa3iB
2. Forensic Imaging B. Opurinansauit HOCIH (TaHUX)
3. Bit-Stream Copy C. Kpuminamictuunuit 1yomikar (TOYHa KOTIis)
4. Write-Blocker D. Ilopo3psinue (mo6iTOBE) KOMIIOBaHHS
5. Evidentiary Integrity E. Anroputm xeuryBaHHs
6. Hashing Algorithm F. HeposnoaineHuii mpoctip (Ha AUCKY)
7. Digital Forensics G. 3100yTT4 (306ip) MaHUX
8. Unallocated Space H. Komm'roTepHa KpuMiHaTiCTHKA
9. Original Media |. Xem-3HaueHHs (ndpoBuiA BiTOUTOK)
10.Forensic Duplicate J. CTBOpeHHs KpUMiHANIICTUIHOTO 00Opa3y (oOpasy
11.Data Modification TIAICKA)
12.Hash Value K. Henpunyctumuii y cyai (HE Moke OyTH JJOKa30M)
13.Inadmissible in Court L. briokaTop 3anucy (amapaTHUI 91 IpOTpaMHUIA)
14.To Seize Evidence M. Moaudikariis (3MiHa) JaHUX
15.Target Drive N. Burydarn mokasu
16.Discrepancy O. IlinpoBHit HakOMUYyBad (IUCK, HA KUK MUITYTh
17.Chain of Custody KOIIIIO)
18.Live Acquisition P. Po30ikHICTB / HEBIAMOBIIHICTH
Q. besnepepBHICTb MNPOTOKOJIIOBAHHS  JIOKa3iB
(JIaHITIOKOK 30€epiraHHs)
R. 3m00yTTss J[aHUX Yy <OKUBOMY» pEXHUMI
YBIMKHEHO1 CICTEMH )

Exercise:19 Fill in the Blanks. Complete the sentences using the words from the
box. Change the form of the verb if necessary. Each option is used exactly once.
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Box:
bit-stream copy, chain of custody, data acquisition, digital
forensics, discrepancy, evidentiary integrity, forensic image, hash
value, hashing algorithm, inadmissible, live acquisition, original
media, seize, target drive, write-blocker

1. During the raid, the police officers managed to five
laptops and three external hard drives.

2. In , working on a live system carries the risk of altering
volatile data like RAM.

3. A hardware physically intercepts commands and drops
any write requests from the OS.

4. If you want to capture deleted files, a standard backup is useless; you need a
perfect :

5. The investigator connected the suspect’s drive to a clean

to save the cloned data.

6. To preserve , the device must be kept in an anti-static
evidence bag.
7. SHA-256 is a widely used that generates a fixed-length

64-character string.

8. If the file has been altered by even one single byte, its final

will change completely.

9. Any between the initial and final calculations proves
that data modification occurred.

10.The defense attorney argued that the evidence was
because it was collected without a warrant.

11.Keeping a strict log ensures that every person who
handled the evidence is documented.

12.Never run analysis software directly on the ; always use
a forensic duplicate.

13.The process of must be done carefully to ensure the data
is legally valid.

14.A Is usually saved as a raw .dd or an expert witness

format .EO1 file.
15.When a server cannot be shut down, investigators must perform a
to capture active network connections.

Glossary: Anti-Forensics Techniques

: YkpaiHcbKui
English Term P BusnauenHsi / Konrekcr
eKBiBaJIEHT
Anti-Forensics [TpoTumis Habip meToniB Ta iHCTPYMEHTIB,
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English Term

Data  Wiping
(Sanitization)

Steganography

Data
Obfuscation

Encryption

Artifact
Destruction

Trail
Obfuscation

Timestomping

YkpaincbKui
eKBiBaJIEHT

KPUMIHAJICTUYHOMY
JTOCITIIKEHHIO
(aHTUKPUMIHAJICTHKA)

["apanTOBaHE  3HUILEHHSA
JAHUX (3aTUPAHHS)

Creranorpadis

OO6dyckarris
(3arTyTyBaHHS ) TaHUX

[ndpyBanHs

3HuIIEeHHS apTedaKTiB

3amTyTyBaHHS CIIiJIiB

Tatimctomminr (TiapoOka
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Busnauenusi / Konrekcer

CIIPAMOBAHUX Ha
MMCPCIIKOIKAHHA, yrIOBiJ'II)HCHHH
abo YHCMOKIINBJICHHA

1 (PPOBOro poO3CIIiTyBaHHS.

[Ipouec mNOBHOrO  BHAAICHHA
JaHUX  TUIIXOM  Tepe3arnucy
CEKI[I1  HOCII  BUIAAKOBUMU

CMMBOJIaMM (Ha BIIMIHY BiJ
3BUYANHOTO BUIAICHHS).

[IpuxoByBaHHs (pakTy ICHyBaHHS

CEKPETHOTO MOB1IOMJICHHS
BCEpEIUHI THIIIOTO baiiny
(HanmpuKIag,  KapTUHKA YU
ayJio).

3MiHa BUIJISAY Koay abo JaHHMX
Tak, 00 BOHHM 3aJMIIAIHCI
pobourMH, ajie cTajii abCOIIOTHO
HEYUTAEMHUMU JIUIS AaHAJIITHUKIB.

[leperBopenns iHdopmarii Ha
HEYUTAEMHUM KOJ 32 JONOMOTOIO
QITOPUTMIB  JUII  OOMEXEHHS
HECaHKIIIOHOBAHOT'O JOCTYITY.

Bunanenns 1umdpoBux  ciijiB
(J710T1B, icTopii Opaysepa,
peecTpy), SKi 3alMIIAIOTBCI B
CUCTEMI TICTs A1 KopucTyBayva.

Hasmucue CIIOTBOPEHHSA
mudpoBUX JIOKa3IiB 3 METOI0
Je30pleHTail CITiCTBa
(HampuKiIam, 3MiHA ~ YacOBUX
MITOK).

TexHika MpoTUIIi, IO MOJSATAE Y



YkpaincbKui

. Busnauenusi / Konrekcer
eKBiBaJICHT

English Term

JaCOBUX MITOK) 3MiHI JaTH Ta 4Yacy CTBOPCHHS,
Momudikamii Yd JOCTymy 10
daitny (MAC times).

[IBuake OUYMLIEHHS abo
3aIOBHEHHS BUTIAIKOBUMH
JAHUMHU  OIEPAaTUBHOI  NaM'ATI
(RAM) nepen BUMKHEHHSIM abo
i/ Yac BUSBJICHHS 3arpO3H.

Volatile Data Ilepe3amnc  THMYacOBHX
Overwriting JTaHUX

3MmiHa cinyx00Bux OailTiB Ha
novatky ¢ainy, mod ooayputu
File Header = Manimyssiist i3~ KpUMIHATICTUYHUH COPT MO0
Manipulation 3aroJIoBKoM (aitry peaTpbHOTO THUITY IHOTO (halmy
(HanmpuKJIag, MAaCKyBaHHS .€Xe

iz jpg).

Exercise 20. Reading Task: Anti-Forensics in Action
Read the texts below. Match choices (A—H) to paragraphs (1-6). There are two
choices you don’t need to use.

Techniques for Obstructing Digital Investigations

1.

Modern operating systems and forensic suites rely heavily on file signatures to
identify data types. To counter this, sophisticated actors often alter the magic bytes at
the very beginning of an executable or sensitive file. By changing these specific
markers, a malicious script might be identified by automated security scanners as a
harmless image or a text document, causing investigators to overlook vital evidence.

2.

When cybercriminals infiltrate a system, they leave a digital path behind. To
mislead the response teams, they can employ tools that modify the Metadata logs—
specifically the Modified, Accessed, and Created (MAC) timestamps. By backdating
a file’s creation time to five years in the past, the file disappears from the
investigator's timeline analysis of the actual security breach window.

3.

Standard file deletion simply marks storage clusters as available without
physically erasing the underlying binary code. Anti-forensics practitioners
circumvent recovery efforts by utilizing specialized software that overwrites these
sectors multiple times with zeros or random noise. Once this process is finalized,
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retrieving the original information through magnetic properties or software utilities
becomes physically impossible.

4.

While transforming a text document into unreadable ciphertext immediately
signals to an investigator that something is being hidden, this method takes a more
deceptive approach. It embeds confidential data directly inside legitimate, everyday
carrier files, such as a family photograph or an MP3 track. To the naked eye and
traditional forensic filters, the carrier file appears completely authentic and unaltered.

5.

Digital forensic analysts frequently perform live memory triage to extract
active cryptographic keys, network connections, and passwords directly from the
RAM. To defend against this, certain malware strains execute a routine that
immediately floods the system's volatile memory or triggers an abrupt hardware reset
the moment an administrator opens a forensic console or terminal window.

6.

his methodology focuses on making code or structural information highly
intricate and difficult for human analysts or reverse-engineers to comprehend.
Software developers and threat actors alike use packing, stripping of debugging
symbols, and variable renaming. Although the application executes perfectly on the
hardware level, the logic behind the program becomes an indecipherable maze during
static analysis.

Choices:
A Data Wiping (Sanitization)
B Symmetric Encryption
C Timestomping
D Steganography
E Data Obfuscation
F File Header Manipulation
G Brute-Force Defense
H Volatile Data Overwriting

Exercise 21. Multiple Choice. Choose the correct answer (A, B, C or D) to complete
each sentence or answer the question.
1. What is the primary goal of anti-forensics techniques?

A To speed up the process of digital data acquisition.

B To manipulate, hide, or erase digital evidence to block investigations.

C To recover deleted partitions and files from corrupted target drives.

D To automatically generate cryptographic hash values for court trials.
2. When a suspect changes a file's "'magic bytes™ to trick forensic software into
thinking an executable (.exe) is a picture (.jpg), they are practicing...

A data wiping.

B timestomping.
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C file header manipulation.

D steganography.
3. Why is standard file deletion ineffective against professional forensic
software?

A It automatically encrypts the file instead of removing it.

B It only removes the file pointer, leaving the actual binary data intact on the

drive.

C It changes the file extension to a random string of alphanumeric characters.

D It sends a copy of the deleted file directly to the cloud.
4. A tool that completely overwrites storage sectors with random data or zeros to
ensure files can never be recovered is performing...

A volatile data overwriting.

B data wiping (sanitization).

C trail obfuscation.

D data compression.
5. Which anti-forensics method hides a secret text file inside a normal audio or
Image carrier file without changing its appearance?

A Steganography

B Symmetric Encryption

C Metadata extraction

D Data obfuscation
6. Timestomping specifically targets which type of forensic evidence?

A The physical alignment of platters on a hard drive.

B RAM data logs containing network connections.

C The file signature and magic bytes.

D The MAC (Modified, Accessed, Created) timestamps of a file.
7. If an intruder modifies the system event logs to make it look like a security
breach happened three years ago instead of yesterday, they are using...

A data wiping.

B timestomping.

C steganography.

D file carving.
8. Malware that detects a live forensic extraction tool and immediately purges or
overwrites the RAM is utilizing...

A volatile data overwriting.

B artifact destruction.

C block cipher encryption.

D hardware write-blocking.
9. Data obfuscation is typically used by threat actors to make their source code...

A run much faster on older computers.

B incredibly difficult for human analysts to read and reverse-engineer.

C automatically compatible with multiple operating systems.

D invisible to the hard drive's read/write heads.
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10. When an investigator performs "live memory triage,” what are they trying
to extract before volatile data overwriting occurs?

A Data from physical bad sectors on the platter.

B Temporary information, encryption keys, and active connections from the

RAM.

C The Master Boot Record (MBR) from the target drive.

D The GUID Partition Table (GPT) geometry.
11. The deliberate removal of registry keys, browser history, and temporary log
files to leave no traces of user activity is called...

A file header manipulation.

B artifact destruction.

C steganography.

D bit-stream copying.
12. What makes encryption an effective anti-forensics tool?

A It converts plaintext into unreadable ciphertext that cannot be unlocked

without the correct key.

B It physically destroys the hard drive's magnetic layer.

C It hides the fact that a file even exists on the partition.

D It automatically formats the root directory if an analyst opens it.
13. If an automated forensic tool incorrectly flags a dangerous script as a
harmless image, which technique was likely used?

A Steganography

B File header manipulation

C Volatile data overwriting

D Data wiping
14. Packing, variable renaming, and removing debugging symbols from a
program are all examples of...

A encryption.

B artifact destruction.

C data obfuscation.

D timestomping.
15. If a suspect successfully uses a military-grade data wiping tool on their hard
drive, what will a forensic investigator see when creating a bit-stream copy?

A The original files, but with altered names and timestamps.

B A drive filled completely with zeros or random noise, with zero recoverable

data.

C A hidden partition containing all the original metadata.

D A prompt asking for the MD5 hashing algorithm password.

Glossary: Operating System Forensics
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OS Forensics - Kpuminanictuune nocmimkenas OC. Ilpouec 300py, aHamizy Ta
30€peKEHHS  JIOKa3iB, IO MICTAThCS B oOmepamiiiHii cucrtemi (apredaxTiB
KOpHCTyBa4a Ta CUCTEMH).

Registry Artifacts - Apredaktu peectpy. 3anucu y 0a3i ganux koHdirypariiii OC
(manpuxnan, Windows Registry), mo MicTaTh i1H(OpMaIi0 MOpo MIIKIIOYEHI
NPUCTPOI, 3aITyIIeHi TPOrpaMu Ta JIii KOpHUCTyBaya.

Event Logs - Xypnamu mnoniit (morm). Dainu, Kyad oOlepailiiiHa cucrema
aBTOMATUYHO 3amucye 1HGOPMAIIO TPO CHCTEMHI MOMUJIKH, BXOJIW B CHCTEMY,
3ammycK ciry>k0 Ta 1HI1 Toii 0e3meKu.

Volatile Data - Tumuacosi (ietyudi) nani. JlaHi, SKi BTpa4aroThesl y pa3i BAMKHEHHS
’KUBJICHHS KOMIT'foTepa (Hanmpukias, BMiCT RAM, moTouHi MepexeBi 3'€IHAHHSA).
Pagefile / Swap File - ®aiitn minkauku. [lpuxoBanwii cucTtemHuid ¢aitn Ha
xopcTkoMmy nucky, kyau OC ckumae mani 3 RAM, saxmo ¢izudnoi mam'ati He
BUcTayae. Moxe MICTUTH (hparMeHTH MapoJIiB Ta BUAAICHUX (alIiB.

Hibernation File (hiberfil.sys) - ®aiin rioepHamii. dain, y sSKHA CKUIAETHCS
MOBHUM 3HIMOK ornepaTuBHOI naM'ati (RAM) mijg yac nepexoay KoMI'toTepa B pesKuM
rioepHaiiii. CripaBkHs «30J10Ta KUAJIA» JIJIS CJI1IYOTO.

Artifact — Aptedakr. Byap-skuii 1udpoBUil caig ab0 3aIHMIIOK aKTHBHOCTI B
orepalliifHiil cuctemi (icTopist Opay3epa, TAMYACOBI (pailyiv, MITKH 4acy).

Prefetch Files - ®aiinu npederuy (momepenuboi Bubipku)Paitmun OC Windows,
CTBOPEHI JIJIsl IPUCKOPEHHSI 3aIllyCcKy mporpam. 30epiraroTh iH(popMallito npo Te, ki
MPOrpaMu 3aITyCKAIHCS 1 KOJIH caMe.

User Profile Analysis - Anamiz npodimo kopucrtyBada. JloCmipkeHHS Mamok Ta
HaJalllTyBaHb KOHKPETHOTO KOPUCTyBaya (1CTOpIs MOUIYKY, HEIIOAABHI JOKYMEHTH,
KOIIIUK).

File System Metadata - Metanani ¢aiinoBoi cucreMuCiy:x0oBa iHGoOpMarlis mpo
daiimu (4acoBi MITKM CTBOPEHHS, MpaBa JOCTYIy, BIACHUK (haiiny), BOyJOBaHA Y
camy (aitnoBy cuctemy (Hanpukian, MFT B NTES).

Exercise 22. Reading Task. Read the text below. Choose from (A-H) the one which
best fits each space (1-6). There are two choices you don’t need to use.
The Digital Footprints Inside an OS

Digital investigators often face clever cybercriminals who try to hide their tracks.
However, the operating system (OS) acts like a permanent witness, constantly
recording everything behind the scenes. When a computer is seized during an
investigation, an expert’s first step is to perform live memory triaging to capture (1)
before the machine loses power. This volatile RAM contains
current network connections, running processes, and active encryption keys.

Once the temporary data is safely secured, the system is turned off, and a bit-stream
copy of the hard drive is made for offline analysis. The investigator then digs deep
into the Windows Registry, looking for specific (2) that can
prove a corporate spy plugged in an unauthorized USB drive. The Registry
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remembers serial numbers, installation dates, and even the last files that were opened
by a specific user profile.

To build a chronological timeline of the security incident, the expert must parse (3)
stored within the operating system. These system logs act as an
automated diary, documenting every successful login attempt, critical software crash,
or unauthorized privilege escalation. Even if a smart attacker attempts to delete these
files, digital forensics utilities can often recover deleted fragments from (4)
on the storage drive.

Furthermore, artifacts like Prefetch files are examined because they automatically
maintain (5) of every application executed on the computer.
This makes it impossible for a suspect to claim they "never installed or opened" a
malicious hacking tool. Finally, if the computer dropped into a low-power mode
shortly before the raid, the investigator will scan the root directory for (6)
, Which essentially holds a snapshot of everything that was
running in the computer's memory at that exact millisecond.

Choices:
A a detailed history
B the hibernation file
C volatile data from RAM
D encrypted cloud storage
E crucial event logs
F the pagefile or unallocated space
G physical destruction of media
H registry artifacts

Exercise 23. Fill in the Blanks
Complete the sentences using the correct terms from the box. Change the form of the
words if grammatically necessary. Each option is used exactly once.

Box:

Artifacts, Event Logs, File System Metadata, Hibernation File, Live Memory
Triaging, OS Forensics, Pagefile, Parse, Prefetch Files, Registry Artifacts, System
Logs, Timeline, User Profile Analysis, Volatile Data, Windows Registry

1. When a suspect's computer is found running, investigators must perform

immediately to capture active processes.

2. The specialized field of digital forensics that focuses on recovering evidence from
the operating system itself is called

3. In a Windows environment, the acts as a massive
central database storing system configuration and user activity data.
4. Analyzing the can reveal a list of recently plugged-in

USB devices and their unique serial numbers.
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5. RAM contains that will disappear forever if the
computer is turned off or loses power.

6. To see exactly when a specific hacking program was executed, an analyst will
examine the , which are designed to speed up
application loading.

7. Automated operating system diaries, known as :
record critical security events such as successful or failed user logins.

8. If the target machine went into a deep sleep before being seized, the investigator
can extract a full snapshot of the RAM from the
(hiberfil.sys).

9. When the physical RAM is full, Windows moves temporary data to a hidden
storage space on the hard drive called the :

10.Digital are any leftovers, traces, or pieces of data
created by the operating system or user activity.

11.To reconstruct the exact order of events during a data breach, investigators build a
detailed chronological :

12.Security experts need specialized tools to raw log
files into a readable, human-analyzable format.

13.Timestamps, file sizes, and ownership permissions are all examples of

embedded within the NTFS structure.

14.Conducting a allows investigators to check a specific
user's browser history, recent documents, and Recycle Bin contents.
15.Attackers often try to clear the Microsoft to hide
their unauthorized privilege escalation attempts.
Glossary
AHTJIIHCHKHUHT YkpaincbKui
. . Bu3znauennsi / Konreker
TCPMIH C€KBIBAJICHT
. CyOnucruruiina nudposoi
Kpuminanictnune YORMCI wchp .
Network . KPUMIHAJIICTUKH, 1110 3aIMAaE€ThCS
. JOCHIKEHHSA . i
Forensics MOHITOPHUHIOM Ta aHaI130M

KOMIT'FOTEPHHUX MEPEK .
MepeXeBOro Tpadiky.

JlaHi, siKi BTpayaroThCsl pu

. JleTroul (HemmocTivHI BUMKHEHH] XUBJIEHHS [IPUCTPOIO
Volatile Data : ( ) P Tp.
JTaHl (HampuKJIIaJ, OTIepaTUBHA ITaM'SITh,
MOTOYH1 MEPEXKEB1 MAKITIOUEHHS).
IIpouec 3axorieHHd Ta JIOTYBAaHHA
Packet Iepexomenns MS GH)KeBI/IX MMaKETIB, 1110 II zxon;m,
Sniffing (cHiiHT) MaKeTiB p ’ P

yepe3 MEpeKy.
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AHIICbKUA YkpaincbKuil
Busnauenus / Konrekcr

TEePMiH eKBiBaJIEHT

Intrusion [Iporpamue abo anapatHe

Detection CucremMa BHUSBIICHHS 3a0e3MeUeHHs], SIKe MOHITOPUTD
BTOPTHEHb MepeXXy Ha IIpeIMET Ii103p110i

System (IDS)

AKTUBHOCTI.

JlocTimKeHHS 3aMnuCiB, CTBOPEHUX
AHaJi3 )XypHAIIIB MOJIA  cepBepamu, OpaHaMayepaMu Ta

Log Analysis : )
(JIoT1B) IHIIMMH IIPUCTPOSIMH, TS
BIJICTE)XKCHHS XPOHOJIOT1i MOTIi.
. . KOpuanana BapTicTh Ta

Evidentiary . PHUT P

Value Jloka3oBa LIHHICTH NPUAATHICTH 310paHuX HU(PPOBUX
TaHUX 711 BUKOPUCTAHHS Y CY/Ii.
XpoHoJIOT1YHA JOKYMEHTAIIis, SKa

Chain of JIaHITFOKOK dikcye mporec BUITyYeHHS,

Custody 30€epeKEeHHS JOKa3iB KOHTPOJIIO, TIepeadl Ta aHai3y

uM(ppOBUX TOKA3IB.

[ndopmariis mpo nepenavy 1aHux
Traffic : : (IP-agpecwu, moptu, vac, obcsr), 0e3
Metadata Meranani Tpadiicy ypaxyBaHHS CaMOT'O BMICTY
(payload) moBioMIIECHb.

Exercise 24. Read the text and answer the questions:
Introduction to Network Forensics

Network forensics is a critical sub-branch of digital forensics that focuses on
the monitoring, capture, storing, and analysis of network activities. Unlike computer
forensics, which typically deals with data at rest (such as files stored on hard drives),
network forensics deals with data in motion. It is an essential tool for identifying
cyber threats, understanding how a security breach occurred, and gathering digital
evidence that can stand in a court of law.

The primary challenge in network forensics is the volatile nature of network
data. Network packets travel across cables and wireless waves in milliseconds; if they
are not captured in real time, they are gone forever. To tackle this, investigators use
two main approaches: the "Catch-it-as-you-can™ method, where all packets passing
through a traffic point are intercepted and saved, and the "Stop, look, and listen"
method, where systems look for specific anomalies using an Intrusion Detection
System (IDS) and only log suspicious traffic.
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During an investigation, analysts rely heavily on log analysis and packet
sniffing tools (like Wireshark). They examine traffic metadata to determine the
source and destination IP addresses, the protocols used, and the exact timestamp of
the attack. However, the widespread use of encryption (like HTTPS and VPNSs) poses
a significant obstacle, as it hides the actual content of the communication, forcing
investigators to rely more on traffic patterns and metadata. Modern attackers often
use sophisticated techniques like IP spoofing to disguise their identity or Distributed
Denial of Service (DDoS) attacks to overwhelm systems and mask their true
intentions. Furthermore, sophisticated malware may establish hidden communication
lines, known as Command and Control (C2) channels, to silently exfiltrate sensitive
corporate data.

To detect these hidden threats, forensic specialists must look beyond individual
packets and perform comprehensive network flow analysis. They reconstruct
fragmented data streams to understand the full narrative of how a hacker penetrated
the defensive perimeter. Security Information and Event Management (SIEM)
systems are also deployed to automatically aggregate logs from routers, firewalls, and
servers worldwide. This automated correlation helps investigators connect seemingly
unrelated network events into a single timeline of an attack. Ultimately, maintaining a
strict chain of custody is paramount throughout this entire process. Every step of the
network data collection must be meticulously documented to prevent any claims of
evidence modification. If an investigator cannot prove that the captured network logs
were protected from tampering from the moment of seizure to the courtroom
presentation, the evidence will lose its evidentiary value and be dismissed.

Comprehension Questions
1. What is the primary focus of network forensics according to the text?
2. How does the concept of "data in motion" differ from "data at rest"?
3. Why is the volatile nature of network data considered a major challenge for
investigators?
What happens if network packets are not captured in real time?
How does the "Catch-it-as-you-can" approach operate?
What is the core mechanism of the "Stop, look, and listen" method?
Which specific tool is mentioned as a common choice for packet sniffing?
What kind of information can investigators extract from traffic metadata?
Why do encryption technologies like VPNs present a problem for forensic
analysts?
10.What is the purpose of IP spoofing when used by cybercriminals?
11.How do attackers use DDoS attacks as a tactical distraction?
12.What are Command and Control (C2) channels used for?
13.Why do forensic specialists reconstruct fragmented data streams?
14.What role do SIEM systems play in a modern network investigation?
15.What are the legal consequences of failing to maintain a proper chain of
custody?

©CoN Gk
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Exercise 25. True / False

1. Network forensics and traditional computer forensics focus on the exact same
types of data storage.

2. Network packets remain permanently accessible on network cables even if they
are not logged immediately.

3. The "Stop, look, and listen" method logs absolutely every single packet
regardless of its nature.

4. An Intrusion Detection System (IDS) is used to flag anomalies in network
traffic.

5. Wireshark can be used by analysts to perform packet sniffing during an
investigation.

6. Traffic metadata includes the exact source and destination IP addresses of
network packets.

7. Encryption completely prevents investigators from seeing traffic patterns or
timestamps.

8. Attackers use IP spoofing to make their malicious traffic appear as if it comes
from a trusted source.

9. DDoS attacks are strictly used to steal corporate files and data.

10.Command and Control (C2) channels allow malware to communicate with an
attacker's external server.

11.Reconstructing fragmented data streams helps specialists understand the
chronological flow of an attack.

12.SIEM systems are manual tools that require human analysts to type in every
network log individually.

13.Firewalls and routers are among the devices that generate logs used in forensic
analysis.

14.The chain of custody is only important during the courtroom presentation, not
during data collection.

15.Evidence can be completely dismissed in a court of law if there is proof of data
tampering or poor documentation.

Exercise 26: Match the words with their meanings

1 Network forensics A Automated systems that aggregate and
2 Volatile data correlate logs from multiple network devices.

3 Packet sniffing B Data that moves actively across cables or
4 Intrusion Detection | wireless waves (in transit).

System (IDS) C A technique used by hackers to fake their
5 Log analysis source IP address and disguise their identity.

6 Chain of custody D  Asub-branch of digital forensics that deals
7 Traffic metadata with capturing and analyzing data in motion.

8 Evidentiary value E Information about data transmission (like
9 Data in motion IPs, timestamps) without the actual content.

10  Encryption F Data that disappears forever if not captured
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11 P spoofing in real time (e.g., temporary memory). G
12 DDoS attack Hidden communication lines used by
13 Command and Control | malware to talk to an attacker's server.

(C2) H The process of capturing and logging
14  Data at rest packets passing through a network.

15  SIEM systems I A cyberattack that overwhelms network

systems to make them unavailable.

J Examining records created by servers and
firewalls to trace events.

K Software or hardware that monitors
network traffic for suspicious activity.

L The legal worth and suitability of digital
data to be used as proof in court.

M  Technology (like VPN/HTTPS) that hides
the text/content of a communication.

N Chronological documentation showing
who collected, handled, and analyzed the
evidence.

O - Data at rest — Static data stored
permanently on physical devices like hard drives

Exercise 27: Translate into English. Ilepexniadime peuenns aneniiicokoro mogoro,
BUKOPUCTNOBYIOYU NPOGECIIHY MEPMIHONO2II0:

1.

2.

KpuminanicTuuHe JOCTIKEHHSI KOMIT'IOTEPHUX MEpekK (POKYCYyeThCS HA JaHUX
y PyCi, a HE Ha JaHUX Yy CTaH1 CIIOKOIO.

['onoBHa npobsieMa mossirae B TOMY, 1110 MEPEXKEBI MAKETU € Ty>Ke JIETIOUUMU
JTaHUMH.

Sxio criemianicTd He MEePeXOIUIATh Tpadik y peaabHOMY 4aci, JoKa3u OyayTh
BTpaueHi Ha3aBK/IH.

Ham anamituk BukopuctoBye Wireshark myis mepexorieHHS MakeTiB y Ik
JIOKaJIBHIN MEpexi.

Cucrema BusBieHHs BTopraenb (IDS) 3adikcyBana mio3piay akTUBHICTh Ha
cepBepi BUOpa BBeUepi.

JUist BIJICTEXEHHSI XPOHOJIOTi Ki0epaTaku eKcrnepram HeoOXIJTHO MPOBECTH
JeTaNbHUI aHall3 )KypHaIIB NO1M (JIOTIB).

HaBiTh SKIIO BMICT MOBIAOMJICHHS 3allli(PpOBaHUN, MU BCE OJHO MOXKEMO
poaHaizyBaTh MeTajaHi Tpadiky.

bynb-ika moMumika B JOKyMEHTalli MOXE 3HM3UTH JOKa30BYy I[IHHICTh
310paHux MUGPOBUX JAHUX.

Crniguuii TOBHHEH CYBOPO JOTPUMYBATHUCS JIAHITIOKKA 30€PEKECHHS IOKa31B BiJl
MOMEHTY iX BUIyYEHHS.

10.Xakepu yacTo BUKOPUCTOBYIOTH [P-crryiHr, 1100 mprxoBaTu CBOIO CIIPABKHIO

1IEHTAYHICTB I YaC aTaKu.
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11.11ls motyxxna DDoS-ataka Oyna BUKOpUCTaHA SK TaKTUYHE BIJBOJIIKAHHS
yBar.

12 1lIxignuBe mporpamHe 3a0e3NedYeHHsT BCTAHOBMJIO TNPHUXOBAaHUNA KOMaHIHUI
kaHai (C2) 1yt BUTOKY KOPIIOPAaTUBHUX JaHUX.

13.Cucremu SIEM pomnomararoTh aBTOMAaTWYHO 30UpaTd Ta IMOB'SI3yBaTH JIOTH 3
OpanaMayepiB Ta MapIIpyTHU3aTOPIB.

14 . IlIudpysanns (take sk VPN a6o HTTPS) ycknagHioe poOOTy KpUMIHAJICTIB,
OCKIIBKH BOHO MPUXOBYE BMICT KOMYHIKallii.

15.JToka3u OyAyTh BIIXWIJIEHI B CY[l, SIKIIO 3aXHUCT J0BeAe (akT BTpydYaHHS B
MEpEKEB1 JIOTH.

Exercise 28. Read the text below. For questions (1-10), choose the correct answer
(A, B, CorD).
Web Application Forensics

As the reliance on cloud computing and e-commerce platforms grows, web
applications have become the primary targets for cybercriminals. Web application
forensics is a specialized branch of digital forensics dedicated to investigating attacks
aimed at websites, web servers, and online services. Unlike traditional network
forensics, which examines packets moving across wires, web forensics focuses on
application-layer data, investigating breaches like SQL Injection (SQLi), Cross-Site
Scripting (XSS), and unauthorized data exfiltration.

When a web attack occurs, the criminal leaves behind distinct digital
footprints, primarily recorded in server logs. The first line of defense and
investigation for a forensic specialist is analyzing the Hypertext Transfer Protocol
(HTTP) server logs, such as those generated by Apache or Microsoft 1IS servers.
These logs document every request made to the server, including the visitor's IP
address, request method (GET or POST), requested Uniform Resource Locator
(URL), and the server response status code (such as a 200 OK or a 404 Not Found).
By carefully inspecting these strings, investigators can pinpoint the exact moment a
vulnerability was exploited.

However, modern attackers are sophisticated and rarely use their own
infrastructure. They frequently employ proxy servers, the Tor network, or
compromised machines to obfuscate their true location. Furthermore, skilled hackers
often attempt to delete or alter server logs to impede the investigation. To counter
this, forensic experts rely on centralized log management and immutable logging
systems, which ensure that once a log entry is written, it cannot be modified or
erased, even by an administrator with root privileges.

Another critical component of web forensics is the analysis of database logs.
During an SQL Injection attack, for instance, a criminal inserts malicious database
commands into a web form to steal sensitive tables. While HTTP logs might show a
suspicious request, the database transaction logs reveal exactly what data was viewed,
altered, or deleted. Ultimately, web forensic analysts must combine network traffic,
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server logs, and database records to reconstruct the full scope of the incident and
prepare a legally binding report.

Questions:

1. According to the first paragraph, what is the main reason web applications
are targeted?

A) Because traditional network forensics is too expensive.

B) Due to the increasing reliance on cloud computing and e-commerce.

C) Because they do not use application-layer data.

D) Because cybercriminals prefer investigating websites over hard drives.

2. Web application forensics differs from network forensics because it focuses
on:

A) Data stored permanently on encrypted hard drives.

B) Packets moving physically across network cables.

C) Application-layer data and web services.

D) Deleting malicious code from online platforms.

3. What are SQL.i and XSS examples of?

A) Types of server log management software.

B) Specialized digital forensic tools.

C) Common web application vulnerabilities/attacks.

D) Server response status codes.

4. Where are a criminal's digital footprints primarily recorded during a web
attack?

A) In the user's personal web browser history.

B) In the physical structure of the hard drive.

C) Inside the hardware of proxy servers.

D) Within the server logs.

5. What information can an investigator find in an HTTP server log?

A) The hacker's real physical home address.

B) The request method, visitor's IP, and server response code.

C) The decrypted password of the database administrator.

D) The source code of the anti-forensics tools used.

6. The word "obfuscate' in the third paragraph is closest in meaning to:
A) Hide or conceal

B) Improve or clarify

C) Speed up

D) Analyze or study

7. Why do skilled hackers attempt to delete or alter server logs?

A) To save storage space on the server.

B) To activate the database transaction logs.

C) To hinder and obstruct the forensic investigation.

D) To upgrade their administrative privileges to root.

8. What makes "immutable logging systems'* valuable to forensic experts?
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A) They automatically block SQL Injection attacks in real time.
B) Log entries cannot be changed or deleted once written.
C) They reveal the real identity of users on the Tor network. D)

They allow hackers to test their exploits safely.

9. Why are database logs crucial during an SQL Injection investigation?

A) They track the physical location of the server hardware.

B) They document the exact data that was viewed, altered, or stolen.

C) They replace the need for analyzing HTTP server logs entirely.

D) They automatically reset response codes back to 200 OK.

10. What must web forensic analysts do to understand the full scope of an

incident?

A) Rely solely on the browser history of the victim.

B) Combine network traffic, server logs, and database records.
C) Format the server immediately after the attack occurs.

D) Ask the hacker to provide a legally binding report.

Exercise 29: Match the English terms (1-15)with their Ukrainian equivalents(A—

0)

10
11

English Term

Web application
forensics

SQL Injection
(SQLI)

Cross-Site
Scripting (XSS)
Unauthorized data
exfiltration

Digital footprints
Server logs

Request method

Response  status
code

Obfuscate true
location

Immutable
logging system
Root privileges
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Ukrainian Equivalent

[IpuxoBartu (3arutyTartn)
CITPaB>KHE MiCII€3HAXO/[PKEHHSI

Meron 3anuty

He3sminna cuctema JOTYBaHHS
(3axuILeHa B11 BUIAJICHHS)

Kypnanu TpaH3akiiii 6a3u JaHUX

KpuminanmictuuHe — TOCITIIKEHHS
BeO-10IaTKIB
Hecankiionosane
(BUTIK) TaHUX

BUITYYCHHA

[IpaBa cynepkopuctyBaua (root-
1paBa)

VYrpoBaKeHHs (1H'exrisn)
mKigmuBoro SQL-komy
LenTpanizoBane KEepyBaHHS

KypHajIaMu MoJIin
[Hudposi criau

MixkcalTOBUN CKPUIITUHT



English Term Ukrainian Equivalent

Database IOpunu4aao 3000B's3yr04HiA  3BiT
12 . L
transaction logs (BUCHOBOK)
13 Centralized  log M KomnpomeToBani (B3;1aMaHi)
management MalluHA
Legally  binding : ..
14 N Kon crarycy Biamnosiai (cepepa)
report
15 Compromised 0 Kypnamu TO/Tii cepBepa
machines (cepBepHi JioTH)

Exercise 30. Listen to this text and do Task 1 and Task 2

Welcome back to the "Tech & Security"” podcast. Today, we are diving into the
world of Digital Forensics and how it helps in combating cybercrime.

When a cyberattack happens — whether it’s a ransomware attack on a hospital
or a data breach at a tech giant — digital forensic investigators are the first ones
called to the scene. Their job is a lot like traditional police forensics, but instead of
looking for physical fingerprints or DNA, they hunt for digital breadcrumbs: IP
addresses, altered metadata, and hidden log files.

The entire process follows a strict four-step framework. The first step is
Identification. Investigators must pinpoint what devices were involved and what data
might have been compromised. Next comes Preservation. This is arguably the most
critical phase. Before touching any data, investigators must create a bit-stream copy
— which is an exact, identical replica of the hard drive. Why? Because working on
the original evidence could accidentally modify timestamps or damage files, making
the evidence inadmissible in court.

The third phase is Analysis. This is where the real detective work begins.
Analysts use specialized software to recover deleted files, reconstruct chat histories,
and trace how the malware entered the information system. They look for the
artifacts — traces left behind by the hacker. Finally, there is Reporting. All findings
must be documented in a clear, legally sound report that can be presented to judges or
corporate executives.

As cybercriminals utilize advanced tactics like Al-driven phishing and
encrypted communication, digital forensics must evolve. Today, it’s not just about
solving crimes after they happen; it’s about creating resilient information systems that
can withstand the threat in real-time.

Task 1: Multiple Choice
Choose the correct answer (A, B, or C) based on the audio.
1. According to the speaker, digital forensic investigators look for:
A) Physical fingerprints on the server hardware.
B) Digital traces like altered metadata and log files.
C) The identity of the hacker within the first hour.
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2. Why is the ""Preservation' phase considered so critical?
A) It is the phase where hackers are directly identified.
B) It prevents the original evidence from being accidentally modified or
ruined.
C) It helps to automatically delete the malware from the system.
3. What does an investigator do during the "*Analysis" phase?
A) Presents findings to judges in a courtroom.
B) Pinpoints which physical devices were stolen.
C) Recovers deleted files and traces how the malware entered the
system.

Task 2: Gap Filling
Complete the sentences below. Use NO MORE THAN THREE WORDS from the
audio.

1. Traditional police forensics looks for DNA, while digital forensics hunts for

2. Before analyzing data, investigators must create a of the hard
drive.

3. The final phase of the digital forensics framework is called

4. Modern cybercriminals are now using advanced tactics like

Exercise 31. Video
Part 1:
Watch the video https://www.youtube.com/watch?v=w2xItujdLag and
determine whether the following statements are True or False.
1. In 2021, the number of cyberattacks per week decreased compared to 2020.
[00:00:10]
2. Computer forensics originally started in the 1980s due to the rise of financial
crimes using computers. [00:01:04]
3. Digital forensics experts help solve crimes like cyber terrorism, data breaches,
and cyber stalking. [00:01:26]
4. Network forensics involves retrieving data from mobile devices like
smartphones and tablets. [00:02:07]
5. The digital forensics market is predicted to reach over 20 billion USD by 2027.
[00:02:23]

Part 2:

Watch the video https://www.youtube.com/watch?v=w2xItujdLag again and fill
in the Branches. The video mentions three distinct branches of digital forensics.
Fill in the blanks in the table according to what you heard [00:01:50]

Branch of Forensics What it involves
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https://www.youtube.com/watch?v=w2xItujdLag
https://www.youtube.com/watch?v=w2xItujdLag

Branch of Forensics What it involves

Collecting and preserving data from computers, laptops,

1. forensics and storage devices.
2. Network forensics Monitoring and analyzing to gather evidence.
3. Mobile forensics Eztlr;fsvmg data from mobile devices like and
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FINAL TEST UNIT 7
Digital Forensics and Combating Cybercrime in Information Systems

PART I: MULTIPLE CHOICE
Choose the single best answer (A, B, C, or D) for each question.
1. According to the Order of Volatility, which of the following evidence sources
must be collected FIRST during an active incident response?
A) Hard drive files and slack space
B) Archival backups stored in cloud systems
C) Routing tables, ARP cache, and RAM content
D) Windows Registry entries and application logs
2. What is the main forensic advantage of using a ""Write-Blocker" hardware
device during data acquisition?
A) It encrypts the target storage drive to prevent leaks.
B) It intercepts and blocks any write commands from the forensic workstation to the
evidence drive.
C) It automatically bypasses the operating system's administrator password.
D) It flags network anomalies using a built-in Intrusion Detection System (IDS).
3. If a cybercriminal uses "IP Spoofing" during a network attack on an
information system, what is their primary objective?
A) To completely encrypt the payload of the communication.
B) To exfiltrate sensitive data without using a Command and Control (C2) channel.
C) To disguise their true location by faking the source IP address in packet headers.
D) To permanently delete HTTP server logs on the target web server.
4. Why should a seized mobile device be placed immediately into a Faraday bag?
A) To keep the device's battery from draining quickly.
B) To protect the device from physical drops or screen damage.
C) To prevent the device from connecting to cellular networks or Wi-Fi, blocking
potential remote-wipe commands.
D) To automatically extract a bit-stream image of the mobile operating system.
5. An investigator examines database transaction logs during a web application
breach. Which type of attack are they most likely investigating if they find
unauthorized table modifications injected via web forms?
A) Distributed Denial of Service (DDoS)
B) SQL Injection (SQLI)
C) Cross-Site Scripting (XSS)
D) Phishing email campaigns
6. What is a unique jurisdictional challenge when conducting Cloud Forensics in
modern information systems?
A) Cloud data is strictly static and does not contain timestamps.
B) Data is often distributed across multiple physical servers located in different
countries, complicating legal warrants.
C) Cloud service providers do not keep any server or access logs.
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D) Cloud environments are immune to anti-forensics techniques.
7. Which cryptographic function is utilized to generate a unique digital
fingerprint of a digital asset to verify its integrity in court?
A) Symmetric Advanced Encryption Standard (AES)
B) Public Key Infrastructure (PKI)
C) Hashing algorithms (e.g., SHA-256 or MD5)
D) Virtual Private Network (VPN) tunneling
8. What does a Security Information and Event Management (SIEM) system do
to assist forensic analysts during a corporate breach investigation?
A) It physically locks down the compromised workstation hardware.
B) It automatically aggregates and correlates logs from multiple network devices to
reconstruct an attack timeline.
C) It decrypts end-to-end encrypted messaging applications used by corporate
insiders.
D) It deletes malicious malware files before an investigator arrives.
9. The terms "'Data at Rest' and "Data in Motion" represent different states of
information. Which field primarily investigates **Data in Motion*?
A) Hard drive and file system forensics
B) Operating system forensics
C) Network forensics
D) Mobile application forensics
10. What is the legal consequence if a forensic analyst fails to document the
""Chain of Custody"* for a hard drive seized from a crime scene?
A) The analyst will be forced to use an immutable logging system.
B) The evidentiary value of the drive is ruined, and the evidence will likely be
dismissed in a court of law.
C) The data on the drive will automatically become corrupted.
D) The suspect will automatically be found guilty due to poor documentation.
PART II: TERMINOLOGY MATCHING
Match each English digital forensics term (1-10) with its correct definition or
operational description (A-J).

No. Term Letter = Definition / Operational Description
Bit-stream Automated platforms that collect, parse, and
1 A analyze logs from firewalls, routers, and
Image :
endpoints.
Anti- An exact bit-for-bit copy of a storage

2 forensics B medium, including hidden, deleted, and
unallocated data sectors.

3 SIEM C Information about data execution, such as
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No. Term Letter = Definition / Operational Description

Systems timestamps, file paths, authors, or
geolocation tags.

Sneaking or faking network packet data to
4 Slack Space D trick an information system into trusting a
malicious source.

Hidden communication lines used by
5 Metadata E malware to receive commands from an
external cybercriminal server.

The unused space created when a file saved
6 C2 Channels F to a hard drive does not completely fill the
allocated sector block.

Techniques used by criminals to
Immutable : : -
7 G intentionally alter, erase, or obscure digital
Log . . .
footprints to obstruct investigators.

A popular software utility used for deep
8 Wireshark H packet sniffing and analyzing active
network traffic streams.

A digital log entry file that is
9 Spoofing I cryptographically sealed so it can never be
modified or deleted once written.

The unauthorized transfer or theft of
10 Exfiltration J sensitive corporate or personal data from an
information system.

PART Ill: CASE STUDY & SHORT ANSWER

Read the operational scenario below and answer the questions. Be precise and utilize
professional digital forensics terminology.

Scenario:

A regional bank detects an active cyberattack inside its core information system at
2:00 AM. A security analyst notices that a server handling financial records is rapidly
transferring large volumes of data to an unknown external IP address. The analyst
suspects a sophisticated ransomware group has compromised an administrator
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account. Out of panic, the local IT administrator walks into the server room and
abruptly presses the physical power button to turn off the compromised server.

Questions:

1. The Volatility Mistake:

Explain why the local IT administrator’s action (abruptly powering off the server)
disrupted standard digital forensics procedures. What critical evidence types were
immediately destroyed by this action?

Your answer:

2. Alternative Log Analysis:

Since the local server is now offline, what alternative network-level infrastructure
components should the digital forensics team examine to track the data exfiltration
path and confirm the destination IP address? (Name at least two sources).

Your answer:

3. Ensuring Admissibility:

When the forensic team clones the hard drives of the server to perform analysis in the
laboratory, how do they mathematically prove to a court of law that their copy is
identical to the original drive and that no data modification occurred during the
investigation?

Your answer:
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Unit 8
Digital Forensics in Modern Technologies
Forensic Analysis of Digital Technologies
and the Presentation of Findings in Cyber
Investigations
Text 1. Forensic Analysis of Digital
Technologies and the Presentation of
&= Findings
} Text 2. Key Targets and Technologies in
Cybercrime Investigation
Texts 3. Database Forensics Challenges
and Methods
Text 4. The Architecture and Challenges of Cloud Forensics
Text 5. Methodology and Objectives of Malware Forensics
Text 6. Email and Social Media Investigations. Digital Footprints in
Communication Networks
Text 7. Mobile Device Forensics. Extracting Evidence from the Pocket
Text 8. The Art of Documentation and Presentation in Digital Forensics

Glossary
Digital forensics — nugpoBa kprMiHaIiCTHKA.
Forensic analysis — kpuMiHaTiCTHYHUHN aHAII3 / JOCITIKESHHS.
Presentation of findings — mnpencraBneHns (mpe3eHTaris) pe3yJbTaTIB
JIOCIIKEHHS.
Cyber investigation — po3citigyBaHHs KiOEp3IOUYHHIB.
Admissible evidence — monyctumi gokasu (Qokasu, 3iopani 6e3 NOpyueHHs 3aKOHY,
SKI CY0 nputimMae 0o po3eisoy).
Data acquisition — 36ip (BUJIyuCHHS) JaHHX.
Bit-stream image (Forensic image) — mo0iToBHii KJIOHOBaHMIA 00pa3 AUCKa (mouHa
Konis Hocis inghopmayii).
Chain of custody — naHIr0k0K 30epeKeHHsI J0Ka3iB.
Data integrity — 1iicHiCTh TaHUX.
Cryptographic hashing — kpuntorpadivutne XeIryBaHHS (CMEOpeHHs YHIKAIbHO20
yugposozo siobumxa ¢atiny).
Expert witness — ekcrniept-cBiiok (phaxiseys, sxuil 0ae c8iOUeHHs Ma PO3'SICHEHHS 8
cy0i).
Cross-examination — nepexpecHuii JOIuT.
Tamper-evident packaging — ynakyBaHHs 3 1HAWKALI€ BTPYYaHHS (CHeyianbHi
cetigh-naxkemu,).
To exculpate — BunpaBIoBYBaTH / JOBOJUTH HEBUHYBATICTh.
To inculpate — inkpuMiHyBaTH / JOBOJAUTH BHHY.
Live data triage — mepBUHHHI aHal3 <GKUBHMX» MaHHUX (30ip iHpopmayii 3
VBIMKHEH020 NPUCMPOIO).

209



Forensic workstation — kpumiHaxicTHYHaA poOOYa CTAHINS (3axuiyeruti Komn'romep
ekcnepma,).
Text
Forensic Analysis of Digital Technologies and the Presentation of Findings

The ultimate goal of digital forensics is not just the technical extraction of data,
but the collection of admissible evidence that can stand in a court of law. As digital
technologies evolve, cyber investigations have become highly complex, requiring a
structured approach that balances technical expertise with strict legal compliance.
The forensic process typically follows four critical phases: preservation, data
acquisition, analysis, and the final presentation of findings.

During the preservation and acquisition phases, investigators must guarantee
data integrity. Before any analysis begins on a suspect device, a bit-stream image
(or forensic duplicate) is created using hardware write-blockers. This ensures that the
original evidence remains completely unaltered. To mathematically prove that the
copy is identical to the original, investigators utilize cryptographic hashing
algorithms, such as SHA-256. Any modification to the data, even changing a single
character, would completely alter the resulting hash value. Throughout this process,
every transfer of the physical or digital media must be documented in a chain of
custody log to prevent claims of evidence tampering.

However, modern systems often require a different approach known as live
data triage. When dealing with running servers or encrypted devices, pulling the
power plug can permanently destroy volatile RAM data, such as active network
connections or temporary encryption keys. Therefore, analysts must carefully extract
volatile information while the system is still live, ensuring they do not inadvertently
modify critical system logs.

Furthermore, the rise of cloud computing and highly integrated IoT devices has
shifted the boundaries of cyber investigations. Forensic specialists can no longer rely
solely on physical hard drives; they must legally negotiate multi-jurisdictional data
storage and extract remote backups from cloud infrastructures. Mobile devices
present another layer of difficulty, forcing experts to use tamper-evident packaging
or Faraday bags immediately upon seizure to block remote wipe commands.

Once the data is securely captured, the analysis phase begins on a dedicated
forensic workstation. This phase involves searching for hidden, deleted, or
fragmented files, analyzing system registries, and reconstructing timelines of
cybercriminal activity. This phase requires impartial objectivity; the forensic analyst
looks for data that can either inculpate (prove guilt) or exculpate (prove innocence)
a suspect.

The final and arguably most challenging phase is the presentation of findings.
A brilliant technical analysis is useless if a judge, jury, or prosecutor cannot
understand it. Forensic specialists must translate complex technical logs, hex values,
and network architectures into a clear, jargon-free forensic report. Furthermore,
digital forensics experts are frequently called into court to serve as an expert witness.
During cross-examination, defense attorneys will rigorously challenge both the
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expert's qualifications and the forensic methodology used. They may question the
specific validation steps of the forensic software or look for minor gaps in the chain
of custody to get the evidence suppressed. Therefore, the ability to clearly
communicate how an exploit occurred and how the evidence was protected is just as
vital as the technical skill required to find it.

Answer the questions based on the text

1.

o

9.

What is the ultimate goal of digital forensics according to the first paragraph?

2. Which four critical phases define the standard digital forensics process?
3.
4. How do cryptographic hashing algorithms mathematically protect digital

Why must investigators avoid working directly on the original suspect device?

evidence?

What type of documentation prevents defense claims regarding evidence
tampering?

What is live data triage and when is it typically used?

What critical data can be permanently lost if a running server is abruptly
powered off?

How has the rise of cloud computing complicated the legal side of cyber
investigations?

Why should an investigator place a seized smartphone into a Faraday bag
immediately?

10.What is the difference between data that inculpates and data that exculpates a

suspect?

11.Why is a purely technical forensic report often insufficient for a court of law?
12.What challenges does a forensic specialist face during a cross-examination?

Exercise 1: Multiple Choice. Choose the correct answer (A, B, C, or D) to complete
the sentence or answer the question.

1.

Which phase of a cyber investigation ensures that legal guidelines are met and
files are not altered during extraction?

A) Cross-examination

B) Presentation of findings

C) Data acquisition

D) Live data triage

If an investigator needs to mathematically guarantee that a cloned hard drive
has not been modified, they use:

A) Cross-examination

B) Cryptographic hashing

C) Root privileges

D) Tamper-evident packaging

Evidence that is collected legally and can be formally introduced in a court of
law is called:

A) Admissible evidence
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B) Volatile data

C) Inculpating data

D) Traffic metadata

. A forensic duplicate that represents a sector-by-sector, bit-for-bit copy of
physical media is a:

A) Live triage report

B) SIEM system

C) Bit-stream image

D) Workstation backup

. What must an investigator continuously fill out to document who handled the
digital evidence?

A) Forensic report

B) Cryptographic hash log

C) Chain of custody

D) Server log file

. Evidence that clears a suspect of blame and supports their innocence is said to:
A) Obfuscate

B) Inculpate

C) Exculpate

D) Exfiltrate

. What is a specialized, secure computer system used by specialists to perform
analysis on evidence images?

A) Forensic workstation

B) Target machine

C) Command and control system

D) Proxy server

. When an analyst extracts temporary encryption keys from the active RAM of a
running server, they are performing:

A) Database log analysis

B) Live data triage

C) Cloud log management

D) Packet sniffing

. A technical specialist who is called into a courtroom to explain digital evidence
and answer legal questions is an:

A) Expert witness

B) Intruder analyst

C) Insiders witness

D) Investigating prosecutor

10.During a legal trial, the defense attorney asks tough questions to challenge the

expert witness's methodology during:
A) Data acquisition

B) Presentation of findings

C) Log correlation
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D) Cross-examination
11.To protect a physical hard drive or smartphone from physical tampering after it
Is seized, it is placed in:
A) Faraday workstations
B) Tamper-evident packaging
C) Multi-jurisdictional safes
D) Immutable logging cases
12.Evidence that directly connects a suspect to a cybercrime and points to their
guilt is said to:
A) Exculpate
B) Obfuscate
C) Inculpate
D) Encrypt
13.The stage of a cyber investigation where complex technical data is translated
into clear facts for a judge and jury is the:
A) Presentation of findings
B) Data acquisition
C) Forensic triage
D) Stream reconstruction
14.To make sure that the original hard drive cannot be modified during the
cloning process, analysts connect it to a hardware:
A) Packet sniffer
B) Write-blocker
C) SIEM system
D) C2 channel
15.Maintaining data integrity means ensuring that the extracted evidence remains:
A) Completely encrypted and hidden
B) Accessible via the public internet
C) Unaltered, complete, and accurate
D) Obfuscated by cloud systems

Exercise 2: True or False. State whether the following statements are True or False
based on professional digital forensics standards.
1. A bit-stream image includes deleted files and unallocated space, unlike a
regular file copy. (True / False)
2. If an investigator changes the name of a folder on an evidence drive, the
cryptographic hash value stays exactly the same. (True / False)
3. Legally admissible evidence must be gathered according to proper legal
procedures. (True / False)
4. Forensic analysis must be performed directly on the original device whenever
possible. (True / False)
5. A chain of custody document can have gaps in time as long as the evidence is
eventually locked in a lab. (True / False)
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6. Exculpating evidence is just as important to a forensic analyst as inculpating
evidence. (True / False)

7. Live data triage is used when turning off a computer would result in losing
critical volatile memory. (True / False)

8. During cross-examination, defense lawyers will look for minor documentation
mistakes to get digital evidence dismissed. (True / False)

9. An expert witness should use a lot of complex technical jargon to ensure the
jury understands the depth of the case. (True / False)

10.Tamper-evident packaging makes it impossible for someone to open a physical
piece of evidence without leaving visible marks. (True / False)

11.Cyber investigation processes do not require legal oversight until the evidence
Is brought into the courtroom. (True / False)

12.Data integrity can be legally proven in court by matching the original hash
value with the forensic image's hash value. (True / False)

13.Forensic workstations should always be connected to the public internet during
malware analysis. (True / False)

14.The presentation of findings phase is focused on writing technical reports
meant exclusively for other IT specialists. (True / False)

15.1f a single character of data inside a bit-stream image is altered, the SHA-256
hash output changes entirely. (True / False)

Exercise 3: Fill in the Gaps. Fill in the gaps with the most appropriate word or

phrase from the box below. Do not use the same phrase twice.

admissible evidence, expert witness, cross-examination, data acquisition, bit-
stream image, forensic workstation, cryptographic hashing, chain of custody,
data integrity, presentation of findings, inculpate, exculpate, live data triage,

tamper-evident packaging, cyber investigation

1.

The investigator carefully placed the suspect's hard drive inside a secure bag
with to ensure no one could open it
secretly.

If you want to use digital logs in a court trial, you must prove they are
by showing how they were collected.

The technician performed a on the server to
extract active network sockets before pulling the power cord.

The prosecutor used server log entries to
the rogue employee and tie them to the network breach.

The digital forensics process failed because there was a two-day gap in the
log.

Every sector of the computer's solid-state drive was duplicated into a perfect

Algorithms like SHA-256 are used in to
generate unique digital fingerprints for evidence files.
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8. The specialist used a high-performance that
was completely isolated from the local office network to run carving tools.

9. The defense attorney tried to weaken the analyst's testimony during a
aggressive :

10.1f an administrator modifies a file on a suspect computer after seizing it, the

of the evidence is broken.
11.The team discovered emails that completely
the manager, proving he was out of the

country when the attack occurred.

12.A comprehensive involves not only finding
malicious scripts but also documenting the entire legal process.

13.During the stage, the technical lead
presented a simplified flowchart showing how the data exfiltration happened.

14.The judge asked the to clarify how an SQL
Injection vulnerability could expose a company's database.

15.The extraction of raw data from a digital device into a secure forensic file
format is known as

Exercise 4. Multiple Choice Reading (A, B, C or D). Read the text below. For
questions (1-10), choose the correct answer (A, B, C or D).

Key Targets and Technologies in Cybercrime Investigation

In the modern digital era, information systems have become both the
instruments and the scenes of crime. To successfully prevent and investigate
cybercrimes, law enforcement agencies and forensic specialists must identify specific
objects of attention. These key targets include not only traditional physical hardware
like hard drives and servers, but also transient digital assets such as volatile RAM
data, cloud-based storage, network traffic logs, and encrypted communication
channels. Each of these objects requires a distinct methodological approach and
specialized technology to ensure that evidence is gathered legally and effectively.

When preventing cyber threats, the primary focus is on proactive monitoring
and vulnerability assessment. Artificial Intelligence (Al) and Machine Learning (ML)
algorithms are increasingly deployed within Security Information and Event
Management (SIEM) systems. These technologies automatically scan vast
infrastructure networks to detect early anomalies, such as unauthorized data
exfiltration or unusual command patterns, before an actual breach occurs.
Furthermore, Intrusion Detection Systems (IDS) act as automated security guards,
filtering data in motion and blocking suspicious connections from known malicious
IP addresses.

Once a cybercrime is committed, the investigation phase requires reactive
digital forensics. Here, the immediate object of attention shifts to volatile data.
Because active network connections, running processes, and temporary decryption
keys reside inside the computer's Random Access Memory (RAM), they disappear
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the moment a machine is powered down. Investigators utilize live data triage
technologies to securely capture this "data in motion" while the system is still
running. Turning off a compromised server abruptly is now considered a critical
mistake that can permanently destroy vital evidence.

For static data, or "data at rest," investigators rely on specialized hardware like
write-blockers to extract a perfect bit-stream image of hard drives without altering a
single bit of the original media. To mathematically validate the integrity of this
copied data for courtroom presentation, cryptographic hashing algorithms (such as
SHA-256) are used to generate a unique digital fingerprint. Ultimately, successful
combatting of cybercrime depends on the seamless integration of these automated
monitoring systems and strict forensic preservation protocols, turning raw digital
footprints into legally admissible evidence.

Questions 1-10

1. According to the first paragraph, what has happened to information systems
in the modern era?

A) They have completely replaced the need for legal warrants.

B) They act as both the tools used to commit crimes and the crime scenes themselves.
C) They are used exclusively for traditional physical hardware storage.

D) They have made network traffic logs obsolete.

2. Which of the following is mentioned as a transient (volatile) digital asset? A) A
physical hardware server.

B) An external backup hard drive.

C) Volatile RAM data.

D) A hardware write-blocker device.

3. What is the main focus when trying to prevent cyber threats before they
happen?

A) Writing legally binding reports for the court.

B) Proactive monitoring and vulnerability assessment.

C) Shutting down servers to wipe the system's memory.

D) Cross-examining suspects in a laboratory.

4. How do Al and Machine Learning algorithms assist SIEM systems?

A) By physically capturing smartphones at a crime scene.

B) By automatically scanning networks to detect early anomalies.

C) By decrypting HTTPS traffic without cryptographic keys.

D) By replacing human judges and prosecutors in court.

5. What is the primary function of an Intrusion Detection System (IDS)?

A) To create a bit-stream image of static hard drives.

B) To act as an automated guard that filters data in motion and blocks suspicious
connections.

C) To generate SHA-256 digital fingerprints for physical evidence.

D) To package mobile phones inside specialized Faraday bags.
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6. Why is RAM data considered a critical object of attention immediately after a
crime?

A) It contains static corporate files that never change.

B) It stores active connections, running processes, and encryption keys that vanish
when powered off.

C) It is immune to any anti-forensics tampering techniques.

D) It can only be extracted using a physical hardware write-blocker.

7. What technique do investigators use to extract volatile information while a
server is still running?

A) Hard drive fragmentation.

B) Live data triage.

C) Passive data exfiltration.

D) Multi-jurisdictional cloud blocking.

8. What does the text describe as a *‘critical mistake' during an active server
investigation?

A) Using cryptographic hashing to verify data integrity.

B) Connecting the forensic workstation to an isolated network.

C) Abruptly turning off a compromised, running server.

D) Deploying an IDS to monitor incoming traffic.

9. What tool is used to ensure that an original hard drive cannot be modified
during the data cloning process?

A) A proxy server.

B) An immutable logging system.

C) A write-blocker.

D) A Faraday bag.

10. How do forensic specialists mathematically prove to a court that a forensic
copy is identical to the original drive?

A) By presenting a signed confession from the IT administrator.

B) By utilizing cryptographic hashing algorithms to match digital fingerprints.

C) By running a DDoS attack against the evidence drive.

D) By showing that the device was placed in a tamper-evident package.

*Exercise 5. Match the Words with their Meanings. Choose a definition (A-L) that
matches the meaning of each English term (1-12).

Words Meanings

A The absolute assurance that digital evidence has remained
unaltered, complete, and accurate.

B A unique digital code generated by an algorithm that acts
as an unchangeable identity mark for a file.

C The legal and technical process of collecting temporary
data from a device while it is still running.

4. Admissible evidence D Information stored in RAM that is temporary and
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2. Data exfiltration

3. Write-blocker



Words

5. Data integrity

6. Bit-stream image

7. Cryptographic hash

8. Live data triage

Meanings
vanishes completely once the power source is disconnected.

E Automated technology that monitors network
infrastructure to spot security weak points and early threats.

F An unauthorized transfer or theft of sensitive data from a
secure corporate or institutional network.

G A hardware tool that prevents a computer from making
any modifications to an original evidence drive during
cloning.

H Systems that act as security guards, filtering data packets
in motion and blocking malicious IP connections.

9. Vulnerability I Information and digital artifacts that are legally collected

assessment

and accepted by a judge to be used during a trial.

10. Intrusion Detection J A sector-by-sector, bit-for-bit exact forensic duplicate of a

System (IDS)

11. Incident response

12. Forensic analysis

physical storage device.

K The phase where investigators search for hidden data,
reconstruct timelines, and identify cybercriminal tracks.

L An organized, structured plan of action taken by
specialists to contain, manage, and mitigate a cyberattack.

* Exercise 6. Translate into English. Translate the given words, expressions and
sentences into English, based on the vocabulary of the text.
Part A: TepminoJioriuni Bupa3u

CoNoaRrwdE

10 Excnept-cBi10K —

JlomycTumi T0Ka3u —
30ip (BUIIyUYEHHS) JTaHUX —
IToGiToBMI KJIOHOBaHUI 00pa3 AUCKA —
JlaH11FOKOK 30€peKEeHHS JTI0Ka31B —
[TepBuHHUI aHAIII3 «<GKUBUX)» JTAHUX —
Kpunrorpadiune xenryBanus —
VYnakyBaHHS 3 IHIUKALIIEIO BTPYYaHHS —
OmuiHka Bpa3IuBOCTEeH —
. Bukpaaenns (HecaHKII0HOBaHE BUITYYEHHS) TAHUX —

Part B: IIpodeciiini peuenust
11.BUMKHEHHSI 3J1aMaHOro cepBepa 3HUIIUTh KPUTUYHO BAXKIWBI JaHI B
onepartuBHiil mam'sti (RAM).
12.CremnianicT BUKOPUCTOBYIOTH arapaTHi OJOKIpaTOpU 3arucy ISl 3aXUCTy

UJIICHOCTI JaHUX.

13.KoxHa 3MiHa UPPOBOTO JOKA3Y MOBHICTIO 3MIHUTh KIHIIEBE XEII-3HAYCHHSI.
14.T'onoBHa MeTa 1udpPOBOT KPUMIHATICTUKA — 310paTH JOKa3Hu, K1 BUTPUMAIOTh

NEePEeBIPKY B CY/IL.
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15.1Tim wac mepexpecHOro MOMUTY aJBOKAaTH 3aXUCTy OYIyTh PETEIHHO
NEePEeBIPATH METOJIMKY PO3CITITyBaHHS.

“Exercise 7. Read the texts below. Match choices (A—H) to the texts (1-5). There are
three choices you do not need to use.

Texts: Database Forensics Challenges and Methods
1.
Unlike traditional file system analysis, investigating an active database requires
careful extraction of volatile memory structures. If a malicious user executes an
unauthorized query and immediately logs out, the proof of this connection often
resides exclusively in the system’s transaction cache or buffer pool. Powering down
the SQL server abruptly to pull a static image would flush these dynamic tables
instantly, erasing critical IP footprints and temporary session keys. Investigators must
perform memory carving while the engine is running.
2.
When auditing corporate fraud, investigators frequently encounter "data at rest”
modification anomalies. Savvy insiders often execute raw UPDATE or DELETE
statements directly inside the relational engine, bypass standard application logs, and
then clean up the user history. To reconstruct what happened, a forensic specialist
must dive into the database transaction logs (such as SQL Server's .Idf or Oracle's
Redo logs). These files serve as a chronological black box, recording every single
physical modification before it is permanently committed to the data files.
3.
A major hurdle in contemporary database forensics is identifying tampered or
completely falsified entries within multi-layered environments. In financial
cybercrimes, attackers might manipulate currency balances and alter database
metadata to obscure the timestamp of the transaction. To establish data integrity for
legal presentation, examiners run automated integrity checkers and recalculate
internal page-level checksums. If a single byte within a database table block has been
manipulated manually, the internal checksum will mismatch, exposing the illicit
alteration.
4,
With companies migrating their core infrastructures to platforms like AWS RDS or
Azure SQL, the physical boundaries of database investigations have faded. Forensics
experts no longer have physical access to the underlying hard drives, write-blockers
cannot be plugged in, and sector-by-sector cloning is impossible. Analysts must adapt
by relying strictly on cloud-native logging protocols, control-plane APIs, and remote
database auditing features to reconstruct malicious access, introducing complex
multi-jurisdictional legal challenges.
5.
One of the trickiest aspects of database analysis involves identifying and
reconstructing "dropped" or deleted records. When a row is removed from a database
table, the database management system (DBMS) typically marks that specific storage
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slot as "free" or unallocated rather than wiping the actual data bytes instantly. Using
hex editors and specialized parsing tools, a forensic analyst can scan these
unallocated pages to carve out deleted texts, hidden index keys, and fragments of past
transactions before new data overwrites them.

Choices A-H

A) Analyzing Transaction Logs to Reconstruct Chronological Fraud Activities
B) Implementing Advanced Firewalls to Prevent SQL Injection Exploits

C) Recovering Scratched and Overwritten Hard Drive Platters Physically

D) The Volatility of Buffer Pools and the Risks of Abrupt Server Shutdowns
E) Carving and Extracting Dropped Table Rows from Unallocated Database

Pages

F) Utilizing Cryptographic Checksums to Detect Metadata and Page
Tampering

G) Migrating Legacy Database Infrastructures to High-Speed Hybrid Storage
Systems

H) Investigating Database Incidents within Virtualized and Managed Cloud
Environments

Exercise 8. Put the words in the correct order:

1.
2.
3.

©o~No O~

forensics / system / data / database / motion / investigates / in.

RAM / server / down / flushes / volatile / dynamic / tables / powering / the.
transactions / chronological / log / records / files / database / modifications /
all.

specialists / transaction / audit / for / logs / examine / corporate / fraud.
checksums / detect / page / internal / automated / tampering / help / to.
unallocated / deleted / can / experts / pages / from / records / carve.

cloud / access / do / have / physical / servers / investigators / not / to.
write-blockers / original / cloning / used / protect / are / data / during / to.
modification / hash / any / value / database / changes / the / cryptographic.

10 chain / custody / must / documented / of / be / meticulously / every / step.
11.expert / translated / terms / witness / the / technical / complex / judge / for / the.
12.tools / forensic / tables / analyze / to / relational / used / are / logs.

13.software / integrity / legal / requirements / tools / must / formal / meet.
14.database / metadata / attackers / alter / transaction / timestamps / to /

manipulate.

15.live / extraction / triage / structures / memory / active / requires / data.

Exercise 9: Match the English terms with their Ukrainian equivalents
Directions: Match the English professional term on the left (1-15) with its exact
Ukrainian forensic equivalent on the right (A-O).
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10

11

12

13

14

15

English Forensic

Term

Database forensics
Transaction cache
Relational engine

Chronological  black

box
Data at rest

Page-level checksum
Falsified entries

Unallocated database
pages

Cloud-native logging

Dropped table rows

Temporary session

keys

Live data triage
Hex editor
Expert witness

Cross-examination

Letter

O

Ukrainian Equivalent

[lepBUHHMIA aHATI3 <OKUBUX» JaHUX
[TocTopiHKOBa KOHTPOJIbHA CyMa

HeposnosineHi ctopinku 6a3u JaHUX
TumuacoBi ceciiiHl KIIF04l

Bunaneni (CkuHyT1) psaku TabauI
Kemr tpan3akiiiii (0ydepHuit myn)

Kpuminanictuune aociijikeHHs 0a3
TaHUX

Pensuiiinuii mexanizm (nBuryH bJ1)

Jlani y craHi crnokow (30epexeHi
JIaH1)

[TixpoOneni
3aIncu

(canbcudikoBani)

XPOHOJIOTIYHA «YOPHA CKPUHBKA

BOynoBaHe (HAaTWBHE) JIOTYBaHHS B
xmapi

[lepexpecuuii gonurt (y cymi)

[licTHAOUATKOBUH pPETAKTOp (XEKC-
penaKkTop)

Excniept-cBiIoK

Exercise 10. Read the text and answer the questions.
Text: The Architecture and Challenges of Cloud Forensics
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The rapid migration of corporate data to remote environments has
fundamentally altered the landscape of digital investigations. Cloud forensics — a
specialized sub-discipline of digital forensics — involves the preservation,
acquisition, and analysis of digital evidence stored in cloud computing
infrastructures. Unlike traditional hardware forensics, where an investigator exercises
complete physical control over a suspect’s hard drive, cloud environments present a
virtualized, multi-tenant landscape where data is distributed across dynamic, remote
Servers.

[Diagram mapping cloud service deployment models SaaS PaaS laaS and
forensic data access levels]

The primary obstacle in cloud investigations is the loss of physical control.
When data resides in the cloud, standard protocols like connecting a physical write-
blocker to extract a sector-by-sector bit-stream image are completely impossible.
Instead, investigators must rely on the cooperation of Cloud Service Providers (CSPs)
and utilize API-driven data acquisition. The level of forensic access depends heavily
on the cloud deployment model:

. Software as a Service (SaaS): The investigator has the least
control, relying almost entirely on logs provided by the CSP (e.g., mail server
access logs).

. Platform as a Service (PaaS): Access is limited to application
logs and database configurations.

. Infrastructure as a Service (laaS): This provides the highest
level of forensic control, allowing investigators to capture virtual machine
(VM) snapshots and volatile RAM data from virtualized environments.

Data volatility and multi-tenancy introduce severe legal and technical risks. In
a multi-tenant cloud environment, a single physical server hosts data belonging to
hundreds of different companies or individuals. Extracting an entire physical hard
drive from a data center would violate the privacy and human rights of innocent third
parties, making the evidence inadmissible in court. Therefore, analysts must perform
scoped extractions.

Furthermore, data in the cloud is highly ephemeral; logs rotate quickly, and
virtual instances can be deleted permanently with a single command. To prove data
integrity during legal presentation, investigators must immediately calculate
cryptographic hashes of the extracted cloud logs and maintain a flawless chain of
custody, documenting every digital API call and transfer of information.

Finally, jurisdictional challenges often complicate cloud investigations. A
suspect might be located in Ukraine, while the malicious actions were executed using
a SaaS platform hosted in Germany, and the actual physical server storing the
encrypted data logs is located in the United States. Navigating international legal
frameworks and executing cross-border data requests requires significant time, during
which vital digital footprints can be completely overwritten or purged by automated
cloud optimization algorithms.
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Questions:

1.
2.

3.

8.

9.

How does the text define the sub-discipline of cloud forensics?

What is the fundamental difference between traditional hardware forensics and
cloud forensics regarding physical control?

Why are traditional tools like hardware write-blockers and bit-stream images
ineffective in cloud investigations?

Which cloud deployment model (SaaS, PaaS, or 1aaS) grants forensic analysts
the highest level of control, and why?

What is a "multi-tenant environment,” and what unique challenge does it
present to investigators?

Why is traditional full-disk extraction legally problematic in a multi-tenant
cloud infrastructure?

What does the term "ephemeral data” imply in the context of cloud logging
systems?

How do cyber investigators mathematically validate the integrity of extracted
cloud data logs?

Explain the multi-jurisdictional scenario described in the final paragraph of the
text.

10.What can happen to vital cloud logs while investigators are waiting for

international legal requests to clear?

Exercise 11. Write True if the statement matches the information in the text, or
False if it contradicts the text.

1.

2.

3.

8.

9.

Cloud forensics is considered a specialized sub-discipline of digital forensics.
(True / False)

Investigators in cloud forensics exercise the same physical control over hard
drives as they do in traditional hardware forensics. (True / False)

Standard physical write-blockers can easily be used to clone cloud
infrastructure sector-by-sector. (True / False)

Cloud service deployment models significantly impact the level of forensic
access available to analysts. (True / False)

The Software as a Service (SaaS) model provides investigators with the highest
level of forensic control. (True / False)

Virtual machine snapshots and volatile RAM can be captured effectively
within an laaS infrastructure. (True / False)

Multi-tenancy means that a single physical server is dedicated strictly to one
corporate client. (True / False)

Extracting an entire physical hard drive from a multi-tenant data center could
violate human rights and privacy laws. (True / False)

Scoped extractions are used by analysts to avoid collecting data from innocent
third parties. (True / False)

10.Data in cloud environments is long-lasting and completely safe from sudden

deletion. (True / False)
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11.To ensure data integrity for legal presentation, examiners immediately
calculate cryptographic hashes of extracted logs. (True / False)

12.The "chain of custody" is only important for physical evidence, not for digital
API calls. (True / False)

13.Physical cloud servers are always located within the same legal jurisdiction as
the suspect. (True / False)

14.Automated cloud optimization algorithms can purge or overwrite vital digital
footprints while legal requests are processed. (True / False)

*Exercise 12. Match the Words with their Meanings. Match each English term or
expression (1-14) with its correct professional definition (A—N).

Cloud Forensics

Term Definition / Meaning

Data that is temporary, short-lived, and can
1 Cloud forensics A Dbe easily overwritten or deleted permanently
by automated algorithms.

A cloud model where investigators only
2 Multi-tenancy B have access to basic application logs and
database setups, but no OS control.

Legal challenges that arise because digital
3 Scoped extraction C  footprints, suspects, and hardware servers
are located in different countries.

A specialized sub-discipline that involves
4 Ephemeral data D  recovering and analyzing evidence from
virtualized, remote environments.

A cloud model that grants the highest level
E  of forensic control, including virtual
machine snapshots and RAM captures.

Platform as a
Service (PaaS)

e The absolute assurance that digital evidence
Jurisdictional . .
6 F has not been tampered with or modified
challenges . :
since its collection.

A process where data is gathered remotely

7 Data integrity G  using system commands and endpoints
rather than physical write-blockers.

224



10

11

12

13

14

Cloud Forensics
Term

Infrastructure as a
Service (laaS)

Software as a
Service (SaaS)

API-driven  data
acquisition

Chain of custody
log

Virtual machine
snapshot

Cloud Service
Providers (CSPs)

Log rotation

Definition / Meaning

A dynamic architectural model where a
single physical server hosts data belonging
to multiple independent clients.

A certified log that records every single
digital API call, access, and transfer of
digital evidence during an investigation.

A targeted, limited extraction of specific
files designed to protect the privacy rights of
innocent third parties.

A virtual copy of a specific point in time that
preserves the exact state of a virtual server's
operating system.

Companies that host remote environments
(like AWS or Microsoft Azure) and must
cooperate with law enforcement during a
case.

The process of automatically replacing or
cleaning out old log files to save space inside
an information system.

A cloud model where investigators have the
least control, relying strictly on user-level
access history provided by the vendor.

* Exercise 13. Translate into English. Translate the given words, professional
phrases, and sentences into English using cloud forensics vocabulary.
Part A: CneuiaxizoBani Bupa3u

No ko

XMapHa KpUMIHAJIICTUKA —

Bararoopenne cepegoBuiiie (CrijbHEe BUKOPUCTAHHS CepBEpa) —

O6mexeHe (BUOIPKOBE) BIUTYYEHHS JaHUX —
Miunnusi / epemepHi JaH1 —

HOpucaukiiitai mpo6seMu (3aKOHOaBUl MEPEIIKOIN ) —

3HIMOK BIPTYaJIbHOI MallTUHU —

IIpoBaiinepy XMapHUX NOCIYT —
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8. 30ip nanux uepe3 APl —
9. IloBHE BHIIyYEHHS JAUCKA —
10.Porarist j0riB (KypHaIIB MOJIH) —

Part B: IIpodeciiini peuenHst

11. Tpamumiitai  amapaTHi  OJIOKIpaTOpd  3amucy  aOCOJIOTHO  HEMOXKIIMBO
M1IKJIIOYUTH 10 XMapHO1 IHPPaCTPyKTYpH.

12.BwirydenHss BChOTO (DI3WYHOTO OHWCKA 3 JaTa-IEHTPY MOpYIIwio O mpasa
JIOJTMHU CTOPOHHIX 0Ci0.

13.CrerianictT  TIOBMHHI HETallHO po3paxyBaTH Kpunrorpagiuni Xemi s
MiATBEPIKCHHS IUTICHOCTI JaHUX.

14.Monens posropranas «lHdpactpykrypa sik cepBic» (IaaS) 3abesneuye
HAWBUIINIA PIBEHb KPUMIHAIICTUYHOTO KOHTPOJIIO.

Glossary

Malware Forensics
Malware forensics — kpuMiHaIICTUYHE TOCIIHKEHHS K1 IJIHBOTO MPOTPaAMHOIO
3abe3neueHHs (I113).
Static analysis — cratnunuii aHamiz (docaiodcenHs Kooy npocpamu 6Oe3 it
dakmuurno2co 3anycKy).
Dynamic analysis (Behavioral analysis) — nuHamivauii (ITOBSTIHKOBHI) aHAI3
(cnocmepediceH sl 3a NPO2PAMOI0 Ni0 YAC il BUKOHAHHSL).
Sandboxing — i301p0BaHe cepeoBHINE (ITICOYHHI») (3anycKk wkioaueozo 113
y be3neyHiu cucmemi).
Reverse engineering — 3BOPOTHE MPOCKTYBaHHS (peBEPC-IHKUHIPUHT /
JEKOMITUISIIS).
Disassembler — nuzaccembnep (incmpymenm, wo nepeéooums OGIHAPHULL KOO Y
mexcmosuii gpopmam acemonepa).
Debugger — Bimmaguuk (mebarep) (mpocpama Onsi NOKPOKOBO2O KOHMPOJIO
BUKOHAHHS KOOY).
Indicators of Compromise (IoCs) — inmukaTopu KoMmmpomerTariil (yugpposi
cniou amaxu, ax-om IP-adpecu uu xewi ¢atinia).
Command and Control (C2) server — cepBep KepyBaHHS Ta KOHTPOJIIO
(KomanOHUll cepsep xaxepis).
Obfuscation — oOdyckarttis (Haemuche 3anaymysants K00y 3108MUCHUKAMU OJisL
VCKIAOHEeHHS AHANi3)).
Packed malware — ynakoasne (ctucHene) mkigmse [13.
Signature matching — 3icraBieHHsI CUTHATYD (ROULYK BIOOMUX WUMAMOYKIE KOOY

8ipycis).

YARA rules — mpaBuna YARA (incmpymenm oOns  ioemmupixayii ma
Knacughixayii wkionusux ¢haiinis).

Process injection — iH'eKIiisi MPOLECY (NPUXOBAHE BNPOBAONCEHHS WKIOIUBO2O

KOOY 8 JIe2iIMUMHY NPOcPaMy).
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Persistence mechanism — mexani3M 3akpiIuIeHHSI B CHCTEMI (Ccnocio, skum 6ipyc
sudrcusae nicas nepezasanmaicenis I1K).

“Exercise 14. Read the text and answer the questions.
Text
Methodology and Objectives of Malware Forensics

When an information system is breached, finding out how the malicious code
operated is the job of malware forensics. This specialized discipline focuses on
isolating, dissecting, and understanding malicious software, such as ransomware,
trojans, or spyware, to determine its intent, origin, and impact on the infrastructure.
To safely examine malware without threatening the production network, forensic
analysts rely on two primary methodologies: static analysis and dynamic analysis.

The investigation usually begins with static analysis. Here, analysts inspect the
binary file without executing it. They extract basic metadata, calculate the
cryptographic hash, and search for specific text strings, such as hardcoded IP
addresses or registry pathways. To dig deeper into compiled binaries, investigators
use a disassembler to translate machine code into human-readable assembly
language, or tools for reverse engineering to reconstruct the original logic.

However, cybercriminals frequently deploy defense mechanisms to delay
investigations. They use obfuscation to confuse code structures or distribute packed
malware that hides the actual malicious payload inside a compressed layer. To
bypass these tricks, analysts switch to dynamic analysis, executing the file inside a
heavily monitored, isolated network environment known as a sandbox.

During dynamic analysis, a debugger allows the investigator to monitor the
program's behavior step-by-step. The focus shifts to discovering how the virus
interacts with the operating system: Does it create a hidden persistence mechanism
in the Windows Registry to survive reboots? Does it perform process injection to
hide inside clean system tasks? Crucially, dynamic analysis uncovers network
activities, exposing the hidden Command and Control (C2) server used by
attackers to exfiltrate database records.

The ultimate goal of malware forensics is to extract Indicators of
Compromise (loCs). By documenting unique file extensions, malicious IP
addresses, and registry keys, analysts can create custom YARA rules. These rules act
as digital alerts, enabling the security team to perform automated signature
matching across the entire enterprise network to prevent future infections and ensure
system protection.

Answer the questions based on the text
1. What is the primary objective of malware forensics during a system breach
investigation?
2. What are the two core technical methodologies used by forensic analysts to
study malicious code?

227



What specific data can investigators find during the initial static analysis
phase?

What is the difference between how a disassembler is used and how reverse
engineering is applied?

Why do cybercriminals use obfuscation and packing techniques on their
software?

What is a sandbox and why is it essential for performing dynamic analysis
safely?

What system changes do investigators look for when searching for a
persistence mechanism?

How does a process injection attack help a virus escape detection by basic
antivirus scanners?

Why is identifying a Command and Control (C2) server a major
breakthrough in an investigation?

*Exercise 15. Put the words in the correct order

1.
2.
3.

©CoOoNo O~

forensics / code / how / operated / malware / discovers / malicious.

without / file / static / executable / analyzes / analysis / running / the.

reverse / logic / programming / engineering / reconstructs / original / the /
software.

obfuscation / code / use / cybercriminals / structures / to / confuse.

payloads / malicious / packed / inside / malware / compression / hides / layers.
isolated / sandbox / execution / secure / environments / provide / malware / for.
debugger / code / step-by-step / interactive / execution / monitors / a / running.
registry / keys / hidden / mechanism / create / persistence / malware / a.

. system / process / injects / code / injection / clean / into / malicious / tasks.

10 database / C2 / exfiltrate / servers / channels / provide / records / to.
11.custom / alerts / YARA / security / generate / rules / to / digital.

12.alerts / signature / matching / known / flags / threat / patterns / based / on.
13.workstation / forensic / network / from / production / isolated / stays / the.
14.analysts / indicators / extract / of / compromise / security / system / for.

Exercise 16. Fill in the Gaps. Fill in the gaps in the sentences with the appropriate
professional terms from the reference book. Each expression can only be used once.

reference book

static analysis, dynamic analysis, sandbox, reverse engineering, obfuscation,
packed malware, debugger, persistence mechanism, process injection, C2
server, Indicators of Compromise, YARA rules

1. To prevent the virus from spreading to the corporate network, analysts

2.

executed the sample inside an isolated

Cybercriminals applied advanced to .mask

the text strings and make the code unreadable.
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3. Investigators check the startup registry paths to see if the trojan established a

4. During , the specialist monitors how the
running file interacts with the active operating system.
5. The security system flagged a malicious IP address and file hash, which are

critical :

6. To inspect a binary without executing its dangerous payload, you must perform

first.

7. The ransomware used a technique called to
execute its payload inside the legitimate explorer.exe process.

8. Analysts use an interactive to set
breakpoints and control code execution step-by-step.

9. Because the file was distributed as , the
static scanner could not read the compressed internal headers.

10.The team deployed custom to scan the

entire network infrastructure for specific malware signatures.
11.The network log analysis revealed that the compromised machine was
communicating directly with an overseas :
12.High-level experts perform to decompile
binary components and reconstruct the software's original source logic.

Exercise 17. Match the English terms with their Ukrainian equivalents

English  Forensic Ukrainian Equivalent

Term
. . Iamgukaropu  komrmpomMeTarni nudposi
1 Static analysis A A p p wi - (wadp
CHIJU aTaKH)
. OO0dvyckamisgs (HaBMHCHE 3aIUTyTyYBAaHHS
2 Sandboxing B Pycxaniz - ( yry
KOZy)
i . CratTHyHU#A aHaII3 OCHIKEHHS 0O€e3
3 Reverse engineering C (nocain
3aIyCKYy)
. Cepse KEpYBAaHHA Ta  KOHTPOJIIO
4 Obfuscation D PBEP N Py P
(koMaHTHU cepBep)
MexaHi3M 3akpiluieHHS (BH)KWBAHHSI) B
5 Packed malware E . P ( )
cucremi
6 Debugger F  I3ompoBane cepenoBuIlie («ITiCOUHUIIS)
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English  Forensic Ukrainian Equivalent

Term
7 Persistence G 3BOpOTHE MIPOCKTYBaHHS (peBepc-
mechanism WHKHHIPUHT)
8 Process injection H  VYmakoBasne (ctucHene) mkimpmse 113
Bignaguuk (mebarep s MOKPOKOBOTO
9 C2 server I AT (n P A P
KOHTPOJTIO)
10 Indicators of ] [H'ekmiss mporecy (BIPOBAKEHHS B 1HIILY
Compromise porpamy)

Exercise 18. Read the text below. For questions (1-10), choose the correct
answer (A, B, C or D).
Email and Social Media Investigations
Digital Footprints in Communication Networks

The investigation of electronic communication platforms has become a
cornerstone of modern digital forensics. When cybercriminals orchestrate phishing
campaigns, corporate espionage, or online harassment, they inevitably leave
footprints within email infrastructures and social media ecosystems. For forensic
examiners, extracting and preserving this data requires a combination of network
analysis, metadata parsing, and strict adherence to legal standards to ensure the
evidence remains admissible in court.

Email forensics typically begins not with the visible text of the message, but
with the hidden email header. While a casual user only sees the sender's name and
the message body, the header contains a technical log of the email's entire journey
across the Internet. Analysts parse this data to extract MIME parameters, unique
Message-IDs, and the sequence of Received headers. These logs display the exact IP
addresses of the mail transfer agents (MTAS) that handled the file. By tracing these
routing lines backward, an investigator can discover the original outbound server
used by the attacker, effectively defeating simple display-name spoofing tricks where
an email pretends to come from a trusted financial institution.

However, modern email security protocols like SPF (Sender Policy
Framework), DKIM (DomainKeys Identified Mail), and DMARC complicate
simple deception. DKIM, for instance, attaches a unique cryptographic signature to
the email header. If an attacker intercepts the email in transit and alters its text or
attachments, the cryptographic verification will fail automatically. For a forensic
investigator, verifying a valid DKIM signature mathematically proves data integrity
— confirming that the evidence has remained completely unaltered since it was
dispatched by the sender’s server.

230



Investigating social media platforms (such as Meta, X, or Telegram) introduces
a shift from server logs to OSINT (Open Source Intelligence) and API data
extraction. When a suspect deletes a threatening post or a fraudulent direct message,
the data often vanishes from public view, but it does not disappear instantly from the
platform’s underlying databases. Analysts utilize targeted web-scraping tools and
legal sub-poenas to request institutional data packets directly from social media
corporations.

Furthermore, social media files are rich in hidden metadata. For example,
when a suspect uploads an image of stolen corporate documents to a social platform,
the image file may still contain embedded EXIF data. This hidden layer can store the
exact brand and model of the smartphone camera used, the precise date and time of
the photo, and even the global GPS coordinates of the physical room where the
document was photographed. Combined with a meticulously documented chain of
custody log that notes every step of the digital collection process, this metadata
provides prosecutor teams with undeniable proof linking a physical individual to a
specific cyber incident.

Multiple Choice Questions:
1. According to the first paragraph, what is required to ensure that
communication evidence can be used during a trial?

A) Using open-source web-scraping applications exclusively.

B) Complete reliance on the visible text of a message.

C) A combination of technical analysis and strict compliance with legal

frameworks.

D) Immediately deleting the suspect's social media ecosystem.
2. Where do forensic examiners look first to trace the routing history of a
suspicious email?

A) The visible text body of the message.

B) The hidden email header logs.

C) The recipient's local desktop background.

D) Public social media timelines.
3. What specific information can be uncovered by analyzing the sequence of
""Received" headers?

A) The smartphone camera brand used by the suspect.

B) The exact physical room address of the recipient.

C) The IP addresses of the mail transfer agents that processed the email.

D) The deleted direct messages from a social media account.
4. Display-name spoofing is a technique where an attacker:

A) Permanently deletes all email traffic from a corporate server.

B) Makes an email fake its sender identity to look like a trusted entity.

C) Attaches a valid cryptographic signature to a file.

D) Extracts GPS coordinates from an uploaded image.
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5. How does the DKIM protocol help a forensic investigator validate data
integrity?
A) It automatically deletes spam messages before they reach the user.
B) It provides the physical location of the attacker's house.
C) It uses a cryptographic signature that fails if the message was altered in
transit.
D) It blocks the police from accessing private mail transfer agents.
6. What happens when a suspect deletes a fraudulent message from a social
media platform?
A) It is permanently wiped from all corporate servers around the world within
one millisecond.
B) It disappears from public view but often remains stored within the
platform’s databases.
C) The investigator must use a hardware write-blocker on the smartphone to
see it publicly.
D) The DMARC security protocol automatically republishes it.
7. To collect hidden institutional data packets from social media companies, law
enforcement must use:
A) Simple display-name spoofing tricks.
B) Traditional sector-by-sector hard drive cloning tools.
C) Legal subpoenas and API data extraction.
D) Automated email routing protocols.
8. What type of hidden information is stored inside EXIF data layers of an
uploaded photo?
A) Mail transfer agent routing pathways and MIME parameters.
B) Technical camera specifications, timestamps, and GPS coordinates.
C) Automated DMARC optimization algorithms.
D) The password history of the suspect's email account.
9. Why are GPS coordinates in image metadata highly valuable for an
investigation?
A) They automatically prove that a DKIM signature is invalid.
B) They pinpoint the physical location where the digital photograph was taken.
C) They allow analysts to bypass the need for a chain of custody.
D) They convert machine code into readable assembly language.
10. What is the main purpose of a meticulously documented chain of custody
log?
A) To scrape public information from open-source intelligence websites.
B) To ensure the email server rotates its log files more frequently.
C) To legally prove that digital evidence was collected and handled without
tampering.
D) To encrypt the data transfer packets during cloud migration.
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Exercise 19. Fill in the Gaps. Fill in the gaps in the sentences with the
appropriate professional term from the box. Each term can be used only once.

email header, MIME parameters, Message-1D, Received headers, mail transfer
agents, display-name spoofing, SPF, DKIM, DMARC, OSINT, web-scraping,
EXIF data, GPS coordinates, chain of custody log

1. To hide their true identity, the scammer used
so that the email appeared to come from the

official bank support.

2. The investigator parsed the hidden to view
the routing history of the message across the internet.
3. Every legitimate email contains a unique in

its metadata that acts as a digital serial number for that specific message.
4. Analysts track the chronological path of an email by reading the sequence of
from bottom to top.
5. In the header, the IP addresses belongs to the various
that forwarded the electronic file across

networks.

6. The digital signature protocol known as
uses cryptographic keys to prove that an email was not altered in transit.

7. To verify if the sending server was actually authorized by the domain owner,
examiners check the records in the DNS.

8. Security  frameworks like help
organizations set strict rules on how to handle emails that fail cryptographic
authentication.

9. Information about the formatting, character sets, and file attachments of an
email is defined within the :

10.When gathering public information from a suspect’s open social media
profiles, investigators rely on techniques.

11.To collect thousands of public posts and comments automatically for timeline
reconstruction, analysts use specialized

tools.

12.When a suspect uploads an original digital photograph, forensic tools can
extract hidden embedded inside the image
file.

13.The camera metadata was so precise that it exposed the exact global
of the room where the documents were

stolen.
14.To make sure the evidence is admitted in court, the forensic team must
document  every  transfer of the files in a  detailed
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Exercise 20. Match the Words (1-14) with their Meanings (A-N).

10

Forensic Term

Email header

Display-name
spoofing

Received
headers

Mail  transfer
agents (MTAS)

DKIM

SPF

EXIF data

GPS
coordinates

Chain of
custody log

OSINT

Technical / Legal Definition

A specific security protocol that attaches a
verifiable cryptographic signature to an email
to guarantee its integrity.

Hidden metadata embedded within image files
that contains camera details, creation time, and
hardware settings.

A technical log at the top of an email
containing routing paths, timestamps, and
server configuration details.

Automated software-driven collection of data
from web pages and social media platforms to
preserve public evidence.

A deceptive technique where an attacker
changes the visible sender name to trick the
victim into trusting the message.

Global satellite positioning data embedded in
metadata that pinpoints the exact physical
location where a file was created.

A chronological sequence of metadata lines
showing every single server an email passed
through on its journey.

Open-source intelligence methodology used to
gather legally available public information
from internet ecosystems.

Software applications and servers that are
responsible for routing, transferring, and
delivering emails between networks.

A DNS-based authentication protocol that lists

which specific IP addresses are legally allowed
to send emails for a domain.
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11

12

13

14

Forensic Term Technical / Legal Definition

A strict, unalterable document that tracks who
collected, accessed, and handled digital
evidence from the crime scene to the
courtroom.

Web-scraping K

A globally unique string of characters assigned
Message-1D L  to an email by the outbound mail server to
differentiate it from all others.

Standards that define how  non-text

MIME M attachments, audio, video, and different
parameters language encodings are structured within an
email.

A comprehensive protocol that links SPF and
DKIM together, giving domain owners
instructions on how to block unauthorized
emails.

DMARC N

Exercise2l. Read the sentences below. Each sentence contains one professional,
factual, or grammatical mistake related to digital forensics. Find the mistake
and write the corrected version of the sentence.

1.

2.

3.

Email headers is completely useless for investigators because they only show
the visible text body of a message.

Forensic examiners check the sequence of MIME parameters to track the
chronological IP routing path of an email.

Display-name spoofing is a cryptographic protocol that mathematically secures
an email against interception.

The Message-ID is a unigue physical address of the computer hardware that
sent the original email file.

Mail transfer agents are human law enforcement specialists who manually
carry digital logs to the courtroom.

If an attacker alters an email attachment in transit, the digital DKIM signature
validation will pass successfully.

To verify if a remote server is legally authorized to send emails for a specific
domain, analysts check the OSINT records.

Web-scraping is a hardware tool used to physically clone a suspect's
smartphone inside a digital lab.

Delete social media posts disappear instantly from all underlying corporate
databases the exact millisecond a user clicks delete.
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10.EXIF data layers are stored inside email headers to define the language
encoding characters of the text.

11.GPS coordinates embedded in a digital photograph can pinpoint the exact
camera serial number used by the suspect.

12.A chain of custody log is only necessary for physical evidence like weapons,
and it are completely ignored in digital investigations.

13.Security frameworks like DMARC are used to extract hidden location data
from files uploaded to social media.

14.Investigators use OSINT methodologies to extract private, password-protected
databases from encrypted cloud networks.

Exercise 22. Read the text below. Choose from (A-H) the one which best fits
each space (1-6). There are two choices you do not need to use.
Mobile Device Forensics. Extracting Evidence from the Pocket

In the modern digital era, smartphones have become the primary repositories of
personal and professional data. Consequently, mobile device forensics has grown into
a vital branch of digital investigations, dealing with the recovery of digital evidence
from smartphones, tablets, and wearable tech. Unlike traditional computer forensics,
where data remains relatively static on a hard drive, mobile devices are dynamic
ecosystems (1).

The extraction process always begins with a critical step: isolating the device
from all wireless networks. If a seized smartphone connects to a cellular tower or Wi-
Fi network, an associate of the suspect could trigger a remote-wipe command, (2). To
prevent this, forensic analysts immediately place the phone into a Faraday bag, an
enclosure that blocks all radio frequency signals, or switch the device into airplane
mode if it is unlocked.

Once the device is securely isolated, investigators must choose between two
primary data acquisition methodologies: logical extraction and physical extraction. A
logical extraction is faster and safer; it communicates with the device’s operating
system to copy visible files, such as contacts, call logs, and media. However, this
method cannot access modified system areas (3).

To dig deeper, experts perform a physical extraction. This advanced process
bypasses the operating system entirely to create a sector-by-sector bit-stream clone of
the underlying flash memory. Physical extraction is highly valued by prosecutors
because (4), allowing examiners to recover deleted chat history from encrypted
messengers, unallocated database fragments, and hidden system logs.

The ultimate challenge in mobile forensics is encryption. Modern smartphone
operating systems utilize file-based encryption by default, meaning that without the
user's passcode or biometric data, the extracted memory dump remains an unreadable
scrambled mess. To crack these defenses, digital labs utilize specialized hardware-
software suites (5).

Throughout this complex procedure, maintaining a flawless chain of custody
log is mandatory. Every single action—from the second the phone is dropped into the
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Faraday bag to the final compilation of the forensic report—must be documented.
This level of precision ensures (6), proving to the court that the evidence was not
manipulated, altered, or fabricated during the investigation.

Choices (A—H)

A) that the digital evidence remains legally admissible during a trial

B) which can permanently destroy all files and application databases before
police can read them

C) it allows for the recovery of bypassed hardware hardware-software suites
D) it captures the entire flash memory including deleted data rows

E) that constantly update, sync, and overwrite information in real time

F) which are capable of executing automated brute-force attacks to guess the
lock screen PIN

G) or extract files that have been deleted by the user

H) to physically clone a suspect's smartphone inside a traditional data center

Exercise 23. True or False Read the statements below. Write True if the
statement is factually and technically correct based on the text, or False if it
contains an error.

1.

2.

3.

8.

9.

Mobile device forensics deals with recovering evidence from smartphones,
tablets, and wearable tech. (True / False)

Unlike traditional computer forensics, data on mobile devices remains
completely static. (True / False)

Isolating a seized smartphone from wireless networks is done to prevent a
remote-wipe command. (True / False)

A Faraday bag is a special tool used to charge a smartphone's battery during a
raid. (True / False)

Faraday bags work by blocking all radio frequency signals from reaching the
device. (True / False)

Logical extraction is a slower and more dangerous method than physical
extraction. (True / False)

A logical extraction communicates with the operating system to copy visible
files like call logs and contacts. (True / False)

Logical extraction can easily recover files that have been permanently deleted
by the user. (True / False)

Physical extraction creates a sector-by-sector bit-stream clone of the
underlying flash memory. (True / False)

10.Physical extraction bypasses the operating system entirely to gather

unallocated database fragments. (True / False)

11.Modern smartphone operating systems turn off file-based encryption by

default. (True / False)

12.Without a user's passcode or biometric data, an encrypted memory dump looks

like a scrambled mess. (True / False)

237



13.Automated brute-force attacks are used by digital labs to guess the lock screen
PIN of a device. (True / False)

14.A chain of custody log is optional and only used if the smartphone belongs to a
violent criminal. (True / False)

Exercise 24. Fill in the gaps in the sentences with the appropriate professional
term from the box. Each term can be used only once.

mobile device forensics, dynamic ecosystems, remote-wipe, Faraday bag, radio
frequency signals, logical extraction, physical extraction, bit-stream clone, flash
memory, file-based encryption, memory dump, hardware-software suites, brute-
force attacks, chain of custody log

1. To investigate a suspect's tablet, the detective specialized in
was called to the scene.

2. Smartphones are considered because they constantly
update, sync, and overwrite information.

3. If the phone is not isolated, an associate can send a
command to destroy all files.

4. The officer immediately placed the seized phone inside a to
block all network connections.

5. This specialized enclosure ensures that no can enter or
leave the device during transport.

6. A IS quick and safe because it extracts visible data by

talking to the device's operating system.
7. To extract hidden logs and deleted chat history, investigators must perform a
deep :
8. A physical extraction bypasses the OS to create a perfect sector-by-sector
of the storage.
9. This advanced process reads raw data directly from the underlying chips of the

10.Cracking modern phones is difficult because scrambles
user files automatically.

11.Without the correct passcode, the extracted remains
completely unreadable to the analyst.

12.Digital forensic laboratories utilize advanced to bypass
mobile security systems.

13.Forensic tools use automated to guess thousands of

lock screen PIN combinations per minute.
14.To ensure the evidence is admissible in court, every step must be documented
in the
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Exercise 25. Translate the sentences into English

1. XmapHa KpUMIHAJICTUKA € CHEIai30BaHO MIIIUCIUILUIIHOK THUPPOBOI
KPUMIHATICTUKH, SIKa IOCTIHKY€E BIpTYalibH1 CEPEIOBHIIIA.

2. BunydenHss Bcboro (i3MyHOro Jucka 3 0araTOOPEHJIHOTO JaTa-IIeHTPY
MOPYIIYE MpaBa Ha MIPUBATHICTb TPETIX 0Ci0.

3. Mogens «ludpactpykrypa sk cepBic» (laaS) 3abesmnedye kpumiHamgicTam
HaWBUIUN PIBEHb KOHTPOJIIO HAJl BIPTyaAIbHUMH MalllUHAMH.

4, CraTuyHUI aHANI3 J03BOJISIE EKCIEPTaM JOCITIDKYBATH IIKIIIUBUAN (paitm Ta
00YHCIIIOBATH MOTO Xell 0e3 3ayCKy KOJy.

5. 3/I0BMUCHUKM BHKOPUCTOBYIOTH O00dyckKaliio Ta ynakoBaHe mmikijuee [13,
100 3aIuTyTaTH CTPYKTYpPY KOAY Ta MPUXOBATH BIpyC.

6. AHamiTUKM 3allyCKalOTh MiA03pUIl (ailiu B 130JIbOBAHOMY CEpeIOBHIII
(mmicounwuiti), MO0 6€3MeYHO JOCTITUTH IXHIO TTOBEAIHKY.

7. llxignuBa nmporpaMa BUKOHaja 1H'E€KIIIO0 MPOIECY, 1100 MPUXOBATH CBI KO
yCepeIMHI JETITUMHOTO CUCTEMHOTO 3aBJaHHS.

8. KpuminamicT BHBYaIOTh MPUXOBAHI 3aroJIOBKM E€JIEKTPOHHHMX JIMCTIB, 11100
BijicTexuTH [P-anpecu arenTtiB nepeiayi MoOIITH.

9. Ilepesipka xkpuntorpadiyHoro mianucy DKIM wMarematuyHo H0OBOIUTH
IIJTICHICTh JaHUX Ta 3aXHUIIa€ BiJ MIIPOOKH IMEHI BiJIMIPAaBHUKA.

10.Meranani EXIF, mo MictsaTeest y ¢potorpadisx, MoxyTh 30epiratu Touni GPS-
KOOpJIMHATH Ta Yac CTBOPEHHS (ailiy.

11.Ha BigMIHy BIJ KOMIO'IOTE€pIB, MOOUIbHI MHPUCTPOi € JIUHAMIYHUMH
€KOCHUCTEMaMHU, JI€ JIaHl MOCTIHHO OHOBJIIOIOTHCS B PEAIbBHOMY 4acl.

12.Cnigunii HeraitHO TIOMICTHUB BuiIydeHuW Tenmedon y maker dapanes, mob
3an00IrTH KOMaHAl BIAJAJICHOTO OUMILEHHS JaHUX.

13.JIoriune BUIy4YEHHS KOMIitO€ Juie BUANMI (aitnu, To/l K GizuyHe BUITYICHHS
CTBOPIOE MOOITOBUH KIIOH YCi€i prien-mam'siTi.

14 JIns migbopy uudpoBUX TapojiB Ha 3a0JIOKOBAaHMX €KpaHax JabopaTopii
BUKOPHCTOBYIOTh aBTOMATH30BaHMii niepedip (araku brute-force).

15.CyBope BelleHHS JIaHIIOKKa 30epiraHHs J0Ka3iB € 00OB'S3KOBUM IS TOTO,
100 1 poBi J0Ka3u OyIM BU3HAHI JOMYCTUMUMU B CY/Ii.

Glossary
Forensic report — ekcriepTHH BUCHOBOK / KpUMIHAIICTUYHUH 3BIT.
Executive summary — ctucie pe3roMe I KCPIBHHMITBA (HeMexHiuHUll 027150

OCHOBHUX 3HAXIOOK 0J11 MeHeddcepie abo cy0ois).

Expert testimony (Expert witness testimony) — cBi4eHHs ekcriepTa B CY/Ii.
Admissibility of evidence — nomycTumicTh T0Ka3iB (610n06iOHICHb YCIM IOPUOUHHUM
8UMO2aM Ol NPeOCMABIIEHHS 8 CY0i).

Chain of custody verification — nepeBipka JaHIFOKKa 30epiraHHs J0Ka3iB.
Reproducibility (Repeatability) — BiaTBOproBaHIiCTh / TOBTOPIOBAHICTh PE3yJIbTATIB
(Modcnugicms  THUWO20 eKcnepma OmpuMamu mi cami pe3yibmamu 3a MmIEH IHC
MemoouKoro)
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Cross-examination — mepexpecHU AONUT (Jonum excnepma Aa080KAMAMU
NPOMUNEIHCHOT CMOPOHUL).

Technical jargon — TexHiuHwMit kaproH / mpodeciiHui CIICHT.

Layperson (Lay audience) — wHecnerianict / MAPSHUH (1100una 6e3 mexuiuHoi uu
KPUMIHALICIMUYHOL 0C8IMU, HANPUKAAO, NPUCAICHULL).

Corroborating evidence — miarBepmKyBaibHi (I AKPIILIIOBAIbHI) JOKA3H.
Cryptographic hash validation — mnepeBipka kpunrorpadiuHoro Xemry (0o8ioerHs
giocymuocmi 3MiH Yy gailnax).

Timeline of events — xponoJoris (TaliMIIaitH) MOiH.

Standard Operating Procedures (SOPS) — cranmapTHi omepamiiiHi Mpoueaypu
(cyeopi incmpyKkyii ma npaguia npoeederHs. O0CIIOHCEHHSL).

Expert witness — ekcnepT-CBIIOK (kpuminanicm, siko2o OQIYitiHO SUKIUKAIOMb 00
Cy0y 0/151 HAOAHHS NPOGECItiHOI OYIHKU).

Visual aids — HaouHi 3aco0M / Bi3yaslbHI MaTepiaiu (cxemu, epagiku, maodauyi).

Exercise 26. Answer the questions based on the text
The Art of Documentation and Presentation in Digital Forensics

The ultimate phase of any digital investigation is not digging through raw hex
code or recovering deleted databases; it is documentation. A digital forensic analyst
can perform a technically flawless extraction of a suspect’s cloud files or mobile logs,
but if those findings are not articulated clearly, the evidence may fail to impact the
case. The dual objective of forensic reporting is to transform complex binary
structures into an understandable narrative while strictly demonstrating the
admissibility of evidence under legal frameworks.

A professional forensic report must satisfy two completely different
audiences simultaneously. It begins with an executive summary, which is
specifically tailored for a layperson audience, such as corporate executives, legal
prosecutors, or juries. This section strictly avoids technical jargon, opting instead to
deliver a clear, concise overview of who did what, when, and how it impacts the
litigation. Following this overview, the document transitions into an exhaustive
technical analysis. This technical segment includes standard metadata profiles,
cryptographic hash validation logs, and a structured timeline of events that traces
the attacker’s movements step-by-step.

Crucially, every high-quality forensic report must guarantee reproducibility.
Legal defense teams routinely hire independent analysts to scrutinize the state's
evidence. Therefore, the report must document the exact software versions, hardware
configurations, and Standard Operating Procedures (SOPs) utilized during the
investigation. If an independent examiner cannot follow the report’s methodology to
achieve the exact same cryptographic results, the integrity of the data is
compromised, and the court may declare the evidence inadmissible.

The final challenge for a digital investigator is delivering expert testimony in
a courtroom setting. As an expert witness, the analyst is placed under oath and
subjected to intense cross-examination by defense attorneys. The defense will
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systematically look for gaps in the chain of custody verification or attempt to
confuse the jury with technical complexities. To survive cross-examination, an expert
must remain objective, use clear visual aids to explain digital networks, and bridge
the gap between complex computer architecture and basic legal concepts, ensuring
that justice is guided by scientific facts.

Questions:

1.

2.
3.

8.

9.

Why is documentation considered the ultimate and most critical phase of a
digital forensic investigation?

What is the dual objective of forensic reporting under legal frameworks?
What is the main purpose of an executive summary at the beginning of a
report?

Who belongs to a layperson audience in a courtroom setting, and why must an
expert avoid using technical jargon with them?

What specific technical elements must be included in the second, more detailed
section of the forensic report?

Why is a structured timeline of events essential when describing an attacker's
actions?

What role does cryptographic hash validation play in proving the integrity of
digital evidence?

What does the concept of reproducibility mean when an independent analyst
reviews a case?

What technical information regarding tools must be documented to guarantee
repeatability?

10.What are the legal consequences if an independent examiner cannot replicate

the report’s exact cryptographic results?

11.What is the role and legal status of a digital investigator acting as an expert

witness in court?

12.What happens during a cross-examination, and who conducts this procedure?
13.What specific weaknesses or flaws will defense attorneys systematically look

for in the forensic report?

14.Why are visual aids highly recommended when presenting digital evidence to

a jury?

15.How should an expert witness bridge the gap between complex computer

architecture and basic legal concepts during a trial?

*Exercise 27. True or False:

1.

2.

3.

The ultimate phase of a digital forensic investigation is digging through raw
hex code. (True / False)

A forensic report must satisfy both technical experts and a lay audience
simultaneously. (True / False)

The executive summary should be densely packed with advanced
programming language and technical jargon. (True / False)
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8.

9.

. A layperson audience includes corporate executives, legal prosecutors, and
juries. (True / False)

Cryptographic hash validation logs are included in the report to prove that files
were not tampered with. (True / False)

A structured timeline of events traces the attacker’s movements step-by-step.
(True / False)

Reproducibility means that independent analysts are legally blocked from
reviewing the state's evidence. (True / False)

To guarantee repeatability, a report must document the exact software versions
and hardware configurations used. (True / False)

If a second examiner cannot achieve the exact same cryptographic results, the
court may declare the evidence inadmissible. (True / False)

10.Standard Operating Procedures (SOPs) are optional guidelines that analysts

1

can ignore during data collection. (True / False)
1.An expert witness is placed under oath when delivering testimony in a
courtroom setting. (True / False)

12.Cross-examination is conducted by the prosecutor to support the forensic

analyst's findings. (True / False)

13.Defense attorneys will systematically look for gaps in the chain of custody

verification. (True / False)

14.Visual aids should be avoided in court because they confuse the jury. (True /

False)

15.The main goal of an expert witness is to bridge the gap between complex

computer architecture and basic legal concepts. (True / False)

*Exercise 28. Fill in the Gaps. Fill in the blanks with the appropriate terms from
the reference (each expression is used once):

forensic report, executive summary, expert testimony, admissibility of evidence,
chain of custody verification, reproducibility, cross-examination, technical jargon,
layperson, corroborating evidence, cryptographic hash validation, timeline of

even

1.

2.

ts, Standard Operating Procedures, expert witness, visual aids
The analyst prepared a detailed to present
all digital findings to the court.
Juries are considered a audience because
they lack formal training in cyber forensics.
The defense attorney began a aggressive to

challenge the investigator's credentials.
To prove the files were identical to the original drive, the expert performed a

The judge ruled on the | , allowing the hard
drive clone to be used as a primary exhibit.
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6.

A clear

showed exactly when the suspect

accessed the restricted cloud database.

7. The investigator avoided using so that the
judge could easily follow the narrative.

8. Every laboratory must follow strict to
ensure all examinations are legally compliant.

9. The prosecutor introduced a server log as to
support the victim's testimony.

10.The corporate managers only read the to
quickly understand the financial impact of the hack.

11.An independent lab was hired to test the of
the primary analyst's findings.

12.The specialist was called to the stand to deliver his

regarding the mobile malware.

13.To make complex network routing paths easy to understand, the expert used

14.Gaps in the

like diagrams.

can lead to the permanent

dismissal of critical digital evidence.
15.As an

, the specialist must remain

completely objective and stick to scientific facts.

*Exercise 29. Match the words with their meanings

1.

Forensic report

A) A strict, unalterable document that tracks who
collected, accessed, and handled digital evidence.

2.

Executive summary

B) The status of evidence that meets all legal
requirements and is allowed to be presented in a trial.

3.

Expert testimony

C) A detailed document that translates complex digital
findings into a legally sound narrative.

Admissibility of

evidence

D) A brief, non-technical overview of the main
findings, designed for high-level managers or judges.

Chain of custody
verification

E) Strict, step-by-step instructions that ensure forensic
tasks are performed consistently.

Reproducibility

F) Verbal statements delivered under oath in a
courtroom by a qualified specialist.

Cross-examination

G) Technical language or professional slang that is
difficult for non-specialists to understand.

8.

Technical jargon

H) A person who does not possess specialized or
professional knowledge in a specific field.

9.

Layperson

I) Secondary evidence that supports, confirms, or
strengthens an already existing digital finding.

10.Corroborating

evidence

J) The ability of an independent examiner to achieve
identical results using the same methodology

11.Cryptographic hash

K) Charts, diagrams, or tables used to make complex
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validation data scannable and clear for a jury.

12.Timeline of events | L) A chronological log that maps out the precise
sequence of actions during a cyber incident.

13.Standard M) A process where an expert is systematically
Operating questioned by the opposing legal team to find flaws.
Procedures
14.Expert witness N) A professional called to court to interpret evidence
based on their specialized scientific skills.
15.Visual aids O) A mathematical process that verifies a file has

remained completely unaltered since collection.

“Exercise 30. Translate into English

1. KinueBuM eranoMm Oyap-IKOTO LHM(PPOBOTO PO3CIIAYBaHHS € pETENbHE
CKJIaJJaHHS €KCIIEPTHOTO BUCHOBKY.

2. Ilpodeciiinnii KpUMiHATICTUYHUHN 3BIT TOBUHEH 33/I0BOJILHATH /1B a0COIIOTHO
PI13H1 ayJUTOpIi OAHOYACHO.

3. Crucne pestoMe A KEpiBHHUITBA CIEIIATbHO PO3pOOJICHE Al ayauTOpii
HECIELIAIICTIB.

4. Mu NOBHHHI YHUKATH CKJIAAHOTO TEXHIYHOIO >KAprOHY MiJ] 4ac MPEeACTaBICHHS
JTIOKa31B MPUCSHKHUM.

5. TexHiyHUN pPO3AUT 3BITY MICTUTh MEPEBIPKY KpUOTOrpadiyHOro Xemry Ta
XPOHOJIOT'110 TIOJTIM.

6. KoxkxeH BHCOKOSIKICHMII BHCHOBOK €KCIIEpTa IOBHHEH TrapaHTyBaTH IOBHY
BIJITBOPIOBAHICTh PE3YJIbTaTIB.

7. SIxkuro 1HIMKA eKcrepT He 3MOKEe MOBTOPUTH METOIUKY, CyJ BU3HAE JTOKA3H
HEJIOMYCTUMHUMU.

8. Cnmimunii 3aI0OKyMEHTYBaB BepcCii MpOTpaMHOTO 3a0e3TEeUCHHS Ta CTaHIAPTHI
oreparliiHi NpoueaypH.

9. T'omoBHEe 3aBmaHHS €KCIEpTa-CBilka — JaTH OO'€KTHBHI CBITYEHHS B 3aii
Cyny.

10.ITix gac mepexpecHOro JAOMUTY aABOKATH 3aXHCTY IMIYKATUMYTh MPOTATHHH Y
JAHIIOKKY 30epiraHHs 10Ka31B.

11.AnBokatd HaMaraTUMYTbCsl 3aIUTyTaTH CYAJIB 3@ JIOMIOMOTOK CKJIaJHUX
TEXHIYHUX KOHIIEIIIH.

12.BukopucTaHHs HAOYHUX 3aco0iB Jomomarae TMoJO0JaTH PO3PUB  MiX
apXITEKTYPOIO KOMIT'FOTEpa Ta TIPABOM.

13.IlinTBepKyBaNbHI  JOKa3W TOCWJIMIW TO3MINI0 3BUHYBAYCHHS IIiJT Yac
CyJIOBOT'O ITPOLIECY.

14 .TlepeBipka JaHIIOKKa 30epiraHHs O0Ka3iB JOBOJAUTH, 0 ¢aiinm He Oynu
3MIHEHI Mij Yac aHami3y.

15.IIpaBocynas Mae KepyBaTHCS HayKOBHMH (DaKTaMH, a HE NPHUITYIICHHIMU YU
E€MOI[ISIMU.

244




*Exercise 31. Put the words in the correct order

CoNoOaRrLdE

documentation / is / phase / ultimate / code / the / investigation / of / an.
satisfy / reports / forensic / different / simultaneously / must / audiences / two.
avoids / executive / summary / completely / technical / the / jargon.

layperson / a/ jury / considered / is / audience / a / courtroom / in.

validation / proves / hash / cryptographic / data / integrity / mathematical.
movements / timeline / sequence / steps / the / attacker's / traces / of / the.
guarantee / forensic / reproducibility / high-quality / must / findings / all.
tools / exact / document / analysts / operating / standard / procedures / and.
declare / court / inadmissible / the / may / evidence / the / unreplicable.

10 testimony / delivered / witness / expert / under / is / always / oath.

11.intensive / cross-examination / analysts / face / from / defense / attorneys / the.
12.look / gaps / verification / custody / for / in / defense / teams / chain.

13.visual / data / networks / simplify / complex / aids / courtroom / in / the.
14.corroborating / evidence / digital / prosecutors / supports / case / the / of.
15.bridge / experts / legal / gap / concepts / technical / and / between / the.

*Exercise 32. Match the English terms with Ukrainian equivalents (1-15 / A-O)

10

English Forensic Term
Forensic report
Executive summary

Expert testimony

Admissibility of
evidence

Chain of  custody
verification

Reproducibility

Cross-examination

Technical jargon
Layperson

Corroborating evidence
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Ukrainian Equivalent
[IepexpecHuii 1ONUT

JlomycTUMICTh JI0Ka31B

Haouni 3acobu / Bi3yalibH1 MaTepiaiu

Texniunuii >xapron / npodeciiHmit
CJICHT

CrannapTHi
(COII)

onepauiiHi Tpoueaypu

Crucne pesomMe Juisi  KEpIBHUIITBA
(BCTymnHA 4acTHHA)

Kpuminanictuunuii 3BiT / eKCIepTHUHN
BHCHOBOK

[lepeBipka KpunTOrpaivHOro Xeury
XpoHoJoris (TatMIaitH) moii
[lepeBipka

JAHIIOKKA ~ 30epiraHHs



11

12

13

14

15

English Forensic Term Ukrainian Equivalent

JTOKa31B
Cryptographic hash K Hecneniamict / MupssHUH (HETEXHIUHA
validation ayIUTOPist)
Timeline of events L CBig4eHHs eKcriepTa B CyIi
Standard Operating M BinTBoproBaHiCTh / MOBTOPIOBAHICTH
Procedures pe3yJIbTaTIB
. [TinTBepmKyBaNIbHI (IT1AKPITUTIOBAIBHI
Expert witness N ATBEPILEY (miep )
JIOKa3H
Visual aids O  Exkcnepr-cBiZOK (KpUMIHATICT Y CY/i)

*Exercise 33. Correct the mistakes

1.

2.

3.

8.

9.

Forensic reports is only written for computer systems administrators and
nobody else.

The executive summary must be full of advanced programming syntax to
confuse laypersons.

Legal prosecutors are considered part of a highly trained technical coding
audience.

Cryptographic hash validation are used to permanently delete all file metadata
from a system.

A timeline of events lists files randomly without any chronological or time-
based order.

Reproducibility means that a forensic process can only be executed once and
never repeated.

To guarantee repeatability, an investigator should hide the software versions
they used.

If an independent examiner replicates your results exactly, your evidence are
declared fake.

Standard Operating Procedures is completely optional and ignored during
cloud investigations.

10.An expert witness delivers their testimony privately in a cafe without taking an

oath.

11.Cross-examination are conducted by your own legal team to praise your

excellent technical report.

12.Defense attorneys systematically ignore gaps in the chain of custody

verification process.
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13.Visual aids are completely useless because text jargon is much easier for a jury
to read.

14.The main goal of an expert witness is to hide technical data from the judge
during a trial.

15.Admissibility of evidence mean that anyone can bring any unverified file into a
courtroom.

Exercise 34. Listening.
Part 1. Listen to the text and fill in the gaps in the sentences. USE NO MORE
THAN THREE WORDS.

1. The ultimate test for a digital forensic expert is how they handle the

2. According to legal frameworks, raw data is insufficient; it must be authentic,

reliable, and :

3. Investigators use like SHA-256 to prove that the
digital evidence has not been altered.

4. If a single bit of data changes, the will change
completely.

5. In an Executive Summary, forensic investigators must avoid using

Part 2: Matching (Report Types)
Which characteristics belong to a Technical Report and which to an Executive
Summary? Write the corresponding letter next to it.

A — Technical Report

B — Executive Summary / Legal Report

1. Focuses on answering "who, when, and what" without deep jargon. [ ]
2. Includes exact cryptographic hashes, registry paths, and specific software
toolsused. [ ]

Designed primarily for judges, juries, or corporate executives. [ ]
Created for peer review and other technical experts to verify the
methodology. [ ]

B w

Listening Script

Speaker: In the realm of cybercrime investigation, performing a forensic
analysis is only half the battle. The ultimate test of a digital forensic expert lies in the
presentation of findings. Whether you are testifying in a court of law or briefing a
corporate board, you must translate complex technological data into clear, legally
binding evidence.

During the forensic analysis of digital technologies, investigators deal with vast
amounts of raw data. They examine volatile memory, extract unallocated space to
recover deleted files, and dissect system logs. However, under the Federal Rules of
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Evidence (or equivalent international legal frameworks), raw technical data is not
enough. To be admissible in court, the evidence must meet three strict criteria: it must
be authentic, reliable, and complete.

To establish authenticity, investigators use cryptographic hashes, such as SHA-
256. A hash function acts as a digital fingerprint for a file or a whole drive. If even a
single bit of data is altered during analysis, the hash value changes completely. This
proves to the court that the evidence has not been tampered with since it was seized.

The presentation phase usually involves creating two types of reports. The first
is a highly detailed Technical Report meant for peer review and other experts. It
includes specific tools used, registries analyzed, and exact time offsets. The second is
the Executive Summary or Legal Report. This is where the investigator must avoid
deep technical jargon. Instead of explaining how a specific hex editor works, the
expert must clearly present the timeline of events: who accessed the system, when the
data was exfiltrated, and what the impact was.

As a forensic expert on the witness stand, clarity and objectivity are your best
tools. If a judge or jury cannot understand your findings, even the most
groundbreaking digital discovery becomes useless.

Exercise 35. Video

Task 1: Vocabulary Matching (Terminology)

Watch the beginning of the video: https://www.youtube.com/watch?v=f mx3z61P6E
[00:00 - 01:40]. Match the two types of witnesses in court and their functions.

A — Fact Witness (CBinok dakry)

B — Expert Witness (CBiJ10K-€KcIiepT)

Can only testify about what they directly saw, heard, or experienced. [ ]

2. Is allowed to offer professional opinions and draw conclusions based on
specialized training and analysis. [ ]

3. Might be an investigator who simply states: "I found this hard drive on the
desk.[ ]

4. Can explain to the jury what the presence of specific metadata implies about a
user'sintent. [ ]

=

Task 2: Multiple Choice (Courtroom Challenges)
Watch to the part of the video: https://www.youtube.com/watch?v=f mx3z61P6E
about courtroom challenges [01:40 - 03:40] and choose the correct answer.
1. What is the primary role of an expert's CV (Curriculum Vitae) during the
voir dire process?
A) To show how much money the expert earns.
B) To legally qualify and prove the expert's authority, credentials, and
experience to the court.
C) To summarize the timeline of the cybercrime.
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2. When presenting digital evidence to a non-technical jury, a forensic expert
should:
A) Use as many complex programming terms and hex codes as possible to
look smart.
B) Demystify technology by using clear, concise definitions for jargon (like
file slack or unallocated space).
C) Avoid using any text and show only raw data code.

3. According to the video, what is crucial when facing cross-examination by
the defense lawyer?
A) Changing your findings if the pressure is too high.
B) Maintaining professionalism, ethics, strict honesty, and relying on clear
documentation.
C) Arguing emotionally with the lawyer.
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FINAL TEST UNIT 8

PART I: MULTIPLE CHOICE
Choose the correct answer (A, B, C, or D) for each question.
1. Which type of data disappears immediately when a suspect smartphone or
computer is powered off?
A) Persistent data
B) Volatile data
C) Encrypted data at rest
D) Metadata
2. What is the primary purpose of maintaining a strict ""Chain of Custody"
during a cybercrime investigation?
A) To speed up the decryption of hard drives.
B) To automatically generate a legally binding report.
C) To prove that digital evidence has not been altered or tampered with since its
seizure.
D) To hide the investigator's methods from the defense.
3. In mobile device forensics, what is the main risk of failing to place a seized
smartphone into a Faraday bag?
A) The battery will drain twice as fast.
B) The phone might receive a remote wipe command over the cellular network or
Wi-Fi.
C) The device will automatically encrypt its entire file system.
D) The dynamic RAM (volatile data) will instantly overwrite itself.
4. During a Cloud Forensics investigation, what is a major legal and technical
challenge that investigators face?
A) Data is completely static and never changes.
B) Multi-tenancy, meaning the suspect’s data is physically co-located on the same
servers as innocent users' data.
C) Cloud servers do not generate any HTTP or server logs.
D) Cloud architecture relies entirely on physical hard drives that cannot be imaged.
5. What type of cyberattack is an investigator analyzing if the server logs show
thousands of malicious SQL commands injected directly into an online web
form?
A) Cross-Site Scripting (XSS)
B) Ransomware Deployment
C) SQL Injection (SQL1i)
D) Distributed Denial of Service (DDoS)
6. Which artifact is most useful to a forensic specialist trying to determine which
external USB drives were plugged into a Windows machine?
A) Windows Registry
B) The Master Boot Record (MBR)
C) Database transaction logs
D) Router configuration tables
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7. Why do modern hackers use "'IP spoofing' during a network attack?

A) To legally protect their intellectual property.

B) To encrypt the payload of their communication.

C) To disguise their true identity by faking the source IP address.

D) To establish a direct connection with the database.

8. What does a ""Write-Blocker'™ do when connected to a suspect's hard drive
during the acquisition phase?

A) It decrypts secret-key cryptosystems on the fly.

B) It physically prevents the forensic workstation from writing any data to the
evidence drive.

C) It automatically flags anomalies using an Intrusion Detection System (IDS).

D) It compresses the target media to save storage space.

9. In Internet of Things (loT) forensics, smart home devices (like smart
refrigerators or voice assistants) are often investigated because:

A) They contain high-capacity solid-state drives (SSDs).

B) They act as a local timeline of physical events and user presence via sensor data
and local caches.

C) They are completely immune to anti-forensics techniques.

D) They use the exact same operating system forensics as standard Linux servers.

10. What is the main objective of anti-forensics techniques used by sophisticated
criminals?

A) To improve the evidentiary value of digital assets.

B) To automatically aggregate logs into a SIEM system.

C) To manipulate, erase, or obscure digital evidence to frustrate forensic analysts.

D) To build hidden Command and Control (C2) communication lines.

PART II: TERMINOLOGY MATCHING
Match the English digital forensics terms on the left (1-10) with their correct
definitions or descriptions on the right (A-J).

No. Term Letter = Definition / Description

Bit-stream Automated systems that aggregate and
1 [mage A correlate logs from across an entire
g network to find threats.

An attack that uses compromised machines
2 Metadata B to overwhelm network services, masking
other malicious actions.

SIEM Hidden communication paths used by

3 C malware to receive orders from an external
Systems -
malicious server.
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No. Term Letter = Definition / Description

Data about data (e.g., timestamps, file
4 DDoS Attack D author, file size, or GPS coordinates
embedded in a photo).

A cryptographic function used to verify
5 C2 Channels E data integrity by creating a unique digital
fingerprint (e.g., SHA-256).

A sector-by-sector, exact physical duplicate
6 Hash Value F of a storage media, including unallocated
space and slack space.

A specialized software tool used by
7 Slack Space G analysts for packet sniffing and deep
network traffic analysis.

The unused space left over on a hard drive
8 Wireshark H sector when a file does not take up the
entire allocated block.

A logging architecture that guarantees
9 Data at Rest | entries cannot be modified or deleted once
they are written.

Immutable Static digital assets stored permanently on
10 i J physical hardware like hard drives or solid-
Logging :
state drives.

PART Ill: CASE STUDY & SHORT ANSWER
Read the scenario below and answer the questions briefly but precisely. Use
appropriate professional terminology.
Scenario:
A large e-commerce company suspects that an insider (a rogue employee with
administrative privileges) has stolen a sensitive database containing customer credit
card details. The security team noticed unusual outbound data traffic late at night.
When the suspect noticed the security team investigating, they abruptly shut down
their corporate laptop by pulling out the power cord.
Questions:
1. Evidence Prioritization:
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Because the laptop was abruptly forced to shut down, what critical category of
evidence was likely lost or modified in this scenario? Explain why this complicates
the investigation of the network connections.

Your answer:

2. Alternative Sources of Evidence:

Since the local computer was shut down, name two alternative infrastructure-level
sources where the forensic team can look to prove that "unauthorized data
exfiltration™ occurred.

Your answer:

3. Data Integrity Assurance:

Once the forensic team extracts the hard drive from the corporate laptop to create a
copy, what steps must they take to legally guarantee that the data analyzed in the lab
exactly matches the state of the drive when it was seized?

Your answer:
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https://www.youtube.com/watch?v=w2xItujdLag
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