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HHEPE/IMOBA
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BHUBUAKOTh aHIJ/INCBKY MOBY 3a TipodeciiiHum crpsimyBaHHsSM y cdepi IT Ta
KibepOe3reku.

MeTor0 [aHOTO TpakKTMKymMa € DPO3BUTOK YMiHb i HaBUYOK pOOOTH 3
aBTeHTUYHUMU aHTJIOMOBHUMU TeKCTaMH MpodeciiiHOl TeMaTHUku, (popMyBaHHS
TPaKTUYHUX KOMYHIKaTUBHHUX KOMIIeTeHI[ili, a TaKO>XX OBOJIOZiHHS i aKTUBHe
BUKOPUCTaHHS ()axOBOI aHIIIMCBKOI TepMiHOJIOTII. [IpakTUKyM CHpsiMOBaHUMN
Ha PO3IIMPEeHHsI CJIOBHUKOBOTO 3aracy 3700yBauiB MMpodeciiiHo0 JTeKCUKOI0 Ta
PO3BUTOK HaBUUOK MPO(eCitHOr0 CMiJIKyBaHHS aHIJIiCHKOK MOBOXO.

[IpakTMKyM CTPYKTYpOBaHUM Yy TPU MOJYJIi, KOXKEH 3 SIKUX BK/IFOYA€ 10
TPU YPOKH. Y KOXXHOMY YpOIli T0OJJaHO aBTEeHTHUYHi TeKCTU mpodeciiiHoro
XapakTepy, TeMaTUYHUM CJOBHUK Ta IiC/ASATEKCTOBI 3aBJaHHSA JIEKCUYHOIO,
rpaMaTUYHOTO Ta KOMYHIKaTMBHOTO CHOpsAMyBaHHS. [nsi  edeKTHBHOrO
3aCBOEHHS MaTepiany MOoCiOHUK TIPOTMOHYE CUCTeMY BIIpaB, 1110 103BOJISIE:
OMaHOBYBaTHU TeMaTUYHUM CJIOBHUK;
3aKpiTUIFOBaTH JIEKCUKY Uepe3 UMTaHHS Ta aHasli3 TEeKCTIB,;

BiZIMpal[bOBYBaTH rpaMaTU4Hi KOHCTPYKLil y MpoQeCciiHOMY KOHTEKCTIi;
pPO3BMBaTH HaBMYKM YCHOIO Ta ITMCbMOBOTrO CHiJIKyBaHHsA Yy cdepi IT Ta
KibepOesreku.

Bci 3aBfaHHA y TpakTMKyMi Bignosimatrote piBHo B2 (Upper-
Intermediate) i fgo3BomsIOTH 3m00yBauaM SIK  CaMOCTIMHO, TakK i T
KEepiBHULITBOM BHK/3Jlada e(eKTUBHO OMaHyBaTU Marepiajl. B KiHIi

IIPAaKTUKYMY T10/IaHO BiZTIOBiA].
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Module 1. Introduction to IT and Cybersecurity

Lesson 1. Computer Systems & Networks

WORDBANK

Term Translation
1. hardware architecture arlapaTHa apxiTeKTypa
2. system resources CHUCTeMHI peCcypcu
3. network infrastructure MepeskeBa iH(pacTpyKTypa
4. data transmission repejava JaHUX
5. bandwidth capacity TMPOITyCKHA 3aTHICTh
6. communication protocol [POTOKOJI 3B’ 3Ky
7. client-server model KJ/TiEHT-CepBepHa Mo/ie/ib
8. packet switching MakeTHa KOMYTalLlis
9. network latency 3aTpYMKa Mepexi
10.routing mechanism MeXaHi3M MapLiIpyTH3aLiil
11.scalability MacITaboBaHICTh
12.system reliability HaJ[iHICTh CUCTEMHU
13.fault tolerance BiZIMOBOCTIiHKiCTb
14.network topology MepesKeBa TOIOJIOTist
15.secure connectivity 3axullieHe 3’ €HaHHS




Task 1. Match the concepts with their definitions.

Terms

Definitions

1. hardware architecture

A. Protection of data during transmission

from unauthorized access

2. network infrastructure

B. The capability of a system to grow

without performance degradation

3. client-server model

C. A structured model in which clients

request services from centralized systems

4. communication protocol

D. Time delay experienced during data

transmission across a network

5. packet switching

E. A method of transmitting data in

discrete units across networks

6. network latency

F. A collection of hardware, software, and

communication links

7. routing mechanism

G. The process of selecting optimal paths

for data transfer

8. scalability

H. A set of formal rules governing data

exchange between devices

9. fault tolerance

I. The ability of a system to continue

operating when failures occur

10. secure connectivity

J. The physical and logical organization of

computing components




Task 2. Match the term with the correct Ukrainian translation and make

the sentences.

Terms Ukrainian translation
1. hardware architecture A. lakeTHa KOMYyTaL{ist
2. network infrastructure B. 3axuiieHe 3’ €fHaHHA
3. client-server model C. BiZIMOBOCTIHKiCTb
4. communication protocol D. kiieHT-cepBepHa MO/ieJib
E. ¢i3nvuHa Ta jioriuHa oprasizariis
5. packet switching _
KOMITOHEHTIB
6. network latency F. macirtaboBaHiCTh
7. routing mechanism G. 3aTpUMKa Mepexi
8. scalability H. MexaHi3M MapiipyTu3ariii
9. fault tolerance I. mpoToKOJI 3B’ A3KY
10. secure connectivity J. MepeskeBa iH(ppacTpyKTypa

Task 3. Complete the sentences using words from the wordbank.

model-server client, capacity bandwidth, architecture hardware, infrastructure
network, connectivity secure, latency network, protocol communication,

mechanism routing, switching packet, scalability

1. Modern computer systems depend on advanced to ensure

efficient processing and coordination of components.

2. A well-designed is essential for stable enterprise-level
communication.
3. In distributed systems, the enables centralized management

of resources.

4, Every defines how data is formatted, transmitted, and
verified.
5. High significantly improves the performance of cloud-based

services.



6. allows large volumes of data to be transmitted efficiently
across global networks.
7. Increased may negatively affect real-time applications such

as video conferencing.

8. An effective minimizes congestion and data loss.
9. ensures that systems can grow without performance
degradation.
10. is critical for protecting sensitive information during
transmission.

Task 4. Reading

Computer Systems & Network

Computer systems and networks are the technological backbone of
contemporary digital environments. A modern computer system is based on a
defined hardware architecture, which integrates processors, memory units, and
storage devices in order to manage system resources efficiently. Software layers
interact with hardware to ensure reliability, scalability, and operational stability.

A network infrastructure connects multiple systems and enables data
transmission between geographically distributed devices. Most enterprise
environments rely on the client-server model, where clients request services and
centralized servers process, store, and manage information. This model supports
system scalability and simplifies security management.

Data exchange across networks is governed by communication protocols,
which establish standardized rules for addressing, routing, and error detection.
Using packet switching, data is divided into small units that travel independently
across the network. This approach improves fault tolerance and optimizes
bandwidth usage. However, excessive network latency can reduce system

responsiveness, particularly in time-sensitive applications.



Network devices such as routers implement complex routing mechanisms
to select efficient paths for data packets. Proper network design, including
appropriate network topology, directly influences performance, reliability, and
security. Furthermore, secure connectivity is essential in cybersecurity contexts,
as it protects transmitted data from interception and manipulation.

In the context of cybersecurity, resilient network architectures enhance
system reliability and reduce vulnerabilities. Without secure and scalable
networks, cloud computing, remote work environments, and critical digital

services would be impossible to maintain effectively.

Task 5. Decide whether the statements are True (T) or False (F).

1. Hardware architecture defines both physical and logical system
organization.

2. Client-server systems eliminate the need for centralized data storage.

3. Communication protocols standardize data exchange processes.

4. Packet switching improves fault tolerance.

5. Network latency has no effect on real-time services.

6. Routing mechanisms influence network efficiency.

7. Network topology impacts cybersecurity.
8. Secure connectivity is optional in enterprise systems.
9. Scalability supports long-term system growth.

10.  Network reliability is unrelated to cybersecurity.

Task 6. For each word, fill in the missing verb, noun, adjective, or adverb.

Verb Noun Adjective Adverb
1. protect protectively
2. security
3. monitor monitored
4. select selectively




Verb Noun Adjective Adverb
5. efficiency
6. interact interactive
7. resilience resiliently
8. optimize optimal
9. secure securely
10.enhance  |enhancement
11. reliability reliable
12.allocate allocated dynamically
13.transmit transmission
14. connectivity secure
15.process processed

Task 7. Rewrite the setences using the Passive Voice.

Grammar Focus: Passive Voice & Complex Present Simple

1. Engineers design network infrastructures regularly to ensure reliability.

2.
3.

8.

9.

Protocols regulate data transmission currently.

Routers select optimal transmission paths at the moment.

Network administrators monitor traffic continuously.
Systems allocate resources dynamically every time.

Security mechanisms protect transmitted data always.

Servers process client requests yesterday.

Network topology affects performance usually.

Engineers implement fault tolerance mechanisms last week.

10. Networks support cloud services constantly.

11. Engineers will upgrade the network infrastructures next month.

12. Security teams will monitor cyber threats tomorrow.




Task 8. Replace the highlighted terms in the sentences with suitable

synonyms or equivalent expressions.

computer framework, network delay, system stability, client-server
architecture, data segmentation, networking rules, protected connection,
computing resources, path selection methods, data transfer, network

framework

1. A modern hardware architecture integrates processors, memory units,
and storage devices to support computing tasks.

2. Efficient management of system resources is essential for optimal
performance of a computer system.

3. A robust network infrastructure connects multiple devices and ensures

smooth communication.

4. High-speed data transmission is critical for cloud computing and online
services.
5. Most enterprise applications operate on a client-server model, where

clients request services from central servers.

6. Digital communication relies on standardized communication protocols
for addressing and error detection.

7. Large files are often sent using packet switching, which divides data into
smaller units.

8. Excessive network latency can cause delays and reduce performance in
time-sensitive applications.

9. Routers implement routing mechanisms to determine the most efficient
paths for data packets.

10.  Secure connectivity protects transmitted data from interception and
unauthorized access.

11. Redundant systems and failover solutions improve overall system

reliability in IT networks.



Task 9. Open the brackets using Present Simple Active or Passive.

1. Data packets (route) dynamically across multiple nodes to ensure
efficient data transmission in complex network environments.

2. Network engineers (monitor) system performance continuously to
detect potential issues before they affect users.

3. Secure connections (establish) using advanced encryption
protocols to protect sensitive information from unauthorized access.

4. Users (access) cloud-based services through secure gateways that
provide authentication and data protection.

5. Network latency (increase) significantly when the available
bandwidth is insufficient to handle large volumes of data traffic.

6. IT specialists (configure) network devices regularly to maintain
optimal performance and prevent system failures.

7. Fault tolerance (achieve) through redundancy mechanisms that
allow systems to continue operating even in case of hardware failure.

8. System administrators (update) security policies frequently to
respond to emerging cybersecurity threats and vulnerabilities.

9. Routing decisions (optimize) continuously by algorithms that
analyze network conditions in real time.

10.  Companies (reduce) cybersecurity risks by implementing secure

connectivity solutions and educating employees about safe online practices.

Task 10. Choose a topic from the given below prepare a presentation (5-7

slides).

1. Client-server vs peer-to-peer networking models
2. Role of protocols in cybersecurity
3. Packet switching and network efficiency

4. Network latency and real-time applications



5. Scalability challenges in cloud networks
6. Secure connectivity in enterprise environments
7. Network topology and system reliability
8. Fault tolerance in critical infrastructures

9. Importance of network design in cybersecurity

Task 11. Watch the videos and tick the sentences True (T) or False (F).

Video 1 https:/www.youtube.com/watch?v=wFjn2Nr7ylU

Video 2 https:/www.youtube.com/watch?v=wgC0JJ-gC30

1. Both videos discuss the impact of human behaviour on modern life.

2. The speakers suggest that people always make rational decisions.

3. One of the videos explains how emotions influence our choices.

4. The videos show that habits can affect everyday actions.

5. According to the videos, social influence has no effect on people’s
decisions.

6. One speaker mentions that modern technologies make certain behaviours
easier.

7. The videos suggest that people are always aware of their actions.

8. Both videos include examples from real life.

9. The speakers agree that changing behaviour is impossible.

10.  The videos encourage viewers to think more critically about their actions.


https://www.youtube.com/watch?v=wFjn2Nr7ylU
https://www.youtube.com/watch?v=wqC0JJ-qC30

Lesson 2. Operating Systems and Software

WORDBANK

Term

Translation

operating system (OS)

orepaijifiHa cucTema

kernel

Zhiivle

system call

CUCTeMHUN BUKJ/TUK

user interface

iHTepdelic KopucTyBaua

resource allocation

PO3IIO/Ii/I pecypciB

multitasking

Oararo3azauHicThb

process scheduling

TJIaHyBaHHS TIPOLIeCiB

access control

KOHTPOJIb ZJOCTYITY

L R N | O AN

system vulnerability

CHCTeMHa BPasJ/IMBICThb

10.software patch

MporpamMHe OHOBJIEHHSI

11.open-source software

[13 3 BIAKPUTUM KOZOM

12.proprietary software

ripornpierapHe 113

13.execution environment

cepe/IOBHILe BUKOHAHHS

14.privilege escalation

T1iABULLIEHHS TIPUBL/IEIB

15.system stability

cTabl/IbHICTbL CUCTeMU




Task 1. Match the word/phrase with the correct definition.

Terms Definitions
1. operating system A. The unauthorized gain of higher system permissions
2. kernel B. Software with publicly available source code

' C. Restriction of system access based on defined
3. resource allocation o
permissions

D. A core component that controls low-level system
4. multitasking
operations

5. process scheduling  [E. The ability to run multiple processes simultaneously

F. Software that manages hardware and application
6. access control '
execution

G. An update designed to fix security or functionality
7. system vulnerability |
issues

H. A weakness in a system that can be exploited by
8. software patch
attackers

I. A mechanism that determines the execution order of
9. open-source software
processes

10. privilege escalation (J. The regulated distribution of system resources

Task 2. Match the word/phrase with the correct Ukrainian translation and

make your own sentences.

Terms Ukrainian translation
1. operating system A. s1po
2. kernel B. 6araro3aziauHicTb
3. resource allocation C. KOHTPOJIb AOCTYITY
4. multitasking D. oneparjiiHa cucrema
5. process scheduling E. niiaHyBaHHS MpoLieciB
6. access control F. miaBuilleHHs NpUBiieiB




Terms Ukrainian translation
7. system vulnerability G. mporpamMHe OHOBJIEHHS
8. software patch H. T13 3 BigKpHUTHM KOZIOM
9. open-source software I. cucTtemHa BpasMBiCTh
10. privilege escalation J. po3nofiiz pecypciB

Task 3. Complete the sentences using words from the wordbank.

system stability, kernel, access control, system vulnerability, operating system
(OS), software patch, open-source software, process scheduling, multitasking,

privilege escalation

1. The manages hardware resources and provides services for
applications.
2. The operates at the lowest level of the system.
3. Efficient ensures fair CPU usage.
4. Modern systems rely on to improve productivity.
5. Strict prevents unauthorized access.
6. A may expose systems to cyberattacks.
7. Installing a reduces security risks.
8. allows community-driven development.
9. Improper can lead to serious security breaches.
10. ensures reliable long-term operation.
Task 4. Reading

Operating Systems and Software
An operating system (OS) is a fundamental component of modern
computer systems, acting as an intermediary between hardware and software
applications. Its primary function is to manage resource allocation, ensuring that
processing power, memory, and storage are distributed efficiently among

running programs. At the core of every OS lies the kernel, which controls low-
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level operations and enables communication between hardware and software
through system calls.

Modern operating systems support multitasking, allowing multiple
processes to execute concurrently. This is achieved through advanced process
scheduling mechanisms that determine which process receives CPU time at any
given moment. The user interface, whether graphical or command-line based,
enables interaction between users and the system.

From a cybersecurity perspective, operating systems are frequent targets
of attacks due to potential system vulnerabilities. Weak access policies or
software flaws may allow privilege escalation, enabling attackers to gain
unauthorized control over the system. To mitigate such risks, developers
regularly release software patches that address known wvulnerabilities and
improve system stability.

Operating systems can be classified as open-source software or
proprietary software. Open-source systems provide transparency and flexibility,
allowing experts to examine and modify source code. Proprietary systems, while
closed, often offer centralized support and controlled development
environments. In cybersecurity-focused environments, secure operating system
configuration and continuous updates are essential. Without proper access
control and patch management, even advanced security tools cannot guarantee

system protection.

Task 5. Decide whether the statements are True (T) or False (F).
The operating system directly manages hardware resources.

The kernel operates at the application level.

Multitasking improves system efficiency.

Process scheduling controls CPU usage.

System vulnerabilities can be exploited.

Software patches increase vulnerabilities.

Open-source software allows code inspection.



8. Privilege escalation increases system security.

9. Access control restricts unauthorized users.

10.0S security is critical for cybersecurity.

Grammar Focus: Passive Voice & Causative Structures

Task 6. Rewrite sentences using the Passive Voice.

1. The operating system allocates system resources to active applications.
2. Developers released a critical security patch last week.

3. Administrators are configuring access control settings now.

4. The kernel has managed system calls efficiently for many years.

5. The system will schedule processes automatically.

6. Attackers can exploit software vulnerabilities remotely.

7. Engineers are improving system stability at the moment.

8. The operating system must enforce strict security policies.

9. Users have installed the latest software updates.

10.  Administrators were monitoring system performance during the failure.

Task 7. Give synonyms to the words in bold.
1. The OS controls hardware operations and coordinates the interaction
between physical devices and system software.
2. The kernel handles critical system tasks and ensures stable
communication between different components.
3. The OS allows multitasking and enables users to run multiple applications
at the same time.
4. System administrators fix vulnerabilities to protect the network from

potential cyber threats.



5. The graphical interface shows important system information, including
performance statistics and error messages.

6. Attackers use system weaknesses to gain unauthorized access to
confidential data.

7. The OS keeps system resources organized and distributes them efficiently
among running programs.

8. Regular software patches improve system stability and reduce the risk of
technical failures.

9. Modern security systems stop unauthorized access by implementing
strong authentication mechanisms.

10.  Software developers build secure environments to ensure data protection

and reliable system performance.

Task 8. Open the brackets using the correct form of the verb.
1. The OS (allocate) resources dynamically every time new

applications are launched.

2. IT specialists (identify) multiple system vulnerabilities last
week while they (perform) a security audit.

3. Administrators (manage) access rights carefully since the
company (implement) the new security policy.

4. The IT department (maintain) overall system stability while

upgrading servers yesterday.

5. Strict access control policies (prevent) privilege escalation,
and administrators (review) them continuously this month.

6. Developers (release) software patches regularly, and by the
end of the day, they (deploy) all critical updates.

7. The kernel (execute) core operations constantly, and last
night it (process) more than 1,500 requests without errors.

8. The OS (schedule) processes automatically, while the IT

team (record) any delays that have occurred this week.



9. Security teams (monitor) user activity continuously, and they
(flag) all suspicious attempts that occurred yesterday.

10.  Software developers and cybersecurity experts (enhance) OS

security gradually over the years, and by 2026 they (introduce)

several advanced protocols.

Task 9. Choose a topic from the given below prepare a presentation (5-7

slides).

1. The Strategic Role of Operating Systems in Modern Cybersecurity
Frameworks (Focus on OS as a security layer, threat surface, integration with
security tools.)

2. Kernel Architecture Design and Its Impact on System Security and
Isolation Mechanisms (Monolithic vs microkernel, attack surface, memory
protection.)

3. Security Implications of Open-Source and Proprietary Operating Systems:
A Comparative Analysis (Transparency, vulnerability disclosure, update models,
trust models.)

4. Advanced Access Control Mechanisms in Operating Systems: Models,
Policies, and Implementation (DAC, MAC, RBAC, zero-trust principles.)

5. Privilege Escalation Attacks: Techniques, Exploitation Methods, and
Prevention Strategies (Vertical vs horizontal escalation, real-world attack
vectors.)

6. Patch Management as a Critical Component of Organizational
Cybersecurity  Strategy (Update cycles, vulnerability windows, risk
management. )

7. Multitasking and Process Scheduling: Performance Optimization vs
Security Risks (Race conditions, resource starvation, isolation failures.)

8. Operating System Vulnerabilities: Detection, Exploitation, and Mitigation

Techniques (Zero-day exploits, sandboxing, hardening techniques.)



9. Ensuring System Stability and Security in Enterprise-Level IT
Infrastructures (High availability, redundancy, monitoring, compliance.)

10.  The Future of Operating System Security: Al Integration, Virtualization,
and Zero-Trust Architectures (Cloud OS, containerization, predictive threat

detection.)

Task 10. Watch the video and decide whether the statements are True (T)
or False (F) .

Video: https://www.youtube.com/watch?v=aw15Ix56Cfg

1. An operating system manages both hardware resources and software
applications on a computer.

2. Utility programs are designed primarily to entertain users and provide
multimedia content.

3. The operating system controls processes such as memory management,
file handling, and device coordination.

4. Antivirus software is an example of a utility program that helps protect
the system from threats.

5. Operating systems do not interact directly with computer hardware
components.

6. Disk cleanup and file compression tools are commonly classified as utility
programs.

7. A user cannot run application software without an operating system
installed on the computer.

8. Utility programs are responsible for managing the central processing unit
(CPU) during program execution.

9. Operating systems provide a user interface that allows people to interact
with the computer system.

10.  Backup utilities help users prevent data loss by creating copies of

important files.


https://www.youtube.com/watch?v=aw15lx56Cfg

Lesson 3. Cloud Computing & Security

WORDBANK

Term Translation
1. cloud computing XMapHi 00UrC/IeHHs
2. virtualized environment BipTyasti3oBaHe cepeJjOBUIL[e
3. scalability MacITaboBaHiCTh
4. cloud service provider MOCTavyaJTbHUK XMapHUX MMOCIYT
5. data encryption M(PYyBaHHS JaHUX
6. access management YIIPaBJ/IiHHA JOCTYIIOM
7. shared responsibility model MO/ie/Ib CIIi/IbHOI BiJTIOBiAaIbHOCTI
8. data breach BUTIK JJaHUX
9. redundancy HaJMipHICTh
10.availability TTOCTYTHICTb

11.infrastructure as a service (IaaS)

iH(pacTpyKTypa SIK cepBic

12.platform as a service (PaaS)

raTgopMma K cepBic

13.software as a service (SaaS)

rporpamMHe 3abe3redyeHHs K CepBiC

14.compliance requirements

BHMMOT'H BIZINTOBITHOCTI

15.risk mitigation

3MEHIIIeHHA pI/IBI/IKiB




Task 1. Match the term

with the correct definition.

Terms

Definitions

1. cloud computing

A. unauthorized exposure of sensitive information

2. virtualized

environment

B. protection of data through cryptographic methods

3. cloud service provider

C. ensuring systems remain operational despite

failures

4. shared responsibility

model

D. a model defining security responsibilities between

providers and users

5. data encryption

E. techniques used to reduce security threats

6. access management

F. a computing model providing on-demand resources

7. data breach

G. an environment created using virtualization

technologies

8. redundancy

H. an organization delivering cloud-based services

9. availability

I. the degree to which systems are accessible and

operational

10. risk mitigation

J. management of user identities and permissions

Task 2. Match the term

with the correct Ukrainian translation.

Terms

Translation

. cloud computing

A. MOJeJib CITJIbHOI BiZIMIOBIAA/IbHOCTI

. virtualized environment

B. mumdpyBaHHs JaHUX

. cloud service provider

C. JOCTYIHICTB

. shared responsibility model

D. ynipaB/iiHHS JOCTYIIOM

. data encryption

E. HagMIpHICTb

. access management

F. BUTIK JaHuX

. data breach

G. xMapHi 06urcIeHHs

Ol 3] oo | ] W N

. redundancy

H. BipTyasi3oBaHe cepezoBulLie
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9.

Terms Translation

9. availability I. mocTravasbHUK XMapHUX HOCIYT

10. risk mitigation J. 3MeHIlIeHHsI pU3KKiB

Task 3. Complete the sentences with the correct word from the box

computing cloud, environment virtualized, provider cloud service, model
responsibility, shared encryption data, management access, breach data,

redundancy, availability, mitigation risk

. Many companies are migrating their servers to to reduce

infrastructure costs.

A allows multiple virtual machines to run on a single physical
Server.

Organizations must choose a reliable to ensure high-quality cloud
services.

In the , both the provider and the client share security

responsibilities.
Sensitive data must always be protected using
ensures that only authorized users can access cloud resources.
A can cause severe financial and reputational damage to a business.
mechanisms ensure services remain available even if one
component fails.

measures ensure systems are accessible when users need them.

10.Companies implement to identify and reduce potential security

threats.




Task 4. Reading
Cloud Computing & Security

Cloud computing has transformed the way organizations deploy and
manage information systems by providing on-demand access to computing
resources within a virtualized environment. Instead of maintaining physical
infrastructure, organizations rely on a cloud service provider to deliver services
such as laaS, PaaS, and SaaS. This model offers significant advantages,
including cost efficiency, flexibility, and scalability.

However, cloud environments introduce complex cybersecurity
challenges. The shared responsibility model defines security obligations
between providers and customers. While providers secure the underlying
infrastructure, customers are responsible for data protection, access
management, and compliance with regulatory standards. Failure to implement
strong security controls may result in a data breach, exposing sensitive
information.

To reduce risks, cloud systems employ data encryption, both during
transmission and storage. Redundancy mechanisms ensure high availability,
even in the event of hardware failure. Additionally, cloud platforms must
comply with strict compliance requirements, particularly in sectors handling
personal or financial data.

Effective risk mitigation strategies include continuous monitoring,
identity management, and regular security audits. When properly implemented,
cloud computing can provide secure and resilient infrastructures suitable for

modern business and cybersecurity operations.

Task 5. Decide whether each statement is True or False.

1. Cloud computing allows organizations to scale resources on demand.
2. A virtualized environment always eliminates the need for physical
servers.

3. Data breaches only happen due to weak passwords.



4. The shared responsibility model clarifies which security tasks are the

provider’s and which are the user’s.

5. Data encryption ensures that data cannot be lost.

6. Redundancy improves system availability by duplicating critical
resources.

7. Access management controls who can access which cloud resources.

8. Risk mitigation is only necessary in large enterprises.

9. Availability refers to the uptime and accessibility of cloud services.

10.  Cloud service providers are always responsible for user mistakes.

Grammar: Present Perfect vs Past Simple

Task 6. Complete the sentences with the correct form of the verb in
brackets (Present Perfect or Past Simple).

1. Companies (migrate) their data to the cloud last year.

2. Engineers (monitor) the virtualized environment continuously

since Monday.

3. The IT department (apply) the latest security patch yesterday.
4. Providers (deliver) cloud services to clients for over 10 years.
5. Hackers (exploit) several system vulnerabilities in the past
month.

6. The company (implement) redundancy systems to improve

availability last quarter.

7. Sensitive data (encrypt) before being uploaded to the cloud.

8. The security team (detect) unusual activity on the server last
night.

9. Cloud computing (become) a standard solution for enterprises in

the last decade.



10. Administrators (update) access permissions many times this

week.

Task 7. Replace the underlined word/phrase with an appropriate synonym.

1. Cloud computing provides on-demand resources. —

2. Sensitive data must be protected with encryption. —

3. Access management controls permissions. —

4. Redundancy ensures service continuity. —

5. A data breach occurs when information is exposed. —

6. Virtualized environments allow multiple OS instances. —
7. Risk mitigation reduces potential threats. —

8. Providers deliver cloud services globally. —

9. Availability refers to system uptime. —

10.  Shared responsibility defines security duties. —

Task 8. Complete the sentences using the correct form of the verb in

brackets and make First or Second Conditional as appropriate.

1. If a company (neglect) regular software updates, it
(risk) a serious data breach.

2. If hackers (find) a wvulnerability in the system, they
(exploit) it immediately.

3. Cloud services (fail) if the provider (not

maintain) redundancy systems.

4. If sensitive data (encrypt) properly, unauthorized users
(not access) it.

5. If the IT team (monitor) the network continuously, threats
(be detected) faster.

6. The company would save costs if it (migrate) more

applications to the cloud.



7. If users (follow) security protocols, phishing attacks
(be less successful).
8. Providers (improve) service availability if they

(increase) server capacity.

9. If a system administrator (grant) too many permissions, the
network (become) vulnerable.
10.  Organizations would avoid downtime if they (implement)

proper backup strategies.

Task 9. Choose a topic from the given below prepare a presentation (5-7
slides).

1. Evaluating the Advantages and Disadvantages of Cloud Computing in IT
Security (Analyze benefits like scalability and remote access vs risks such as
data leakage and compliance issues.)

2. Optimizing Resource Utilization Through Virtualized Environments
(Explore how virtualization enhances server efficiency, reduces costs, and
introduces security challenges.)

3. The Strategic Role of Cloud Service Providers in Ensuring Cybersecurity
(Examine responsibilities, SLAs, security tools, and incident response
management.)

4. Deep Dive into the Shared Responsibility Model in Cloud Security
(Clarify which security tasks are handled by providers vs customers, and real-
world implications.)

5. Data Encryption Techniques and Their Real-World Applications
(Compare symmetric, asymmetric, and homomorphic encryption with practical
enterprise examples.)

6. Access Management Best Practices for Enterprise Cloud Systems
(Focus on identity management, multi-factor authentication, role-based access

control, and monitoring.)



7. Case Studies of Major Data Breaches: Analysis and Lessons Learned
(Study high-profile breaches to understand attack vectors, prevention strategies,
and regulatory consequences.)

8. Redundancy and Failover Strategies to Maximize Cloud Service
Availability

(Discuss backup solutions, load balancing, disaster recovery, and minimizing
downtime.)

9. Implementing Risk Mitigation Frameworks in Cloud Cybersecurity
(Explore NIST, ISO 27001, and CIS controls to reduce vulnerabilities and
manage threats.)

10.  Emerging Trends in Cloud Computing and Next-Generation Security
Technologies

(Look at Al-driven security, zero-trust architectures, container security, and

hybrid/multi-cloud strategies.)

Task 10. Watch the video and decide whether the statements are True (T)
or False (F).

Video: https://www.youtube.com/watch?v=PT-saj5qGkk

1. Cloud computing means storing and running data or applications on
remote servers accessed via the internet instead of on a local computer.

2. In cloud computing, users must always own the physical servers where
their data is stored.

3. Cloud services allow access to computing resources such as storage,
servers, and software on demand.

4. One major benefit of cloud computing is that it can reduce upfront
investment in physical infrastructure.

5. The cloud only works when applications are installed directly on the
user’s device.

6. Cloud computing can be organized into different service models such as

SaaS, PaaS, and IaaS.


https://www.youtube.com/watch?v=PT-saj5qGkk

7. Security concerns can arise in the cloud because data is stored and
processed outside the end user’s direct control.

8. Cloud computing offers no flexibility in scaling resources according to
changing needs.

9. Cloud security requires measures such as encryption and access controls
to protect cloud-based assets.

10.  Cloud computing does not support businesses and individuals in accessing

applications from different devices over the internet.



Module 2. Cybersecurity and Modern Threats

Lesson 1. Cyber Threats & Attacks

compromise system integrity

MOPYLUUTH LITICHICTh CUCTEMU

human psychology exploitation

BUKOPHCTaHHS MCUXO0JIOTI1 JIFOAUHU

WORDBANK

Term Translation
1. exponential growth eKCIOHeHI[iliHe 3pDOCTaHHS
2. unauthorized access HeCaHKL[IOHOBaHWUW [JOCTYII
3. disrupt services TOpYyIlIeHHsI pOOOTH CepBiciB
4. demand financial ransom BUMaraTu ¢iHaHCOBY BUHAropoay
5. malware IIKi/l/IiBe TIporpaMHe 3abe3reyeHHs
6. ransomeware nporpaMHe 3abe3reueHHs-BUMaray
7.
8.
9.

multi-layered defense strategy

GaraTropiBHeBa CTpaTerisi 3aXUCTy

10.intrusion detection systems

CUCTeMHU BHSB/I€EHHS BTOPIHEHb

11.potential vulnerabilities

MOTEHL]iMHI BPa3/IMBOCTI

12.operational efficiency

edeKTHUBHICTb pOOOTH

13.critical digital assets

KPUTHUYHO Ba)KJ/IMBI LIM(POBI aKTUBU

14.emerging threats

HOBI/BUHHMKAaOUi 3arpo3u

15.0ongoing vigilance

MOCTiMHA MUWIbHICTh

16.exploit software vulnerabilities

BUKOPHCTaHHs Bpa3nuBocTen 13

17.remove malicious programs

BU/JAJIATH LLIKIJJIUBI IPOTPaMU




Task 1. Match the term with the correct definition.

English Term / Phrase Definition
. A)  Convincing people to ignore security rules
1. exponential growth . ‘ . ‘
by manipulating their behavior
' B)  Using weaknesses in software to attack a
2. unauthorized access
system
_ _ C)  Gaining access to a system or data without
3. disrupt services o
permission
4. demand financial D) Interrupting normal operation of services or
ransom applications
E) Demanding money in exchange for restoring
5. malware

access or data

vulnerabilities

6. human psychology [F)  Rapid increase in size, number, or
exploitation importance

7. multi-layered defense {G)  Weak points in a system that could be
strategy exploited by attackers

8. intrusion detection  |[H)  Software designed to harm, damage, or gain
systems unauthorized access to a system

9. potential D) Systems that monitor networks for
vulnerabilities suspicious or unusual activity

10.  exploit software J) A structured approach using multiple

SECUFity measures to protect systems




Task 2. Match the term with the correct Ukrainian translation.

Term

Ukrainian Translation

1. multi-layered defense

strategy

A) xMapHi 00urC/IeHHS

2. intrusion detection systems

B) cuctemn Ge3neky Ha 6a3i IITYYHOTO

IHTe/IeKTy

disrupt services

C) NOpyIIUTH L[iIICHICTh CUCTEMU

exponential growth

D) HOBi/BUHMKaIOUi 3arpo3u

potential vulnerabilities

E) BUgansTy 1IKiA/IMBI TporpamMu

remove malicious programs

F) ekcrioHeHI1iliHe 3pOCTaHHS

critical digital assets

G) kibep3arpo3u

@ N @ AW

exploit software

vulnerabilities

H) dimmHrosi araku

9. human psychology

exploitation

[) GaraTtopiBHeBa CTpaTerisi 3aXUCTY

10.demand financial ransom

J) BUKOpHWCTaHHS TICUXOJIOTIT JTFOJUHU

11.malware

K) Bumaratu piHaHCOBY BUHAropojy

12.ransomware

L) KpUTHUYHO Ba)K/IKBI [IUMPOBi aKTUBU

13.compromise system integrity

M)noTeHLiliHi Bpa3/JIUBOCTI

14.cyber threats

N) CUCTEMHU BUSABJIEHHSA BTOPI'HEHDb

15.operational efficiency

O) edekTHBHICTL pobOTH

16.emerging threats

P) mopyiiieHHs1 po6b0TH cepBiciB

17.ongoing vigilance

Q) nporpamMHe 3abe3reyeHHsI-BUMarau

18.phishing attacks

R) mikignvBe riporpaMHe 3abe3reueHHs

19.Al-driven security systems

S) BUKOpUCTaHHS Bpa3auBocTen [13

20.cloud computing

T) GaraTropiBHeBa CTpaTeris 3aXUCTY




Task 3. Fill the gaps using words from the box

multi-layered defense strategy, intrusion detection systems, disrupt services,
exponential growth, potential vulnerabilities, removes malicious programs,
critical digital assets, exploit software vulnerabilities, human psychology

exploitation, demand financial ransom

1. The Internet has grown so fast that the of connected devices is
creating new challenges.

2. Last year, cybercriminals several companies’ systems to steal
confidential data.

3. Many organizations are implementing a to protect their
networks from multiple threats.

4. Firewalls and antivirus software before malware can damage
important files.

5. Social engineers often use to trick employees into revealing
sensitive information.

6. If security rules are ignored, it can lead to , stopping important

business operations.

7. The company had to pay because hackers after encrypting all
the files.

8. Advanced Al systems will soon be able to predict in real time.
9. Protecting is a top priority for all modern organizations.

10.  Cybersecurity teams are constantly monitoring networks with

to detect suspicious behavior.



Task 4. Reading

Cybersecurity and Modern Threats

In today’s digital world, cybersecurity has become one of the most
important concerns for individuals, organizations, and governments. The rapid
exponential growth of the internet, cloud computing, and connected devices has
created an environment where cyber threats are increasingly sophisticated and
widespread. Cybercriminals exploit software vulnerabilities, human mistakes,
and organizational weaknesses to gain unauthorized access, steal sensitive
information, disrupt services, or demand financial ransom.

One of the most common threats is malware, which includes viruses,
worms, spyware, and trojans designed to compromise system integrity. Phishing
attacks often use fake emails or websites to trick users into revealing login
credentials or bank details. Ransomware is a particularly serious type of
malware that encrypts files and demands a ransom, leaving victims with few
options. Social engineering, on the other hand, targets human psychology
exploitation rather than technical vulnerabilities, convincing employees to
ignore security policies or share confidential information.

To counter these threats, organizations must adopt a multi-layered defense
strategy. Firewalls control incoming and outgoing network traffic, antivirus
software removes malicious programs, and intrusion detection systems monitor
for unusual behavior. Additional measures include strong password policies,
two-factor authentication, regular system updates, and encryption of sensitive
data. Employee training is also crucial, as staff who recognize phishing attempts,
suspicious links, or abnormal network activity act as a key line of defense.

Advanced technologies such as artificial intelligence (AI) and machine
learning (ML) offer both opportunities and challenges. Al-driven security
systems can automatically detect threats, analyze patterns of suspicious activity,
and predict potential vulnerabilities. However, cybercriminals can use these

same technologies to develop adaptive malware capable of evading traditional



defenses. Cloud computing has improved operational efficiency and
accessibility, but it requires strict data protection policies, secure authentication,
and continuous monitoring.

Overall, cybersecurity is a dynamic and constantly evolving field.
Protecting critical digital assets demands proactive strategies, ongoing vigilance,
and collaboration between technical experts, policymakers, and users to stay

ahead of emerging threats.

Task 5. Decide whether each statement is True (T) or False (F).

1. Cybersecurity is mainly a concern for large corporations.

2. Malware includes viruses, spyware, and worms.

3. Phishing attacks target system vulnerabilities rather than human behavior.
4. Ransomware typically encrypts files and demands payment.

5. Social engineering relies on manipulating human psychology.

6. Firewalls prevent unauthorized network traffic.

7. Employee training is optional if advanced software is installed.

8. Al can be used to detect patterns of suspicious activity.

9. Cybercriminals cannot exploit Al for malicious purposes.

10. Cloud computing increases efficiency but requires strong security

policies.

Task 6. Multiple Choice (choose the correct answer).

1. What is the primary goal of cybercriminals?

a) Improve security

b) Access, steal, or disrupt data

c) Train employees

d) Update firewalls

2. Which technology can detect patterns of suspicious activity?
a) Cloud storage

b) Machine learning



c) Email filters

d) Password managers

3. Why is social engineering dangerous?
a) It can bypass firewalls

b) It exploits human behavior

c) It encrypts data

d) It blocks network traffic

4. Ransomware attacks usually result in:
a) loss of access to files

b) detection of malware

c) password protection

d) human error

5. Employee awareness helps in:

a) reducing system updates

b) preventing phishing and human errors
) encrypting all data automatically

d) replacing firewalls

6. Which is NOT a type of malware?
a) Trojan

b) Worm

c) Firewall

d) Spyware

7. Cloud computing requires:

a) NO security measures

b) strong authentication and monitoring
c) only firewalls

d) only antivirus

8. Al in cybersecurity can:

a) only automate updates

b) predict potential vulnerabilities



) eliminate the need for employees

d) replace all traditional software

9. Human error is considered:

a) an irrelevant factor

b) a major exploited vulnerability

) a software weakness

d) always avoidable

10. A multi-layered defense combines:
a) technical tools and human vigilance
b) only Al-based tools

c) only employee training

d) only firewalls

Task 7. Complete the sentences using words from the text

cybercriminals, malware, phishing, ransomware, social engineering, Al, cloud,

encryption, firewall, vulnerability

1. often exploits weaknesses in human behavior, manipulating
employees or users to bypass security protocols and reveal sensitive
information.

2. is a method of converting data into unreadable code, ensuring that
even if unauthorized parties access it, they cannot read the information.

3. attacks are carefully designed to trick users into revealing
passwords, credit card numbers, or other personal information through fake
emails or websites.

4. encrypts important files on a user’s system and demands a ransom
for their release, often causing major operational disruption.

5. are continually developing more sophisticated cyber threats,
combining technical skills and creativity to bypass traditional security measures.
6. Advanced technologies can analyze patterns in network traffic

and predict suspicious activity before it causes damage.



7. Many organizations store their data on the to improve scalability,
accessibility, and operational efficiency across multiple locations.

8. A monitors and filters incoming and outgoing network traffic,
blocking malicious activity and protecting the system from attacks.

9. includes viruses, trojans, worms, and spyware, all designed to
compromise the integrity and security of computer systems.

10.  Any weakness in a system that can be exploited by attackers is a ,

and identifying it is essential for maintaining cybersecurity.

Task 8. Replace the underlined words with suitable synonyms from the text.
1. Cybercriminals are continuously creating new malware.

2. Employees should be aware of phishing attempts.

3. Al systems can forecast potential threats.

4. Firewalls control network traffic.

5. Ransomware locks files until payment is made.

6. Social engineering uses human psychology to attack systems.
7. Organizations implement many-layered defense strategies.
8. Vulnerabilities are weak points in systems.

9. Training helps employees understand cyber risks.

10.  Cloud computing improves effectiveness but requires security.

Speaking

Task 9. — Critical Thinking / Discussion (10 prompts)

1. How might Al both improve and threaten cybersecurity?

2. Should organizations prioritize technology over training? Why or why
not?

3. Which is more dangerous: human error or malware?

4. How can phishing attacks be prevented?

5. Why is social engineering so effective despite technological defenses?

6. What role do firewalls play in multi-layered defense?



7. How can organizations balance cloud efficiency and security?
8. Can ransomware attacks be completely prevented?
9. What skills should cybersecurity experts have?

10.  How can constant vigilance be implemented practically?

Task 10. Watch 2 videos and decide if sentences are True (T)or False (F)

Video 1: https://www.youtube.com/watch?v=ey4dXseAODE

Video 2: https://www.youtube.com/watch?v=inWWhr5tnEA

1. Cybersecurity is the practice of protecting systems, networks, and

programs from digital attacks.

2. Cybersecurity is only important for large companies and governments, not
individuals.
3. Malware refers to harmful software such as viruses, worms, and Trojan

horses that can damage systems.

4. Phishing is a type of attack that tries to trick users into revealing personal
information.

5. Ransomware encrypts files and demands payment to restore access.

6. Strong passwords and regular software updates can help improve
cybersecurity.

7. Denial-of-service attacks aim to overwhelm a system so that legitimate

users can’t access it.

8. Cybersecurity only involves technical tools and does not include training
users about safe behavior.

9. Protecting data integrity means preventing unauthorized modification or
deletion of data.

10. A multi-layered defense with firewalls, antivirus software, and access

controls is a key principle of cybersecurity.


https://www.youtube.com/watch?v=inWWhr5tnEA
https://www.youtube.com/watch?v=ey4dXseAODE

Lesson 2. Internet Security & Encryption

WORDBANK
Term Translation

1. confidentiality KOH(iJeHIIHICTh
2. integrity LIVTICHICTB
3. availability TOCTYTHICTb
4. encryption M pyBaHHS
5. decryption key KJIFOU JlelIU(ppyBaHHS
6. AES (Advanced Encryption|CITII (Crangapt repeZioBOT0

Standard) IMdpyBaHHS)
7. RSA ALl (AnropuTt™ mMQppyBaHH)

8. VPN (Virtual Private Network)

BipTyasibHa MpHBaTHA Mepexa

9. HTTPS websites

BeOcaritu 3 HTTPS

10. firewalls

OpaHamMayepu

11.antivirus software

aHTHUBipyCHe MporpaMHe 3abe3rneueHHs

12.multi-factor authentication

baraTodakTopHa aBTeHTHdIKALis

13. phishing

GbimHr

14. ransomware

BHMMaray (Imporpama-BrMaray)

15.denial-of-service attacks

aTakKy BiZIMOBU B 00C/TyrOBYBaHHi

16. software updates

OHOBJIEHHS MIPOrpamMHOro

3a0e3rneyeHHs

17. cloud security

XMapHa 6e3neka

18. data encryption

MdpyBaHHS JAaHUX

19. access control

KOHTPOJIb JJOCTYITy

20. network monitoring

MOHITOPUHT Mepexi

21. security policies

[MOJIITUKU Oes3reKu




Task 1. Match the term with the correct definition.

Term Definition
. confidentiality, _
. . A) A set of rules and procedures designed to
integrity, ) )
o protect information and systems
availability
. B) Online systems used to store and manage data
. encryption
on remote servers
' ¢) A method of converting data into a coded form
. firewalls

to prevent unauthorized access

. antivirus software

Principles that ensure data is secure, accurate,

and accessible

. multi-factor

Software that detects and removes malicious

authentication programs
o F) Security system that monitors and controls
. phishing
incoming and outgoing traffic
G) A cyberattack that tricks users into revealing
. ransomware

sensitive information

. denial-of-service

attacks

Malicious software that blocks access to data

until a payment is made

. cloud platforms

An attack that overloads a system to make it

unavailable

10.security policy

A method of verifying identity using multiple

forms of authentication




Task 2. Match the term with the correct Ukrainian translation.

Term Ukrainian Translation
1. Internet security A) mdpyBaHHA
2. encryption B) 6paHamayep
3. unauthorized access C) iHTepHeT-0e31eKa
4. cyberattacks D) HecaHKI[iOHOBaHUM [IOCTYTI
5. malware E) kibepaTaku
6. firewall F) mkigynvBe riporpaMHe 3abe3reyeHHs
7. antivirus software G) aHTHBipyCHe TIporpamMHe 3abe3meueHHs
8. multi-factor
H) 6araTodakTopHa aBTeHTHdIKALTis
authentication
9. phishing I) dimmHr
10.ransomware J) nporpama-BrmMarau
11.cloud security K) xmMapHa 6e3reka
12.access control L) KOHTpOJIb IOCTYITY
13.network monitoring M)MOHITOPUHT Mepexi

Task 3. Fill the gaps using words from the box.

ransomware, integrity, cloud platforms, phishing, firewall, security policy,
encryption, availability, multi-factor authentication, antivirus software, denial-

of-service attacks, confidentiality

1. Ensuring the of data means that information is only
accessible to authorized users.

2. The company uses to convert sensitive data into a secure
coded format.

3. A helps protect a network by controlling incoming and
outgoing traffic.

4. Installing is essential to detect and remove malicious

programs from a computer.



5. requires users to verify their identity using more than one
method.

6. Many cybercriminals use emails to trick people into sharing
personal information.

7. can block access to important files until a ransom is paid.

8. Websites may crash due to that overload servers with
excessive traffic.

9. More businesses are storing their data on to ensure flexibility
and remote access.

10.  Every organization should implement a strong to protect its

digital resources.

Task 4. Reading.

Internet Security & Encryption
Internet security is a critical aspect of modern information technology that
protects data, devices, and networks from unauthorized access, cyberattacks, and
malware. As more personal and business activities are conducted online,
ensuring the confidentiality, integrity, and availability of digital information has
become essential. One of the main tools used to secure online communications
is encryption. Encryption is the process of converting readable data into a coded
format to prevent unauthorized access, ensuring that only someone with the
correct decryption key can read or use the information. This ensures that even if
data is intercepted during transmission, it remains unreadable to unauthorized
users. Common encryption methods include AES (Advanced Encryption
Standard) and RSA, which are widely implemented in VPNs (Virtual Private

Networks), HTTPS websites, and email communications.
Effective internet security also requires the use of firewalls, antivirus
software, and multi-factor authentication to prevent unauthorized access and

reduce the risk of cyber threats such as phishing, ransomware, and denial-of-



service attacks. In addition, regular software updates and user awareness play a
significant role in maintaining a secure digital environment.

Furthermore, organizations increasingly adopt cloud security measures to
protect data stored in remote servers. Data encryption, access control, and
network monitoring are essential to prevent breaches in cloud platforms.

Implementing security policies and educating employees about potential
risks strengthens overall cybersecurity. By combining advanced encryption
techniques, proactive monitoring, and strong organizational practices, both

individuals and businesses can maintain a safe and trustworthy online presence.

Task 5. Decide whether each statement is True (T) or False (F).

1. Internet security protects only computers from cyber threats.

2. Confidentiality, integrity, and availability are essential principles of
internet security.

3. Encryption converts coded data into readable information.

4. Encrypted data cannot be read without the correct decryption key.

5. AES and RSA are examples of encryption methods.

6. Firewalls and antivirus software are not necessary for internet security.
7. Phishing and ransomware are types of cyber threats.

8. Multi-factor authentication uses only one method to verify identity.

9. Cloud platforms store data on remote servers.

10.  Security policies and employee education help improve cybersecurity.

Grammar Focus: Modal Verbs
Task 6. Complete the sentences using the correct modal verb: must, should,
might, can’t, could.
1. Users update their passwords regularly to prevent
unauthorized access.
2. Emails from unknown sources be phishing attempts.

3. You ignore security warnings on your device.



4. Sensitive data be encrypted before being sent online.

5. Firewalls protect networks from external threats.

6. Hackers gain access if a system is not properly secured.

7. Employees follow the company’s security policies at all
times.

8. Multi-factor authentication make accounts safer than

passwords alone.
9. Malware cause serious damage to your files.
10.  Cloud platforms store sensitive data safely if proper security

measures are used.

Task 7. Translate into English using Modal verbs in correct tense (can,
must, should, may).
1. KopucryBaui MOBUHHI peryJ/isipHO OHOBJIFOBATH aHTHMBIPyCHEe TpOrpaMHe

3abe3neueHHs, 11100 3aXUCTUTH CBOI TIPUCTPOI.

2. Hani moBuHHI OyTH 3aiMQpoBaHi repe[ nepegaveto uepe3 [HTepHeT.

3. EnekTpoHHi MCTH BiJ He3HAHOMHX PKeper MOXKYTh OyTH (ilmHroBUMU
aTakamH.

4. bpanimayep Moxke 3aXUIllaTh MepeXy BiJi HeCaHKLIIOHOBAHOT'O JOCTYITY.
5. CriiBpobiTHUKY TTOBUHHI JOTPUMYBATHUCS MOMITUKY Oe3reKy KOMITaHii.

6. Xakepu MOXYTb OTpUMard JOCTyll [0 [JaHUX, SKIO CUCTeMa

HeIOCTaTHBO 3aXHIIleHa.

7. baraTtodakTtopHa aBTeHTU(iKallisT MOXKe poOUTH OOMIKOBI 3arucu Oinblil
Oe3meuHMHU.
8. XMapHi 1aThopMu MOXKYTh 30epiraty fjaHi Oe3rmeuHo, sKII0 3aCTOCOBaHi

HaJIeXXHi 3aX0a1 Oe3IeKHu.

9. [TporpaMu-BUMaraui MOXKYyTh 3aBJlaTH Cepiio3HOI IIKOAW (haitiam
KOPHCTYBaua.

10.  SIKmio KopucTyBaui He OyZyTb yYBa)kKHi, BOHM MOXXYTb CTaTH >K€PTBaMH

Kibepartakm.



Task 8. Combine the sentences using relative pronouns( who, which, that)
and correct I'T/cybersecurity vocabulary.

1. Encryption protects data. Encryption is used in VPNs.

2. The hacker stole personal information. The hacker was arrested last week.
3. Firewalls block malicious traffic. Firewalls are installed on all company
servers.

4. Antivirus software detects malware. Antivirus software is installed on all
computers.

5. Multi-factor authentication improves security. Multi-factor authentication

requires multiple verification methods.

6. Ransomware encrypted files. Ransomware caused serious damage to the
company.
7. Cloud platforms store sensitive data. Cloud platforms are managed by

trusted providers.

8. Cybersecurity policies protect organizations. Cybersecurity policies are
followed by all employees.

9. Data is transmitted online. Data must be encrypted to remain secure.

10.  Phishing emails target users. Phishing emails try to steal passwords and

personal information.

Task 9. Replace the underlined words with suitable synonyms.

cyber threats, deployed, encrypted format, maintaining, secure, online security
framework, safeguarding, applied, access, digital assets, protect, decrypt,

secure digital footprint, security, ensuring

1. Internet security safeguards data, devices, and networks from
unauthorized access.

2. Ensuring the protection of digital information is critical.

3. Encryption transforms readable data into a coded format to prevent

unauthorized access.



4. Only someone with the correct decryption key can interpret the
information.

5. Common encryption standards such as AES and RSA are widely
implemented in VPNs, HTTPS websites, and email systems.

6. Firewalls, antivirus software, and multi-factor authentication minimize the
risk of cyberattacks.

7. Regular software updates and user awareness are crucial for sustaining a
secure digital environment.

8. Organizations adopt cloud security measures to safeguard data stored in
remote servers.

9. Applying comprehensive security policies strengthens overall
cybersecurity posture.

10.  Combining advanced encryption methods, proactive monitoring, and
robust practices allows individuals and businesses to maintain a trustworthy

online presence.

Task 10. Speaking Task — Dialogue: Cybersecurity in the Workplace.

Characters: I'T Manager (Alex) & Employee (Maria)

Fill the dialogue with these words:

cyber threats, deployed, encrypted format, maintaining, secure, online security
framework, safeguarding, applied, access, digital assets, protect, decrypt,
secure digital footprint, security, ensuring

Maria: Hi Alex, I wanted to ask about our company’s data. How do we make

sure our are safe?

Alex: That’s a good question. First, we have a strong in place. All
sensitive files are stored in , so even if someone intercepts them,
they cannot the data without the key.

Maria: That sounds reassuring. But what about the employees? How do we

control to this information?



Alex: We use multi-factor authentication and strict permission policies. This
helps in sensitive information. Only authorized personnel can
certain files.

Maria: And the firewalls and antivirus?

Alex: They have already been across all servers and workstations.
These tools help in our network from like phishing or
ransomware.

Maria: I see. So, maintaining these systems is also important, right?

Alex: Absolutely. and regularly updating software is crucial. It’s
also about that all employees follow best practices for

Maria: What about our online presence? Can our actions affect security outside
the company?

Alex: Definitely. We all need to manage a . Careless online
behavior can expose the company to risks. By following policies and good
habits, we both personal and corporate data.

Maria: This makes sense. So, by combining technical tools and employee
awareness, we are really our information and our
operations.

Alex: Exactly. Cybersecurity is not just about technology—it’s about people,

processes, and that our remain safe from all

Task 11. Choose a topic from the given below prepare a presentation (5-7
slides).

1. The Role of Encryption in Protecting Online Communications
— Explore how AES, RSA, and other encryption standards secure data.

2. Cyber Threats and How to Prevent Them
— Discuss  phishing, ransomware, denial-of-service attacks, and

countermeasures.



3. Firewalls, Antivirus Software, and Multi-Factor Authentication: Tools for
Internet Security — Examine how these technologies protect networks and
devices.

4. The Importance of Data Confidentiality, Integrity, and Availability
— Explain the CIA triad and its application in real-world cybersecurity.

5. Cloud  Security:  Protecting Data on  Remote  Servers
— Focus on encryption, access control, and monitoring in cloud platforms.

6. Maintaining a Secure Digital Footprint in the Age of Social Media

— Discuss personal cybersecurity practices and online privacy.

7. Cybersecurity Policies: Creating a Safe Online Environment for
Organizations — Explore policy implementation, employee training, and
compliance.

8. The Evolution of Encryption Techniques and  Standards

— Trace the development from classical ciphers to modern encryption
algorithms.

9. What steps individuals and organizations should take to stay safe online
— Analyze steps individuals and organizations should take to stay safe online.

10.  Future Trends in Internet Security and Encryption

— Discuss Al in cybersecurity, quantum encryption, and emerging threats.



Lesson 3. Network Security & Firewalls

WORDBANK

Term Translation
1. network security MepeykeBa Oe3reka
2. firewall protection 3aXHUCT Mi>KMepe>keBUM eKpaHOM
3. unauthorized access HeCaHKI[iOHOBaHWM 0CTYII
4. inbound traffic BXIJHUM Tpadik
5. outbound traffic BUXiHUM Tpadik
6. security policy TMOJTiTUKa Oe3reku
7. packet filtering (ibTpaLlis NaKeTiB JaHUX

8. Intrusion Prevention System (IPS)

Cucrema 3amnobiranHs BropraeHHSIM

(C3B)

9. access control rules

TIpaBU/Ia KOHTPOJIIO OCTYITY

10. malware

IIKi/l/TiBe TIporpaMHe 3a0e3reueHHs

11. data breach

BUTIK JaHUX

12. authentication process

riporiec aBTeHTUdiKarlii

13. Virtual Private Network (VPN)

BipryanbHa [IprBatHa Mepexa (BIIM)

14. threat detection

BHABJ/IEHHS 3arpo3

15. real-time monitoring

MOHITOPUHT Y peajbHOMY Yaci




Task 1. Match the term with the correct definition.

Term

Definition

1. Malware

A)

A secure encrypted connection that allows
users to access a private network over the

internet

2. Network security

Protection of computer networks from
cyber threats, attacks, and unauthorized

dccess

3. Authentication process

Q)

Software designed to damage, disrupt, or
gain unauthorized access to computer

systems

4. Data breach

A system that monitors network activity
and automatically blocks or prevents

suspicious behavior

5. Security policy

A set of rules and procedures designed to

protect information and systems

6. Packet filtering

A method of inspecting data packets and
deciding whether they should be allowed or
blocked

7. Unauthorized access

Access to a system or data without

permission or legal authorization

8. Firewall protection

H)

The process of verifying the identity of a

user before granting access to a system

9. Intrusion Prevention

System (IPS)

An incident where sensitive or protected

data is exposed to unauthorized users

10.Virtual Private
Network (VPN)

)

A security mechanism that monitors and
filters incoming and outgoing network

traffic based on rules




Task 2. Match the term with the correct Ukrainian Translation.

Term

Ukrainian Translation

1. Network security

A)

CUCTeMa, 1110 TiepeBipsie 0coby

KOpHMCTYyBaya Iepe/ HalaHHAIM JOCTYyIy

2. Malware

B)

3aXMCT KOMIT FOTEPHUX MepexX Bif

KibepaTak i HecaHKL[iOHOBAHOT'O AOCTYITy

3. Firewall protection

0)

BipTyasibHa MpHBaTHa Mepexa, 110
3abe3reuye 3axuiijeHe 3’€[HaHHS uepe3

IHTepHeT

4. Authentication process

D)

nporpamMHe 3abe3reueHHs, IpU3HayeHe

JIIsT KO ab0 HeCcaHKI[iOHOBAHOTO

JOCTYITy

5. Data breach

E)

MeTO/], TIepeBIPKY MaKeTiB JaHUX /IS iX

J103BO/Ty 200 6/10KyBaHHS

F) IHLWJEHT, Mij yac 9KOro JaHi CTaroTh
6. Security policy JOCTYITHUMU HEeaBTOPU30BaHUM
KOpPHUCTYyBavaMm
G) cucTeMa IpaBWJI i IpoLieAyp AJist 3aXUCTY
7. Packet filtering
iHdopwmatiii Ta cuctem
H) MexaHi3M 0e3reKH, 1[0 KOHTPOJTIOE
8. Unauthorized access MepeskeBUi Tpadik i 6710kye mimo3piny
aKTHUBHICTh
9. Intrusion Prevention ) [OCTYII 0 cucTeMH 6e3 103BojTy abo
System (IPS) aBTOpM3aLlil
10.Virtual Private Network| J) cucTtema 6e3meku, 1[0 KOHTPOJIIOE Ta

(VPN)

binbTpye BXiHUY i BUXigHUM Tpadik




Task 3. Reading.
Network Security & Firewalls

Network security is a fundamental component of modern cybersecurity
infrastructure, designed to protect computer systems, networks, and sensitive
data from unauthorized access and cyber threats. One of the most important
tools used in this area is a firewall, which acts as a security layer between a
trusted internal network and untrusted external networks such as the Internet.

A firewall monitors and controls inbound and outbound traffic based on
predefined security policies. It uses packet filtering techniques and access
control rules to determine whether data packets should be allowed or blocked.
By analyzing traffic patterns, firewalls help prevent malicious software from
entering the system and reduce the risk of data breaches.

Modern firewalls are often integrated with intrusion prevention systems
(IPS), which provide real-time monitoring and threat detection. These systems
can identify suspicious activity and automatically respond to potential attacks. In
addition, encrypted communication and virtual private networks (VPNs)
enhance security by protecting data during transmission.

Effective network security also depends on proper authentication
processes, ensuring that only authorized users can access sensitive resources.
Organizations must regularly update their security policies to address system
vulnerabilities and emerging cyber threats.

In conclusion, firewalls play a critical role in maintaining secure digital
environments. They act as the first line of defense in cybersecurity, helping
organizations protect their data, systems, and users from constantly evolving

cyber risks.

Answer the questions according to the text.
1. What is the main purpose of network security in modern cybersecurity
systems?

2. How does a firewall protect a computer network from external threats?



3. What is the difference between inbound and outbound traffic in a

network?

4. How do packet filtering techniques work in firewall systems?

5. What role does an Intrusion Prevention System (IPS) play in network
security?

6. Why is authentication important in controlling access to network
resources?

7. How do VPNs and encrypted communication improve data protection?

Task 4. Decide whether each statement is True (T) or False (F).
1. Network security protects computer systems and data from cyber threats

and unauthorized access.

2. Firewalls only allow incoming traffic and block all outgoing traffic.

3. A firewall acts as a security layer between internal and external networks.
4. Packet filtering is used to automatically create malware inside a system.

5. Firewalls use predefined security policies and access control rules.

6. Intrusion Prevention Systems (IPS) provide real-time monitoring and

threat detection.
7. VPNs increase security by encrypting data during transmission.
8. Authentication processes allow any user to access sensitive resources

without restrictions.

Task 5. Read the text and fill it with the correct prepositions.

for (4), from (2), on (3), between (1), by (2), into (1), of (1), in (2), to (4),
via (1), over (1)

Network security is essential protecting modern IT systems cyber
threats and unauthorized access. Organizations rely firewalls to control
traffic internal and external networks. A firewall works filtering data

packets and applying strict security rules each connection attempt. It helps



prevent malicious software from entering _  the system and reduces the risk
_____data breaches.

In addition, intrusion prevention systems operate ____ real time to detect
suspicious activity ___ the network. These systems respond ___ potential
attacks automatically. Users often connect _ remote systems __ virtual
private networks (VPNs), which ensure encrypted communication ___ the
internet. Authentication processes are also important ___ granting access __
sensitive resources only ____ authorized users. Overall, network security depends
__ multiple layers of protection working together ___ ensure data integrity and

system safety.

Grammar Focus: Passive Voice

Task 6. Fill in the gaps with the correct Passive Voice form (Present
Perfect, Future Simple, Present Continuous, Past Continuous, Past Perfect,

Modals).

Network security systems have significantly improved in recent years.
Today, most corporate networks already (protect) by multi-layered
firewalls and intrusion prevention systems.

Currently, all inbound and outbound traffic continuously ___
(monitor) to ensure real-time threat detection. Sensitive data _  always __
(encrypt) before transmission, especially in cloud-based environments.

At the same time, new security policies __ regularly _  (update) by

administrators to respond to emerging cyber risks. If suspicious behavior is

identified, it immediately (detect) and analyzed by security systems.
During a recent attack, several network segments actively
(configure) to isolate the affected areas, while the incident thoroughly

(investigate) by cybersecurity experts.



In the future, all critical infrastructure __ (must / protect) by Al-driven
security systems, and cyber threats __ automatically __ (block) before they
reach internal networks. By the time administrators responded, the system logs

___already ____ (analyze) to determine the origin of the breach.

Task 7. Replace the underlined phrases with suitable synonyms.

monitor, firewall protection, encrypt, data breach, authentication process,

detect, traffic inspection, unauthorized access, block, network security

1. Modern protection of computer networks against cyber threats and
attacks is a fundamental requirement for all organisations operating in the
digital environment.

2. A properly configured system that filters and controls incoming and
outgoing network traffic acts as the first defensive barrier between internal
systems and external threats.

3. Security tools continuously observe and analyse data flow across the
network infrastructure to ensure compliance with organisational security
policies.

4. Intrusion prevention systems are designed to identify suspicious
activities and cyberattack patterns in real time within complex digital
environments.

5. All sensitive information must be converted into a secure coded format
before being transmitted over public or unsecured communication channels.

6. Cybersecurity mechanisms are capable of instantly preventing harmful
data packets from entering protected systems during potential attack
attempts.

7. A severe incident involving the exposure of confidential or sensitive
data to unauthorised users can seriously damage organisational reputation and

trust.



8. Strong procedures for verifying the identity of users before granting
system access are essential in protecting critical resources.

9. Continuous systematic analysis of network communication and data
flow helps administrators identify vulnerabilities and prevent cyber threats.

10.  Hackers often attempt illegal entry into secure systems without

permission or authorisation in order to exploit or steal valuable data.

Speaking

Task 8. Watch the video and decide whether the statements are True (T) or
False (F).
Video: https:/www.youtube.com/watch?v=kDEX1HXybrU

1. A firewall is used to prevent unauthorized access to a private network.

2, Firewalls allow all incoming traffic without any restrictions.

3. A firewall works by filtering network traffic based on security rules.

4. Firewalls can block unwanted or malicious traffic from entering a system.

5. The main purpose of a firewall is to increase internet speed.

6. Firewalls act as a barrier between a trusted internal network and the
internet.

7. Firewalls cannot control outgoing traffic from a network.

8. Network administrators define rules that determine what traffic is allowed
or denied.

9. Firewalls are only used in small personal computers, not in organizations.

10. A firewall helps protect a network from hackers and cyber threats.


https://www.youtube.com/watch?v=kDEX1HXybrU

Task 9. Fill in the gaps in a dialogue using wordbank.

system, network security, traffic, allow, monitor, encrypt, cyber threats,
firewall, internal network, detect, external network, rules, block,

unauthorized access

Alex: I’ve been studying cybersecurity, but I still don’t fully understand how a
____actually protects a computer ___.

Maria: A firewall is a key tool in ___ ___ . It creates a barrier between an ____
__andan_

Alex: So it controls everything that enters and leaves the system?

Maria: Exactly. It can ___ or ___ network ___ based on predefined security
__ . It also helps ____ suspicious activity and ___ potential cyber threats in real
time.

Alex: What happens if the data is sensitive?

Maria: Then it can be ___ before transmission to ensure safety. Firewalls also
help prevent ___ _ from gaining access to protected resources.

Alex: So it’s like a digital security guard?

Maria: Yes, it constantly __ the system and decides what is safe or dangerous
forthe .

Task 10. Choose a topic from the given below prepare a presentation (5-7
slides).

1. Fundamentals of Network Security in Modern IT Systems

2. How Firewalls Work: Principles and Mechanisms

3. Types of Firewalls: Hardware vs Software Solutions

4. Packet Filtering and Traffic Inspection Techniques

5. Intrusion Detection and Intrusion Prevention Systems (IDS/IPS)

6. Common Cyber Threats and How Firewalls Defend Against Them

7. Role of Encryption in Secure Network Communication
8. Authentication and Access Control in Network Security
9. Virtual Private Networks (VPNs) and Secure Remote Access

10.  Real-World Cyberattacks and Firewall Protection Strategies




Module 3. Cybersecurity Policies & Regulations

Lesson 1. Ethical Hacking & Penetration Testing

WORDBANK

Term

Translation

. penetration testing

TECTYBaHHA Had IPOHUKHEHHA

. cybersecurity posture

piBeHb KiOep3axuIleHOCTi

. vulnerability remediation

YCYHEHHSI BPa3/IMBOCTEeN

. post-exploitation analysis

aHaJsIi3 mic/is eKcruryarawuil

. regulatory compliance

BiJTIOBIJHICTb HOPMAaTUBHUM BUMOTr'am

. Teconnaissance phase

eTart po3BiJIKu

. system resilience

CTiUKICTh CUCTEeMHU

ol 3] o ] M| W] N| =

. incident response capabilities

MO>K/IMBOCTI pearyBaHHS Ha IHL[UIeHTU

9.unauthorized access prevention

3arobiraHHs1 HECAHKL[IOHOBAaHOMY

OCTYITy

10. secure software development

6e3meyHa po3poOKa MPOTrpaMHOTO

3a0e3rneyeHHs

11. cyberattack mitigation

TOM’ IKITIeHHST HaC/TiIKiB KibepaTak

12. vulnerability assessment

OL[iHKa Bpa3/IMBOCTeN




Task 1. Match the term with the correct definition.

Term Definition

. _ A) the process of gathering information about a
1. penetration testing _
target system before launching an attack.

. B) measures and controls implemented to stop
2. cybersecurity _ o
intruders from gaining access to systems or

posture
data.
3. vulnerability C) the overall strength and effectiveness of an
remediation organization’s security measures.
4. post-exploitation D) the process of fixing or eliminating identified
analysis security weaknesses.

E) the ability of a system to continue operating
5. regulatory . o
and recover quickly after a cyber incident or

compliance
failure.
6. reconnaissance F) asimulated cyberattack performed to evaluate
phase the security of a system.
G) activities conducted after gaining access to a
7. system resilience system to understand impact and improve

defenses.

8. incident response| H) adherence to laws, regulations, and standards

capabilities related to cybersecurity.

_ ) actions and strategies used to identify,
9. unauthorized access _ _
contain, and recover from security breaches or

prevention
attacks.
J) the practice of designing and coding
10.secure software
applications in a way that minimizes security
development

risks.




Task 2. Match the term with the correct Ukrainian Translation.

Term Ukrainian Translation
1. ethical hacking A) oLliHKa Bpa3/MBOCTeN
2. penetration testing B) pearyBaHH$ Ha iHUWIeHTH
3. vulnerability assessment C) kibepb6e3rekoBa Mo3uIfist
4. system resilience D) eTuuHMM XaKiHT
5. reconnaissance E) npoHuKHe TeCTyBaHHS
6. exploitation phase F) crilikicTb cuctemu
7. cybersecurity posture G) po3Bizgka (36ip iHbopMariii)
8. incident response H) ¢aza ekcriyaTariii
9. unauthorized access I) HecaHKI[iOHOBaHUU [IOCTYTI
10.secure software| J) Ge3mneuHa po3poOKa ITPOrpaMHOTO

development 3abe3reueHHs

Task 3. Reading.
Ethical Hacking & Penetration Testing

Ethical hacking and penetration testing are essential practices in modern
cybersecurity aimed at identifying and mitigating vulnerabilities in information
systems. They are conducted by certified security professionals who simulate
malicious attacks in a controlled and authorized environment to evaluate system
resilience. Penetration testers use a variety of tools and methodologies to
discover weaknesses such as misconfigurations, outdated software, and insecure
network protocols. The process typically includes reconnaissance, scanning,
exploitation, and post-exploitation phases to assess the overall security posture
of an organization. Results are documented in detailed reports that provide risk
ratings, evidence of vulnerabilities, and recommendations for remediation.

Ethical hacking supports proactive defense strategies, helping

organizations strengthen their cybersecurity posture and comply with regulatory



standards. It plays a crucial role in protecting sensitive data, preventing
unauthorized access, and reducing the risk of cyberattacks in critical
infrastructure. Penetration testing can be performed as black box, white box, or
grey box testing depending on the level of prior knowledge available to the
tester.

Organizations increasingly integrate ethical hacking into their
cybersecurity lifecycle to continuously monitor risks, improve incident response
capabilities, and ensure long-term resilience against evolving threats. Proper
authorization and adherence to legal frameworks are fundamental principles of
ethical hacking, ensuring that all testing activities remain compliant and do not
harm real systems. Pen testers also collaborate with development and security
teams to fix vulnerabilities and enhance secure software development practices.

Continuous learning and up-to-date knowledge of attack techniques are
necessary for professionals working in ethical hacking domains and
cybersecurity industry standards. These skills ensure accurate assessment,
responsible disclosure, and stronger protection of digital infrastructures

worldwide in modern environments today.

Answer the questions according to the text.

1. What is the purpose of ethical hacking and penetration testing?

2. Who conducts penetration testing and under what conditions?

3. What types of vulnerabilities can be identified during penetration testing?
4. What are the main stages of the penetration testing process?

5. What kind of information is included in penetration testing reports?

6. How does ethical hacking help organizations improve cybersecurity?

7. Why are continuous learning and up-to-date knowledge important for

cybersecurity professionals?



Task 4. Decide whether each statement is True (T) or False (F).

1. Ethical hacking is used to perform real cyberattacks without permission.

2. Penetration testing helps identify weaknesses in systems.

3. Reconnaissance is the final phase of penetration testing.

4. Ethical hacking contributes to preventing unauthorized access.

5. Reports from penetration testing include recommendations for fixing
vulnerabilities.

6. Ethical hacking is not related to regulatory compliance.

7. Penetration testing can be conducted in different formats such as black

box and white box testing.
8. Cybersecurity posture refers to physical security of buildings only.
9. Continuous monitoring and learning are important in cybersecurity.

10.  Ethical hacking may harm real systems during testing.

Grammar Focus: Tenses

Task 5. Complete the table with the correct forms (Noun — Verb — Adjective
— Adverb).

Noun Verb Adjective Adverb
1 secure I securely
2  |protection - protective
3 assess
4 authorized
5 comply compliant
6 |prevention _ preventively
7  |development
8 vulnerable
9 resile resilient
10 [|analysis analytical




Note for students:
* Some verb forms (e.g., vulnerate, resile) are rare in modern usage; more
COmMmon expressions are:

“be vulnerable” , “show resilience”

Task 6. Order the words to make sentences.
(Use Present Simple, Present Continuous, Present Perfect, Past Simple, Past

Continuous, Past Perfect, Future Simple, and be going to forms)

1. ethical / cybersecurity / is / a / essential / discipline / in / modern

2. researchers / are / currently / conducting / penetration / testing / in /
controlled / environments

3. ethical / hacking / has / significantly / improved / organizational /
cybersecurity / posture

4. did / last / year / penetration / testing / not / detect / all / system /

vulnerabilities

5. security / incidents / were / sometimes / being / simulated / in / academic /
environments

6. organizations / have / recently / strengthened / their / incident / response /
capabilities

7. ethical / hacking / will / play / an / important / role / in / future /
cybersecurity / strategies

8. cybersecurity / teams / are / going / to / implement / advanced /
monitoring / tools / soon

9. the / penetration / testing / process / typically / includes / reconnaissance /
and / exploitation / phases

10.  professionals / were / analyzing / system / logs / while / attacks / were /
occurring

11.  the / researchers / had / already / completed / vulnerability / assessment /

before / the / audit



12.  professionals / are / going / to / continuously / develop / their /

cybersecurity / competencies

Task 7. Read the text and fill it with the correct prepositions:
in (4), on, at, for (2), to (2), of, with, from, about

Ethical hacking plays a crucial role ___ modern cybersecurity practices. It
is used to identify vulnerabilities _ information systems and to strengthen
protection __ cyberattacks. Penetration testers work _  controlled
environments and simulate real-world attacks _ order to evaluate system
security.

The process usually begins ___ reconnaissance, when professionals
collect information ____ the target system. After that, they move ____ scanning
and exploitation phases. All findings are recorded _ detailed reports, which
include evidence ___ vulnerabilities and recommendations ___ improvement.

Organizations rely __ ethical hacking to improve their cybersecurity
posture and comply ____ international security standards. Continuous monitoring

and analysis are essential maintaining system resilience and preventing

unauthorized access critical data.

Task 8. Replace the underlined phrases with suitable synonyms.

ethical hacking, penetration testing, cybersecurity posture, vulnerability
assessment, reconnaissance phase, incident response capabilities, unauthorized

access prevention, secure software development, system resilience, cyberattack

mitigation

1. Ethical hackers help improve the overall strength of an organization’s

SEClll‘ity measures.

2. Penetration testers perform a simulated cyberattack to evaluate system
security.
3. The team conducted a detailed analysis of system weaknesses before the

audit.



4. Professionals begin their work with the information-gathering stage
before an attack.
5. Organizations aim to enhance their ability to react to and recover from

security incidents.

6. Security teams focus on stopping intruders from entering systems or
data.
7. Developers follow principles of building applications with minimal

security risks.

Task 9. Writing. Watch two videos and write short summaries.

https://www.youtube.com/watch?v=Y XO6he3vbMI

https://www.youtube.com/watch?v=_kyxanedIP0O

Speaking
Useful language for speaking tasks
1. Introducing ideas
In our opinion, the main issue is...
The situation shows that...
From a cybersecurity perspective, it is clear that...
One possible explanation is that...
We should first consider...
2. Suggesting actions (Problem-Solving)
The first step should be to...
It is necessary to immediately...
We recommend conducting...
A possible solution would be to...
The system should be checked for...

It might be useful to implement...


https://www.youtube.com/watch?v=_kyxanedlP0
https://www.youtube.com/watch?v=YXO6he3vbMI

3. Giving opinions (Debate)
I strongly believe that...
I partly agree, but...
I disagree because...
In my view, ethical hacking...
There is a risk that...
However, it is also true that...
4. Agreeing / Disagreeing
I completely agree with that point.
That’s a valid argument.
I see your point, but...
I’m not convinced that...
I have a different opinion.
That may be true, however...
5. Justifying ideas
This is important because...
The main reason is that...
It helps organizations to...
This reduces the risk of...
This improves system security by...
Concluding ideas
To conclude, we believe that...
Overall, the most effective solution is...
In summary, cybersecurity should focus on...

Finally, we recommend that...



Task 10. Problem-Solving Scenario.

“Cybersecurity Incident”

Task:

Your university has detected unusual activity in its network. Work in groups and
decide:

. What steps should be taken immediately?

. Should penetration testing be used? Why?

. Who should be responsible for the investigation?
. How can similar incidents be prevented in the future?
Output:

Present your group solution in 1-2 minutes.

Task 11. Debate “Ethical Hacking: Good or Risky Practice?”

Team A: Ethical hacking is essential and fully beneficial.

Team B: Ethical hacking can create risks and should be limited.

Structure:

. Introduction of argument
. 2-3 supporting points

. Rebuttal

. Conclusion

Task 12. Role Play “Penetration Tester vs. Company Manager”.

Roles:

. Penetration tester

. IT manager / company director
Situation:

The tester presents security vulnerabilities found during testing.



Tasks:

. Explain vulnerabilities clearly
. Suggest improvements

. Discuss budget and urgency

. Agree on next steps

Lesson 2. Cybersecurity in Business

WORDBANK
Term Translation

1 |cyber threat intelligence po3BigKa Kibep3arpo3

information security
2 yrpaB/iHHs iHpopMalliiiHo 6e3rnekoro

management
3 |lencryption key management  |ynpaBJiHHS K/IHOYaMU [IX(PPYyBaHHS
4 \vulnerability assessment OLIiHKa Bpa3/MBOCTEMN
5 lincident response plan /1aH pearyBaHHs Ha iHIIUAEHTH
6 |zero-day vulnerability Bpa3/IMBiCTb HY/JILOBOT'O JTHSI

_ aHaJsli3 LIKiAJMBOro MpOrpaMHOro
7 Imalware analysis

3abe3reyeHHs
8 [threat mitigation strategy CTparerisi 3HWKeHHs Kibep3arpos
9 [network segmentation cerMeHTaLis Mepexi

10 [secure software development  pKATTEBHUI LUK/ Oe311euHOI po3pOOKH

lifecycle (SDLC) TporpamMHoro 3abe3srneueHHs




Task 1. Match the term with the correct definition.

Term

Definition

cyber threat intelligence

A) a strategy designed to reduce the

impact or likelihood of cyberattacks.

information security

management

B) the process of collecting and analyzing
information about current or potential

cyber threats.

encryption key

management

C) the practice of detecting, analyzing,
and understanding malicious software

behavior.

vulnerability assessment

D) a structured approach to identifying,
responding to, and recovering from

cybersecurity incidents.

incident response plan

E) a security weakness that is unknown to

the vendor and has no available patch.

zero-day vulnerability

F) the process of managing cryptographic
keys to ensure secure data encryption

and access control.

malware analysis

G) the process of dividing a computer
network into smaller isolated parts to

improve security.

threat mitigation strategy

H) a systematic evaluation of systems to

identify security weaknesses and risks.

network segmentation

I) aframework for developing software
with integrated security practices at

every stage.

10.

secure software
development lifecycle

(SDLC)

J) the overall coordination and
management of policies and

procedures to protect information




Term Definition

systems.

Task 2. Fill the gaps using words from the box.

cyber threat intelligence, secure software development lifecycle (SDLC),
information security management, encryption key management, vulnerability
assessment, incident response plan, zero-day vulnerability, malware analysis,

threat mitigation strategy, network segmentation,

1. A serious risk in cybersecurity is a , which refers

to an unknown software flaw that attackers can exploit before it is fixed.

2. Companies also rely on to ensure that all

policies and procedures are properly applied to protect digital assets and
sensitive information.
3. To reduce the impact of cyberattacks, companies develop a

that helps minimize damage and control threats.

4. Security teams also perform to study how

malicious software behaves and spreads within systems.

5. Cybersecurity in modern organizations requires ,

which helps organizations understand emerging attacks and identify potential
risks in advance.
6. Before launching systems into production, organizations perform

to detect weaknesses and reduce possible security

risks.

7. Large networks are often protected using , which

divides systems into smaller isolated segments to improve security.

8. In case of a cyber incident, a well-developed is

necessary to ensure fast and effective reaction to attacks.

9. To protect encrypted data, specialists use , which

ensures that cryptographic keys are securely created, stored, and managed.



10. Finally, modern companies apply the to

integrate security into every stage of software development.

Task 3. Reading.
Cybersecurity in Business

Cybersecurity has become a critical component of modern business
operations due to the rapid growth of digital technologies and the increasing
number of cyber threats. Organizations of all sizes rely on information systems
to store, process, and transmit sensitive data, including financial records,
personal information, and intellectual property. As a result, protecting these
systems is essential for maintaining trust, ensuring business continuity, and
avoiding financial losses.

One of the key elements of cybersecurity in business is risk management.
Companies must identify potential vulnerabilities in their systems and apply
appropriate security measures to reduce the likelihood of cyberattacks. Common
practices include ethical hacking and penetration testing, which help simulate
real-world attacks in a controlled environment. These methods allow security
professionals to detect weaknesses before they can be exploited by malicious
actors.

Large technology companies are good examples of how cybersecurity is
applied in practice. For instance, Google uses artificial intelligence to detect
cyber threats in real time and works with ethical hackers through bug bounty
programs. Microsoft integrates cybersecurity into all its products and uses
vulnerability assessments, secure software development practices, and incident
response teams. Amazon Web Services (AWS) protects cloud systems through
encryption, access control, and continuous monitoring, while also providing
security tools for its customers. Apple focuses strongly on privacy and uses
encryption and strict ecosystem control to prevent unauthorized access. Meta
(Facebook) applies artificial intelligence to detect fake accounts and

cyberattacks across its platforms.



In addition, businesses must ensure compliance with international security
standards and regulations. This includes implementing policies for data
protection, access control, and incident response. Strong cybersecurity posture
also depends on employee awareness, as human error is often a major cause of
security breaches. Modern organizations are increasingly investing in advanced
technologies such as artificial intelligence, intrusion detection systems, and
secure software development practices. These tools improve system resilience
and support faster response to cyber incidents.

In conclusion, cybersecurity is no longer optional for businesses; it is a
fundamental requirement in the digital age. Companies that invest in strong
security strategies are better prepared to prevent cyberattacks, protect their data,

and maintain long-term stability in a highly connected world.

Task 4. Decide whether each statement is True (T) or False (F).

1. Cyber threat intelligence helps organizations predict and understand
possible cyberattacks.

2. Information security management focuses only on technical tools and

ignores policies.

3. Encryption key management ensures secure handling of cryptographic
keys.
4. Vulnerability assessment is used to identify weaknesses in systems before

attackers do.

5. Incident response plan is unnecessary if a company has strong antivirus
software.

6. A zero-day vulnerability is a known security flaw that already has a patch.
7. Malware analysis studies how malicious software behaves and spreads.

8. Threat mitigation strategy is used to increase the impact of cyberattacks.

9. Network segmentation improves security by dividing a network into

isolated parts.



10.  Secure software development lifecycle (SDLC) integrates security into

every stage of software creation

Grammar Focus: Linking words

Present Perfect (for results & experience)

Task 5. Complete each sentence with the correct linking word.

however (2), in addition (2), consequently (1), therefore (3), as a result (2)

1. Cybersecurity threats are increasing rapidly; , organizations

must strengthen their defenses.

2. Ethical hacking is widely used in companies; , it helps

identify system vulnerabilities before attacks occur.

3. Penetration testing is effective; , it does not guarantee

complete system security.

4. Many businesses invest in encryption technologies; , they

improve the protection of sensitive data.

5. The system was not updated regularly; , it became vulnerable

to cyberattacks.
6. Security teams detected unusual activity; , they immediately
activated the incident response plan.

7. Cloud services are convenient; , they require strong access

control mechanismes.

8. The company improved its cybersecurity posture; , the

number of incidents decreased significantly.
9. Malware analysis is essential for security; , it helps
understand how attacks spread.

10.  Organizations use advanced monitoring tools; , they can

respond faster to threats.



Task 6. Complete the sentences (Present Perfect: positive, negative,

questions).

1. Companies (improve) their cybersecurity systems in recent
years.

2. Ethical hackers not (find) all system

vulnerabilities yet.

3. security teams (respond) to recent cyberattacks?
4, Researchers (discover) new malware analysis methods.
5. Organizations not (implement) strong

encryption key management.
6. IT specialists (conduct) vulnerability

assessments this year?

7. The company (strengthen) its incident response plan
recently.

8. Attackers not (exploit) all system weaknesses.

9. cybersecurity experts (develop) advanced tools

for threat detection?

10.  Companies (gain) experience from previous cyberattacks.

Task 7. Translate the sentences into English using the Present Perfect

Tense.

1. 3a OCTaHHI POKU BeJIMKI TeXHOJIOT1YHI KOMIIaHil 3HAYHO MOKPALU/IA CBOI
cuctemu Kibepbe3neku /151 3aXUCTy KOHPiIeHI[IMHUX JaHUX KOPUCTYBaUiB.

2. ETuuHi Xakepu B)Ke BUSIBU/IA KPUTHUUHI BPa3/IMBOCTI B KOPIIOPaTHUBHUX
iH(opMaLiHKX CUCTeMax i MOBiJOMWIN PO HUX OpraHi3arjism.

3. Komanga kibepOe3riekd B)ke BifpearyBasa Ha KilbKa CK/IaJHHUX

IHL[MIeHTiB, BAKOPUCTOBYIOUM CyYaCHI IHCTPYMEHTH aHasli3y 3arpos.



4. MoctigHUKY po3po0OrIM HOBI MeTOAM aHasli3y IIKiJ[TMBOTO MPOrPaMHOIO
3a0e3reueHHs, sIKi 103BOJISIFOTH LLIBU/IIIIe BU3HAUATH TUII aTak.

5. baraTo opranisauii e He BIpoOBagu/Iu e(eKTUBHE YIpPaB/liHHSA KIH0YaMU
M pyBaHHS, 110 MiABUIYE DU3KK BUTOKY JaHUX.

6. IT-cnerjianicTd TpoOBe/IM YWC/AEHHI OL[iHKM BpPa3/MBOCTed Yy CKIaJHUX
MepeXXeBUX iHPPaCTPYKTypax BeJTMKUX KOMIIaHil.

7. KowmriaHisi B)Ke CyTT€BO MOCWIWIA CBiM TIJlaH pearyBaHHSI Ha iHLUAEHTH
TTic/Is KiTbKOX He/laBHiX Kibeparak.

8. 3/IOBMUCHUKM BUKOPHWCTA/IA paHillle HeBiIoOMi Bpa3/MBOCTI HYJIbLOBOI'O
[IHS JIJI aTaKy Ha KPUTHUYHI CUCTeMHU.

9. Excnieptu 3 kibepbe3rieku po3pobuiv iHHOBAL[ilHI iHCTPYMeHTH [Jist
BUSIBJIEHHS Ta 3HW)KeHHS Kibep3arpo3 y peajibHOMY 4Yaci.

10.  KomnaHnii HakOMWYWIM 3HAUHWMK TIPAKTUYHWM [OCBIiJ y cdepi 3axucTy

iHbopMalliiHUX crCTeM TIC/IsA cepil mornepeHiX KibepiHI[UAEeHTiB.

Task 8. Replace the underlined phrases with suitable synonyms.

cyber threat intelligence, information security management, encryption key
management, vulnerability assessment, incident response plan, zero-day
vulnerability, malware analysis, threat mitigation strategy, network

segmentation, secure software development lifecycle (SDLC)

1. Organizations must regularly conduct a systematic evaluation of
weaknesses in their IT systems to reduce cyber risks.

2. Security teams rely on a structured plan for reacting to and recovering
from cyber incidents.

3. Experts use methods for studying malicious software behavior and its
spread in systems.

4. Companies implement strategies aimed at reducing the impact of

cyberattacks.



5. A previously unknown software flaw without an available patch can
be extremely dangerous for critical infrastructure.

6. Large organizations apply a process for managing cryptographic keys
used in encryption systems.

7. Modern companies follow a framework that integrates security into
every stage of software development.

8. IT departments use the process of dividing a network into isolated
segments for better protection.

9. Businesses depend on the overall coordination of policies and
procedures to protect information systems.

10.  Analysts study information about current and potential cyber threats

to predict attacks.

Speaking Task: Continue the Ideas.

Task 9. Complete each sentence orally by adding 2-3 sentences with your

own ideas, explanations, or examples.

1. Cybersecurity is essential for modern businesses because...

2. Ethical hacking helps organizations improve security by...

3. Penetration testing is important in business environments because...
4. One major cyber threat for companies today is...

5. Companies should invest in cybersecurity tools such as...

6. A strong cybersecurity posture is necessary because...

7. If a company does not protect its systems properly,...

8. Incident response plans are useful when...

9. Network segmentation improves security because...

10.  In the future, cybersecurity will become even more important because...



Task 10. Watch the video and decide if the statements are True (T) or False

(F).

Video: https://www.youtube.com/watch?v=0yvpBydE VeQ

1. Cybersecurity is important only for large international companies, not for
small businesses.

2. One of the main risks for businesses is phishing attacks that try to steal
sensitive information.

3. Strong passwords and regular updates are recommended as basic
cybersecurity practices.

4. Multi-factor authentication makes accounts less secure and should be avoided.
5. Employee training plays an important role in preventing cyberattacks.

6. Cybersecurity threats can only come from outside the organization.

7. Regular data backups help companies recover after cyber incidents.


https://www.youtube.com/watch?v=OyvpBydEVeQ

Lesson 3. Artificial Intelligence & Cybersecurity

WORDBANK

Term Ukrainian Translation

1. threat detection mechanisms [MexaHi3M1 BUSIBJIEHHS 3arpo3

2. data exfiltration HeCaHKI[iIOHOBaHe BUIyUYeHHs JJaHUX

3. anomalous behavioral . _ .
aHOMaJIbHi TTOBe/IiHKOBI TTaTepHU
patterns

4. machine learning algorithms [airopuT™Mu MallIMHHOTO HaBYaHHSI

5. predictive threat modeling [MporHocTHyHe MO/e/IFOBaHHS 3arpo3

6. system vulnerabilities BPa3/IMBOCTI CUCTEMU

7. deep neural networks rOOKi HepOHHI MepexKi

8. incident response .
CTPYKTypa pearyBaHHs Ha iHI[UJEHTU
framework

9. algorithmic decision-makingnpornecy anropuTMiuHOTrO NpUXHATTS

processes pillieHb

10.intelligent automation . ' _
iHTe/IeKTya/IbHi aBTOMaTU30BaHi CUCTEMHU
systems




Task 1. Match words with definitions.

Term

Definition

1. anomaly

A) a weakness in a system that can be

exploited by attackers

2. vulnerability

B) the process of converting data into a

secure format

3. encryption

C) something that deviates from the

normal or expected pattern

4. data exfiltration

D) the unauthorized transfer of data from a

computer system

5. predictive analysis

E) a method of forecasting future events

based on data analysis

6. neural network

F) a computing model inspired by the
human brain used for pattern

recognition

7. intrusion detection

G) a system designed to detect

unauthorized access to networks

8. authentication

H) a process of verifying the identity of a

user or system

©

algorithm

I) a step-by-step procedure used to solve a

problem or perform a task

10.firewall

J) a security system that monitors and

controls network traffic




Task 2. Complete the table with correct word forms.

Noun Verb Adjective Adverb
. |optimization optimally
encrypt
authentically
infiltrate infiltrative
. |detection detectable
resiliently
. |governance govern
Task 3. Reading.

Artificial Intelligence & Cybersecurity

Artificial Intelligence (AI) is revolutionizing the domain of cybersecurity
by introducing sophisticated mechanisms for threat detection and prevention.
Contemporary organizations are increasingly exposed to a wide range of cyber
threats, including malware infiltration, phishing schemes, and large-scale data
breaches. Conventional security frameworks often fail to respond promptly to
these evolving and highly complex attacks, which necessitates the integration of
Al-driven solutions.

A key advantage of Al lies in its capacity to process vast datasets in real
time and identify anomalous patterns of behavior. Advanced machine learning
algorithms enable predictive threat analysis, allowing systems to mitigate risks
before they escalate into critical incidents. For instance, AI-powered systems can
detect irregular network traffic, unauthorized access attempts, and potential

system vulnerabilities.



Leading technology corporations such as Google, Microsoft, IBM, and
OpenAl are at the forefront of developing cutting-edge Al technologies for
cybersecurity. These organizations invest substantial resources in enhancing
automated threat detection, strengthening data encryption protocols, and
optimizing incident response strategies.

Looking toward the next decade, Al is expected to become increasingly
autonomous, adaptive, and precise. Nevertheless, the growing reliance on Al
introduces new challenges, as cybercriminals also exploit these technologies to
orchestrate more sophisticated and targeted attacks. Consequently, the future of
cybersecurity will depend on the synergy between advanced technological

solutions and human expertise to ensure resilient and robust protection systems.

Multiple Choice (choose the correct answer).

1. What is the primary function of Al in cybersecurity?
a) Threat detection and prevention

b) Data storage

c) Website design

2. What does “anomalous patterns” refer to?

a) Normal activity

b) Planned actions

c) Unusual behavior

3. What do machine learning algorithms enable?

a) Manual control

b) Predictive threat analysis

c) Data deletion

4. What is “malware infiltration”?

a) Data protection

b) Unauthorized harmful software entering a system

c) Safe internet usage



5. What do leading companies invest in?

a) Entertainment technologies

b) Social media platforms

c) Automated threat detection and encryption
6. What is expected from Al in the future?

a) Greater autonomy and precision

b) Decreased efficiency

c) Limited usage

7. What is a major cybersecurity challenge mentioned?
a) Lack of internet access

b) Low data volume

c) Use of Al by cybercriminals

Task 5. Use words from the text to fill the gaps.

mitigate, schemes, vulnerabilities, cutting-edge, synergy, anomalies, en

cryption, algorithms, frameworks, automation

1. Al systems can ___ potential risks before they escalate into serious
incidents.

2. Cybercriminals often use phishing ____ to deceive users.

3. Al helps identify system _______ before they are exploited.

4. Leading companies develop __ Al technologies to improve security.

5. Effective cybersecurity depends onthe ____ between humans and Al

6. Machine learning tools can ___ the impact of cyberattacks.

7. Many employees are trained to recognize fraudulent
8. Weak passwords create serious in digital systems.
9. innovations play a key role in modern cybersecurity strategies.

10. The of human expertise and automation improves decision-making.




Task 6. Replace the underlined phrases with suitable synonyms.

synerqy, vulnerabilities, cutting-edge, anomalous behavioral patterns, mitigate,

automated threat detection, vast datasets, potential security threat

1. Al systems can reduce cyber risks before they escalate into serious incidents.
2. Cybersecurity experts analyze very large amounts of data in real time.

3. Machine learning algorithms can detect unusual behavior patterns in
network traffic.

4. Companies invest in modern and highly advanced technologies to
strengthen digital protection.

5. Hackers often exploit weak points in computer systems to gain unauthorized
access.

6. Al enables organizations to perform automatic threat detection and
response.

7. The system identified a possible security problem in the database.

8. Cybersecurity requires cooperation between humans and artificial

intelligence systems.

Grammar Focus: Infinitive& Gerund
Task 7. Choose the correct option in brackets.
1. Al systems help prevent (to detect / detecting) cyber threats in real time.
2. Cybersecurity experts are responsible for (to analyze / analyzing) suspicious
network activity.
3. Companies aim (to improve / improving) their data protection strategies.
4. Hackers try (to exploit / exploiting) system vulnerabilities.
5. Machine learning enables computers (to recognize / recognizing) unusual
behavior patterns.
6. Organizations avoid (to expose / exposing) sensitive data to external risks.

7. Researchers continue (to develop / developing) advanced encryption methods.



8. The system began (to process / processing) large volumes of data
automatically.

9. Governments consider (to introduce / introducing) stricter cybersecurity
regulations.

10. AT assists in (to identify / identifying) potential security breaches.

Task 8. Complete with Gerund or Infinitive.

1. Cybersecurity specialists need _______ (monitor) network traffic continuously.
2. Al tools are designed _ (detect) malicious software.

3. Companies risk _ (lose) sensitive information without proper
protection.

4. The system is capable of __ (analyze) complex datasets.

5. Experts recommend ________ (update) security software regularly.

6. Hackers attempt __ (gain) unauthorized access to systems.

7. Organizations should avoid ___ (ignore) security alerts.

8. Machine learning helps _____ (improve) threat detection accuracy.

9. Students are learning _ (use) Al in cybersecurity applications.

10. The software started ____ (block) suspicious connections automatically.

Task 9. Find and correct the mistakes in the sentences (one sentence is
correct).

1. Artificial intelligence helps to detecting cyber threats in complex and
constantly changing digital environments.

2. Cybersecurity specialists avoid to ignore automated system alerts generated
by Al-based monitoring tools.

3. The company decided improving its encryption infrastructure in order to
strengthen data protection across all departments.

4. Hackers attempted accessing highly secure databases containing sensitive

financial and personal information.



5. The system began to analyzing large volumes of user behavior data
immediately after the software update.

6. Researchers continue to develop advanced artificial intelligence models
capable of predicting cyberattacks.

7. Employees are responsible for to protect confidential information stored
within organizational networks.

8. Al enables modern security systems recognizing unusual activity patterns in
real time.

9. Governments plan introducing stricter cybersecurity regulations to reduce the
risk of large-scale cyber incidents.

10. It is important to securing digital infrastructure effectively in order to

prevent unauthorized access and data breaches.

Speaking
Task 10: Problem-Solving Situation.
Discuss and decide on the best solution.
Situation:
A large company has experienced a cyberattack that exposed sensitive customer
data. The system is still vulnerable, and operations are partially disrupted.

Tasks:

. Identify possible causes of the attack

. Suggest immediate actions to stop further damage

. Propose long-term cybersecurity improvements

. Decide whether Al-based systems should be introduced or improved

. Explain your final recommendation



Task 11. Choose a topic from the given below prepare the final presentation

(5-7 slides).

Module 1. Introduction to IT and Cybersecurity

1. Fundamentals of Computer Systems and Their Components

2. How Computer Networks Work: Structure and Communication Models
3. Types of Networks: LAN, WAN, and the Internet

4. Operating Systems: Functions, Types, and Security Features

5. Software Categories: System Software vs Application Software

6. Cloud Computing Models: 1aaS, PaaS, SaaS

7. Security Challenges in Cloud Computing Environments

Module 2. Cybersecurity and Modern Threats

. Overview of Modern Cyber Threats and Attack Vectors

. Malware Types: Viruses, Worms, Trojans, and Ransomware
. Social Engineering and Phishing Attacks in Cybersecurity

. Principles of Internet Security and Safe Online Behavior

. Encryption Methods and Data Protection Techniques

. Network Security Fundamentals and Defense Strategies

N Y U AW N

. Firewalls: Types, Functions, and Real-World Applications

Module 3. Cybersecurity Policies & Regulations

1. Ethical Hacking: Purpose, Methods, and Legal Boundaries

2. Penetration Testing in Modern Cybersecurity Practice

3. Cybersecurity Policies in Organizations: Structure and Importance
4. Data Protection Regulations (GDPR and Global Standards)

5. Cybersecurity in Business: Risk Management and Strategy

6. Artificial Intelligence in Cybersecurity: Opportunities and Threats
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ANSWER KEYS

Module 1. Introduction to IT and Cybersecurity
Lesson 1. Computer Systems & Networks
Task 1.
1-J, 2-F, 3-C, 4-H, 5-E, 6-D, 7-G, 8-B, 9-1, 10-A
Task 2.
1-E, 2-J, 3-D, 4-1, 5-A, 6-G, 7-H, 8-F, 9-C, 10-B

Task 3.
1. architecture hardware, 2. infrastructure network, 3. model-server client, 4.
protocol communication, 5. capacity bandwidth, 6. switching packet, 7. latency

network, 8. mechanism routing, scalability, 9. connectivity secure

Task 5. True / False
1-T, 2-F, 3-T, 4-T, 5-F, 6-T, 7-T, 8-F, 9-T, 10-F

Task 6.

Verb Noun Adjective Adverb
protect protection protective protectively
secure security secure securely
monitor monitoring monitored continuously
select selection selective selectively
optimize optimization  |optimal optimally
enhance enhancement |enhanced
interact interaction interactive interactively
allocate allocation allocated dynamically
transmit transmission  [transmissible
process processing processed




11
12)
13,
14,
15

Verb Noun Adjective Adverb
analyze analysis analytical analytically
evaluate evaluation evaluative evaluatively
detect detection detectable detectably
resilient resilience resilient resiliently
reliable reliability reliable reliably

Task 7. Passive Voice (Other grammatically correct passive forms are

acceptable.)

1. Network infrastructures are designed to ensure reliability.

2. Data transmission is regulated by protocols.

3. Optimal transmission paths are selected by routers.

4. Network traffic is monitored continuously by administrators.
5. System resources are allocated dynamically.

6. Transmitted data is protected by security mechanisms.

7. Client requests are processed by servers.

8. Network performance is affected by topology.
9. Fault tolerance mechanisms are implemented by engineers.

10.  Cloud services are supported by networks.

Task 8. (possible answers)

1) computer framework, 2) computing resources, 3) network framework, 4) data
transfer, 5) client-server architecture, 6) networking rules, 7) data segmentation,
8) network delay, 9) path selection methods, 10) protected connection, 11)

system stability

Task 9.
1. are routed (Passive)
2. monitor (Active)

3. are established (Passive)



4, access (Active)

5. increases (Active)
6. configure (Active)
7. is achieved (Passive)

8. update (Active)
9. are optimized (Passive)

10.  reduce (Active)

Task 11.
1. True
2. False — The speakers explain that people are often influenced by

emotions, habits, or biases, not just rational thinking.

3. True

4. True

5. False — Social influence is presented as a strong factor affecting people’s
choices.

6. True

7. False — The videos suggest that people are not always fully aware of their

actions or decisions.

8. True

9. False — The speakers argue that behaviour can be changed, even if it is
difficult.

10. True

Lesson 2. Operating Systems and Software
Task 1.
1-b, 2-d, 3-g, 4-e, 5-a, 6-j, 7-c, 8-h, 9-i, 10-f
Task 2.
1-F, 2-D, 3-J, 4-E, 5-1, 6-C, 7-H, 8-G, 9-B, 10-A



Task 3.

1 — D (operating system — onepaijiliHa CCTeMa)

2 — A (kernel — siipo)

3 — J (resource allocation — po3noisi pecypciB)

4 — B (multitasking — 6araTo3ajjauHicTh)

5 — E (process scheduling — nyiiaHyBaHHs Mpo1ieciB)

6 — C (access control — KOHTPO/b AOCTYITY)

7 — I (system vulnerability — cucTreMHa Bpa3/ivBiCTb)

8 — G (software patch — rporpamMHe OHOBJ/IEHHS)

9 — H (open-source software — I13 3 BiIKpUTUM KO/IOM)

10 — F (privilege escalation — miZjBHilIeHHS] TPUBLJIEIB)

Task 5.
1.T,2.F, 3.T, 4.T, 5.T, 6.F, 7.T, 8.F, 9.T, 10. T.

Task 6.

1. System resources are allocated to active applications by the operating
system.

2. A critical security patch was released last week by developers.

3. Access control settings are being configured now by administrators.
4. System calls have been managed efficiently for many years by the
kernel.

5. Processes will be scheduled automatically by the system.

6. Software vulnerabilities can be exploited remotely by attackers.

7. System stability is being improved at the moment by engineers.

8. Strict security policies must be enforced by the operating system.

9. The latest software updates have been installed by users.

10.  System performance was being monitored during the failure by

administrators.



Task 7.
controls—manages; handles—processes; allows—enables; fix-remediate; shows—

displays; use—exploit; keeps—maintains; improve—enhance; stop—prevent; build—

develop

Task 8 (Mixed Tenses)

1. allocates (Present Simple)

2. identified / were performing (Past Simple / Past Continuous)

3. have managed / implemented (Present Perfect)

4. maintained (Past Simple)

5. prevent / have been reviewing (Present Simple / Present Perfect
Continuous)

6. release / will have deployed (Present Simple / Future Perfect)
7. executes / processed (Present Simple / Past Simple)

8. schedules / has recorded (Present Simple / Present Perfect)

9. monitor / flagged (Present Simple / Past Simple)

10.  have enhanced / will have introduced (Present Perfect / Future Perfect)

Task 9.

1. True

2. False — Utility programs perform maintenance and optimization tasks, not
entertainment.

3. True

4. True

5. False — The OS directly interacts with hardware through drivers and

system processes.

6. True — These tools are standard examples of utility software.
7. True
8. False — CPU management is a function of the operating system, not utility

programs.



9. True

10. True

Lesson 3. Cloud Computing & Security

Task 1. 1-F, 2-G, 3-H, 4-D, 5-B, 6-J, 7-A, 8-C, 9-1, 10-E
Task 2. 1-G, 2-H, 3-1, 4-A, 5-B, 6-D, 7-F, 8-E, 9-C, 10-J
Task 3.

1—cloud computing

2—virtualized environment

3—cloud service provider

4—shared responsibility model

5—data encryption

6—access management

7—data breach

8-redundancy

9—availability

10-risk mitigation

Task 4.

1.T,2.F,3T,4.F,5.T,6. T, 7.F,8. T, 9. F.

Task 5.

1. migrated (Past Simple)

2. have been monitoring (Present Perfect Continuous — continuous fits here)
3. applied (Past Simple)

4. have delivered (Present Perfect)

5. have exploited (Present Perfect)

6. implemented (Past Simple)

7. was encrypted (Past Simple — passive)

8. detected (Past Simple)



9. has become (Present Perfect)

10.  have updated (Present Perfect)

Task 6.
1. offers, 2. secured, 3. regulates, 4. guarantees, 5. happens, 6. enable, 7.

minimizes, 8. offer, 9. indicates, 10. specifies

Task 7.
1. neglect / will risk (First Conditional)

2. find / will exploit (First Conditional)

3. will fail / does not maintain (First Conditional)

4. is encrypted / will not access (First Conditional)
5. monitor / will be detected (First Conditional)

6. migrated / would save (Second Conditional)

7. follow / will be less successful (First Conditional)
8. will improve / increase (First Conditional)

9. grants / will become (First Conditional)

10.  implemented / would avoid (Second Conditional)

Task 9.
1. True
2. False — Users do not need to own the physical servers; cloud providers

manage the infrastructure.

3. True
4. True
5. False — The cloud works regardless of local installations; users access

cloud services via internet connections.
6. True

7. True



8. False — One key benefit of cloud computing is elasticity and flexibility to
scale resources up or down.

9. True

10.  False — Cloud computing does support access to applications and data

from multiple devices through the internet.

Module 2. Cybersecurity and Modern Threats
Lesson 1. Cyber Threats & Attacks

Task 1.

1-f, 2-c, 3-d, 4-e, 5-h, 6-a, 7-j, 8-i, 9-g, 10-b
Task2.1-i,2-n,3-p,4-f,5-m,6-¢,7-1,8-5,9-j,10-k, 11 -1, 12
-q,13-c,14-g,15-0,16—-d,17—a,18-h,19-b,20—a

Task 3.

1 — exponential growth

2 — exploit software vulnerabilities
3 — multi-layered defense strategy
4 — removes malicious programs

5 — human psychology exploitation
6 — disrupt services

7 — demand financial ransom

8 — potential vulnerabilities

9 — critical digital assets

10 — intrusion detection systems

Task 5 — True/False
1. F — Cybersecurity is critical for individuals, businesses, and governments.

2. T — Text explicitly lists these as types of malware.



3. F — Phishing targets human behavior.
4. T — Ransomware encrypts files and demands ransom.

5. T — Social engineering exploits psychology.

6. T — Firewalls filter network traffic.
7. F — Human training is essential.
8. T — Al can detect suspicious patterns.

9. F — Cybercriminals may use Al adaptively.

10. T — Cloud requires strong security measures.

Task 6.

1-b, 2-b, 3-b, 4-a, 5-b, 6, 7-b, 8-b, 9-b, 10-a

Task 7.

1. Social engineering, 2. Encryption, 3. Phishing, 4. Ransomware, 5.
Cybercriminals, 6. Al, 7. Cloud, 8. Firewall, 9. Malware, 10. Vulnerability
Task 8.

1. devising, 2. vigilance, 3. predict, 4. filter, 5. encrypts, 6. exploits, 7. multi-

layered, 8. weaknesses, 9. recognize, 10. efficiency

Task 9.
1. True
2. False — Cybersecurity is important for everyone, including individuals,

businesses, and governments.

3. True
4. True
5. True — Ransomware encrypts data and demands payment for decryption.
6. True
7. True
8. False — Cybersecurity also involves educating users and establishing safe

practices, not just technical tools.
9. True

10. True



Lesson 2. Internet Security & Encryption
Task 1.
1-D, 2-C, 3-F, 4-E, 5-J, 6-G, 7-H, 8-1, 9-B, 10-A
Task 2.
1-C, 2-A, 3-D, 4-E, 5-F, 6-B, 7-G, 8-H, 9-1, 10-J, 11-K, 12-L, 13-M
Task 3.
Keys: 1—confidentiality, 2—encryption, 3—firewall, 4—-antivirus software, 5—
multi-factor authentication, 6-phishing, 7-ransomware, 8—denial-of-service
attacks, 9—cloud platforms, 10—security policy
Task 4.
1. False — Internet security protects not only computers but also data,
devices, and networks.
2. True
3. False — Encryption converts readable data into a coded format, not the

other way around.

4. True
5. True
6. False — Firewalls and antivirus software are essential components of

internet security.

7. True

8. False — Multi-factor authentication requires more than one method to
verify identity.

9. True

10.  True

Task 5. Grammar
1-should, 2-might, 3—-must not / can’t, 4-must, 5—can, 6—could, 7—must, 8—can,

9—can, 10—can



Task 6.

1. Users should update their antivirus software regularly to protect their
devices.

2. Data must be encrypted before being transmitted over the Internet.

3. Emails from unknown sources might be phishing attempts.

4. A firewall can protect the network from unauthorized access.

5. Employees must follow the company’s security policy.

6. Hackers could gain access to data if the system is not properly secured.

7. Multi-factor authentication can make accounts safer.

8. Cloud platforms can store data safely if proper security measures are
applied.

9. Ransomware can cause serious damage to a user’s files.

10.  If users are not careful, they might become victims of a cyberattack.

Task 7.

1. Encryption, which is used in VPNs, protects data.

2. The hacker who stole personal information was arrested last week.

3. Firewalls that are installed on all company servers block malicious
traffic.

4. Antivirus software, which is installed on all computers, detects
malware.

5. Multi-factor authentication, which requires multiple verification

methods, improves security.

6. Ransomware, which encrypted files, caused serious damage to the
company.
7. Cloud platforms, which are managed by trusted providers, store

sensitive data.
8. Cybersecurity policies, which are followed by all employees, protect
organizations.

9. Data, which must be encrypted to remain secure, is transmitted online.



10.  Phishing emails, which try to steal passwords and personal

information, target users.

Task 8.

1 — data, devices, and networks — digital assets

2 — protection — security / safeguarding

3 — coded format — encrypted format

4 — interpret — decrypt / access

5 — implemented — applied / deployed

6 — cyberattacks — cyber threats

7 — sustaining — maintaining / ensuring

8 — safeguard — protect / secure

9 — cybersecurity posture — online security framework

10 — trustworthy online presence — secure digital footprint

Task 9.
digital assets, online security framework, encrypted format, decrypt, access,
safeguarding, applied, deployed, protect, cyber threats, maintaining, ensuring,

security, secure digital footprint, secure.

Lesson 3. Network Security & Firewalls

Task 1. 1-C, 2-B, 3-H, 4-1, 5-E, 6-F, 7-G, 8-J, 9-D, 10-A

Task 2. 1-B, 2-D, 3-J, 4-A, 5-F, 6-G, 7-E, 8-1, 9-H, 10-C

Task 3. Possible answers

1. The main purpose of network security is to protect computer systems,

networks, and sensitive data from unauthorized access and cyber threats.



2. A firewall protects a network by monitoring and controlling incoming and
outgoing traffic based on security rules and blocking suspicious data.

3. Inbound traffic is data coming into a network, while outbound traffic is
data leaving the network to external destinations.

4. Packet filtering works by inspecting data packets and allowing or
blocking them based on predefined security rules.

5. An Intrusion Prevention System (IPS) detects suspicious activity in real
time and automatically blocks or prevents potential attacks.

6. Authentication is important because it verifies the identity of users before
granting access to sensitive systems and resources.

7. VPNs and encrypted communication improve data protection by securing

transmitted data and preventing interception by unauthorized users.

Task 4.
1 — True.
2 — False (Firewalls control both inbound and outbound traffic, not only
incoming traffic.)
3 — True.

4 — False (Packet filtering is used to inspect and filter data packets, not to create

malware.)
5 — True.
6 — True.
7 — True.

8 — False (Authentication processes verify identity and restrict access to

authorized users only.)

Task 5. 1-for, 2—from, 3—on, 4-between, 5-by, 6—for, 7—into, 8—of, 9—in, 10—on,
11-to, 12—via, 13—over, 14—for, 15-to, 16—for, 17—on, 18—to.



Task 6.

1. have already been protected

2. is being monitored

3. is always encrypted

4. are regularly updated

5. is immediately detected

6. were actively being configured

7. was thoroughly being investigated
8. must be protected

9. will be automatically blocked

10.  had already been analyzed

Task 7.
1 — network security

2 — firewall protection

3 — monitor
4 — detect
5 — encrypt
6 — block

7 — data breach
8 — authentication process
9 — traffic inspection

10 — unauthorized access

Task 8.
1 —True
2 — False (Firewalls do not allow all incoming traffic; they filter it.)
3 — True
4 —True

5 — False (Their purpose is security, not increasing internet speed.)



6 — True

7 — False (Firewalls can control both inbound and outbound traffic.)

8 — True

9 — False (Firewalls are widely used in both organizations and personal devices.)

10 — True

Task 9. 1-firewall, 2-network, 3-network security, 4—internal network, 5-
external network, 6-block, 7—allow, 8—traffic, 9—rules, 10—detect, 11—monitor,

12—encrypt, 13—unauthorized access, 14—monitor, 15—system.

Module 3. Cybersecurity Policies & Regulations
Lesson 1. Ethical Hacking & Penetration Testing

Task 1.

1-F, 2-C, 3-D, 4-G, 5-H, 6-A, 7-E, 8-1, 9-B, 10-J.

Task 2.

1-D, 2-E, 3-A, 4-F, 5-G, 6-H, 7-C, 8-B, 9-1, 10-J.

Task 4.

1. False — Ethical hacking is conducted legally and with permission in a

controlled environment.
2 True

3 False — Reconnaissance is the initial phase, not the final one.

4 True

S. True

6 False — Ethical hacking supports regulatory compliance.

7 True

8 False — Cybersecurity posture refers to overall security, not physical
security only.

9. True



10.  False — Ethical hacking is designed not to harm real systems.
Task 5.

Ne Noun Verb Adjective Adverb

1 [security secure secure securely

2 |protection |protect [protective protectively

3 |assessment [assess assessable assessably

4 |authorization|authorize |authorized authorizably

5 |compliance |comply |compliant compliantly

6 |prevention |prevent [|preventive preventively

7 |development |develop |developmental|developmentally

8 |vulnerability [vulnerate* vulnerable vulnerably

9 [resilience  [resile* resilient resiliently

10 |analysis analyze |analytical analytically

Task 6.

1. Ethical hacking is an essential discipline in modern cybersecurity.
(Present Simple)

2.

environments. (Present Continuous)

3.

posture. (Present Perfect)

4.
Simple)

5.

environments. (Past Continuous)

6.

Organizations have

Researchers are currently conducting penetration testing in controlled

Ethical hacking has significantly improved organizational cybersecurity

Penetration testing did not detect all system vulnerabilities last year. (Past

Security incidents were sometimes being simulated in academic

recently strengthened their

capabilities. (Present Perfect)

7.

strategies. (Future Simple)

Ethical hacking will play an important role in future cybersecurity

incident response



8. Cybersecurity teams are going to implement advanced monitoring tools
soon. (be going to)

9. The penetration testing process typically includes reconnaissance and
exploitation phases. (Present Simple)

10.  Professionals were analyzing system logs while attacks were occurring.
(Past Continuous)

11.  The researchers had already completed vulnerability assessment before
the audit. (Past Perfect)

12.  Professionals are going to continuously develop their cybersecurity

competencies. (be going to)

Task 7.

in, in, against, in, in, with, about, to, in, of, for, on, with, for, to

Task 8.

1. cybersecurity posture

2. penetration testing

3. vulnerability assessment

4. reconnaissance phase

5. incident response capabilities
6. unauthorized access prevention
7. secure software development

Task 9. Students’ own answers

Task 10-12.

Penetration Tester

. We have identified several vulnerabilities in your system.
. The testing results show that...

. There is a high/medium/low risk related to...



. We recommend fixing this issue as soon as possible.

. The system was tested using a controlled environment.
Manager / IT Director

. Could you explain the severity of the issue?

. How urgent is this problem?

. What would be the cost of fixing it?
. How can we prevent this in the future?

. Is our data currently at risk?

Lesson 2. Cybersecurity in Business

Task 1.
1-B, 2-J, 3-F, 4-H, 5-D, 6-E, 7-C, 8-A, 9-G, 10-1

Task 2.

1. zero-day vulnerability, 2. information security management, 3. threat
mitigation strategy, 4. malware analysis, 5. cyber threat intelligence, 6.
vulnerability assessment, 7. network segmentation, 8. incident response plan, 9.

encryption key management, 10. secure software development lifecycle (SDLC)

Task 4.
1. True
2. False — Information security management includes both technical tools

and organizational policies and procedures.

3. True
4. True
5. False — An incident response plan is essential even if antivirus software is

used, as it guides reaction to attacks.



6. False — A zero-day vulnerability is an unknown security flaw that has no
available patch.

7. True

8. False — Threat mitigation strategy is used to reduce or minimize the

impact of cyberattacks, not increase them.

9. True
10. True
Task 5.

1. therefore, 2. as a result, 3. however, 4. in addition, 5. consequently, 6.

therefore, 7. however, 8. as a result, 9. in addition

Task 6.
1. have improved, 2. have not found, 3. have responded, 4. have discovered, 5.
have not implemented, 6. have conducted, 7. has strengthened, 8. have not

exploited, 9. have developed, 10. have gained

Task 7.

1. Large technology companies have significantly improved their
cybersecurity systems to protect users’ sensitive data over recent years.

2. Ethical hackers have already identified critical vulnerabilities in corporate
information systems and reported them to organizations.

3. The cybersecurity team has already responded to several complex
incidents using advanced threat analysis tools.

4. Researchers have developed new malware analysis methods that allow
faster identification of attack types.

5. Many organizations have not yet implemented effective encryption key
management, which increases the risk of data leaks.

6. IT specialists have conducted numerous vulnerability assessments in

complex network infrastructures of large companies.



7. The company has already significantly strengthened its incident response
plan after several recent cyberattacks.

8. Attackers have exploited previously unknown zero-day vulnerabilities to
target critical systems.

9. Cybersecurity experts have developed innovative tools for detecting and
mitigating cyber threats in real time.

10.  Companies have gained significant practical experience in protecting

information systems after a series of previous cyber incidents.

Task 8.

1. vulnerability assessment, 2. incident response plan, 3. malware analysis, 4.
threat mitigation strategy, 5. zero-day vulnerability, 6. encryption key
management, 7. secure software development lifecycle (SDLC), 8. network

segmentation, 9. information security management, 10. cyber threat intelligence.

Task 9.

1. Cybersecurity is essential for modern businesses because it protects
sensitive data, ensures business continuity, and helps maintain customer trust in
a highly digital environment.

2. Ethical hacking helps organizations improve security by identifying
system vulnerabilities before real attackers can exploit them and by simulating
real-world cyberattacks in a controlled way.

3. Penetration testing is important in business environments because it
allows companies to evaluate the strength of their security systems and discover
weaknesses in networks, applications, and infrastructure.

4. One major cyber threat for companies today is phishing attacks, where
attackers trick employees into revealing confidential information such as

passwords or financial data.



5. Companies should invest in cybersecurity tools such as encryption
systems, intrusion detection software, firewalls, and multi-factor authentication
to strengthen their protection.

6. A strong cybersecurity posture is necessary because it reduces the risk of
cyberattacks, improves resilience, and ensures compliance with international
security standards.

7. If a company does not protect its systems properly, it may suffer data
breaches, financial losses, reputational damage, and legal consequences.

8. Incident response plans are useful when a cyberattack occurs because they
provide clear steps for detecting, containing, and recovering from security
incidents.

9. Network segmentation improves security because it divides a network
into smaller isolated parts, limiting the spread of attacks and protecting critical
systems.

10.  In the future, cybersecurity will become even more important because
digital technologies will continue to grow and cyber threats will become more

advanced and frequent.

Task 10.
1. False — Cybersecurity is important for all businesses, including small and

medium-sized companies, not only large ones.

2. True
3. True
4. False — Multi-factor authentication increases security by adding an extra

layer of protection.

5. True
6. False — Cybersecurity threats can come from both outside and inside an
organization.

7. True



Lesson 3. Artificial Intelligence & Cybersecurity

Task 1.
1-C, 2-A, 3-B, 4-D, 5-E, 6-F, 7-G, 8-H, 9-1, 10-J

Task 2.
Noun Verb Adjective Adverb
algorithmic o o .
optimize optimized optimally
optimization
encryption encrypt encrypted encryptedly*
o _ authentic / '
authentication authenticate authentically
authenticated
infiltration infiltrate infiltrative infiltratively
anomaly detection |detect detectable detectably
computational enhance /(— .
- resilient resiliently
resilience strengthen
cybersecurity
govern governed governably*
governance

Task 4. 1-a, 2-c, 3-b, 4-b, 5-c, 6-a, 7-c

Task 5.
1. mitigate, 2. schemes, 3. vulnerabilities, 4. cutting-edge, 5. synergy, 6.

mitigate, 7. schemes, 8. vulnerabilities, 9. cutting-edge, 10. synergy

Task 6.
1. mitigate cyber risks, 2. vast datasets, 3. anomalous behavioral patterns, 4.
cutting-edge technologies, 5. vulnerabilities, 6. automated threat detection, 7.

potential security threat, 8. synergy .




Task 7.
1. detecting, 2. analyzing, 3. to improve, 4. to exploit, 5. to recognize, 6.

exposing, 7. developing, 8. processing, 9. introducing, 10. identifying.

Task 8.
1. to monitor, 2. to detect, 3. losing, 4. analyzing, 5. updating, 6. to gain, 7.

ignoring, 8. improve, 9. to use, 10. blocking.

Task 9.
1. detect, 2. ignoring, 3. to improve, 4. to access, 5. to analyze, 6. (correct), 7.

protecting, 8. to recognize, 9. to introduce, 10. to secure.

Task 10. Speaking (possible answers)

The cyberattack may have been caused by weak authentication systems, poor
password management, unpatched software vulnerabilities, phishing attacks,
insufficient firewall protection, outdated security infrastructure, or lack of
employee cybersecurity awareness. To stop further damage immediately, the
company should isolate affected systems from the network, disable
compromised accounts, activate the incident response plan, apply urgent
security patches, monitor network activity for ongoing threats, and inform both
cybersecurity specialists and relevant stakeholders.

For long-term improvement, the organization should implement multi-factor
authentication, strengthen encryption for data storage and transmission, conduct
regular security audits and vulnerability assessments, provide continuous
employee training, upgrade firewalls and intrusion detection systems, and
establish reliable backup and disaster recovery mechanisms. Al-based
cybersecurity systems should be introduced or further improved because they
enhance real-time threat detection, identify anomalous behavior patterns, and

reduce response time through automation.



Overall, the best solution is a multi-layered cybersecurity strategy that combines
immediate containment measures, long-term infrastructure improvements,
continuous staff training, and Al-driven security technologies to ensure system

resilience, scalability, and strong protection against future cyberattacks.
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	віртуальна приватна мережа
	9. HTTPS websites
	вебсайти з HTTPS
	10. firewalls
	брандмауери
	11. antivirus software
	антивірусне програмне забезпечення
	12. multi-factor authentication
	багатофакторна автентифікація
	13. phishing
	фішинг
	14. ransomware
	вимагач (програма-вимагач)
	15. denial-of-service attacks
	атаки відмови в обслуговуванні
	16. software updates
	оновлення програмного забезпечення
	17. cloud security
	хмарна безпека
	18. data encryption
	шифрування даних
	19. access control
	контроль доступу
	20. network monitoring
	моніторинг мережі
	21. security policies
	політики безпеки
	Task 1. Match the term with the correct definition.
	Term
	Definition
	1. confidentiality, integrity, availability
	A) A set of rules and procedures designed to protect information and systems
	2. encryption
	B) Online systems used to store and manage data on remote servers
	3. firewalls
	C) A method of converting data into a coded form to prevent unauthorized access
	4. antivirus software
	D) Principles that ensure data is secure, accurate, and accessible
	5. multi-factor authentication
	E) Software that detects and removes malicious programs
	6. phishing
	F) Security system that monitors and controls incoming and outgoing traffic
	7. ransomware
	G) A cyberattack that tricks users into revealing sensitive information
	8. denial-of-service attacks
	H) Malicious software that blocks access to data until a payment is made
	9. cloud platforms
	I) An attack that overloads a system to make it unavailable
	10. security policy
	J) A method of verifying identity using multiple forms of authentication
	Task 2. Match the term with the correct Ukrainian translation.
	Term
	Ukrainian Translation
	1. Internet security
	A) шифрування
	2. encryption
	B) брандмауер
	3. unauthorized access
	C) інтернет-безпека
	4. cyberattacks
	D) несанкціонований доступ
	5. malware
	E) кібератаки
	6. firewall
	F) шкідливе програмне забезпечення
	7. antivirus software
	G) антивірусне програмне забезпечення
	8. multi-factor authentication
	H) багатофакторна автентифікація
	9. phishing
	I) фішинг
	10. ransomware
	J) програма-вимагач
	11. cloud security
	K) хмарна безпека
	12. access control
	L) контроль доступу
	13. network monitoring
	M) моніторинг мережі
	Task 3. Fill the gaps using words from the box.
	ransomware, integrity, cloud platforms, phishing, firewall, security policy, encryption, availability, multi-factor authentication, antivirus software, denial-of-service attacks, confidentiality
	1. Ensuring the __________ of data means that information is only accessible to authorized users.
	2. The company uses __________ to convert sensitive data into a secure coded format.
	3. A __________ helps protect a network by controlling incoming and outgoing traffic.
	4. Installing __________ is essential to detect and remove malicious programs from a computer.
	5. __________ requires users to verify their identity using more than one method.
	6. Many cybercriminals use __________ emails to trick people into sharing personal information.
	7. __________ can block access to important files until a ransom is paid.
	8. Websites may crash due to __________ that overload servers with excessive traffic.
	9. More businesses are storing their data on __________ to ensure flexibility and remote access.
	10. Every organization should implement a strong __________ to protect its digital resources.
	Task 4. Reading.
	Internet Security & Encryption
	Internet security is a critical aspect of modern information technology that protects data, devices, and networks from unauthorized access, cyberattacks, and malware. As more personal and business activities are conducted online, ensuring the confidentiality, integrity, and availability of digital information has become essential. One of the main tools used to secure online communications is encryption. Encryption is the process of converting readable data into a coded format to prevent unauthorized access, ensuring that only someone with the correct decryption key can read or use the information. This ensures that even if data is intercepted during transmission, it remains unreadable to unauthorized users. Common encryption methods include AES (Advanced Encryption Standard) and RSA, which are widely implemented in VPNs (Virtual Private Networks), HTTPS websites, and email communications.
	Effective internet security also requires the use of firewalls, antivirus software, and multi-factor authentication to prevent unauthorized access and reduce the risk of cyber threats such as phishing, ransomware, and denial-of-service attacks. In addition, regular software updates and user awareness play a significant role in maintaining a secure digital environment.
	Furthermore, organizations increasingly adopt cloud security measures to protect data stored in remote servers. Data encryption, access control, and network monitoring are essential to prevent breaches in cloud platforms.
	Implementing security policies and educating employees about potential risks strengthens overall cybersecurity. By combining advanced encryption techniques, proactive monitoring, and strong organizational practices, both individuals and businesses can maintain a safe and trustworthy online presence.
	Task 5. Decide whether each statement is True (T) or False (F).

	1. Internet security protects only computers from cyber threats.
	2. Confidentiality, integrity, and availability are essential principles of internet security.
	3. Encryption converts coded data into readable information.
	4. Encrypted data cannot be read without the correct decryption key.
	5. AES and RSA are examples of encryption methods.
	6. Firewalls and antivirus software are not necessary for internet security.
	7. Phishing and ransomware are types of cyber threats.
	8. Multi-factor authentication uses only one method to verify identity.
	9. Cloud platforms store data on remote servers.
	10. Security policies and employee education help improve cybersecurity.
	Grammar Focus: Modal Verbs
	Task 6. Complete the sentences using the correct modal verb: must, should, might, can’t, could.
	1. Users __________ update their passwords regularly to prevent unauthorized access.
	2. Emails from unknown sources __________ be phishing attempts.
	3. You __________ ignore security warnings on your device.
	4. Sensitive data __________ be encrypted before being sent online.
	5. Firewalls __________ protect networks from external threats.
	6. Hackers __________ gain access if a system is not properly secured.
	7. Employees __________ follow the company’s security policies at all times.
	8. Multi-factor authentication __________ make accounts safer than passwords alone.
	9. Malware __________ cause serious damage to your files.
	10. Cloud platforms __________ store sensitive data safely if proper security measures are used.
	Task 7. Translate into English using Modal verbs in correct tense (can, must, should, may).
	1. Користувачі повинні регулярно оновлювати антивірусне програмне забезпечення, щоб захистити свої пристрої.
	2. Дані повинні бути зашифровані перед передачею через Інтернет.
	3. Електронні листи від незнайомих джерел можуть бути фішинговими атаками.
	4. Брандмауер може захищати мережу від несанкціонованого доступу.
	5. Співробітники повинні дотримуватися політики безпеки компанії.
	6. Хакери можуть отримати доступ до даних, якщо система недостатньо захищена.
	7. Багатофакторна автентифікація може робити облікові записи більш безпечними.
	8. Хмарні платформи можуть зберігати дані безпечно, якщо застосовані належні заходи безпеки.
	9. Програми-вимагачі можуть завдати серйозної шкоди файлам користувача.
	10. Якщо користувачі не будуть уважні, вони можуть стати жертвами кібератаки.
	Task 8. Combine the sentences using relative pronouns( who, which, that) and correct IT/cybersecurity vocabulary.
	1. Encryption protects data. Encryption is used in VPNs.
	2. The hacker stole personal information. The hacker was arrested last week.
	3. Firewalls block malicious traffic. Firewalls are installed on all company servers.
	4. Antivirus software detects malware. Antivirus software is installed on all computers.
	5. Multi-factor authentication improves security. Multi-factor authentication requires multiple verification methods.
	6. Ransomware encrypted files. Ransomware caused serious damage to the company.
	7. Cloud platforms store sensitive data. Cloud platforms are managed by trusted providers.
	8. Cybersecurity policies protect organizations. Cybersecurity policies are followed by all employees.
	9. Data is transmitted online. Data must be encrypted to remain secure.
	10. Phishing emails target users. Phishing emails try to steal passwords and personal information.
	Task 9. Replace the underlined words with suitable synonyms.
	1. Internet security safeguards data, devices, and networks from unauthorized access.
	2. Ensuring the protection of digital information is critical.
	3. Encryption transforms readable data into a coded format to prevent unauthorized access.
	4. Only someone with the correct decryption key can interpret the information.
	5. Common encryption standards such as AES and RSA are widely implemented in VPNs, HTTPS websites, and email systems.
	6. Firewalls, antivirus software, and multi-factor authentication minimize the risk of cyberattacks.
	7. Regular software updates and user awareness are crucial for sustaining a secure digital environment.
	8. Organizations adopt cloud security measures to safeguard data stored in remote servers.
	9. Applying comprehensive security policies strengthens overall cybersecurity posture.
	10. Combining advanced encryption methods, proactive monitoring, and robust practices allows individuals and businesses to maintain a trustworthy online presence.
	Task 10. Speaking Task – Dialogue: Cybersecurity in the Workplace.
	Characters: IT Manager (Alex) & Employee (Maria)
	Fill the dialogue with these words:
	cyber threats, deployed, encrypted format, maintaining, secure, online security framework, safeguarding, applied, access, digital assets, protect, decrypt, secure digital footprint, security, ensuring
	Maria: Hi Alex, I wanted to ask about our company’s data. How do we make sure our __________ are safe?
	Alex: That’s a good question. First, we have a strong __________ in place. All sensitive files are stored in __________, so even if someone intercepts them, they cannot __________ the data without the key.
	Maria: That sounds reassuring. But what about the employees? How do we control __________ to this information?
	Alex: We use multi-factor authentication and strict permission policies. This helps in __________ sensitive information. Only authorized personnel can __________ certain files.
	Maria: And the firewalls and antivirus?
	Alex: They have already been __________ across all servers and workstations. These tools help in __________ our network from __________ like phishing or ransomware.
	Maria: I see. So, maintaining these systems is also important, right?
	Alex: Absolutely. __________ and regularly updating software is crucial. It’s also about __________ that all employees follow best practices for __________.
	Maria: What about our online presence? Can our actions affect security outside the company?
	Alex: Definitely. We all need to manage a __________. Careless online behavior can expose the company to risks. By following policies and good habits, we __________ both personal and corporate data.
	Maria: This makes sense. So, by combining technical tools and employee awareness, we are really __________ our information and __________ our operations.
	Alex: Exactly. Cybersecurity is not just about technology—it’s about people, processes, and __________ that our __________ remain safe from all __________.
	1. The Role of Encryption in Protecting Online Communications – Explore how AES, RSA, and other encryption standards secure data.
	2. Cyber Threats and How to Prevent Them – Discuss phishing, ransomware, denial-of-service attacks, and countermeasures.
	3. Firewalls, Antivirus Software, and Multi-Factor Authentication: Tools for Internet Security – Examine how these technologies protect networks and devices.
	4. The Importance of Data Confidentiality, Integrity, and Availability – Explain the CIA triad and its application in real-world cybersecurity.
	5. Cloud Security: Protecting Data on Remote Servers – Focus on encryption, access control, and monitoring in cloud platforms.
	6. Maintaining a Secure Digital Footprint in the Age of Social Media – Discuss personal cybersecurity practices and online privacy.
	7. Cybersecurity Policies: Creating a Safe Online Environment for Organizations – Explore policy implementation, employee training, and compliance.
	8. The Evolution of Encryption Techniques and Standards – Trace the development from classical ciphers to modern encryption algorithms.
	9. What steps individuals and organizations should take to stay safe online – Analyze steps individuals and organizations should take to stay safe online.
	10. Future Trends in Internet Security and Encryption – Discuss AI in cybersecurity, quantum encryption, and emerging threats.
	Lesson 3. Network Security & Firewalls
	WORDBANK
	Term
	Translation
	1. network security
	мережева безпека
	2. firewall protection
	захист міжмережевим екраном
	3. unauthorized access
	несанкціонований доступ
	4. inbound traffic
	вхідний трафік
	5. outbound traffic
	вихідний трафік
	6. security policy
	політика безпеки
	7. packet filtering
	фільтрація пакетів даних
	8. Intrusion Prevention System (IPS)
	Система Запобігання Вторгненням (СЗВ)
	9. access control rules
	правила контролю доступу
	10. malware
	шкідливе програмне забезпечення
	11. data breach
	витік даних
	12. authentication process
	процес автентифікації
	13. Virtual Private Network (VPN)
	Віртуальна Приватна Мережа (ВПМ)
	14. threat detection
	виявлення загроз
	15. real-time monitoring
	моніторинг у реальному часі
	Task 1. Match the term with the correct definition.
	Term
	Definition
	1. Malware
	A) A secure encrypted connection that allows users to access a private network over the internet
	2. Network security
	B) Protection of computer networks from cyber threats, attacks, and unauthorized access
	3. Authentication process
	C) Software designed to damage, disrupt, or gain unauthorized access to computer systems
	4. Data breach
	D) A system that monitors network activity and automatically blocks or prevents suspicious behavior
	5. Security policy
	E) A set of rules and procedures designed to protect information and systems
	6. Packet filtering
	F) A method of inspecting data packets and deciding whether they should be allowed or blocked
	7. Unauthorized access
	G) Access to a system or data without permission or legal authorization
	8. Firewall protection
	H) The process of verifying the identity of a user before granting access to a system
	9. Intrusion Prevention System (IPS)
	I) An incident where sensitive or protected data is exposed to unauthorized users
	10. Virtual Private Network (VPN)
	J) A security mechanism that monitors and filters incoming and outgoing network traffic based on rules
	Task 2. Match the term with the correct Ukrainian Translation.
	Term
	Ukrainian Translation
	1. Network security
	A) система, що перевіряє особу користувача перед наданням доступу
	2. Malware
	B) захист комп’ютерних мереж від кібератак і несанкціонованого доступу
	3. Firewall protection
	C) віртуальна приватна мережа, що забезпечує захищене з’єднання через інтернет
	4. Authentication process
	D) програмне забезпечення, призначене для шкоди або несанкціонованого доступу
	5. Data breach
	E) метод перевірки пакетів даних для їх дозволу або блокування
	6. Security policy
	F) інцидент, під час якого дані стають доступними неавторизованим користувачам
	7. Packet filtering
	G) система правил і процедур для захисту інформації та систем
	8. Unauthorized access
	H) механізм безпеки, що контролює мережевий трафік і блокує підозрілу активність
	9. Intrusion Prevention System (IPS)
	I) доступ до системи без дозволу або авторизації
	10. Virtual Private Network (VPN)
	J) система безпеки, що контролює та фільтрує вхідний і вихідний трафік
	Task 3. Reading.
	Network Security & Firewalls
	Network security is a fundamental component of modern cybersecurity infrastructure, designed to protect computer systems, networks, and sensitive data from unauthorized access and cyber threats. One of the most important tools used in this area is a firewall, which acts as a security layer between a trusted internal network and untrusted external networks such as the Internet.
	A firewall monitors and controls inbound and outbound traffic based on predefined security policies. It uses packet filtering techniques and access control rules to determine whether data packets should be allowed or blocked. By analyzing traffic patterns, firewalls help prevent malicious software from entering the system and reduce the risk of data breaches.
	Modern firewalls are often integrated with intrusion prevention systems (IPS), which provide real-time monitoring and threat detection. These systems can identify suspicious activity and automatically respond to potential attacks. In addition, encrypted communication and virtual private networks (VPNs) enhance security by protecting data during transmission.
	Effective network security also depends on proper authentication processes, ensuring that only authorized users can access sensitive resources. Organizations must regularly update their security policies to address system vulnerabilities and emerging cyber threats.
	In conclusion, firewalls play a critical role in maintaining secure digital environments. They act as the first line of defense in cybersecurity, helping organizations protect their data, systems, and users from constantly evolving cyber risks.
	Answer the questions according to the text.
	1. What is the main purpose of network security in modern cybersecurity systems?
	2. How does a firewall protect a computer network from external threats?
	3. What is the difference between inbound and outbound traffic in a network?
	4. How do packet filtering techniques work in firewall systems?
	5. What role does an Intrusion Prevention System (IPS) play in network security?
	6. Why is authentication important in controlling access to network resources?
	7. How do VPNs and encrypted communication improve data protection?
	Task 4. Decide whether each statement is True (T) or False (F).

	1. Network security protects computer systems and data from cyber threats and unauthorized access.
	2. Firewalls only allow incoming traffic and block all outgoing traffic.
	3. A firewall acts as a security layer between internal and external networks.
	4. Packet filtering is used to automatically create malware inside a system.
	5. Firewalls use predefined security policies and access control rules.
	6. Intrusion Prevention Systems (IPS) provide real-time monitoring and threat detection.
	7. VPNs increase security by encrypting data during transmission.
	8. Authentication processes allow any user to access sensitive resources without restrictions.
	Task 5. Read the text and fill it with the correct prepositions.
	for (4), from (2), on (3), between (1), by (2), into (1), of (1), in (2), to (4), via (1), over (1)
	Network security is essential ___ protecting modern IT systems ___ cyber threats and unauthorized access. Organizations rely ___ firewalls to control traffic ___ internal and external networks. A firewall works ___ filtering data packets and applying strict security rules ___ each connection attempt. It helps prevent malicious software from entering ___ the system and reduces the risk ___ data breaches.
	In addition, intrusion prevention systems operate ___ real time to detect suspicious activity ___ the network. These systems respond ___ potential attacks automatically. Users often connect ___ remote systems ___ virtual private networks (VPNs), which ensure encrypted communication ___ the internet. Authentication processes are also important ___ granting access ___ sensitive resources only ___ authorized users. Overall, network security depends ___ multiple layers of protection working together ___ ensure data integrity and system safety.
	Grammar Focus: Passive Voice
	Task 6. Fill in the gaps with the correct Passive Voice form (Present Perfect, Future Simple, Present Continuous, Past Continuous, Past Perfect, Modals).
	Network security systems have significantly improved in recent years. Today, most corporate networks ___ already ___ (protect) by multi-layered firewalls and intrusion prevention systems.
	Currently, all inbound and outbound traffic ___ continuously ___ (monitor) to ensure real-time threat detection. Sensitive data ___ always ___ (encrypt) before transmission, especially in cloud-based environments.
	At the same time, new security policies ___ regularly ___ (update) by administrators to respond to emerging cyber risks. If suspicious behavior is identified, it ___ immediately ___ (detect) and analyzed by security systems.
	During a recent attack, several network segments ___ actively ___ (configure) to isolate the affected areas, while the incident ___ thoroughly ___ (investigate) by cybersecurity experts.
	In the future, all critical infrastructure ___ (must / protect) by AI-driven security systems, and cyber threats ___ automatically ___ (block) before they reach internal networks. By the time administrators responded, the system logs ___ already ___ (analyze) to determine the origin of the breach.
	Task 7. Replace the underlined phrases with suitable synonyms.
	monitor, firewall protection, encrypt, data breach, authentication process, detect, traffic inspection, unauthorized access, block, network security
	1. Modern protection of computer networks against cyber threats and attacks is a fundamental requirement for all organisations operating in the digital environment.
	2. A properly configured system that filters and controls incoming and outgoing network traffic acts as the first defensive barrier between internal systems and external threats.
	3. Security tools continuously observe and analyse data flow across the network infrastructure to ensure compliance with organisational security policies.
	4. Intrusion prevention systems are designed to identify suspicious activities and cyberattack patterns in real time within complex digital environments.
	5. All sensitive information must be converted into a secure coded format before being transmitted over public or unsecured communication channels.
	6. Cybersecurity mechanisms are capable of instantly preventing harmful data packets from entering protected systems during potential attack attempts.
	7. A severe incident involving the exposure of confidential or sensitive data to unauthorised users can seriously damage organisational reputation and trust.
	8. Strong procedures for verifying the identity of users before granting system access are essential in protecting critical resources.
	9. Continuous systematic analysis of network communication and data flow helps administrators identify vulnerabilities and prevent cyber threats.
	10. Hackers often attempt illegal entry into secure systems without permission or authorisation in order to exploit or steal valuable data.
	Speaking
	Task 8. Watch the video and decide whether the statements are True (T) or False (F).
	Video: https://www.youtube.com/watch?v=kDEX1HXybrU
	1. A firewall is used to prevent unauthorized access to a private network.
	2. Firewalls allow all incoming traffic without any restrictions.
	3. A firewall works by filtering network traffic based on security rules.
	4. Firewalls can block unwanted or malicious traffic from entering a system.
	5. The main purpose of a firewall is to increase internet speed.
	6. Firewalls act as a barrier between a trusted internal network and the internet.
	7. Firewalls cannot control outgoing traffic from a network.
	8. Network administrators define rules that determine what traffic is allowed or denied.
	9. Firewalls are only used in small personal computers, not in organizations.
	10. A firewall helps protect a network from hackers and cyber threats.
	Task 9. Fill in the gaps in a dialogue using wordbank.
	system, network security, traffic, allow, monitor, encrypt, cyber threats, firewall, internal network, detect, external network, rules, block,
	unauthorized access
	1. Fundamentals of Network Security in Modern IT Systems
	2. How Firewalls Work: Principles and Mechanisms
	3. Types of Firewalls: Hardware vs Software Solutions
	4. Packet Filtering and Traffic Inspection Techniques
	5. Intrusion Detection and Intrusion Prevention Systems (IDS/IPS)
	6. Common Cyber Threats and How Firewalls Defend Against Them
	7. Role of Encryption in Secure Network Communication
	8. Authentication and Access Control in Network Security
	9. Virtual Private Networks (VPNs) and Secure Remote Access
	10. Real-World Cyberattacks and Firewall Protection Strategies
	Module 3. Cybersecurity Policies & Regulations
	Lesson 1. Ethical Hacking & Penetration Testing
	WORDBANK
	Term
	Translation
	1. penetration testing
	тестування на проникнення
	2. cybersecurity posture
	рівень кіберзахищеності
	3. vulnerability remediation
	усунення вразливостей
	4. post-exploitation analysis
	аналіз після експлуатації
	5. regulatory compliance
	відповідність нормативним вимогам
	6. reconnaissance phase
	етап розвідки
	7. system resilience
	стійкість системи
	8. incident response capabilities
	можливості реагування на інциденти
	9.unauthorized access prevention
	запобігання несанкціонованому доступу
	10. secure software development
	безпечна розробка програмного забезпечення
	11. cyberattack mitigation
	пом’якшення наслідків кібератак
	12. vulnerability assessment
	оцінка вразливостей
	Task 1. Match the term with the correct definition.
	Term
	Definition
	1. penetration testing
	A) the process of gathering information about a target system before launching an attack.
	2. cybersecurity posture
	B) measures and controls implemented to stop intruders from gaining access to systems or data.
	3. vulnerability remediation
	C) the overall strength and effectiveness of an organization’s security measures.
	4. post-exploitation analysis
	D) the process of fixing or eliminating identified security weaknesses.
	5. regulatory compliance
	E) the ability of a system to continue operating and recover quickly after a cyber incident or failure.
	6. reconnaissance phase
	F) a simulated cyberattack performed to evaluate the security of a system.
	7. system resilience
	G) activities conducted after gaining access to a system to understand impact and improve defenses.
	8. incident response capabilities
	H) adherence to laws, regulations, and standards related to cybersecurity.
	9. unauthorized access prevention
	I) actions and strategies used to identify, contain, and recover from security breaches or attacks.
	10. secure software development
	J) the practice of designing and coding applications in a way that minimizes security risks.
	Task 2. Match the term with the correct Ukrainian Translation.
	Term
	Ukrainian Translation
	1. ethical hacking
	A) оцінка вразливостей
	2. penetration testing
	B) реагування на інциденти
	3. vulnerability assessment
	C) кібербезпекова позиція
	4. system resilience
	D) етичний хакінг
	5. reconnaissance
	E) проникне тестування
	6. exploitation phase
	F) стійкість системи
	7. cybersecurity posture
	G) розвідка (збір інформації)
	8. incident response
	H) фаза експлуатації
	9. unauthorized access
	I) несанкціонований доступ
	10. secure software development
	J) безпечна розробка програмного забезпечення
	Task 3. Reading.
	Ethical Hacking & Penetration Testing
	Ethical hacking and penetration testing are essential practices in modern cybersecurity aimed at identifying and mitigating vulnerabilities in information systems. They are conducted by certified security professionals who simulate malicious attacks in a controlled and authorized environment to evaluate system resilience. Penetration testers use a variety of tools and methodologies to discover weaknesses such as misconfigurations, outdated software, and insecure network protocols. The process typically includes reconnaissance, scanning, exploitation, and post-exploitation phases to assess the overall security posture of an organization. Results are documented in detailed reports that provide risk ratings, evidence of vulnerabilities, and recommendations for remediation.
	Ethical hacking supports proactive defense strategies, helping organizations strengthen their cybersecurity posture and comply with regulatory standards. It plays a crucial role in protecting sensitive data, preventing unauthorized access, and reducing the risk of cyberattacks in critical infrastructure. Penetration testing can be performed as black box, white box, or grey box testing depending on the level of prior knowledge available to the tester.
	Organizations increasingly integrate ethical hacking into their cybersecurity lifecycle to continuously monitor risks, improve incident response capabilities, and ensure long-term resilience against evolving threats. Proper authorization and adherence to legal frameworks are fundamental principles of ethical hacking, ensuring that all testing activities remain compliant and do not harm real systems. Pen testers also collaborate with development and security teams to fix vulnerabilities and enhance secure software development practices.
	Continuous learning and up-to-date knowledge of attack techniques are necessary for professionals working in ethical hacking domains and cybersecurity industry standards. These skills ensure accurate assessment, responsible disclosure, and stronger protection of digital infrastructures worldwide in modern environments today.
	Answer the questions according to the text.
	1. What is the purpose of ethical hacking and penetration testing?
	2. Who conducts penetration testing and under what conditions?
	3. What types of vulnerabilities can be identified during penetration testing?
	4. What are the main stages of the penetration testing process?
	5. What kind of information is included in penetration testing reports?
	6. How does ethical hacking help organizations improve cybersecurity?
	7. Why are continuous learning and up-to-date knowledge important for cybersecurity professionals?
	Task 4. Decide whether each statement is True (T) or False (F).
	1. Ethical hacking is used to perform real cyberattacks without permission.
	2. Penetration testing helps identify weaknesses in systems.
	3. Reconnaissance is the final phase of penetration testing.
	4. Ethical hacking contributes to preventing unauthorized access.
	5. Reports from penetration testing include recommendations for fixing vulnerabilities.
	6. Ethical hacking is not related to regulatory compliance.
	7. Penetration testing can be conducted in different formats such as black box and white box testing.
	8. Cybersecurity posture refers to physical security of buildings only.
	9. Continuous monitoring and learning are important in cybersecurity.
	10. Ethical hacking may harm real systems during testing.
	Grammar Focus: Tenses
	Task 5. Complete the table with the correct forms (Noun – Verb – Adjective – Adverb).
	Noun
	Verb
	Adjective
	Adverb
	1
	_______
	secure
	______
	securely
	2
	protection
	______
	protective
	______
	3
	________
	assess
	______
	______
	4
	________
	_______
	authorized
	______
	5
	________
	comply
	compliant
	______
	6
	prevention
	______
	_______
	preventively
	7
	development
	_______
	______
	______
	8
	_______
	______
	vulnerable
	______
	9
	________
	resile
	resilient
	______
	10
	analysis
	_______
	analytical
	______
	Note for students: * Some verb forms (e.g., vulnerate, resile) are rare in modern usage; more common expressions are:
	“be vulnerable” , “show resilience”
	Task 6. Order the words to make sentences.
	(Use Present Simple, Present Continuous, Present Perfect, Past Simple, Past Continuous, Past Perfect, Future Simple, and be going to forms)
	1. ethical / cybersecurity / is / a / essential / discipline / in / modern
	2. researchers / are / currently / conducting / penetration / testing / in / controlled / environments
	3. ethical / hacking / has / significantly / improved / organizational / cybersecurity / posture
	4. did / last / year / penetration / testing / not / detect / all / system / vulnerabilities
	5. security / incidents / were / sometimes / being / simulated / in / academic / environments
	6. organizations / have / recently / strengthened / their / incident / response / capabilities
	7. ethical / hacking / will / play / an / important / role / in / future / cybersecurity / strategies
	8. cybersecurity / teams / are / going / to / implement / advanced / monitoring / tools / soon
	9. the / penetration / testing / process / typically / includes / reconnaissance / and / exploitation / phases
	10. professionals / were / analyzing / system / logs / while / attacks / were / occurring
	11. the / researchers / had / already / completed / vulnerability / assessment / before / the / audit
	12. professionals / are / going / to / continuously / develop / their / cybersecurity / competencies
	Task 7. Read the text and fill it with the correct prepositions:
	in (4), on, at, for (2), to (2), of, with, from, about
	Ethical hacking plays a crucial role ___ modern cybersecurity practices. It is used to identify vulnerabilities ___ information systems and to strengthen protection ___ cyberattacks. Penetration testers work ___ controlled environments and simulate real-world attacks ___ order to evaluate system security.
	The process usually begins ___ reconnaissance, when professionals collect information ___ the target system. After that, they move ___ scanning and exploitation phases. All findings are recorded ___ detailed reports, which include evidence ___ vulnerabilities and recommendations ___ improvement.
	Organizations rely ___ ethical hacking to improve their cybersecurity posture and comply ___ international security standards. Continuous monitoring and analysis are essential ___ maintaining system resilience and preventing unauthorized access ___ critical data.
	Task 8. Replace the underlined phrases with suitable synonyms.
	ethical hacking, penetration testing, cybersecurity posture, vulnerability assessment, reconnaissance phase, incident response capabilities, unauthorized access prevention, secure software development, system resilience, cyberattack mitigation
	1. Ethical hackers help improve the overall strength of an organization’s security measures.
	2. Penetration testers perform a simulated cyberattack to evaluate system security.
	3. The team conducted a detailed analysis of system weaknesses before the audit.
	4. Professionals begin their work with the information-gathering stage before an attack.
	5. Organizations aim to enhance their ability to react to and recover from security incidents.
	6. Security teams focus on stopping intruders from entering systems or data.
	7. Developers follow principles of building applications with minimal security risks.
	Task 9. Writing. Watch two videos and write short summaries.
	https://www.youtube.com/watch?v=YXO6he3vbMI
	https://www.youtube.com/watch?v=_kyxanedlP0
	Speaking
	Useful language for speaking tasks
	1. Introducing ideas
	In our opinion, the main issue is…
	The situation shows that…
	From a cybersecurity perspective, it is clear that…
	One possible explanation is that…
	We should first consider…
	2. Suggesting actions (Problem-Solving)
	The first step should be to…
	It is necessary to immediately…
	We recommend conducting…
	A possible solution would be to…
	The system should be checked for…
	It might be useful to implement…
	3. Giving opinions (Debate)
	I strongly believe that…
	I partly agree, but…
	I disagree because…
	In my view, ethical hacking…
	There is a risk that…
	However, it is also true that…
	4. Agreeing / Disagreeing
	I completely agree with that point.
	That’s a valid argument.
	I see your point, but…
	I’m not convinced that…
	I have a different opinion.
	That may be true, however…
	5. Justifying ideas
	This is important because…
	The main reason is that…
	It helps organizations to…
	This reduces the risk of…
	This improves system security by…
	Concluding ideas
	To conclude, we believe that…
	Overall, the most effective solution is…
	In summary, cybersecurity should focus on…
	Finally, we recommend that…
	Task 10. Problem-Solving Scenario.
	“Cybersecurity Incident”
	Task: Your university has detected unusual activity in its network. Work in groups and decide:
	What steps should be taken immediately?
	Should penetration testing be used? Why?
	Who should be responsible for the investigation?
	How can similar incidents be prevented in the future?
	Output: Present your group solution in 1–2 minutes.
	Task 11. Debate “Ethical Hacking: Good or Risky Practice?”
	Team A: Ethical hacking is essential and fully beneficial. Team B: Ethical hacking can create risks and should be limited.
	Structure:
	Introduction of argument
	2–3 supporting points
	Rebuttal
	Conclusion
	Task 12. Role Play “Penetration Tester vs. Company Manager”.
	Roles:
	Penetration tester
	IT manager / company director
	Situation: The tester presents security vulnerabilities found during testing.
	Tasks:
	Explain vulnerabilities clearly
	Suggest improvements
	Discuss budget and urgency
	Agree on next steps
	Lesson 2. Cybersecurity in Business
	WORDBANK
	Term
	Translation
	1
	cyber threat intelligence
	розвідка кіберзагроз
	2
	information security management
	управління інформаційною безпекою
	3
	encryption key management
	управління ключами шифрування
	4
	vulnerability assessment
	оцінка вразливостей
	5
	incident response plan
	план реагування на інциденти
	6
	zero-day vulnerability
	вразливість нульового дня
	7
	malware analysis
	аналіз шкідливого програмного забезпечення
	8
	threat mitigation strategy
	стратегія зниження кіберзагроз
	9
	network segmentation
	сегментація мережі
	10
	secure software development lifecycle (SDLC)
	життєвий цикл безпечної розробки програмного забезпечення
	Task 1. Match the term with the correct definition.
	Term
	Definition
	1. cyber threat intelligence
	A) a strategy designed to reduce the impact or likelihood of cyberattacks.
	2. information security management
	B) the process of collecting and analyzing information about current or potential cyber threats.
	3. encryption key management
	C) the practice of detecting, analyzing, and understanding malicious software behavior.
	4. vulnerability assessment
	D) a structured approach to identifying, responding to, and recovering from cybersecurity incidents.
	5. incident response plan
	E) a security weakness that is unknown to the vendor and has no available patch.
	6. zero-day vulnerability
	F) the process of managing cryptographic keys to ensure secure data encryption and access control.
	7. malware analysis
	G) the process of dividing a computer network into smaller isolated parts to improve security.
	8. threat mitigation strategy
	H) a systematic evaluation of systems to identify security weaknesses and risks.
	9. network segmentation
	I) a framework for developing software with integrated security practices at every stage.
	10. secure software development lifecycle (SDLC)
	J) the overall coordination and management of policies and procedures to protect information systems.
	Task 2. Fill the gaps using words from the box.
	cyber threat intelligence, secure software development lifecycle (SDLC), information security management, encryption key management, vulnerability assessment, incident response plan, zero-day vulnerability, malware analysis, threat mitigation strategy, network segmentation,
	1. A serious risk in cybersecurity is a ____________________, which refers to an unknown software flaw that attackers can exploit before it is fixed.
	2. Companies also rely on ____________________ to ensure that all policies and procedures are properly applied to protect digital assets and sensitive information.
	3. To reduce the impact of cyberattacks, companies develop a ____________________ that helps minimize damage and control threats.
	4. Security teams also perform ____________________ to study how malicious software behaves and spreads within systems.
	5. Cybersecurity in modern organizations requires ____________________, which helps organizations understand emerging attacks and identify potential risks in advance.
	6. Before launching systems into production, organizations perform ____________________ to detect weaknesses and reduce possible security risks.
	7. Large networks are often protected using ____________________, which divides systems into smaller isolated segments to improve security.
	8. In case of a cyber incident, a well-developed ____________________ is necessary to ensure fast and effective reaction to attacks.
	9. To protect encrypted data, specialists use ____________________, which ensures that cryptographic keys are securely created, stored, and managed.
	10. Finally, modern companies apply the ____________________ to integrate security into every stage of software development.
	Task 3. Reading.
	Cybersecurity in Business
	Cybersecurity has become a critical component of modern business operations due to the rapid growth of digital technologies and the increasing number of cyber threats. Organizations of all sizes rely on information systems to store, process, and transmit sensitive data, including financial records, personal information, and intellectual property. As a result, protecting these systems is essential for maintaining trust, ensuring business continuity, and avoiding financial losses.
	One of the key elements of cybersecurity in business is risk management. Companies must identify potential vulnerabilities in their systems and apply appropriate security measures to reduce the likelihood of cyberattacks. Common practices include ethical hacking and penetration testing, which help simulate real-world attacks in a controlled environment. These methods allow security professionals to detect weaknesses before they can be exploited by malicious actors.
	Large technology companies are good examples of how cybersecurity is applied in practice. For instance, Google uses artificial intelligence to detect cyber threats in real time and works with ethical hackers through bug bounty programs. Microsoft integrates cybersecurity into all its products and uses vulnerability assessments, secure software development practices, and incident response teams. Amazon Web Services (AWS) protects cloud systems through encryption, access control, and continuous monitoring, while also providing security tools for its customers. Apple focuses strongly on privacy and uses encryption and strict ecosystem control to prevent unauthorized access. Meta (Facebook) applies artificial intelligence to detect fake accounts and cyberattacks across its platforms.
	In addition, businesses must ensure compliance with international security standards and regulations. This includes implementing policies for data protection, access control, and incident response. Strong cybersecurity posture also depends on employee awareness, as human error is often a major cause of security breaches. Modern organizations are increasingly investing in advanced technologies such as artificial intelligence, intrusion detection systems, and secure software development practices. These tools improve system resilience and support faster response to cyber incidents.
	In conclusion, cybersecurity is no longer optional for businesses; it is a fundamental requirement in the digital age. Companies that invest in strong security strategies are better prepared to prevent cyberattacks, protect their data, and maintain long-term stability in a highly connected world.
	Task 4. Decide whether each statement is True (T) or False (F).
	1. Cyber threat intelligence helps organizations predict and understand possible cyberattacks.
	2. Information security management focuses only on technical tools and ignores policies.
	3. Encryption key management ensures secure handling of cryptographic keys.
	4. Vulnerability assessment is used to identify weaknesses in systems before attackers do.
	5. Incident response plan is unnecessary if a company has strong antivirus software.
	6. A zero-day vulnerability is a known security flaw that already has a patch.
	7. Malware analysis studies how malicious software behaves and spreads.
	8. Threat mitigation strategy is used to increase the impact of cyberattacks.
	9. Network segmentation improves security by dividing a network into isolated parts.
	10. Secure software development lifecycle (SDLC) integrates security into every stage of software creation
	Grammar Focus: Linking words
	Present Perfect (for results & experience)
	Task 5. Complete each sentence with the correct linking word.
	however (2), in addition (2), consequently (1), therefore (3), as a result (2)
	1. Cybersecurity threats are increasing rapidly; __________, organizations must strengthen their defenses.
	2. Ethical hacking is widely used in companies; __________, it helps identify system vulnerabilities before attacks occur.
	3. Penetration testing is effective; __________, it does not guarantee complete system security.
	4. Many businesses invest in encryption technologies; __________, they improve the protection of sensitive data.
	5. The system was not updated regularly; __________, it became vulnerable to cyberattacks.
	6. Security teams detected unusual activity; __________, they immediately activated the incident response plan.
	7. Cloud services are convenient; __________, they require strong access control mechanisms.
	8. The company improved its cybersecurity posture; __________, the number of incidents decreased significantly.
	9. Malware analysis is essential for security; __________, it helps understand how attacks spread.
	10. Organizations use advanced monitoring tools; __________, they can respond faster to threats.
	Task 6. Complete the sentences (Present Perfect: positive, negative, questions).
	1. Companies __________ (improve) their cybersecurity systems in recent years.
	2. Ethical hackers __________ not __________ (find) all system vulnerabilities yet.
	3. __________ security teams __________ (respond) to recent cyberattacks?
	4. Researchers __________ (discover) new malware analysis methods.
	5. Organizations __________ not __________ (implement) strong encryption key management.
	6. __________ IT specialists __________ (conduct) vulnerability assessments this year?
	7. The company __________ (strengthen) its incident response plan recently.
	8. Attackers __________ not __________ (exploit) all system weaknesses.
	9. __________ cybersecurity experts __________ (develop) advanced tools for threat detection?
	10. Companies __________ (gain) experience from previous cyberattacks.
	Task 7. Translate the sentences into English using the Present Perfect Tense.
	1. За останні роки великі технологічні компанії значно покращили свої системи кібербезпеки для захисту конфіденційних даних користувачів.
	2. Етичні хакери вже виявили критичні вразливості в корпоративних інформаційних системах і повідомили про них організаціям.
	3. Команда кібербезпеки вже відреагувала на кілька складних інцидентів, використовуючи сучасні інструменти аналізу загроз.
	4. Дослідники розробили нові методи аналізу шкідливого програмного забезпечення, які дозволяють швидше визначати тип атак.
	5. Багато організацій ще не впровадили ефективне управління ключами шифрування, що підвищує ризик витоку даних.
	6. ІТ-спеціалісти провели численні оцінки вразливостей у складних мережевих інфраструктурах великих компаній.
	7. Компанія вже суттєво посилила свій план реагування на інциденти після кількох недавніх кібератак.
	8. Зловмисники використали раніше невідомі вразливості нульового дня для атаки на критичні системи.
	9. Експерти з кібербезпеки розробили інноваційні інструменти для виявлення та зниження кіберзагроз у реальному часі.
	10. Компанії накопичили значний практичний досвід у сфері захисту інформаційних систем після серії попередніх кіберінцидентів.
	Task 8. Replace the underlined phrases with suitable synonyms.
	cyber threat intelligence, information security management, encryption key management, vulnerability assessment, incident response plan, zero-day vulnerability, malware analysis, threat mitigation strategy, network segmentation, secure software development lifecycle (SDLC)
	1. Organizations must regularly conduct a systematic evaluation of weaknesses in their IT systems to reduce cyber risks.
	2. Security teams rely on a structured plan for reacting to and recovering from cyber incidents.
	3. Experts use methods for studying malicious software behavior and its spread in systems.
	4. Companies implement strategies aimed at reducing the impact of cyberattacks.
	5. A previously unknown software flaw without an available patch can be extremely dangerous for critical infrastructure.
	6. Large organizations apply a process for managing cryptographic keys used in encryption systems.
	7. Modern companies follow a framework that integrates security into every stage of software development.
	8. IT departments use the process of dividing a network into isolated segments for better protection.
	9. Businesses depend on the overall coordination of policies and procedures to protect information systems.
	10. Analysts study information about current and potential cyber threats to predict attacks.
	Speaking Task: Continue the Ideas.
	Task 9. Complete each sentence orally by adding 2–3 sentences with your own ideas, explanations, or examples.
	1. Cybersecurity is essential for modern businesses because…
	2. Ethical hacking helps organizations improve security by…
	3. Penetration testing is important in business environments because…
	4. One major cyber threat for companies today is…
	5. Companies should invest in cybersecurity tools such as…
	6. A strong cybersecurity posture is necessary because…
	7. If a company does not protect its systems properly,…
	8. Incident response plans are useful when…
	9. Network segmentation improves security because…
	10. In the future, cybersecurity will become even more important because…
	Task 10. Watch the video and decide if the statements are True (T) or False (F).
	Video: https://www.youtube.com/watch?v=OyvpBydEVeQ
	1. Cybersecurity is important only for large international companies, not for small businesses.
	2. One of the main risks for businesses is phishing attacks that try to steal sensitive information.
	3. Strong passwords and regular updates are recommended as basic cybersecurity practices.
	4. Multi-factor authentication makes accounts less secure and should be avoided.
	5. Employee training plays an important role in preventing cyberattacks.
	6. Cybersecurity threats can only come from outside the organization.
	7. Regular data backups help companies recover after cyber incidents.
	Lesson 3. Artificial Intelligence & Cybersecurity
	WORDBANK
	Term
	Ukrainian Translation
	1. threat detection mechanisms
	механізми виявлення загроз
	2. data exfiltration
	несанкціоноване вилучення даних
	3. anomalous behavioral patterns
	аномальні поведінкові патерни
	4. machine learning algorithms
	алгоритми машинного навчання
	5. predictive threat modeling
	прогностичне моделювання загроз
	6. system vulnerabilities
	вразливості системи
	7. deep neural networks
	глибокі нейронні мережі
	8. incident response framework
	структура реагування на інциденти
	9. algorithmic decision-making processes
	процеси алгоритмічного прийняття рішень
	10. intelligent automation systems
	інтелектуальні автоматизовані системи
	Task 1. Match words with definitions.
	Term
	Definition
	1. anomaly
	A) a weakness in a system that can be exploited by attackers
	2. vulnerability
	B) the process of converting data into a secure format
	3. encryption
	C) something that deviates from the normal or expected pattern
	4. data exfiltration
	D) the unauthorized transfer of data from a computer system
	5. predictive analysis
	E) a method of forecasting future events based on data analysis
	6. neural network
	F) a computing model inspired by the human brain used for pattern recognition
	7. intrusion detection
	G) a system designed to detect unauthorized access to networks
	8. authentication
	H) a process of verifying the identity of a user or system
	9. algorithm
	I) a step-by-step procedure used to solve a problem or perform a task
	10. firewall
	J) a security system that monitors and controls network traffic
	Task 2. Complete the table with correct word forms.
	Noun
	Verb
	Adjective
	Adverb
	1. optimization
	_________
	__________
	optimally
	2. __________
	encrypt
	__________
	__________
	3. __________
	__________
	__________
	authentically
	4. __________
	infiltrate
	infiltrative
	__________
	5. detection
	__________
	detectable
	__________
	6. _________
	__________
	__________
	resiliently
	7. governance
	govern
	__________
	__________
	Task 3. Reading.
	Artificial Intelligence & Cybersecurity
	Artificial Intelligence (AI) is revolutionizing the domain of cybersecurity by introducing sophisticated mechanisms for threat detection and prevention. Contemporary organizations are increasingly exposed to a wide range of cyber threats, including malware infiltration, phishing schemes, and large-scale data breaches. Conventional security frameworks often fail to respond promptly to these evolving and highly complex attacks, which necessitates the integration of AI-driven solutions.
	A key advantage of AI lies in its capacity to process vast datasets in real time and identify anomalous patterns of behavior. Advanced machine learning algorithms enable predictive threat analysis, allowing systems to mitigate risks before they escalate into critical incidents. For instance, AI-powered systems can detect irregular network traffic, unauthorized access attempts, and potential system vulnerabilities.
	Leading technology corporations such as Google, Microsoft, IBM, and OpenAI are at the forefront of developing cutting-edge AI technologies for cybersecurity. These organizations invest substantial resources in enhancing automated threat detection, strengthening data encryption protocols, and optimizing incident response strategies.
	Looking toward the next decade, AI is expected to become increasingly autonomous, adaptive, and precise. Nevertheless, the growing reliance on AI introduces new challenges, as cybercriminals also exploit these technologies to orchestrate more sophisticated and targeted attacks. Consequently, the future of cybersecurity will depend on the synergy between advanced technological solutions and human expertise to ensure resilient and robust protection systems.
	Multiple Choice (choose the correct answer).

	1. What is the primary function of AI in cybersecurity? a) Threat detection and prevention b) Data storage c) Website design
	2. What does “anomalous patterns” refer to? a) Normal activity b) Planned actions
	c) Unusual behavior
	3. What do machine learning algorithms enable? a) Manual control b) Predictive threat analysis c) Data deletion
	4. What is “malware infiltration”? a) Data protection b) Unauthorized harmful software entering a system c) Safe internet usage
	5. What do leading companies invest in? a) Entertainment technologies b) Social media platforms c) Automated threat detection and encryption
	6. What is expected from AI in the future? a) Greater autonomy and precision b) Decreased efficiency
	c) Limited usage
	7. What is a major cybersecurity challenge mentioned? a) Lack of internet access b) Low data volume c) Use of AI by cybercriminals
	
	Task 5. Use words from the text to fill the gaps.
	mitigate, schemes, vulnerabilities, cutting-edge, synergy, anomalies, en
	cryption, algorithms, frameworks, automation
	1. AI systems can ______ potential risks before they escalate into serious incidents.
	2. Cybercriminals often use phishing ______ to deceive users.
	3. AI helps identify system ______ before they are exploited.
	4. Leading companies develop ______ AI technologies to improve security.
	5. Effective cybersecurity depends on the ______ between humans and AI.
	6. Machine learning tools can ______ the impact of cyberattacks.
	7. Many employees are trained to recognize fraudulent ______.
	8. Weak passwords create serious ______ in digital systems.
	9. ______ innovations play a key role in modern cybersecurity strategies.
	10. The ______ of human expertise and automation improves decision-making.
	
	Task 6. Replace the underlined phrases with suitable synonyms.
	synergy, vulnerabilities, cutting-edge, anomalous behavioral patterns, mitigate, automated threat detection, vast datasets, potential security threat
	1. AI systems can reduce cyber risks before they escalate into serious incidents.
	2. Cybersecurity experts analyze very large amounts of data in real time.
	3. Machine learning algorithms can detect unusual behavior patterns in network traffic.
	4. Companies invest in modern and highly advanced technologies to strengthen digital protection.
	5. Hackers often exploit weak points in computer systems to gain unauthorized access.
	6. AI enables organizations to perform automatic threat detection and response.
	7. The system identified a possible security problem in the database.
	8. Cybersecurity requires cooperation between humans and artificial intelligence systems.
	Grammar Focus: Infinitive&Gerund
	Task 7. Choose the correct option in brackets.
	1. AI systems help prevent (to detect / detecting) cyber threats in real time.
	2. Cybersecurity experts are responsible for (to analyze / analyzing) suspicious network activity.
	3. Companies aim (to improve / improving) their data protection strategies.
	4. Hackers try (to exploit / exploiting) system vulnerabilities.
	5. Machine learning enables computers (to recognize / recognizing) unusual behavior patterns.
	6. Organizations avoid (to expose / exposing) sensitive data to external risks.
	7. Researchers continue (to develop / developing) advanced encryption methods.
	8. The system began (to process / processing) large volumes of data automatically.
	9. Governments consider (to introduce / introducing) stricter cybersecurity regulations.
	10. AI assists in (to identify / identifying) potential security breaches.
	Task 8. Complete with Gerund or Infinitive.
	1. Cybersecurity specialists need ______ (monitor) network traffic continuously.
	2. AI tools are designed ______ (detect) malicious software.
	3. Companies risk ______ (lose) sensitive information without proper protection.
	4. The system is capable of ______ (analyze) complex datasets.
	5. Experts recommend ______ (update) security software regularly.
	6. Hackers attempt ______ (gain) unauthorized access to systems.
	7. Organizations should avoid ______ (ignore) security alerts.
	8. Machine learning helps ______ (improve) threat detection accuracy.
	9. Students are learning ______ (use) AI in cybersecurity applications.
	10. The software started ______ (block) suspicious connections automatically.
	Task 9. Find and correct the mistakes in the sentences (one sentence is correct).
	1. Artificial intelligence helps to detecting cyber threats in complex and constantly changing digital environments.
	2. Cybersecurity specialists avoid to ignore automated system alerts generated by AI-based monitoring tools.
	3. The company decided improving its encryption infrastructure in order to strengthen data protection across all departments.
	4. Hackers attempted accessing highly secure databases containing sensitive financial and personal information.
	5. The system began to analyzing large volumes of user behavior data immediately after the software update.
	6. Researchers continue to develop advanced artificial intelligence models capable of predicting cyberattacks.
	7. Employees are responsible for to protect confidential information stored within organizational networks.
	8. AI enables modern security systems recognizing unusual activity patterns in real time.
	9. Governments plan introducing stricter cybersecurity regulations to reduce the risk of large-scale cyber incidents.
	10. It is important to securing digital infrastructure effectively in order to prevent unauthorized access and data breaches.
	Speaking
	Task 10: Problem-Solving Situation.
	Discuss and decide on the best solution.
	Situation: A large company has experienced a cyberattack that exposed sensitive customer data. The system is still vulnerable, and operations are partially disrupted.
	Tasks:
	Identify possible causes of the attack
	Suggest immediate actions to stop further damage
	Propose long-term cybersecurity improvements
	Decide whether AI-based systems should be introduced or improved
	Explain your final recommendation
	Module 1. Introduction to IT and Cybersecurity
	1. Fundamentals of Computer Systems and Their Components
	2. How Computer Networks Work: Structure and Communication Models
	3. Types of Networks: LAN, WAN, and the Internet
	4. Operating Systems: Functions, Types, and Security Features
	5. Software Categories: System Software vs Application Software
	6. Cloud Computing Models: IaaS, PaaS, SaaS
	7. Security Challenges in Cloud Computing Environments
	Module 2. Cybersecurity and Modern Threats
	1. Overview of Modern Cyber Threats and Attack Vectors
	2. Malware Types: Viruses, Worms, Trojans, and Ransomware
	3. Social Engineering and Phishing Attacks in Cybersecurity
	4. Principles of Internet Security and Safe Online Behavior
	5. Encryption Methods and Data Protection Techniques
	6. Network Security Fundamentals and Defense Strategies
	7. Firewalls: Types, Functions, and Real-World Applications
	Module 3. Cybersecurity Policies & Regulations
	1. Ethical Hacking: Purpose, Methods, and Legal Boundaries
	2. Penetration Testing in Modern Cybersecurity Practice
	3. Cybersecurity Policies in Organizations: Structure and Importance
	4. Data Protection Regulations (GDPR and Global Standards)
	5. Cybersecurity in Business: Risk Management and Strategy
	6. Artificial Intelligence in Cybersecurity: Opportunities and Threats
	ANSWER KEYS
	Module 1. Introduction to IT and Cybersecurity
	Lesson 1. Computer Systems & Networks
	Task 1. 1–J, 2–F, 3–C, 4–H, 5–E, 6–D, 7–G, 8–B, 9–I, 10–A

	Task 2. 1–E, 2–J, 3–D, 4–I, 5–A, 6–G, 7–H, 8–F, 9–C, 10–B
	Task 3.
	Task 5. True / False
	Task 7. Passive Voice (Other grammatically correct passive forms are acceptable.)
	Task 8. (possible answers)

	Task 11.
	1. True
	2. False – The speakers explain that people are often influenced by emotions, habits, or biases, not just rational thinking.
	3. True
	4. True
	5. False – Social influence is presented as a strong factor affecting people’s choices.
	6. True
	7. False – The videos suggest that people are not always fully aware of their actions or decisions.
	8. True
	9. False – The speakers argue that behaviour can be changed, even if it is difficult.
	10. True
	Lesson 2. Operating Systems and Software
	Task 7.
	controls–manages; handles–processes; allows–enables; fix–remediate; shows–displays; use–exploit; keeps–maintains; improve–enhance; stop–prevent; build–develop
	Task 8 (Mixed Tenses)
	Lesson 3. Cloud Computing & Security

	Task 1. 1–F, 2–G, 3–H, 4–D, 5–B, 6–J, 7–A, 8–C, 9–I, 10–E
	Task 2. 1–G, 2–H, 3–I, 4–A, 5–B, 6–D, 7–F, 8–E, 9–C, 10–J
	Task 3. 1–cloud computing 2–virtualized environment 3–cloud service provider 4–shared responsibility model 5–data encryption 6–access management 7–data breach 8–redundancy 9–availability 10–risk mitigation
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