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BCTYN

«Teopil 3'aBnsATLCA | 3HMKAKOTb, @ NPUKNaan U 3agadi 3anuarTbCay,
— Ui cnosa MpUNUCYKTb BiOMOMY MaTemMaTuky XX CTOMITTH, opraHisatopy
mMaTtemaTuyHoi ocBiTn |.M. 'enbdaHay.

[incHo, 3agadi BY4aTb HE MeHLe, HiXX Npasuna. Ha xanb, y po3maiTTi
APYKOBaHUX BMOaHb 3 Kpuntorpadil, MOHorpadoin, By3iBCbKUX MiAPYYHUKIB Ta
NOCIOHMKIB MepeBaXHO MNaHylTb ABa MNiAXOAM OO0 BUKMagaHHA npegmMeTa.
OauH 3 HUX, Tak BM MOBUTU, PyHOAMEHTANbHUN, XapaKTepPU3YeETbCA BKpau
«TEOPETUYHUMY MNOAAHHAM MaTepiany Ta noTpebye Big yuMTada rnmMbokoro
3HaHHA abcCTpakTHOI anredbpu, Teopil MMOBIPHOCTEM Ta MaTeMaTU4HOI
CTaTUCTUKKN, KOMBIHAaTOPHOro aHanisy, anrebpu 6ynboBux OyHKUIN, 06’ €aHaHI
3aranbHUM TepPMIHOM «AUCKPEeTHa MaTemMaTukar». [HWwuin nigxig opieHToBaHUM
Ha LUMPOKe KOMNOo haxiBuiB HETEXHIYHMX CneuianbHOCTEN Ta CNPSIMOBAHUN Ha
AOCUTb MNONynsipHe BUKMNALEHHA MeTOoAiB KpunTorpadiyHMx nepeTBOpeEHb
iHbopMaLii Ta X BNacTUBOCTEN.

| Te, i iHWe He NOBHICTIO BianoBigae notpedbam cTyaeHTa, ManbyTHbOro
daxisuga y cdepi 3axucty iHhopmauil, SKOMy po3yMiHHA Teopil NoTpibHO Angd
1T MPaKTUYHOro 3acTOCyBaHHA Y MUTAHHAX MEHePKMEHTY iHdopMaLinHOT
6esnekn, NnobyaoBu Ta ekcnepTU3n KOMMSIIEKCHUX CUCTEM 3aXUCTY iHdhopmaLlil
TOLLO.

3anponoHOBaHUN NOCIBHMK — ofHa 3 NepLinX BY3iBCbKMX METOOUYHMUX
po3pobokK B YKpaiHi, B SKi akLEeHT pobutbcs Ha oopMyBaHHi Y ManbyTHLOro
gaxiBug  HaBMYOK  MNPaKTUYHOI  OUIHKM  AKOCTen  WndpiB,  YMiHHI
BMKOPUCTOBYBATM OCHOBHI METOAN 1N CcNocobun po3B’si3aHHs KOHKPETHMX 3agad
CWUHTE3y Ta aHanidy KpunrtorpadiyHMX CUCTEM, LLO CKMNagdakTb CbOrodeHHs
KpyntorpagiyHoro  3axucty  iHopmauii. 30Kkpema, Lue  CTOCYETbCS
3abe3nevyeHHsa KOHMIAEHLINHOCTI, UINiCHOCTI Ta aBTopcTBa iHopmauii 3a
AOMNOMOroK KNacU4HUX CUMETPUYHUX KPUMTOCUCTEM Ta KPUMTOCUCTEM 3
BIAKPUTUM KIHOYEM.

[onoBHa mMeTa aBToOpiB NOCiIOHMKA — cchopMyBaTN HaABUYKM SOCIIOHMKA,
«HaABYUTM BUYMTUCA» CTyOEHTa Ha KOHKPETHMX 3agadax kpuntonorii. [Mpwu
LUbOMY, 3BaXKaluM Ha «HEMOXIUBICTb OXOMUTU HEOCSIKHE» Ta CKnagHIiCTb
npeameTa, MU HE Hamaranuca 3anponoHyBaTu €aMHY METOAMKY PO3B’'si3aHHS
3agady abo nogaTtu nepenik MEeTOAUYHUX PpekoMeHaauin, npuaaTtHux ans
po3B’A3aHHA Oyab-gKOI BApaBW, a cTaBunu nepen cobor 3aBaaHHS Ha
npuknagi 3Ha4Hol KiNbKOCTI po3B’si3aHUX 3agady nokasatu, K OOCrigHUKY
KOPUCTYBaTUCH HAABHUM «IHCTPYMEHTapieM», AKMA MeTOA MOXe A0NOMOITU y
pO3B’A3aHHi Npobnemu.



3MicT nocibHuka BignoBigae BUMOraM YMHHMX rany3eBux CTaHAapTiB 3
KpunTtonorii  ana cTygeHTiB  Hanpsmie  nigrotoBkn 6.170101  «besneka
iHpopMaLiNHUX i KOMYHiKauinHnx cuctemy, 6.170102 «Cuctemm TexHiYHoro
3axucry iHbopmaLii», 6.170103 «YnpaBniHHS iHbopMaLiHOK
b6e3nekooy.

Y nocibHnky HaBegeHo 180 3agay 3 NOBHMM X po3B’sizaHHAM Ta 630
TeCTIiB, SKi 3rpynoBaHi TakuMm YMHOM, LLO6 aaTu YnTayesi 3MOry onaHyBaTu Ha
NpaKkTUUi pi3Hi nigxoaun, Baxnuei ansa rnmbokoro po3ymiHHA TeM. Bnpasu 1
3aBaHHSA OOCUTb PISHATBCA 3a CKITagHICTHO — Bif MPOCTUX PO3paxyHKOBUX O
CaMOCTIMHUX JOBEeAEHb KMNHOYOBMX NONOXEHb abo TeopeM. TeCcToBi 3aBAaHHA
CTPYKTYpOBaHi 3a Tunamu. Le TeCTu 3 anbTepHaTMBHUM abo MHOXWUHHUM
BMOOPOM npaBUMbHOI BIAMOBIAI, TECTU Ha BCTAHOBMEHHA NPaBUITbHUX
BiANOBIQHOCTEN 3a TEMATUYHMMK ONokamu, SAKi BiATBOPIOKOTb 3MICTOBHI MiHil
cydacHoro Kypcy kpuntonoril. Mig 4ac po3pobku TecTiB Mn BUXOOUNN 3
NPUHUMNY, WO TEeCTYBaHHSA, KPIM KOHTPOSIOKYOI, Ma€e U HaBvarbHy (OyHKLUiIO.

AK TpaguuinHo cknanocd npu HanucaHHi NodibHUX BMAaHb, TEKCT He
3aBXOu CYNpOBOKYETBCSA MOCUMAaHHAM Ha niTepaTypHi gXepena, OCKIiNbKu
Le 4acTo YyCKMnagHIE nogaHHA maTepiany. 3a NOXO4KeHHsIM maTtepian, wo
BXOAUTb A0 cknagy 36ipHuKa, 4OCTaTHbO pisHOMaHITHMI. NoaaHni 3agadi, wo
BUHUKIN Nig Yac 06pobKM XypHanbHUX CTaTEN, a TaKOX 3ano3ndeHi 3 iHWKX
NigPYYHUKIB, € 3adadi, Jxepena KOTpUx MM He BCTaHOBWUMWK, i Taki, WO CTanu
YaCTUHOK «KpunTorpadivHoro donbknopy». OCHOBHY 4acTuMHY 3aBhaHb
po3pobrieHo aBTOpamu nig vYac nigrotoBkM A0 NPaKTUYHUX Ta nabopaTopHMxX
3aHATb, NPOBEOEHHST eK3aMeHIB 3 KPUMTOMOril, a TakoX Yy xoAi pobotn Hag
AaHuUM 36ipHMKOM. AKLWO KOMYCb 3 YMTaYiB BiAOMO MOXOPKEHHSA TiEl YN iHLIOT
Bnpasu abo Halle NoCUNaHHA He € TOYHUM, MK Bynn 6 pagi gisHaTmucsa npo ue
AeTanbHiwe, Wob y noganswomMy A0NOBHUTU CANCOK NiTepaTypu.

ABTOpM 3 3ad0BOSIEHHAM o6’egHanu cBOI 3ycunns ans pobotn Hag
KHUIOK, FPYHTYIOUUCb Ha AOCBI4I YMTaHHS iHopMmauinHux Kypcis y [OBH3
«HauioHanbHUM  TipHUYKMKA  yHiBepcuTeT», [lep)XaBHOMY  YHIiBEpPCUTETI
IHpOpMaLiHO-KOMYHIKaUiMHUX TexHonorin, HaB4yanbHO-HayKOBOMY IHCTUTYTI
iHpopmauinHoi 6e3nekn HauioHanbHOI akagemii Cnyxou 6eanekn YkpaiHu.
Bucoka BUMOrnmBICTb CTYLEHTCbKOI ayanTopil ctana nocTinHUM CTUMYIIOM Y
MNOWYKY MNPOCTUX | SACHMX cnocobiB BuMKNagaHHa matepiany. Tomy
cnofisaemocs, Wo uen NocibHMK, CTBOPEHUI Nif Yac XXUBOro CrinkyBaHHS i3
cTyaeHTamu, He Byae Haa3BMYamHO CKNaaHOK M HYOHOL.

ABTOpW roToBi Hagani npautBaTy Hag NiApPyYHUKOM, BOOCKOHAroBaTH
noro gakictb. Mwun 3aspganeriob BOAYHI  YuTadam, $SKi HagiwnoTb CBOI
3ayBaXKeHHS Ta nobaxxaHHs 3a €NEeKTPOHHOLO agpecoto
sushkosvet@gmail.com.



OBH3 «HauioHanbHUM ripHUYMI yHiBEPCUTET» HagaB HaM OcobnuBi
CnpnAaTnMBI YMOBKM Ta oiHAHCOBY NIATPUMKY Ha BCiX cTagisx poboTtu, 3a wo
MU BWUCMOBIIIOEMO LLUMPY MOASAKY PEKTOPOBI yHiBepcuTeTy, akagemiky HAH
Ykpainu, npodpecopy MiBHaky .. Mu rmmMboko BASAYHI K.T.H., AOUEHTY
[epxaBHoOro yHiBepcuteTy  iHOPMAaLIMHO-KOMYHIKALIMHUX  TEXHONOTrIN
MyxayoBy BnagucnaBy AHOpinoBu4y, siknin 3podumB pag LiHHMX KOMEHTapiB,
KPUTUYHUX 3ayBaXKeHb | Mponosnuin Woao 3MICTY OKpeMux po3aainis
NOCIOHMKa.



PO3411 1. KNACUYHA KPUNTOIMPA®IA

3apava 1. Mpu wndpysaHHi cnosa MAVMIOAH nigcTaHOBKOIO 3 KMHOYeM

ABBITOEEX3UIT MKNIMHOMNPCTY X LY WLWb OSA
N N A A N N N N N N R A A R A R A R A R R
YNbXXKT MW ACHAOPLUOTBEONIT ®AYLIM3 ENB

BOHO 3MiHIOETbCA Ha crnoBo TYPKYB. Akwo cnoso 3a JONOMOrow Uiel
NiACTaHOBKM 3alndpyBaTH e pas, To oTpumaemo croso ['PULIPM, a nicns
TpeTboro umkny wndgpysaHHa — XXAPLWAK. Ha skomy uukni wimndpyBaHHA
3HOBY nob6aymMmo CroBo MAWOAH, sKWO KinbKiCTb BWKOHAHMX LMKNIB
LUNPpYBaHHA HE OBMEXNTN?

P o3B a9 3aHH A KinbkiCTb pi3HMX cniB, WO MOXHa Aaictatu i3
noyatkoBoro crnosa MAWOAH, 36iraeTbcsi 3 HalMeHLIUM HOMEPOM LMUKNy
LUNPYBaAHHSA, Ha SKOMY 3HOBY BWHMKHE noyaTkoBe cnoBo. bykea M
NOBTOPKETLCA B KOXHOMY LMKMi, HOMEpP SKOro € kpaTtHum 5, 6ykBa A — y
KO)KHOMY LIMKMi 3 HOMEPOM, WO € KpaTHum 3, a 6yken W, [, H — y uuknax 3
HOMepamMn, ki € KpaTHumu 2; 12; 11 BignosigHo. AKWO nigCTaHOBKY
po3KknactTu B OO0OYTOK He3anexXxHuX UWKNiB, TO MOpsAoK NigCcTaHOBKM
AOpIBHIOBAaTMME HaWMMEHLLOMY CMifIlbHOMY KpaTHOMY OOBXWH uukniB. Togi
cnoso MAVOAH Bneplue 3'SBUTLCSA B LMKAI Nif HOMEPOM, SIKUIN [OPIBHIOE
HanuMeHLoMmy cninbHomMy kpatHoMmy HCK(2,3,5,12,11) = 660.

3apgaya 2. BukopucTaHHs Kro4oBOro crioBa (NosyHry) anst nodynosu
Tabnuui wudposamiH y no3yHroBoMy wundpi, 3 ogHoro 60Ky, cnpoluye
3anamM’dToByBaHHA Kritova, a 3 (HWOM0 — 3HUXYE MNOTYXHICTb KIHYOBOro
npoctopy. CKiNbkM pi3HUX NiACTAHOBOK MOXHa nobyaysaTn 3a [OMNOMOror
no3syHris goBxwuHoto Big 4 oo 10 6yks (andasiT ykpaiHCbkun)? CKiNbKN Takux
NO3YHriB iCHYe? Y CKiNbKM pasiB nNpu LbOMY 3BYXYETbCA MOTYXHICTb
KINKOYOBOro NPOCTOPY MOPIBHAHO 3 MOBHUM KIHOYOBUM MPOCTOPOM AN Wwndpy
NpPOCTOl  MOHOangasiTHOI  NiACcTaHOBKNM?  BBaxaemo, WO  NO3YHr
HeobOB’sAI3KOBO Ma€ OYTU OCMUCIIEHMM, X04a HEOCMUCIIEHI CITOBOCMONYYEHHS

BaXXKO 3anam’ataTu.
P 03B d3aHH 4. [oTyXHicTb ykpaiHcbkoro andgasity — 33 6yksu, a

KIITbKICTb  YCIX MOXIMUBUX n -6yKBeHl/IX cnis — 33" TO,EI,I KINMbKICTb CJIlIB-
10

NO3YHriB AOBXWHOW Bia 4 Ao 10 6ykB AOPIBHIOE Z 33" » 1,6 - 101
n=4
Hexan, ona npuknagy, nosyHr cknagaetbca 3 10 6yks. Toai pewTty 23
BykBM MOXXHa ynopsiakysaTtn 23! cnocobamu, Lo NpUBOANTL 4O YTBOPEHHS



v
N; = ;—‘; =33-32-...-24 =335885501952000

Pi3HMX niactaHoBoK. O4eBUAHO, HA OCHOBI OiNblL KOPOTKUX KMHOYOBMX ChiB
abo kn4yoBUX CNiB, WO CTalTb KOPOTLUMMK NiCNs BUAANEHHS NOBTOPHOBAHUX
OykB, MoOxHa nobyaysaTm nuwe nMigCTaHOBKY, Sika BXE BpaxoBaHa Y
nonepeaHboMy Bunagky. OCKifNbKM 3aranbHa KifbKiCTb NiACTAaHOBOK ASS
ykpaiHcekoro andasity N, =33!, To, MOpiBHIOIOYM MOTYXHOCTi KIHOHOBMUX

NpocTOpiB, 3HAX0OUMO

m=iz3,87-10‘23.
N, 23!

OTxe, 3aMiHM Ha OCHOBI JO3YHrOBUX ChiB CKMajawTb Jivwe marny
YaCTWUHY Bif KiNTbKOCTI YCiX 3aMiH.

3apaya 3. BusHaute BigcTaHb €OWHOCTI WuKdpPy 3a KyYem Ong:
a) NpocToi MoHoandaBiTHOI NIACTAHOBKKW, 6) M-rpamMHOro WNgPY 3amiHu,
BBa)Karouu, WO NPOCTOPU BIOAKPUTUX TEKCTIB i LUMJPOTEKCTIB CKIagarTbCHa 3
ycix MoxnuBux M-rpam (M=>1). AndasiT ykpaiHCbkMi. HagnuwKoBiCTb
yKpaiHCbKol MmoBwu ckrnagae 0,72.

P o3B 9 3aHH A BigctaHb eguHOCTi Wngpy 3a Knwoyem — ue
MiHiManbHa OOBXWHA WNGPOBAHOro TEKCTY, HEOBXiAHOMro ANA 04HO3HAYHOro
BCTAHOBIIEHHS ICTUHHOrO Kntoya wundpy (6e3 xoaHmx obmexeHb Ha MOLUYyK).

Lis BiacTaHb AOpiBHIOE HANMeHLLOMY LinoMy po3s’asky L, HepiBHoCTI

log|K|

D-logm’

[le M — KiNbKiCTb CUMBOJSIB YKpPaAIHCbKOro ancbaBiTy;|K| — TMOTYXHICTb

L >

Knto4yoBoro npoctopy wndpy; D — HagnmwkoBicTb BUKOPUCTAHOT MOBMW.
a) [lpocta MoHoandasiTHa nigcTaHOBKA: |K| =m!=33! 3HaueHHs

dakTopiana m! MoxnMBo OUiHITK 3a AonomMoroto opmynu CTipniHra:

m
m!~27zm (mj .
e

Y Haliomy BMNaaKy

33
log233!~log2«/66-3,14(£j ~log,(8,7-10°%) = 122,7.
e
log,|K|  log,[33]  122,7

~

9 El

" D-log,m 0,72-log,33 0,72-5,04
T06TO L[ =34 GykBu.



6) M-rpamHM WP 3amiHW: 3aranbHa KifnbKiCTb M-rpam, yTBOPEHUX 3

OYKB yKpalHCbLKOro andasiTy, JOPIBHIOE 33M, [MOTYXXHICTb NPOCTOPY KIoYiB

log, [33™!
Kl—gamy;  LeoelKl o .
D-log,33™ 0,72-log,33™

n 33" Nk
33M ) ~y27:33" (ij : log, (33™)!~log,+/27:33™ +10g2££J =
e €

_log, 27 N mlog, 33
2
=5,04m-33™ -1,45-33™ +2,52m +1,33.
log,33™ =5,04m

+33™(mlog, 33—1log, €)=

m
s log, ‘33 !‘ _:5,04m-33m—1,45-33m+2,52m+1,33

~0,72-log, 33" 0,72-5,04m

L, zl.(7_£j.33m+%.(i+1j_
5 m 5\m 4

. . 7
Mpu BENUKNX 3HA4YEHHAX M BigcTaHb eanHocTi L = §-33m.

3apaya 4. [leluncppymnte Kpuntorpamy

BOOWToWANTOIAINC,
fika OoTpuMaHa B pe3ynbTaTi 3aCTOCYBaHHA NiHINHOrO adpiHHOro wndpy L0

TEKCTY YKpalHCbKOI (PO3AinoBi 3HaKM i MPOMyCcKM MiX crnoBamMu BUIly4eHo), 3a
ymoBu, wo Oirpami T® y kpuntorpami signosigae Oirpama EP Bigkputoro
TEKCTY. 3anuLiTb PIBHAHHS 3alIM@PYBaHHA Ta PO3LWNGPYBaHHS.

P 03B 93aHH 4. PiBHAHHSA 3alMdpyBaHHA LWyKaTUMEMO Yy BUrnagi

y = kx +tmod33. 3anuwemo undpoBmit eKBiBaneHT KpunTorpamm

2518 29 22 24 29 32 10 22 24 3 32 11 10 21
Ta OykB Yy 3agaHux birpamax E=6; P=20; T=22; ®=24.Togi

22 =6k +tmod33,
24 =20k +tmod33.

BigHABLUM NOPIBHAHHSA MOYSIEHHO, MPUXOAMMO [0 MOPIBHAHHS

2 =14k mod 33.



Ockinbkn HCA (2,33) = 1, To 7k =1mod 33, 3sigkn k =19mod33. Togai
3 nepuoro nopiBHAHHA 22=6-19+tmod33 i t=7mod33. OTxe piBHAHHSA
sawngpyBaHHa — uUe Y =19x+7mod33. 3HaiigemMo  piBHSHHS

po3LnNdpyBaHHS:
19x=y—7mod33 = x=19"'(y=7)mod33=7(y —7)mod33 =
X=7y+17mod33.

BukopucTaBLuM OTpMMaHe PiBHSAHHS, PO3LIMEPOBYEMO KpUnTorpamy:
FOMITEP, T CEPONLLCA.

3apavya 5. BBaxatumemo, WO wudpyBaHHA OykBM X BIigKPUTOro
TEKCTY YKpalHCbKOK 3a [LOMOMOrow Aeskoro adiHHOro Wngpy eksiBarneHTHe
KoMMo3uLii ABOX LWKNdpiB: NiHiMHOro Wwudpy Z =ax(modn) 3 knoyem a Ta
wndpy 3cysy Y =2z+b(modn) 3 kmouem b (N— noTtyxHicTe andasity).
OnuwiTb, K 3@ OOMNOMOrOK aTakn «3ycTpid nocepeauHi» Ha OCHOBI BigOMOI
napu «BiOKPUTUM TEKCT — BIANOBIOHUMA WNAPOTEKCT» BU3HAYUTU MOXKIUBI
BapiaHTM KntouiB adpiHHoro wndpy? Ym Byge us ataka MeHL CKrnagHok 3a
NOBHMIN Nepedip KNoYiB?

Pos3B s3aHHSA Yy=ax+b(modn) — piBHAHHS 3alLimndppyBaHHS

acpiHHoro  wmndpy, AnNs  ykpaiHcbkoro andasity N=233. 3sigcu
y —b =ax(modn) = z. Cknagemo cnucku:

1) A={ax: 0<a<33; HCO(a,33) =1};
2) B={y—-b: 0<b<33}.
AKWO CNUCKM O0CTaTHLOI OOBXWHM, TO Y LUMX AOBOX CNUCKax Mae
3HaMTUCA CninbHUA enemMeHT. BignosigHi 3HadyeHHa a 1a b Ttakoro enemenTa

— MOXIMBa napa Ang Kno4ya wudpy.
MOTYXXHICTb MHOXWHMW KItouiB adpiHHOrO wndpy AopieHioe N-@(N)—1,

oe @(N) — sHaveHHs dyHKuii Einepa (BukmtodeHo napy a=1, b=0, aka
npw WnpyBaHHi He 3MiHUTb BIAKPUTOro TEKCTY). [nsa ykpalHCbKOro andgasity
n-@(n)—1=33-20—-1=659. OTxe, 3acToCcyBaBLUM NOBHU Nepebip KntouiB,

MU MaemMo obymcnntn 659 WwngpoTekcTiB. ATaka «3yCTpid nocepeauvHi»
notpebye @(N)+n=20+33=53 wudpysaHb, TOMy Taka aTaka MeHLU

CKNnagHa, Hixk NnoBHUK nepebip Kntouis.

3apaya 6. Hexan p — npocte yucno. CekpeTHU KoY adiHHOro
lwmndpy —napa a, be Zp, a # 0. 3awmndpyBaHHs BigKpUTMX NOBIOOMMEHb

M eZp aaivicHioeTbe sk C=aM +bmod p. Ak, sactocysaBwn metop

AndoepeHLianbHOro KpuntoaHaniay, po3kpuTn Wwndgp?

10



P o3B 93aHHSs. 3a MeTtogoM andepeHuianbHOro KpuntoaHanisy
aTaka Ha wudp byayeTbCcsa 3 BUMKOPUCTAHHAM MiHIMHOI Pi3HUUI MK OBOMa
BUXIOAHUMWM MOBIAOMSIEHHAMM | ABOMA 3aWMPOBAHUMWU MOBIAOMITEHHAMW.

Hexain C;=aM;+bmodp, C, =aM, +bmod p. Toai
C,-C, =(@M; +b)-(aM, +b)=a(M; —M,)mod p.
FAKLLIO 3NOBMUCHMK IKOCb AidHaeTbes pisHuuyio My —M,, 10
a=(M;—My)"'(C;~Cy)mod p.

Tenep npocTille BigHOBUTU Apyry 4YacTuHy D knwouya — ana uboro
noTpibHa npuvHamMHi ogHa napa «BIOKPUTUM TEKCT — BIiANOBIgHWN
LUNPPOTEKCT».

3apava 7. YaBiTb, Wo Bu 3Hanwnm ctapun 3awmdpoBaHnin TEKCT, 3a
NPUNYLLEeHHAM, 3aWwndpoBaHnn 3 BUKOPUCTaHHAM wWndpy BixeHepa, a y
BIOKPUTOMY MNOBIAOMSIEHHI WMLWIIOCA NPO Pi3Hi cTapodaBHi wudpu. Bu
Buasnsete, wo pagok PBMOMTILNBbML, npucyTHin y wndpoTekcTi ABidi:
Briepwe BiH noyuMHaeTbca 3 noaudii 10-ro cMmBony TekcTy, a Bapyre — 3
no3uuii 241-ro (Bigsiik CUMBOIMIB TEKCTY 3 OAUHULI, andasiT yKpaiHCbkui). Bu
npunyckaeTe, WO Len oparMeHT WMpoTEKCTY BignosBigaTUMe y BIOKPUTOMY
TekcTi cnosy KPUMNTOIMPADIA. Akwo ue npunyweHHa npaBuiibHe, TO SKUM
ByB KntoY WwndpyBaHHA?

P o3B 93aHH 4. OuiHnMo nepiog ramm Ha ocHOBI TecTy Kasicki.
BigctaHb mixk gBoma noasamu coparmeHTy 241 — 10 = 231 = 3 -7 11 3HakiB.
Tomy MOXnuMBI 3HadeHHA nepiogy — 3, 7 abo 11. Akwo npunyLieHHS
npaBuribHe, TO MOXHa 3HaWUTW BIANOBIAHMM 3CyB. Tak, y noauuii 10 3cys
krmoya Ha 2 cumBonim gae | —Cc=20—-2 =18 =«O» i gani 3a aHanoriYHUmu
po3paxyHkamu B iHWKX no3uuisx BuHukae EJIEAbOXEJIELb. lMNpu ubomy
nepiog ramm He Moxe OyTM KpaTHUM aHi 3, aHi 11, 60 B uMx BuNagkax
cnoBonodibHi CTPyKTypn He 3'aBnsaioTbCA npu Oyab-sakomy 3cyBi. OTxe,
kntoyose crnoso OXKEJIE[b mae aoexuHy 7 Ta noumHaeTbea 3 15 no3uuil.

3apava 8. [lesika moBa cknagaeTbca 3 Tpbox OykB A, b i B, iMOBIpHICTb
NnosiBM AKMX y Tekctax uieto mosoto 0,7, 0,2 Ta 0,1 BignosigHo. HanucaHe uieto
MoBOK noBigomneHHss 3 1000 6yks Oyno 3awmndpoBaHO 3a LOMNOMOrOH
wndpy BixeHepa. Akwo aTtakyBaTu WKUp 3 BUKOPUCTaAHHAM iHOeKCy 36iry y
pPAOKY, TO Ha 9Ky KinbKicTb 36iriB 6ykB cnig odvikyBaTun?

P o038 43aHH 4. Ha Bigpi3ky TEKCTy, JOBXMHA SIKOTO € KPaTHOK
OOBXWHI KrtoYva, iMOBIpHICTb 36iry JOpiBHIOE

0,72 +0,2% +0,1* = 0,54,
Tomy y TekcTi gosxuHoto 1000 Byks cnifg odikyBaTu npmnbnmsHo Ha 540 36iriB
OyKB.
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3apava 9. AndasiT gesikoi MOBU cKragaeTbcs 3 Tpbox 6ykB A, b, B,
yacToTa nosaBu Akux y Bigkputmx Tekctax 0,7; 0,2 i 0,1. PesynbTtatom
lWndpyBaHHA 3a [OMOMOrow Kpuntocuctemu BixeHepa € kpuntorpama
ABBBABEBAB (mopoaBaHHa 3a mogynem 3). 3a yMOBW, WO [OOBXMHa
BMKOPUCTAHOrO Krtova He nepesuLlye 3, 3HanaiTb HanOINbLU iIMOBIPHUIA KoY.

P 03B 43aHHA. CnoyaTky BU3HAYMMO IMOBIPHY JOBXUHY KIlto4a.

o [loBxunHa kntoya 1.
A|B|B|B|A|B|B|BJAIB. byken A,b i B 3ycTtpidaetbca 3; 5 i 2 pasu

BiQNOBIOHO;

e [loBXuHa Kkntoya 2.
Ab 36ir I 1
Bb 6ykB
Ab A 3 |0
Bb S 1 |4
AB B 1 |1

Hanbinbw 6nm3bki 3HaveHHsa go 0,7; 0,21 0,1.

e [loBXxWHa Knto4va 3.

AbB 306ir | I

BAB Oyks

BBA 1 11 1

B b 2 12 |1
B 1 10 |1

OTxe, goBXMHa Krtoya 2. NMpyn LbOMYy 3HAYEHHi Yy NepLIOMY CTOBMYUKY
yactotn 3;1;1, To6TO0 BykBa A Mae HambinbLy YacToTy i € nepwot BykBokO
kntoya (3cyB 0). Y gpyromy ctoBnuuky 4vactotn 0;4;1, a Biatak 6ykBy b
Aaictaemo i3 A 3cyBom Ha 1. Taknm unHom, Ab — kntod windpy. [ns nepesipku
y gewndposaHomy Tekcti AABAAABAAB obuncnnumo yactotm OykB: A —
0,77 b- 0,2;B- 0,1.

3apava 10. Hexal 3nNOBMUCHUK NPOBOAMTL aTaKy Ha OCHOBI BUBpaHOro
BIAKPUTOrO TEKCTY i MOXe oTpumaTh Kpuntorpamy O6yab-sKoro TekcTy, Lwob
YCTaHOBUTM KINIOY 3alLmMppyBaHHA. YKaxiTb HAUMPOCTIWi BIOKPUTI TEKCTU, SKi
BiH Mae BuMbpaTun ONA aTakn Ha wugp a) 3cysy; 0) BikeHepa; B) npocTa
MOHoarnasiTHa NiACTaHOBKa; ) NnepecTaHOBKU?

P o3B a43aHH4 a) [doctatHbo 3awmndgpysaTtn Oyab-sky Oyksy
andgasity, Wob BU3HAYMTN 3HAYEHHSA 3CyBY.

6) Ona 3awudpyBaHHA NOTPIGHO BMBpaTW BIOKPUTUWM TEKCT BUrNaQy
AAAAAAAAAAAAA.... KinbkicTe noBTopeHb BykBM Mae ByTn He MEHLUOK 3a
AOBXWHY MOXIMBOrO KITHO4OBOrO CIi0Ba.
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B) BigHoBuTM kN4  MoOHoandaeiTHOI  MiACTAaHOBKM  O03BOSSE
WwndpyBaHHS ycboro andasity ABBIT/...bIOSA.

) AKWo Knodem Wndpy € nepectaHoBKa cTeneHs N, ge N MeHwe, Hix
KinbKicTb BykB andasiTy, TO 3HOBY OOCTaTHbO ModaTu AN 3awundpyBaHHS
ABBIT[...blOA. Logoo nepectaHoBOK 6inblIOro CTEneHs, TO iMOBIPHO
noTpibHO 3awwmndpyBaTn BinbLUy KiNbKICTb NOBIAOMIIEHD.

3apaya 11. 3a JONOMOrOK TPLOX KMACUYHUX LUKMPIB BIAKPUTUIA TEKCT
CBIT J1OBMB MEHE, AJIE HE MIMMAB ©6yno 3awundpoBaHO Ta OTpPMMaHO
TPW LWNPPOTEKCTH:

1) bPPIBHIWIECMNO®WAQWLWTENB;
2) XENUNTEKEPUCUTMNCUYTHPTE;
3) IONCTBUBEAEBHMEJNIMMWNHIEBA.

Bawa meta — BM3HAYUTK, SAKi LWINMPU BMKOPUCTAHO, Ta BCTAHOBUTU
knodi  wudpyBaHHa.  fAky aTtaky Bam notpibHo nposectn? [lepen
LWNPYBaHHAM Yy BiZOMOMY BUCMOBIOBaHHI . CkoBOpOAM BUMYYUIIN KOMY
Ta MporycKu Mix crioBamu.

P o3B 93aHHS AHania napm «BiOKPUTUN TEKCT — BiANOBigHUA
LUNJOpOBaHNN TEKCT» BUSABISAE:

1). Y nepwomy wundgpi wmndpono3HayeHHa OykB 3anexiTb Big X
NnosioXXeHb y BigKpuUTOMY TekcTi. Tak, 6yksa E nepexoautb y 6yksu C, J1, L
abo [1. Tomy moHoandaeiTHa nigcTaHOBKa He BMKOpUcToByBanacb. He 6yno
3agisHoO W wndp nepectaHoBkW, 60 y wmdporpami € OykBu, BIACYTHI Yy
BioKpUTOMY TeKcTi. [NepeBipsieMo, a um He ByB ue wndp BixeHepa. Akwo Big
OYKB LUIMGPOTEKCTY BiAHATN BYKBM BiOKPUTOrO TEKCTY, TO OTPUMAEMO

303YJTAS03YNA3OIYIIA3O3VYIIA.

Omxe, ue by Wngp BixeHepa i3 knodem 303YJ1A.

2). Y ppyrin wundoporpami npucyTHi BykBK, sikux He Byno y BigKpUTOMy
TEKCTi, ane wungponosHavyeHHs OykB He aybnioTbes. Bece ue cBiguMTbh Ha
KOPUCTb TOrO, LLIO HaniMOBIpHiLLE Le — npocTa MoHoandasiTHa niacTaHoOBKa.
3ibpasLwun gaHi y Tabnuuto, npuxoanMo 4O TakuxX 3aMiH:

ABBTT OEEX3UI T NKNMHOMNPCTY ¢ X LY Wb tOA
ol ) N A A
I E % Kn H NPCTY XU

Ak 6aunmo, ue moxe ByTu WKndp 3cyBy 3 Krtovem 4.

3) TpeTa kpuntorpama oTpuyMaHa WUAPYBAHHAM 3@ [AOMNOMOroH
lwncppy nepecrtaHoBkK, 60 nepuwi Ti Bicim BykB — pe3ynbTaT NepecTaHOBKM
nepwmnx BocbMu BYyKB BigkpuToro tekcty. TyT i gani ana 8-0ykBeHux 6rokiB
BiAKPUTOro TEKCTY 3acTocoBaHa nepectaHoBka (3651428 7).

Y BCiX BUNagkax npoBefeHa ataka Ha OCHOBI Nnapu «BigKPUTUN TEKCT —
LWNJPOBaAHUN TEKCTY.
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3apava 12. [lpunyctMmo, WO NMOBIPHOCTI NOsiIB N-rpam Aesikol MOBM
YTBOPIOOTb TEOMETPUYHY mnporpecito, andasiT cknagaetbca 3 N Oyks.
[MokaxiTb, WO HAKWO LWNdpPYyBaHHA BIOKPUTONO TEKCTY LIEKD MOBO
BiAbyBaeTbCcA 3a JOMOMOro 3amiHM N-rpam, To WNGP MOXHA PO3KPUTU Ha
OCHOBi YaCTOTHOrO aHani3y 3 NosniHoOMianbHOK CKNaAHICTHO.

Po3B d43aHHSA Hexan p— mMakcumanbHa MMOBIPHICTb MOSABU Y
TekcTi ogHiel 6yksn. Toai 3a yMOBOKO

p+pi+..+p\=1.

1-p"

Cyma uiei reomeTpuyHOI nporpecii p =1.

Tomy cknagHictb fgewmndpyBaHHA Hanbinbw iMOBipHOI OykBM €
nosliHoMianbHow. [lOBTOPHOEMO aHanoriyHi MipkyBaHHA ana andasiTy 3
(N —1) 6yken. Lle o3Hauvae, Wwo 3a 4OMOMOrOK 4acTOTHOro aHanisy wudp
PO3KPUBAETLCA 3 MOSIHOMIASTIbHOK CKITagHICTIO.

3apaua 13. [Ona sawudpyBaHHA BUKOpuCTaHo wudp Xinna 3

mMaTpuueto 2-ro nopsaky (andasiT yKpaiHCbKUN) Ta OTPUMAHO KpUMTOrpamy:
HPOMoOBYNYWNIWWHK DO

BusHauTe kntod 3awmndpyBaHHA 3a ymoBM, WO nepuwin Girpami HP
Kpuntorpamu Bignosigae 6irpama MO BigKpUTOro TEKCTY, a OCTaHHIN Birpami
®1O — Birpama OT. JewmncpynTte TEKCT.

P o3B a3aHH A OTOTOXKHIOYN YKPAIHCBKUA andasiT 3 KifbLem
NULWKiB Zs3, 3anviemMo LdpoBmMii eKBiBaneHT Kpuntorpamm

17 20 5 19 24 1 23 19 28 12 3 28 29 31 24 31
Ta undpoBi ekBiBanNeHTn NoTpibHMxX Birpam:

HP =17 20; OT =18 22; N0 =19 18; ®lO =24 31.
3 piBHsHHA  3awmdpyBaHHa Y = KX wudpy Xinna  Aaictaemo
K=Y .x1 ne K — knou sawmgpyBaHHss, X — maTpuusl BiaKpPUTOro

TekcTy, Y — Matpuus WndpPOTEKCTY, X obepHeHa maTpuusa A0 MaTpui
X (y maTtpuusx X Ta Y OykBM BiAnoOBiAHMX TEKCTIB 3anmcaHo y CTOBML).

OTxe,
-1
17 24\(19 18
K‘(zo 31)(18 22) mod33.

‘19 18

e 22‘mod?ﬁ =418-324=28mod33.

HC[ (28,33) = 1, Tomy o6epHeHa MaTpuLs iCHYE.
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-1
28 'mod33=13, (19 18) 513(22 15)m0d33z(22 30).

18 22 15 19 30 16
17 24)(22 30 (1094 894 (5 3
K‘(zo 31)(30 16)“10‘133:(1370 1096j=(17 7)'
5 3)"
Kniou gelumndpyBaHHs K_IE(” 7] mod33;

RERE U w1 _(14 27

|K|_‘17 7‘mod33_17, 17" mod33=2; K _(32 1ijodsm.
oy (14 27)(17 5 24 23 28 3 29 24 _
X =K Y‘(32 10)(20 19 1 19 12 28 31 31)m°d33‘

_(19 22 0 10 23 6 22 18 mod33
(18 20 19 2 26 13 17 22 '
Biakputum tekct 1918 22 20 0 1910 2 23 26 6 13 2217 18 22.

MoBepHyBLIMCL [0 OyKBEHUX MO3HaY€Hb, [ICTAEMO MOBIAOMIIEHHS
MOTPAIKMB Y UENTHOT.

3apaya 14. BusHaute KinbkicTb KnwodiB  wndpy Xinna  Aans
3awmncpyBaHHs M-rpam (M > 2) BigKPUTOro TEKCTY 3a YMOBW, WO andasiT
BMKOPUCTaHOI MOBU MIiCTUTb P BykB, e P — nNpocTe Yncro.

P o3B 93aHH4. B akocTi knoya wundpy Xinna MoxHa smbmnpaTu
nuwe KBagpaTHi maTpuui M-ro nopsaky, wo 6yayTe 06OpOTHUMK Yy KinbLi
Zp, 00 y UbOMY BMMNALKYy MOXIMBa onepauis poswmngpyBaHHsA. 3 MiHINHOI
anrebpu BigoOMO, WO MaTpuus € 0OOPOTHOK ToAi | TiINbKK TOAI, KONK 1T paaKu
NiHIMHO He3anexHi. [ani posrnagaTMMemMo JuWe HEeHynboBi  PAOKN.
OueBngHO, Nepwnn psaok Moxe Oyt Byab-akuM i ans 1noro Bubopy icHye
pm —1 cnoco6iB (BigHiMaHHSA BigoOpaxkae 3abOpPOHY HEHYINbLOBUX PSOKIB).
€avHa Bnmora ans Bubopy Opyroro pagka — BiH HE MOXe YyTBOPHOBaATUCH 3
nepworo BXe o06paHOro psaka MHOXEHHAM Ha KOHCTaHTy. Llin BuMMOSi
3a40BOJbHSAE pm — P pi3HNX pAgkiB. Ak TpeTin psaoK TakoX MOXHa obpatu
Oyab-aKnin, abu BiH He OOPIBHIOBAB iHiIMHIA KOMOGiHaUil nepwmnx ABOX. Takux
PAOKIB ICHYE pm— p2. 3aranom, K-vM HeHynboBUM psakoM Moxe ByTu
nuwe Takun, WO He BUpaKaTUMETbCs 4Yepe3 MiHiMHy KomMbGiHauilo nepLimnx
k —1 psagkis. BapiaHTiB BUMGOpPY Takux paakiB pm — pk_l. Topi 3aranbHa
KiNbKiCTb 060POTHMX MaTpUUb M-ro nopsaky vy kinbui Z D AopiBHIOE JOOYTKY
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=0

3apaua 15. Mpunyctumo, Bigkputomy Tekcty AIPECIAITAKAE
(ancbaBiT  ykpaiHcbkui)  Bignosigae  wwudpoTtekcT EVMOTHOYINB3P,
OTpUMaHU 3a gonomorow wudpy Xinna Hag kinbuem Zsz, ane posmip
MaTpuui-knioya Hesigomun (TOBTO HeBigoOMa KibKiCTb OykB y Onokax, wo
wndgpysanucs). BuaHayTe MiHIMaAnNbHO MOXNUBY PO3MIPHICTL M Kntoya
3awmndpyBaHHd, kMK Mir 6n gaBatn Takmin WMGPOTEKCT. CKinbKM PisHNX
MaTpuub Mornn 6 npeTeHayBaTy Ha porib Knya?

Po3B a3aHHaA.

ArPECIANAKAE -0 3 20 6 21 11 32 15 32 14 0 7,
EMMOTIOYIVMB3P— 6 10 16 24 22 31 23 11 13 2 9 20.

e M=1: HemoxnuBo, 60 aHani3 TeKCTiB BKa3sye, Wo Toai A—>E i A—3;

5 (a bj (Oj (6j 3b =6mod33,
e M=_.. . = — .
c d)3) 10 3d =10mod33

OcTaHHE MOPIBHAHHA HE Ma€ po3B’sA3KiB, OCKibkM 4ducno 10 He
Ainutbcs Hauino Ha HCL (33,3)=3;
a b c 0 6 32 14 6 24 23 2
e m=3: |d e f|{3 21 15 0 |={10 22 11 9 |, 3Bigku

g h i 20 11 32 7 16 31 13 20
%f_/
K
1 11x+4 3
K=|2 11y+1 2 |, pne 1Ix+4,11y+1,11z2+2 e Z55.
0 11z+2 17

1).Mpu X,y,z=3t,peteZ, 1Ix=11y=11z=33t=0mod33;
2).Npn X,y,z=3t+1, 11x=11y=11z=33t+11=11mod33;
3).Mpu X,y,z=3t+2, 11Xx=11y=11z=33t+22 =22mod33.

OTxe, yCcbOoro iCHye 27 MOXIIMBUX MaTpuULb N4 KIoya.

TECTU

1. Y AKux 3 HaBedeHUX HWXKYe BUNagKiB BUKOPUCTOBYETLCA KpunTorpagivHum
3axumcT iHopmauii?

a) Ha rpoLlOoBiIN Kyntopi HauioHanbHUM BaHK HAHOCUTb BOASIHI 3HAKW, LLO
NOBTOPIOOTb OCHOBHUIN MantoHOK DaHKHOTH;
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0) y nporpami-apxiBaTopi kombiHaUil cMMBONIB, SKi 3ycTpivYatoTbcsa bGarato
pasiB, nogalwTbCA Yy BUrMA4i NEBHOro 3anucy, AKMA Mae MeHLUy
AOBXUHY;

B) WNUIYH Nepefae y «UEeHTP» MNOBIOOMIEHHA, Y SIKUX 3aMIHIOE KOXHY
OyKBY iHLWIMMW 3a3ganerigb Y3romKeHMMmM CUMBONaMu;

) y KoMrm'ioTepi KoxeH cumBon nopaetbcsd y asinkosomy kodi ASCII, wo

OOMOBHIOETBCA A0OAaTKOBUM OiTOM TakuM 4YuHOM, LWo6 3aranbHa
KifbKiCTb BiTiB Oyna HenapHolo.

2. 3 npecu BigoMo, WO nig Yyac nigrotoBKM TEPOPUCTUYHOIO akTy 9 BepecHs
2001 poky u4neHu pagukanbHOI icriamcbkol opraHisauili  anb-Kaiga
NpUXoBYyBanun nepenady CBOEl CekpeTHOI iHhbopMauil BcepeamuHi rpadivyHmx
KOMM'IOTEPHUX OB’ekTiB. HAK HasMBaeTbCA TakMn MeTod  3axXUCTy
iHdbopmauii?

a) Kpuntorpadisi; 0) KpunToaHanis;
B) cTeraHorpaqis; ) TYHEestoBaHHS;
A) iHbopMauinHe nepeHanpaBreHHs.

3. o € meToro KpuntoaHanisy?

a) BU3HAYEHHS PiBHSA CTIMKOCTI anropntMy WngpysBaHHs abo 3HaXOQKEHHS

MeTo4y BIAHOBJIEHHA MNOYaTKOBOrO TEKCTYy 6e3 3HaHHA CeKpeTHOoro
Knroya;

6) po3pobneHHA  MeToAiB  CUHTE3y  (PYHKUiM  WndpyBaHHA Y
KpunTorpaivyHnx anroputmMax;

B) 3MEHLLUEHHS KiNbKOCTI PYHKUIN LwmnpyBaHHA Yy KpunTtorpadiyHomy
anropuTMmi;

) peanisauis NpakTU4YHMX cnocobiB 0OMiHYy iHdopMaLieto.

4. LlinicHicTb iHdopMaUuil — e HEMOXIUBICTb
a) 1l HecaHKLiOHOBaHOro nepernagy;
6) 1i HECaHKLIOHOBAHOI 3MiHW;
B) HECAHKLIIOHOBAHOro AOCTYMNy A0 Hel;
) BigMOBW Big aBTOpPCTBA.

5. 3abe3neyeHHs1 KOHMDIAEHUINHOCTI AaHMX O3Ha4vae

a) IX 3aXuUCT Bif HECaAHKLIIOHOBAHOro nepernagy;

6) Ix 3axucT Big Moaundikadii, 3MiHW, BUOANEeHHA Ta NOBTOPHOI Nepeaadi;
B) BCTAHOBMNEHHS CpaBXHOCTI iHdhopMaLinHnx 06’eKTiB;

) HEMOXIMBICTb BiMOBMU Bif aBTOPCTBA.

6. Axmn meTog rapaHTye, WO nNepefaHa iHgopmauia oTpuymaHa Big
neranbHOro mxepena i Hagivwna HanexHomMy abOHEeHTOBI?

a) 3abe3neyeHHs1 KOHMIAEHUINHOCTI;
0) 30epexXeHHs LiniCHOCTI;

17



B) aBTEHTUIKaLiS;
) rapaHTia 4OCTYMNHOCTI.

7. Aki BnacTUMBOCTI iHdhopMaLil po3yMitoTb Mid TEPMIHOM aBTEHTUYHICTL?
a) 1 uinicHicTb ;
6) 1 KOHMIAEHUINHICTD;
B) HEMOXIMBICTb Bi4MOBW Big aBTOPCTBA;
r) 1T 4OCTYMHICTb;
[) CrpaBXHiCTb aBTOPCTBA.

8. MNocTasTe y BIgMOBIAHICTE MNOCNYIX i3 3aXUCTY iHpopMaLil, WO 3anucaHi y
HyMepoBaHOMY CMWUCKY, Ta 3ajadi, po3B’A3yBaHi cuCTeMamu 3axucTy
iHgbopMmauii i3 cnncky, nosHavyeHomy bykBamu.

1) KOHMIAEHUINHICTD; a) BCTaHOBNEHHS mxepena iHopmauil i 11
2) aBTeHTUIKaUis; aBTopa;

3) HEMOXNUBICTb BiAMOBK;  6) WNdpyBaHHS iHOpMaLiT;

4) uinicHictb B) pPO3MeXyBaHHS AOOCTyny OO pecypciB

aBTOMAaTM30BaHOI CUCTEMM;
) eNeKTPOHHUM LM POBUIA NigNuc.

9. B anropuTMi CUMETPUYHOIO WNAPYBaHHS CEKPETHUM Mae ByTu

a) anroputm WndpyBaHHS; 0) knoy;
B) OKPEMIi YaCTMHM anropuTMy LUNGPPYBaHHS; r) Kpuntorpama.

10. Kpuntocncrema HasnmBaeTbCA CUMETPUYHOLD, AKLLO NPU LN PYBaHHI

a) BiOKPUTUIM TEKCT po3bMBaETbCA Ha B610KM OOHAKOBOI LOBXUHMU;

6) kntodi 3awmdpyBaHHA Ta po3Wn@pyBaHHA 30iratoTbca abo nerko
0BuMCNIOTLCHA OAUH 3 OAHOrO;

B) BUKOPUCTOBYHOTBHCS LIMKNIYHO NOBTOPIOBanbHI onepadii (payHan);
) NepLNN Ta OCTaHHIN CUMBOSN KPUNTOrpaMmn O4HaKOBI.

11. Kpuntorpadis 3 CMMeTpUYHUMN Kto4amMu 3aCTOCOBYE

a) CEeKPeTHUI KItoY Tifbkn 3 6OKY oTpuMyBada Kpuntorpamu;

6) BiOKPUTMI KNtoY 3 6OKY OTpUMyBaya KpuntTorpamu;

B) CEKPETHWI KoM TiNbky 3 GOKy BignpaBHUKA KpUNTOrpamu;

) CEKPETHUN KoY Yy BiAnpaBHMKa Ta y OTPMMYyBada KpUnTorpamu.

12. Y cuMeTpuYHin KpuntorpadivHin cnctemi o608’ A3K0BO

a) npouec WwudpysaHHa mae Burnag  ab...yz (siokputuii Tekct) zy...ba;

6) KoY WNPYBaAHHA Y ABa pa3n KOPOTLLWIA, HiXK KoY po3LLnMdpyBaHHS;
B) KoY 3alumnpyBaHHS i po3ndpyBaHHS € CEKPETHUMMU;
) BIOKPUTUIN TEKCT WNGPYETHCA MOCUMBOSIBHO.

13.Y YoMy nepeBarn CUMeTPUYHNX KpUNTOCUCTEM Ha aCVIMeTpVI‘-IHVIMVI?

18



a) BUCOKa WBWNOKICTb WKdpyBaHHA AN9 OOQHOTUNHUX peanisauin;

6) MeHLWa OoBXKMHa Kntoya Ans 3abesneyvyeHHs NopiBHAHOI CTIMKOCTI;
B) CTIMKICTb Yy pasi KoMnpoMeTaLlii OQHOro 3 KIIouiB;

) npocToTa peanisauii 4nga 6yab-akux onepauinHnX CUCTeM;

) NpocTOoTa PO3NOoAINYy KIo4iB y MepeXxi, Lo 3a3Hae NOCTIMHUX 3MiH.

14. Aki 0CHOBHI Npo6sieMn 3acToCyBaHHSA CUMETPUYHUX KPUNTOANTOpUTMIiB?

a) cknagHicTb peanisadii Ha EOM,;
6) 3a gonomoroto EOM Taki Wwndpun nerko po3kpmBarTbCS;
B) YCKNaAHEHICTb JOCTaBKM KNtoYiB LWndpy;

) WudpyBaHHA 3a X OONOMOro noTpedye Benvkux obumncntoBasribHUX
pecypciB.

15. Aki 3 HaBegeHUX BracTUBOCTEN CUMETPUYHUX LINCPIB He BiAnoBigaTb
AINCHOCTI?
a) CKNagHiCTb PO3MnoAiny Kntouis;
6) macwTaboBaHiCTb (NErkicTb MigKMIYEHHS OO0 Mepexi [00OaTKOBMX
KOpUCTyBadiB Ta pecypciB);
B) HEMOXIMBICTb 3a0e3MneyYnTn TEOPETUYHY CTINKICTb;

r) MOBifbHiWe BMKOHAHHA orepauin 3awudpyBaHHA/gengpyBaHHA
NOPIBHAHO 3 aCUMETPUYHUMU Wndopamu.

n(n—1)

16. AKWO N — KinNbkicTb abOHEHTIB Yy Mepexi, To 3a dopmynoo N = >

pO3paxoBy€ETbCA

a) MiHiMarnbHa KinbKiCTb Pi3HUX KIOYiB, WO HeobxigHi Ans 3abe3neyeHHs
nonapHuMx LWnpoBaHMx 3’€gHaHb Yy MepexXi Yy pasi 3acTocyBaHHSA
CUMETPUYHOI KPUNTOCUCTEMMU;

6) cepedHsA KiNbKIiCTb KMOYIiB, WO HeobXxigHa KOXHOMY abOHEHTY Mepexi
Ans BignpaBneHHa Kpuntorpam 6yab-sikoMy iHLLIOMY abOHEHTY;

B) KiNbKIiCTb KNtoYiB, HeobXigHMX ansa 3anobiraHHs Konisin;

) 3aranbHa KifbKiCTb CEKPETHUX KIOYiB, L0 HEODXiAHI aAns 3abe3neyveHHs
aCUMETPUYHOro WNdPYBaHHSA AAaHUX B MepPeEXi.

17. Aki 3 HaBegeHNX BUAIB KPUNTOCUCTEM € CUMETPUYHUMN?

a) KpUNTOCUCTEMM 3 BIOKPUTUM KIHOYEM;
0) noTokoBi Wundpwy;

B) GnokoBi WwWndpw;

r) cuctemn ELIT.

18. 3a npuHuunom Kepkroddpca kpuntorpadivyHa CTinKiCTb WnMpy NOBUHHA
BU3HA4YaTUCS TiNTbKU

a) Noro cknagHicTIo; 6) Yacom WwnpyBaHHS;
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19.

20.

21,

22,

23.

B) JOBXWHOIO KNtoYa Lndpy; ) CeKpeTHICTIO Krtoua.
[1) CEKPETHICTIO anropuTmy LUNGPYBaHHS;

Apxeonorn 3HauwmnMm MaHyCKpunT, HanucaHun HEBIAOMOK MOBOIO.
MisHiwe p[O0 HUX noTpanuna ManeHbka Tabnuyka, ska Mictuna
NPOno3uLito, 3anucaHy TiEl CamMOK MOBOK 3 MepeknagoM Ha rpelbky.
BukopuctaBwim Tabnunuky, BOHM MpoyMTanuM MaHycKpunT. HAKy artaky
34iNCHUN apxeosiorn?

a) aTaky 3a MeTOAOM «foanHa BCepeayHiy;

6) aTaky Ha OCHOBI BiAOMOT Napu «BiAKPUTUNA — LUMAPOBAHNIN TEKCTY;
B) aTaKy Ha OCHOBi BUGpaHOro BiAKPUTOrO TEKCTY;

[) aTaky Ha OCHOBI BUBpaHOI KpunTorpamu.

CTygeHT uutae kHury 3 kpuntorpadoii. Ha cTopiHui 112 aBToOp KHUMM
HaBoOaAUTb WMPOBaHUIM TEKCT, a Ha cTopiHuUi 113 noigomnse, aknn 6yno
BUKOPUCTAHO WKNApP, | AKMA BIOKPUTUW TEKCT BignoBigae Kpuntorpami.
MMisHiwe Ha cTopiHui 133 HaBeaeHa iHwa kpuntorpama. CTygeHT MUTTEBO
AewndgpysaB KpUNTorpamy, OCKISIbKM KoY He 3MiHMBCA. [1po akun tun
aTtakum ngetbca?

a) aTaky Ha OCHOBI KpunTorpamu;

0) aTaky Ha OCHOBI BiOMOIO BiAKPUTOrO TEKCTY;
B) aTaky Ha OCHOBI BMOpaHOro BiAKPUTOrO TEKCTY;
) aTaky Ha OCHOBI BUBpaHOI KpunTorpamu.

o6 gictatn knod wudpy, KpMnToaHaniTMk TaEMHO OTpUMaB A0CTyn A0
YyXXOro KOMM'roTepa Ta, BMKOPUCTAaBLUM LUMAP 3aKOHHOrO KOPUCTyBaua,
3anucaB y BikHO onga BeoAy TekcTy crioso CBITJ1IO. Ha ekpaHi 3’aBuBcA
wndppoTtekcT NMPELWHA. Aky aTaky 34iMCHUB KpunToaHaniTuk?

a) aTaKy Ha OCHOBI KpunTorpamu;

0) aTaky Ha OCHOBI BiOMOIO BiAKPUTOrO TEKCTY;
B) aTaky Ha OCHOBi BMOpaHOro BiAKPUTOro TEKCTY;
) aTaky Ha OCHOBI BUBGpaHOI KpunTorpamm.

KpuntoaHaniTuk nepexonms efIieKTPOHHUM JIUCT 3 HEBIAOMUM O HbOTo
kogyBaHHAM. [lepesipmBwn BcCi kogyBaHHA (Windows Cyrillic, toHikog
TOLLO), BiH NpoynTaB BigKpuTum TekcT. Lle byna aTaka

a) Ha OCHOBI WM POBAHOIO TEKCTY;

6) Ha OCHOBI BUOpPAHOro LWMPPOBAHOrO TEKCTY;
B) Ha OCHOBI BMOPAHOro BiAKPUTOro TEKCTY;

) 3a gONoOMOrot rpybol cunu;

A) cTaTUCTUYHaA.

AreHT, KM 30OINCHIOBaAB Yy KOMMaHil €KOHOMIYHY pPO3BidKy, YMOBUB Ii
npesugeHTa nignucaTtum /J_,_inosmﬁ NUCT LWOAO NpoAaxy NPOAYKLUiT crioBamu
MPESMOEHT KOMMAHII BOJTIOLWWH, 3awudpysatn noro ta Hagicnatu
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24,

25.

26.

27.

AodipHboMy nignpuemcTtBy. [lepexonmBwKn Kpuntorpamy, BiH PO3KPUB
YBECb TEKCT i 3aBASIKM 3HAYHOMY 4acy XUTTS KItoda OTpMMaB MOXKIUBICTb
YynTaTK NowTy KomnaHii. Lle 6yna ataka

a) Ha OCHOBI WM POBAHOIO TEKCTY;

0) Ha ocHOBI BMOpaHOro LWMPOBaAHOro TEKCTY;
B) Ha OCHOBI BiOKPUTOrO TEKCTY;

) 3a gonomoroto rpy6oi cunu;

[1) Ha OCHOBI BUOBPAHOro BiAKPUTOrO TEKCTY.

KpuntoaHanituk BusiBMB, WO Oarato wWundpoBaHUX NUCTIB, K dipma-
BUPOOHMK Hagcunae 3amMOBHMKAM, NOYMHAKOTLCS 3i ChiB «Y BigNoBiab Ha
Balle npoxaHHs...». Lle gano nomy 3mory, nepexonuslun WNGPOBaHUN
TEKCT, BIOHOBUTU KNOY WKMGPY Ta NpounTatv BCe MOBIOOMMEHHSA. AKy
aTaky 3[iMCHUB KpUnToaHaniTuk?

a) Ha OCHOBI LWIM(PPOBAHOrO TEKCTY;

0) cTaTUCTUYHY;

B) Ha OCHOBI BiOKPUTOrO TEKCTY;

r) 3a JOMOMOrot rpyool cunu;

[1) Ha OCHOBI BMBPAHOro BiAKPUTOrO TEKCTY.

KpntoaHanitvk, cnocTtepiralodm  3a  OISNbHICTIO  TOPriBenbLHOro
KoonepaTtmBy, BCTAHOBMB, WO OiNblWiCTb WMEPPOBAHUX LISTOBUX JIUCTIB,
HagicnaHux napTHepam, wMictunn cnosa TOPIIBEJIbBHA MAPKA,
NOroTun, OM3AVH. Tepexonuslwmn wWudporpaMy, BiH nNigpaxysas
4YacTOoTy BXWBaHHS OQHAKOBUX CIliB Ta PO3KPMB KItoY. Lle Byna aTaka

a) Ha OCHOBI UM POBAHOIO TEKCTY;

6) cTaTUCTUYHa;

B) Ha OCHOBI BiOKPUTOro TEKCTY;

) 3a gonomorot rpybol cunu;

[) Ha OCHOBI BUBPAHOIo BIAKPUTOrO TEKCTY.

abStwdRd; pVirKRLp; iryzhToz; URbhhbEH; JEXHZmJ; zTDXJrZ —
nonepeaHi naponi goctyny no cepBepy (yci OykBM NaTUHCLKOro
andasity). Aky KinbKiCTb naponis cnig nepedbpaTtn 3a MeTogom «rpyooi
cunuy» (y Hawripwomy Bunagky), wob oTtpumaTtyu AocTyn OO cepBepy 3a
HOBUM naponem?

a) 28; ) 528; B) 88; r) 826; i) 852; e) 8! ¢€) 26!
ATakn 3a 4Yacom 6a3syoTbCA Ha MOXIMBOCTI BUCOKOTOYHOIO BUMIPIOBaHHS

yacy

a) nepefavi LWMPOBaHOro NoBigOMIIEHHS;

0) pewmndpyBaHHSA LLIMPPOTEKCTY;

B) BWKOHAHHA anroputMoMm LWKdpyBaHHA onepauil nigHeceHHa [0
CTeneHs;
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) BAKOHAHHS anropMTMoMm LWndpyBaHHSA NOrYHUX onepaLin.

28.Tlpunyctnmo, 3NOBMUCHUK MOXE BUKOHYBaTu 220 po3wmnpyBaHb 3a
ceKkyHAay, a po3mip kntoya wndpy 40 6itiB. Ak 4OBro TpuBaTMMe ataka 3a
AonomMoroo rpy6oi cmnn?

a) 6nunabko 25 fib; 0) 6nuabko 20 0i6;  B) GM3bKo 18 Aib;
r) 6nmsbko 12 fib; A) 6rnnsbko 3 Oio; e) 6rnmnabko 2 fio.
29.T1lpunyctumo, 35I0BMUCHUK MOXXE BUKOHYBaTU 220 po3wmndpysaHb 3a

ceKkyHAay, a po3mip kntoya wndpy 80 6iTiB. Ak AOBro TpMBaTMMeE ataka 3a
aonomoroto rpy6oi cunn?

a) 3,8-1016 POKIB ; 0) 2,8-1010 pokiB;  B) 6rM3bko 25 pokis;
r) 65IM3bKO 2 POKIB; a) 6nmsbko 3 aOiob.

30.MNpnnycTMmMO, 3NOBMUCHUK MOXE BWKOHYBaTU 220 po3wmndpyBaHb 3a
cekyHay, a po3mip kntoya wndpy 40 6GitiB. B sakin cuTtyauii npunyctumo
BUKOPUCTAHHS LLUMPPY 3 TAKOK AOBXMHOK Krtoda?

a) ona sawmdpyBaHHS NOBIOOMIIEHb €NEKTPOHHUX MepekasiB, 3a yMOB
LLIO JoCTaBKa Uux nosigoMsieHb BigdyBaeTbCs He BinbL oaHiel Jobu;

0) Ana 3sawndpyBaHHA 3anuTIB Yy TEeXHIYHOMY KOMMMEKCI CUCTeMU
NPOTUNOBITPSAHOT ~ 0BOPOHMU, AKMM  3abes3nevyye  aBTOMATU4HY
ideHTUiKauito CBOIX JiTakiB, y BWUNagKy Konn €OWUHUA  KIHoY
BUKOPUCTOBYETLCS MPOTAroM Micaus;

B) ANs 3awndpyBaHHS MOBIOOMMEHb ESIEKTPOHHOI MOWTU 3a YMOB
LLIOKBaApPTanbHOI 3MiHU KINOYY;

) )XOAEH 3 HaBeaeHMX CLuEeHapiiB He € MPUNYCTUMUM.

31. Ake TBEpPOXKEHHA HENpPasuibHE?

a) KpunTtorpadiyHum anroputMm, AN SKOro He 3HangeHo MeToay
aewndgpysaHHs, 0yae 060B’s13k0BO BinbLU CTIMKMM 0 KpunToaTak Hix
TOW, ANA SIKOro Taknin MeToA BXe po3pobneHo;

6) po3pobHMK LWwKhpy Mae ouiHoBaTU KpunTtorpadiyHi BNacTMBOCTI
KPUNTOCUCTEMMW, MPUMNYyCKaryM, WO 3MOBMUCHUKY BidOMi  3MICT
KpunTorpam Ta yCi eneMeHT KpUNTOCUCTEMM, OKPIM Krtova Wwndpy;

B) 04Ha 3 BUMOT O CyYaCHWUX KpUNTOanropuTtMmiB — Lie 3MiHa NpUHanNMHI
50 % 6iTiB KpunTOrpamu y pasi amiHn GiTa Kno4va WNdpyBaHHS;

[) anroputM MOBHOrO nepedopy KroYiB LWKUpPyBaHHA MOXe OyTu
po3napaneneHunin.

32.KopnopatmBHa wMepexa 0aHky ob0'egHye 100 BigaineHb. CKinbku
HeobXigHO MaTu KntouiB ANa WndpyBaHHS 3a JOMNOMOIoK CUMETPUYHOIO
KPpUNTOanropmuTMy, AKLO BCi BigadineHHss 6aHKy NMOBUHHI MaTM MOXIMBICTb
nepegasaTy KOHIAEHUINHI NOBIAOMNEHHS OAUH O4HOMY?
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a) 4950; 6) 99; B) 50; r) 495.

33.4ky ymMOBHY HasBy Mana LwudpyBanbHa MalMHa  SNOHCbKOro
AvnnomMaTuMyHOro  BigomcTBa, WO Oyna ycniwHO AelwwuvdpoBaHa
aMepuKaHCbKO crneucnyx60t0 Ha noyaTky [dpyroi CBiTOBOI BiiHN?
a) «EHirmay; 6) M-209;
B) wndp «Cuitanay; r) «MypnypHuin Kogy;
A) wndpp Amamoro.

34. lndpyBanbHa mawmnHa «EHirmay, o BukopmucToByBasnacs y HauncTCbKin
HimeuunHi y wacu [pyroi CBiTOBOI BiHW pearidoByBana
a) NOTOKOBUI LWNAP; 6) 6nokosun WNPp;
B) LWUMpp NnepecTaHOBKMY; I Wwnp MoHoandgasiTHOI 3aMiHW;
[) aCUMETPUYHUIA Wndp.
35.Hexan M; i C;j — cumBOnMM BIOKPUTOrO Ta LWIMEPOBAHOIO TEKCTIB
Biﬂ,ﬂOBiﬂ,HO; MI € ZlO’ CI € ZlO’ e ZIO 2{0,1 ,2,3,4,5,6,7,8,9};
Ci = Ex (M;)— piBHAHHA wundpyBaHHA. KoTpy 3 HaBedeHUX (yHKLi
MO>XHa 3acTocyBaTh K yHKLUio wndpyBaHHa Ey ?

a) Ex (M) =M (mod10); 6) Ex (M) = K (mod10);
B) Ex (M)=M +K(modl0) ; r) Ex(M)=M -K(mod10);

n) Ex (M)=M “*(mod10).

36.Akum Byne pesynbTaT wudpyBaHHA cnoBa KYT wwudpom Llesapsa 3
Kntoyem 27

a) Noy; 6) HOX ; B) MX®; r) XMo.

37. AKka NOTY>XHICTb KNIOYOBOro NpocTopy y wndpi Llesap4, akwo ans sanucy
TEKCTiB BUKOPUCTaAHO andasiT 3 N CMMBONIB?

a)p(n), oe @ — dyHkuisa Ennepa; 6) n—1; B) n!; n2", on.

38.3a ponomorot npocTtol MOHoangasiTHOI NiACTAHOBKU 3alundpyBanu
cnosa OPH, API'O ta HEPO i otpumanu kpuntorpamu AbLJT, TLBIJT i
BJILLA (BignoBigHiCTb MK crnoBaMmy Ta Kpuntorpamamu Hesigoma).
Cnoeam POI'A i TAHITPEHA npun Takomy wwudpyBaHHi BignosigatTb
Kpuntorpamu

a) BMAL,, BrLBAABT; 6) LANB, FABLIBAIB;
8) LIBIM, BATLIBATB: r) LUIBT, BrABLIBAT.

39. Bukopuctaswn krovoy ¢pasy bYTU UM HE BYTU? OCb B HOMY
MATAHHA 4k nosyHr, ccopminTe K4 MNPOCTOI  MOHOaNgaBiTHOI
nigcTaHOBKW. Y BiQMNOBIAb 3anucatn Apyrum pagok nigctaHOBKM.
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a) BYTUMHEOCBLBMMNASKIITAEIPOIAKIXLFOLLILL;
6) BY TUMHEOCBLBMMNAAITAEXIITNKITPOXLLLILLIO;
8) ABBEVIMHOMCTYUbAITAEXIITNKNPOXLLLILLHO;
r) FTAEX3IMKNPOXLLWLLKOBY TUMHEOCBLBMMASA.

40.Y 4omy nonsrae OCHOBHa cnabkictTb npocTol  MoHoarndasiTHOI
NigCTaHOBKN?

a) HeBenuKa NMOTYXHICTb NPOCTOPY KIHOYIB;

0) wundpoBaHU TeKCT 3bepirae CTAaTUCTMYHI BNACTUBOCTI BiOKPUTOrO
TEKCTY;

B) SKWO [Ba TEKCTW 3almdpoBaHi 3a AONOMOrow OAHOro Krw4a, TO
WNdpp PO3KPUBAETLCA aBTOMATUYHO LUMNAXOM  [A04aBaHHA  [OBOX
KpunTtorpam;

) CYNPOTUBHMK MOXe Nerko 3HamTu Krod, OTpUMaBLLUM Napy «BiaKpUTUN
TEeKCT — BiANOBIgHUN LUNPPOBAHUN TEKCT».

41. AAka NOTYXHICTb KIOYOBOro NPOCTOPY LWUpy MPOCTOI 3aMiHW, SKLLO
BUKOpUCTaHUM andasiT HapaxoBye N OykB?

a)n"; 6) n-@(N), oe @ — dyHKuUia Ennepa; B) n!; r)n.
42.T1lpn wmndpyBaHHI TeKCTiB 3a [JOMNOMOrow MpoCTOl  3aMiHM  HK
lWngponosHadeHHa nna 6yks 3agisHo gsoundposi uicna. OguH 3
HaBedeHMX  WKudpoBaHNUX TEKCTIB  Bignosigae NOBIAOMJSIEHHIO
YKPaIHCbKOI, a iHLWWIA — aHrMiNCLKOK (MPONYCKM MK ClioBaMu i po3ainosi
3HaKN  BUKMOYEHO). HAkunm 3 WwndpoBaHUX TEKCTIB  Bignosigae
NOBIAOMIEHHIO YKPAIHCBbKOK?
lNepwut mekcm:
9596 96 92 73 7992 33 98 95 32 92 90 93 38 92 96 73 94 90 91
757377969298 7492 79 96 90 79 92 96 98 94 90 76 98 74 92
779895903877 70709098 7492969896 77 7292 34 77 96
799238989591 349573 779692 78957398 9296 92 72 98
9691739298749573337296903495737397 36719233
98989077 3892387291 739296 70 95 33 92 38 33 92 90 96
779672923477 96 7590 76 95 38 98 92 70 33 90 96 79.

Lpyauti mekcm:

389470737977 797839947594 707375747694 3974 96
29787496 7492303879707294 7879 2292927998 3770
92749477 749331787470393971759498 7039979272
717574397473 74723073 747833799894 78 36799772
2223397894 7074767894 787830773994 7475943979
74 727492717594 98 35229272222339717574397473
7476 7874967994 3979713027 3979 32.

a) nepwmn; 6) opyrum;
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B) HEQOCTaTHLO iHGopMaLii; ) MNTaHHS HEKOPEKTHE.

43.TeKCT yKpalHCbKOK LWNGPYOTb 3a AOMOMOrok wWwudpy NPOCTOl 3aMiHn
(Mponyckn MK cnoBamu i poO34iNoBi  3HAKM  BUKITKOYEHO).
LLincpponosHaveHHsa BykB — aBoumpoBi umcna. BusHaumt, cKinbkn icHye
MOXINUBUX MiCUb, Ha SKUX Y BIOAKPUTOMY TEKCTi Morno 6 OyTtu 3anucaHo
cnoso CTAPUHA, akwio TekcTy Bignosigae kpuntorpama:

92 97 36 72 97 92 70 73 97 90 97 72 38 39 74 76
97 34 79 78 97 70 76 74 72 74 73 74 76 70 70 97
76 74 96 74 37 39 75 97 70 39 74 79 39 37 71 74
98 35 94 90 98 97 94 96 74 98 74 76 97.

a) 5; 0) 4; B) 3; r) 2; [) Ha XX0OQHOMY.
44. MNpwn wndpysaHHi cnosa LUNDP nigctaHOBKOK 3 KNKOYeEM

ABBITOEEX3UI T UKNMHONPCTY ®X LY Wb tOA _
N N N N N R R R N R A N N N A A N N R R R N N N A AN A
AMOXEBLI3P®I KNI NTI TYBABXMUOKW,_MNLUCE WY
BOHO 3MiH€ETbCA Ha cnoso [MKOB. Akwo cnoBo 3a AONOMOrow Liel
NiACTaHOBKM 3alunpysaTu wWwe pas, To otpumaemo crnoso ATBM, a nicnsa
TpeTboro uukny wudgpysaHHs — ANMb. Ha akomy umkni wundpyBaHHS
3HoBy nobaunmmo crnoBo [MKOB, £KWO KiNbKiCTb BWKOHAHMX LMKNIB
LWNpYBaHHA HE OBMEXNTIN?

a) 16; 6) 24; B) 64; r) 576; A) 2040.

45. PiBHsHHS wundpyBaHHa Mae Burnsg Y; =X +K(modm), ae X,y -

UMdpoBi ekBiBaneHTM ©OykB BigKPMTOro Ta LWMMPOBAHOIO TEKCTIB
BignosigHo, K — kno4y sawmdpyBaHHsa, M— MNOTYXHICTb BMKOPUCTAHOIO
andgasity. Y ubOMYy pasi BiOKPUTUM TEKCT BIJHOBIOETLCA 3a 4OMNOMOrOH

piBHSIHHSA X; = Y; + K'(modm), ae knioy poslumdpyBaHHs K' nos’ssaHui 3
kntodem K cpopmyroto
a) k'=m—k; 6) k' =k —1; B) k' =k~ (modm);
rNk'=k+1; a) k'=k +1(modm).

46.BigkpuTuin TeKCT ykpaiHcbKkot (andaeiT 3 33 OykB) cnoyaTKy LWMGPYHOTb
3a ponomorot Wwudpy 3cysy 3 kntovem K, =17, a gani go oTpumaHoi

KpUnTorpamm 3HOBY 3aCTOCOBYHOTb TOW caMui WKNdp, ane 3 KIYem
K,=23. Taki nocnigoBHi lndpyBanbHi  onepauii  ekBiBaneHTHI

OlHOPa30BOMY 3aCTOCYyBaHHIO LIJVI(bpy 3CYBY 3 KIto4em

a) k =40; 6) k =23; B) K=6; Nnk=7.
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47.5Ki yMOBM HaKnagawTbCsa Ha Koy WwudpyBaHHa K niHiiHoro wudpy 3
PiBHAHHAM  WwndpyBaHHs Y = (kX )modm, pne X;,Y; — UMDPOBI

eKkBiBaneHTn OyKB BIOKPUTOro Ta 3aKPUTOro TEKCTiB BignosigHo, M —
NOTYXXHICTb BUKOPUCTAHOro andasity?

a) HCO(k,m) #1; 6) HCK(k,m) = km;
B) M<K <2m, HCK(k,m)>m; r) 0<k<m;HCO(k,m)=1.

48.T1oTyXXHiCTb andasiTy BiOKPUTOro TEKCTYy CTaHOBUTb 36. AKWO TekcT
lndopyBaT 3a [ONOMOrod adiHHOro wudpy, To B AKocTi knwoda K
MOXHa BnbpaTun Yncna

a) 41; 6) 20; B) 17; r) 15; n)xoaHe 3 HABeAEHMX.

49. AKWO M — nNOTYXHICTb andasiTy BIAKPUTOrO TEKCTY, TO KoY
wudpysarHHa K i knod poswmndpysaHHa k' B adiHHOMy wmdpi npu
HCO(k,m) =1 38’AsaHi dopmynoto

a) k'=k™ +1modm:; 6) k'=—kmodm ;
B) k' =—k ™' modm; r) k'=k ' modm.

50.Hepyxomoto 6ykBOO  BIiOHOCHO aiHHOMO WUAPY 3  PIBHAHHAM
wudppysarHHa Y = (kx+t)modm wHasuealoTe Taky GykBy X, OnA SKOi

X = (kx +t)modm. Ckinbkn HepyxoMux BYKB icHye anst adiHHOrO Wndpy
3kmoyem k =10,t =157

a)l; ) 2; B) 3; r) 4; [) Taknx BYKB He iCHYE.

51.4ka NOTYXHICTb  KMHOYOBOro MpocTopy adhiHHOro wudpy, SAKWO
BUKOpUCTaHUM andasiT HapaxoBye N BykB?
a)n": 6) n-e(n)—1, ne @ — dyHkuis Einepa; B) n!; 1) 2",

52.3Hanitin Moxnuei kmodi K i t adiHHoro wudpy, AKWO 3a [0MNOMOrowo
PiBHSHHA WwngpyBaHHa Y =kx+t(mod33) 6Girpama OW BigkpuToro

TEKCTY NepeTBopoTbCA Ha Birpamy TH y lundpoBaHOMy TEKCTI?

k=20 k=24 k=10 k=11
a) ; 6) ; B) ; r) :
t=25 t=29 t=17 t=19
53. Bigkputnn TekcT cnovaTKky LWMpyoTb 3a 4ONOMOro adiHHOro wudpy
y =ax+b(modn), a mani go oTpumaHoi KpunTOrpamu 3acTOCOBYHOTb
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iHWWA  adiHHuiA wndp Y =kx+t(modn). Taka komnosuuis wudpis
ekBiBaneHTHa adiHHOMY Wwndpy Y = pX+g(modn), oe

a) p=bk; q=ak +t; 6) p=ak; g=tk+b;
B) p=tk; q=ab+t; ry p=tk; g=at+Db;
o) p=ak; g=Dbk +t; e) p=ak; g=at+b.

54. o gponomarae npu wundpyBaHHi 3a 4OMOMOrod OMOMOHHOT NiACTaHOBKMK
NpuxoBaTn YacTOTy NOSABU CUMBONIB andasiTy BiOKPUTOrO TEKCTY?

a) Te, WO Ang wngpono3HadeHb 6ykB andasiTy BMbupatoTb Ymcna;

6) Te, WO Ansa 3aMiHu BYKB BiOKPUTOro TEKCTY BUKOPUCTOBYIOTb HE OAHY, a
Kinbka andasiTiB;

B) Te, wo ana 6yks 3 BESIMKOK 4YaCTOTOK BXWBaAHHA B [JaHin MOBI
NMPOMOHYETLCH KiflbKa Pi3HUX LWNdPOMNO3HaYeHb, a AN PiaKo BXMBaAHUX
OyKkB — OAHE LWWNPPONO3HAYEHHS;

) Te, wWo ana O6yKkB 3 HU3bKOK YacCTOTOK BXWMBAHHA B [aHin MOBI,
MNPOMNOHYETLCA AeKinbka pPi3HUX WKNQPOno3HadYeHb, a And 4acTto
BXunBaHUX ByKB — ofHe LWMPPONO3HAYEHHS.

55.Y vacu [pyroi cBiTOBOI BiMHM [Ona LWANMPPYBAHHA [daHUX LUMPOKO
BMKOPUCTOBYBCSA LWN(P

a) wundp Cuitana; B) cxema dencrens;
6) DES; r) ogHopa3oBur BITIOKHOT.

56. Konun y wmdpi nepectaHoBkn knioyem 3awwmdpysaHHa € (7 3 2 1 4 5 6),
TO KNoYeM po3mdpysaHHAa byae

a)(73214586); B) (347165 2).
6)(6541237); N@4325671).

57. Axkwo dpasy OOHA NNACTIBKA BECHWN HE POBUTb 3awundpysatn 3a
A0NOMOroto Wndpy nepectaHoBkM 3 Kntoyem (3 1 4 5 2), To oTpuMmaemo

a) HOANAQ TAIBC BKECA HHEPW NOTbb;
6) TAIBC HOAINAO BKECA HHEPW NOTbb;
B) BKECA HOAIA HHEPW NOTbb TAIBC;

ry HHEPU NOTbb HOAINA TAIBC BKECA.

58. o ponomarae npu wndpyBaHHi 3a 4ONOMOror nosiiandasiTHUX WKpis
NpMXOBaTK YacTOTy MOSIBU CMMBOSIB abeTku, SKOK 3anncaHo BiOKPUTUN
TEeKCT?

a) Te, WO Ha no4vaTKy WudpyBaHHA MOTPIOHO MepeBecTU BiOAKPUTUN
TEeKCT Y umdpoBy bopMy, a Lie 3MiHIOE YacToTy nosieu 6ykB abeTku;
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6) Te, Wo y npoueci wudpyBaHHA abeTka WNAPOTEKCTY 3MIHIOETLCS
3anexHo Big Homepa B6yKkBM y BiOKPUTOMY TEKCTI;

B) Te, Wo Ans 6yks, WO MaloTb BENUKY YaCcTOTY BXMBAHHSA B AaHi MOBI,
NMPOMNOHYETLCA [eKifibka PIi3HUX LWN@PONo3HavyeHb, a Ansa pigko
BXMBaHUX ByKB — ogHe Wnppono3HaYeHHs;

r) Te, Wwo Ans Oyks, WO MalTb HN3bKY YacTOTY BXMBAHHSA B AaHin MOBI,
NPOMOHYETLCA [eKifbka pi3HUX WUgpPono3HayeHb, a ang 4acrto
BXXUBaHMX OyKB — 0gHEe WMpOono3HaYEHHS.

59. 3actocyBaHHA TecTy Kasicki 4O KpunTorpamu, OTpUMaHoi 3a 4ONOMOroH
wndppy BixxeHepa, nossonsie

a) 3HaUTWN JOBXUHY KITHOYa;

0) npoBeCTM YaCTOTHUI aHanis;

B) NPOBECTM aTaky 3a LOMNOMOrow rpyool cunu;
r) Bigpasy Aictatv BiOKPUTUN TEKCT.

60. Axkwo crnoso WIMANIMYH 3awwudpyBaTtn 3a gonomoror wudpy BixkeHepa
(andpasiT ykpaiHcbkui 3 33 OykB 6€3 MpPOoMnycKy MiXK CRoBamMu) Ha KItoui
POMB, TO OTpMMaeMO LUNGPOTEKCT

a)ITUrmeB; 6)ANPHOA; B)BYCbLES3;, rOPA®MH.

61. Wndpotekct OTIBX oTpumaHo 3i criosa MIOAK 3a gonomoroto wngpy
BixkeHepa (andasiT ykpaiHCcbkuii 3 33 6ykB 63 NnponycKky MK crioBamu) 3
CEKPETHUM KITHOHEM

a) MIHOP; 6) HIC; B) BIK; ) KPUK; o)aIM.

62. CKinbkn MOXNMBUX KrtodiB goBxuHowo | icHye ona wudpy Bixenepa,
SKLLO BUKOPUCTaAHUK andasiT HapaxosBye N OykB?

a) (n=H!; 6) n!; B) I"; r) n'.

63. 3a aKkol ymMoBM npu WndpyBaHHi 3a gonomMmoroto wudpy BixxeHepa crnosa
X 3 knoyeM Y icrnoea Y 3 knodem X B 060X BUNagkax BUHUKaKOTb ABI

O[HaKOBi KpunTorpammn?

a) 0O cKnagy crnoBa Ta KfwYa MalTb BXOOMTWU OfHAKoOBi OykBW, ane
NOPSAOK 1X MOXe BYTU Pi3HUM;

0) ooBXKHa crnosa Ta Kntoya Mae 6yTn 04HaKOBOI;

B) cnoBa 00OB’A3KOBO HE MOXYTb MaTu OAHAKOBUX OYKB;

) O4HAKOBI KpUNTOrpamMm He MOXYTb BUHMKHYTU Y XKOAHOMY BMNAOKy, LLO
3abesneyvye iH’ EKTUBHICTb OYHKLIT LUINGOPYBAHHS.

64.lpn akomy kro4yoBOMYy criosBi ¥ y wudpi BixeHepa pesynbtar

lWndpyBaHHS TEKCTY YKpaiHCbKol Oyae Takum camuM, Sk i nig 4ac
3aCTOCyBaHHS 40 TekcTy wundpy Llesaps?
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65.

66.

a) y=rI, 6) y =ABB; B) ¥ =blOA; r) y =A.

Biokputnii TekCT ykpaiHcbkoto (andasit 3 33 6ykB) cnoyaTKy WNMdpyOTb
3a JornomMorot  Wndpy BixkeHepa 3 knodem y; OOBXWHOW 8, a gani Ao
OTPMMaHOI KpUMNTOrpaMmm 3HOBY 3aCTOCOBYKOTb TOM camMui Wndgp, ane 3
Knovem y, [OoBxuHo 4. Taki nocnigoBHi WudpyBanbHi - onepadii

eKBiBaneHTHi 04HOPa30BOMY 3aCTOCYyBaHHIO WNdpy BixeHepa 3 knoyem
MiHIManbHOI JOBXWUHU

a) 32; 6) 16; B) 12; r) §; n) 6; e)4.

Bigkpntui TekcT cnovaTky WwWupyoTh 3a JONOMOrow wndpy BixxeHepa 3
Knoyem f[oBxuHow |, a pani go oTpuMMaHol Kpuntorpamu  3HOBY

3aCTOCOBYIOTb TOW caMui LWMAP, ane 3 iHWUM KrioYeM OOBXWUHOW |, .

Taka komnosuuia OBOX wWudpiB BikeHepa NOpoOAXye eKBiBaneHTHUN
wudp BikeHepa 3 OeAKMM [HWWM KIloYeM [OBXUHOKW |;. YKaxiTb

BMNagkW, Konu Ana HaBedeHux 3HadeHb | i |, 3HaveHHA g obyncneHe
rpaesu’sibHo.

a)|1:4,|2:5,|3=4; 6)'1:4,|2:5,|3:5;
B)|1=4,|2=5,|3:20; F)|1=12,|2=4,|3=4;

,El,) |1=12, |2 24, |3=12; e)|1=12, |2=4,|3 =48.

67. LLlo Ha3nBatoTb iHAEKCOM 36iry y TEKCTOBOMY pAaKY?

a) IMOBIpHICTb TOro, WO [ABi HaBMaHHA BMbGpaHi OykBWM andasiTy
CTOSATUMYTb NOPYyY Yy JaHOMY PSAAKY;

6) iMOBIpHICTb TOro, WO HaBMaHHA BubpaHa OykBa psgka 30iraeTbcsa 3
HaBMaHHs BMbpaHoto BykoBoto andasity;

B) iMOBIpHICTb TOro, WO ABi HaBMaHHSA BMOpaHi OykBM LBOro psgka
3biratoTbCs;

r) pisHuUio (Xi—xj)(modn), ne X,Xj -  Homepn pABOX Oyks,

po3TaloBaHUX Mopy4 y AaHOMy pAaKy, N— NOTYXHICTb andasiTy.

Y mecmax Ne68-70 f; — yacmoma noseu y psidky X = (X{,X9,...,Xm)
6yksu nid Homepom | y anchasimi; P; — iMosipHicmb rnosieu bykeu

arnghagimy 8 oCMUCIIeEHOMY meKcmi 0aHOK MO800, N — MoMyXHicmb
8UKopucmaHo20 asichagimy.
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68. 3a gAkol GopMyrio 0BYMCIIOETLCA HAEKC 30iry TEeKCTOBOro psiaka
X =(X[5X5,e00s X ) ?

m—1
> fi(fi-1) Zf(f —1)

i1=0 .
le(X)= n(n n 0) le(¥)= m(m—l)
m—1
B) |c(X)=Z fi(fi—=1); N 10 =Y, fi(fi-D.
i—0 i—0

69. Ans pagka OOBXMHOIO M OCMWUCNEHOro TekcTy  iHaekc 36iry 1 (X)
OOPIBHIOE

n-1 5 1
) IC(X)=Z Pi s 6) Ic(X) =—;
i—0 m
n-1 m-1
> fifi=1) fi(fi =D
_i=0 . i=0
B)le(¥)= mm-1) N ()= n(n—1)

70. na psgka OOBXWMHOK M HEOCMUCIEHOro TekCTy iHaekc 36iry |, (X)
AOPIBHIOE

n-1 1
a) IC(X):Zpiz; 6) Ic(X)=—;
i—0 m
n-1 m-1
Z f'(fi _1) fl i~
) =0
B) I (X) = m(m D r 1c.(x)= n(n—1)

71.Llo Ha3uBaloTb B3aEMHUM iHOEKCOM 36iry ABOX TEKCTOBUX PSAKIB?

a) IMOBIpHICTb TOro, WO ABi HaBMaHHA BUOpaHi BykBU CTOATUMYTb Y
pagKkax Ha OgHMX U TUX CaMUX MNO3ULISIX;

6) iMOBIpHICTb TOro, WO HaBMaHHA BubpaHa OykBa nepLloro psgka
30iraeTbCcs 3 HaBMaHHA BUOpaHoo 6YKOBOK OpYroro psaka;

B) iIMOBIPHICTb TOro, WO ABi CYCigHi ByKBM 3 NepLloro psigka CTOATUMYTb
y Apyromy pagky y 3BOpOTHOMY MOPSAKY;

r) pisHno (X —Xj)(mod n), ne Xj,Xj — HOMepu [ABOX OykB,

PO3TalLOBaHMX Yy MO3ULIAX 3 HOMepamu | Ta | y nepwomy Ta
Apyromy psakax BignosigHo.
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72. fo, fi,s fhg 1 fg, fis..., fa—] — BianoBigHo wacToTV nosiBu GykB Y

pagkax X =(X;,Xy,..,Xy) 7@ Y =(Y,Y2,..., Y\ ) BiOKpuTOro Tekcty. 3a
SIKOK popMynor 0B6UNCNIOETLCHA B3aEMHUIM iIHOEKC psaakiB?

n mM
MI.(X,y)= ; 6) MI.(X,y)= ;
a) c( y) fi fi’ ) c( y) fi fi’
m—1 n—1
Z fi - - fi -
B) M I (x,y) == ) Mle(xy) ="
n-N m-M

73. [xepeno BIOKPUTUX TEKCTIB MNOPOOXKYE TEKCT i3 BUKOPUCTAHHAM
andgasity a; b; c; d; e, imoBipHicTb nosBu BykB kol pP(a)=0,2; p(b)=0,1;
P(c)=0,3; p(d)=0,3; p(e)=0,1. O6Gumcnutn iHgekc 36iry Ons TeKCTy,
reHepoBaHOro UMM JXeperioMm.

a) 1,0; 6) 0,45; B) 0,24; r) 0, 48; n)0,12; e)0,54.

74. Tpw pisHMX BIiOKPUTUX TEKCTU cknageHi 3 6ykB ykpaiHCbKOro andasity Ta
3anucaHi y Tpu psaku, iHgekcu 36iry skux gopisHoTb BignosigHo 0,0575;
0,0057; 0,0157. Axmn 3 pagkie Moxxe 6yTn OCMUCIIEHUM TEKCTOM?

a) nepLunm; 6) opyrum; B) TpeTin;
r) yci Tpu; [) XXOAEH He € OCMUCHEHNM TEKCTOM.

75. Wo6 nposectun kpuntoaHanis wngpy BixeHepa meTOoAOM IMOBIPHUX ChiB
(NOTYXXHICTb BUKOpUCTaHOro andasity N > 2), HeobxigHo

a) BiOHATM Big Kpuntorpamm WMMOBIpHE CrioBO 3a Moaynem Ny BCiX
MOXITMBUX NO3NLLISAX;

6) nogatTn OO KpuntorpaMmy WMOBIPHE CNOBO 3a MogyfiemM Ny BCiX
MOXITMBUX NO3NLLISAX;

B) oBuyMcnuTn B3aeMHUN iHOEKC 306iry y Kpuntorpami Ta WMOBIPHOMY
CIoBI;

r) obuncnuTn iHaekc 36iry ans MMoBipHOro crosa.

76. Bnbepitb HenpasusibHe TBEPOAXKEHHS.

a) wundp BixeHepa — noniandasiTHUN;

6) ooBXKHY Kntova Wwudpy BixkeHepa MOXHa 3HaMTK 3a JOMNOMOIOK TECTY
Kasicki;

B) Npu wndpyBaHHi 3a gornomorow wugpy BixeHepa uyactotn OGykB
Kpuntorpamu 36iraloTbCd 3 CepefHbOCTaTUCTUYHMMM  YacToTamu
nosiBM OYKB Y MOBI, IKOKO HanMcaHo BiAKPUTUN TEKCT;

r) iHgekc 36iry ans psakiB OCMUCNEHOro TEKCTY 3aBXaun OinbLlni, HiX aAns
pPAOKIB HEOCMUCIIEHOIO TEKCTY.

31



77. INpu WndopyBaHHi 3a 4ONOMOrow nosiandasiTHOro WKpy

a) ByKBW BIOKPUTOro TEKCTY MIHSOTBCSA MiCUSMU;

6) 3MiHIOIOTLCS KINHOYi 3aneXHo Big Homepy OyKBU Y BiAKPUTOMY TEKCTI;

B) 3MiHIOIOTbCA CroBa Bi4MNoOBIAHO 4O KOAOBOI KHUIN;

) 3MIHIOETbCA andasiT WUEPOTEKCTY 3anexHo Big Micus Oykeu y
BIOKPUTOMY TEKCTI.

78. CKiNbKM MOXIMBUX KIHOYIB ICHYE 0N LWNMPY NepecTaHOBKWU, SKLLO
BUKOpUCTaHUM andasiT HapaxoBye 15 OykB, a TEKCT MiCTUTb 10 BykB?

a)10!:  6) 15! B)10°°: 159 n) 210 ey 23,

79.Y wndpi ogHOpa3oBOro GIOKHOTY KoY BUBGUpaoTb

a) 3a HoMepoMm nepLuoi BykBK BIOKPUTOrO TEKCTY;

6) 3 ypaxyBaHHSM WNdPYBaHHS nonepeaHboro 610Ky BiAKPUTOrO TEKCTY;
B) BiANOBIAHO A0 KIHOYOBOro po3knaay;

) piBHOMMOBIPHO Ta BUNAAKOBO.

80. [AOLOX — ue WwngpoTeKCT, OTpMMaHMin 3a JOoNoMorot wudpy Xinna npu
wndopysaHHi cnosa KIHb 3 cekpeTHMM Kntoyem

oy el ) e el )

81. HAkin kpunToaHaniTUYHIN aTaui nigaaeTbes Wndp Xinna?

a) aTaka TiflbKM Ha OCHOBI KpUATOrpamu;

0) aTaka Ha OCHOBI BiOMOro HeBMOPAHOro BiAKPUTOrO TEKCTY;
B) aTaka Ha OCHOBiI BUOPAHOro BigKPUTOrO TEKCTY;

) aTaka Ha OCHOBI BUOpaHOI KpUATOrpamu.

82. BigkpuTuin TekcT ykpaiHcbkoto (abeTka 3 33 OykB) cnoyaTKy LWMpPYOTb
: (4 8 : .

3a gonomoroto wundpy Xinna 3 knovem K; = 3 1/ @Aani Ao oTpUMaHoI
KpunTorpamuM 3HOBY 3aCTOCOBYIOTb TOW CaMuil WGP, ane 3 KiYem

K. — 15 1 Taxi : : : : :
2=|1p 7| TaKki nocninosHi lWwndpyBarnbHi  onepauii  eKkBiBareHTHI

OZIHOPa30BOMY 3aCTOCYyBaHHIO WNdpy Xinna 3 Knoyem
a) 9 4)\. 6) 21 10). B) 8 20). ) 30 22
1 2) 2 5) 22 5 ) 13 16)
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83. Akun 3 HwxYeHaBeOeHUX WKUGPIB Mae iHPOpMaUINHO-TEOPETUYHY

CTIRKICTB?
a) RSA; 0) wundop BixeHepa; B) DES;
r) o4HOpa3oBUM WNpPYBanNbHUA BITOKHOT; A) wndpp Xinna.

84. Axi ymoBM Mae 3aa0BonbHATM MaTpuusa K, wob ii MmoxxHa 6yno BuGpaTtu
SK KoY wundppy Xinna ansg wugpysaHHA BIOKPUTOro TEKCTY, HanmcaHoro
3 BUKOPUCTaHHAM andasiT 3 N Byks?

a) yci enemeHT! matpuui K matoTb GyTv B3aEMHO NpocTMMu 3 N;
6) Bu3Ha4yHuK matpuui K mae 6yTn B3aemHo npoctum 3 N;

B) Mae icHyBaTn obepHeHa maTtpuud K™ y noni uinux yncen;
r) Bu3Ha4yHuk maTtpuui K mae ginutucsa Ha n.

85. Ake TBepOKEHHS HernpasusibHe?

a) wndop BixkeHepa BigHOCKTBLCA 40 nosniandasiTHUX WKdpiIB;

0) akwo koY wndpy Xinna € KksagpatHa maTpuuda OpYyroro rnopsaky,
TO OguHULUELD WndpyBaHHA Oyae birpama BiAKpUTOro TEKCTY;

B) wndpp Xinna Bpasnueumn 4o Metoay noBHoro nepebopy Kouis;

) aiHHi Wndpn BiGHOCATLCSA 40 NEPECTAaHOBOYHUX.

86. [exto, irHopytouun npuHumnu Kepkrodpdca, npuxosye Tun Wndpy, SKUm
BUKOPUCTOBYE. AK, nepexonueliM wudporpamy, 3’sicyBaTu, UM
BUKOPUCTOBYBABCS LLMGP nepecTtaHOBKM abo wndp NpocTol 3amMiHn?

a) npu 3aCToCyBaHHI WPy NepecTtaHOBKM 4YacTOTU MOBTOPHOBAHOCTI
OykB y wmndporpamax 65m3bki 4O CepeAHbOCTaTUCTUYHMUX 4acToT
OykB MOBW, a Mpu 3acTOCyBaHHI WNdPY NPOCTOI 3aMiHW, 4acToTu
OykB y Lundporpamax NPaKTU4YHO 3biratoTbes 3
cepeaHbOCTaTUCTUYHUMM  YacToTamMu OyKB BIOKPUTOrO TEKCTY 3
TOYHICTIO O 1X NepeCTaHOBKN.

0) wupporpamu, oTpMmaHi 3a LOMOMOroK LWNMPIB NepecTaHOBKM,
MatoTb NiHIMHY CTPYKTYpY, Wndporpamm, 34obyTi npy WndpyBaHHI
3aMiHO0, TaKOl CTPYKTYPU HE MatOTb;

B) NPOBECTU aTaKy «3yCTpid4 MocepeaviHi», OO0 SKOW BpasnuUBMMU €
TiINbKN WP NPOCTOI 3aMiHN, a Wngpn NepecTaHOBKN — Hi;

N SKWO 3MIHUTU MPUHAWUMHI OfHY OYyKBY BIOKPUTOrO TEKCTY, TO Y
lWndoporpami, OTpUMaHiM 3a AOMOMOroK LWNgpPy MnepecTaHOBKMU,
YacToTu OyKB 3HA4yHO 306inbliaTbCs, a y wudporpami, OTpUMaHin
npw WndpyBaHHI NiACTAHOBKOK, YaCTOTN Mamke He 3MIHATbCA.

87. Hke TBEpPAKEHHSA HENpasusibHE?

a) HebesneyHo WKndpysaTn ABiYi 3a JONOMOroK OLHOro 1 TOro camoro
04HOPAa30BOro 6I0KHOTY;
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6) rama gona wudgpysBanbHOro O6MnokHOTY Mae 6yTu 3reHepoBaHa
BUNAAKOBO;

B) nicns wudpyBaHHSA 0gHOpPa30BUi BIIOKHOT Mae ByTN 3HULLEHUM;

r) OfOKHOT, Tak camMe, $K | BIOKPUTUM KMAOY Y  aCUMETPUYHIN
KpunTtorpadii, He noTpebye 3ax1CTy Bia (PisMYHOro po3KPUTTA.

88.MNocTaBTe y BIiANOBIAHICTL NOHATTSA: naponb (l); BekTop iHiuianisauii (l1);
cinb (lll); knod kpunTocuctemn (IV) Ta iX BUSHAYEHHS.

a) BMMNagKkoBe 4UCNO, WO perynsapHo OBHOBMNIOETLCS, MepenaeTbecd
KaHanoM KepyBaHHA Ta BUKOPUCTOBYETBLCA ANS noyatky poboTu
anropuTMmy LWINPYBaAHHS;

0) pagoK BMMAOKOBUMX [JaHUX, WO MOAAETbCA Ha BXig OAHOGIYHOI
dyHKUIiT pa3om 3 naporiem, Nnpuyomy obyucrieHe 3HaYeHHS PyHKLUiT
30epiraeTbca oNa HAaCTYNHOT aBTeHTUIKaLii;

B) 3MiHHU NapameTp, KOXXHOMY 3Ha4YeHHK SKOro Bignosigae ogHe 3
MOXNUBUX BigobpaxeHb, SKi MOXHa 34IMCHUTKU 3a O0MOMOroko
KpUnTOCUCTEMMU;

I NOCnigoOBHICTb CMMBOMIB, WO 3agae knwo4v abo Hagae OocTyn Oo
KpuntorpadivyHmx abo obumcnioBanbHMxX 3acobis.

89. PosTalwynte HaCTyMHi 4O0TUPWU LWINPPM 3a 3POCTAHHAM pPO3CitoBaHHSA
iHpopmauii npu wudpysaHHi: wndp Uesapsa (1), wndp BixeHepa (2),
OHOpPa30BMUI LWndopyBanbHUm 6rnokHoT (3), MOHoandgasiTHa
nigctaHoBKka (4).

a)1,2,4,3; 0)2,1,4,3;, 8B)3,1,2,4;, 1) 4,23,1.

Lnsa pose’sazaHHA mecmie Ne 90 — 92, 3a HeobxiOHiCmI, MOXHa
guKopucmamu eicmoepamy 3ycmpidaemocmi 6yke cmaHOapmHoi
YKpaiHCbKkoI Mosu, HagedeHy Ha puc. 1.1. Ancpasim yKpaiHCbKuUU:
33 6yk8u i rporycK MiX crioeamu.

0,16
0,14
0,12
0,1
0,08
0,06
0,04
0,02
0

abBrrgoeex3amni inKIAMHONPCTYMPXLYWLWbIOSA _

Pwuc. 1.1
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90. lictorpama 4actoT OYKB OESKOro 3alwmpoBaHOro TEKCTy, NogaHa Ha
puc.1.2, MMOBIPHO BIiANOBIJAEe 3alIMPPyBaHHIO BIOKPUTOrO TEKCTY,
HanncaHoro ykpaiHCbKO, 3a JOMOMOrow

a) adiHHOrO WKndpy 3 Kodamm a=1, b=2;
6) wndpy BixeHepa 3 gosxuHow ramm d = 2;
B) OAHOPA30BOro BIIOKHOTY;
r) wndppy 3cysy 3 knodem K = 2;
) MOHoarndasiTHOI 3aMiHW.
0,16
0,14
0,12
0,1
0,08
0,06
0,04
0,02
0

abBrroeexsunmi TMKAMHONPCTYMXUYLWWLbIOSA _

Puc. 1.2

91. lictorpama 4actoT OYKB AOESKOro 3almppoBaHOro TEKCTy, NogaHa Ha
puc.1.3, MMOBIPHO BIiANOBIgAE 3alIM@PPYBaHHIO  BIOKPUTOrO TEKCTY,
HannUcaHoro ykpaiHCbLKO, 3a 4OMOMOrow

a) adpiHHoro wundpy 3 kmnovammn a =1, b =0;

6) wudpy BixkeHepa 3 goskuHowo ramu d =1;

B) wndpy MNnendepa 3 knovem
ABBITAEEX3UITMKITMHOMPCTY®XUULLILLIOS;

r) Widppy 3cysy 3 knodem K =2;

[) MOHoanasiTHOI 3aMiHMW.
0,16
0,14
0,12
0,1
0,08
0,06
0,04
0,02
0

abBrrgeexsauni imknMHoONpPCTYdOXUYWLWbSA _

Puc. 1.3
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92. lictorpama 4actoT ByKB OEesKOro 3almpoBaHOro TEKCTy, nogaHa Ha
puc.1.4, MMOBIPHO BIiANOBIgAE 3alIMPPyBaHHIO BIOKPUTOrO TEKCTY,
HarnMcaHoro yKpalHCbKO, 3a 4ONOMOrow

a) MOHoangasiTHOT 3aMiHu;

6) wndpy BixkxeHepa 3 ramoto, WO cKrnagaeTbes 3 ogHiel byksn [;

B) wncppy BepHama 3a mogynem 34 3 ramow, WO € iCTUHHO
BMMNaAKOBO MOCHIOOBHICTIHO;

r) wndppy 3cysy 3 knodem K =5;

n) adiHHOro Wndpy 3 knodam a=1, b=1.

0,16
0,14
0,12
0,1
0,08
0,06
0,04
0,02
0

a6bBrroeex3sniinknMHONPCTYMXLUYWLWb

Puc. 1.4
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PO3AIN 2. IH¢UOPMALI,I17IHO-TEOPETI/I‘-IHA
CTIUKICTb LLUDPIB

3apava 1. PIN-kog — 4ucno xjxp,x3x4, A€ 4YOTUPWU OECATKOBI 3HaKM
x;(1=1,2,3,4) ytBoptotoTbcs 3 6iTOBMX nocnigoBHOCTenD;,b,,...,b; 3a
A0ONOMOrOH0 PIBHAHHSA
X; = b4i—3 +b4i—2 ) +b4i—1 . 22 + b4i . 23 mod10.
O6uuncnite eHTponito PIN-kogy 3a ymoBwu, WO po3nogisi iMOBIPHOCTEN
6itiB  by,by,...,01¢ € PIBHOMIpDHUM, a 3HaKU X|,Xy,X3,X4 HeE3anexHi y

CYKynHoCTi. [lopiBHANTE OTpUMaHE 3HAYEeHHS 3 MaKCUMaribHO MOXITMBUM
3HA4YeHHsIM eHTpONil paaKa 3 YHOTUPLOX OAECATKOBUX BUMALKOBUX 3HAKIB.

P o3B 43aHH 4. Hecarkosi 3Hakm ansa PIN-kogy obuucnoiTbed
HesanexHo oAduH Big ogHoro, Tomy eHTponis PIN-kogy H(PIN)=4H (x;).

BuaHaunmo MHOXUHY X', enemeHTamu sikoi 6yayTe 3Haku x; ana PIN-koay:

X ={0,1,2,3,4,5,6,7,8,9, 10=0mod10,11=1mod10, 12 =2mod]10,
13=3mod10, 14 =4mod10, 15 =5mod10}.

OTxe,

P{x;=0} = P{x;=1} = P{x;=2} = P{x;=3} = P{x;=4} = P{x;= 5}=%;

P{x;=6} = P{x;=7} = P{x;=8} = P{x;=9} =% .

Togni

2 2 1 1
H(PIN)=4H (x;)=4| -6-—logH, — —4-—1log, — | =13 (6iTiB).
(PIN) (x;) ( Tglogr T~ 4 g216j (6iTiB)

MakcumanbHe MOXNMBe 3Ha4YeHHA eHTponii pagka 3  YOTUPbOX
[EeCATKOBMX BMNagKoBMX 3HakiB AopisHioe Hy =4-log,10~=13,29 (6itiB),

wo 6inble, Hixx H(PIN).

3apava 2. X, X,,X; — Tpu BMNaOKOBi OWCKPETHI BENMNYMHMW, AKUM
npuTamaHHa Taka BNacTuBICTb:

PiX)=x}=P{X; =x} = P{X; =X3}=i,
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SKWO TpUrpama Xxjx,x3 HanexuTb MHoxuHi {(000), (011), (101), (110)},

iHaKwWe Ui MMOBIPHOCTI AOpiBHIOWTL Hynto. O6umcnite eHTtponii H (X)),

H(X3), H(X(Xy), H(X,|X)), H(X\X,X3), H(X3X;X;) ra

in)opmaLl,iro ](Xl,X3), I(Xle,X3).
Po3B a3aHHa4.

P{Xl O} P{X1X2X3 = OOO} + P{X1X2X3 =01 1} =

1
2
1

>

P{Xl —1} P{X1X2X3 —101}+P{X1X2X3 —110}—
AHanoriyHo oTpMMaemMo

P{X2 :O}:P{X2 :l}ZP{X:S:O}:P{X:;:l}:%;

P{X X, =00} = P{X| X, =01} = P{X| X, =10} = P{X X, =11} _%
P{X X3 =00} = P{X X3 =01} = P{X, X5 =10} = P{X X5 =11} _%

1
P{Xy X3 =00} = PLX, X5 =01} = P X5 =10} = PLXO X3 =11 =

H(X))=—P{X,=0}log, P{X;=0}—P{X,=l}log, P{X,=1}= %%: 1 (6im);

H(X3)=—P{X3=0}log, P{X3=0}—P{X3=1}1og, P{X3=1}= %+%= 1(6iT);

H (X X,)=—P{X,X,=00}log, P{XX,=00}—
—P{X1X2=01} 10g2 P{X1X2=01} —P{Xlele} 10g2 P{Xlele} —
—P{Xlezl 1} 10g2 P{XIXZZI 1} =—4. ilng i =2 (6iTVI);

H(X,| X))=H (X1Xp)- H(X))=2-1=1(6ir);
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H(X3|X1X2)=O, OCKINMbKM 3a BiJOMUMW 3HaYeHHsSMU X; | X,

OOHO3HA4YHO BCTAHOBJTHOETLCA 3HAYEHHA X3 ;
H(XX,X3) = H(X | X,)+ H(X;3| X, X;) =2+ 0 =2(6itn);
H(X1| X3)=H (X X3)- H(X3)=2-1=1(6ir), 60 H(X|X3)=2(6iTn);
1(X1,X3) = H(X]) - H(X|| X3) =1-1=0(6ir);
[(X1X,,X3) = H(X3) - H(X3]| X X;) =1-0=1(6i).
3apgaua 3. Hexawn B nesKin

WwndgopocnctemMi andasiT BIOKPUTUX TEKCTIB,
LUNPPOTEKCTIB | 3HAKMU raMmu cknagarTbCs 3

3HaK BIOKPUTOro TEKCTY

A B BT yotupbox 6yke A, b, B, . [HoBxuHa
S AT B B A noBigoMIIeHb — 5 3HaKiB. ansa
° BB A B 3almnpyBaHHa 3HaKM BIOKPUTOrO TEKCTY
SBIIT B A B AonarTbCA [0 3HaAKiB BUMNAOKOBOI ramu y
SrsE r A B BiAMOBIOHOCTI 3 HaBedeHow Tabnuvuero

3aMiH. 3HaKu ramu po3noaifieHi
PiIBHOMMOBIPHO, BIOKPUTI TEKCTW, WO NiANSAralnTb WN@PYBaAHHIO, 3'ABMSOTHCA
3 IMOBIPHOCTAMMU:

P{BBEIBB}= %; P{BATBA}= %; P {FATBB)= %

NpU LbOMY MMOBIPHICTb 3alIndpyBaHHS OyOb-SKOro iHLWOro TEKCTY LOPIBHIOE
Hynto. Akwo Bu nepexonunun wngpotekct BIAT'A, To gKi yMOBHI IMOBIPHOCTI
TOro, Wwo ue 6ys BiakpuTu Tekct BBI'BEB, BAIBA, TABEB?

P o3B a93aHH 4 Hexanm wnpportekct ¢ =BI'AI'A BuHUMKae npu
3awmndpyBaHHi  BiOKPUTOro TeKCTy m. 3a YMOBOK 3agadvi noTpibHO

0B6UMCNNTK AN BCIX MOXIMBUX BIAKPUTUX TEKCTIB My YMOBHY NMOBIPHICTb
P{m=M|c=BrArA}.

3aranbHa KinbkicTb kiouis — 4°. 3a YyMOBM, L0 BMOBpAHO NOBIAOMMEHHS
M obuncnmmo WMOBIpHICTL cTBOpeHHs wwundpoTekcty ¢ =BI'AI'A, ska

AOPIBHIOE CYyMi MMOBIPHOCTEW YCIX TUX KIIHOYIB, 3a [OMOMOIO SKUX TEKCT
M ynepeBoanTbCA Y AaHWUN LUINKPOTEKCT:
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P{c=BI'AT'A|m = RBIER} = 2 123 _ 3

4° 256
P{c =BI'AT'A|m = BATBA }:M:O;
4
P{c =BT'ATA|m=TATEB } = 3:2:1:23_ 9
4° 256

Topi
P{c=BIr'ATA}= ) P{c=BIATA|m=M,)-P(m=M,)=
M,
3 1 3 9 1 51
= - ——_- =
256 5 10 256 2 2560

3a Teopemoto baneca oTpumyemo

P{c=BTATA|m =My} - P{m=M,}
P{m=M,|c=BTATA} = Pic—BLATA} ,

3BiOKu
P{c=BI'AT'A|m =BBI'bB} -P{BBI'bB} 2

P{m=BBI'bB|c=BI'ATA}= ==,
P{c =BI'ATA} 17

P{c=BI'AT'A|m =BAT'BA} -P{BATBA} .

P{m=BATBA|c=BI'AT'A}= Pio_ BLATA] :
C =

P{c=BI'AT'A|m =T'ATEB} -P{TATBB} 15
P{c =BT ATA} 17’

P{m=TATBB|c =BI'AT'A }=

3apaya 4. Y Oyoe [JOCKOHANO CTIMKOK CUMETpUYHa cxema
LWUNJOPYBaHHSA, B SAKIM MHOXWHA BIAKPUTUX TEKCTIB, KNKOYIB i LUNPOTEKCTIB —

KinbLe NULKIB Zg, a PiBHAHHA 3alLnMpyBaHHS:
a)Ex(M)=C=M +Kmod6;
B)Exy(M)=C=M+2Kmod67?
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P o3B a93aHHSa 3agamo yHKUIl WndpyBaHHS BignoBigHUMU
MaTpULSMW:

a) C=M+Kmod6 6) C=M+2Kmod6
M M
O|1]2]3|4)|5 ‘O 1121345

OB~ lWDN
N =0~ W
WIN=O OB
NW -2 W -
O BKINOIA~DN
=W =01 W
NO BN O P+
WO W =0

A bhWIN O
Al bhWIN O
O WN -~
AIWOIN =IO O

ImoBipHicTb  P{Ex(M)=C} — ue KinbkicTb BUMagKkiB OTPUMaHHS

wudpoTtekcty C npu 3awmdpyBaHHi Bigkputoro Tekcty M , pgineHa Ha
MNOTYXHICTb  KMNKYOBOro  npoctopy. Tak, Yy BuAagky a) Maemo:

1
P{EK(M):4}:g, 60 wndpoTtekct 4 oaHOKpaTHO 3’ABNSAETLCA Nif Yac

LIJM(*)pyBaHHFI KO>XHOIro BiJJ,KpMTOI'O TEeKCTy npu 3aCTOCyBaHHi KOXHOIo 3
KITouiB. Y3aranbHuBLWuK pe3yrnbTtaTt, BU3HaA4YnmMmo, Lo

{KeZg: K+Mmod6=C}| 1
|Z4| 6

PEg(M)=C}=

Omxe, Takmin WP OOCKOHANO CTINKUMN.
Ansa Bunagky 6) aHanoriyHo o64mMcnumMo

PERO) =4 == P{Eg()=4=2=0.

TO6TO MM 3Hanwnu Taki BigkpuTi Tekctn M; =0, M, =1 i wudpoTtekct
C=4,wo P{Ex(M;)=C}# P{Ex(M,)=C}. Tomy Taka Kpuntocucrema
He MoXe OYTW JOCKOHAIOoH.

3apaya 5. [lpocTip BiAKPUTUX TEKCTIB CKNMagaeTbCa 3 ABOX TEKCTIB
M ={M{,M,} i3 posnoginom imosipHocTen: p(M,)=1/4; p(M,)=3/4.
MpocTtip kntoviB mictute Tpu kmodi K = {ky,ky,k3}, imoBipHOCTI BMBOPY
kmouis p(ky) =1/2, p(k,)=1/4, p(ky)=1/4. NpocTip wndpoTeKcTis ABNSE
coboto mHoxuHy C ={C;,C,,C5,Cs}, a dyHKUiA 3awmdpyBaHHs 3agaHa
Tabnuueto
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O6umncniTe HEBM3HAYEHICTb LUNAIPY 3a KNHYEM.

P 03B 93aHH A. IMOBIPHOCTI BUHUKHEHHS LULMGPOTEKCTIB:

PC) = p(M)- plh) =+ =
PCY) = p(M)- p(k) + pM) - pll) =5+ 5 =
PC3) = pOM)- plhy) + (M) ply) = o+ 5+ =
PC)=pOMy) plky) == ==

O6uuncnoemo eHTponito  po3noainy BiOKPUTUX TEKCTIB, Kro4iB Ta
LUNPPOTEKCTIB:

1 1 3 3
HM)=-——log,———log, — =~ 0,81;
(M) 4 082 T l0g

H(K)= —%logzé—lilogz%z L5;

1. 1 7 7 1 1 3 3
H(C)=—-=log, ~ ——log, ———1log, — ——1o ~1,85:
© g 223 16 5276 4 5247 16 2276

Tenep MOXHa 3HanTU HEBU3HAYEHICTb Lumcbpy 3a KITHo4eMm.

HK|C)=HK)+HM)-H(C)~1,5+0,81-1,85 = 0,46 (6iTiB).

3apaya 6. [NpocTip BIAKPUTUX TEKCTIB CKNagaeTbCA 3 OBOX TEKCTIB
M ={A4;B} i3 posnoginom imosipHocten: p(A)=2/3; p(B)=1/3. Mpocrip
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KntoYiB MicTuTb Yotupu knodi K ={1;2;3;4}, imMoBipHiCTb BMOOpY SIKUX
ogHakoBa. [pocTip kpuntorpam siBnsie coboto MHoxuHy C ={a;b;c}, a
JoYHKUIS WndpyBaHHA 3agaHa MaTpuLeto

K| E((4) E(B)
1 a b

2 b c

3 b a

4 c a

NpU4OMY KItodi Ansa wudpyBaHHA AibpaHi He3anexHo Big BMOOpY BigKpUTOro
TekcTy. [MokaxiTb, LLO anocTepiopHa YMOBHaA MMOBIPHICTb

P{M = A}
2—-P{M =4}

P{M =A4|C=a}=

Un wmatume Takmin wnpp  AOCKOHany  CTinkictb?  OBumcnitb
HEeBM3HAYEHICTb WNGPY 3a KIoYeM.

1
Po3B s3aHHSA 3a ymMoBow P{K:i}zz, i=1,2,3,4. 3a

Teopemoto baveca gictaemo
P{M = A}-P{C=a|M = 4}

P{M=A4C=a}= PC—a

Ockinbkun BMBIp BIAKPUTOrO TEKCTY HEe 3anexiTb Big BMOOpY Knroya ans
3awmdpyBaHH4, TO

P{C=a} = P{K=1}- P{M=A} + P{K=3}- P{M =B} + P{K=4} - P{M =B} =

L P{M=A\+ 1 .P{M=B}+ 1 .P{M=B} = 1 P{M=A}+ 1 (1-P{M=4})=
4 4 4 4 2
1 1
=— ——P{M=A4

2 4 { } _

Kpim TOTrO,
P{C=alM :A}:P{K:I}:i.

Togni
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Lpa=a

P{M = A4
PM = 4|C=a} = :z_{P{M:/}l}'

Llo6 wndp BigHOCMBCA A0 OOCKOHANO CTIMKUX, MOTPIOGHO BMKOHAHHS
ymosun P{M :j|C:i} = P{M = j} pns Bcix nap (i, j) «BigKpUTUN TEKCT —

BiANOBIOHMI WNPOTEKCT». AK BXe goBeaeHo P{M = A| C=a}+P{M = A4}

(kpim Bunagky, konn P{M = A} =0 i P{M = A} =1), Tomy gaHuin wndp He
Ma€e OOCKOHarnol CTINKOCTI.
Hani 064ncnMMo HeBM3HAYEHICTb LWNAIPY 3a KtoYeM

H(K|C)=H(K)+H(M)-H(C).

HeobxigHi 3Ha4eHHAa eHTponil Kno4Ya, BIOAKPUTMX TEKCTIB CKNaaatThb:

1 1 _
H(K)= 4(—Zlog2 Zj = 2(6iTn);

H(M)=—-P{M = Alog, P{M = A} — P{M = B}log, P{M =B} =

2 2 1 1
=——log, ————log, — ~ 0,92 (6iTn);
3 ) 33 2 3 (6iTn)

[na BM3HaA4YeHHA eHTponil LWKMJPOTEKCTIB cnovYaTky 3Hangemo
WMOBIPHOCTI 1X NOSB Npw 3alundpyBaHHi:

P{C =a} = P{K=1}- P{M=A4} + P{K=3}- P{M =B} + P{K=4}- P{M=B} =
1(2 1 1) 1
=—| —+—+—=|=—=;
4{3 3 3) 3

P{C=b} = P{K=2}-P{M=A}+ P{K=3}- P{M=A} + P{K=1}- P{M =B} =
1(2 2 1j 5
=—| —4+—+—|=—;
4 3 3) 12

P{C=c} = P{K=4}- P{M=A} + P{K=2} - P{M =B} = %@ + %j - %
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1 1 5 5 1 1
H(C)=-—-logy———log, ———log, — ~ 1,55 (6iTiB);
(©) 30823~ Hloga == logy o (6iTiB)

H(K|C)=2+0,92—1,55~1,36(6iiB).

3apava 7. PosrnsHemo mpxeperno nosigomneHb M, WO reHepye nBa
CMMBOMW Yy BIiAMOBIAHOCTI 3 3aKOHOM  po3noainy: P(m=0)=p;
P(m=1)=¢q; p+q =1, i ogHopa3oBuin GNOKHOT 3 PiIBHOMIPHMM PO3MNOAINOM
nMosipHocTen 3Hakis ramu:  P(k=0)=1/2; P(k=1)=1/2. PiBHsHHS
wudpysanHs ¢; =m; @ k;, ne m;,k;,c; — 6iTn BIOKPUTOro TEKCTy, ramn Ta
LWNPOTEKCTY. AKMM € po3nogin iMoBipHOCTEN LUNPPOTEKCTIB? BuaHauTe
eHTponito H (M) BiokpuTux TekcTiB, eHTponito H(K) «kntodiB, eHTponito
H(C) wndpoTtekcTie Ta B3aemHy iHdopmauito (M ,C) BioKpUTUX TEKCTIB i
LWNPPOTEKCTIB. AKLWO 3HaKM ramu wudpy HEepiBHOMMOBIPHI, Hanpuknag,
P(k=0)=3/4, P(k=1)=1/4, 10 sk 3minaTbcs 3HadeHHs H(C), H(K)Ta
I(M|C)?

PosaB 93aHHaA4.

P{c=0}~=P{m=O}P{k:0}+P{m=1}P{k:1}:%p+%q=p+q 1

2
_|_

2
P{c:l}:P{mzl}P{k:O}+P{m:O}P{kzl}:%p+%q:q2p:;

111, 1
H(M):_plogZP_qlogzq; H(K):—ElOgZE—EIOgZE:I(@T);

H(C)=1(6i).

CyMicHMI po3nogisi NMOBIPHOCTEN BIOKPUTUX TECTIB i LUNAPOTEKCTIB €
PIBHOMIPHUM:

P{m=0,c=0}=P{m=0,c=1}= g; P{im=1,c=0}=P{m=l,c=1}= %
B3aemHy iHdopmauito /(M |C) BiokpuTUX TekcTiB i LwmndpoTekcTiB

obuncnmmo 3a gonomoroto cymicHoi eHtponii H(M,C):
IM,C)=HM)-HM |C)=HM)+H(C)-H(M,C),

HM,C)=-P{m =0,c =0}log, P{m=0,c =0} —P{m =0,c=1}log, P{m =0,c=1}-

—P{m =l,c =0}log, P{m =l,c =0}—P{m =1,c =1}log, P{m =l,c =1} .
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p p P P 4 q 9 q
I(M|C)=-plo —qglo +1+=1lo 1o +—1lo = logH ==
(M|C)=- plog, p—qlog,q > g22 5 g22 5 g22 5 g22

= -plogy p—qlogyq +1+ plogyL + qlogy” =

=—plogy p—qlogyq+1+ plog, p—p+qlogyq—q=0,
60 3a ymoBow p+¢g =1.
Y sunagky P{k =0} =3/4, P{k =1} =1/4 maemo
3 1 3p+q

Ple=0}=Pim=0}Plk=0}+ Pim=1}Plk =1} =~ p+-g =",

P{c:l}:P{m:I}P{k:O}+P{m:O}P{kzl}zip+%q=3q:p;

H(M)=-plog, p—qlogy q; H(K)= —ilogz%—%logziz 0,81(6iT);

H(C):_3p+qlog2 3p4+q_3q:p10g2 3q;rp_

CyMicHMI po3nogin iMOBIPHOCTEN BIOKPUTUX TECTIB i LINMAPOTEKCTIB
3MIHIOETLCA:

P{m =0,c =O}=3—p; P{m=0,c =1}=£; P{m=l,c =O}=3—q; P{m=1,c=l }:ﬁ_
4 4 4 4
Topai B3aeMHa iH(bopmMauia BiAKPUTUX TEKCTIB i LUMPPOTEKCTIB

IM|C)=HM)-HM |C)=H(M)+H(C)-H(M,C) =

3p+q log, 3p4+q B 3q:p log, 3q:p N

3p 3p p p  3q 39 ¢ q
+—Ilog,— +~log,—+—log,—+—log,— =
A g24 A 824 A 824 4g24

=—plog, p—qlog,q—

__3p+q10g23p+q _3q+plo 3g+p 3

T4 4 4 022 4
~ ffi%logz 3p4+‘] - 3qu log,2 "2 _03.
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3apaya 8. 3Hampitb BigcTaHb e€auHocTi wudpy BixeHepa npu
LWNJpPYyBaHHI  YKpaiHCbKOro TekcTy. BpaxanTte, WO HaAMULLKOBICTb
yKpaiHCcbKol MmoBu cknagae 0,75.

P o3B d93aHH 4. Hexan rama wundgpy HapaxoBye n 3HakiB i Mae
Burnsaa kyk...k,_;. OBYMCNMO eHTPONito KIHYOBOro NPOCTOPY

H(K)=H (ko) + H (k| ko) + H (ky|koky) + ...+ H (k1| koky - Jep o) -

[MpunHABWIK, WO nosiBa 3HaKy kl- raMm He 3anexiTb Big nosasu
nonepeaHbLOro il 3HaKy i BCi 3HaKN piBHOMMOBIPHI, MaemMo
H(K)=H(ky)+H(k))+...+ H(k,,_1)=n-H(k) :n-logzm,

e m — NOTYXHICTb BUKOpUCTaAHOro andasiTy. 3a uMxX yMOB BU3HAYMMO
BiACTaHb eQMHOCTI Wndopy BixkeHepa

_ logy|K|  H(K)  n-logym —in
D-logoym D-logo,m 0,75-logom 3

3apaya 9. Hexan M|,M,,..,M,— nOCnigoBHICTb He3aneXHunX
AECATKOBUX 3HAaKiB, WO MEPETBOPHETLCA 3a OOMOMOrow wWndpy MNpocTol
3amiHu y nocnigosHicte Cy,C5,...,C,, ne C; € Z;y={0,1,2,3,4,5,6,7,8,9}.
BusHauTte BiiCTaHb €OUNHOCTI lwndppy 3a YMOBMU, Lo
PM=0}=PM=1}=4-P{M=2},a PiIM =2} =P{M =3} =...= P{M =9}.

P o3B 53aHH 4. 3aranbHa KinbkicTb kntodviB — 10!, noTyxHicTb
andasity m=10. 3a ymoBOK po3nogin iMOBIpHOCTEN OECATKOBUX 3HAKIB y
BIAKPUTUX TEKCTax Mae BUrNaa;

My [ My [ My [ My | My | Mg | Mg | M, [ Mg | My
dpldp| PP PP P[P |P]|P

3sincn 4p+4p+8p=1 = p=1/16. OGYMCNIMMO eHTPONit0 MOBYU
1 1 1 1
HM)=-2-—log, ——8-—log, — =3(6iTn),
(M) 40827 —8-Tlogy 7o =3(6imw)

H(M)=1 3 log,10-3

i Tl Hagnuwkosicte D =1— — -
log, m log, 10 log,10

. Toai BiacTtaHb

€OMHOCTI lWndppy
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_ log, |K| B log, 10! _ log, 10!
D-log, m 10g210—3_10g210 log,10-3
log, 10

~ 68 (3HakiB).

3apgaua 10. Y kpuntocuctemi npocTip M Biokputnx TekctiB, npoctip C
Kpuntorpam i npoctip K Kno4iB ABNAOTb COOOK psakm 3 m BiTiB, a Knwoui
BNUBMpaloTbCS BUNagKoBO n PIBHOMMOBIPHO. Kpuntocucrema
BUKOPUCTOBYETbCA [ONA  3awmdpyBaHHA MNOBIOOMIEHb, CTBOPEHUX 3 M-
GiTOBMX BIgpPI3KiB, KOXXEH 3 SIKMX MICTUTb NiMwe oguH BIT «1», a pewTa 6iTiB —
«0». TlosiBa OnokKiB y BIAKPUTUX TEKCTax He3anexHa i piBHOMMOBIpHA.
[oBeaiTb, WO BigCTaHb €AUMHOCTI Takoro wundgpy He Ginblie 3a 2 Npu BCiX
3HAYEHHSAX m, Kpim m = 3.

P o0o3B 93aHHS YCboro icHye m pi3Hux m-6iToBUX Bigpi3kiB, 0O
cKnagy sikoro BXxoguTb nuwe oauH 6iT «1». OCKinbKO BOHM BCi PIBHOMMOBIpPHI,

TOo eHTponis opHoro Bigpiska H(P)=log, m. Ockinbkn BWGIp 6Gnokis
He3aneXxHun, To eHTPoNnia MOBM OOpiBHIOBATUME

. H(P" ) H(P
H = lim M: lim n—():H(P):logzm.
n—>oo n n—>oo n
Tenep 3HangemMmo HagMMLKOBICTb MOBU
Dzl_izl_logzmzm—logzm.
log, 2™ m m

Topi BigCcTaHb €QMHOCTI WNJPY CTAaHOBUTb

log, |K| log, m _ m

I = _
D-]ogzm m—logzm.l

08y M m—log, m

OueBngHo, WwWo L <2 Tinbku Toai, konn log, m < 5 OcTaHHSA piBHICTb

BMKOHYETbCS MPU BCIX A0AAaTHWMX LINWX 3Ha4YeHHax m, Kpim m =3, 6o
log,3~1,585.

3apava 11. Y geskin kpuntocuctemi ans KoxHoi napu (m,c), ne m —
BIOKPUTUA TEKCT 3 MHOXMHU M BIiOKPUTUX TEKCTIB, ¢ — LWMEPOBAHUN TEKCT 3
MHOXMHU C WINGPOTEKCTIB, iCHYE NuLLEe OAMH KNY kK 3 MHOXWUHUK KrtodiB K,
3a [OMOMOrOl0 SIKOrO BMKOHYETbCS nepeTBopeHHs K (m)=c. [loBectn, Lo
Taka Kpuntocuctema mMaTume OOCKOHasry CTIMKICTb ToAi | TiflbKM ToAi, Konwu
eHTpOnis KNto4iB gopiBHIOE eHTponii WwudpoTtekcTie, To6To H(K) = H(C).
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Po3B a3aHHs4. OcKiflbkM Y MHOXWUHI krntodiB K icHye nuwe oguvH
kntoy &, npu sikomy E; (m) = ¢, TO yMOBHa eHTpOnis H(K|MC) =0. Togi

H(MKC)=H(MC)+ H(K|MC)=H(MC).
Kpim Toro gnsa 6yab-aKkoi KpunTocMcTeEMU cnpaBeanimBo
H(MKC)=H(MK)=H(M)+ H(K).

Topi
H(MC)=H(M)+H(K);

H(C)+ H(M|C)=H(MC)=H(M)+H(K) |

Konu entponia H (K)«kntouis popieHioe enTponii H (C) wudpoTekcTis,
TO 3 OCTaHHbLOrO BMpa3sy BUMIIMBAE, LLO H(M|C) = H(M), wo 36iraetbea 3
BU3HAYEHHSIM OOCKOHAro CTiMKOI Kpuntocuctemun 3a LLleHHOHOM.

3apava 12. Yn 6yge wndp AOCKOHANO CTiMKUM, SKLLO Npu Byab-aKomy
po3nogini Hag npoCTOpOM M  BiOKPUTMX TeKCTIiB ans  6yab-siknx

nosigomnexb m i m' € M i gna 6yab-akoro wudpoTekcty ¢ i3 npoctopy C
LUNJPPOTEKCTIB BUKOHYETLCA PIBHICTb

P{imy=m|cy=c}=P{my=m'"|cy=c}?

P o3B 93aHH A Hexan geakun wmndp € AOCKOHaANo cTiknm. Lle
O3Ha4yae, Wo npu Oyab-AKoMy po3nogini Hag npoctopoM M BigKpUTUX
TEKCTIB ana  Oyaob-sikoro noeigomneHHs meM i gna  Oygb-siKoro
lwndppoTtekcTy ¢ € C cnpaBmXyeTbCs PiBHICTb

P{myg=m|cy=c}=P{my=m}.

Tenep po3rnsaHeMo po3noAin iMOBIPHOCTEN BIOKPUTUX TEKCTIB, Ae AN
TekctiB mi m' e M

P(my =m)# P(mg=m").
Hanpuknag, Hexan mHoxuHa M ={0,1}, P(0)=0,75, P(1)=0,25.
Toai ansa 6yab-skoro wudpoTtekcty ¢ € C
P{my =m|cy=c}=P{mg=m}+#P{my=m'} = P{my=m'|cy =c}.

Tomy y 3aranbHOMYy BUMagky LIMGpP i3 3a3Ha4YeHO YMOBOK He Oyae
[OCKOHAaro CTINKNM.

3apava 13. [osepits, wo I (M;C)>H(M)—-H(K), 10670 SIKWO
kntovyoBun npocTip K KPUNTOCUCTEMU Ma€ HEBENWKY MOTYXKHICTb, TO
crocTepiraTMumMeTbCsa 3Ha4YHUN BUTIK iIHDOpMaLLii MPO BIAKPUTUIN TEKCT.
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Po3B s93aHHsa Ona 6yab-skol HETpUBIanNbHOI KpUNTOCUCTEMM
BUKOHYKOTbCSl HEPIBHOCTI MiXXK eHTponiaMun

H(M|C)<H(K|C)<H(K).
Topi, I(M;C)=H(M)-H(M|C)=H(M)-H(K).

TECTU

1. lWndpp mae TeopeTnko-iHpopmaLinHy CTIMKICTb, AKLLO

a) posKpUTTA LWKUpy HaMKpawmm 3 ICHYHOUYMX KpUMTOAHaNiTUYHUX
anropuTmis noTpebye HeBuNpaBsaaHo BESTUKMX BUTpaT
obuuncnoBanbHMUX pPecypcis;

6) oTpumaHHsa iHdopmauii npo wudpotekct C He 3MiHIOE iHdopMaLio
npo BianosiaHWi BuxigHun tekctM : P(M |C)=P(M);

B) PpO3KpUTTA WNdPY MOXHA 3BECTU [OO pPO3B’'SA3aHHA  OesiKol
Ba)XKOPO3B’A3yBasibHOI MateMaTU4HOI Npobriemu, NoknageHol B OCHOBY
KpUNTOanropuTmy;

) PO3KPUTTA WNPY MOXKITMBO TifTbKM 3@ YMOBM, LLO KPUMNTOAHAnNITUK Mae
HEeCKIHYEeHHO BeNUKi obuuncrnoBarbHi pecypcu Ta HeoOMeEXeHU Yac;

2. o6 wndp maB JoBIgHY CTiMKICTb, NOTPIOHO

a) OOBECTHU, WO WNGP HEMOXINMBO 3ramMaTt 3a JOMOMOrO BCiX iCHYHOUYMX
KpunToaHaniTMMHUX ariropuTMmiB;

0) 4OBECTU CTINKICTb WWNAIPY 3@ AONOMOror Teopil iHpopmauii;

B) 3BECTM PO3KPUTTA WKUGPY A0 PO3B’SA3aHHA BaXKOl MaTeMaTUyHOI
npobnemu, WO NEXNTb B OCHOBI LLNPY;

) nokasaTu, WO PO3KPUTTA WKUdPY MOXIMBO  TiflbKMK, KOSK
KpunToaHaniTmk Mae HECKIHYEHHO BENUKI 0BYMCoBarbHi pecypcu.

3. AKwo Wwngp mae rapaHToBaHy obuyucroBasnbHY CTiINKICTb, TO

a) anroput™M, WO peanidye npouec LWU@pyBaHHsA, noTpebye
HeBUNpaBAaHO BENUKMX BUTPAT 0B64YMCOBanbHUX pecypciB;

0) po3kpnT™M  WKMPP  HEMOXNMBO  Oydb-AKMM  KpuUnTOaHaniTUYHUM
anropuTMoM, HaBiTb Malun HeoOMeXeHi obuucrnoBarnbHi pecypcu Ta
yac;

B) HaMKpawMin 3 ICHYIOUMX KPUTOAHaNITUYHUX anroputmiB noTpedye
HeBUNpaBAaHO BENUKMX BUTPAT 0B64MCIIOBanNbHUX PECYpPCiB;

) B OCHOBY KpPUNTOANroputMy LWUGPYBaHHA MOKNA4EHO pPO3B’A3aHHA
Aesikoi BaxkkoobumcnoBarnbHOI npobnemu.

4. AN 3 HAXKYEeHaBedeHUX WndpiB Mae TEOPETUKO-IHPOPMALiMHY CTIMKICTb?
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a) RSA; 6) wndp BixeHepa; B) DES;
) ogHopasoBun WnpyBanbHUM 6TOKHOT; a) wngpp Xinna.
5. Aki 3 HWKYeHaBegeHUX WndpiB HE MatoTb rapaHToOBaHOI 064KUCoBanbHOI
CTIMKOCTI?
a) RSA; 6) wundop BixkeHepa; B) AES;
r) DES; a) wngp Xinna.
6. Aki 3 HmkK4YeHaBegeHUX WKNdPIB BigHOCATbCA OO0 WudpiB 3 O0BIOHOK
CTiWKICTIO?
a) RSA; 6) wndop BixkeHepa; B) AES;
) ogHopasoBun WnpyBanbHUA 6TOKHOT; n) wngpp Enb-Mamans.

7. X — BIOKPUTUIA TEKCT, )y — MOro kpuntorpama, k— knod wugpy. Aka
MMOBIPHICTb UikaBiwa anga kpuntoaHanituka?

a) peidkp./Kp.(x ‘ y); 6) pr./@i()Kp.(y ‘ )C);
B) peidkp./wz.(x | k) : r) pr.(y) .

8. Hexan x — Bigkputnin TeKCT, y — WOro Kpunrtorpama, OoTpuMmaHa 3a

oonomoroto Wndpy 3 knodem k. 3a gkoi ymoBu Wwndp G6yae AOCKOHaNo
CTiKUM?

a) peidkp./Kp,(x ‘ y) = pr.(y) : 6) peidkp./Kp.(x | y) = peidkp.(x);
B) peidkp./xp.(x | y) = pm(k) : r) peiakp./wz.(x | k)= pr.(y) .
9. Ona wwudppy 3 eHTponismm  kntodie H(K), kpuntorpam H(Y) Ta

Bigkputux TekcTie H(X) y byab-sikoMy BUNagKy HE MOXe BMKOHYBaTUCS
CNiBBIgHOLLUEHHS

a) HY | X,K)=0; 6) H(X |K,Y)=0;
8) HK |Y)=H(K)+H(X)-H(®Y):; ) HK,Y)=H(X)-H(K).

10. AKMMU HepIiBHOCTAMU 3B’A3aHi MOTYXXHOCTI MPOCTOPIB BIOKPUTUX TEKCTIB
|X|, LUNPPOBAHMX TEKCTIB |Y| Ta KoJiB |K| AOCKOHaro CTinKkoro wndgpy?

a) | X|>|Y|>|K|; 6) [ X|>|Y|. |Y|<|K[;
o) || <|¥[<[K]: 0 X<l [Y]=|K].

11. |K| — MOTYXHICTb MPOCTOPY KMOUiB AEAKOro Wndpy. 3 UbOro npocTopy

00MpaeTbCsl HaBMaHHS CYKYMHICTb 3 7 KNHOYiB. Slka MMOBIPHICTb TOro, LUO
noTpidbHMM kntod  Byde BIACYTHIM Yy UiM cykynHocTi (y Bignosigi us
MMOBIPHICTb anpoOKCMMYETbLCA 3a AONOMOror yicna e)?
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a) e_|K|/”- 6) e‘\/ﬁ/”;
B) e /\/m, r) e‘|K|/”2_

12. lUndp HasmBaeTbC eHOOMOPAHUM, SKLLO

a) NPOCTIp BIAKPUTUX TEKCTIB 30iraeTbCsl 3 MPOCTOPOM KpUNTOrpam;

6) ans 6yks (abo X CyKyrNnHOCTEN) 3 BENUKOK YaCcTOTOK BXMBAHHA B AaHIn
MOBI MPOMNOHYETLCA KiNlbka Pi3HNX LWNAPONO3HAYEHD;

B) MOro CTiMKICTb MOXHa JOBECTM 3a JOMOMOrow Teopil iHdopmaLlir;

)y KkpuntoanroputMmi  Ans  3awundpyBaHHa | po3wmndpyBaHHS
BUKOPUCTOBYIOTb Pi3HI KITHOMi.

13. AKke 3 HWKYeHaBeOEeHNX MOSIOXEHb HE Ma€ BiAHOLIEHHSA A0 WNdpyBaHHS
3a 0NOMOroK 04HOPa30BOro WugpyBasribHOro 6OKHOTY?

a) wudgpyBanbHa rama Mae 6yTn ICTMHHO BMMAOKOBOK YMCIIOBOWO
NOCNIiOOBHICTIO;

0) wundpyBanbHa rama MoXxxe BUKOPUCTOBYBATUCS NULLE OAUH pas;

B) OOBXMHW BUKOPUCTAHOI LWIMPYBanbHOI ramyv Ta BIiAKPUTOrO TEKCTY
O[HAKOBI;

) BiOKpUTUM TEKCT po3BmMBaeTbCA Ha BOKKU, A0 KOXHOIO 3 SIKUX 40Oa€ETbCSA
oAHakoBu 610K WNdpyBanbHOT ramu.

14. [bxepeno BIOKPUTUX TEKCTIB MOPOMAXKYE TEKCT MNOCUMBOJSILHO i3
BUKOpUCTaHHAaM andasity {a,b,c,d,e}. lNMpn sakomy 3 HMKYEeHaBEOEHUX
po3noainis iMOBIPHOCTEN CUMMBOMIB andasiTy eHTpornid 3reHepoBaHOro
TEKCTy byae MakcumanbHo?

a)p(a) =p(b)=03; p(c)=p(d)=02; p(e)=0;
6) p(a) = p(b) = p(c) = p(d) = p(e) = 0,2;
B) p(a) = p(b) = p(c) = p(d) =0; p(e) = 1;
r)p(a) = 0,2; p(b) = 0,1; p(c) = 0,3; p(d) = 0,3; p(e) = 0,1.
15. [xepeno BIiOKPUTUX TEKCTIB MNOPOOKYE TEKCT MOCMMBOJSIBHO i3
BUKOpUCTaHHAM andasity {a,b,c,d,e}. lNpn akomy 3 HMKYeHaBeOeHUX

po3noainis iMOBIpHOCTEN CUMBOMIB andasiTy eHTpornid 3reHepoBaHOro
TekcTy byae MiHimarnbHO?

a) p(a) = p(b)=0,3; p(c)=p (d)=0,2; p(e)=0;

6) p(a) = p(b) = p(c) = p(d) = p(e) = 0,2;

B) p(a) = p(b) = p(c) = p(d) = 0; p(e) = 1;

rp(@=0,1; p(b)=0.2; p(c)=03; p(d)=0,3; p(e)=0,1.

16. EHTpONist MOBU — Ue
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a) pisHULS MiX KinbKoCTAMK iHdbopMaUii, WO MICTATbCSA Y BiOKPUTOMY Ta
LWMppoBaHOMY TeKCTax;

6) Mipa KinbkocTi iHopMauii, Wwo npunagae Ha ogHy OykBy BigKpuTOro
TEKCTY JaHOI MOBOI;

B) Mipa KinbKOCTi iH(bopmauii, Wo npunagae Ha BCi OyKBM BiOKPUTOrO
TEKCTY JaHO MOBOI;

) Mipa KinbKOCTI iHbopMauil, Aka 3anuwaeTbes y WndpoBaHOMY TEKCTI.

17. Axwo H, — eHTponia MMOBIPHICHOrO po3noAiny r-rpam BiOKPUTOrO

: . H
TEKCTY 1ESIKOK0 MOBOIO, TO YOMY AOPIBHIOE rpaHnusa [im—— 7
r—>0
a) Ha4IMLLKOBOCTI MOBMU; 6) BiacTaHi eanHoCTI Wndpy;

B) abcontoTHi eHTponii MOBWU; ) eHTponil MOBW.

18. 3a aKkoto popMynor BU3HAYAETLCA HAOMULLKOBICTb MOBU 3 eHTporieto H,
AKWO ANnA 3anucy BIOKPUTUX TEKCTIB LIE0 MOBOK BUKOPUCTOBYETLCS
andasit 3 m 6ykB?

log, m log, m
H log, m

19. Akwo y KomMm'loTepi CTUCKaHHA TekcTy, nogaHoro y kogi ASCII,
BinOyBaeTbCA 3a [OMOMOroK ifeanbHO apxiByl4yoro anroputmy, TO
HaOMNLLIKOBICTb CTUCHYTOrO TEKCTY

a) 3pocCTae; 6) OOpiBHIOE HAOMULIKOBOCTI MOBU;
B) HE 3MIHIOETbLCS; ) HABNMXKaETLCHA 40 HYIS.

20. Hexan HagnuwkoBiCTb Aesikol MOBM cTaHoBUTL 75 %. Toai 6e3 BTpaTu

iHbopmauii

a) y BiOKPUTOMY TEKCTi Li€l0 MOBOIO MOXHa BUKpPeCnUTU Byab-siki Tpu 3
4YOTUPBOX OYKB;

0) y BIOKPUTOMY TEKCTi LiEt0 MOBOKO MOXXHA BUKPECNUTU He Binblue, HixX
OfHY 3 YOTUPbLOX BYKB;

B) Npu oNTUManbHOMY KOAYBaHHI BIOKPUTUN TEKCT MOXHA CTUCHYTU Ha 3/4
OOBXUHY;

) Npn onTUManbHOMY KOAYBaHHI BIAKPUTUA TEKCT MOXHa CTUCHYTU He
Binblue, HiXK Ha YBEPTb QOBXUHW.

21. BigctaHb eanHOCTI (YHiKanbHOCTI) Wndpy 3a KNyem — Le

a) MiHiManbHa [OBXMHA WWAPOBAHOINO TEKCTy, HeobxigHoro ans
OAHO3HAYHOro BU3HAYEHHSA iICTUHHOIO KIitoYva Wwndpy;
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6) mMakcMmanbHa [OBXMHA LWMGPOBAHOIO TEKCTY, WO MOXHa OTpUMaTH
npu wundpyBaHHi ogHoro 61oka iHdopmauii;

B) AOBXMHA iICTUHHOIO KIto4va wndpy;

) KifIbKICTb dpanbLUMBUX KIHOYIB LLUUPY.

22. BipgctaHi eguHoCTi (yHiKanbHOCTI) ABOX WNApPIB LOPIBHIOWTL L01 i Ly
BiANOBIgHO. AKOMY 3 HMX cnig BigAaTw nepesary nNpu WN@pyBaHHI, SKLLO

a) nepLuomy; 6) opyromy;
B) XOeH 3 WndpiB He Mae nepesar; ) iHWwWa BiANoBiab.

23. 3a aKkoto (hopMynor BU3HAYAETLCS BiACTaHb €OMHOCTI LWIMGPY 3a KIToYeEM
OS5 NOTOKOBOro LWNMPY 3 PIBHOMMOBIPHUM BMOGOPOM  KMHOYIB, SKLO

MNOTYXHICTb KITHO4OBOro NPOCTOPY |K| HaOJIMLIKOBICTb MoBM ), eHTponis

MoBu F ), a andasiT BiOKPUTUX TEKCTIB CKINaaaeTbes 3 m Oyks?

a) L. = 10g2|[<| . 6) L. = lome .
0 D-log, H' 0 D-log2|K|’

o 1, = o22|K] o L, —_tosalK|
0 D-logym’ 0 m-log, H

24. O6uyncnuTn BIOCTaAHb €OMHOCTI WKNgPY 3a KAYeM A8 MOTOKOBOro
Wndpy 3 PIBHOUMOBIPHUMUM  KINKOYaMMW, SAKWO MOTYXHICTb KITHOHOBOro

NPOCTOPY AOPIBHIOE 260, Ha4NULWKOBICTb MOBU 75 %, a abeTka Hanivye 32
OykBu?

a) 48 6yks; 0) 25 6ykB;
B) 64 6yKkBMU; r) 16 6yks.

25. ®opmyna gna HeBM3HAYEHOCTI WNAIPY 3a KItodYeM Mae BUrnsag
a) HK|Y)=H(K)-H(X)-H(Y) ;
6) H(K|Y)=H(K)-H(X)+H(Y);
B) H(K[Y)=H(K)+H(X)-H(Y);
N HK|Y)=H(K)-H(X)+H(Y).

26. Ckinbkn 6iTiB iHpopMaUii 3anuWaeTbCsd 3HAUTU MNPO  ICTUHHUK KO
LWUNPPYBAHHA  NICNs  NEepPexornsieHHs  Kpuntorpamu, SKWO  eHTponid
Biakputmx TekcTiB H(X)=2 6ita, eHtponia knouie H(K)=1,5 6ita,
eHTponis wudpoBaHux TekcTiB H(Y)=2,7 6ita? Ckinbkun npu LbOMYy
OiTiB iIHdbOpMaUil Npo KoY «noBigomMnsae» Kpuntorpama?
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a) 0,4 6itis; 1,16iTa; 6) 0,86iTiB; 0,7 biTa;
B) 2,2 6iTiB; 0,7 biTa; r) 3,2 6itie; 1,7 6iTa.

27. 3aBAsiKM HAOULLKOBOCTI MOBM

a) yCi BiKpUTi TEKCTU € PIBHOUMOBIPHUMWU;

0) HeBM3HA4YeHICTb BIOKPUTOrO TEKCTY 3MEHLUYETbCH Y pasi 3pOCTaHHS
KiNTbKOCTI BiJOMUX CUMBOJIB LUN(PPOBAHOIO TEKCTY;

B) cepefHA eHTponia OykBM Yy BIOKPUTOMY TEKCTi 3HA4HO 6Oinblua, Hix

log, m (m — noTyxHicTb BUKOpUCTaHOi abeTku);
[) eHTpOonia MOBM MEHLLA, HixX 1T abcontoTHa eHTponis.
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PO3A4IN 3. BJIOKOBE LUNW®PYBAHHA

3apgava 1. [ns kpuntoanroputmy DES Bu3HauTe, siki 3 onepauin P,
E, nogaBaHHsA payHgoBoro kntova (+K), nigcraHoBka 3a gonomoroto S -

bokciB, nigctaHoBKa 3a gonomoroto P -6okcy BignosigaoTe BUMO3i NiHIMHOCTI:
Po3ps ss3aHHSA Hexan (S(,5,...,54), (t1,ty,....1g4) — ABa 64-

BiTOBMX BEKTOPM.
° IP(SI,Sz,...,S64):(558,550,...,37); IP(t19t29“"t64):(t589t503""t7)

IP(S1,S9,..,864) @ IP(t},15,....t64) = (S58 D lsg, S59 Dtsg,...,57 Dty) =

= IP(S53 @ 155,550 D15,...,S7 D t;)— niniina onepauis.

e Axwo Ry i Ly — niBa Ta npasa nonosuHu Bektopa IP(S;,S,,...,S¢4) ,
Ri i Lt — niBa Ta npaBa nonosuHu Bektopa IP(1;,t,,...,ts4), TO 3a unx

nosHadeHb Rg = (I ,l5 ,...,Is ) | T.0. Toai

E(rs,»Fs, 5 lsy, ) = (B 5 Ts 5 s o Fs s Ts )

E( R0l ) = (50,5 fy e i)

E(rg s ls VO E(R i, )= (K, 0T 5 Ts) 5 T oeens I )

D, -1t 1, o fy st ) = B ORI, O ssls, OF )

NiHiNHa onepauis.
e +K - gogaBaHHSA payHOOBOro Krova.
Q@K DbOK)=(adh)®@(K®K)=a®b=x(@a®b)®K -

HeniHinHa onepauis.
e [ligcTaHOBKW, LLO peani3yrTbCs 3a 4ONOMOrow S _6okcis.

$,(000000) ® S;(111111)=1110@1101=0011;
S,(000000®111111)=S;(111111) =1101;
S,(000000) @ S;(111111) # S;(000000 ®111111)—

HeniHinHa onepauiq.
e [lepecTaHoBKM, LLIO peani3yoTbecs 3a gonomorot P -6okciB.
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Hexan (Xy ), (YN) —6nokn 3 N 6iTis.

P(X,-s XN) @ P(Y15-- YN ) = (Xp(1)5-- Xp(N)) @ (YP(1)5-- YP(N)) =
=(Xp) @ Yp(1)s-Xp(N) @ YP(N)) = P(Xp(1) @ Yp(1)>- Xp(N) @ YP(N)) —
niHinHa onepadis.

3apgaua 2. lMokaxiTb, WO AOpyrMin psiaok 4detBeptoro S-6okcy DES
MO>XHa dicTaTu 3 MOro nepLloro psaky 3a 4onoOMOrol nepeTBopeHHS

X1X2X3X4 = X2X1X4X3 @0110

P 03B’ a3aHHa. 3a Tabnuueto 3amiH y S, -6okci DES

713 14 3 0 6 910 1 2 8 5 11 12 4 15
13 81 65 615 0 3 4 7 212 1 10 14 9
10 6 9 012 11 7 13 15 1 3 14 &5 2 8 4
315 0 6 10 113 8 9 4 565 11 12 7 2 14

— —

aictaemo
710 =0111, > 1011, ®0110, =1101, =13;¢;

1310 :11012 —)11102 @OllOz :10002 2810;
14,) =1110, — 1101, ®0110, =1011, =11,;
3, =0011, — 0011, ®0110, =0101, =5, i T.4.

3apavya 3. Akwo 3aminnTv nepwwin 6it by y niBomy nisGnoui Ly

BXiOHMX OaHuX, Wwo wudpyoTe 3a gonomorot anroputmy DES, 10 ska
MakcumarsbHa KinbkicTb 6iTiB MoXe 3MiHuTUca y wndpotekcti (L, R;) Ha

BUXOAi Micnsa nepLlioro payHAay MoOpiBHSAHO 3 aHarnoriyHMM pesynbTaToMm Ans
HeaMiHeHNX faHux? Knody wudpyBaHHS ofHakoBUM B 000X BuUNagkax,

npouecc payHgosoro nepetBopeHHs Ly =Ri_;; Ri =Li_; @ f(Ri_;Kj).

P o 3B a9 3 aHH a [pouec nepeTBOPEHHs MNepLloro payHay
anroputmy DES Burnsgae tak:

{Ll = Ro,
Ry =Ly ® f(Ry;K)),
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ne K; — knioy nepuioro payHay. OTxe, npu 3amiHi neptoro 6ita by y nisomy
nis6noui Ly nisui nisbnok L; sanuwutbca 6e3 amiH, ay nis6noui R; moxe
3MIHUTUCA TiNbKM OAMH BIT.

3apaya 4. Axkwo yci nepwi ctapwi 44 06iTn 64-6iToBOro Kroya
Kpuntoanroputmy DES [OoOpiBHIOWOTL HYNO, TO AKa eeKTuBHa [OBXWMHaA
TaKoro Krio4ya?

P o3B g3aHH4A. 3rigHO 3 anropMTMOM reHepaLdii payHOOBUX KITOYiB
64-0iToBuM KNty kpuntoanroputMy DES  ckopouyoTb o 56  OiTiB
BUSTYYEHHSAM KOXHOro BOocbMoro 6ita y nosmuigax 3 Homepamu 8, 16, 24, 32,
40, 48, 56 i 64. CxemaTN4HO Len NpoLec NpointcTpoBaHo Ha puc. 3.1.

8-n, 16-n, 24-n, 32-n, 40-n  48-in, 56-n, 64-i

000000....cccciiieiiinnn. 0000
— L J
N h'd
44 6itTn 20 OiTiB
Puc. 3.1

EdekTnBHa goBxuHa kntoya wmndpy: 20 6iTie — 3 6iTn = 17 OiTiB.

3apaya 5. Y DES-nogibHomy kpuntoanroputmi (puc. 3.2) Ha BXig
M, M, nogaeTbcs 6rok AOBXMHU 2N BiTiB, SKMIA QINUTLCA Ha

, aga 6nokn My,M; poexunn n. Kmou payHgy K

{3 S | cknagaetbcd 3 N 6iTiB | He 3MiHETbCA. PayHaoBa
K dbyHkuia f(K,M)=K ®M otpumye Ha BXig N 6GiTiB i
l><l BUoae Ha Buxodi Takox N 6iTiB. LndpyBaHHA

| M, | M, | CKNnagaeTbCA 3 TPbOX payHAiB. AKWO Ha BXig payHay
X 7. nogaeTbcsl napa niBGokiB Mj,Mj+1, TO Ha BuUxoAi
T 5 __p PayHny  otpumaemo  napy M, ,Mj.,,  ne

l>"<l Mj2=M;® f(K,Mj,)). fAkwo Bu 3HaeTe Tinbku

M, M, pesynbtat M3M, wndpyBaHHa TpboX payHAiB, TO 4w
T 7l MO>Ha BiJHOBUTW BIOKPUTUIN TEKCT?
1
| g ,
Pos3B Aa3aHHaA4.

— M, =M, M, ®K: ™)

M; My

Puc. 3.2
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[ligcTaBUMO TpeTe PIBHAHHA Y Apyre
M;=M;®@My®@M; @K S K =M,. (4)
Tenep moxHa niactasut Bupasu ana M; n M, y nepiue piBHAHHS
My=Mg®@M;@K®M, DK =M.
Takum 4nHom, crctema HebesneyHa, 60 My = M5, M| =M.

3apgayva 6. Hexanm yepes X no3Ha4vyeHo NobiToBE AONOBHEHHS, Oist AKOro
eKBiBafieHTHa 3acTOCYBaHHKO JIOMYHOroO 3anepeyvyeHHs O KOXHoro  6Gita

Bektopa X (10610 0=1, 1=0). JoBeaitb, wo anroputmy DES nputamaHHa
BnactueicTb goaaTkoBocTi: skwo C = DES (M), 1o C-= DES;(M).

P o3B 493 aH H g4 Haragaemo, wo X(—Byzi(-By:X@y i
X@y=x>DYy.
YneBHMMOCD, WO Ko Ha Bxig payHay DES nogatm 6nok gaHmx E,ﬁ

Ta payHaoBui kmod K, To WMdpoTeKeT Ha Buxoai payHay 3biraTumeTbcs 3
NoBiTOBUM OOMOBHEHHAM pe3ynbTaTy WnpyBaHHA B 0gHOMY payHAi 6noka
L,R 3 kmoyem K. [incHo,

e po3luMptoBanbHa nepectaHoBka E nuwe poswuptoe npasuit niB6rok
[AaHuX Ta 3MiHEe nocnigoBHicTb roro 6iTie, Tomy E(R)=E(R);

e nobiToBe OOMNOBHEHHS Kntova K xod i 3MiHUTL noro 6itn, ane nicns ix
MOKOOPAMHATHOrO MiACYMOBYBaHHA 3a Moayrem 2 3 BUXOAOM
po3LWMpoBaribHOI MNiACTAaHOBKM B OOOX BuNagkax pesynbTat Oyge
OJHaKOBWUM;

e Lle CrpuuMHSAe nopady Ha BXia S-OOKCiB 0OHAKOBUX BXiAHUX
BEKTOpPiB, TOMYy W  BUXiaHi BekTopu i3 S-6oKciB 3GiraTUMyThCS.
AHanoriyHM BUCHOBOK MaTumMemo 1 ctocoBHO P -6okciB.

Otxe, fpgs (R,k) = fpes (R,K). A BigTak, oTpumaemo

L® fpgs (RK) =L@ fpes(R,K) = L® fpes (R,K).

Takum 4yumHOM, ogHomy payHgy DES nputamaHHa BRacTtuBicTb
Ao4aTKoBOCTI, TOMY Le 6yae cnpaBeanueuMm i Ansa BCbOro wndpy.

3apava 7. [osepgiTb, WO BnacTueiCTb gogatkoBocTi anroputmy DES
36epiraetbca gna anroputmy 3DES.

P o 3B g3aHH 4. 3awndpysaHHa 3a gonomoroto 3DES 3 aBoma
KntoYamMm BUKOHYETbCS 3a CXEMOIO:
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3DESk, k,(M)=DESk (DES;' (DESk (M))).
IELAY) 1 K, 1

(M) = _ -1 — (M) =
3DESK1’K2(M )= DESKI(DESK_z(DESKI(M ) =

=DES?(DES;—1(DESK (M ))):DESK(DESQ(DESK (M)))=
1 2 1 1 1

=3DESy, k,(M).

3apava 8. OgHnM 3 BapiaHTiB NiABULLIEHHST KPUMNTOCTIMKOCTI anroputmy
DES e BigbintoBaHHs, peanizoBaHe B anroputmi DESX. Kpim 3Bu4anHoro ans

DES 56-6itoBoro kntova Ky, y kpuntocuctemi DESX BukopuCTOBYETHCS
goaaTtkoBo  64-6iToBun  Knrod k2, a wwundpyBaHHa ogHoro 6Gnoka M
NOBIAOMMNEHHS BUKOHYETLCH 3a CXEMOK

C = DESy, k,)(M) = DESy (M ®ky) @k,

Ak y TakoMmy pasi 30iMcHUTM po3wmndpyBaHHA? AKy Hebesneky Bu
BauynTe Npu BUKOPUCTAHHI LbOro wudpy?
P 03B 9 3aHH 9. PoswundgpysaHHs y kpuntocuctemi DESX:

C @k, = DES) (M ©k,) = DES) ' (C ®ky) =M @k, =
M =k, ® DESy, ~'(C ®k,),

ne 4yepes DESkl_1 MO3HAYeHO 3BUYalHe pPo3NdpPyBaHHSA 3a 4OMOMOIOH

anroputmy DES. Xo4a 3aranbHa OOBXWHa BUKOpUCTaHUX KrodiB 120 OiTis,
ane wup He mae CTinKocTi, Wwo mana 6 signosigatn 120-6iToBoMy Kntouy,
60 anroputT™ MiggaeTbCs artaui «3ycTpid nocepeauHi». AKWO 3M0BMUCHUK
mae pekinbka nap (M,C) — «BigkpUTUin TEKCT — BIANOBIOHWIA LUMPOTEKCTY,
TO BiH 3MOXe npoBecTU nNoBHUMMA nepebip KnwyiB, 00YMCNMBLLU
X = DESkl(M) ANS KOXXHOTO MOXNUBOro kntoya K, i oTpumani napu (X, k)

3bepertv y nam’siti. Oani BiH gns Bcix knioviB K, o6uncnioe C @K, i

MOPIBHIOE L0 CyMY i3 3HaA4YeHHsIMU, 30epexeHnmn y nam’ati. Y pasi 36iry
C @Kk, i X BiH BcTaHOBNIOE NoTeHuianbHy napy kmodi (K;,K,). 3aranbHa
CcKnaHicTb aTaku — 264 o120

3apaya 9. [lpunyctumo, WO po3nodin iMOBIPHOCTEN KIOYIB Y
KNYOBOMY MPOCTOpi KpuntocucteMm € piBHOMipHMM. OLUiHiTL BigCcTaHb
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eanHocTi kpuntocuctemn DES 3a knioyem, NpunHSBLLN, WO HaOSMLWKOBICTb
moBu gopisHioe 0,75.

Po3B 93aHH g OuyeBNOHO, NOTYXHICTb KIHOYOBOrO MPOCTOPY
56 o .
kpuntoanroputMy DES cknapae |K| =2"", a Bukopuctanui andasit {0,1}

MICTUTb OBa 3HaKW, To6To|m| = 2. Togi BigcTtaHb eguHocTi anroputmy DES
3a KN4Yem CTaHOBUTb

B 10g2|K| B log2256 56
D-log,m 0,75-log,2 0,75

=~ 75 (6iTiB).

3agava 10. Bigkputui TekcTt cknagaeTbca 3 YOTMPUOBITOBMX Bidpi3KiB,
KOXXEH 3 AKMX MIiCTUTb Tpu B6iTn «O0» Ta oguH 6IT «1». [Ana 3awmndpyBaHHSA
LbOro TEKCTY BUKOPUCTOBYETLCA Kpuntoanroputm DES. BusHauTe BiacTaHb
eauHocTi wudpy (y Oitax), konu: a) BiOKPUTMMA TEKCT 3almppoByeETbHCA
6e3nocepeaHbo; 6) nepen 3awwmdpyBaHHAM MICNS KOXHOMO YoTMPUBITOBOro
Bigpi3ka BCTaBNAKTLCS BUMNAAKOBI HOTUPK BIiTW.

Po3B 93aHHS. a) YCbOro iCHye 4oTupu YoTMPUBITOBUX Bipi3KK, LLO
3agoBosibHATL  ymosi — 0001, 0010, 0100, 1000, TomMy HagnULIKOBICTb

BiakpuToro Tekcty D =1 _log—zt = l BiactaHb eanHocTi wndpy
log, 2" 2
56
log, |K| _ logy2

=1,75 6nokis DES=112 (6iTis).

~D-logym  0,5-log, 2%

6) Po3rnagatumemMo KOXHi BiciM OiTiB Sk eanHuK Bigpi3ok. KinbKicTb

TakuMx Biapi3KiB 4.2% =26 OTxe, HaANULLKOBICTb BIAKPUTOrO TEKCTY
3MEHLUUTbCA
6
log, 2 1
poy g2 1
log,2° 4

a BigCTaHb €QMHOCTI WNAPY, HaBnNaku, 36iNbLWNTLCS
10g2|K| _ log, 276

- = 3,5 6nokis DES= 224 (GiTis).
D-logym 0,25-log, 2%

3apavya 11. AGOHEHTM Mepexi BUKOPUCTOBYIOTb AN LWUdpyBaHHSA
anroputm DES 3 kntoyamu, aKi 4ns HUX reHepye LIEHTP KepyBaHHS KIllo4aMu.
Ons wudpyBaHHA abOHEHTCBHKUX KIOYIB LEHTP TaKOXX 3aCTOCOBYE anroputm
DES i geskun manctep-knod. Beaxatoun, o KoxXeH 610K WG pPOTEKCTY — Lie
oAvH 3awmndpoBanHum krtod DES, ouiHiTh BigCTaHb €ANHOCTI KPUNTOCUCTEMMU,
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TOBTO BM3HAYTE CepeaHto KinbKiCTb 3amM@poBaHnX KiHLUEBUX abBOHEHTCbKNX
kntodviB DES, ski noTpibHO oTpumaTu, WOO Ha iX OCHOBI BM3HAYUTN €OUHUN
MOXNUBUIN MancTep-Kkrtod. Hac poswmdpyBaHHA HEOOMEXKEHU.

Po3B4da 3aHH4 Y kpuntoanroputmbl DES goBXuHa BXigHUX Ta
BUXigHMx GnokiB gopiBHioEe 64 6iTM, ToMy npu wudpyBaHHi knodie DES
MOTYXHICTb NPOCTOPIB BiAKpUTUX TekcTiB i wudpoTtekctiB |M = C |= 264,
[osxuHa knova DES Takox cknagae 64 6itn, ane BMbip KOXXHOro BOCbMOIO
GiTa knto4a 3anexmTb Big cemu nonepegHix noro OiTiB. TOMy MNOTYXHICTb

NPOCTOPY KIItOuiB |K|:256. Kpim Toro, konun DES-kntodi aboHeHTiB €

ob’ekTamun WNPYBaHHSA, TO HAOIULWKOBICTb «MOBUY» BIAKPUTUX TEKCTIB byae
D =1/8 (4epes Git napHocTi). Toai

_logo|K| l0gy2® 56 _,
D-log,|P| (1/8)-log,2%* (1/8)-64
3agaua 12. CnpoweHnn wudcp Pencrena mae 2 payHau

lWwndpyBaHHa Ta npautoe 3 8-6itoBum knovem Ta 16-6itoBumm Gnokamm

paHnx. Paynposuin kv Kj gns  1-ro  payHay yTBOplOETbCA  SK

Ki =K +871 mod256, pe K- «kmoy wudpy y [ecsATKoBiii cucTemi
yncneHHd. PyHKuia WwndpyBaHHS

f (KI , Ri—l) =127- (KI + Ri_l)(m0d256),

ae Ri—l‘ 3anMc y [OecATKOBIN CUCTEMi YUCNEHHs npaBux BOCbMU OiTiB

BxigHoro 6noka. 3awupynte 3a [OONOMOroH Takoro wndpy 650K
Bigkputoro Tekcty M =(86,83) 3 kntouem K =89.

Po3B a3aHH4a. PayHaoBi knwoui:
K; =K +87mod256 =89 +87mod256 =176 mod 256;

Ky =K +87-2mod256 =89 +87-2mod 256 = 7Tmod 256.
Lo | Ry =86 83.
Payng 1:  f(K{,Ry)=127-(K; +Ry)=127(176 + 83) =125mod 256;
Lo+ f(K{,Ry)=86+125=101011061111101=0101011=43.
L || Ry =831 43.
Paynn 2:  f(K,,R)=127-(K, + R))=127(7 +43) = 206 mod 256
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L + f(K5,R)=83+206=01010011©11001110=10011101=157.
L, || Ry, =157 43.
lngppoteket (157,43).

3apava 13. 6-6iToBI ONOKM BIOKPUTOrO TEKCTY LWNPPYOTL 3a
ponomoroto  gesikoi  SP-mepexi  (puc.3.3), nomaHoi Ha pucyHky. LLo6
oTpUmaTh BUXiOHI GiTK i3 S-GOKCiB, NOTPIOHO MOMHOXUTU TPWU BiONOBIAHI
BXigHi 6iT (9K BEKTOP-PSAOK) cnpaBa Ha MaTpuui

110 011
S;=|010|taS, =111
011 110

(obuaea S -6okcy NiHilHi).
[is P -6okcy onncyeTbecs MaTpuLieto

P_123456
\56 231 4)

BiakpHTHI TekcT

D- Fomort & Tpn payHposux  knwodi K" =Kk{Ksksk,kyke,
e k K" =Kskekskgkiky i k" =kgkikskskoks
YTBOPIOOTLCA 3 6-OiTOBOro kntova wudgpy
P A/ K =Kk K3k4KsKe. 3Hampite kntow K, npu
L1l 111 SKOMY Lumcbpgno3HaquH;|M 6roka

D+ i x=100111 6yge y =010100.
| 1] |1 |
P 03B 43aHH a. Ockinbkn 3a yMOBOH
P obuaea S-6okcu niHiMHI, TO y Mepexi BCi
AEEEEE KPUNTONEPETBOPEHHS J'!iHiI7IHi. ans 3py.‘-IHOCTi

. 3anuwemMo NiHiMHI  PIBHAHHA 3  WicTbMa
T HeBigjoMummn Gitamn knoda Ky matpuyHin
m“‘l’p{?g?c‘;““ cdopmi. KomBiHyemo maTpuui Sy i S, B ofHy i
3anucyemo matpuuio anst P -6okey:
Puc. 3.3

1 10000 000O0T@ O

01 00O00O0 0 00O0O0O1

S_011000_ I:,_010000

100 001 1} 1001 00 0}

00O0T1T1 1 000O0O

000T1T12PO0 000100
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K.K” | k!”_K.KW,

ku_

k'=K-K’,

AHanoriyHo nogamMo payHAoBI KIToui K

ae

COOoOo—O
SC— OO OO
SO —OO O
OO —O O
— o oo OO
COOoO O

; K”’ —

SC— OO OO

— O OO OO

SO O —HOO

SO —OOoO O

OO O —

COOoO—O
I

; K"

OO O —
OO —O O
S OO OO
SO OoO—O
CO— OO O
—_OoO oo oo

K'=

y ® x(SP)?;

2®KK'(SP)> @ KK"SP @ KK".
2 ! 2 [/ m _1
)-(K'(SPY> @K"SP@ K™,

2®K(K'(SP)> ®K"SPDK"):

y =((x® KK")SP ® KK")SP & KK "

K =(y® x(SP)

O6uuncnmmo

y = X(SP)

X(SP)
K(K'(SP)2 @ K"SP ® K™

y

Togpi
abo
3Biacu

CO——O O
OO — —
— OO ——O
SO OO
SO O O —

O v v — O

(SP)? =

——— O OO

— O oo OoO

SO —— O

SO0 — O —

SO —OOoO O

OO —
I

SO —— OO
SO — — —
— OO —— O
S OO O
SOOO — —

Ol v O

SO OO —
COOoO—OO
SO OO O
SO OoOO—O
CO—OO O
— O oo OoO O

K'(SP)* ®K'SP@O K" =
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000010000011} (010000
000001000001 [000O0T1O0
001 000(01000T1|5000T100|_
0001001 01100[Y001000]|
100000100100/ (000001
010000101000/ (100000
111000
001101
111101
=lo 1101 o|med2.
101011
110011
100011
Sjrrrond
o2 e AT 111000
(K(SP) @KSP@K) =11 1015 o|mod2.
000111
011110
000100
101000
~ o2 10100 1]|_ .
X(SP)* =(10011D)| 1 o o 7 1 1 |=(000111);
110110
010010
Yy ® x(SP)? =(010100) ® (000111) = (010011):
K =(y®X(SP)?)-(K'(SP)* ®K"SP® K" =
100011
111011
=(01001D| 1 1 ¢ 9 9 0 |=(100010).
000111
011110

3apayva 14. OuiHiTb, CKiNlbkM Yacy TpuBaTMMe NOBHUKW Nepebip Knwodis
anroputmie DES i AES-128, akwo Woro BMKOHyBaTM 3a [OOMNOMOIOH
KOMM'IOTEpPY 3 NPOoLECOPOM 3 TaKTOBOM 4YacTtoTor 2Ty, a nepesBipka 04HOro
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56-6iToBoro kntoda DES i 128-6itoBoro kntoya AES notpebye BMKOHaHHS
100 onepaduin.
P o 3B’ a3aHH 4. [NNosH nepebip kntodis kpuntoanroputmy DES:
Zﬂﬁxmoqu 100 omepanii

T 60¢c 60xe2410n- 3652i6-2-109 I

=114,2 pokKie ;

[MosHMI Nepebip kntodis Kpuntoanropntmy AES-128:

128 g 100onepami#
=2 LrouE i — 5,410 % poxie.
60c-60xze-24r0x" 355,&16'2'1[}9 I'ng

3apaya 15. Ak Bigomo, BHYTpiWHI yHKUii anroputmy AES Bu3HauyeHi
y moni  Z,[X]/M(X) MHOrouneHiB 3a MoAynemM  MHOrousneHa

m(Xx) = xS+ xt 33 1 x+1 Hag nonem Z, (none RIJNDAEL). Yn moxnumeo

3aMiHUTK MHOrouneH M(X) Ha MHOrouYneH xS+ x*t %3 +12

P o3B 493 aHH 4 Taka 3amiHa Hemoxnuea. Onsa dopmyBaHHSA
Tabnuui 3amMiH  ana  onepaudii SubBytes anroputmy 6yno BubpaHo

MYyNbTUMNNIKATUBHY  iHBEPCItO (X—>X_1) y  noni GF(ZS). Hexal

nX)=x>+x*+x>+1. Ockinskn n(1)=0, To Nn(X):(X+1), TOBTO

MHorouneH N(X) € 3BigHuM. Lle o3Hauvae, WO Kinbue MHOrOYNEHIB
Z5[X]/n(X) He 6yae nonem. OTxe, He OO BCIX MHOFOYMEHIB KinbLs, LWO

CTaBNATbCA Yy BignNoBigHiCTb ©OanTam 3MmiHHOI State, MOXHa 3HauTu

obepHeHun. Tomy 3aMiHUTU MHorouneH m(X) = xS+ x*+x> +x+1 ha

X8 + X4 + X3 +1 HemoOXnuBoO.

3apava 16. [Jna dopmyBaHHA Tabnuui 3amiH (S-6okca) B anroputmi
AES BubpaHo BigobpaxeHHa X — X! (MynbTUMNiKaTMBHA iHBEpPCIid) y nosi

F=25[x]/ X8+ x* 3+ x+1. Kpim Toro, ons 3anobiraHHs anrebpaiyHum
arakam Ha wWwudp TakoX 3afisHO [ogaTkoBe adhiHHe NepeTBOPEHHS 3a

Moaynem xS +1. Tomy OCTaTO4HO LN POrno3HaYeHHS
C = (C7CxC5C4C3CHCiC)) € z§ Ans BXigHOro banTa
b = (b;bghshb,bsb,bby) € Z§ BMW3HAYa€ETbCs 3@ (HOPMYIIOHO:

2 5

o(b) =(x4 +X0+ X%+ x+1)b_1(x)+(x6 + X7+ x+1)mod(x8 +1),

ne  b(x)=byx” +bex® +bsx® +byx* +byx® +byx? +byx+by e F;

66



o(b)=c(x)= c7x7 + c6x6 - 05x5 + c4x4 + c3x3 - czx2 +CX+CyeF.
3Hangite 6anT C, wo eignosigae exigHomy Ganty b =(11001010).

Po3B a3aHHSHS Y noni F=Zz[x]/x8+x4+x3+x+1 GanTy

b=(11001010) Bignosigae MHorouneH b(X)= X' +x0+x>+x. Ha

nepLiomy etani 3Hangemo y uboMy nosni obepHeHUn MHOrouyreH b_l(x) Ao

MHorouneHa D(X). 3a poswmpeHnm anroputmom EBkniga maemo

x6+x2+1:(x8+x4+x3+x+1)+(x+1)(x7+x6+x3+x);

x2+1=(x+1)(x8+x4+x3+x+1)+x2(x7+x6+x3+x);

4, .3 4, .3

1=(x5+ X"+ X"+ x2+1)(x8+ X"+ X"+ x+1)+(x6+ x*

6

+ X+ 1)(x7+ X"+ x3+x).

OTxe, bl = x04 x*+ x+ Imod X3+ x*+ %2+ x41. [ani obuncnumo

3,2

c=o(b)= (x4+ X7+ X7+ X+ 1)(x6+ x*

+x+1)+(x6+x5+ X+1)=

= X10+ X9+ X6—|- X5+ X4-|- X= X6+ X5+ X4—|- X2 modX8+ X4—|- X3+ X+1.

Takum YMHOM, C = Xrxvsxtixr o (01110100).

3apgava 17. lpu BukoHaHHI onepauii MixColumns B anroputmi AES
AOBOAUTLCS MHOXWUTKM GaiTu cToBMUA MaTpuui cTaHiB Ha koHcTaHTn 01,
02,03 (y wicTHagUATKOBIN CMCTEMI YNCNEHHs). Hexanm 6anT 306paxyeTbes

MHorouneHom  b(X) = b7X7 + b6x6... +by Ham  nonem Z5[X]nx)

m(x) = xS+ x* %% +x +1, b €{0,1},1=0,...,7. BuaHauTe piBHSHHSA OIS

o6umncneHHss BocbMu GiTiB gobyTkie: a) d(X)=01-b(X); 6) d(x)=02-b(X);
B)d(X) = 03-b(x), ge d(x) = d;x” +dgx®...+dg.

Po3B sa3aHHA Y noni RIUNDAEL F =ZZ[X]/X8 x4+ x+1
01y, =00000001, =1;

02;¢ = 00000010, = X;
03,5 = 00000011, = X+1.

a) d=01-b(x)=1-(b,x” +bex®...+by) =byx” +bex0...+by =
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dy =by; dy=by; d; =by.
6) d =02-b(x)=x-(b;x” +bgx®...+by) =byx® +bex” ...+ byx.

X0 = x4+ x> + X +1modm(Xx) =

d=02-b(x)=x- (b7x7+ b6x6...+ by) = b7(x4+ X3+ X+1)+ b6x7...+ bpX =

=X +bsx® + (3 +by)x*+ by x>+ (b, + by )X+ by x%+ (by +by)x +by =
d,=bg; dg=Dbs; ds=by; dy=Db; +by; dy=b, +by;
dry=by; di=by+by;  dp=Dbs.
B) d =03-b(Xx)=(x+1)-b(x)=xb(x)+b(x).
BukopuctoBytoun po3B’sisaHHS A48 BUNagKis a) i 6), matumemo
d =(bg +b7)x7 +(bs + b6)x6 +(by +b5)x5 +(by +by +b7)x4 +
(b, + by +b7)x% + (by +by)x? + (b +by +by)x+(by +b)
dr=bg+by;  dg=bs+bg; ds=by+bs; dy=b;+by+by;
dy=b, +b3 +by; dr=Db +by; di=by+b +bs;;  dy=by +Dbs.

3apayva 18. Akum 6yae pesynbtat BUKOHAHHA onepauil MixColumns B
anroputmi AES 3 aprymentom 2E3AF 251,47

P o3B 43aHH4A. Akwo B anroputmi AES iHTepnpeTyBaTu CTOBMNELb
MaTpuui CTaHiB AK MHOrouYneH TPeTbOoro cTeneHs

S(X):53X3+52X2+51X+SQ, ne $3,57,51, S EGF(28), TO onepauis

MixColumns 3BOAUTBLCA OO0 MHOXEHHSI LbOro MHOroudsieHa Ha ikcoBaHUN
MHOrou4neH

c(X) =03x> +01x? + 01X + 02

(koeiuieHTn 3anucaHi y WIiCTHaOUSATKOBIN CUCTEMI YMUCIIEHHSA) 3a MoAySieM
MHorouneHa X7 +1. Topi
(2E +3AX+ F2x% +51¢°)(03x° + 01x? + 01X + 02)mod x* +1=
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= ((01010001)x> +(11110010)x> + (00111010)X + (00101110))-
(0000001 1)X> + (0000000 1) x>+ (00000001) X+ (00000010)) mod x*+ 1=
=(11110011)x®-+(00001101+01010001)x>+ (01001110+11110010+

+01010001)x*+(01110010+00111010+11110010 +10100010)x> +
+(00101110+00111010+11111111)x>+01011010x+01011100mod x*+1=
=11110011x%+01011100x°+11101101x* +00011000x> +11101011x> +

+01011010X+01011100mod x* +1=
=00011000x> + 00011000 + 00000110x +10110001 =
=18%> +18x% + 06X + BI.

3apaya 19. 3a «mwo4oBUM posknagom y anroputmi  AES
BUKOPUCTOBYIOTbCA  8-6iToBi  koHCTaHTM  Cj = 2'_1, 1=1,2,...,30 (yci
pospaxyHkn y noni F=2Z,[x]/ xS+ x* 4% + X+1). Hanpuknag,
C, =00000001, C, =2=00000010 i T.5. YoMy [OpIBHIOOTbL KOHCTaHTM
CS, C9 Ta C16?

P o3B s3aHH A B anroputmi AES koHctanti C5 =2 =00000010

CTaBUTbCHA y BiANOBIAHICTb MHOro4s1eH X nons anya
GF(2%) = Z,[X]/ m(x), ne m(x) = x® +x* + x>+ x+1. Togi
Ci = P Xi_l, 1=1,2,...,30. Ockinbku KBagpaTtu X2,X4 e Z,[X]/ m(x),

X EX4+X3+X+1622[X]/I’T](X),TO

Cg =27 =x’ =10000000, =128,y = 80;¢:
_ A8 _ 8 _ 4.3 _ _ _ :
Co=2"=x"=X"+X +X+1=00011011, =275 =1By¢;
C16:215:x15:x7x8zx7(x4+x3+x+1):x”+x10+x8+x7.

Mone Z,[X]/ M(X)MoxHa noaaTtut 5K BEKTOPHWI NpOCTIp:

{br0” +bga® +bsw’ +by0* + by’ +byw® +bjw+Dy},
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ne @ — kopiHb MHorouneHa f(X)= Cxt+x3+x+1, a koediLieHTK

niHiiHoi komGiHauii b;,bg,bs,04,b5,b,,by,by € {0,1}. Togi

o =0t + 0’ + 0 +1;

0)10 =a)6+a)5+a)3+a)2;

a)llza)7+a)6+a)4+w3.

Cis —o'' 40+ +0 =0 +0® + 0 + @0 +0° +0° + 0’ + 0 +

+ot + 0’ +o+1+0 =0 +@° + 0 + 0 +1=00101111, = 47,5 =2F.

3apaua 20. Hexal y ckiHyeHHomy noni F = Zz[x]/x3 + X+1 3apaHa
dyHkuia f:F —>F,pge f(2)= 77! nopu z=0 i f(0)=0. Mpunyctumo, wo
TpupayHgosuin Wwinpp Pencrens BU3HAYEHO SK
Li =Ri_;
Ri =L ® f(R_ ®K)),

ne payHposi kmovi K = Ki, 1=1,2,3, ko  wudpy KeF,
L e F, Ry e F. Ak 3noBMucHUKY BM3HaUMTK KMOY WMPPY 3a yMOBM, LLO

MoMy BigOMa napa «BIOKPUTUA TeKCT — BigMoOBIgHUA WNAPOTEKCT», TOBTO
Bidomi nisbnokn Ly =100, Ry =001; Ly =110, Ry =1007

P o3B a3aHH4A Ha oCHOBI BiIKpUTOro TEKCTY Ta WNAPOTEKCTY
3anuLIemo [Ba PiBHAHHA ANs BU3Ha4YeHHs niBbnoka R;:

nicns neporo payHay 3awudpysaHHs R =100 f (001D K);
nicns Apyoro payHay po3swmdpysaHHa Ry =L,=100@f (110©® K3) :

OTxe,
_ 3
1B ey F001®K)=f(110DK?>).
000 | 000 | 000 Ockinbkn yrkuis f:F > F mae 6yt
001|001 000 o : B 3
0100111 oot Biekuieto .y. noni  F =Z,[X]/[X +X‘|.'.1],. TO
01111001 11] OCT@HHA PIBHICTL MOXE BUKOHYBATUCS TOA i TirbkM

100 | 101 | 001 TOAi, konm 001®K =100 K3, LLIO eKBiBaleHTHO
101 {110| 011 ymoBi K® K3 =111. [lani ona BU3HAYEHHS KIto4a

111]010| 101  wndpy obumcrumo sHauenHs z®z°> ans Bcix
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Z € F. Hanpuknag, Tpingi 6itie Zz=101 y noni F Bianosigae mMHorounex
X2 +1. Topi
3= (x2+ 1)3 mod(x3+ X+1)=

6,.,4 2

=X +X +x2+1mod(x3+x+l)zx +X <> 110;

2 4+7=1100101=011.

AHani3 Uux AaHuX cBigunTb, Wo piBHAHHIO K @ K3 =111 3aJ0BOJbHSAE
kmtoy K =011.

3apava 21. Bigkputuin tekct P 3 6nokiB B, P,...,F, wndpyots y
pexxumi CBC 3a gonomoroto wundpy AES. MNpu nepeaadi wngpoBaHnx gaHux
LunppoBaHmin 60K Cj Byno nepenaHo 3 nomuskoro. Ckinbkn 6rokiB 6yayTb

po3LwmndpoBaHi Ha NpUMManbHIN CTOPOHI HENPaBUNbHO?

Posg sisaHHs Y pexumi CBC Cj, =Ex(C; ®Pj,)- npasuno
3alwmndpyBaHHs, Pj+1 = Dk (Cj+1) @Cj— npaBuno po3wmndpyBaHHs. AKLLO
noMunka BusiBfieHa y wmndpoBaHoMy 610U Cj, TO TiNbKMU po3wuncpoBaHi

6nokn Pj Ta Pj | MicTUTUMYTbL NOMUIKY.

3apavya 22. [lpunyctumo, LLO aTOMHWUW 3aBO Nnepefae Ha CTaHLUito

MOHITOPUHTY 2% LUMCPPOTEKCTIB, OTPUMAHNX 3@ OOMOMOro CUMETPUYHOIO
LWndpy. YCi BiAKPUTI TEKCTU ABMNSAIOTL COBOIO AaHi NPO BUMIPOBAHHS Hanpyru
(BUCOKE um HWUBbKE) i kogytoTbcsd AsBoma cumBonamm 0 Ta 1.
[MpoaHanisynte MOXMMBI 3arpo3u, Mipy iX BNnAvMBy Ha 6Gesneky, sSKWo Ans
lWnppyBaHHA BUKOpUcTaHo: a) anroputm DES B pexumi CBC; 6) anropntm
2DES B pexumi CBC; B) anroputm AES B pexumi ECB.

Pos3g sa3aHHSA Hexan M, M,,...,Mg — noigomneHHs, skmm

235

BiAnoBsiaaloTb 3awwmndposari tekctn C;, C,,...,Cq, S=27". MNpunyctumo, Lo

3NMOBMUCHUKY BiOMi He TiflbKM 3amndpoBaHi TEKCTU Cl, Cz,...,CS, a un wo,

BiH OTPMMaB Kinbka BigKpUTKX TekcTiB. Hanpuknag, BiH 3Hae TekcT M.

a) anroputMm DES B pexumi CBC: kntoy MOXHa BCTAaHOBUTU METOAOM
noBHoro nepebopy 3a AONOMOroK cheuianbHUX MaLlIMH ANS NOLWYKY KtodiB
DES. [nsa npoBefeHHa AudoepeHuianbHOro abo niHinHOro KpuntoaHanisy
KiNbKICTb NepexonsieHnx TEeKCTIB 3aHaaTO Mana. ATaka Ha OCHOBI napajokcy
AHIB HAPO)KEHHS CTae 3arpo3niMBO0, SKLLO KiNbKICTb LWMPOTEKCTIB JOCArae
2n/2

, Ae N — goBxuHa 6noky. [ina anroputmy DES 2642 _ 932 . 235, Lo
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MEHLle, HiX 236 y pasi nosHoro nepebopy kntouis. Konisia BeKTOpiB
iHiLiani3auil MoXe BUABUTU AesAKi OQHAKOBI TEKCTMW.

6) 2DES B pexumi CBC: 3aBasku OoBXWHI kntoya (112 6itiB) meToq
noBHOro nepebopy KMo4iB He cnig BBaxaTu 3arpo3oto. ATaka «3ycTpid

nocepenvHi» xo4a M notpebye 277 LUN(pYBaHb, ane HernpakTuyHa 4yepes
BUCOKI BUMOTrM 0 KOMM'IOTEPHOI Nam’siTi. PearnbHa 3arpos3a — ataka Ha OCHOBI
napagokcy OHiB HapomkeHHsl, 60 poBxuHa 6noky 2DES cknapgae Tinbku 64

GiTminpu s = 233 5 232 cxema He e HeBeaneuHolo.

B) AES B pexumi ECB: Benuka [OBXWHa Knoya pobuTb MapHUM
cnpobu npoBefeHHA MOBHOro nepebopy knwodiB. Arne 3a yMOBW iCHyBaHHS
TiNbKM OBOX TUNIB BIAKPUTUX TEKCTIB pexmm 3aHaaTto HebeaneyHun. [incHo,

3Hatoun M, 3noBmucHuk moxe 3sHantm M,,...,M 3a ponomoroto Takoi

NpoCToi npoueaypw: Ans koxHoro i nepesiputy piBHicTb C; = C;. Akwio BoHa
npasunbHa, To Mj = My, iHakwe M; = M.

3apava 23. [Ia kopuctyBada A i B ana wundpyBaHHS 3aCTOCOBYHOTb
BrnokoBun WNp B O4HOMY 3 IBOX PEXMMIB:

e CBC: M15M29”‘7Mn _)C()’Cl’CZ""’Cn’

Ci = EK(Mi @Ci_l), i>0, CO = |V;
e CTR: Ml,Mz,...,Mn —)Cl,Cz,...,Cn ,

Ki = Ex IV [[i), Cj=M; ®K,

[MpunycTuBLKM, WO 3NOBMUCHUK MOXE MNEepexonutn Ta 3MiHUTU
LWMPpOTEKCTM B 060X pexummax, npoaHanisynte 6esneky wnMdpyBaHHA A5
ABOX HACTYMNHUX cLUeHapiiB:

a) OCTaHHiM 6roK nOBIOOMIIEHHS, BigMpaBnNeHoOro kopuctysadem B,
MICTUTb  BUNAAKOBO  3reHepoBaHWN  CEeKPEeTHUM KoY.  3MO0BMMUCHUK
HamMmaraeTbCsl NMOLIKOAUTM MOBIOOMMEHHS TakK, Wwob ana kopuctyBada A npu
po3LndpyBaHHi BOHO BUrMMs4ano, sik He3MiHeHe, ane MicTuno danblumBum
KNHou.

6) 3NOBMUCHUK 3HaE nepLunn 6ok Ml NOBIOOMIEHb | B 3MO3i 3aMiHUTK
oro iHwum 6nokom A; 3a cBoiM BUGOPOM.

Po3B a3aHHS4A a) B obox pexnmax 3I0BMUCHUK MOXE 3aMiHUTH
OCTaHHIn OnoK 3awngpoBaHOro TeKCTy Ha Oyab-akun iHwun. Konn Ha
NpUrUManbHin CTOPOHI po3LwnMpyOTb NOBIJOMIIEHHS, TO BCi nonepeaHi 6:10ku
He 3MIHATbCS, @ OCTaHHIN 6MoK Oyae MNOWKoLKEeHUA. Arne OCKIifbKA BiH €
BUNALKOBMM, TO HE iCHYE CNOCODY BUSIBUTY 3aMiHY;
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6) Y pexumi CTR: Ci=M;@E(IV |1, 3BigKM
Ex(IV[[)=M;®C;. HAxwo 3noBmucHuk xoye 3amiHutu C; Ha
C/ =A; ®Ek(IV 1), To C, BiH aHaitge sk C, = A; ® M, @C,. Ha pewry
bnokie uei npouec He BnnmHe. Y pexumi CBC M; =Dk (C)®C, i

3MOBMUCHUK He 3Moxe HenomitHo 3minmtn C;, 60 uUe BnMHe Ha
poswndpyBaHHs 6noka C,. Ane BiH Moxe Hamaratucs 3HanTu 6nok

LUIMPPOTEKCTY Co =A®Dk(C)=A &M, ®C,. Toai

!
A=Dk(C))@®C,y. Omke, B 060X pexumax 3HaHHS neplioro 6noka
3MOBMUCHUKOM — Hebe3neuHe.

3apava 24. Psagok 6iTiB po3buTo Ha TpmbiToBi 6noku i 3awmdpoBaHo 3a
AO0MNOMOroK MPAMOro P-60Kcy. [Mo3uuii, B AKi nepecTtaBnaTbea 6iTn 6noka,
1 23
21 3
101010101010 y pexumax: a) ECB; 6) CBC; B) OFB. BekTtop iHiyianizauii —
000, ons pexumy OFB r =2.

P o3B s3aHH 4. Po3ib’eMo TEKCT Ha YoTUpK TpMBITOBUX BIIOKM

101 010 101 010.

BU3HAYEHI nepecTaHOBKOK ™= [ ] : Poswundgpynte TEKCT

1 (1 23
Kritou poswmndgopyBaHHa T —[2 ) 3].

a) Y pexumi ECB koxeHn 6nok C; wudpoTekcty posmdpoByeEMO
OKpeMo i HeaanexHo Big iHwnx: M; = ﬁ_l(Ci), 1=1,2,3,4.

M;=z"1(101)=011; M, =7 1(010)=100;

My =7"1(101)=011; M, =7 '(010)=100.

Y pesynbtati oTpumaemo 011100011100.
6) KoxHuin B6noK WNMPOTEKCTY nepen po3wndpyBaHHAM Y PEXUMI
CBC popamo 3a mod2 p[o nonepedHboro 6rnoka  LWIMAPOTEKCTY:

M; =7Z'_1(Ci)@Ci_1, 1=4,3,2,1; Cy=1V =000 — BekTop iHiLianisaui.
[MounHaemo 3 YeTBepTOro Gnoka:
My = ﬂ_l(C4) ®C; = 72_1(010) @101=100101=001;

M;=7"1(C;)®C, =7~ '(101)®010=011® 010 =001;
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M, =7 1(Cy)®C, =7 1(010)®101=100®101=001;

M;=7"1(C))®Cy=x"(101)®000=011®000=011.

OcTaTto4Ho poswmndpoBaHui TekcT Burnagae 011001001001.
B) Tenep po3ib’eMo TEKCT Ha WicTb ABOBGITOBNX BOKIB

10 10 10 10 10 10.
Mpuiimemo Taki nosHayeHHs: Cy — kpaiHi npasi I' 6iTiB BekTopa
iHiuianizawii; Sy (X) — onepauis Bin6opy kpaiHix niBux I 6iTiB BekTopa X,
|- cumBon koHkaTeHauii. Y MoOMeHT 4acy i mu BBaxaemo, wo lj_j— ue

kpaHi (N—1r) niBux 6GiTiB perictpa nepepa poslwndgpysaHHaMm 6noka  Cj
(puc. 3.4). Toai npouenypa po3WNdpPyBaHHA 3BOOUTBCA OO0 OOYMCHEHHS

— | I'- DITOBHH pericTp 3CYBY

ﬂ- I' ﬁlT r ﬁIT ————

Kontod | i1
ot [ AIrOpHTM
’ MHQPYEAHHS

'

Binoip
I OiTIB

7

C,
_f,,® - M.

BinkunyTi
n-r OiTH

Puc. 3.4

Mi :Ci@sr[ﬂ'(l i_1||Zi_1)], 1 >1.

3a yMoBOlO 3agaui
e mpmi=1 lylzg=1V;

My =C; @ Sy[m(l ol Z9)] =10 S, [7(000)] =10 & 00 = 10;
e mpni=2 Iz =0]00=000;
M, = Cy @& Sy[m(l 4] Z1)] =10 S,[000] =106 00 = 10;

i T.A4. OcTtaTovHo agictaHemo 101010101010.
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3apava 25. Akuii nceBOoOBUNAAKOBMIA MOTIK AAHUX FEHEpPYETbCA Npu
BUKopUCTaHHi 64-6itoBoro OFB pexumy, sikuo 3actocyBatn anroputm DES
i3 cnabkum knroyem?

Po3B d93aHHs. lNpu BukopuctaHHi anroputmy DES y 64-6iToBOMYy
OFB pexunmi reHepy€eTbCs NOCNIAOBHICTb

Epes(IV), Epes(Epes(1V)), Epgs(Epes(Epgs(1V))),...

Mpwn LUNJOPYyBaHHI Ha cnabkomy KITroui K MaeMo
Epes, (X)=Dpgs, (X), 3sigm  Epgs, (Epgs, (X))=X.  Omxe,
pe3yrnbTaTtoMm 3a WudpyBaHHA Ha cnabkomy kntodi DES y 64-6itTHomy OFB
pexnmi byge nocnigoBHICTb:

Epes(IV), IV, Epgs(IV), IV,...

3apaya 26. Hexanm 6aHKIBCbKOO  Mepexew  nepecunacTbes
nosigomneHHs m=M;M,M;, ne M; =fromAccount, M, = toAccount,
M3 =amount, 3rigHO 3 AKMMUK NeBHa KiNbKiCTb Aonapis (amount) mae 6yTu

nepesegeHa 3 nepworo paxyHky (fromAccount) Ha gpyrun (toAccount).
3awmndpyBaHHs NoBiOMIIEHb MPOBOAATb 3a gonomoroto anroputmy AES y

pexxumi CTR, T06T70 Kj = Ex (IV ||1), Cj = M; @ K. KoxHa 3 Tpbox YacTuH

NOBIAOMNEHHS MICTUTL NO 16 cumBoniB (oanH 6nok). Hexan 3fOBMUCHUK Mae
paxyHOK y 6aHKy i MOXe nepexonnoBaTi Ta 3MiHIOBATW NOBIAOMITEHHSA. AKLWO
MOMy BIOOMWUW 3MICT YacTuHM toAccount KOHKPETHOro LWNgPOBaAHOIo TEKCTY

C,C,C5, TO AKMM YMHOM BiH MOXE 3MIHUTU LIMPOTEKCT, o6 3alumndposaHa

KinbkicTb gonapie (amount) notpanuna Ha WMOro paxyHok? Ym MoxHa 3a
nonomoroto MAC - kogy 3ano6irtu uum gism?

) ~ . . !
P 03B’ a3aHH 5. Hexan paxyHky HanagHuka signosigae 6nok M, .
LLlo® nepeBecTu rpoLli Ha CBi paxyHOK, BiH Ma€e 3aMiHUTK LWNPPOBaHMIN BNOK

C, na GC)/=C,®OM,®M,' =(M, ®K, ®M,®M,)=K, ®M,,
OCKINbKM MpU po3LIMdPYBaHHI MOBIAOMIEHHS ClCz'C3 rpowi MatTb byTn

nepeseeHi Ha Mz' = toAccount.

[MoBigoMneHHs MO>XHa aBTeHTUiKyBaTH, npuegHasLLn
MACy,, (M{M;M3) nicns nosinomnexHs no  sawmdpysaHHs.  Akiio

oTpumyBad nepesipute MAC - kon nepen NPUAHATTAM MOBIAOMMEHHS, TO
aTaka byne poskpuTa.

3apaua 27. MepetBopenHst F:(Li_1;Rj_) = (L;R;) i-ro payHnay
wndppy Pencrensa surnagae sk:
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{Li =Ri_i;

Ri =L ® T (Ri_; ®kj),

Ae ki — kmoy i-ro paynay, f — payHgosa dyHkuis. Hexann X =(Ly,Ry) i
X'=(Ly,R)) — mBa BimKpuTMX TekcTu, 3B’sisaHi ymoso a=R, @R .
OosecTu, wo korm L, =L, , 10 Ry =R, @ a, ne (Ly;Ry) = F(F(Ly;Ry)) i

(Lz';Rz'): F(F(LO';RO'))— BiAMOBIOHI WMGPOTEKCTN MiCns OBOX payHAIB
3awmndpyBaHHsa (kntoy wndpy obuasa pasv 0gHaKoBUN).
P o3B a93aHH4A OgHa 3 Bnactmsocten wundgpy dencrensa —

MOXNUBICTb BUKOpUCTATM Ans  npouenypyu po3wndpyBaHHSA Ty camy
payHaoBYy QOyHKLitO, Wo 6yna 3agigHa npu 3awmndpyBaHHi.

3awmndgpyBaHHS: PoswmndpyBaHHS:
Ri=Li1 ® (R ®kj); Li_1 =R @ f(L; ©k);
Li =Ri Ri_i = L.

Omxe, 3 ogHoro 6oky, 3awmndpysaHHs Bigkputunx TekcTiB X =(Ly,Ry) i
X' =(Lj,R}) nae:
Li=Rp;  Ri=Lo® f(Ry ®k);
L' =Ry; R/ =Ly ®f(Ry ®k).
A 3 iHworo ©OOKy, nicna nepworo payHgy po3wudpyBaHHA
wudppotekctis (Ly;Ry) i (L, ;Ry) AicTaHemo pesynbTat
R1=L2; leRz@f(Lz@kz),
R'=L; L' =Ry ®f(L, ®@k,).
Topi RO:L1:> RO:f(L2®k2)®R2,
Ry =L =Ry =f(L, ®k,))®R,".
[MouneHHO AoAaeMO Ui PIBHSHHSA
Ry®Ry = f(L, ®ky)) @R, @ f(L, ®ky)) DRy
BaymoBoo Ly =L, , tomy f(L,®ky)=f(L, ®ky),aToni
Ry®R) =R, ®R, = a=R,®R, ® R, =R, ®a.
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3apaua 28. BusHaute audpepeHuiansHuin npodink S -6okcy

X 1000110 |11
y|01(10[11|00

P o3B a3aHH 4. [na 3py4yHocTi nepenuiieMo Tabnuuo 3amid S -
bokcy, nepesiBwM BxoauM X i Buxogm Y= S(X) y [ecATkoBy cucTemy

YUNCJTEHHA!

X[0]1]2]3
y(1(2(3|0

[ns KOXHOI napu BxoaiB i BMXodiB BignoBigHO obuncnumo nobitosi
pisuui AA=xdx* i AC=ydy* (1abn. 3.1 3.2).

Tabnuusa 3.1 Tabnuuga 3.2
AA=XPDX* AC=ypy*
X * 0 1 2 3 X * 0 1 2 3
X y *
0 0 1 2 3 X y 1 2 3 0
1

! 0 3 2 0 1 0 3 2 1

2 2 3 0 1
3 3 o 1 0 1 2 3 0 1 2
2 3 2 1 0 3
3 0 1 2 3 0

Bynemo BBaxaTtu, Wo 4veTsipka (X, X*,Y, y*) Hanexitb MHOXWHI Sﬁé,

SKLLIO
{ pisHnuga AA cToiTb y KNiTUHI 3 Homepamu X, X * y Tabn. 3.1;
pisHuua AC cToiTb y KniTUHI 3 HOMepamu Yy, Yy * y Tabn. 3.2.

Hawa 3agaya — 004YMCINTU NOTYXKHICTb YCIX MOXIMBUX MHOXMH Sﬁé

TOOGTO 3HAMTW, CKiNbKM pasiB y S-00Kci ogHe I Te came 3HayeHHs AA
Bianosinae Tin xe pisHuyi AC. Hanpuknag, wo6 3HaWTM MNOTYXHICTb

MHOXWHN S%, MW MiapaxoByEMO YCi YeTBipkM (X, X*, Y, y*), ona aknx

I cToiTb y KNiTUHI 3 HOMepamn X, X* Tabn. 3.1;
3 CTOITb Y KNiTUHI 3 HOMepamn Y,y * Tabn. 3.2.
Ak BngHo 3 Tadbn. 3.1i 3.2,

Sll ={(0,1,1,2), (1,0,2,1), (2,3,3,0), (3,2,0,3)};
So = {(0,0,1,1, (1,1,2,2), (2,2,3,3), (3,3,0,0)};
822 ={(0,2,1,3), (1,3,2,0), (2,0,3,1), (3,1,0,2)};
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S_o? ={(0,3,1,0), (1,2,2,3), (2,1,3,2), (3,0,0,1)} .
YBecb andepeHuianbHuii npodinb S -6okcy npeacTaBneHo y Tadn. 3.3.

Tabnuus 3.3
3anexHicte AC Big AA y S-6okci
AC
AA 0 1 2 3
0 4 0 0 0
1 0 0 0 4
2 0 0 4 0
3 0 4 0 0

3apaua 29. Wndp cknagaetbesa 3 ogHoro S -6okcy 3 Tabnuueto 3amMiH

'} X {000(001{010|011|100 (101 |110|111
E K y (000110011 (100{101|001|111{010
¥
) Yci BigkpuTi gaHi  nepeg Bxogom Ao S-6okcy
l niacymoByBaTbca 3a mod2 3 HeBigoMuUM TpUBITOBUM
krmtodem K (puc. 3.5). Mobyayiite andepeHuiansHUin npodins

S-6okca Ta BM3Ha4uTe KU WKAPY, SKWO OBOM BXodam

Puc. 3.5 m; =010 i my, =100 sianosinae andepeHuianbHa pisHULA
suxogis AC =100, a ggom Bxogam m3 =001 i my =100 —

avdepeHuianbHa pisHuusa suxoais AC =011.
P 03B’ a3 aHH 4. [Inga 3py4yHocTi nepenuwemMo Tabnuuio 3amiH JaHoro
S -6okcy KoMnakTHiLLe:

x[0[1[2]3[4]5]6]7
yl0l6[3[4[5[1[7]2

Mpodinb S-6okca o3HauYMMO Tak camMo, SIK i y 3agadi 28, cnodyaTky
0BYMCNMBLLM ONSA KOXHOI napu BxodiB i Buxodie pisHUUi AA=XDX* i
AC=y@y* (tabn. 3.4i3.5).
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Tabnuusa 3.4

AA=XDPx*
X*
X 0 1 2 3 4 5 6 7

0 0 1 2 3 4 5 6 7

1 1 0 3 2 5 4 7 6

2 2 3 0 1 6 7 4 5

3 3 2 1 0 7 6 5 4

4 4 5 6 7 0 1 2 3

5 5 4 7 6 1 0 3 2

6 6 7 4 5 2 3 0 1

7 7 6 5 1 3 2 1 0

Tabnuusa 3.5
AC=yapy*
X * 0 1 2 3 4 5 6 7
y*

X y 0 6 3 4 5 1 7 2
0 0 0 6 3 4 5 1 7 2
1 6 6 0 5 2 3 7 1 4
2 3 3 5 0 7 6 2 4 1
3 4 4 2 7 0 1 5 3 6
4 5 5 3 6 1 0 4 2 7
5 1 1 7 2 5 4 0 6 3
6 7 7 1 4 3 2 6 0 5
7 2 2 4 1 6 7 3 5 0

Tenep nigpaxyemo KinbkicTb YCiX 4eTBipok (X, X*,Y,Yy*), wo BxoaaTb
A0 MHOXWHU Sﬁé, ne AA=X® X%, AC=y, *dy,*. Hanpuknaa, no
MHOXWHU Si’ BXxoasaTb nuwe asi yvetsipkn (3,0,4,0) i (0,3,0,4), Tomi sik

MHOXWHa S% BUABNSETLCA MOPOXHBbOK. OcCTaTouvHi nigpaxyHKu LWwoao
andepeHuianbHoro npoginsa S -6okcy 3BedeHi y Tabn. 3.6.
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Tabnuusa 3.6
3anexHicte AC Big AA ana S -6okcy

>

>
>
O

~N~Nooh~hWN-_0O

OO OO0 O0OOO W o
PO PLPOCODOCOO =
AP OOCOCOPRMOO|I DN
OCOPLrOOPL,OO W
ONODMNNONO|l H~
ONODMNDMNOMNO O
ONODMNDMNMNOMNOl O
ONODMNDMNODNO|l N

[lepengemMo OO0 Bu3Ha4veHHA knwoda. [lpy 3awmdpyBaHHi  BIgKpUTUX
nosigomnenb M; =010=2 i m, =100 =4 Ha Bxig S-6okca noTpannsioTb

BianosigHo Bxogn My &k=24+k i my@dék=4+Kk. Y upomy Bunagky
AndpepeHuianbHa pisHUUS CKnagae

AA=m akem, dk=mem,=24+4=56.
3a ymosoto pisHnus AC =S(m; & k)d S(m, & k)=100=4.
Otxe, yetBipka (Mm; &k, m, &k, S(m; &k), S(m, @k))eSf.

MHoOXUHa Sf cknagaeTbes 3 YeTBipok (X, X*,y, y*), ne
XEX*=6; yhy*=S(X)BS(x*)=6.

Lli yeTBipkn MOXxxHa nogatu y BUrMAA;
(X,X®6,5(X),S(X+6)), me S(X)BS(Xx+6)=4.
Mpn ubomy Tpeba maTu Ha yBasi, WO MHOXMHA Sg € NiAMHOXWHO

MHOXMWHU S6, CKnageHoi 3 4yeTBipoK (X,X 4+ 6,5(X),S(X+ 6)), HaBegeHux y
Tabn. 3.7 .
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Tabnuuga 3.7

MHosxuHa S°
S(X) S(XP6)

o)
>
@]

~owNhOaM~NOO P

NOoO DR WN-20 X
NN 0P, WO O
OO hR~,W-_01NN
~ANOOOOGTO B~

I3 Tabn. 3.7 6e3nocepeaHbo BMAHO, Wo AC =S(X)BS(Xx®6)=4
ons vetsipok (1,7,6,2) i (7,1,2,6). Omxe, noOTpiGHO poO3rNsiHyTM ABa
BapiaHTu:

’ml@kzl, ’ml@k:7,

1 abo :

\(ml@k)—l—6:7 ~(m16|9k)+6:1.
Ockinbkn AA=m &m, =6,T0 M; 6 =m,. A Topi

'ml@kzl, 'ml@k:7,

; abo ]

kmz@k:7 ~rnzGBi(:l.
3aymoBoto My =010=2im, =100=4, 1o

k=1+2=3, (k=7+2=5,

abo :
k=7+4=3 k=1+4=>5.

Takum YMHOM, MOXIMBI 3HA4YeHHs Kroya 3awmdpysaHHa K =3 abo
k=35.

[ns noganblIOro YTOYHEHHsI KI4Ya BUKOPUCTOBYEMO [Apyry napy
BigkpuTnx TekctiB My =001=1 i my =100=4. Ha Bxio S-6okca

BiANoBiAHO nogaeatumMyTecs My G K i my &K, npy upomy
AA=maekemyek=memy=14+4=5.
Lum BigKpTUM TekCcTam BignoBigae auepeHuianbHa pisHUUS BUXOAIB
AC =011, tomy yeTBipka
(my &k, my @k, S(my@k), S(my dk))€S3.

EnemMeHTn MHOXWHK S?? — ue YeTBipKM (X, X*,y, y*), ans akux
XEX*=5; ypy*=S(X)dS(x*)=3.
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CKkopuCTaBLUMCb YMOBOK X*=X@ S5, iXx MoxHa nogatn y BuUrMsA;
(X, X+5, S(X), S(X+35)) 3ymoBoto S(X;)D S(¥ +5)=3.

OueBnaHoO, MHOXMHa s> , cknageHa 3 4eTBipoK
X1, X +5,S(%),S(X +5)), MicTUTb NiAMHOXUHY S?. Yci  enemeHTH
1> X1 | 1 3

YeTBIPOK MHOXMHN S° nepepaxoBaHi y Tabn. 3.8.

Tabnuusa 3.8
MHoxuHa S°
X X435 S(X) S(X+5) AC
0 5 0 1 1
1 4 6 5 3
2 7 3 2 1
3 6 4 7 3
4 1 5 6 3
5 0 1 0 1
6 3 7 4 3
7 2 2 3 1
3 Tabnuui

Bunnueae, wWo AC=S(X)®S(x+5)=3 pana wuetsipok (1,4,6,5),
(3,6,4,7), (4,1,5,6) i (6,3,7,4). Toni BaxnuBuin 3B'A30K MiXK BigKPUTUMM
TEKCTaMW | KIMoYeM MoXe BUpaXkatucs y BUrnaai yMos:

'm3@k:1, 6 rm3@k:3, 6
1 aoo 1 aoo
(m3@k)—|—5:4, (m3@k)—|—5:6,
rm3@k:4, 6 'm3@k:6,

R aoo 2

(M k)+5=1, (M3 & k) +5=3.

Harapaemo, wo AA=m; &my =5imy, =m; B 5. Tomy gani

m:;@k:l, m3@k:3,

) abo ] abo
m4—|—k:4, m4+5:6,
m3@k:4, m3@k:6,

] abo 1

m4+5:1, m4@k:3.
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3a BiAOMMMM 3HAYEHHAMWU BIOKPUTUX TEKCTIB 3HAXOOAUMO, WO KoY
K wndpy moxe Habysatu 3HauveHb 0, 2,5, 7. O6’egHaBlumM Ui pe3ynbTatu

aHanisy 3 nonepeHiMM BUCHOBKaMW MpPO KIHOY, BCTAHOBIIHOEMO KIHOY 3a
A0NOMOroo onepadii nepeTuHy MHOXWH

k={3,5}n{0,2,5,7} =5,

TOBTO cekpeTHu ko K = 5. EkcneprMeHTanHo MOXHa nepesiputu, Lo
npu wWudpyBaHHi gaHMX Nap BIAKPUTUX TEKCTIB 3aCTOCOBYBABCH cCaMe Lieu
KITHOM.

3apava 30. 3a wupyBanbLHO npouenyporo aesdkoro 6nokoBoro
TpMpayHAOBOro anroputMy BXxigHun 9-6iToBuin 6NoK AaHMX po3buBaloTb Ha
TPy NigGNoKu, KOXeH 3 AKMX nogatTb y S-6okc (Tabn. 3.9), oaHakoBuiA Ans
BCiX payHais. [licna 3amiHM oTpumaHi OiTM 3a3HalTb MepecTaHOBKU
P=(,4,7,2,5,8,3,6,9). OcHOBHa (byHKLis1 ¥ KOXXHOMY payHAi — AOf4aBaHHS
GiTiB nikntoYa payHay i BiOKPUTOro TEKCTY 3a moAynem 2 (nigkntod y payHaax
oaHakoBui i 30iraeTbes 3 kntodem wndpy K). Y Tpetbomy payHai 3amicTb
nepecTaHOBKM [oOaTKOBE NigCyMOBYBaHHA 3 nigknodem. Tabn. 3.10
[IEMOHCTPYE 3anexHicTb BuxiaHoi pisHnui AC i3 S-6Gokcy Big 1Aoro BXigHOT
pisimui AA (andepeHuianbHuiA npodpink), a Tabn. 3.11 — napu BigKPUTKX
TekcTiB i3 pisHuueto AX =110000000 Ta BignosigHi iM WMdpoBaHi TEKCTU Y

i y*,
Tabnuusa 3.9

3amiHa B S -6okci
Bxin 000 (001 |010 | 011 [100 |101 | 110 [111
Buxig | 111 [ 000 | 110 {101 | 010 | 001 | 011 | 100

Tabnuuga 3.10
3anexHictb AC Big A A B S-60Kci

AC
AA
000
001
010
011
100
101
110

000 | 001

o
RN

o|Oo|o|o|Oo|~|O| —~

1

o

1

—_—

1

o
RN
RN

(@)
o|h|O|h|lOIO|O 8

OO0 0|0I0| ©

o|o|~h|O|~|O|O| O

OO0 0|0 |0
oo~ O|A~|IOIO
oo |O|O|IO| =
O|O|0|0|O|h~|O| =
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Tabnuuysa 3.11

BubpaHi TekcTn Ta pesynbTat WngpyBaHHs

Mapa X X * y y*

1 100111010 010111010 111011110 | 110011011
2 011101110 101101110 | 011000100 |010000101
3 000101111 110101111 [ 101111111 | 101111010
4 101111111 011111111 | 000111000 | 000111001
5 100110100 010110100 |111010101 [111010100

3a [onomMorow AudpepeHuianbHOro  KpuntoaHanisy Bu3HayTe Tpu

MOXNUBI nepLui 6iTn kntova.
P o 3 B a9 3 a H H s [Ona nepwoi napu TeKCTiB

AC=111011110©110011011=0010000101 = HeHynboBa pi3HMLA Oyae
Ha Buxogax OOKciB 831 Ta 833. Ha ix Bxig nogaetbes BxigHa pisHmus 100,

sika Moxxe BbyTn yTBopeHa 8 cnocobamu:

1. 000 100; 5. 100 000;
2. 001®101; 6. 101®001;
3. 010®110; 7.110@010;
4. 011@111; 8. 111®011.

BusHavaemo BignoBigHi napu Buxoais 3a tabn. 3.9.
1. 111 010=101; 5.010111=101;
2.000001=001; 6. 001 000=001;
3.1100011=101; 7.011®110=101;
4.101®2100=001; 8.100®101=001.

Ockinbkn Ha Buxoai 6okecy 831 € pisHuuga 001, To 1i MOXHa oTpumaTin y
BUNagkax, Wo nigkpecneHi. [lo suxoay 6okecy 831 aopatoTbes nepuli Tpu 6itn
kmova K (ix nosnaummo K; ). Tomy

000® K, =111 100@ K, =111
001® K, =110 101® K, =110
001® K, =111 101® K, =111
000® K, =110 100@ K, =110

= K, moxe npuiimatn ogHe 3 3HayeHb 111 abo 110 abo 011 abo 010.

3apgauya 31. Po3rngHyBlIM 4YeTBepTUA PpAOOK 4YeTBepToro S -6okcy
kKpuntoanroputmy DES

0/ 1123|4567
3/15/0]6]10] 1138

15
14

11
11

1211314
1217 | 2

9 110
415

8
9

84



AK OynboBYy OYHKLitO Bif BXiOHMX BITIB X[ Xy X3X4 —> Y Y2 Y3Y4 (Oe3kniovoBuii
6nok 3amiHu), 3HanaiTb BUXIAHUA BIT Y; ONA AKOro edeKTUBHICTb MiHIHOro
CTaTUCTUYHOrO aHanory X; @ X, @ X3 @ y; 6yne HanbinbLuoro.

P o3B d43aHH A [Ina KOKHOro 3Ha4yeHHA BUXiOHUX OITiB  Yj
OBYMCNINMO KINbKICTb N MOXIMBUX BapiaHTiB, Npu Akux cyma X @ X, @ X3

GiTiB [OpiBHIOBaTUME  3HAYEHHIO Y (6o y Takomy pasi

XX X3 @ Y; =0). Yci pospaxyHkn 3ibpaHi y Tabn. 3.12. Tam xe B
N1

OCTaHHLOMY PSAKY HaBEAEHO 3HAYEHHS BIOXUINEHHS & = i—g‘

Tabnuua 3.12

[pOMDKHI pO3paxyHKWN Ta BIOXWUINEHHS &

X] Xo X3 X4 S Y1 Y2 V3 Ya |X®X DX
00002 =01o 3 0 0 1 1 0
0001, =149 15 1 1 1 1 0
0010, =249 0 0 0 0 0 1
0011, =319 6 0 1 1 0 1
0100, =44, 10 1 0 1 0 1
0101, =549 1 0 0 0 1 1
0110, =61 13 1 1 0 1 0
01112 =710 8 1 0 0 0 0
1000, =8¢ 9 1 0 0 1 1
1001, =949 4 0 1 0 0 1
1010, =104 5 0 1 0 1 0
1011, =114 11 1 0 1 1 0
1100, =124 12 1 1 0 0 0
1101, =139 7 0 1 1 1 0
1110, =144 2 0 0 1 0 1
1111, =154 14 1 1 1 0 1
N; 6 6 8 4
n 1 1 1 1
& =|——— - = —
16 2 8 8 o 4

Omxe, HanbinbLUe BiAXUNEHHA [OocAraeTbCs AnA BUXIAHOMo Bita Y, .
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3apaua 32. Tpu BiTn X X,X3 nogaHi Ha BXif, S -bokcy cTUCKaHHS, Ha
BUXOZi NepeTBOopITLCA Ha ABa 6itn Y Y, 3rigHO 3 npaBunamm

yl = X1X2 @ X3 m0d2,
y2 = X1X3 ® X2 mod 2.

3HanaiTe BUXIOHWI BIT Y;, OANS AKoro X ®X2 @ Yj BiOpi3HAETLCA Bif,
HynA.

Po3B da3aHHA [na MOXNMBUX 3HAa4YEHb BUXIOHWX OITIB Y| i Y,
BM3HAYaEMO KinbKicTb Nj BUNagKis, ko cyma 6itie X; @ X, AopisHIOBaTUME

n 1
! -5 (tabn. 3.13).

3HaYeHHIo Y; i aani o64MCNOEMO BIAXUNEHHA & =

Tabnuus 3.13

[poMiXKHI po3paxyHKM Ta BIAXUNEHHA &;

X| X2 X3 yii Yo X1 © X,
000 0 0 0
001 1 0 0
010 0 1 1
011 1 1 1
100 0 0 1
101 1 1 1
110 1 1 0
111 0 0 0
; 4 6

oMl 1
'8 2 0 4

HeHynboBe BigXuneHHa mae BUXigHu 6it Y, .

3apaua 33. lNobyaynte niHiNHWIA npodpinb S-0oKcy, HaBeaeHoro y
3apauvi 29.

Po3B a3aHH4A Cnoyatky nobygyemo Tabnuuto iCTUHHOCTI, WO
BUpaxaTume BigNOBIQHICTb MK yCiMa MOXIMBUMUK BXigHUMN BiTamu bz,bl,bo

y S-6okc, iX niHinHMMK KoMBiHaUisMn
by &by, by &by, b Bb,, by b Sb,

Ta BuxigHum 6itamu b, *,b,*,b, * i komBiHauismu

by * @b, *, by *Bb, *, b *Bb, *, by *Bb, *Bb, * (Tabn. 3.14).
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Tabnuua 3.14
Tabnuuysa iCTUHHOCTI

Bxin y S-6okc Buxig i3 S-6okca
b, |y | by |by ©b; b b | by Db | @y Db, o |by | |bg By |0 B> by by | b By by
00|00 O 0 0 0 0/0[0] O 0 0 0
001 1 1 0 1 1110 1 1 0 0
0(1(0| 1 0 1 1 o(1{1; O 1 1 0
O[(1(1| O 1 1 0 1/0/0] O 1 1 1
1100, O 1 1 1 11011 1 0 1 0
11001 1 0 1 0 0(0]1 1 1 0 1
111/0 1 1 0 0 11111} O 0 0 1
11111 O 0 0 1 0/1/0] 1 0 1 1

JNTiHInHMA NpodiNb BU3HAYaTUMEMO 3a OONOMOrol 0bYMCreHb BiACTaHI
Xemmivra d Mix RiHINHUMKU KOMBiHaLiSMK BXOAiB i MNiHIMHUMK KOMBiHaLisiMK

BuxogdiB. Tak, Hanpuknag, BiacTaHb Xemminra d(by@by; b:; @bl* EBb;)
AOPIBHIOE KiNbKOCTI no3uuin, B sAKMX OiTM BXigHOI koMOGiHauil bO @® b2 [
BUXiQHOT KOMMO3ULiT Pi3Hi:
d(b() @bz; bg @bl* @bz):4.
[MoBTOPMBLLM aHANOriYHi NigpaxyHKN Ans iHWuMx kKombiHauii, BU3HA4YMMO

NiHiMHMA  npocbine S-6okca. [Ons  3py4HOCTI  OOUIMBbHO  nepenucaTty
pesynbTaTth y Burnagi tTadn. 3.15.

Tabnuus 3.15
NiHinHWMI npodpinb S -6okca

Buxin
Bxin 0 | by |b | b5 |byaby | bydbs | by @bs |by@b; @by
0 04 [4 ][4 4 4 4 4
X 416 |4 |4 2 2 4 2
0 4 |4 |2 |4 6 4 2 2
El 4 12 |4 |4 2 6 4 2
2 4 12 |2 |4 4 2 6 4
by ®by
g by by 5y 4 14 |4 |0 4 4 4 4
4 12 |6 |4 4 2 2 4
L D P 2 4 2 6
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3asHayMmo, WO MM 3HexTyBann adpiHHMMK KoMOGiHauiamun BUrnsay
bp ®b,®1, 60 konu BigcTaHb XemmiHra o Mix niHiAHUMK KOMGIHALSMY

f Bxin= f(by.,b,by) Ta feuxin = f(bg,bl*,b;) BXiOHUX | BMXigHUX 6iTiB
CTaHOBUTb

d (f Bxin» f Bmxip,) =,

TO
d (f BXia f Bmxiq‘i‘l) :8—04;

d (f BXig +1, f Bmxi,q):8_a;
d (f BXif +1, f Bmxip,"‘l):@-

TpaguuinHO AKICTb anpokcumalil BUMIPHOKOTL IMOBIPHICTIO TOro, Lo
AaHa niHinHa anpokcMMmalisi € nNpaBuUMbHOK 3a YMOBM, WO BXigHi 6iTn
BUOMpalOTbCA  He3anexHo | BunagkoBo. Hanpuknag, iMOBIpHICTb

anpokcumauii by= bg@b; popieHioe 6/8, a anpokcumadis by®b, :b;k €

AOCTOBIpPHOO, 60 1T UMOBIPHICTb AOPIBHIOE 1.

YCniWwHICTb NPOBEAEHHS NiHIMHOrO aHanidy 3pocTtae i3 36inblUeHHAM
Pi3HNL, .

Hawnkpalli niHiMHi anpokcumadil 3agatoTbCa TUMU YHKUIAMU, ONA SKNX
BiACTaHb XeMMiHra BiOpi3HAETbCA sikomora Hambinbwe BiOo cepeaHboro
3HayeHH4a (y npuknagi ue 4). Lls pisHMua HasMBaeTbCA BiAXUMEHHAM (QHr.
bias) i 3miHOeTbCcA Big € =0 (konM MMOBIPHICTb

Ly Ry TOro, WO anpokcMmauis npasurnbHa, AopisHoe 1/2 )

| S-EMKAJ\KI 0o € =1/2 (konu anpokcmallisi 4OCTOBIpHA).
\'i}‘ NP 3apaya 34. Y peskomy DES-nogibHomy
— P TpypayHOoBOMY  Wundpi  payHOoBa  (PyHKUig  —
el onepauia XOR Hap Gitamu payHooBoro Kntoua i
L, R, BiAKpMTOro TekcTy Ta 3amiHa y S-6okci (puc. 3.6).
K Tabnuusa 3amiH  S-Ookca Taka, Sk Yy 3agadi 29.
v S-6mox 2 .. . . . .
any A\_. [oBxnHa 6noka — 6 GiTiB, TPUOITOBI payHOOBI KIOui
N N ki,K,k3 reHepytotbea 3 knova K wmdpy. LWudp
T mMae cTpyktypy @einctensa: nisbnoku Ly, Ry
L3 Rj cknagatTbcs 3 Bigkputoro Tekcty, Ly, R4 — 3
v S-EHQKA\KS LUMGPOTEKCTY, niénokn Ly, Ry i L3, Ry €
{}‘- T BXIOQHUMW Yy OpYrUK i TpeTin payHau BianoBigHO, npu

LUbOMY Rl = |_2 , Rz = L3, R3 = R4.

L4 R4 Bukopucteawm  niHinHMi npodinb  S-60kcy,
nobygosaHun y 3agadi 33, 3HaWAITb Aekinbka
Puc. 3.6 MOXIMBUX MiHIMHUX [BOPAYHOOBUX XapaKTepPUCTUK
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ans  BXigHux 6iTiB BIOKPUTOro TEKCTY, WKUAGPOTEKCTY i BiTiB payHA0OBUX
KrtodiB. Slka MMOBIPHICTb TOro, L0 XapakTepucTuka npaBsunbHa?

Po3B a93aHHA [Ona nepworo payHaa BUKOPUCTAEMO NiHIMHY

. * * . ~ . .
anpokcumaliito: by by =by &by, ansa skoi MmoBipHicTe GyTV NpaBunbHOW

[OpPIBHIOE Z 3a 1i gonomoroto ansa OiTiB Kfo4va Ta niBuX i NpaBux niBbnokis

3HaXo4MMO:
Kiom @R = b2 @R

abo
R20.2) = K1) @Ry Bl )

[Ons ppyroro payHaa [OCTOBipHOl € anmnpokcumadis by &by = b;
(MmosBipHicTb 1). BigTak
R20.2) @ K201 = Rag) O Ry

KombiHauia [BOX OCTaHHIX PpiBHAHb [da€e [gBopayHOOBY  MiHINHY
XapaKTepuCTUKy

L2y P Ri012) TRy = Kign TKo,)

3a nemot npo HabiraHHA 3HakiB (piling-up lemma) BigxuneHHs —
MYIbTUANIKATUBHE | MMOBIPHICTb i€l KoMBiHaLiT CTaHOBUTb

1
€ =2€169 :2-%-5:%.

Cnpobyemo otpumaTu Oinbwe iHdopmauil npo knwod. CtapTyemo 3
anpokcumauii onga gpyroro payHay, sky nepenuwemMo y Burnsgi

R200,2) = K2g02) PRy TR
3 iHWworo 6oky,
R20.2) = 0.2y © 5102y (R1- K1),
ne 81(0,2) (Ry, Ky) — Buxig S-6okca 3a ymoBW, LIO Ha MOro BXiA nogaHa cyma

R; @ Ky y nepwomy payHai. AKLWOo npunycTuTH, O 3NOBMUCHWK Mae [OCTynN

Ao 36opy nap «BIOKPUTUN TEKCT/LUIMGPOTEKCT», OTPUMAHNX HA OOQHOMY KITHOMi,
TO 3a Bxe «nepeabaveHnm» knovem K| BiH 3moxe nepesiputi, 4w

BMKOHYeTbCs Ans BiTiB kntoya Ky, ymoBa

89



?
%202 PRy DRI Zhea) @310 (R1-KD-

Y pasi HenpaBunbHUX MPUNYyLUEHb LWOAO KIYa 3a3HayeHe
CniBBIQHOLLEHHS HE BUKOHYBaTUMETbLCA NpMBM3HO ANSA NONOBUHU BapiaHTIB,
TOAi SIK NpaBusibHa 3goragka o0yMOBUTbL BUKOHAHHS YMOBM 3HAYHO YacTille.

O oparTto k Jlema npo HabiraHHst 3HakiB. Hexan X; € {0,1},
He3aneXHi BUNAOKOBI BENUYMHWN, KOXHA 3 SIKMX Npuimae 3HaveHHa (0 3

i

5

2

IMOBIPHICTIO 5+5i, [e BIiAXWUNeHHA ¢j HanexaTtb iHTepBany

I=1,2,..,n. Toai BMNnagKosa BenuynHa

X = XI@X2 PS...6 Xn

L 1 _
npunmae 3HaveHHs 0 3 iIMOBIpHICTIO 5—|—€i ,ne ¢=2" IHEi :
i=1

TECTU

1. MepemiwyBaHHA iHpopMaLiT nig Yac WndpyBaHHSA MPUXOBYE 3B’A30K MiXK

a) CEKpPEeTHUM Ta BIOKPUTUM KIHOYEM;

0) BiAKPUTMM TEKCTOM Ta KoYeM;

B) MK NOYATKOM Ta KiHLEM LN POTEKCTY;
I LWMPPOTEKCTOM Ta KIOYEM.

2. EdpekT poscitoBaHHS nig Yac wudpyBaHHS

a) 30inbLUye KiNbKiCTb LWMAIPOTEKCTIB, AKi 3alumnpoBaHi Ha OQHOMY KIHoui;

6) nowmnpltoe BNAMB KOXHOMO 3HAKy BIOKPUTONO TEKCTY Ta erieMeHTa
KSltoMa Ha 3HaYHYy KifbKiCTb 3HaKIB LUNGOPOTEKCTY;

B) cnpoLuye npouenypy po3wmndpyBaHHs KpUNTorpamu;

) NPUXOBYE €NEMEHTHN KITtova cepep 3HakiB LG poBaHOro TEKCTY.

3. Aki 3 HacTynHux wWwundpiBe 3abesnevyioTb eEKTUBHE PO3CiItOBaAHHS Ta
nepemilyBaHHs iHpopmaLii?

a) Wwudop NpocTol 3aMiHu; 6) wndop Xinna;
B) wucpp BixkeHepa; r) kpuntocuctema DES.

4. Anroputm WndgpyBaHHs € 6NOKOBUM, SKLLO

a) BiH He 3acTocoBye cxeMy deiicTens;
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6) BiH 3aWMdpoBYye/po3LLIMPPOBYE ONOKM TEKCTY PiIKCOBAHOI JOBXUHU;

B) B anropntMi 060B’s13KOBO BUKOPUCTOBYHOTbLCA S-60KCu;

) Y HbOMY KNI 3aBXAW NoAinaeTbcst Ha 6nokun ¢ikcoBaHOI JOBXMHM, SKi
NOCNigOBHO BUKOPUCTOBYHOTHCS NPU LLUNPYBAHHI.

5. Mepexy ®Pencrena noknageHo B OCHOBY baraTbox ©Onokosux Lwmdpis,
OCKiJTbKM

a) 36inbLUeHHA KiNbKOCTI payHAaiB WwWudpyBaHHA 3abe3nedye nigBULLEHHS
CTIMKOCTI KpUNTOANropuTMmy;

6) ana obopoTHocTi Mepexi denctens o060B’A3KOBO MOTpiOHa
060pOTHICTb (PYHKLIT YCKINagHEHHS;

B) Mepexa dencrtensa goctaTHbO KOMNaKTHa Ta NpocTa Anga peanisaui;

r) iHWKnx cnocobiB peanisauii 6:10KoBUX LLNEPIB HE iCHYE.

6. HeobOpOTHICTb (PYHKLIN YCKNALHEHHS, LLIO 3aCTOCOBaHi y cxemMi dencrens,
MO>XXHa noaonaTtu 3a JonoMOror

a) nepecTaHoOBOK; 6) S-6okKciB;
B) onepauii XOR; ) po3bUTTA NpoLecy WndpyBaHHS Ha payHaMW.

7. Hexan mepexa ®dencrens, Lo cknagaetbcst 3 N payHAaiB, BUKOPUCTOBYE
NiHINHI PYHKUIT ycknagHeHHsi, TOOTO B I-My payHAi BUMKOHYOTbCS Taki
onepauii: Li,,=R;; R, =L ®R ®K;, pe K;- nigkniou payHgy. Ak
po3wndpyBaTh LWUNPOBaAHUA TEKCT?

a)Rj=L. L=R®L SK;, i=n,n-1,...,1;
6) Ri =Li.;, Li=Ri1® L4 @K, i=nn-1,..,1;
B) Rj =Liy, Li=L®Kjy, i=nn-1..1;

N R=L®K;, =L 1®R,, i=nn-1.,1.

8. Hexan 6GnokoBun wndp 3 [oBxuHow 6rioky 32 6ita peanisye
MoOHoangasiTHy 3amiHy. Ckinbkn cnpob y Hauripwomy BunNagky
3HagobuTbCs  BUKOHATM  KPUATOAHaniTMKYy  ona  AewundpyBaHHS
nepexonieHoro wugpoBaHoro 650Ky, WO MICTUTb 7 OOANHULL Ta 25 HyniB?

a) 27; 0) o138 ; B) 232; r) 264

9. Mpun wnpyBaHHi Ha BXig 6510KOBOro LWMGPY, KOTPUA CNPOEKTOBAHO $IK
lWNp nepecTtaHoBKKW, MalTb nogasatucs 32-6iToBi ONOKM BigKPUTOro
TekcTy. Ckinbkn cnpo® mMae BUKOHATM  KpunToaHaniTMK (y Hauripiomy
BMMNaAKy), wob aewmndpyBatv nepexonneHnin wngpoBaHnn ©Onok, LWo
MICTUTb 7 O4NHUUDL Ta 25 HyniB?

a) 232; 6) 27; B) 32!; r) C372.
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10. CTiMKicTb NpaBUbHO CIPOEKTOBAHOro BNOKOBOro Wndpy npu 36inbLEHHI
KiNbKOCTI payHZiB LWNpyBaHHSA

a) 3pocTage; 6) 3MeHLYeTbCS;
B) HE 3MIHIOETbLCS; r) iHwa signosigb.

11. Aka iHWa Ha3Ba onepaTopiB NepecTaHOBKKN Y 6nokoBux wndppax?

a) P-6okcu; 6) S-6okcu;
B) onepaTtopwu LMKMNIYHOro 3CyBY ; ) KIYoBUI po3knag,.

12. Aka iHWwa Ha3Ba onepaTopiB NigCTaHOBKN Y 6510kOBUX Windpax?

a) P-6okcu; 6) S-60KcK;
B) onepaTopwu LMKMIYHOro 3CyBY ; ) KNKYOBUK PO3Krag.

13. S-6okcom 6510kOBOrO LWINMGPY Ha3MBalTbL ornepaTop

a) UMKNIYHOro 3cyBY Ha 3MiHHY KinbKicTb BiTiB;

6) TabnuyHy 3amiHy, 3a JonoMorow 4kol ogHa rpyna  6iTiB
BigobpaxaeTbCs B iHLY rpyny;

B) onepaTop nepeBnopsakyBaHHA BiTiB y 6noui;

r) chikcoBaHy nepectaHoBKy 6iTiB y 6510L;.

14. Aknin onepaTop 6nokoBoro wWndpy HasmBaTb P-60kcom?
a) UMKIIYHOro 3CyBY Ha 3MiHHY KifbKiCTb BiTiB;
6) TabnuyHy 3amiHy, 3a gonomorow dkol ogHa rpyna  6iTiB
BifoBpaXkaeTbCs B iHLWY rpyny;
B) onepaTop ynopsagKyBaHHA 6anTis y bnoui;
r) oikcoBaHy nepecTtaHOBKY BiTiB y Grou,.

15. CkoHcTpytonTe npsmuin P-6okc 8x8, wwo y BxigHoOMy Onoui MiHsie
MicUSMK  4eTBepTUM | nepwmi OBiTU, a TakoX MATMA Ta BOCbMWUI
BiANOBIAHO, 3anuwatoum pewTy 6iTiB 6€3 3MiH.

a) (145 8); 6)(123678);
B)(41852367); N@42318675)

16. Aka 3 HMKYeHaBeaeHUX Tabnuub onucye P-60KC po3LLUMPEHHS JOBXUHOK
Bicim OBITIB?

a) (12675 8); 6)(12645378);
B)(137245657 8); N(13246758).
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17. Aka 3 HMX4YeHaBedeHUX Tabnuub onncye P-O0OKC CTUCKaHHS OOBXWMHOW

Bicim OiTiB?
a)(126758) 6) (1264537 8);
B)(137245657 8), N(13246758).

18. AKi 3 HIKYeHaBeJeHMX onepaTopiB 610KOBUX LWNEPIB € 0O60POTHUMN?

a) npsami P-6okcu;
6) P-60KCK po3LWINPEHHS;
B) P-60KCK CTUCKaHHS;

r) S-6okcun, Wo MakTb Ha BXOAi Ta BUXOAi Pi3HY KiNbKiCTb BiTiB.

19. Ake 3HavyeHHA Oyge Ha Buxodi S-6okcy 6nokoBoro wndpy, SKun

3a4a€eTbCa HMXKYeHaBedeHow Tabnuueto, sKWO Ha BXxig OOKCy nogaHo
kKombiHauito 1017

00 01 10 11 | MNpaBi 6iTKn
Nisi 6iTK 0| 011 | 101 | 111 | 100
1| 000 | 010 | 001 | 110

a) 110; 6) 011 ; B) 101 ; r) 010.

20. Y wwudpax, wo peanizytoTb cxemy >dencrens,
onepatopu (PYHKLiT NnepeTBOPEHHS)
a) TiNbKn oGOpPOTHI;
6) TiNnbkn HEO6OPOTHI;
B) 060pOTHI Ta HEOBOPOTHI;
r) iHWa Bignosiab.

3aCTOCOBYIOTbCA

21. HAki 3 HwkyeHaBegeHux wundpiB NobyaoBaHi

Ha OCHOBI MepexXi
dencrena?

a) AES; 6) DES;  B) RSA; r)DSS; ) FOCT 28147-89.

22. AKi TBEpOKEHHSA npasursibHi Wwoao nodynosun anroputmy DES?

a) B MIOro OCHOBI NeXnTb Mepexa dencrens;
6) edbekTnBHaA OOBXMHA Kntoya wndpy AopiBHIOE 64 6iTu;
B) Ans LWudpyBaHHA BUKOPUCTOBYETLCS

264 +1;
N Ang wndpyBaHHA 3aCTOCOBYOTLCA S-O60KCw.

MHOXEHHA 3a MoadyJriem
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23. Axky poBxunHy mae knod anroputMmy DES nicnga Buny4eHHs nepeBipoYHUX
oiTiB?

a) 48 ; 6) 56; B) 64; r) 128 .

24. Ak po3mip payHOOBOro Krtoda y anroputmi DES?

a) 48 ; 0) 56; B) 64; r) 128.

25. CKinbku payHais wudpysaHHa y anropntmi DES?

a) 32 ; 0) 4; B) 12; r) 16.

26. T[licna BWKOHaHHA CKINbKOX payHAiB WUdpyBaHHA 3a [JONOMOror
anroputmy DES MoxHa BBaxaTu LWMEMPOBaAHUA TEKCT BUNaAKOBOK
doyHKUIE BIOKPUTOro TEKCTY Ta Krtova?

a)5; ) 6; B) 7; r) 8.

27. MMpwn 3awmndpyBaHHi 3a anroputmom DES nicna 16-ro payHgy npasun Ta
nisnm NiBGNOKM LWLIMPOBAHOIO TEKCTY

a) He MIHATLCA MicUusMU, a Bigpasdy 06’egHY0TbCS B 0gMH BII0K,;

6) MiHAOTBCA MicusaMK, a NoTiM 06’egHYIOTLCA B OAMH BOK;

B) MiHAOTLCA MicusaMn, o6’eaHy0TbCS B oAuH ONoK i gani wndpytoTbes
OCTaHHin pas;

) AogatTbCa 40 NiBOro Ta NnpaBoro NiBGnokiB BiAKPUTOrO TEKCTY.

28. 3a 9KknM NopsLKOM BUKOPUCTOBYHOTb payHAOBI KNOYi Npu po3wndpyBaHHi
TEKCTY, 3amndpoBaHoOro 3a Jonomoror Kkpuntoanropnutmy DES?

a) y ToMy X NopsaKy, Lo 1 Npu 3amngpyBaHHi;

6) y 3BOPOTHOMY MOPSAKY NOPIBHAHO 3 3alLUNPPyBaHHAM;

B) y Oyab-KOMY MOPSAKY;

) payHOoBI KNtodi Npu 3aumgpyBaHHi Ta po3wndpyBaHHi He 36iratoTbCs.

29. Yomy nig 4ac reHepadil payHgoBux kntodiB y anroputMmi DES He
BMKOPUCTOBYIOTLCA NepeBipoYHi 6iTn?

a) BOHM NiHIMHO BUpaxalTbCHa Yepes BignoBigHi iHLWi 0iTu;

6) HemoxnmBo nobyayBatn cxemy (popMyBaHHA payHOOBUX KIIOYiB 3
Krntova OOBXUHOK 64 6iTu;

B) He iCHye P-60kcy cTuckaHHA 3 64 6iTiB fo 48 OiTiB;

) He icHye P-60okcy posLwmpeHHs 3 48 6iTiB oo 64 6GiTiB.

30. 3a ponomorot kol onepadii y anroputmi DES pgosxuHa payHOoBOro
Kntoya 3mMeHLWwyeTbes Ao 48 6iTi?
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a) BWUITyYEHHS NepeBipOYHUX BITiB;

6) 3cyBy MexoBuX OITiB;

B) 3aCTOCyBaHHS S -GOKCy;

) BAKOPUCTAHHS CTUCKaKOYOl NepecTaHOBKN.

31. Bigomi cnabki kntodi anroputmy DES nopoaxytoTb

a) payHZOoBI MigKknoYi Manoro posmipy;

6) aBa pisHMX payHOOBUX NiAKIIHOYI, WO NOBTOPHOOTLCS BiCiM pasiB;
B) OQHAKOBI NiAKIOYI ANA YCiX payHAiB;

) payHOoBI NiAKNIOYI BENTIMKOro po3mipy.

32. Haniscna©bki krntodi anroputmy DES nopoaxyoTb

a) payHAoBi MigKMoYi Manoro po3mipy;

6) aBa pisHMX payHAOBUX NIAKMNIOYI | Aani NOBTOPKOKTL IX BiCiM pasiB;

B) OZHAKOBI payHAOBI NiAKIIOYI TOro camor BUrnagy, Wo v Knd wudpy;
) KM, WO He WnpyoThb BIAKPUTUN TEKCT.

33._Ha_ Bxig S-6okcy anropytmy DES nogatoTbCa OBa BEKTOPM: X Ta
y=X®(001100). Axoto HaMmMeHLIOW KinbKicTio OITIB BiApI3HATUMYTbCA

BeKkTOopu X Ta Y Ha Buxofdi S-6okcy ?

a)1; 6) 2; B) 3; r) 4.

34. 3amiHn y S, - 6okci anroputMy DES MatoTb HacTynHWi BUrnsa

151 8 146 113 4 9 7 2 13 12 0 5 10
3 134 7 15 2 8 14 12 0 1 10 6 9 11 5
6 147 11 10 4 181 5 8 126 9 3 2 15
13 8 10 1 154 2 116 7 120 5 14 9

Aki BXigHi GITOBI BEKTOPU MaloTb NOTPANUTU Ha BXia Apyroro S -Gokcy,
o6 Ha BMXoAai 3 HbOro oTpumaTt kombiHauito 01017?

a) 001100; 011101; 100000; 101001;
6) 000110; 011011; 100010; 110011;
B) 011100; 011111; 110000; 111011;
r)000110; 001111; 101010; 100011.

35. lnoteTnyHun S-6oke ( S(X))
12 2 8 4 6 15 111 10 9 3 14 5 0 12

I~
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1 15 138 103 7 4 12 5 6 110 14 9 2
r 14 1 9 12 14 2 0 6 10 13 15 3 5 8
2 1 14 7 4 108 13 15 12 9 0 3 5 6 M1

BUKOPUCTOBYETLCA aHaroridHo ctaHgapTHuMm S-6okcam anroputmy DES,
NepeTBOPIOYN  BXiAHUN 6-6iTOBMIA BeKTOp y BuxigHuUn 4-6iToBuUN.
YcTaHoBITbL BIQMOBIAHICTE MK BXigHMMK BekTtopamm 111001, 000110,
000101, 001101 Ta Buxogamn 0100, 1101, 0111, 0011.

a) S(111001)=0011, S(000110)=0100, S(000101)=1101, S(001101)=0111;
6) S(111001)=0111, S(000110)=1101, S(000101)=0100, S(001101)=0011;
8) S(111001)=0100, S(000110)=1101, S(000101)=0011, S(001101)=0111:
r) S(111001)=0011, S(000110)=1101, S(000101)=0100, S(001101)=0111.

36. YcTtaBTe nponylieHe croo: «3a gonomoroto P -6okciB anroputmy DES
4yoTupu BiTK Bif KOXHOro S- GOKCy Yy HACTynmHOMY payHAi noTpannsaTb Y
IHLUMX Pi3HUX S -BOKCIBY.

a) yotunpwm; 6) N’'aTb; B) LLICTb; r) BiCiM.

37. 3 gakowo wMeToro B anroputMm DES yBegeHa poswwuproBaribHa
nepecraHoBKka?

a) Ansa nepemiwyBaHHA OaHWUX;

6) onsa y3romkeHHs1 po3MmipiB NiBONoka gaHuX Ta payHA40BOro Krwo4a;
B) ANSA 3pYy4YHICTb noaanbLuoi poboTtn 3 S -6okcamu;

) NS yBe4eHHs aarni CTUcKkar4dol nepecTtaHOBKN.

38. Akwo 3a gonomorow kpuntoanroputmy DES 3sawmdpysatn Biokpntum
TekeT M = [O]64 (64 Hyni), TO OTPUMAEMO

a) Miaknod Nepworo payHay;

6) wundpoBaHnin TEKCT, Wo byae Biapi3HATUCA BiA [0]64;
B) KItod Wwndopy;

r) wndpoBaHUi TEKCT y BUrNAAI [0]64.

39. [na sakux 3 HWKYeHaBedeHux Lwudpis Oyne npasusibHUM Take
TBepAXeHHs: «Komnosuuia Asox wudpis 3 pisHumun knovammn Kp i Ky

eKBiBanieHTHa TakoMy caMoMy LINAPY 3 AESKUM iHLIMM Kitodem Kg»?
a) adpiHHUI Wnp;

6) wndp BixkeHepa 3 knto4amMm 04HaKOBOI JOBXUHMU;
B) anroput™ DES;
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r) wugp BixxeHepa 3 kKNtoYaMu pi3HOT AOBXMHN;
A) wndp Xinna 3 KnuyoBMMU MaTpMUAMN OLHAKOBOIO NOPSAAKY;
€) MoHoabeTKoBa MigCTaHOBKA.

40. OCHOBHMA 4YMHHMK TOro, WO wWKUppyBaHHA 3a  OMNOMOrOH0
kpuntoanroputmy DES BBaXkaeTbCsl Ha CbOrogHi HECTIMKMM — Le. ..

a) BUABMNeHHs HebesrneyHoro aedekTy y KOHCTPYKLUil S-DOKCiB anroputmy;

6) BigMOBa NpoBigHMX PO3pobHMKIB LWNGPIB Big Mmepexi Pencrens;

B) MOXNMBICTb 3namaTu Wwudp 3a 4ONOMOrol KBaHTOBOro KOMM'KOTEPA;

) HeQOCTaTHA JOBXWHA Krtoda Wndpy B YyMOBaxX 3pOCTAHHA MOTYXKHOCTI
obuncntoBanbHOI TEXHIKN.

41. BigkpuTtuin Tekect M :[0]32[1]32 LWNPYOTb 3a LOMOMOIOH anropuTMmy
DES 3 «knouyem K :[1]56 i nicna nepworo payHgy OTPUMYIOTb
lwndppoBaHuin TekcT C. AKWO BUKOpUCTaBLLM Knto4a K’:[O]56 Ha BXig

anroputmy DES nopatu Bigkputuit Tteket M’ :[1]32 [O]32 , TO nicns
MePLIOro payHay OTPUMAEMO LINPOBAHNI TEKCT
ayC; o6)M; B)C; rf C®&M ; n)HenoctaTHbO iHdopMaLii.

42. Bigkputuin Tekct M :[1]64 WndpytoTb 3a gonomoroto anroputmy DES

Ta Kkno4a K:[1]56. AKUA NPOMDKHUIA TekcT Oyae oTpumaHo nicns
nepworo payHay?

a) FFFFFFFF43272443; 6) 1111111143272443;
B)FFFFFFFF27272443 ; r) ABABABABABABABAB;
n) 4327244311111111 .

43. Aki 3 HaBegeHux kntodis anroputmy DES BigHocATbCs Ao cnabkmnx?

a) [0 [01%%; &) [A][A]; 8) [FI[F17; n[A[B];
n[BI'[B: w0117 o) [11°°[01°°.

44. Axi TBEpKEHHA rpasusibHi  WOOO0 WKUpyBaHHA 3a  4OMNOMOroOH
anroputmy DES?

a) y nepwomy payHai po3wmdpyBaHHA BUKOPUCTOBYETLCHA pPayHOOBUM
kmou Ky;
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6) y TpuHaguaTOoMy payHAi po3wundpyBaHHA  BUKOPUCTOBYETbLCS
payHaoBui knod Ky;

B) AKWO Ha BXig I-oro payHaoy 3awudpyBaHHS noTtpanus 6nok
Li_1IIRi_;, 1O Ha Bxig (16-i)-oro payHay po3LMbpyBaHHS
nopaetbes 6mok R; || L;

I y npoueci po3wmngpyBaHHa Ha BXig diHanbHOI nepecTtaHOBKU IP_1
notpannse 6nok Ly¢ || Ryg-

45. Anroputm DES 3 56-6itoBum knioyem y 1979 p., konu BIiH OyB
cTaHgapToM WuppyBaHHA, MaB [OOCTATHIO KPUNTOCTINKICTb, W06
NPOTUCTOATM MOBHOMY nepebopy KNoYiB Ha CTaHOapPTHOMY KOMM'OTEpi
TUX YaciB. [1pnMemMo, L0 NOTYXKHICTb KOMM IOTEPHOT TEXHIKM 3aranbHOro
NpU3Ha4YeHHsa WOpoKy 3pocTtae npnbnunaHo Ha 40 %. Toai y 2013 poui
anroputm DES «He noctynmBcs» © noBHoMy nepebopy kntodiB, Ak6u
OO0BXMHA Noro knioya 6yna 6 He MEHLLOHD, HixX

a) 68 6iT; 6) 70 6iT; B) 73 BiTw; r) 85 6iT; A) 98 GiT.

46. Kpuntoanroputm 2DES Bpasnusuii LWLOAO ataky «3ycTpiv nocepeanHin. li
CyTb Mnonsdrae y HacTynmHOMY: Ans napu «Bigkputunm Teket M —
BiANOBIAHWUIA WindpoBaHuii TekcT C» Ha KOXHOMY 3 MOXNUBUX KITHOYiB

sawmdposyeTbea  Bigkputun  TekeT  E (M) i poswmdposyeTbes
wudposaHnin Teket Dy (C). Kniou wndppy cknagaetbca 3 napu kiovis
(ki,k»), ans sikoi

a) Ex,(M)®C =Dy (C)®M;

6) By, (C) =Dy, (M);

8) By, (M) =Ey, (M) i Dy (C)=Dy, (C) ;
r) Ex (M) =Dy, (C).

47. Yomy anroputm 2DES He BMKOPUCTOBYETLCA [N LUMPPYBAHHA
iHbopmaLii?
a) 3aHaATO Benuka CKNagHiCTb 064YnCNeHb Takoro WnpyBaHHS;
6) pi3Ko 3pocCTaE KinbKiCTb Criabknx Ta HaniBcnabKkux KIouiBs;
B) HeJOCTaTHA JOBXWHA KIo4a;
) 3a JOMOMOrOK aTtakn «3yCTpiy nocepeanHi» CTiMKiCTb anroputmy 2DES
3BOAUTBLCA A0 CTiMKOCTi 3BnyanHoro DES.

48. Aka aTaka pobuTb WKNGpPyBaHHSA 3a AONOMoro Kpuntoanroputmy 2DES
MapHUM Yy MOPIBHSAHHI 3 WndpyBaHHAM 3a anroputmom DES?
a) aTaka «3yCTpi4 nocepeauHi»;
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6) aTaka 3a 4ONOMOrow rpyboi cunu;
B) aTaka Ha OCHOBI BMOpPAHOro BiAKPUTOro TEKCTY;
) ataka Ha OCHOBI BUBpaHOro LUMGPOBAHOIO TEKCTY.

49. Axun o6’em KOMM'IOTEPHOT NamM’aATi 3HAQObUTLCA ONS NPOBEAEHHSA aTaku
«3ycTpid nocepeauHi» Ha |-6GnokoBuin WKMMP, SAKWO  MNOABINHE
3awmndpyBaHHA  3OIMCHIOETBCSA Y BIAMOBIAHOCTI 3 PIBHAHHAM
C =Ey, (Ex,(M)), a AoexuHa koxHoro 3 kiiouis  Ki,ky cknapae n

oiTiB? BBaxaute, Lo KpuntoaHanituky BiJOMI OBI napu
Cp = By, (B, M1)) i Cy = Ey (Ex,(M3)).

a) 2nl; 0) 2n—|—l; B) 2"(n+1); 1) 2|(n+l); 0) 2"+ n+l.

50. YcTaBuTn nponyLleHi cnosa:

«AKLO BIOKPUTUIW TEKCT WndpyThb 3a gornomorot kpuntocnctemm 3DES
3 ABOMa KIfiodamu, TO HaWMOLUMPEHILOK CXEMOK € Taka: y nepLiomy
Kackagi BUKOHYETbCHA ..., Yy Opyromy kackagi — ..., y TpeTboMy
Kackagi — ...»

a) 3awmdpyBaHH4, 3aiMpyBaHH4A, po3LLMpyBaHHS;
6) 3awmnpyBaHHs, po3wMdpPyBaHHS, 3aINdpPyBaHHS;

B) po3WndpyBaHHS, 3alngpyBaHHS, PO3LLNGPYBaHHS;
) po3WwmncpyBaHHS, po3LLINGPYBaHHS, 3alundpyBaHHS.

51. AkMM € BigHOLWEHHS OOBXUHU edpeKTUBHOro knoda anroputmy 3DES go
AOBXUHN edeKTUBHOro knioya npoctoro anroputmy DES? Bpaxysatu
MOXIUBICTb MPOBEAEHHS aTaku «3yCTpiv nocepeamnHi».

a) 80/32; 6) 112/64: B) 168/56; r) 80/56.

52. YoMy [0piBHIOE BIAHOLLEHHA LIBUAKOCTI LWMMPYBaHHA V; 3a AONOMOro

kpuntoanroputmy DES fo wBuakocTi  wWnpyBaHHA V, 3a [OMOMOro
Kpuntoanroputmy 3DES?

a)9; 6) 2; B) 3; r)1/3; n) 6; e) 1/2.

53. MNModAcHITbL NpuHUMN cxemun WwndpysaHHA kpuntocuctemu 3DES.

a) y kpuntocuctemi 3DES 3aBXxau BUKOPUCTOBYKOTLCA TpU okpemi 128-
GiTOBI KMOYi, 3 SAKMX 3@ KMNOYOBUM PO3KMNAgOM BUPOBNAETLCS
edEeKTUBHNI KItoY AOBXNHOL 384 6iTu;

6) y kpuntocuctemi 3DES cnoyatky ABidi BUKOHYETLCA LWINPPYBaAHHA Ha
ABox 56-6iToBMx Kro4vax, a gani — wugpyBaHHA 3a [OMOMOror
dYHKUIT «3yCTpiv nocepeavHi» i kntova JoBxnHow 112 BiTis;
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B) y kpuntocuctemi 3DES BukopucToBytoTbCca ABa abo Tpu 56-6iToBI
Kntodi, TekcT obpobnseTbcs 3a CXeMow  «3awundpyBaHHs-
po3LndpyBaHHA-3aLLINPPYBAHHAY abo «3aWwmndgpyBaHHs-
3awmpyBaHHA-3aWINGPYBaAHHAY;

r) y kpuntocuctemi 3DES cnouvatky BWKOHYeETbCA 3alimMpyBaHHA i
po3wncpyBaHHA Ha [OBOX Pi3HUX 56-O0iToBMX KnNoyax, a pgani —
LWUNPPYBaAHHA 3a JOMOMOro (PYHKLUIT «3yCTpid nocepeaunHi» i Knwoya
OOBXMHOK 256 6iTiB.

54. Ak anropuTMm cTaB CTaHOAPTOM CUMETPUYHOrO anroputMmy GroKOBOro
wndpysaHHa CLUA, suticHmBLum anroputm DES?

a) RSA; 6) KERBEROS; B)BLOWFISH; r) RIJNDAEL.

55. Moninom X + x> +1 y noni GF(28) BianoBigae 8-6iToBoMy CnoBy

a) 10100001; 6) 10000010; B) 01100001; r) 11100001.

56. Y anroputmi AES neBHi onepauil BUMKOHYKOTbCA Hag Oantamu, SKi
pO3rnNaaarnTbCs K efleMEHTU Nong

a) GF(2'%):  6) GF(2%);  B) GF(2?); r GF(2°%).

57. Axuin MHOrouneH y noni GF(28)Bi,u,nosi,u,ae Ganty 01010111 (57 y
LWICTHAOUATUPIYHIN CUCTEMI YNCIEHHS)?

a)X8+X5+X3+X2+X; 6)x5+x +x2+1;

B)X7+X4+X2+X+1; r)X6+X4+X2+X+1.

3

58. HAkuin  mMHorouneH y noni GF(28) Bianoeigae 6Ganty F8 y
LLIiICTHAOUSATKOBIN CUCTEMI YNCNEHHA?

a) x8+x7+x6+x5+x4; 0) x7+x6+x5+x4+x3+x2+x+1;

B)X7+X6+X5+X4+X3; r)x2

+X+1.

59. Y anroputmi AES MHOXeHHs enemeHTiB nons GF(2°) sBogutbcs Ao
MHOXEHHSI MHOIOYSIEHIB i3 3BEdEHHsIM X 3a mMoayrnemMm [BIMKOBOro
MHOroYneHy
a) X+ % + X

B) XS +x* + x°

+x2+1; 6) x6+x3+x2+x+1;

6 4 2

+X+1; ) X~ +X + X" +Xx+1.
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60. Yum BigpisHsETbLCA WNpyBaHHA B OCTaHHbOMY payHAi anroputmy AES
BiJ LWMpyBaHHA Y NonepeaHix payHaax?

a) BiCYTHICTIO NepeMillyBaHHS CTOBNLUiB maTpuui State;
6) BiACyTHICTIO 3aMiHM B6anTiB;

B) BiCYTHICTIO 3CyBY psiakiB maTtpuui State;

) BIACYTHICTIO Ao4aBaHHA payHOOBOro nigkroya.

61. Lo 3abeaneyye cTinkicTb Kpuntoanroputmy AES?

a) rHyJKiCTb;

6) npocToTa peanisadii;

B) AOBXMHA KIo4a;

) MOXINMBICTb WnpyBaT 6OKN Pi3HOT AOBXKUHN.

62. [loexunHa kntoda kpuntoanropntmy AES sanexuTs Big

a) OOBXMHM BrioKa WG POBaHOrO TEKCTY;
6) KinbKOCTI payHAiB LWNGPYBaHHS;

B) Bepcil kpuntoanropntmy AES;

) He 3MIHIETLCH Yy Oyab-IKOMY pasi.

63. Aka noBxuHa kntoda y ctaHgapTti AES?

a) Tinbkn 128 6GiTiB.; 0) Tinbkn 192 6iTa;
B) TiNbkn 256 OIiTiB; r) 6yab-sika 3 HaBe4EHUX BULLE.

64. Aka OoBXWHA payHOOBMX KITOYIB BCTAHOBSEHA Yy CTaH4apTi WndpyBaHHSA
AES?

a) Tinbkn 128 6GiTiB; 0) Tinbkn 192 6iTa;
B) TiNbkn 256 OIiTiB; ) 3anexXuTb Bif BepCii KpMNToanroputmy;
[) 3anexuTb Bif KiNbKOCTI payHAiB LaHOT BepCil.

65. lpn wndpysBaHHi 3a gonomorow anroputMmy AES Bigkputuin TekcT
po30MBaETLCA HA B6NTOKM JOBXUHOK

a) Tinbkn 128 6iTiB; 6) Tinbkn 192 6iTa;
B) Tiflbkn 256 OITiB; ) 3anexXuTb Bif BepCii KpAToanroputMmy;
0) 3anexuTb Bif KiNbKOCTI payHAiB AaHOT BePCil.

66. Ak HasmBalOTb MPOMIKHI pe3ynbTaTv Npu WKUgpyBaHHi 3a 4OMOMOIoK
anroputmy AES?

a) 6roku; 6) cTaHu; B) payHau; ) maTpuuy; n) 6antn.
67. 3anucatn maTpuuio State, wo mae 6yt nogaHa Ha BXig NepLUOro

payHgy anroputmy AES, 4KWO BiOKPUTUA TEKCT Yy LWICTHAOUATKOBIN
cUCTeMi Mae BuUrnaa
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(0B 0OA 1410 02 11 03 07 00 05 OD 20 OE 12 05 1E)+

0B 00
0A 05
14 0D
a) 0B 0A 14 10 02 11 03 07). 6) 10 20 |.
00 05 0D 20 OE 12 05 1E)’ 02 OE |’
11 12
03 05
07 1E
0B O0A 14 10 0B 02 00 OE
B) 02 11 03 07]. ) OA 11 05 12
00 05 0D 20| 14 03 0D 05
OE 12 05 1E 10 07 20 1E

68. Aka 3 4YOTMPLOX BHYTPIWHIX onepauin payHay WndpyBaHHA anroputmy
AES He 3MmiH0€ BMicTy 6GanTiB O6noky, nogaHoro Ha i Bxig?

a) SubBytes(State); 6) ShiftRows(State);
B) MixColumns(State); r) AddRoundKey(State, RoundKey).

69. Y anroputmi AES onepauis SubBytes(State)— ue

a) NepeTBOPEHHs, Mpu sKkoMy psaku matpuui Statecrany umkniyHo
3CyBalOTbCA Ha Pi3Hi 3HAYEHHS,

6) onepauis XOR Hapg 6ainTtamu knoda payHay i Gantamu matpuui
State;

B) HeniHinHa GanToBa NiACTAaHOBKA, LLUO BMKOHYETLCS HEe3anexHo And
KOXXHOro 6amnTy CcTaHy;
r) nepemiwlyBaHHs cToBnUiB MaTpuui State.

70. S -6okc y anroputmi AES Bigobpaxae

a) oanH 6anT B ognH 6anT;

0) wicTtb GiTIB y YoTUPYM BITY;

B) WicTb 6anTiB 'y 4oTnpmn 6anTu;
) YyoTupm BiTK y WicTb BITIB.

71. fka anrebpa BukopuctoByeTbes B onepadii MixColumns wundppa AES?

a) anre6Gpa MHOrouYneHiB Hag nonem GF(28);
6) anrebpa mHorouneHiB Hag nonem GF(p);

B) anrebpa MHOrouneHis Hag nonem GF(24);
) HeYiTKa norika.
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72. YcTtaBTe NOTpiOHI YncniBHukn: «Y anroputmi AES matpuus State mictutb
... pagkun, a kinbkicte ND 17 cTtoBnuiB € 4acTkolo Big AiNEHHS OOBXWUHU
BnoKy Ha ...»

a) YOTUPU; YOTUPMU; 6) 4YoTupK; BICiMm; B) BiCiM; LLIICTHAQUATD;
) YoTnpw; TPNOUATL OBa; 4) BiciM; BiCiM.

73.3a [ponomMorol BHYTPiWHLOI onepauin  SubBytes(State) 6anTt 45
nepeTBOpUTLCA Ha B6anT

a) 2016; 6) 4716; B) 6E16; r) FD16.

SubBytes(State)

MmO O P O ooNOLAWN=

74. B anroputmi AES KinbkicTb Nk 32-6iToBUX CniB, WO CKNagawTb KoY

Lmapy,

a) MoXe OOpPIBHIOBATU TinbKkuy 8; 6) nopisHioe 4,6, abo 8;
B) 3aneXuTb Bif KiSIbKOCTI payHAiB; r) 3aBxau ctana.

75. B anroputmi AES npu 3awmndpyBaHHi Ha BXig nepworo payHay
nogaetbcs maTpuusa State, wo 36iraeTbcs 3 MaTpuUErD ..., @ BUXOAOM
OCTaHHbLOro payHay €...

a) OutputBlock ; wudpoBaHwii TekcT;
6) InputBlock; wudposaHuit Tekcr;
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B) InputBlock; OutputBlock ;
r) SubBytes(State); ShiftRows(State).

76. Ak TBEpOKEHHS rpasusibHi WOoA0 BHYTPILWHIX pyHKUin wndpy AES?

a) 3a ponomoroto dyHkuii  SubBytes(State) BukoHyeTbes  niHiliHa

niacTaHoBKa KOXXHoro 6anta amiHHoi State;
6) dyHkuia MixColumns(State) nouvHae gisTV Tinbku Npu BenUKomy

Kntodi y 256 OiTiB;
B) npusHayeHHs ¢yHkuin ShiftRows i MixColumns - nepewmiwaTtm
Gantn, po3TawloBaHi B pPi3HNX Micusax 6noka BMXigHOro NOBIAOMMNEHHS;
r) dyHkuis ShiftRows(State) exuBaeTbca [0 KOXHOrO psigka MaTpuui

State.

77. PesynbTaT NOCMigOBHONO 3aCTOCyBaHHSA SKUX OBOX (PyHKUiN wndpy AES
He 3anexuTb Bifg NopAaKy X BAKOHAHHA?

a) SubBytes i ShiftRows; 6) ShiftRows i MixColumns;
B) MixColumns i AddRoundKey; r) AddRoundKey i SubBytes.

78. lMepen KoHdigeHUiHOW nepepadeto nosigomneHHss M goBXuHoO
128 6iTiB KopuctyBadi A Ta B y3rogxywTb TaeMHWW, BUNAAKOBO
BMGpaHuin 128-6itoBuin knod K. 3awmndpysat noBigomMneHHs MoXxHa
OBOMa LwWnsxamun: abo 3a OOMNOMOro O4HOPA30BOro LWMdpyBanbHOro

OnokHOTY 3rigHO 3 piBHAHHAM wudpyBaHHs C, =M @K abo 3a

nonomoroto kpuntoanroputmy AES Ha knwodi K, 106TO 3HanLwoBLUK
C, =AES (M). Mpunyctmo, WO 3MOBMWUCHMK 3HAE MOYaTKOBY

YyacTuHy nosigomneHHss M , moxe nepexonuTy LWNGPOBaHUA TEKCT Ta
Xo4e npouYnTatM BCE HagicnaHe MoBiAOMMNEHHS. AKWO B HbOMO €
HeoOMeXeHi obuncnioBanbHi pecypcu Ta 4vac, wob y 6yab-akmin cnocid
3HaNTU KoY, TO siKke WndpyBaHHA GinbL 6e3neyvHe?

a) wudpyBaHHA 3a OOMOMOrow OAHOPasoBOro 65okHOTY 6easnevHiwe,
OCKIfTbKN TOAi, HaBiTb MEPEBIPUBLLUN BCi MOXMKUBI KIOYi, BigHOBUTHU
HeBiQOMY YaCTMHY NOBILOMMNEHHA HEMOXIMBO. Y pasi XX BUKOPUCTaAHHS
AES cynpoTMBHMK B KiHLi KiHLIB NpoYMTae BCE NOBILOMIIEHHS;

6) wupyBaHHa 3a gonomorok KpuntoanropnutMmy AES 6eanevHiwe,
OCKiflbKM nepeBipka BCIX KIOYIB He [dae MOXIMBOCTI NpoYnTaTtu
wngposaHnn  Tekct. [lpn  wmncppyBaHHi X 33  OOMNOMOrow
OOHOPAa30BOro  WKNdpyBanbHOro  GMOKHOTY  3aBOsKM  MOBHOMY
nepebopy KNYiB MOXHa NpoYnTaTn BCE NOBIOOMIIEHHS;
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B) obuaBsi cxemun wndpyBaHHA ogHakoBO 6e3neyHi, 60 B 060x BMnagkax
CYNPOTUBHUK 3MOXe 3a [JOMOMOrol MOBHOMO nepebopy KrouiB
BiJHOBUTU BECb TEKCT;

r) obugsi cxemu LwndpyBaHHA Oe3neyHi, OCKINbkM MNOBHWUIA nNepedip
KINIOYiB He JO3BOJSISE 3a peasibHUM Yac po3wndpysaTy NOBILOMIIEHHS.

79. Y cKinbkn pasiB Ginbwe onepauin WndpyBaHHA NOTPIGHO NpoBecTn AJS
NPoOBeLEHHA aTaku 3a Jornomorow rpybol cunu npotu anroputmy AES-
128, HiXX npoTtn anroputmy DES?

a) 272; 0) 264; B) 256; r) 218

80. Hexan icHye nporpamHo-anapaTHUW NPUCTPIN, 30aTHUN NepeBipATU
1 mnipg 128 -6itoBux kntodis anroputmy AES 3a cekyHay. Ak OOBro B Lmx
yMOBax TpuBaTUMe MOLLYK Krtova anroputmy?

a) MeHLUe, HiXX roauHy; 0) Oinblle 3a AeHb, ane MeHLIe TUXHS;
B) BinbLue 3a TMXAEHb, ane MeHLe MiCAUs;

r) 6inbwe 100 pokiB, ane MeHLe HiXX MiNbUOH POKiB;

A) 6inbLue, HiXX MiNbspa, POKIB.

81. [1na KoXHOI 3 HaBeOeHuxX onepauin, BukopucTaHmx B anroputmi DES,
3HanaiTb onepadito B anroputMmi AES, cxoxy 3a CBO€IO gi€to.

1. TligcymoByBaHHS 3a MoAynem 2 payHOOBOro Krwo4ya Ta BUXIQHOrO
3HayeHHst yHkuii fpeg;
2. lMigcymoByBaHHSA 3a Mogyriem 2 BUXIQHOMO 3HAYEHHSA  PYHKLT fDES

Ta B6iTiB NniBoro niBookKa;
3. S-6okc; 4. P-6okc; 5. 3amiHa nonoBuH BNokKiB.

a) MixColumns; 6) SubBytes; B)onepauisi He € HeOGXigHOW;
r) ShiftRows; n) AddRoundKey.
82. MeTog 3actocyBaHHs  OMOKOBOro  WKUAPY, SKMA  NEPEeTBOPIOE

NOCNIAOBHICTE  OMOKIB  BIOKPUTUX OdaHUX Yy  MOCAIAOBHICTb  6GOKiB
LUNGOpOBaHMX JaHNX Ha3nBaKTb

a) NPOTOKOSIOM,;

6) peXxXnMom LLUNPYBaHHS;

B) KpynTorpadivyHUM NPUMITUBOM;
) raMyBaHHSAM.

83. Pi3Hi pexxumu wndpyBaHHA 6oKoBMX WNdpis po3pobrieHi 3 MeTor

a) NiaBULWMUTU CTIMKICTb anropuTMmy;
6) 36iNbWNTN OOBXUHY KITtoYa WNdpPY;
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B) 3abe3neynT¥ MOXNMBICTb LWUINAPYBAHHA BiOKPUTOro TEKCTY, LOBXMHA
AKoro Oinblia, HiXK OOBXWHA Onoka wudpyBaHHs, Ska nependadveHa
anropuTtMom;

r) 3abe3neunTn MOXNMBICTb WNGPYBAHHS BIAKPUTOrO TEKCTY MopuismMu,
MEHLUMMM, HDK OOBXWHaA Onoka wWwndpyBaHHs, gka nepenbadeHa
anropuTMom.

84. Y akux pexmumax 6rnoKoBi WWMdpU MOXXHaA BUKOPUCTOBYBATU SIK MOTOKOBI?
a) ECB; 6) CBC; B) CFB; r) OFB; n) CTR.

85. [na wwudpyBaHHA Ta gelwmngpyBaHHA MacuBeiB (aunis 3 OOBINbHUM
AO0CTYNOM A0UiNbHO 3acTOCOBYBaTH BNOKOBUIA LUNAIP Y PEXUMI

a) ECB; 6) CBC; B) CFB; r) OFB; n) CTR.

86. Y akux pexumax DES moxHa wngpysaTtn 6noku Big 1 oo 8 6itiB?

a) CTR, OFB, CFB;
6) OFB, CFB, ECB;
8) OFB, CFB, CBC:;
r) CTR, CBC, CFB;

n) CFB, ECB, CBC.

87. YcTaHoBITb BiANOBIAHICTb MiXK HaBegeHUMn Ha puc.3.7 cxemamn 1 — 4 Ta
pexnmMamu wnpysaHa 610KOBUX LLINAPIB.

a) cxema 1 — ECB; cxema 2 - CBC; cxema 3 - CFB; cxema 4 — OFB;
6) cxema 1 -CBC; cxema 2 — ECB; cxema 3 — OFB; cxema 4 — CFB;
B) cxema 1 — OFB; cxema 2 — CFB; cxema 3 — ECB; cxema4 - CBC;
r)cxema 1 — CFB; cxema 2 - CBC; cxema 3 - ECB; cxema4 - OFB.

88. HAki pexmmm 6nokoBux wWUdpPiB AaloTb 3Mmory LwudpyBatn H6noku

BIOKPUTOro TEeKCTy goBxuHot Big 1 Oita go 8 6iTiB 63 gogaTkoBOro
[OMOBHEHHA?

a) ECB; 6) CBC; B) CFB; r) OFB; n) CTR.
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89. Aka 3 HaBegeHNX BNacTMBOCTEN He npuTamaHHa pexumy ECB 6rnokoBux
Lwndopis?

a) Oyab-ski ABa ogHaKoBi OMNOKM BIAKPUTOro TEKCTY npu WKdpyBaHHI
NnepeTBOPIOKTLCA HA OAHAKOBI BIIOKM LUNAPOTEKCTY;

6) MoxxHa 30INCHUTHU napanesibHe po3LwmndpyBaHHA Pi3HNX
3awmdopoBaHmx 60KiB;

B) AKLWO 3awmndpoBaHumn 6ok byae 3amiHeHO abo nepegaHo 3 NOMUIIKOO,
TO Npy po3WndpyBaHHI BiANOBIAHUA BIAKPUTUA BMOK Ta 8cCi HACTYnMHi
OGnokn OyayTb MOLUKOKEHI;

) BNacTuBoCTi a, 6, B yCi NpaBUbHi.

90. Y pexumi ECB BigKpnTU TEKCT NOPIBHIETBLCS 3a OOMOMOroK KOAOBOI

KHUMN 3
a) KOOOBUM KIOYeM; 6) onepaduieto WnppyBaHHS;
B) NEBHUM arirOPUTMOM; r) Wn1poBaHMM TEKCTOM.

91. Heponik pexumy ECB — ue

a) oeTepMiHiCTUYHE WNdpYBaHHS;

6) cknagHicTb anropuTmy peanisauii;

B) HE3Ha4YHUKM Po3Mmip 6OKIB, LLO MOXHA WKdpyBaTy;
) HEOBXIAHICTb PO3BUTTA BIOKPUTOrO TEKCTY Ha BrIOKN.

92. Aki ocHoBHI Npobnemn 6esnekn pexnmy ECB 6nokosux wungpis?

a) MNiHinHa 3anexHicTb MiXK bnokamu WG POBAHOIo TEKCTY;

6) BUCOKa MMOBIPHICTb NepexonneHHs ogHoro 6510Ka;

B) He3anexHicTb 6nokiB Ta MOXNMBICTb 36iry 6510KiB Nicns WwupyBaHHS;
) HECTIMKICTb 40 aTaku 3 NOBTOPEHHAM B1OKIB.

93. Ak mMoxHa nogonatnm npobnemn 6esnekn pexumy ECB 6nokoBux
Lwndopis?

a) 30iNbLUEHHAM OOBXMHM KITtoda Wwndpy;

0) 3acTOCyBaHHAM 3BOPOTHOIO 3B'A3KYy MK BXe 3awuppoBaHUMU
Bbrnokamu i Wwe He3awmndpoBaHUMN BrIOKaMun JaHUX;

B) yBEIEHHAM BEKTOpa iHiuianisauii;

) HEPIBHOMIPHUM PO3BUTTAM BiLKPUTOro TEKCTY Ha BI10KW.

94. 3a gonomoroto pexumy CBC 6510k0BOro Wngpy MOXInBo

a) 3abe3neunTn NOTOKOOPIEHTOBAHY Nepeaady AaHuX;
6) NigBULWMTN WBNOKICTb LWNGPYBaHHS;
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B) NepeTBOPUTN OAHAKOBI OSfIOKM BIOKPUTOrO TEKCTY Ha pi3Hi BGroku
LUNGOPOTEKCTY;

) BiAMOBUTUCA Bif pO3BUTTSA BIOKPUTOro TEKCTY Ha LNy KinbKicTb 6510KiB
NOTPIOHOT AOBXMHM.

95. LUWwndpyBaHHa y pexumi CBC BUKOHYHOTbL 3rigHO 3 nNpaBuUiioM
Ci=Ex(R®Ci_)), i=12,..., pe 6nok C HasmBaeTbCs

a) BEKTOPOM iHiuianisauii;

6) rofloBHOO YaCTUHOHO Kro4a Wwudpy;
B) 6510kOM BigOINtoBaHHS;

r) 65T0KOM OONOBHEHHS.

96. BekTop iHidianisauil y pexumi CBC 3actocoByoTb

a) Npu WnpyBaHHi nepLioro 6NoKy BiAKPUTOro TEKCTY;

6) ons BigMeXXyBaHHS nepLuoro 6sioka WnudpoBaHOro TEKCTY;

B) AN cneuianbHOT 00pobKkM OCTaHHBOro 6roka WndpPoBaHOro TEKCTY;
) ANs BU3Ha4YeHHs1 po3MipiB nepLioro 6510ka BiAKPUTOro TEKCTY.

97. Aka 3 HaBegeHUX BracTMBOCTEN NpuTamaHHa pexunmy CBC 6nokoBux
lwndopis?

a) Oyob-aki  OBa  OGMOKM  BIOKPUTOrO  TEKCTY npu  WKdpPyBaHHI
NnepeTBOPIOITLCH Ha OQHAKOBI 6N0OKN LUNGPOBAHOIO TEKCTY;

6) MOXHa 34iMCHUTHU napanenbHe po3LndpyBaHHSA PiI3HNX
3awmpoBaHmx BNOKiB;

B) AKLO 3awmndpoBaHumn 6510k 6yae 3amiHeHO abo nepegaHo 3 NOMUIIKOLO,
TO Npu po3wmnpyBaHHi BiANOBIAHUW BIAKPUTUIMA BNOK Ta BCi HACTYIHI
O6noku 6yayTb MOLUKOOKEHI;

r) pexxum CBC mae BCi BuLLiEHa3BaHi BacTUBOCTI a, 6, B.

98. Y gakux pexumax OnokoBux WKUGPIB CUMBOSMM BIOKPUTOrO TEKCTY
34iNIITLCA, 3aBOAKM YOMY LUNGPOBAHUN TEKCT 3aneXxuTb Bif YCbOro
nonepeaHbLOro BiAKPUTOro TEKCTY?

a) ECB; 6) CBC,; B) CFB; r) OFB.

99. Y 4akux pexmmax CTOpOHa, LWo wWwudpye iHpopmaLito, i CTOPOHa, WO
pPO3LWNPPOBYE, BUKOPUCTOBYIOTb BSIOKOBUIM LIMGP AN WndpyBaHHA?

a) ECB; 6) CBC; B) CFB; r) OFB.

100. Pexxum OFB 6a3syeTbCcsi Ha TOMy, WO KOXeH OIT y WwWndpoBaHOMY TEKCTI
3anexiTb BiA

a) nonepenHix OITIB BIAKPUTOrO TEKCTY;
6) nonepeaHix BiTiB LLMGPOBAHOIO TEKCTY;
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B) BiTiB KNtoya;
r) 6iTiB BekTOpa iHiyianizauil.

101. Y dkomy pexunmi OnokoBmx WNPPIB HE BUKOPUCTOBYETLCS BEKTOP
iHiLianisauii?
a) ECB; 6) CBC; B) CFB; r) OFB.

102. Akmm Oyne edpekT Big nomunkm B ogHomy 6iTi 6rioka wmdpoBaHoro

TEKCTY, OTpUMaHoro npuv wundpysaHHi 3a gonomoroto DES y pexumi
ECB?

a) noMmurika 3 MMOBIPHICTIO 1/2 npu po3wmndpyBaHHi y byab-akomy BiTi
HaCTyMnHOro 6roka W1 poBaHOro TEKCTY;

0) nomunka npu po3wndpyBaHHi B TOMY caMmomMy BiTi Liboro 6noka;

B) nomMusika 3 UMOBIPHICTIO 1/2 npu po3wmndpyBaHHi y byab-akomy OiTi
Lboro 6roka;

) noMunKa npu poswmngpyBaHHi B ogHOMY OiTi y Tih camin no3uLii y BCix
noganbLmnx 6riokax.

103. Axkmm Oyge edpekT Big nomunkm B ogHomy 6iTi 6noka wmdpoBaHoro

TEKCTY, OTpUMaHoOro npu wundpysaHHi 3a gonomoroto DES y pexumi
CBC?

a) nomMunka npu poswndpyBaHHi y 6yab-akomy 6iTi Lboro 6noka;

6) nomunka npu pos3wmndpyBaHHi y ToMy camomy OiTi y HacTynHomy
onoui;

B) noMurka npu poswmndpysaHHi y Byab-akomy 6iTi pewwitn 6rokis;

r) nomMunka npu poswmndpyBaHHi B ogHomy OiTi y Ti camin no3uuii y BCix
noganbLmnx 6nokax BigKpUTOro TEKCTY.

104. Axum Byge edekT Big noMunku B ogHomy 6iTi 6roka Cj LUNJOPOBaHOro

TEKCTY, OTpUMaHoro npu wundpysaHHi 3a gonomoroto DES y pexumi
CFB?

a) noMurka npu pos3wmndgpyBaHHi y BCix biTax Luboro 6mnoka;
6) nomunka npu poswmngpyBaHHi y Tomy camomy 6iTi broka Cj;

B) nomunka y 6iTi B Tin camin no3uuil npu po3wmndpyBaHHi y BCix 6rokax 3
NapHYMKU HOMEpaM;
r) nomunka y 6yab-akomy 6iTi npu po3swmdpyBaHHi 6nokis Cj, Cj+1,

Cj+n/s’ e N i S — [OBXMHW Onoka BXiOHMX AaHWX Ta nopuil
LUNPOTEKCTY.
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105. Aknm Byoe edpekT Big nomunkn B ogHomy 6iTi 6roka wmdpoBaHoro
TEKCTY, OTPUMaHOro npu wundpysaHHi 3a gornomoroo DES y pexumi
OFB?

a) noMurka npu pos3wmndpyBaHHi y BCix BiTax Lboro 6noka;

6) nomunka npu po3wmndpyBaHHi y Tomy camomy 6iTi uboro 60ka;

B) nomusika y 6iTi B Tih camin no3uuii npu poswmndpyBaHHi y BCix 6riokax;

N noMunka npu poswndpyBaHHi y TOMy X camomy 6iTi HacTynHoro
Broka.

106. Axkum 6yne edpekT Big NOMUNKM B 1-oMy GiTi BekTopa iHiuianisauii npu
lWwndppysaHHi 3a gonomoroto DES y pexumi CBC?

a) NoMunKa npu poswndpyBaHHi B 1-oMy BiTi y KoxXHOMY 6rioLi;
6) nomunka npu poswmndpysaHHi B (i + 1) -omy 6GiTi ocTaHHbOro 6noka;

B) noMuUnKa B ogHoMy BiTi npu po3wmngpyBaHHi nepioro 651oka;
r) nomunka B I1-omy 6iTi BekTOpa iHiulianisauil He BMAWHE Ha
po3LNdpyBaHHS.

107. Ha pwuc. 3.8 nopaHo opuriHanbHe ©6iToBe 306paxeHHs embriemu
cimenctBa onepauinHmx cuctem LINUX (niHreiHa Tykc), B3ATe 3 Biki-
canty «Pexumbl wupoBaHusa», Ta pesynbTar WUEPYBaAHHSA L€l
emMbrnemMn, OTpUMaHumn 3a pgonomorok  ©6nokosoro  wMdpy.
36epexeHHss CTaTUCTUYHUX OCODNMBOCTEN BIAKPUTOro 300paKeHHs
npu WnpyBaHHi CBIAYNTb, WO BIOKOBUIN anroputM BUKOPUCTOBYBCS Y
peXUMI

a) ECB; 6) CBC; B) OFB,; r) CTR.

Puc. 3.8

108. Cepeq 6nokie M;,M,,...,M, Biakputoro Tekcty i-uit Ta j-uit Gnokm
opHakosi, T06T0 M; =M ; npu I # J. Mpn AkOMy pexumi LWNGPYyBaHHS
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109.

110.

111.

112.

MOXHa OyTM BNEBHEHUM, LLO BiAMNOBIAHI WKdpoBaHi 6510kM Ci Ta CJ-
TakoXx 3biraTumyTbCca?

a) ECB; 6) CBC; B) OFB; r) CTR.
LLndppyBaHHA noBigOMIIEHb, CKMadeHUX 3 BESIMKOI KiflbKOCTi ©nokis,
Bbyne edpekTUBHILWNM, AKWO OoKpeMi 6510kM WwndpysaTu napanesneHo. Lle
MOXIIMBO 3a YMOBMW, LLO LUNPPYBAHHA KOXKHOIo 610Ky 3anexuTb nue
BiA (pikcoBaHOI KiNbKOCTI nonepenHix 6rokiB Ta BeKTopa iHiuianisauii
(SKWO OCTaHHin NOTPIBHUN). Y skoMy pexumi 6NoKoBOro Mg pyBaHHA
MOXXHa 34iMCHIOBaTN NapanenbHe WndpyBaHHA?

a) ECB; 6) CBC; B) OFB; r) CTR.

Okpemi 6noKu BEnMKOro WMMpPOBaHOro NOBIAOMIIEHHS, CKNageHoro 3i
3HaYHOI KinbKoCTi 6r0KiB, MOXHa po3wundpyBaTn napanenbHo, SKLWO
poswmndpyBaHHSa 6noka 3anexunTb Bif BeKTopa iHiuianisauil (SKwo BiH
nepenbayaeTbCsa pexMMoMm) Ta (PIiKCOBaHOI KifIbKOCTI  nonepeaHix
LUNppoBaHMX BOKIB. Y SKMUX pexmmax 65I0KOBOro LwnpyBaHHA MOXHa
34iCcHIOBaTK NapanernbHe po3wmndpyBaHHA?

a) ECB; 6) CBC; B) OFB; r) CTR.

[loBXWHa BiAKPUTOro NoBiAOMINEHHA MEHLLa 3a A0BXWUHY 6roka, Wo Mae

nogaBatnuca Ha Bxig 6nokosoro wudpy. [lpyn  gkux  pexmmax
lWNpYBaHHA  MOXHa  3awndpyBaT Take MoBiOOMMEHHs  6e3
JOMNOBHEHHA?

a) ECB; 6) CBC; B) CFB; r) OFB.

Bigomo, WO NOLWKOOXEHHN Mig Yac nepenadi 6noky Cj LUNJOPOBaHOro

TEKCTY, OTPMMAHOro 3a [JOMoMorol 610KOBOro KpUNToanroputmy,
CMPUYNHSAE NPU PO3WNGPYBaHHI BUHMKHEHHSA NOMUITOK Yy AesKux 6rokax
BIOKPUTOrO  TEKCTY. YCTaHOBITb  BIAMNOBIOHICTE MDK  peXxumamu
wndppysaHHa ECB, CBC, CFB, OFB ta CTR Ta nowkogXeHHAaM 65okiB
BIOKPUTOro TEKCTY.

1 — NOLWIKOAXKEHHA oaHoro 6rnoka M j BiKPUTOrO TEKCTY;

2 — NMOLWKOOXKEeHHs 6rnokis MJ— Ta M j+1 BIAKPUTOro TEKCTY;

n L
3 — NOLLKOOKEHHSA Onoka Mj Ta HacTynHux ——1 GnokiB BigkpuUTOro
r
TeKCTy (N— po3mip 6noka, I— goBXxuHa nopuii WNGPOTEKCTY).

a)1-ECB,CTR,OFB; 2-CBC; 3-CFB;
6) 1 - ECB,CTR; 2-CBC, OFB; 3-CFB;
B) 1 -ECB, CTR, OFB; 2-CFB; 3-CBC;
r)1-ECB, OFB; 2-CBC,CTR; 3-CFB;

n)1-CTR, CFB; 2-CBC, ECB; 3-OFB;
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113.

114.

115.

116.

117.

e)1-ECB,CTR,CBC; 2-CFB; 3-O0OFB.

YCTaHOoBITb BIiAMNOBIAHICTE MK peXmmMamu LWNGPYBAHHA Ta KiNbKICTHO
6rokiB BIiOKPUTOrO TEKCTY, WO 6yayTb po3wmndpoBaHi 3 MoMunkamu,
AKWO Npu nepegadvi oauH 3 wudpoBaHmMx 6nokiB 6yB nepegaHui
NOLKOOKeHUM. Bignosigi sanuwite y Apyrnn psaok Tadnuui:

ECB CBC CFB-r OFB CTR

YCTaHOBITb BIANOBIOHICTL MK peXuMamu WndpyBaHHA Ta KinbKiCTHO
6GrokiB BigKpUTOro TekcTy, Wo OyayTb po3wmdpoBaHi 3 NoMUNKamu,
AKWO npu nepefadi ogvH 3 wudposaHMx ©OnokiB 6yno BTpadeHo.
Bignosigi 3anuwlite y Apyrumn pagok tabnuui:

ECB CBC CFB-r OFB CTR

Akuin pexkum wmndpyBaHHA gae 3Mory 3’scyBaTi, WO WngpoTekcT byB
3MiHEHU Yy npoueci nepegadi, To6TO nepefaHnin LWNGPOTEKCT He
BiaNoBigae BIOKPUTOMY TEKCTY?

a) ECB; 6) CBC; B) OFB; r) CTR.

Bigkpute nosigomnenHHa M, wo cknapaetbca 3 128-6iToBMx GRokiB
M{,M»,...,M|, wndpytoTs 3a gonomoroto kpuntoanroputmy AES-128
3 kntodem K. lMepwunii 6nok WMPOTEKCTY — HaBMaHHSA BUBpaHWUIA
128-6iToBun 6nok C), a pewTta LwudpoBaHnx 610KiB YTBOPIOOTLCS 3
NpaBuIIOM:

Ci =Ci_| ® AESk (M), i=12,..1.

YBecb  WwupoBaHMA  TEKCT — L€  KOHKaTeHauia  6nokis
CollCiICy |]...[|Cy. Y uyomy nonsrae HebGesneka TaKkoro pexumy
LUNPPYBAHHA?

a) nepecTtaHoOBKa 6rokis LUMCPpOBaAHOTO TEKCTY 3YMOBIIOE
nepecTaHOBKY BigMNOBIAHUX OMOKIB BIAKPUTOrOo TEKCTY i MNopyLuye
LiNiCHICTb iHpopMaLiT;

6) CyNnpOTUBHUK  MOXE  HEMNOMIiTHO  MIiAMIHUTM  OKpemMi  Bnoku
LWNPPOTEKCTY IHLLIMMU;

B) HEMOXITMBO NPUXOBATU CTPYKTYPY iHOpMaLil, O 3aXULLaETbCS;

) NMOLWKOOKEHHA oOaHoro 6rioka LWKN@POBaAHOrO TEKCTY CNpPUYMHSE
HenpasuibHe PO3LLNGPYBAHHSA BCiX HACTYyMHUX BNOKIB.

Biokputuin Tekct posxuHot 640 6iTiB WKGpPYOTb 3a 4OMOMOrOH
anroputmy DES y pexumi ECB. lMpunyctumo, wo nig vyac nepegadi
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500-ro ©6ita BWHMKNA pagionepewkoga. [llpu po3wMdpyBaHHI
NpUMManbHOK CTOPOHOK MOXe ByTN HenpaBUbHO PO3LWNGPOBAHO

a) Tinbkun 500-1 BIT;

6) Tinbkn 500-1, 564-1 i 628-1 GiTw;

B) 6yab-skun 6iT 3 449-ro no 512-i;

r) yci 6itn 3 500-ro no 640-i;

A) 6yab-akunin 6iT 3 449-ro no 512-1 Ta 564-1 6GiIT.

118. Bigkputun Tekct poxuHoo 640 6iTiB WwKdpyoTb 3a [OMOMOrow

119.

120.

121.

anroputmy DES y pexumi CBC. lNpunyctumo, wo nig vac nepegadi
505-ro ©6ita BWHMKNA pagionepewkoda. [llpu po3wndpyBaHHI
ApUMManbHOK CTOPOHOK MOXe BYTN HenpaBUIbHO PO3LINAPOBAHO

a) Tinbkn 505-1 BIT;

6) Tinbkn 505-1, 569-n i 633-1 6iTK;

B) 6yab-skui 6iT 3 449-ro no 512-n 6iT;

r) yci 6itn 3 501-ro no 640-1 6iT;

A) 6yab-aknin 6iT 3 449-ro no 512-n 6iT Ta 569-1 GIT.

Bigkputnin Tekct poexuHow 640 6iTiB WwWKdpylOTb 3a OONOMOroH
anroputmy DES y 8-6itoBomy pexumi CFB. lMNMpunyctumo, wo nig 4ac
nepegadi 510-ro 6iTa BMHMKNa pagionepewkoga. Mpu poswmndpyBaHHi
ApUMManbHOK CTOPOHOK MOXe BYTN HenpaBUIbHO PO3LWNGPOBAHO

a) Tinbkn 510-1 6iIT;

6) Tinbkn 510-1, 574-n i 638-1 GiTK;

B) 510-1 6iT Ta 6yab-akun 6it 3 513-ro go 640-ro;
r) 6yab-sikun 6iT 3 449-ro no 512-u 6iT;

A) yci 6itn 3 510-ro no 640-n OIT.

Bigkputin Tekct poexuHow 640 6iTiB wWndpyloTb 3a OONOMOroH
kpuntoanroputmy DES y pexumi OFB. lig yac nepepavi 187-ro 6ita
LWMPPOTEKCTY BUHUKNA pagionepewikona. Ckinbkn 6iTiB MOXyTb OyTK
pO3LWNdPOBAHO HEMPABUITEHO NPUMMANbHOK CTOPOHOK?

a) 0; 6) 1; B) 5; r) 10; n) 13; e) 453.

Bigkputuin Tekct posxuHow 640 6iTiB WKdpyOTb 3a OONOMOroH
anroputmy DES y pexumi CTR. Tlig 4ac nepepadi 150-ro 6ita
LUNPPOTEKCTY BUMHWUKNA  pagionepewkoda. [lpy  poswmdpyBaHHi
NPUAManbHOK CTOPOHOK MOXe BYTU HenpaBuITbHO PO3LLMEPOBaHO

a) Tinbkn 150-1 6iT;

0) 22-1 6iT y 6nokax 3 TPeTboro No AecATun;

B) 150-1 6iT Ta Oyab-akun 6iT 3 192-ro go 640-ro;
r) yci 6itn nicna 151-ro;
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122.

123.

124.

n) 6yab-akuin 6iT 3 150-ro go 640-ro.

Bigkputnin Tekct poexuHoo 6400 6iTiB wudpyoTb 3a OOMOMOror
anroputmy DES y 8-6itoBomy pexumi CFB. Tlig yac nepepaudi
lwngpotekcty byno BTpavyeHo 40-m 6iT. Ckinbku ONOKIB BiOKPUTOrO
TEKCTY NpurmaribHa CTOpOHa po3Lwngpye HenpasBunbHO?

a)0; 0) 1; B) 2; ro9; n) 10; e) 100.

Ynopagkynte  HwKYeHaBedeHi wupu 3a cnagaHHsaMm IX LWBWUOKOCTI
LUNpYBaHHA 32 YMOB OZIHAKOBOI NporpamMHin peanisauii

1) 3DES vy pexumi OFB 3 r=32;
2) DES y pexumi OFB 3 I =§;
3) DES y pexumi CFB 3 r=32;
4) DES vy pexumi CBC.

Ynopagkynte HwkyeHaBedeHi Wnpu 3a cnagaHHsaM IX LWBWUOKOCTI
po3LwndpyBaHHA NpU anapaTHin peanisauil, NpUNyCTUBLLN MOXIUBICTb
napanenbHol 00pobKM OaHMX Ha YOTMPbOX MapaneribHUX npauynx
mawunHax DES.

1) DES vy pexumi OFB 3 r =8;
2) DES vy pexumi CFB 3 r =8;
3) 3DES y pexumi OFB 3 r =16;

4) 3DES vy pexumi CBC.
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PO3AI1N 4. NOTOKOBE LUNW®PYBAHHA

3apayva 1. PesynbTtaTtom 3awmdpysaHHs Bigkputoro Tekcty ATAKA HA
CBITAHKY 3a gonomorotw ogHOpa3oBoro 6510KHOTY CTaB LWNGPOTEKCT

C8C88605B53EA7C714706D3609CE4D56FES598842C8512

(6bykBn kogytoTb 3a gonomoroto 12-6itHoro ASCII-kogy (tabn. 4.1), nponyck
MK CrioBamMu BUSTyYEHO, LUMMPOTEKCT Y WICTHAAUATKOBIN CUCTEMI YNCNEHHS).
Akum Oyoe wndppoTtekcT, akwo Bigkputun Tekct BTEYA HA CBITAHKY
3awmcpysaTtn, 3acTocyBaBLUM OgHOPA30BUIN BSIOKHOT 3 TiED CaMoto raMmoro?

Tabnuusa 4.1
ASCIl-kogyBaHHs (CP1251)

A (B |B |C [T |0 |[E [€ [X |3 (KN |I

%
41 141 (41 (41 |49 |41 |41 (40 |41 |41 (41 (40 |41 |41 |41 |41
o (1 |2 (3 |1 |4 |5 |4 |6 |7 [8 |6 |9

HJlonJp [c [T |y |Jo [x Ju |4y |wlw] b [0][a

41 |41 |41 |42 |42 |42 |42 (42 |42 |42 |42 |42 |42 |42 |42 |42
p |[E |[F |0 |1 |2 |3 |4 |5 |6 |7 |8 |9 |[C |E |F

P o3B 93aHHS4 3MHUTLCA MOXe nuwle pesynbTaT WNgpyBaHHA
nepLnx YoTUpPbLOX BYKB TEKCTY.

C8C 886 05B 53E 6=
=1100 1000 1100 1000 1000 0110 0000 0101 1011 0101 0011 1110y;

ATAK=410 422 410 41A+ =
= 0100 0001 0000 0100 0010 0010 0100 0001 0000 0100 0001 1010;

BTEY=412 422 415 427 45 =
= 0100 0001 0010 0100 0010 0010 0100 0001 0101 0100 0010 0111.

BusHavaemo 3Haku ramu 3a popmynoto k; =c; ® m;:

1000 1001 11001100 1010 01000100 0100 10110001 0010 0100.

. / /
3Haku noyaTKy HOBOrO LUIMGPOTEKCTY AOpiBHIOWTL ¢; =m; @ k;, TO6TO

1100 1000 1110 1000 1000 0110 0000 0101 1110 0101 0000 0011,
abo C8E88605E503.
Omxe, wndpotekcTt anga nosigomneHHa BTEYA HA CBITAHKY — ue

C8EB88605E503A7C714706D3609CE4D56FE598842C8512.

3apaya 2. Bigkpute 06iTOBE MOBIAOMMEHHSA X|X)X3X4X5XqZ7 38

AOMOMOrol OAHOPa30BOro OMNOKHOTY nepeBedeHe Y LMAPOBAHUA TEKCT
0101011. MNomunkoBo 3amicTb UbOro LWKGPOTEKCTY KOopUcTyBa4veBi Oyno
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HagicnaHo WNJPOTEKCT 0100010 OTpUMaHMN nNpu  3awnpyBaHHi
BIAKPUTOTO TEKCTY Z()X|XpX3X4X5Xg TaKOX 3a [OMOMOrO 0OHOPa3oBOro

GrokHOTy  Ha Tih camin rami. 3HangiTb yCi MOXNUBI 3HaYeHHA OiTiB

.XIX2X3X4X5)C6 .
Poa3B Aa3aHHA4.

®XIX2X3X4X5X6Z7
N2V374Y57677
01 01T 0T11

V1Y2Y3Ya)sVeV7

x=y-n=0-r;
Xy =Yy =12 =1=72;
x3=y3-73=0-73;
X4 =Ya—Vs=1-y4;
X5 =y5s =75 =0-ys;
X6 =Y6— Ve =1-76;
z7=y7-r7=1-y7;

Moxknusi ABa BUNagKu:

0=y =1-7;
I=72=0~-7s;
0=73=0-74;
1=74=0-ys;
0—ys =176
I=76=0-77.

ZO Xl X2 X3 X4 )CS X6

NnNr2 71374757677 —
01 00010

vy vy v vsve i
z0=3 -1 =0-p;
X =Yy —y2=1=72;
Xy =y3 =73 =0-73;
X3=y4 —74=0—yy;
X4 =ys —y5s=0-7s;
Xs=Y6 —76=1-76;
Xo =7 —r7=0-77.

@

a)akwo y;=1,10 yp =073 =1; y4=1; y5=0; ys =1; 77 =0. Togai

y=010101
®y =101101
x =111000;

6) akwo 71 =0,T10 5 =1;73=0; 74 =0; y5=1; y=0; y7 =1. Toai
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1=010101
©y 2010010
x =000111.

LykaHnmu 6itamm moxyTtb 6yt 111000; 000111.

3agava 3. BigkpuTum TeKCT CKNagdaeTbCsl 3 He3aneXHO reHepoBaHUX
6iTiB, 06’egHaHNX nonapHo y BGirpamu. IMOBIpHICTbL TOro, wo 6IT BigKkpuUTOro
TekcTy € «O», gopiBHioe p. KoxeH 6iT Takol napu 3awwmdpoByOTb Ha

oAHOMY Kntodi &, mopatoum noro Ao 6iTie (3a moaynem 2), To6To 6iToBa napa
my, m, BIOKPUTOTO TEKCTY  MNEepeTBOPIETLCA Ha napy ¢, ¢, OITiB

LUMPPOTEKCTY  3rigHO 3 piBHAHHAM ¢; =m,; @k, i=12. Bitn «knova

reHepyrTbCa PIBHOMIPHO 1 BUnaakoBo. [Npunyctumo, wo Bu oTpumann 6nok
LUMAPOTEKCTY, WO MICTUTb ¢ HyniB i 2—¢ oauHuub, f =0,1,2. BusHaute

MMOBIpHicTb Toro, wo ko4 k£ =0 ana scix t =0,1,2.
Po3B d3aHHs. PosrnaHemo Taki nogji npu ¢t =0,1,2:
A ;={6nok BiAKPUTOro TEKCTY MiCTUTb { HYNiB};

B ,={6nok wngpoTeKkcTy MiCTUTL ¢ HyniB}.

I3 3Ha4YeHHd YMOBHOT MMOBIPHOCTI 3anuwemo

P(k=0|B,) = P(k=0.8,) . Ockinbkn  P(k=0)=P(k=1)=1/2, a moui
P(By)

ONs WudpyBaHHs [0BMPaloTbCA He3anexHo Bif BUBOPY BIOKPUTOrO TEKCTY,
TO 3a (popmyroto bepHynni

Pk =0,5)= Pk =0,4) = Pk =0)P(4) = Chp (1~ p)*™"

P(B,)=P(k=0,4)+P(k=1,4y ,)=P(k =0)P(4,) + P(k =1)P(4,_,) =

1 _ 1 _
=505pf<1—p>2 f+565_tp2 ‘(1-p)'.

BpaxyBaBwn, L0 Cé = Cé_t, OTPMMAEMO

I 5
~Chp' (- p)°
P(k=0|B,) =~ 2 1 =
2— 2—
G (1=p) "+ Coyp (- p)

_ p'a-py" _ !
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o Axwo p<1/2, To p<l-p, i P(k=0,B,) mae makcumym npw
t=0.

o fAxwo p>1/2, 70 p>1—-p i P(k=0,B,) mae makcumym npw
t=2.

e Axwo p=1/2,70 p=1-p i P(k=0,B,)=1/2 npm Bcix t =0,1,2.
Y ubOMy BUMAAKy He MOXHa oTpumaTtn Byab-AKy iHGOpMaLilo NpPo KoM,
Akwo =1, TO P(k=O,Bl):1/2, o npuBOAUTL A0 NoMnepeaHboro

BUCHOBKY LLOAO CTIMKOCTI LWWNPYBaHHS.

3apgava 4. c(x) = X+ +x% +x+1 — MHorouneH 3BOPOTHOIO 3B’sI3KY

10-6iToBoro LFSR, 0101110010 — noyaTkoBe 3anoBHEHHSA pericTpy. 3Hanaitb
10 6iTiB reHepoBaHOI NOCMIQOBHOCTI, 6iTM 3BOPOTHOrO 3B’SI3KY i MOKaXiTb
NPOMIXHI CTaHW pericTpy.

P o3B g93aHHS4 3agaHUM MHOMOYNIEHOM 3BOPOTHOrO 3B’A3KY
3anMwemMo  3akoH  pekypcil, WO reHepyBatume nNcCeBOOBUMNAOKOBY
NOCnNiAOBHICTb

Came ue piBHSAHHSA (popMye cTaHu pericTpy, 6iT 3BOPOTHOro 3B’A3KY |
OiTV BUXigHOT NOCIiAOBHOCTI.

CTtaHu perictpy BuxigHa bit
NOCIiQOBHICTb 3BOPOTHOrO

S9|58[57|S6|S5(S4|S3|52[51 [So 3B'513KY
0/1/0{1{141/0/0|1]|0 0 1
1/0/1(0{1]1{1]0/0|1 1 0
0[1{0(1(0[1]1]1]0]0 0 1
1/0(1(0[1]0({1]1]1]0 0 1
111{0{1{0[1]0[1]11 1 1
111{1{0{1]0]1[0[1|1 1 0
O/1{1}1/0(1(0/1/0]|1 1 1
1/0(1(1]1]0{1]0|1]0 0 1
1/1/0(1]1]1]0|1/0/|1 1 1
111/1(0[1]1{1]0|1]0 0 0
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3apava 5. [lobyaynte rpad craHiB 4-6itoBro LFSR ¢ MHorouneHom

obepHeHoro 3B’s13ky ¢(x) = Oxt 1
P 03B’ d3aHH a. Akwo BHYTpIiWHIN ctaH 4-6itoBoro LFSR y momeHT
vyacy ¢ sapgatn BektopoM q(f) =(S;,S;,1,5/12,8:43), TO CTaH perictpa y

HacTynHW MOMEHT 4acy MoOXHa pAictatu 3 Bektopa ¢(f) 3a [OMOMOroo
PIBHSIHHS

gt+DT=4-q7,

0e BepXHIu iHOEeKC no3Ha4vae ornepauito TPaHCMNOHYBaHHSA; MaTpuusd
¢ 6 G G
A= Lo o0 — maTpuua obepHeHoro 3B'A3KYy (cp,C5,C3,C4 —
O I 0 0
0O 0 1 O
KoeqiLiEHTM MHorouneHa ob6epHEHOro 3B’sI3Ky c(x)=c3x3 +c2x2 +cx+1).
0O 1 1 0
Y Hawomy Bunagky A = 1000 :
01 00
0 01 0
Akwo novatkoBe 3anoBHeHHs perictpy 1000, To
01 1 0)(1 0 0O 1 1 0)(O 1
I 0 0 010 1 1 0 0 Of]1 0
: = =210; : = =510;---
0O 1 0 0|0 0 0O 1 0 0|0 1
0O 01 0)1(0 0 0O 01 0)(0 0

[MpoaoBxyoun obumcreHHss, MOXxHa nobyaysaTu rpady CTaHiB perictpa
(puc. 4.1)

0 1—=2 —»5 —»]11—+7—w14—»12—9

! Pyt

hi 10 13 3 15 6 4
Puc. 4.1
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3apava 6. [loBefiTb HacTynHe TBEPLKEHHA: ANsa Toro, wob 3a oauH
TakT poboTH nepexig y KOXeH BHYTPILHIA CTaH 7n-BiTOBOro perictpy 3cyBy 3i
3BOPOTHUM 3B'A3KOM  3[IMCHIOBABCA TiflbkKM 3 OOHOrO BHYTPILIHLOIO CTaHy,
HeoOXxigHo i gocTaTHbO, Wob yHKuUis 06epHEHOro 3B’A3Ky Mana BUrnsg

S (XX ,00,%,) = X1 D 2(X9,X3,...,X,,) .

[ oBepfeHH 4. [JocmamHicme. BHYTpIiLWHI cTaHu n-6iTOBOro pericTpy
3CyBY OMUCYIOTbCA 71-MipHUMW [BIKOBUMW BeKTOpaMn X = (X{,X7,...,X,).

Mpu nepexoai pericTpy i3 craHy X = (X1,X9,...,X,) Yy CTaH y= (V1> V25e5 V)
MatoTb BUKOHYBAaTWCS YMOBY

VI=X03 Y2 =535 e 5 Vol = X5 Y = S (X150, X))

) ) - . —/ /
MpunycTMMO, LLO iCHYE, KPiM CTaHy X, iHWUA CTaH X = (X] ,X9,...,X,),

X1 lel, Lo 3@ TakT poboTU Takox nepexoanTb B CTaH ¥ = (1], V2,wes Vy)-
OueBungHo, y LbOMY pasi BUKOHYETbLCA PIBHICTb

/
f(xl,xz,...,xn):f(xl ,)Cz,...,xn).
AKWO dyHKLiS 0OepHEHOro 3B’A3Ky MiHiMHA 3a NepLmMMm aprymMmeHTOM,
10670 f(X],X9,...,X,,) = X D €(X,X3,...,X;,), TO

!/ !/
S (X1,%0,5000.%, ) =X DG (X9, X3, .0, X )= X] DE(X9,X3,..0,X,)=f (X ,X9,5...,X,,).

OTmxe, NpUxoauMo OO NPOTUPIYYSA | NPUNYLWEHHS MPO iICHYBaHHA [BOX
CTaHiB, 3 SKNX 3a OOMH TakT pobOTU MOXHa NepenTn B OOUH N TON camMui
CTaH, — XnubHe.

HeobxidHicmb. Hexan Tenep ana  Oyadb-AKOI  nMapu  CTaHIB

- . /
X=X Xp5nXy) 0 X =(%Xp,.0X,), A€ X Z X, CNPABAXYETHCH
PIBHICTb

/
S (XX ,50000%,) Z f(X] 5X0,50005X,,).
MoknaBwmn 6e3 wWKoaM Ana 3aranbHOCTI MipKyBaHb, WO x; =1 |

/ ‘o . «
X1 = 0, 3 ui€l HEPIBHOCTI AICTaHEeMO

JS(xy,....x,) = f(0,%5,....x,) D1.

Mosnaunmo f(0,x,,...,x,) Yepes g(x,,...,x,,) i nopamo

J(Lxy,..x,) =13 g(xy,...,x,,) .

121



Biatak  f(x1,%5,...,Xx,,) = X; © g(x5,X3,...,X,,), WO i JOBOAWNN.

3apava 7. Yum 6yayTb MHOro4neHu x4 +x+1i x4 +1 HesBiaHMMKM Han
nonem GF(2)?

Po3B fA3aHHSA MHorouneH f(x) HasuBaeTbCA HE3BIgHUM Hap
nofnem, siKLo NOro He MOXHa nogatun y Burnagi Ao6yTKy iHLWIMX MHOMOYSEHIB,
10670  f(X) # g1(X)-g>(x), Ae obuaea MHorounewn gi(x) i gy(x)
BU3HAYEHi HaZ TUM e MOJIeM i MaloTb CTENiHb, MEHLLUWIA HixX cTeniHb  f(x).

4+x+L

nepesipumo, 4Un 6yae BiH OINUTUCA Ha HE3BiAHI MHOrOYNIEHW Had MNofiem
GF(2), creniHb skux MmeHwa abo OopiBHIOE MonoBuHi cTeneHi f(x). Lle

2

o6  posecTy He3BigHICTb  MHorodneHa f(x) =x

MHorounenun x; x+1; x~ +x+1.

MHorouneH f(x) OiNUTUMETbCS Ha ABOYNEH X — Todi i TiNbku ToAj,
KOMM @ € KOpeHemM Uuboro MHorouneHa, 10610 f(a)=0. Ockinbku

f(l):14+1+1=351mod2¢0, f(0)=1#0, To Bupas X +x+1 na

. . . y . 2
x+1 i x He pinuTbca. He ginutbea gaHuin MHorouneH i Ha x~ +x+1 , 6o

rx+l= (x2 +x+ 1)(x2 +x)+1 (yci pospaxyHku 3a mogynem 2). OTxe,

MHOrousieH x4 + x + 1- HesBigHuin Hag nonem GF'(2).

MHorouneH f(x)= 1 y noni GF(2) mae kopiHb x=1, 60
f()=1+1=0(mod2). Tomy Leit MHOrOUYNEeH MaTUMe MHOXHUK X +1:

2

x4+1:(x+1)(x3+x +x+1),

i € 3BiaHUM Hag nonem GF(2).

3apgava 8. 3HanmaiTb NopsiAoK MHOrodneHa x3+x+1 Hag nonem
GF(2).

P o3 B 89 3 aHH g 3a yvmoBu, wo f(0)=0, nopsgok
ord(f(x))MHorouneHa f(x)Hag nonem GF(2)nopiBHIOE HalMeHLWoOMY

HaTypanbHOMY uucny, Ana skoro asouneH x° —1 pinutbea Ha f(x). 3a
BU3HA4YEHHSIM, BpaxyBaBLun, wo y noni GF(2) BMKOHyeTbCS piBHiCTE —1 =1,

MaemMo

2

x4+15(x3+x+1)x+x +x+1;
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xS+IE(x3+x+1)(x2+1)+x2+x;

x6+15(x3+x+1)(x3+x+l)+x2;

2

x7+15(x3+x+1)(x4+x +x+1) = order (x3+x+l)=7.

3apaua 9. [loBeaitb, Wwo MHorouneH f(x)= Ot +1 e
3BigHUM Hag nonem GF'(3).
Poss a3aHHa4.

S0)=1=0; MHorouneH f(x) He mae
f(1)=5=2mod3 = 0; =  NIHINHNX MHOXHWKIB X ,
x+1, x+2.

f(2)=32+16+8+4+1=1mod3 = 0

[lepeBipMMO iCHYyBaHHA KBagpaTUYHUX MHOXHUKIB:

f(x)=x5+x4+x3+x2+1=(x3+ax2+bx+c)(x2+dx+e)=

=X +(az+a’)x4Jr(bJraza’+e)x3 +(c+ba’+ae)x2+(cd+be)x+ce.

(ce=1;
cd +be =0;
3a MeToaoM HeBM3HaYeHUx KoedilieHTiB gictaemo < ¢+ bd + ae =1,
b+ad+e=1,;
a+d=1.
(d+b=0; (d+b=0;
bd +a=0; bd +2a=2;
FIKu.loc:ezl,To<b+ad:O; HKmoc:e=2,To<b+ad:2;
la+d=1. a+d=1.
Po3B’sa3kiB Hemae. € po3B’A30K
(a,b,c,d,e)=(0,2,2,1,2).

Omke, X +x1+xX+x°+1= (x3 +2x7 +2)(x2 +x+2). OaHun

MHOrourieH 3BigHui Hag nonem GF(3).

3apayva 10. Mobynyinte none anya GF(32). 3HanaiTe y UboMy noni

- : 9 2
06€pHeHVIVI erneMeHT o erieMeHTa 2x +1 Ta oBuncniTh 3HaYeHHa X~ +x°.
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Po3B d3aHH4 Crnodatky BubepemMo He3BiAHUA MHOrouYreH Opyroro
cteneHss Hag npoctum nonem  Z3 ={0,1,2}. Hanpuknag, HessigHUM

MHorouneHom 6yge f(x)= X2+ x+2 (ue Bunnmeae 3 Toro, wo f(0)=2=0,
f(DH=4=Imod3 =0 i f(2)=8=2mod3 =0, i ToMy MHOrouneH He

po3KknaaacTbest Ha MHoxHUKK). Mone GF (p" ) cknapaetsesa 3 p” enemenTis, siki
SBMSOTH COBOK MHOTOYNEHM CTENeHs!, He BULLOro 3a 11— 1, 3 koediuieHTamu i3
nons Z P Y HalLoMy BUNaAKy Lie MHOTOYNEeHN Haf nonem Zs:

GF(3*)=Z3[x]/ x* +x+2={0,1,2,x,x + 1, x +2,2x,2x +1,2x + 2} .

Tabnuui [OodaBaHHA Ta MHOXEHHS enemeHTiB nons  Oyayemo,

) . . .
obumcniotoun Bci 9° =81 popaBaHb | MHOXEHb MHOrouyneHis Ta y pasi
HeoOXigHOCTI, 3BoAsYM pesynbTaTtu 3a MoayfneM BUOpPaHOro He3BIAHOro

MHOrouneHa x> + x+ 2. Pesynbtatn HaBegeHi y Tabnuusx 4.2 4.3.
Tabnuuysa 4.2

J[logaBaHHSA enieMeHTIB Nons

2x I 2x |[2x+1|2x+2| O 1 2 x | x+1] x+2
2x+1 2x+1 [2x+2| 2x 1 2 0 | x+l [x+2| x
2x+20 2x+2| 2x [ 2x+1| 2 0 1 | x+2 | x | x+1

Tabnuusa 4.3
MHOXeHHSA enemMeHTIB nong

X | 1 2 x | x+l | x+2 | 2x |2x+1|2x+2

-
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[MpoaoBxeHHs Tabn. 4.3
X 2x (2x+l| 1 | x+1 | x+2 2x+2] 2

X

x+1 x+l [2x+2] 1 | x+2 | 2x 2 x | 2x+l

0
0
X210 0 [ x42 | 2x+1 | x+1 | 2x | 2 |2x4+2| 1 X
2x 0 | 2x | x |x+2| 2 2x+2|2x+1| x+1 | 1
0
0

2x+1
2x+2

2x+l | x+2 [2x+2| x 1 x+l | 2 2x

2x+2| x+1 2 [ 2x+l| x 1 2x | x+2

3a Tabnuueto MHOXXEHHSA 3HaxXo4AUMO, LLIO

2x+)(x+2) =1modx? + x+2 = 2x+1)" = x+2mod(x? + x +2).

Big3Haunmo, WO KiNbKiICTb enemMeHTiB Yy noni GF(32) I Kinbui

Zg =1{0,1,...,8} opHakoBa, ane KOXeH enemeHT rnorns GF(32), kpim 0, mae

obepHeHun, y TOW 4Yac AK y Kinbui Zg OBOPOTHUMM € TiMbKM enemeHTU
1,2,4,5,7,8.

9 2
OBuMCnNTN 3HaAYEHHS BMpa3y X +X MOXHa ABOMa cnocobamu.

[Mepwud cnoci6: BWKOHaBLUN AiNEHHS x9+x2 Ha x2+x+2,

oTpnMaemo

9

X +x? =(x7+2x6+2x5+2x3+x2

+x+1)(x2 +x+2)+1.

9

Ockinbku y nobygosaHomy noni X tx+2= 0,70 x” + X =1.

dpyaut  cnoci6é:  3HangemMo  MopsagoK  erieMeHTa X nons
Z3[x]/x2 +x+2. Mopsagkom ord o Gyab-sIKOro HEHYNbOBOTO efeMeHTa o
nons GF(p"), HasnBaeTbcs HaliMeHLle HaTyparnbHe 4ncno & 3 YMOBOK
a® =1. Ockinbku p" —1=8, To 3a Teopemoto NlarpaHxa NopsAOK enemeHTa

nona GF(p")mae pinntu uncno p” —1. Y wawomy sunagky p" —1=38,
TOMY enieMeHT x Moxe maTu nopsaaok 1,2,4 abo 8. OuesnaHo, ord x #1.

2 8

Tomy noTpibHO nepeBipuTH, Ak 3 BUpasis x~ —1, PR T | OinnTbCS

6e3 ocTadi Ha Mmoaynb X x+2 (yci pospaxyHku 3a mogynem 3):

2 —1=(? +x+2)+2x(mod3) = ord x#2;

X ol=? +x+2)(x? +2x+2)+1(mod3) = ord x £4;
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P (x6 +x°0 +2x% +2x2 +x+1)(x2 +2x+2)(mod3) = ord x=8.
Lle o3Hayae, WO enemMeHT a =x — NPUMITUBHUN €NeMEHT nons

Z3[x]/x2+x+2 i pelwTa HeHynbOBMX EIeMEHTIB MONsS € CTerneHem
enemMeHTy «. [incHo, BpaxyBaBLUM, WO Yy nomi Z3[x]/x2+x+2

cnpaBeasiBo a2 +a+2=0, 3Haxooumo;

x2 =a2 =—x—-2=2x+1;

=g :2x2+x52(—x—2)+x52x+2(modx2+x+2);
=gt =2x2+2xz2(modx2 +x+2);
C=a =2X;
0= =242 Ex+2(modx2 +x+2);

7

¥ =« :x2+2xsx+l(modx2+x+2);

S =ab :x2+le(modx2 +x+2).

Togni
Ot =8 x4+ x? =1 x+x =x+2x+1=1(mod3).
3apayva 11. CkinbkvM enemeHTiB HapaxoBye Mnore Zz[x]/x5 +x2+17?

O6uUCNiTb Y LIbOMY MOSi 3HAYEHHS: (x4 + xz)(x3 +x+1).

5

Po3B s3aHHS4. CreniHb mogyns f(x)=x +x% +1 LOPIBHIOE 5,

MNOTYXXHICTb  Mons |Zz|:2, TOMy rone Zz[x]/x5+x2+1 HapaxoBye

25 =32 enemMeHTW.

()c4+x2)(x3+x+1)=x7+xs+x5+x3+x4+x2 =x +x° +x*+x% =

3 3

4 Ex3m0dx5+x2+1:x .

3

= (x” +x +x2)+x :xz(x5 +x° +1)+x

3apava 12. Akun nepiog matnmyTb BUXigHi 6itosi nocnigoBHocTi LFSR,

. 5 4 2
XapaKTepUCTUYHMI MHOTouYneH sikoro f(x)=x" +x +x" +x+17?
P 03B 9 3aHH 4. lNepiog NocnigoBHOCTI 3aneXxuTb Big Toro, un dyae

XapakTepucTuiHum mHoroyneH LFSR HesBigHUM.
f(0)=1=0;

(1) =120 } =x=0,x=1—

He KOpPeHi MHOroYneHa i ToMy MHOro4neH
He Mae AinbHuKiB x i x+1.
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: 2 :
Cepen KBagpaTU4HUX TPWUYNEHiB  ax” +bx—+c TiNbkn TpuuneH

2 . . e
x4+ x+1 e He3BigHUM, a pewTy TPUYNEHIB MOXHa PO3KNacTX Ha MiHilHi
MHOXHUKN.  OCKinbKu HasiBHICTb  NIHIMHWX  MHOXHWKIB Yy  [OaHOro
XapaKTePUCTUYHOIO MHOroYfeHa BXXE BUKITHOYEHO, TO 3aruvLlIaeTbCs TiflbKK

. . 5 4 2 2
nepesiputn, um pginntbes  f(x)=x" +x +x"+x+1 Ha x" +x+1.
OueBunaHo,

x5—1—x4—|—x2—|—x—|—1:(x2+x+1)(x3+x)+x+1

| TOMY XapakKTepUCTUYHUW MHOrOYSIEH MHOXHUKIB HE Mae€ i € He3BigHUM.
Mepioa nocnigosHoOCTI, reHepoBaHoi LFSR 3 He3BigHUM XapaKTepUCTUYHUM

MHOTOYNIEHOM CTeneHs 1, Mae Ainutn yucno 2" —1. Y Hawomy Bunagky ue

uncro 2" —1= 2 = 31- npocTte, 10670 AiNUTLEA Nuwe Ha 1 i 31. Akwo
nepiog 7' =1, 10 x-+1 noBuHHO ainutnca Ha f(x), Wo HeMoXnMBO. 3BiacK

NPUXOANUMO [0 BWCHOBKY, LLO XapaKTepPUCTUYHUM MHOro4YsieH Mae nepioq
T =31 i e npumitneBHnm. OTxe, Nepioa NOCNiAOBHOCTEN, LLO reHepyBaTume
3agaHnn LFSR, npu 6yab-skoMy HEHyNnbOBOMY MOYATKOBOMY 3aMOBHEHHI
AopiBHIoE 31.

3apgava 13. Hexalh y BuUXigHin nocrnigoBHOCTI S iCTUHHO BMNAQKOBOrO
reHepartopa Ans HaBMaHHA BubpaHoro 6ita b; iMOBIpHICTb

Pl =0t =Pl =1}=1/2

i BiTM NocnigoBHOCTI MK COBOK He KopentoTb. Ane K4oBUA  MOTIK €
yrnepemkeHnUM i MMOBIpHICTb NosiBU y noTtoui 6ita «1» popiBHioe 0,54 ¢, a
MMOBIpHiCTb nosiBu 6Gita «0» —  BignosigHo 0,5—¢, pne 0<e<0,5.
Po3i6’eM0 nocnigoBHICTE S  Ha HenepeTuHHi Girpamm Ta BIOKMHEMO YCi
Girpamun Tvny 00 i 11. 3amiHmBwin 3anuweHi 6irpamu TUNy 01 i 10 BigNoBIAHO
Ha «0» i «1» oTpumaemo HoBy 6iTOBY nocnigoBHICTb  S7. 3HaWAiTb:

a) iMOBIpHIiCTb MosiBU KoxHOi 3 Girpam 00,01,10, 11 y nocnigoBHoOCTi §;
6) imoBipHicTb nosiBn «0» i «1» y MoaudikoBaHin nocnigoBHOCTI Sy; B) fK

6arato 6iTiB NOTPiIGHO B3ATK 3 MocnifoBHOCTI S, Wo6 y nocnigoBHOCTI S

MOXXHa 6yno 4YekaTtn Ha BUHUKHEHHS NN BiTiB.
PosaB 93aHHA4.

a) P{b; b,y = 00} = P{b;= 0} P{b;.; = O}= (0,5 — £)*=0,25 — ¢ +&~;
P{b; by.1=01} = P{b;= 0} P{b; ;= I}= (0,5 —)(0,5+ £)=0,25 —

P{b; by 1=10} = P{b;=1}P{b; 1= 0}= (0,5+¢)(0,5— £)=0,25 — £2;
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P{b; by =11} = P{b, = 1}P{b;,; = 1}= (0,5 +€)*=0,25 4 & +¢°.

6) ockinbkun y nocnigoBHOCTI S BMHMKHEHHA 6Girpam 01 i 10
PiIBHOVMOBIPHE, TO 1 y NOCMIOOBHOCTI S| NOsiBa HYNbOBUX i OAUHUYHMX BiTiB

TaKoX PiBHOMMOBIPHa.
B) N 6itiB nocnigosHocTi S; yTBOploloTbCA 3 2N 36epexeHux GiTis

nocnigoBHocTi S. Hexam cnovaTtky nocnigoBHiCTb S HapaxoByBana n GiTiB.
IMOBIpHiCTb OYTK BigkMHYTOW ANs Oyab-skoi 6iToBOI Nnapwu i3 S gopiBHIOE

P{b; by 1= 004+ P{b; by, =11} =0,25 — e4¢2+ 0,25+ & +2= 0,5+ 2¢>.

OTxe, nicna BigknaanHsa n (0,54 252) y NOCnigoBHOCTI S 3anuwnTbCS

n(0,5— 282) 6iTiB. Toai

n(0,5—262):2N = n= 2N N GiTiB.

0,5-2c2  0,25— 2

3apaya 14. Yu Oype nepiogndHa nMOCNIQOBHICTL 3  nepiogom
000100110101111 3agoBonNbHATK nocTynatam [flonomba?

P o3B a3aHH 4 lNoctynatm Nonomba — OCHOBHI BUMOrM A0
CTaTUCTUYHUX BNaCTUBOCTEN nepioanyHuUX ncesoBUNagKoOBUX
nocnigoBHocTen. 3a nepwum noctynatom [onilomba KifbKiCTb OAMHWULL Ha
nepioai NOCNiAOBHOCTI Ma€ BiAPI3HATUCS Bif KiNbKOCTI HyIiB He Binblle, HiX
Ha oguHuuto. Y aadin nocnigoBHocTi 6iT «0» 3ycTpiyaeTbca cim pasiB, a OiT
«1» — BiciM pasiB, OT)Xe, NepLUN NOCTynaT BUKOHYETLCS.

Ak TOro BMMarae gpyrum noctynaT, MNoOrioBMHA BiApi3KiB NOBUHHA MaTuU
AOBXMHY s =1, 4BepTb BIAPI3KIB — [OOBXMHY § =2, BOCbMa 4acTuHa
BiOpi3KiB — OOBXMHY s =3 i T.4., A€ Nig Bigpi3KOM OOBXMHM S PO3YyMilOTb
NiANOCNIAOBHICTL AaHOI NOCNIAOBHOCTI 3 § OQHAKOBUX CUMBOSIB, OBMeEXeHy

S S
—— ——

iHWKMKM cumBonamu (Hanpuknag, 6nok 011...10 a6o nakyna 100...01). Y
3aJaHin NocnigoBHOCTI MOXHa BUOINUTY BICIM BigPi3KiB:
e 4OTUMPU Biapi3ka AOBXMHOK 1 (OBa Bnoka NoYMHaTLCA Yy NO3nLiax 3
i 9 Ta gBi nakyHu y noauuisx 8 i 10), yactoTa nosisn 1/2;
e [Ba Bigpi3ka OOBXWHOW 2 (B6M0K noyMHalTbca y no3uuii 4 Ta
nakyHa y nosuuii 6), yactota nosisu 1/4;
e O[WH BiOpI30K OOBXUHOK 3 (flakyHa y no3udii 0), yactoTta noasu 1/8;
e OAWH BiOpi30K OOBXKHOW 5 (610K y no3uuii 11), yactoTa nosisn 1/8.
Takum YnMHOM, ApYruin NoCcTynaT BUKOHYETHLCS.
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OyHKUIA

T-1

> @2x;-D)(2xq -1, 0<d <T—1,
i=0

1
AC(d)=—
T
Ha3nBaeTbCA (yHKUiElo aBTokopensuii NOCNIAOBHOCTI  {Xy,X{,....X;_;} 3

nepiogom 71'. 3a TpeTiMm noctynatoMm us yHKuUis Mae 6yTy ABO3HAYHOLO.
Npn d =0

18 2 1 2 2 2
AC(0)=— 3 (25— :E((z-O—l) £(2-0-1) 244 (2-1-1) ):1.
i=0

OueBunaHo, WO
(2xl —1)(2xl+d —1):—1 npu X; :0, Xitd =1 abo X; :1, Xivd :O,

(2xl —1)(2xl+d —1):1 npu xl' :0, xi+d :0 abo xl' :1, xi+d =1.

TomMy Oonst 064YMCNEeHHs HWKX 3Ha4YeHb PYHKLUIT aBTOKOpensALil 3pyyHO
MOPIBHATA 3agaHy MOCNiQOBHICTE 3 Ti KOMisiMM, 3CyHyTMMM Ha d GiTiB, i
nigpaxyBaT KinbKiCTb 36bkHMX i He36iXXHMX nap 6iTiB (Tabn. 4.4).

Tabnuusa 4.4
O6uncneHHs pyHKUiT aBToOKOpensuil
. . KinbKicTb KinbkicTb

d MocninosicTe 30bkHMX Map | He3B6iKHUX nap AC(d)
0 000100110101111 15 0 0

1 001001101011110 7 8 - 1/15
2 010011010111100 7 8 - 1/15
3 100110101111000 7 8 - 1/15
4 001101011110001 7 8 - 1/15
5 011010111100010 7 8 -1/15
6 110101111000100 7 8 -1/15
7 101011110001001 7 8 -1/15
8 010111100010011 7 8 -1/15
9 101111000100110 7 8 - 1/15
10 011110001001101 7 8 - 1/15
11 111100010011010 7 8 —-1/15
12 111000100110101 7 8 - 1/15
13 110001001101011 7 8 - 1/15
14 100010011010111 7 8 - 1/15
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Omxe, dyHKUIA aBTOKOpensauii [OBO3Ha4YHa | TpeTin noctynaT
BUKOHYETbLCA.

3agava 15. Ym npoxoauTb NOCNIQOBHICTb
01000010100101111000001001110100000010100000100010,

YacToTHUM (MoHOBITOBMI), cepirHnn (ABOGITOBMIN) TECTN, NOKEP-TECT, TECT HA
«dipkn» Ta aBTOKOpenauinHun TecT?

P o3B 93aHH g BucyHemo rinotesy H={gaHa nocnigoBHicTb
BUNaakoBajl.

1. YacTtoTHMM TecT (MOHOGITOBMM TecT). MeTa TecTy — nepesipuUTU
piBHOMIpHiCTb nosBu «0» i «1» y nocnigoBHOCTI. 3aranbHa KinbKiCTb BITiB

n=>50. O64YNCNNMO PISHULIIO 71 — 1] MK KiNbKIiCTIO «O» i «1»:
ny—mn =33-17=16

i BENTMYNHY CTaTUCTUKM

_(g—m)*> 16

B n 50

Mpu n>10 cratuctnka mae HabnwxaTucsa Ao posnoainy X2 3 OHUM

X =5,12.

ctyneHem csoboau. [NopiBHIOEMO obuncrieHe 3Ha4YeHHa X| 3 KPUTUYHUM
3HaYEHHAM X2 (1; 0,05) = 3,84 npwu piBHi 3HauywocTi o« = 0,05:
X; =5,12> x*(1;0,05).
OTxe, NOCniAoOBHICTb HE NPOXOANTbL MOHOBITOBUI TECT.
2. CepinHun TecT (ABOGITOBUN TecT). Hexaln n, n; — KiNbKIiCTb NOsAB

6iTiB «0» i «1» y gocnigxysaHii NOCMIAOBHOCTI, 1y, Ny, H1(, 11— KINBbKICTb

noas 6irpam 00, 01, 10, 11 BignosigHO (BirpamMn MOXYTb nepeTuHaTUCS).
MeTa TecTy — BU3Ha4UTK, Yn OyayTh Ui KiNbKOCTi ONM3bKMMU [0 1X 3Ha4YeHb Y
BMNaAKoBiN NOCnigoBHOCTI. BukopuctaHa y TecTi cTaTucTuka

4 2
Xy = l(ngo—kn(%l+n120—i—n121)——(ng—|—n12)—|—1
n— n
Y HawoMy BUNaaKy CTaHOBUTb
X, :%(212 +122 411 +52)—3(332 +172)+1:5,55.
— n

Akwo n>21, To pesynbTaT MOXHa aHanidyBaTtM 3a [JOMNOMOIOH
. 2
KpuTepito Y~ 3 [ABoma CTyneHsiMum cBoboan. KpuUTUYHE 3HAYeHHS

X2 (2; 0,05) = 5,99 npwm piBHi 3HauywocTi o = 0,05. Ockinbku
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X, =5,55<x*(2;0,05),

TO 3 iMoBipHicTo 0,95 nocnigoBHICTb NPOXOAUTL CEPINHUN TECT.

3. MNokep-tect. Hexam m — uine pgogaTHe 4uCno, NpU  SIKOMY
ynucnok =|— 3a00BOJIbHAE HEPIBHICTb —|>5.2", Onsa 3apaHol
m m

0

m
—|>5-2" npu m=2;
m
k = 25. Po3ginumo nocnigoBHicTb Ha K HEMepeTUHHUX YaCTUH, KOXKHA 3 SAKMX
cknagatumeTbes 3 m OiTiB:

0100 00 101001011110 00 00 10 01 11 01 00 00 00 10 10 00 00 10 00 10

(AKWo m = 2, TO YacTUHN — 3BUYanHi Birpamn). lligpaxoByemo:
ngo = 10 — kinbkicTb Girpam 00; ny; = S— KinbkicTb Girpam 01;

nocnigosHocTi: n = 50 — 3aranbHa KinbkicTb OiTiB;

njo = 8— KinbkicTb 6irpam 10; 1y = 2— KinbKicTb Girpam 11.
[ns TecTyBaHHSA BUKOPUCTOBYEMO CTATUCTUKY

Xy =302 |-k,
i=1

ae  n;

; — KinbKicTb Oirpam i-ro Tuny. lNOpiBHAHHA eKcnepuMeHTanbHOro

3Ha4YeHHa X3 = %(102 +5% 482+ 22) —25=5,88 3  KPUTUYHMM
X2 (3; 0,05) = 7,82 (uncno crynenis ceoboau 2" —1= 22 1= 3)

X3 < x*(3;0,05)

A03BONSE NMPUNHATY pilleHHs: 3 iMoBipHicTio 0,95 nocnigoBHICTE NPOXoAUTb
NnoKep-TecT.
4. TecT Ha «AipKU» BUABIMSE BIOXWUIEHHS Big PIBHOMIPHOCTI po3noginy

1
——

«0O» Ta «1» 3a BUSIBOM «Aipok» — HenepepBHUX Biapiskis surnagy 011...10

1
——

a6o 100...01, cknageHux abo 3 i oanHWUb, abo 3 i HyniB. Taki BiApi3kK, SK i

paHille, HasMBaTMMEMO BiAMOBIAHO O6nokamMu Ta NakyHaMU OOBXWMHU 1.

MOBIpHICTb BUHMKHEHHSI Yy BWNAAKoBiM GIiTOBIM MNOCMIAOBHOCTI «OipKN»
1

AOBXWHOK I CTAaHOBUTb p; = -
2
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Y AaHin nocnigoBHOCTI CrNoOCTepiraloTbCsl YOTUPKU NOCRIAOBHI OOUHUL |
LWiCTb NOCMILOBHUX HYIIB, TOMY MakCMMasribHO MOXnBa OOBXWHA GMoKy — 4,
a nakyHu — 6.

[MpOMiXHi po3paxyHku 3BOAUMO y Tabn. 4.5.

Tabnuusa 4.5
Posnogain 3a «aipkamun»
. J[loBXunHa Kinbkictb o
Tun «gipkn» «aipi «qipok» (1;) IMOBIpHICTb ( p;)
Bnokn i=1 10 0,5
(3aranbHa i=2 0 0,25
KinbKiCTb i=3 1 0,125
N=12) i=4 1 0,0625
i=1 6 0,5
JNNakyHun i=2 2 0,25
(3aranbHa =3 1 0,125
KinbKiCTb i=4 1 0,0625
N =13) i=5 2 0,03125
i=6 1 0,015625
Okpemo ongd 6510KiB i TakyH CPOPMYEMO CTaTUCTUKY
k 2
1 n:
Xy=—3 |2 |- N
NS\ pi
1{10> 0 1 12
46nok — _ + + + —12:6,66;
1210,5 0,25 0,125 0,0625
—i 62—|— 2 + r + § + 2 +
ATEYRET310,5 1 0,25 1 0,125 10,0625 0,03125
12
+——=10,
0,015625

PesynbTatn ouiHMMO 3a JOMOMOroK KpUTepito x2 NpW pPiBHI 3HAYyLLLOCTI
a=0,05 3u4ucnom ctyneHie ceoboam 3 i 5 BignosigHo:

X460k < x2(3;0,05)=7,82;

X4 naKyHa< Xz (5;0,05) — 1 ]., 07 .
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OTXe, YMOBM NPOXOMAKEHHA TECTY MOCNIAOBHICTIO YCMiLWHO BUKOHaHI B
000X Bunagkax.

5. ABTOKOpensuinHMN TecT BUABNSE KOpPensauito MK KonisMu
NOCIIQOBHOCTI, 3CYHYTUMM O[Ha BIOHOCHO OAHIEl, WO MOXMINBO nNpu
HasBHOCTI O[HAKOBWX MOBTOPKOBAlNbHUX BIiApi3KiB  nocnigoBHOCTI. [Ons
1<d< [n/ZJ nigpaxyemMo KinbKicTb 306KHMX BITiB B O4HAKOBUX NO3ULISX Y
BUXiQHI NOCMIQOBHOCTI i 1T 3CYHYTIN Konii:

n—d—1
AC(d)= ) % ® Xy,
i=0

e d— 3HaveHHs 3cyBy. Mpu n—d >10 ctatnctuka

)

2[AC(d)—
XS —

n—d

HabnmkeHo mae N(0,1) HopmanbHWIA po3nodin 3 HyNbOBUM CepefHiM Ta
oAVMHUYHO aucnepcieto. Hanpuknag, npy d =5

01000010 100101111000001001110100000010100000100010
01000010100101111000001001110100000010100000100010,
50-5

2[22— : ]
Xs= ~—0,149.

V50-5

3a Tabnuuel KBaHTWUMIB CTaHOAPTHOrO HOPMAaribHOro  po3noginy
BM3HA4YaeMo, WO Ha piBHi 3Hauywocti « = 0,05 obuucneHa craTucTuka

HanexiTb obnacti npuiHaTTa rinotesn:  —1,64 < X5 =-0,149 <1,64.

Takum 4ymHOM, BUCYHyTa rinote3a H={nocnigoBHiCTb BuNagkosa} npu 3cCyB.i
d =5 He cynepeunTb ekcnepumeHTanbHUM AaHUM.

3apgava 16. [1Ba psgku 3 Bipwa BigoMOIl yKpalHCbkOl noetecu JliHn
KocTeHko nepeTtBOpunn Ha 4uUCrioBe MOBIOOMIEHHS, BUITYYMBLUM MPOMYCKU
MK cnoBamMu Ta 3aMiHMBLUM KOXHY OYKBY TEKCTY Ha ii ABOUN(POBUMA HOMEP
3rigHO 3 NiACTAHOBKOIO:

ABBITOEEX3N I MKNIMHONPCTYdXUYWWbKA
01234567 891011121314151617 18 192021222324 2526 27 28 29 30
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Hdani ans  wudpyBaHHSA  BUKOpUCTanM  MoAyfbHE  ramyBaHHS
y; =X; +t;(mod31), oe x;— undpose WndponosHaveHHss BykB BiAKPUTOro

TEKCTY, ; — 3Hakm ramu, YTBOPEHi 3rigHO 3 PIBHAHHAM pekypcii
tiy3 =t +ti o(mod3l), i=0,1,2,... Micna nepeBeAeHHs YMCIOBUX 3HAKIB

LUNPPOTEKCTY Y BYKBEHUIN EKBIBANeHT oTpumanm
OOTAEINTAKMTLLSKArbr
NMWEMMIOMEOLWAPOIPJIXTTIFOBIOM.

BusHauTe Tpu neplunx 3Haku ramu ty,f,t, 3a yMOBW, LLO Yepes3 pumy
TPY OCTaHHIX NiTepu BiOKPUTUX paakiB Bipwa 36iratoTbes. BigHOBITL BipLU.

P 03B’ a3 aHH a. Yucnosun ekBiBaneHT WNGPOTEKCTY Mae BUMMIAA;:

29 16 20 5 6 10 17 20 30 7 14 20 27 8 124 3 1 3

11 26 5 14 14 29 14 6 16 2730 18 4 10 18 13 23 13 10 29 2 29 25
X16>X175X18 | X395X405X41— TPWU OCTaHHi OykBM Yy nepLiomMy Ta Apyromy
pAOkax BiANOBIAHO. AKUWIO BUPa3UTU 3HAKU ramMWn fg;f7:0 85 13931405241
yepes to,tl,tz, TO BpaxyBaBLUN YMOBY Xig = X39, X7 =X40, X18 =X41>
MOXHa Oyne BMpasuTK i Pi3HULI 3HAKIB LUMAPOTEKCTY Vi¢ — V39, V17 — V40>
B4K: —y41qepes fo,fl,tz.

[MOTpiGHI 3HaKM ramun gicTaemMo 3a 3aKOHOM PEKYpPCil
ti+3 = ti +ti+2(m0d31):

Iy =ty +15; Ihy =1ty +1yg = Tty + 4t +1315;
Iy =t3+14 =ty +1 +1y; Ihy =tyy +1y) =13ty + 7t +1715;
I =1y +1) =ty +1 +21; Ihg =trg +1yy =17ty +138 +24¢,;
lg =15 +13 =2ty +1 +3t5; Ihg =ly5 +1y3 =241y + 178 + 6t5;
t7 =tg +14 =3ty +2t +41y; Iy7 =tyg + 1y = 61y + 241 +23t5;
I3 =ty +1t5 =41y + 3t + 617 ; g =1ty7 +1trs =231y + 61 +161,;
lyg =tg +1tg =6ty + 4t +915; Ihg =tyg + 1y =161y + 23t +2215;
Ho =19 +17 =91y + 61 +13¢5; f3) = thg +1y7 =22ty +16t) +14¢,;
f1=to t1g =13ty + 9 +19¢5; 31 =tz3g +trg =14ty + 228 +30¢,;
Ho =11 +19g =19ty + 13t +28¢5; t3n =t31 +1rg =308y + 141 + 211,;
fi3 =ty +1o =28ty +194 +10¢,; 33 = t39 + 139 =21ty + 308 +4t5;
fa =tz +11 =10ty + 28t + 2915 ; 34 =33 +131 =4ty + 218 +3t5;
fi5 =tya +1o =291y +108 +26t5; 35 = t34 + 137 =3ty + 41 + 241,;
He =15+ 13 =26ty +29f + 5ty; I3 = I35 + 133 = 244 + 3] + 281y ;
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f17 = tl6 +f14 = Sfo +26tl +3t2; t37 = t36 +f34 = 28t0 +24tl;

hg =47 + 15 =3ty + 5t +29,; 33 =l37 +135 = 28t + 2415
fg =tg +He =29 + 3t +3ty; 39 = I3g + 136 =241y + 21t5;

tho =to +17 =3ty + 29 + 615 ; tyo =tzg +137 =21ty + 2414 +2115;
Ih] =tyo +1g =3ty +29t + 615; g1 =t40 + 138 =211y + 214 + 141, .

t22 = t21 +f19 = 4t0 +6t1 +7t2;

Yie— V39 =3-2=1
Y16~ V39 = Xi6 + 16— (X39 +139) =16 — 139 = 261( + 291 +51; —
=24ty — 21ty =2ty + 294 —16t, = 2ty + 29 —16¢, =1(mod31);
7 = Yao =1-29=-28;
V17 = Yao = X7 + 7 = (Xg0 +140) = 7 — a9 = Sty +261 +31; —
211y — 248, — 21ty =168y + 26, —18, =
161 + 21, —18t, = —28(mod31);
Vg ~ Va1 =3-25=-22;
Yig = Va1 = X8 +11g = (Xg1 +141) = g — 141 = 3to + 51 + 291, -
21ty — 21t — 142, =18ty — 168, +15t, =
18ty —16t; +15t, = ~22(mod31).

[MpuxogmMmo 4o cMcTeMm NOPIBHAHb
2ty +29t —16t, =1(mod31),
—16ty + 2t —18t, =-28(mod31),
—18ty —16t; +15¢t, =—-22(mod31).
LLlykaemo po3B’a3ok y noni Z3; metogom [aycca.

-2 =29 16 -1 -2 =29 16 | -1 17_1 . 14_1 .
A =[16 -2 18 28 |~|0 =17 22120 |~1 = —l o
13 =20mod31

18 16 —=15]22 0 -28 5
-2 =29 16| -1 -2 =29 16| -1
~1 0 1 6 |28~ 0 1 6 |28
0 -28 5|13 0 0 18122
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2ty +29t —16t, =1(mod31),
= h+ 6f2 = 28(m0d3 1),
18, =22(mod31).

1871 =19(mod31) = 1, =19-22(mod31) = 15(mod31);
f; =6t +28(mod31) = —6-15+28 = 0(mod31);
2ty =1-29-0+16-12(mod31) = 241(mod31);

271 =16(mod31) = 4, =241-16(mod31) = 12(mod31);

Omxe, fy=12;4 =0;t, =15. 3a Taknx No4YaTKOBUX YMOB rE€HEPYEMO
ramy

12 0 15 27 27 11 7 3 14 21 24 7 28 21 28 25
15 12 6 21 2 8 29 0 8 6 6 14 2026 9 29
24 2 024 26 26 19 14 9 28.

Y BIigMNOBIAHOCTI 3 PIBHAHHAM pPO3LWUPYBaHHSA BM3HAYaAEMO BIOKPUTUN
TEKCT
1716 5 8 10 30 10 17 16 17 21 13 30 18 15
10 19 20 28 21 24 28 16 14 21 8 0 2 7 4
9 6 17 16 13 30 18 15 10 19 20 28
abo
MOE3IA | MOMYNAPHICTb —
Y UbOMY 3ABXOW € NOJTAPHICTb.

3apava 17. Knwoyosui 6iTOBUIW MOTIK YTBOPHETLCA 3 MOCNIAOBHOCTI,
reHepoBaHOI NiHIHAM KOHIPYEHTHUM TFeHepaTopoM X; | = ax; +d(mod8).
Mpn UbOMY enemeHTM Xx; iHTepnpeTyloTbCca AK TpubiToBi uncna bbby
(3anuc Big cTapwux 6iTiB 4O MONoALLKMX), TOBTO

X} = %05 X0 5005 X 5. = D2 b0 1000 b1 2011510 ---Dinbirbig -

2
ne x; = Z bik2k. Y pesynbTaTi BUMKOHaAHHA onepauii XOR Hag Gitamu
k=0
YTBOPEHOI TakMM YMHOM MOCNIAOBHOCTI Ta GiTamn BigkpuToro Tekcty M
OTPUMaHO WKNPOTEKCT

C =111 101 100 101 101 010 111.

BigHOBITb BIOKpUTUIM TEKCT 3@ YMOBW, LLO MOro nepLui AeB’aTh OITiB
100 111 001.
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PoaB a3aHH 4. lNepwi ge’atb 6iTiB KNHOYOBOro NOTOKY AiCTaHEMO,
BMKOHaBLUM onepauito XOR Hapg 6itamn BiOKpUTOro TEKCTY i LUMAPPOTEKCTY:

111101 100

D100111001

011010101.

3Bigcu BusHavaemo xp =011, =3; x; =010, =2;x, =101, =5.
I3 piBHAHHA X; | = ax; +d(mod8) sunnueae

x; = axp +d(mod8); x, = ax; +d(mod8).
Topi

2=3a+dmod8, N a = 5mod8,
5=2a+dmod8 d =3modS8.

3a UMMM napameTpamu JHIMHUA KOHIPYEHTHUM reHepaTop MOPOLXKYE
nocnigoBHicTb 3, 2, 5, 4, 7, 6, 1. IHTepnpeTauisa umMx enemMeHTiB sk TpmbiToBnx
ymucen pgae kno4vosunm notik 011 010 101 100 111 110 001. Tenep
BiAHOBUMO BIOKPUTUI TEKCT, HaKnagar4dm Noro Ha WnUgpPOTEKCT:

111101 100 101 101 010 111
©011010101100111110 001

100111 001001010100110=(4,7,1,1,2,4,6).

3agava 18. Ak BioaoMO, HENPOXOMKEHHS rpacdiyHOro cnekrpanbHOro
TeCTy  NiHINHMUM  KOHrpyeHTHUM  reHepatopom  RANDU,  wwupoko
pPO3NOBCIOAXEHUM Ha MenHppenmax IBM y 1960 — 1970 pp., cnpuynHue
HEeKOpeKkTHU BUOIp napameTpiB reHepaTtopa. BusBMMAOCb, WO TOYKM

(Xj, Xj11, Xj42), A€ X;, Xj {1, Xj1-) — TP NOCNIJOBHI €NEMEHTN reHepOBaHOI
NOCNIAOBHOCTI, NexaTtb Yy NpocTopi Ha 15 napanenbHux nnowmHax. 3Hangite
Kopensuito MK X;, X;4, X; 49, SKWO 3aKOH pekypcii  reHepartopa

X;, = 65539x,(mod2°"), i=1,2,...
Pos3B a3aHHA.
Xj1n = 65539x;,1(mod2° 1) = (210 + 3)x;, 1 (mod 231) = (210 + 3)%x; =

=(2%2+6-21° 1 9)x;(mod 231y = (0+6-(2'° +3) = 9)x;(mod 2°1),

= Xj42 = 6)Cl'+1 — 9)(71' (mod231).
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3apava 19. lig yac BigBigyBaHHA Beb-calTy cepBep 3anviae Ha
Komm'toTepi kKnieHta HTTP-Kyki gna noro ayteHTudikauii npy NnoBepHEeHHi Ha
cant. [o cknagy Kyki BXOoOAWTb MNCEBOOBUNAAKOBE YWUCIO, reHepoBaHe
NiHINHUM KOHTPYEHTHUM reHepaTtopoM. [pu Bxopai KrieHTa B cuctemy
e 3a [OMOMOroH CUCTEMHOIr0O roguvHHUKa BU3HAYaAETbCS MOMEHT BXO4y,
apoboBa 4YacTka OCTaHHbOI 3adikCOBaHOI CEKyHAW, BUPaXeHa y
minicekyHgax (iHTepsan Big 0 pgo 999), nogaetbca Ha reHepaTop SK
noYaTKoBE 3anOBHEHHSA X);

e reHepatop Buaae 3HayeHHs x; =1103515245xy +12345 (mod231),

sIke BMKOPUCTOBYETbLCS AN ifeHTUdiKauil KnieHTa i 36epiraeTbCa B KyKi.

Mpn poboTi cuctemn B IHTEPHETI BUSBUNOCH, WO AEedAKi KopucTyBadi
oTpumanu Aans igeHtTudikauii Taki cami nceBooOBUNAAKOBI 4ucna, SK i
ineHTudikaTop ceaHcy. AHani3 cnucky 6inbwe Hixx 3000 igeHTUdikaTopis
cecil BUsIBMB, WO HanMeHLLe 3Ha4YeHHa y cnucky 6yno 12345, a Hanbinblue —
2144992058. Hanpuknag, 4acTuHa CnUCKy BUrnsigana Tak:

8222774625, 8222774625, 827365286, 829860997, 829860997,
829860997, 833686131, 833686131, 834961534, 842565209,
843848608, 843848608, 843848608, 843848608, 846355324, ...

Y HYOMY MNMpU4MHa NOBTOPEHHA 3Ha4YeHb?

P 03B g 3aHH4A. 3a ymM0OBOW 3agadi Ha BXig reHepaTtopa Moxe byTu
nepeaaHo Tinbkn 1000 pisHMX NOYaTKOBMX 3arnoBHEHb X, TOMY iCHyBaTMMe

Tinbkn 1000 pi3HUX ineHTUdIKaTopiB KNIEHTCbKNX CeCin. AKLO HEe 3MiHIOBaATU
novYaTkoBe 3amnoOBHEHHHA reHepaTopa, TO FeHepoBaHi 4YfeHn nocnigoBHOCTI
NOYHYTb MOBTOPHOBATUCS TifTbKW TOAI, KON Byae npongeHo yBech nepios.

3apayva 20. Bigomo, wWo 4yeTBepTMin Ta ABaHAOUATMIA OiTU BiOKPUTOro
TekcTy € «0», a BOCbMWUM | WICTHAAUATMA OiTU AOOpiBHIOKTE «1». Y
pesynbTati nobiTOBOro MiACYyMOBYBaHHS LbOrO  BIAKPUTOrO TEKCTy 3
nocnigoBHiCcTo, reHepoBaHoto LFSR 3 MHOrouneHom 3BOPOTHOrO 3B’A3KY

P +x> +x+1,  Bummk wudbposanmit Tekct 1110110111100010.

3Hangitb noyaTkose 3anoBHeHHA LFSR.
Po3B d43aHHs. 3a ymMOBOKO
171101101111000 10— wndpoTekcrT;

---0---1---0- - -1-BIOKPUTUN TEKCT;
---0---0---0---1=kmo4oBuUn NOTIK.

3,.2

[Mopsgok MHoroyneHa x4+x +x“+x+1 popiBHioe 5, 60 y noni

GF(2) BuKoHyeTbcsi piBHiCTb (X + 1)()64 +x° +x% +x+ )= X +1. Tomy

nepiog reHepoBaHux LFSR nocnigoBHocTen mae Ainutyn yucrno 5, TobTo
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Moxe fopisHioBaTn nuwe 1 abo 5. Lle eksiBaneHTHo ymMoBi Z; = Z; s Ons
BCcix i=1,2,... (TpuBianbHUK nepiog BiakMaaemo). 3BiACKM BU3HAYMMO:
Zy=29=214=0; Zy=23=213=0; Zy=27=25=0;
Ly =Z2g=172y =72y =1. Otxe, cTaioTb BigoMrMK BinbLuicTb BiTiB KIMOYOBOro

notoky: 1000-1000-1000-1inoyaTtkoBe 3anOBHEHHA pericTpy —
1000.

3apaya 21. LFSR reHepye nceBgoBuMnagkoBy ramy Xx;, Lo
HaknagaeTbCa Ha 6T m; BIOKPUTOTO TEKCTy: ¢; = m; O x;. MHorounex
3BOPOTHOrO  3B'sI3KY f(x) = Xt a1 [aHoro  perictpy €

He3BigHuM | HCO ( f(x), 2 —1) = 1. 3anuwiTb piBHAHHA peKkypcii Ans ramu
Ta BM3Ha4Te noyatkoBe 3anoBHeHHA LFSR 3a ymoBsw, W0 Bigomi gedaki napu
(m;, c;)BITiB BIOKPUTOrO TEKCTY i BIiANOBIOHOIO WNMPPOTEKCTY :

(mes,ce5) =00 (mgg.ce) =01, (mgq,cg4) =10;
(mgs,cgs)=11;  (myg9,c109) =01;  (my19,¢110) =10.

P o3B 43aHH A 3akoH pekypcil Ans reHepoBaHOl NOCnigoBHOCTI
3annemMo Ha OCHOBI JaHOro MHorouvsieHa 3BopoTHOro 38'da3ky LFSR :

Xp =Xj_p+Xi_4+X_5+X_g.

3a BigomMumm napamu OITiB  BIiOKPUTOro i LWM(PPOBAHOrO TEKCTY
3Haxo4MMo BianoBigHi OiTn ramu:

X5 = Mmes D5 =0D0=0;  xo6 =mge D o6 =0D1=1;
Xgq =gy Dcgq =100=1; Xgs = mgs B cgs =10 1=0;
X109 = myg9 Depog =0DT=15 xj90=my19 Depyp=100=1.

I3 ymoBu HCO (f(x), x1 —1) =1 BunnuBae, wo x*!' 1 pinutbcs Ha

f(x), enemeHT x Mae nopsgok 21 y nomi i nepiog reHepoBaHoi
nocnigoBHOCTI gopisHoBaTuMe 21. Togai

Xg = xga4 = 1; X =xgs =0; Xy = Xg5 = 0;
X3 = Xg6 = 1; X4 = X109 = 1; X5 = X110 = 1.
Omxe, noyaTkoBe 3anoBHeHHSA perictpy — 100111.

3apava 22. Y wupi ramyBaHHs 3alnMdpyBaHHS 34iIMCHIOETBCA 3rigHO

. roo. . .
3 piBHAHHAM ¢; =m; D k; , i=1,2,..., ne m;,c; — 6iTM BiOKPUTOro TEKCTy Ta
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LWNJPOTEKCTY BIAMOBIAHO, a 3HaAKM ramu kl',kz',...yTBopeHi i3 BUXiOHOI
nocnigosrocti  {k;} LFSR 3a poromorolo npasura  k; =kj;,
i=1,2,...BukopuctaHuin LFSR mae posxuHy 5 Ta GaraTouneH 3BOPOTHOrO
3B’A3KY C(D)=1+ D*+D°. BigHoBiTb HeBiZOMi GiTm
mg,m- , Mg, My, My Biakputoro Ttekcty 1,1,1,1,1,m¢,m;,mg,mg,myy, SKWO
nosigomMneHHo Bignosigae wndgpotekct 0,1,1,1,1,1,0,1,0,1.
Poss a3aHHsa. 3aymosow ¢; =0, ¢, =¢c, =c3=c4=c5=1.
kl-' =c;®m; = kl' = ®m=0+1=1;

kj'=c;®m;=1+1=0, e j=2,3,4,5,70610 k) =k; =k, =ks =0.

Lle nae 3amory Bu3HaunTu geski 6itn BuxigHoi nocnigoBHocTi LFSR:
by =k =1;
ke = ko =k =ks =0.

Ona i>6 maemo k; =k;_s ® k;_,. OTxe

ky; ky; ky =1;
ky; ks; ke=ki®k,=0 < ky=ky;
k,=k,®ks; kg=k;®kg=1; kg=k,®k,=k @k, Dks=0;
kio=ks@kg=ks®l; ki =ks®ky=0; ko =k, Dk )=k, PksDksD1=0
< ky =1;
ky3=kg @k =1, ky4=kg®@k;,=0; ky5=ki®@kj3=ksO1 D1=0
< ks =0.

MouaTkoBe 3anosBHeHwHa  k;,1,1,k,0. Ane k,®@k, ®ks=0, TOMY
[ns BiAHOBEHHSA BIAKPUTOro TeKCTy NOTpibHO 3HaTK 30 nepLumnx YneHis

BuxigHol nocnigosHocTi LFSR npu noyaTtkoBomy 3anoBHeHHi 11101 — ue
111100 110 100 100 001 010 111 011 000. OcTaTto4Ho OTPUMaEMO

{k'} =1,0,0,0,0,1,0,1,1,0. Toai Biokputunnn Tekct 1,1,1,1,1,0,0,0,1,1.
3apaya 23. 5-6itoBun LFSR reHepye BuxigHy nceBOoBunagkoBy
nocnigoBHicte 1110100010. 3HanAaiTe HAcTynHiI Tpu GITK.

P o3B 93aHH4. Y 3aranbHOMYy BUNagKy PiBHAHHA pekypcil, Lo
onucye poboTty 5-6itoBoro LFSR, mae Burnsg
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Xj 5 = AaX;j 4 +A3X; 3+ Ay X0 T ayx; 1 Hagx;, 1=0,1,...
=0 = X5 =ayxy +a3x3+ayx, +ayx; +agxy;
=1 = xg =ayx5+azxy +arx3 +ayxy +apxy;
[ =2 = X7 =auXg+a3x5+arxy +ajx3 +apxy;
I =3 = Xg =ayx7 +azxg + arX5 +a;x4 + apxz;
=4 = X9 =ayxg +azx7 +arxg+ayxs +apxy.

MpoHymepyemo 6itn Big 0 1o 9 (x5 =1, x; =1,..., xg =0) i niacTaBumo
B PIiBHAHHSA

-

a, + a2+a1+a0:0,
as +a1+a0:0,

] a, +ag =0,
a = 1,
a4 +ag = 0.

PO3B’)XeMO CUCTEMY METOAOM BUKIMIOYEHHS, BUKOHYIOUWN eKBiBamNeHTHI
an [l * [l
NnepeTBOpPeHHs1 po3LmpeHoi MaTpuui cuctemmn 4 B noni GP(2):

101 1 1[0} (1011 1]0
ot o1 tjol o101 1]0
A={0 01 0 1]{0[~[0 010 1]0
0001 0[1] 0001 0l
1000 1/0) (001 10]0

ra4 +dady +a;+q =0,
as +a; +ag =0,

14y +ag = 0, = 0
a =1, 4=
a2 +a = 0.
3akoH pekypcii Mae BUIMSAA X;,5 = X; 4 + X0 +X;y +Xx;, 1=0,L..

3a uMm 3akoHOM HacTynHi Tpu 6itn — ue 010.

3apaya 24. lama k1k2k3k4k5k1k2k3k4k5klk2k3k4k5...D,J'lﬂ LLIqu)py
raMyBaHHs POPMYETbLCA MOBTOPEHHSM BUMAAKOBO reHepoBaHOro 6iToBOro
pagka 3 n’'atn 6itiB. BusHayte BigCTaHb €4MHOCTI WNAPY, NPUAHABLLK, WO
HaOJIMLIKOBICTb BiOKpUTOro TekcTy cknagae D . MNMpunyctumo, Wwo BigKpUTUNA
TEeKCT — pagok 6iTiB, yTBOpeHMM 3a npaBuiOM: cnodaTtky pAaea 6itu
BMOMpalOTLCA BUMAOKOBO, a TPETi GIiT BM3Ha4aeTbcs Ak cyma 3a mod?2

141



BUbpaHmnx 6iTiB. Y pesynbTaTti MATUKPATHOrO NOBTOPEHHS Takol npouenypwu
BUHMK BIOKPUTUW TEKCT, HA KN Oani HaknageHo 3a3HadeHy ramy i oTpMaHo

wudpoTekct 010101111100001. 3Hanaite ko kykykskyks .
P 03B’ 93 aHH 4. BigctaHb eanHoOCTI lWndpy
5
_lomlk] _lea?’| s
B Dlog2|P| B Dlog, 2 D’

ae |K| — MOTYXHICTb MPOCTOPY KITHOMIB, |P| — MOTYXHICTb BUKOPUCTAHOIO

andasiry.
PiBHAHHS poswudpyBanHa m; =c¢; + k;, i =1,2,..., pe m;,c;,k; — 6itn
BIOKPUTOrO TEKCTy, LWMPPOTEKCTY | KIHOYOBOro MOTOKY  BIiAMOBIAHO.

HapnuwkoBICTb BIAKPUTOro TEKCTY MOSerwye KpuntoaHarsi3, OCKINIbKN KOXEH

TpeTin BIT BIOKPUTOrO TEKCTY BUPaXKaeTbCs NiHIMHO 4Yepe3 ABa iHWi 6iTu:
100001

(my=m; &my =(c; 0 k) D(c; Dhky)=0Dk D1lBky =k Dy DI
km3 =3 @k3 :0@k3 :k3,

fm6 =my @mS :(6’4 @k4)@(05 @ks)zl@k4 @O@ks :k4 @ks @1,
&m6 = Cq @k6 :l@kl,

rI’I’Z9 :I’I’I7 EBWZS :(07 @k7)@(08 @kg)zl@kz @1@](3 :k2 @k3;
kl’l’l9 :C9 @k9 :1@k4,

(M, =myy ©my=(co D ko) D (c;] Dhy)=1DBksD 0D ky=ks D kD 1;
M1y = ¢1p ki =ky;

:m15:m13 B myg=(c13 D h13) D (c1q D h14)=0D k3D 0D ky=k3D ky;
(M5 =15 D ks =1D ks,

oy ky 1= ks; ey ky ® ks = I;
ky DksD1=13D ky; k D ky ©ks=0;
1o @ky=10ky; = 1 ky® ks D ky =1 =
ks ® ki1 =ky; ki@ ky ©ks=1;
3 D ky= 1D ks. i ks kgD ks =1.
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f @ ky @ ks =1 k@ ky ® ky =1

D7 kl @k4 @ksz O, Q% kl @k4 @ksz O,
@k ®k, =, by © kg ks =1.
rkl ®ky ®ks=0; [ f®ky Dhy =1
P kz@ k3 @k4 = 1, P kl@kz @ks = 1;
WL Dks=1 \ ks ks Dks =1.
k3 = 0. kl =1.

Kritou windppy — 10010.

3apgava 25. [lna KOXHOI 3 HaBegeHux 5-6iToBMX NOCHiQOBHOCTEN
o0umMCnIiTh i NIHINHY CKNadHICTb Ta 3HaWAITb, HE BUKOPUCTOBYHOYU anroputMm
Bepnekemna - Mecci, HankopoTwmn LFSR, wWwo reHepyBatume
nocnigosHictb: a) 00111; ©6) 00011;  B) 11100.

P 03B d3aHH 4. a) HaaBHicTb ABOX NOCMIOOBHMX HYMiB Ha No4vaTtky
nocnigosHocTi 00111 Bkasye Ha Te, Wo 1i niHiHa cknagHicte L(00111) > 3.

AKWLO MNiHIMHA peKkypeHTHa NOCNIAOBHICTL Ma€e TPETIN NOpsAoK, To Byab skuin
1T B6IT MOXXHa BMPA3UTU PEKYPEHTHUM CMiBBIAHOLIEHHSM

X 3 =agX; +ayx; 1 +arx;,», i=0,1,...

Mpni=0Tai=1
X3 =agxXy + a1 x; +arx, =l=ay-0+a;-0+ay-1;

X4 = apX] T a1 Xy +arxs :>l=a0 -O+a1 '1+Cl2 -1,
3Bigkn a, =1 i a;=0. OcKinbkM MW LLIYKAEMO MOBHUIA TPUBGITOBWIA
LFSR, 10 ay =1 i T0Oi MiHIManbHUM MHOTOYNEHOM pericTpy Moxe OGyTu
F\) = A A%+, wo Bignosigae niHinHini cknagHocti L(00111) = 3.

6) AHanoriyHo posrnsgatoun  Opyry  nocnigoBHiCTb, 6avmMmo i
cknagHictb L(00011) > 4. NiHiliHe pekypeHTHe CniBBigHOLUEHHS YeTBEPTOro

NOPSAKY Mae BUMMAL,
X 4 = AoX; + ayX;11 + arX;10 +azx; 3, 1=0,1,...

Axkwo 1 =0, T0
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1:a0-0+a1-0+a2-0+a3-1,

3Biokn ay =1. MNpn ag =1 i pisHUX 3HaAYEHHAX aj,a, OTPUMAEMO HOTUPW
PO3B'A3KN i BiANOBIQHO 4OTUPU MOXXINBUX MHOroYneHun
F\)= A + 2 + azz/\2 +aA+1 pgna LFSR. JliHiHa  cknagHicTb
L(00011)=4.
B) HeHynboBa nocnigoBHicTb 11100 micTnte gBa MOCMigOBHUX HYyN,
Tomy L(11100) > 3. Togi
X 3 =0agX; +ayx; .1 +arx;,», i=0,1,..

X3 = agXg +apx; +arxy :>O:a0 ‘1+Cl1 -1+a2 '1;
X4 =agx; +axy +arxy = 0=ag-1+a;-1+a, -0,
3BiOKN ay =ay i ap =0. Kpim Toro, y Bunagky nosHoro tpubitosoro LFSR

ap =1. TakuMm 4YMHOM, LUYKaHWA MHOroYfneH F()\):)\3 + A+1 i niHiina
cknagHicte L(11100) =3.

3apava 26. BusHauTte HawmkopoTwunh LFSR, skuin reHepye BuxigHy
6iToBy nocnigosHicTe 101100001.

P 03B’ a3 aHH a. Kopuctyemocb anroputmom bepnekemna — Mecci,
Ha BXig fKoro nopaetbca 6itoBa nocnigoBHicTb X, = {xo,xl,...,xn_l}
AOBXWHW n, a Ha Buxodi OPMYETbLCA MiHIMANbHUA  MHOrOYMEH
F(A)=1+ai+ a2/12 +..+ aLﬂ,L nocnifoBHOCTI  Ta BW3HavaeTbcs il
cknagHictb L(X,), 0< L(X,) <n.3a uMm anroputMom noTpibHo:
1. 3apgatu noyatkosi 3HayeHHs F(A)=1; L=0; m=-1;
G(A)=1; N=0.

2. Mokn N < n, BUKOHYBATWU gii:
L

e obuncnutn d =(xy +Zal~xN_l-)mod2;
i=1
e akwo d =1, 1o
> T(A)=F(A); F(/I)zF(/I)+G(/1)%N_m;
» akwo 2L<N,70 L=N+1-L, m=N, G(L)=T(A).
e noknactu N =N +1.

PoboTty anroputMy Ha  KOXHiIW  iTepauil MOro  BMKOHAHHS
NpPOAEMOHCTPOBAHO y Tabnuui 4.6
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Tabnuusa 4.6
PoboTta anroputmy bepnekemna — Mecci

N [xy|d T(A) F(A) Llm| GO
e _ 1 0] 1 1
011 1 142 1] 0 1
110 |1 114 1 1] 0 1
2 [ 11 1 1422 2] 2 1
3|11 1+ﬂb2 1+ﬂ,+12 2| 2 1
4100 1+ﬂb2 1+ﬂ,+12 2| 2 1
5101 142422 1+242%42° |4]5 | 142442
610 1| 14242°+2° 1 415 142147
710]0] 14242%+2° 1 415 | 142427
8 1|1 1 1425 42% 422 |5] 8| 142422

Takum 4nHoMm, ckiHyeHHy nocnigosHictb 101100001 moxe reHepyBaTu

3, ,4 5

LFSR, sakomy Bignosigae MiHiManbHUM MHoroyneH F(A)=1+A"+A + 17, a

NiHINHA CKNagHiCTb NOCiAOBHOCTI AOPIBHIOE 5.

3apayva 27. Hexan S— 6iToBa nocnigoBHICTb 3 NiHiMHOW cknagHicTio L,
a S— Gitosa NOCNIAOBHICTb, OTpMMaHa S 3 y pesynbTaTi iHBepCii KOXHOro ii
OiTa. [oBeniTb, WO niHINHA CKMNagHICTb MNOCNIAOBHOCTI E 3a0BOJbHSIE
HepiBHiCTbL(g) <L+1.

1 oB e age HH a9 OueBuaHo, §:S@1, pe [=11...1... —

NOCNIQOBHICTb, CKNageHa i3 OAUHUYHUX OiTiB 3 NiHIMHUM MHOrOYIEHOM
3BOPOTHOro 3B'3ky X +1. MosHaummo uepe3 €U f) — MHOXMHY BCiX

nocnigoBHocTel, reHepoBaHnx LFSR 3 mHorouneHom f(x) 3BOpOTHOrO
3B’'A3KY | CKOPUCTAEMOCS TaKo meopemMoro: SKWo /h(x) — HaliMeHLwe
cninbHe kpaTtHe (HCK) muorounenis f(x) i g(x), nocnigosHicTbS; € 2(f),
nocnigosHicTb S, € €)(g), To ixHA cyma

S1® S, €Q(h).

3a uieto TeopemMol MNOCIiAOBHICTb E Moxe reHepyBatm LFSR 3
MHorouneHom /(x) = HCK( f(x), x4+ 1), ctyneHb sikoro came Ginbwe L +1.

BigTak, niHinHa cknagHicTb NOCNiAOBHOCTI L(E) < L-+1, wo n tpeba 6yno
JOBECTH.
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3apava 28. 3Hangite HankopoTwumn LFSR, wWwo reHepyBaTume BCi
BUXigHI NOCNIQOBHOCTI [ABOX IHWWX pPericTpiB LFSR-1 i LFSR-2 3

MHOrouneHamm 3BOPOTHOIO 3B’A3KY f(x)= X 4+xt 41 i
g(x) =x* +x? +1 signosigHo. HAkum O6yne MHorouneH /(x) 3BOPOTHOrO

3B’a3Ky HoBoro LFSR? BusHaute nopagku BCiX MHOMOYMEHIB. AKUMU MOXYTb
6yTn nepioan nocnigoBHocTel B MHOXWUHI (/) (ykasiBka: BUKOPUCTOBYMITE

Nno3Ha4yeHHsd | Teopemy 3agadi 26 )?
P o3B’ 93aHH4. Po3knagemMo MHOro4drieHn Ha MHOXXHUKN
f(x):x5 + x4 +1:(x3 —|—x—|—1)(x2 +x+1);

g(x):x4—|—x2—|—1:(x2—|—x—|—l)2.

3a 3asHadeHow Teopemot LFSR reHepyBatume BCi  BUXIOHI
NOCIILOBHOCTI pericTpiB LFSR-1 i LFSR-2, aKkWo Moro MHOro4neH
3BOPOTHOrO 3B’A3KY

h(x) = HCK(f(x), g(x)) = (x> + x + (x> + x+1)*.
3a ymoBu, wo f(0)=0, nopagkom ord( f(x))mHorouneHa f(x)Hag
nonem GF'(2)aopiBHIOE TakoMy HalMMEHLUOMY HaTypanbHOMY YMCIy e, Lo

e . .
MHorouneH x —1 OINnnTbCA Ha f(X) nOpFI,EI,OK HE3BIAHOINo0 MHOro4neHa

cteneHs m Hapg nonem GF(q) mae ginutm uucno ¢ —1. Y Hawowmy
BUNaAKy NOPSiAKA MHOXHUMKIB MHOTOUNEHIB 3BOPOTHOTO 3B’I3KY JAOPIBHIOT:

om’(x3 +x+1)=7;
ora’(x2 +x+1)=3;

ord(x2 —I—x—i—l)2 =6.

Mopsgok oobyTky nonapHO B3aEMHO NPOCTUX HEHYNBOBMX MHOMOYNEHIB
AOPIBHIOE HAMMEHLLOMY CriSIbHOMY KpaTHOMY MOPSALKIB NOr0 MHOXHWUKIB:

HCK(7,6) =42 i ord(h(x))=42.

Mepioa 6yab-AKoi HEHYNbOBOI MOCNiAOBHOCTI 3 MHOXUHK (/) mae
ainntn ord(h(x)). Ockinbkn 42=2-3-7, To A nepiogn NoCnigoOBHOCTEMN
MatoTb ginutuca Ha 2,3 i 7.

3apaya 29. [lpocTtopu BIOKPUTUX TEKCTIB i LWKMGPOTEKCTIB AEAKOro
NOTOKOBOrO  WKNAQPY CKMagalwTbCA 3  efleMEeHTIB  CKIHYeHHOro  rnons

F:Zz[x]/x4+x+1, a MpOCTip KNo4viB — MHOXMHa F*=F\{0}. Andasit
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BIOKPUTUX TEKCTIB 4BNsie cobot 6iToBIi yoTupurpamu, OO cKnagy SKux
BxoauTb oauH 6iT «0», a pewTta 6iTiB — «1». [paBnno 3awmdgpyBaHHS

NOCNigOBHOCTI X; HoTnpurpam BiOKPUTOro TEeKCTY Ma€ BUrnAg
yl-:xl-@]/l- ) i:1,2,...,

ne 7/i:ki — rama, k— kmoy Wugppy. AKWO TPETbO YOTUPUIPaMOoLo

wunppotekcty € y3=0111= X x+ I, T10 sKki kMY Mornu

BMKOPUCTOBYBATUCA ANS 3alLUMdpyBaHHA?

Po3B Aa3aHHA 3aymMoBOO y3 = X3 @k =0111=x* +x+1. Swo

BpaxyBaTu creuudiky andasiTy BIOKPUTUX TEKCTiB, TO Taka 4yoTupurpama
MOXe BWHUKHYTW TiflbKM 3a YMOBW, WO peani3yeTbCAd OAHe i3 3HayeHb:

K =0011; k> =0101; k> =0110; k> =1111. Ockinbku FIOTy)KHiCTb|F*|

NPOCTOPY KItoYiB OOPIBHIOE 2% 1 =15, TO piBHAHHS MOXe MaTu PO3B’A3KW,
TINMbKA KONMW NOPSAOOK efieMeHTa nongd cnpaBa Ainutb |F *|/3:5 abo o

eKBiBaneHTHo ymoBi: k — i3 y noni Z,[x]/ A rx+l. OTxe, 3Hanaemo
KyOun yCix HEHYNbOBUX enemMeHTiB nons (tabn. 4.7).

Tabnuusa 4.7
Kybn HeHynboBMX enemMeHTIB Nons
v K oo mivonere | 1y s scosoro wcna ay
BUMMAQI MHOIo4JieHa
k=0001=1 k> =0001=1
k=0010=x K =x> =1000
k=0011=x+1 B =(x+1)° = + x> +x+1=1111
k =0100 = x° K =x%=x3+x* =1100
k=0101=x>+1 =02 +12 =% +x=1010
k=0110=x"+x k=% +x)° =1=0001
k=0111=x>+x+1 K =(x*+x+1)° =1=0001
k=1000= x> =03 =1010
k=1001=x" +1 =03 +1)° =1111
k=1010=x> +x k3=(x3+x)3:@
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MpogosxeHHs Tabn. 4.7

k=1011=x>+x+1 =03 +x+1)° =1100
k=1100= x> + x? =3 +x%) =1000
k=1101=x" +x% +1 =03 +x2+1)° =1010
k=1110=x" +x* +x =03 +x% +x)° =1000
k=1110=x + x2 +x+1 =03 +x% +x+1)° =1100

AHaniszytoun Tabnuul, nNpuUxogMMO A0 BUCHOBKY, LLO i =1111, a
MOXnNUBI 3HayeHHsa kmova &k — 0011; 1001; 1010.

3agaua 30. Hexan {0,4;0,3;0,2;0,1} i {0,35;0,1;0,25;0,3} -
posnogin imosipHocTen 3HakiB 0,1,2 i 3 BignosigHo y ramax {7v; mod4} Ta
{y/mod4}. 3naitgiTe posnogin iMosipHocTelt sHakie y rami {k;}, ne

ki = ’yl + ’yi, m0d4, 1= 0,1,...
PosB a3aHHS4.

Pik; =0y = P{y;=0} P{y; =0}+P{n; =2} P{y; =2} +P{y; =1} P{y, =3}+
+P{;=3} P{; =1}=0,4-0,35+0,2:0,2540,3-0,3+0,1-0,1 = 0,29;

P{k; =1} = P{y; =0} P{y; =1}+P{y;=1} P{y; = 0} + P{v;=2} P{, = 3}+
+P{y;=3}P{v, =2}=0,4-0,1+ 0,3-0,3540,2-0,3+0,1-0,25 = 0,23;

P{k; = 2} = P{y, =1} P{y, =1}+P{y;=2} P{y; =0} +P{,=0} P{, = 2}-+
+P{v;=3}P{7, =3}=0,3-0,1+0,2-0,3540,4-0,25+0,1-0,3 = 0,23;

Plk; =3} = P{y;=3} P{r;' = 0}+P{y;=2} P{~; =1} + P{7;=1} P{v; = 2}-+
+P{,=0}P{y; =3}=0,1-0,35+0,2-0,14+0,3-0,25 +0,4-0,3 = 0,25.
Posnogin imoBipHocTel — (0,29; 0,23; 0,23; 0,25).

3apaya 31. KnoyoBun MOTIK YTBOPKETLCH Yy pe3ynbTaTi BUKOHAHHS
onepauii XOR Hapg suxigHumun nocnigosHoctamu 17-6itoBoro LFSR-1 i 25-
6itoBoro LFSR-2. Knwod wngpy - nodaTKoBi 3anoOBHEHHS pPEricTpiB
(MHOro4yneHu, yTBOPEHi 3 MOCNIAOBHOCTEW BIBOAIB PErCTPIB BBaXalTbCS
BigomMmun). Po3pobiTe cueHapin aTtakm Ha wudp 3a ymosBu, Wo Bwu
nepexonunun 100 6iTiB KNHOYOBOro MNOTOKY.
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P o3B 493 aHH 4 lNepwun BapiaHT atakm — NoBHUMN nepebip
217425 — 2% \iownueux nouaTkoBMX CTaHie reHepatopa. 3arnpornoHyemMo
BinbLw edpekTUBHUI NigxXia:

1. [Ans KOXHOro 3 217 Moxnueux cranie LFSR-1 3reHepyemo 100 6iTiB

BUXIOHOI NOCNIQOBHOCTI Uboro perictpa. NosHauymmo ix Kl((l))o;

2. 3Hangemo nepuwi 100 6GiTiB Kl(g()) BMXiOHOI MOCNIAOBHOCTI, JoAaBLUMN

nepexonneHi 6itn K, Knto4oBOro noToky i 6itun Kl((l))o:
(2) _ (D)
K100 = K100 © Kygp-

3. Ha gpyromy kpoui BUHUKHE 217 MOXJTMBUX MNOCIiJOBHOCTEN Kl((%())'
MpurHaBwK nepui 25 BiTiB KOXHOI 3 HUX 3@ NOYaATKOBE 3aNOBHEHHS
LFSR-2, reHepyemo BuxigHi 100 GiTiB Kl(g()) perictpa. OueBngHo,
npu npaBUNIbHOMY BWOOpPI MOYATKOBOrO 3arNOBHEHHSI PEericTp
BMnaacTb OiTu, Wo 3biratumyTbesa 3 BiTamu Kl((%())’ ob4yncneHmmMmn Ha
nonepeaHbLOMY KpOLi.

3apava 32. Y reHepatopi Nedbpe 3agigaHi Tpu LFSR makcumanbHoI
AOBXWHW | HeniHinHa kombiHyBanbHa

doyHKLUis

JUh,B)=hL @ L5 S
(puc. 4.2) 3akoH pekypcii nepLioro
LFSR  x5,;, =x,; +x;, i=0,1,...
BigHoBITb noro novyaTkoBe

3aNOBHEHHST 3@  MepexonneHum
KMOYOBMM MOTOKOM reHepaTopa:

100111111001101010100000010010.

(ansa kopensauinHoi aTakn Bubpatn noporoee 3HaveHHst T = 0,394).

X1

LFSR-1

LFSR-2

Buxig

LFSR-3

Puc. 4.2

P 03B a3aHH 4. [lo3HaumMBLIM Yepes3 X;;, X,;, X3;, ); BUXIiOHI 6iTK

Tpbox LFSR Ta ramm Ha Buxodi reHepaTtopa BignoBsigHO, 064MCINMMO
KopensuiiHy UMOBIPHICTb TOro, Wo O6iT ramu y; 36iraeTbca 3 BiAMnoBiAHUM

6iToM X;; NocniAoBHOCTI Ha BMXOAi NepLloro perictpa:

P{%‘=x11}=P{x2i:1}+P{x2i:0}'P{x3i:xli}:

I 1 3
+——=—
22 4

N | —
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(OCKinbKu P{)/,-:x3l-}=3/4, TO aHanoriyHo cuTyauid Mae Micue LWoao

Kopensuii raMmu Ta BUXigHOT NOCMigOBHOCTI TPETbOro perictpa).

OoexuHa ramu [ =30 6iTiB, goBxnHa nepworo perictpa L=5. 3a
AaHNUM 3aKOHOM PeKypcCil BM3HAYMMO MOCSILOBHOCTI, reHepoBaHi HUM Mpwu
Pi3HMX NOYATKOBMX 3aAMOBHEHHAX, Ta OOYMCIIMMO 3HAYEHHS  KpPOC-
KopensauinHOT yHKUT

[
1 1
C(d)z;Z(—l)y’ Mird g 1.8
i=1
Hanpuknag, skwo npuv noyatkoBomMy 3anoBHeHHssM 11000 Ha Buxogi
NnepLLoro perictpa oTpuMaHo NOCsi4OBHICTb

1100011011101010000100101100111,
TO

C(d) = %((—1)1+1 (=DM D0 e (—1)0“) ~0,13.

Yci pesynbtatn 3Begemo y Tabn. 4.8 (KMpHUM LWpUpPTOM BUAINEHO
NnoYyaTKoBE 3arOBHEHHS).

Tabnuusa 4.8
3Ha4YeHHs Kpoc-KopenauinHot OYHKLIT Npy Pi3HMX

NOYaTKOBMX 3aroOBHEHHSAX MepLloro perictpa

lama 100111111001101010100000010010
Ne | BuxigHa nocnifgoBHICTb XX X,... LFSR-1 C(d)
1 1000010010110011111000110111010 0
2 0100001001011001111100011011101 0,13
3 1100011011101010000100101100111 0,13
4 0010010110011111000110111010100 0,07
5 1010000100101100111110001101110 0,07
6 0110011111000110111010100001001 0
7 1110001101110101000010010110011 0,23
8 0001001011001111100011011101010 0,07
9 1001011001111100011011101010000 0,07
10 0101000010010110011111000110111 0
11 1101010000100101100111110001101 0,33
12 0011011101010000100101100111110 0,07
13 1011001111100011011101010000100 0,07
14 0111010100001001011001111100011 0,13
15 1111000110111010100001001011001 0,13
16 0000100101100111110001101110101 0,13
17 1000110111010100001001011001111 0,07
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MpoaooBxeHHs Tabn. 4.8

18 0100101100111110001101110101000 0,07
19 1100111110001101110101000010010 0,07
20 0010110011111000110111010100001 0

21 1010100001001011001111100011011 0,26
22 0110111010100001001011001111100 0,07
23 1110101000010010110011111000110 0,1
24 0001101110101000010010110011111 0
25 1001111100011011101010000100101 0,9

Akuo noyatkoBe 3anoBHeHHs pericTpa 10011, To C(d)=0,9>T, a
Lie o3Ha4ae: o perictpa «3aBaHTaxeHo» came Bektop (1,0,0,1,1).

TakMM 4YMHOM, HaBiTb 3 [OBrMM MepiogoM | OOCTaTHbO BUCOKOH
NiHiNHOW cKkNagHicTio reHepaTtop MNedpde kpuntTorpadivyHO cnadkum.

3apgaya 33. KombGiHyBanbHUW reHepaTop CGOPMOBAHO 3 TPbOX
PEricTpiB 3CyBY i3 3BOPOTHUM JTiHIMHUM 3B’A3KOM, BUXOAMN SIKUX KOMOIHYHOTLCS
y Takun cnocib: sKwo Asa Ynm Tpu BUXIAHUX BiTKM pericTpiB AOPIBHIOWTL «1»,

TO cumBONIOM ramu Oyge «1», iHakwe — «O». Cl(D):1+D+D4,

C,(D)=1+D+ D’ ,C3(D)=1+D+ D?>—~  mHorouneHm o6epHeHoro

3B'A3Ky MepLuoro, Apyroro i TpeTbOoro perictpie BignosigHo. 3a BiAOMUM
BiIPi3KOM ramwu

001111101011 011011111001011001011011
BU3HaYTe cekpeTHUn kv K = (K, K,,K3)wudpy, yTBOpeHun 3

no4yaTtkoBux 3anoBHeHb K|, K,, K5 pericTpis.
P 03B’ s 3aHH4A. CxeMy gaHHOro reHepaTopa HaBedeHo Ha puc. 4.3,

ne 4yepes bl-(l) ,bl-(z),bl-(3),kl- no3Ha4yeHo BiANOBIAHO BMXiOHI MOCNiIQOBHOCTI
NepLLOoro, APYroro i TPeTbOro PericTpiB Ta raMmu reHepaTopa.

(1)
LFSR-1 b’ >
bl.(z) dyHKUIA ki
LFSR-2 > majority >
LFSR-3
Punc.4.3
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Po3rnaHemMo MOXnunBi BapiaHTV OTPUMaHHSA 3HaKiB ramu:

b =0, pP =0 =k =0;
2) _ 1. 5,03 _ 0

b-(l):O bl- =1; bl- =0 :>k,-—0,
’ pP =0; O =1=k =0

b =1; p® =1=k =1.
OTxe, P{kl-:0|bl-(l):0}:% — YMOBHa MWMOBIPHICTb TOro, LUO

BUXigHWI 6iT ramu k; = 0 3a ymoBu, Lo bi(l) = 0. 3Bigcu, 3aBOsikM CUMETPII,

AicTaemo
1 2 3 3
PpY =k} = P = k;} = P{HY) =k} =",
Lla WMOBIpHICTL OOCTaTHLO Benuka i TOMY BUCYHEMO Taky igeto:

npasunbHun knmov K = (K, K, , K3 ) ckopile 3a Bce Byae cknagatucsa 3 Tux
noyaTkoBux 3anoBHeHb Ki,K,,K; pericTpiB, nNpu SKUX pPEricTpu

reHepyBaTUMyTb MOCNIAOBHOCTI, Hambinbw ONM3bKi 40 3agaHoro Bigpiska
ramMm reHepatopa. TpaauuinHO MEeTPUKOK BIOMIHHOCTI OBOX OIiTOBMX psakiB
O[JHAKOBOI AOBXWHU BBa)kaloTb BiACTaHb XeMMiHra — KiNbKiCTb NO3uLiN, B
AKMX BIANOBIAHI BITKM psgkiB pisHi. OyeBMAOHO, HAC UiKaBUTUMYTb BUXiOHI
NOCNiAOBHOCTI pericTpiB, ANA SKMX BiACTaHb XeMMIHra MK HUMU | ramoro
Byae MiHiMmanbHOL0.

1). K3 = 01— novaTkoBe 3anoBHeHHi TpeTbOro pericTpa.

Buxig Tpetsoro perictpa: 011011 0110110110110 110 11011011 011011.
lama: 001111101011011011 1110 010110 01011011.

bitn He 36irmuca cim pasiB Ha 36 no3uuiax (ui 6iTm BUAINEHI
HaniBXWPHO), a BiATaK, BiACTaHb XeMMiHra dH =17.

Buxig tpetboro perictpa: 11011 01101 10110110 11 011011011 0110110.
ama: 0011111 010110110 1111 100101100 1011011.

Buxig TpeTboro perictpa: 1011 01101 10110 110 11 01101 10 110110 1101.
ama: 0011111 01011011011 1110 0101 100 1011011.
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Binctanb XemmiHra miHiManbHa npu no4aTtkoBOMY 3anoBHEHHI K3 = 01

i TOoOi reHepoBaHa TPETIM PericTpoM MNOCHiQOBHICTL HamMbinbw Onu3bka Ao
ramu wudpy. Mpuimemo knoy K5 = 01 i BMXiaHY NOCNIOOBHICTL TPETLOTO

perictpa 011011011011011011011011011011011011. TlopiBHAHHA 1 3
ramMol WUdpy gae Takunh pesynbTaT: ApYyrvn i YyeTBepTuin BiTM OBOX iHLIMX
perictpiB MmatloTb 6ytn «0» i «1» BignosigHo. ToAi, NPUNHABLUK béz) =0,

3HOBY BW3HA4YaeMO BiACTaHb XeMMiHra MK ramor wudpy i BUXOOOM
ApYyroro pericrpy.
1). K5 =100— noyaTkoBe 3anoBHEHHs1 OPYroro pericTpa.

Buxig gpyroro perictpa: 100 11101001110 1001110100111010011101.
ama: 001111101011 011011111001011001011011.
2). K, =001.
Buxig gpyroro perictpa: 0011101001 11010011101001110100111010.
ama: 0011111010110 11011111001011001011011.
dy =11.
3) K, =101.

Buxig gpyroro perictpa: 101 0011101001 1101 0011101001110100111.
ama: 001111101011 01101 1111001011001011011.

HanmeHwe  3HayeHHA  BiacTaHi XeMMiHra  gocdaraeTbCa  Mpwu

noyaTkoBomy 3arnoBHeHHi K, =001, Tomy ue 3anoBHeHHs, MabyTb, cnig

BBa)aTu OPYrok YaCTMHO Kro4va Wwudpy.

[MOpIBHAHHA BW3HAYEeHMX HaMW BUXIOHWX MNOCMIAOBHOCTEN OPYroro i
TPEeTbOro pericTpiB 3 raMmol reHepaTopa AoAaTKoBOl iHdopMauil Npo KIrikou
lWnpy He pae. 3anuwaetbCA NEpPeEBIPUTU BCi NOYATKOBI  3aMOBHEHHS
nepworo perictpa, ki matumyTb Burmnsg o0o1, ge Hesigomi BiTKM NO3HaYeHi
NyCTUMM KBagpaTUKaMu.

1). K1 = 0001- novaTtkoBe 3anoBHEHHS MNepLIOro pericTpa.

Buxig nepwuoro perictpa: 0001111 01011001000111101011001000111.
ama: 0011111 01011011011111001011001011011

2). K; =1001.

Buxig nepworo perictpa: 100100011110 101100100011110101100100.
ama: 001111101011 011011111001011001011011.
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3). K; =0011.

Buxig nepworo perictpa: 001111 010110010 001111010110010 00111.
ama: 0011111010 10110111110010110010 11011.

3). K; =1011.

Buxig nepworo perictpa: 10110010001 1110 101100100011110 10110.
ama: 001111101010110 111110 010110010 11011.

HanmveHwa BigctaHb XeMMiHra dH:S MK ramMoro Ta BUXIOHOLO

NOCMIJOBHICTIO CrnocTepiraeTbca npu novaTtkosomy 3anosHeHHi K| = 0001.
[MepeBipko yNneBHIEMOCS, WO MNpu 3HAaUAEHOMY KItoui

K =(0001,001,01)
reHeparTop OiNCHO Bnaae 3agaHumn Bigpi3oK ramu.

3apava 34. dinbTpyBanbHUN reHepatop nodbyaoBaHo Ha ocHosi LFSR
i3 3aKkoHOM pekypcii  x; =x;_15+x;_jg (ana i>18) 3a pgonomorowo
QinbTpyBasrbHOI PyHKLUIT

S 175X 1650 X125 %15 %) = X;_14%;_12%; 10 D
Dx;_gX;_6Xi—4 D X;_14% 12 DX;_¢X; 4 DX; g D1.

[eHepaTop iHiuianisyetbcs 9-6iToBuM knovem K = ky,ky,...,kg 1 8-
6iToBMM BekTopowm iHiuianisauii [V = IV}, IV},...,IV7 3a cxemoto

X0 | X1 |*2 X3 |- M5 [ X6 | M17
kO ]VO kl ]Vl ]V7 kg P )

Ae KOHTponbHuM OiT p y 17-n yapyHui Bnbupaetbca Tak, WO6 KinbKiCTb

OAMHULB Y NMOYaTKOBOMY 3amnoOBHEHHI pericTpy byna HenapHow. 3reHepyunTe
nepuwi Bicim 6iTiB nocnigosHocTi, skwo K =111000111 , 7V =01010101.
MpunycTmBLK, WO KpunNToaHanitMk nepexonms wudpoTekct 1100,
OTPUMaHUN HaknagaHHAM raMmuy, NOPOMAXKEHOI AaHUM reHepaTopoOM 3 AEAKUM
IHLWIMM KITIOMEeM | CTapuM BEKTOPOM iHiujasnisauil, Bu3Hayte, 9KoMy 3 [OBOX
BioKpUTUX TekcTiB BiH Mmoxe Bignosiaatn: 0000 um 1111.

Po3B s3aHHSHA Y nocnigoBHocTi, reHepoBaHin LFSR i3 3akoHOM
pekypcil  x; = x;_15 + Xx;_1g, 0iTv 3 Homepamn Bia 0 go 17 BianosigaoTb
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No4YaTKOBOMY 3arnoBHEHHIO pericTpa (KUPHUM WpuddToM BMaineHi 6itn knwoya,
HEXUPHUM — BiTK BEKTOpa iHiuianisadii, a nigkpecneHum 6iT — KOHTPONbHUI),
6iTn 3BOPOTHOrO 3B’A3Ky MatoTb Homepu 18, 19, 20,....

Ne

6iTaO 112(3|4(5|6|7|8]9|10/11{12/13|14|15/16(17(18]19|20|21|22|23|24|25

bir1/0/111001000(11/0(1/1(11{0|7/17[1]0{0|0|1

BusHauaemo 6itn 7y; nocnigoBHOCTI Ha BMXOZi reHepartopa
Mpn i =18: 7y = x4x6x8 D XX 2X14 D X4Xg D X12X14 D X190 D1 =

=1.0-060-1-101-001-1©6081=0;
npui=19: 7, = X5x7x9 & X1 1x13x15 D X5x7 B X|3x5 B Xy Bl =

=0-1.061-0-100-1060-1®0101=0.

[MpoBiBLUM aHasOriYHI pO3paxyHKW, OiCTaEeMO NnepLUi BiCiM HYJbOBUX BITiB
reHepoBaHoro kno4osoro notoky: 00000000.

Akuio ona cTBOpeHHI nepuworo 6ita Ha BMXOAi reHepaTopa 3agisHi 6itn
Knoya, TO ApyrMn BuxigHun OIT 3anexiTb Tinbkn Big 6iTiB BekTopa
iHigianizauil. 3a [aHuM BEeKTOpOM iHiuianisauil gpyrmn 6iT reHepoBaHol
nocnigoBHOCTI AopiBHoe «0».  Tomy Apyrvn OIT m, BIOKPUTOrO TEKCTY

3HanageMo siK
my=c), vy, =180=1 = cxopiwe 3awmngposaHo LWNPPOTEKCT
0000.

3apauya 35. Y reHepatopi «stop-and-go» TaktoBun Buxig LFSR L,
KepyeTbcs BuxogoM LFSR L;, a knio4voBuiA NOTiK — BMXigHa MNOCNIAOBHICTb
LFSR L, . l'eHepaTtop npautoe 3a npuHuunom: LFSR L, 3MiHIO€E CBil CTaH y
MOMEHT Yacy ! nuwie 3a ymoBu, wo Buxig LFSR L; Ha momeHT vacy ¢ —1
popisHoBas «1». Akwo X BuxigHun 6iT LFSR L, popisHioBaB «0», 1o 6iT
KMIOYOBOro MOTOKY [OPiBHIOE CcTapomy BuxigHomy 6ity LFSR L,.
Hanpuknag, akwo LFSR L; reHepye nocnigosHicte 101001..., a LFSR L,
— MNOCNIAOBHICTb  XpX|Xp..., TO Ha BUXOAI reHepaTopa 3'ABUTLCA

MOCMIAOBHICTb XXX X]X]X5.... [lpynycTUMO, KpunToaHaniTuk AisHascs, Lo
nepexonsieHN HUM BIiAPI30K LNPPOTEKCTY

C:1001 1101 0110 1001 0001 0010 1110 0101
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MOXe OyTW pe3ynbTaToM HaKknagaHHs  KN4YOBOro MOTOKY, BWAAHOMO
reHepaTtopom, Ha OAWH 3 TPbOX BiAKPUTUX TEKCTIB

M,:1110 1000 1011 1111 1101 0001 0111 1100;
M5:1101 1010 1100 0101 1001 1101 1011 1111;
M5:1010 1100 1001 0110 1000 0101 0010 0101.

Akomy BiOKpUTOMY TEKCTY BianoBigae LWMPOTEKCT?

P o3B 43aHH4. 3a BigoMum LWIMGPPOTEKCTOM i AaHUMU BiAKPUTUMMU
TeKCTaMN BU3HAYMMO MOXITMBI KITHOHOBI NOTOKMU:

I''=C®dM;=0111010111010110 11000011 1001 1001;
I'n=C®M,=010001111010 1100 1000 11110101 1010;
I'y=C®&M5;=00110001 111111111001 0111 1100 0000.

AKWO KMHYOoBUM NOTIK ICTUHHO BUMNAAKOBUKW, TO MMOBIPHICTb TOro, LUO
ABa nocnigoBHi  6iTM  36iratumyTbcd, popiBHoe 1/2. [Ona  BuxigHoI1
NOCMIAOBHOCTI  7Y17Y5...Y;—17;.--TeHepaTopa «stop-and-go» USA iIMOBIpHICTb

OinbLwa:

1 11
Pl == P{L=03+P{L ; =3Py j= Ly ; 1}= St55 =0,75,
ae Ll,iLZ,j — -Mn Ta j-min 6iTM BUXIOHWUX MOCNIAOBHOCTEN, reHepPOBaHUX

LFSR L; i LFSR L, signosigHo. IMOBIpHOCTi BUHMKHEHHA Girpam 3 OBOX
ofgHakoBux 6iTiB y nocnigosHoctax I'y,I', i I'; BignosigHO cknapatoThb:

E ~0,45; E ~0,41i 2 ~ 0,75. Omxe, nepexonneHnn wudpotekct C €

31
pe3ynbTaToM 3almdpyBaHHs TekcTy M.

3apaya 36. Hexam cnpouweHa Bepcia wugppy RC4 npautoe 3 8-
OantoBMM MacuBoM Ta 2-60anMToBUMM KNoyeMm, TOOTO BCi 0OYMCNEHHS

BMKOHYIOTbCA 38 mod 8. BusHaute 4oTupu GanTu BMXiAHOI raMu, SKLLO KITHOY
wundpy Ky =6,K; =2 (noyatkoBe 3anoBHEHHS MacuBy S ).

Po3B a3aHH 4. 3anMwuemo noyatkoBun macus S Ta 3Hangemo
KIO4OBUI po3Knaga;:
§=(0,1,2,3,4,5,6,7);

Jj=0;
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i=0=j=(+S5)+Kymod2)mod8=0+0+6mod8=6;
S =(6,1,2,3,4,5,0,7);

i=1l =j=((+S5+K mod2)mod8=6+1+2mod8=1;
S=(6,1,2,3,4,5,0,7);

i=2=j=(+S5,+K,mod2)mod8=1+2+6mod8=1;
S =(6,2,1,3,4,5,0,7);

i=3 = j=(+8+K;mod2)mod8=1+3+2mod8=06;
S =(6,2,1,0,4,5,3,7);

i=4 = j=(+S,+K,mod2)mod8=6+4+6mod8=0;
S=(4,2,1,0,6,5,3,7);

i=5=j=(j+S;+Ksmod2)mod8=0+5+2mod8="7;
S=(4,2,1,0,6,7,3,5);

i=6 = j=(j+S;+Ksmod2)mod8=7+3+6mod8=0;
$=@3,2,1,0,6,7,4,5);

i=7 =j=(+S+K;mod2)mod8=0+5+2mod8="7;
S=(3,2,1,0,6,7,4,5).

Tenep BM3HA4YMMO €SIEMEHTU NCEBOOBMNAAKOBOI NOCSiLOBHOCTI:
i=0; j=0;

i=i+1mod8=(0+1)mod8=1;;=;+S5 mod8=(0+2)mod8=2;
$=(3,1,2,0,6,7,4,5); S;+S,mod8=1+2=3

Buxia: #; =85 =0;
i=i+1mod8=(1+1)mod8=2;;=;+S, mod8=(2+2)mod8=4;

$=(3,16,0,2,7,4,5); S, + 5, mod8=6+2mod8=0

Buxia: t, =S8, =3;
i=i+1mod8=(2+1)mod8=3;;=;+S;mod8=(4+0)mod8=4;
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$=(3,1,6,2,0,7,4,5); S;+S,mod8=2+0mod8=2

Buxia: t; =5, =6;
i=i+1mod8=3+1)mod8=4;;=;+S,mod8=(4+0)mod8=4;

§$=(,16,2,0,7,4,5); Sy + 5, mod8=0+0mod8=0

Buxin: ¢, =5, =3.

TECTU

1. [1o NOTOKOBUX BIQHOCATbL LLIMAPWN, SAKI

a) WwugpyoTb Big 64 0o 256 6iTiB BiAKPUTOrOo TEKCTY, po3buMBLUKM X Ha
oanTu;

6) 3gaTtHi 3awmndpyBaty 6510KM BXiQHUX AaHUX PI3HOrO PO3Mipy 3a O4WH
N TON caMuK Yac;

B) NepeTBOPIOITb KOXEH CUMBOSM BIOKPUTOMO TEKCTY Yy CUMBOIS
LUNPPOTEKCTY 3anexHo He TiNbKM Big KAw4a, a W Big KMoro
MicLepOo3TallyBaHHSA Y BIOKPUTOMY TEKCTI;

) nepeBOaATb BIiOAKPUTUM TekcT Oyab-akoro pos3mipy Yy OGitoBy
NOCIIAOBHICTb (DiKCOBaAHOT AOBXUHM.

2. KntovyoBun noTik — ue:

a) 6iToBa NOCNIAOBHICTb, WO BW3HAYaeETbCA 3a [AOMNOMOrOK Kro4a
Lmnapy;

6) 6iToBa NOCNIQOBHICTb, WO HE 3anexiTb Bif Knoya wudpy;

B) NOCNIAOBHICTb MNOTOKY BiOAKPUTUX SaHUX, WO NOTPIGHO 3awmdpyBaTty;

r) wudpyBaHHA 6e3 Kkroya.

3. 3 KO METO Npu NOTOKOBOMY LLUN(PYBaAHHI BUKOPUCTOBYHOTbL FreHepaTopu
nceBaoBUNaaKOBUX YNCIIOBUX NOCiAOBHOCTEN?

a) ona OTPUMaHHA «HECKIHYEeHHOI» raMmm Ha OCHOBI Kro4a Manoi
AOBXWHU;

6) ona 3axucTy iHopMaLii Big BUNagKkoBUX NepeLLKoq npu nepeaadi;

B) ANs  3axucTy iHdopmauil Bi4 HaBMUCHUX 3MiH BXe nepegaHol
iHcbopmaLii;

) Ans CTUCKaHHS iHGhopMaLiil Npy WndpyBaHHi;

) 4na PopMyBaHHSA BIAKPUTUX KITHOYIB.

4. o 3 HWK4YeHaBeOEHOrO € O3HAKO CTIMKOro MOTOKOBOrO LWnpy?

a) HeBIOTBOPKOBAHICTb ramu;
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0) Benukun nepioga;
B) cTaTUCTMYHA nepeabadyBaHiCTb ramu;
) HENMIHIMHNI 3B’A30K raMn 3 KITto4eM LLndpy.

5. AKy 3 HWXKYe3a3Ha4YeHMX BacTUBOCTEN He MOXHa BigHECTW OO nepesar
NOTOKOBUX LWINGPIB?

a) OOMH N TOM CaMun LWNpPaTOP MOXEe BUKOPUCTOBYBATUCH | OIS
3awmpyBaHHs, | N po3wndpyBaHHS TEKCTIB;

6) anapaTHa peanisauis MOTOKOBMX WNPIB OBYMOBNIOE BUCOKY
LUBUAOKICTb OOPOOKN TEKCTIB;

B) Y CUHXPOHHMX MOTOKOBUX LIMGpPax BIiACYTHE PO3NOBCIOIKEHHS
MOMMUIIOK,;

r) reHepatopy ramm Ha nepedaBasribHin Ta MNpuUMMarnbHIM CTOpPOHax
MaTb BYTU CUHXPOHI30BaHI.

6. MMepepaxynte nepeBarn NOTOKOBMX WKMGpPiB Hag BNOKOBUMN?

a) y NOTOKOBUX LWMpiB BiNbLL BUCOKA WBUAKICTb LWMGPYBAHHS;

6) y NOTOKOBMX WNppax BiACYTHE PO3NOBCIOAXKEHHS NOMUNOK;

B) 3MiHa opgHoro 6iTa BigKpUTOro TEKCTY MNpMBOAUTL [O JT@BUHHOIO
edeKTy;

) KKOYOBMMW MOTIK MOXHaA BU3HA4YMTW 3asganerigb [0 onepauil
LWNdppyBaHHS.

7. oTokoBI WMpU OOLINBHO BUKOPUCTOBYBATH

a) onsa 3awmndpyBaHHA JaHUX Y peXUMi pearibHOro vacy;

0) 3a noTpeboto y HeranHomy 3alindpyBaHHi OKpeMmux BIiTiB YN KOPOTKUX
OiTOBMX NOCMNiAOBHOCTEMN;

B) Ans 3awmndopyBaHHs iHopMaLii, Wo nepenaeTbecd y crneuianizoBaHnx
MIKPONPOLIECOPHUX CUCTEMAX KepyBaHHA (BaHkomaTn, nnaTiKHi
TepMiHann);

) KON Npu W@ pPyBaHHI He MatoTb NOLLMPHOBATUCS MOMMUIIKMW.

4) Ana 3awndgpyBaHHs 6a3n gaHuX Ha XXOPCTKOMY AUCKY;

€) OJ1s1 CTBOPEHHS iIMITOBCTaBKMY;

X) ona ayTeHTudikadil y rmobansHomy umndposomy ctaHaapti GSM gnga
MOGBINbHOro COTOBOrO 3B’A3KY;

3) ana  3awmndpyBaHHSA naHnx  RFID-metok  (pagioxBuriboBa
iaeHTudikauiq).

8. B sakux npuknagHux 3agjadax Kpunrtorpaduil 3acTOCOBYHOTb BWUNAAKOBI
yucna?
a) reHepavuiq KroJis;
0) 3awmnpyBaHHA 3a 4ONOMOrOK 04HOPA30BOro LWN(PPOONOKHOTY;
B) 064nCneHHs1 3Ha4eHb O4HOBIYHNX DYHKLIN;
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[) Cinb Yy cxemMax enekTPOHHOro LnMdpoBoro niganucy;

A) andepeHuianbHUin KpunToaHanis,

€) OAHOpPa30Bi BUNAaAKoOBI YMcra ans npoTokonis (nonce);
X) Yy BCiX BULLEHaBeAeHNX 3adadvax.

9. Ake BMUCNOBMOBaHHA HerpasusibHe ?

a) SKLLO Nicna BUKOPUCTAHHA KrtoYa MOTOKOBOrO WNAIPY ABidi HAanagHUK
Ai3HAETbCA, SKAN  BIOKPUTMA  TeKCT wudpyBanu Brieplle, To,
nepexonuen obuaBa WMGPOTEKCTU, BiH 3MOXE 3HAWTU BIOKPUTUI
TEKCT, BiANoBigHUN ApYroMy LWNAPOTEKCTY;

6) SKWO HanagHuWK 3Hae BIOKPUTUM TeKCcT | BigNoBIgHUA MNOMY
LWNPOBAHNA TEKCT, OTPUMaHWW 3a [OMOMOro KpUnToanroputMmy
AES, TO BiH MOX€e 3HAWTU BUKOPWUCTAHMI KIOY, MNPOBIBLUN MOBHUN
nepebip KnouiB,;

B) aTaka Ha NOTOKOBUI LWINP 3 BUOOPOM BIiKPUTOrO TEKCTY MOXe ByTn
edreKTMBHILLA, HX «aTaka rpyboi cunny;

) MNOOOBXEHHS KftoYa YCKMagHE MOBHUKA nepebip Knwouis, LWO
obymoBnoe 6inblwly KpunTorpagiyHy CTiMKICTb  aCUMETPUYHUX
LUNPIB MOPIBHAHO 3 CUMETPUYHUMMN.

10. Axun TMN WKNdpy HaniMoBIpHiLLEe aTaKkyBaB HanagHMWK, SKWO MOro aTaku
BasyBanucs Ha aHanisi 4OBXWUHM NOBIAOMIEHbL?

a) 6riokosBi; 6) NOoTOKOBI; B) aCUMETPUYHI;  T) CUMETPUYHI.

11. Aka BNacTuMBIiCTb HEMPUTaMaHHAa CUHXPOHHMM NOTOKOBUM LUNdpam?

a) HENoOLMPEHHS MOMUIIOK;

0)3amiHa y WKNQPOTEKCTI OOHOrO  CUMMBOSY  MNPU3BOAUTL OO
HenpaBWNbHOIo PO3WNGPYBaHHS PELUTU CUMBONIB;

B)y pasi BTpath CUMMBOMY WNUGPOTEKCTY HEMOXINBO MNPaBUMbHO
po3wmndpyBaT BECb TEKCT 3a BTPA4YEHUM CUMBOJSIOM;

) BCTaBKka aKTUBHMM CYMNPOTMBHWKOM O04AaTKOBOrO CUMBOSY B
LUNPPOTEKCT NopyLuye noganblue po3wngpyBaHHS.

12. AKi 3 HWXKYeHaBeOeHUX BIlaCTUBOCTEM MalTb CaMOCUHXPOHI3OBaHI
NOTOKOBI LWNpU?

a) HernoLMpPEHHS MOMUIOK;

6) obmexxeHe NOLMPEHHS MOMUOK,;

B) ONA rapaHTin UiniCHOCTI OaHuxX MOTPiOHI [oAaTKOBI KOHTPOSIbHI
3axoaum;

) CAMOCUHXPOHI3aLisi;

[) PO3CistHHA CTaTUCTUKM BIOKPUTOrO TEKCTY.
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13. Ak pexum 3awmndpyBaHHS He Ma€ CEeHCy BUKOPUCTOBYBaTM AN1K

MOTOKOBOTO LLUMAPYBaAHHA?

a) ECB; 6) CFB; B) OFB; r) CTR.
14. Wo 3 HWxYeHaBeeHOoro € NOTOKOBUM LINAPOM?
a) RC4; 6) AES; B) DES;
r) AES-OFB; n) AES-CBC,; e) AES-CTR.

15. OgHa 3 nepwux Bepcin MepexeBoro npotokony SSH 3actocosyBarna

16.

17.

MOTOKOBI LWKNGPM Tak, WO wWndpoBaHi faHi nepejaBann B 000X
HanpsiMKax (Big KopucTyBada O XOCTY Ta Bif XOCTY OO KOpUCTyBaya) i3
BUKOPUCTAHHSAM OOHOrO M TOro camoro knoda (To6To rama, wWwo
Hakrnaganacb Ha BIOKPUTMA TeKCT, ABidi Oyna opfgHakosow). Aki
npobnemu Bu 6a4ntn y ubomy?

a) BUHMKaE 3arpo3a NpoBefeHHS aTaku 3 NePeKpUTTAM;

6) xogHol, 60 y LUbOMY BMMNALKY KifbKICTb MOXNMBUX ram BenuvKa i
MeTo[ MOBHOro nepebopy KntouiB noTpebyBaTvimMe HeobMeXXeHUX
obuuncnioBanbHUX MOXITMBOCTEN;

B) 3arpo3 0Oesneui He BWHWKAE, OCKINbKM JoBefeHa TeopeTuKo-
iIHpbOopMaLiMHa CTIKKICTb YCiX LUMPPIiB ramyBaHHS;

r) BUKOpMUCTaHa rama u4epes [MOOBOEHHS CBOEI [OOBXWHW BTpadae
PIBHOMIPHUIM pO3noain iMOBIPHOCTEN CBOIX 3HAKIB;

A) MOXIMBO 34INCHUTM aTaky 3a [OrOMOrow BCTaBKU CUMBOSY MiX
[BOMa ceaHcamW.

3a craHpaptom 802.11b y Wireless LAN cuctemi BUKOPUCTOBYETLCSA
notokosun wndp Wireless Equivalence Protocol 3 40-6iTOBMM KNIOYEM |
24-6iTOBMM BEKTOPOM iHiLiani3auii, 3a OONOMOrol SKUX FeHepyeTbCs
KNYOBMA MOTIK. FKe npu3HavyeHHA BeKTopa iHiuianisauili y uUbOMYy

Lngopi?

a) ycknagHUTn NoBHUM Nepebip Kntoya;

6) 3anobirtn «aTaui BCTaBKOKO»;

B) AaTWU MOXMMBICTb ABiYi BUMKOPUCTOBYBATM OAWH W TOM CaMWUI KIltOM
Ans 3awndpyBaHHS;

) yBECTU YACOBY MITKY.

WEP — ctapuin ctangapT 3axucty 6esgpoTtoBoro Tpadiky, 3aCHOBaHUM Ha
NOTOKOBOMY KOAYBaHHiI 3 BUKOpUcTaHHAM anroputmy RC4. Llen ctaHgapTt
BUSIBUBCHA BPasnMBUM A0 aKTUBHUX aTak, KONM HanagHuWK 3MiHe OiTn B
3aWwmndpoBaHOMY TEKCTi, WO CMNpUYNHAE HeCaHKUioHOBaHy MoaudikaLito
NOBIAOMMNEHHS, OTPUMAHOro 3akOHHMM KopucTtyBayem. Lo € kpawmm
3aX1UCTOM Bif TakMx aTak?
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a) BUKOPUCTaHHS PI3HUX KMOYiB KOXHOK CTOPOHOK AN KOXHOro
6e34p0oTOBOro NPUCTPOLD;

6) 3axuct wndpoTtekcty 3a gonomoroto MAC;

B) 3awumndpyBaHHA 3a gonomoroto wndpy AES B pexumi CBC;

r) 3sawmdpysaHHs 3a gornomororo wudgpy AES p exumi ECB.

18. AKy 3 HacTynHMX KPUNTOCUCTEM MOXHA BMOpaATU SK BUMCOKOLUBUAKICHY
cucTemy WndpyBaHHS Npu nepeaadi AaHux?

a) MAC; 6) MD5 : B) RC4; r) RSA.

19. Akwo 3a gonomoroto Wwudpy raMyBaHHS 3awindpyBaTy BIAKPUTUN TEKCT
0000000000..., To

a) OTPUMAEMO KIToH LWnNpY;

6) KoY WPy aBTOMaTUYHO NOABOITLCS;

B) oTpumMaemo wmnpposaHmim Tekct 0000000000...;
) AiCTaHEMO BEKTOP iHilianisauii.

20. Ha BiT XX, X3X4X5Xs YOTUPLOX Pi3HUX BIAKPUTMX TEKCTIB HaKNagaeTbca
rama  ¥,7,73Y4YsYs Y BIONOBIOHOCTI 3  PIBHAHHAM WM pYyBaHHSA

y;=x;+y;(mod2), pe y; — 6iTM wundpoTeKcTy. YCTaHOBITL

BIANOBIOHICTE  MDK  BUIMMSOOM  BiOKPUTOrO  TeKCTy Ta  BUMMA4OM
LLUNPPOTEKCTY.

Biokputnm tekct LLlndppoTtekcT

1) 00000000 AVNY2Y37475Y6
2) 1111111 B) 717273747576
3) 01010101 B) 117273747576
4) 10101010 M) 117273747576

21. KpuntoaHanituk nepexonuB kpuntorpamy 2,3,5,0,6,4,4, oTpumaHy 3a
AOMOMOroK  Wucpy ramyBaHHA NpU LWAQPYBaHHI BIOKPUTONO TEKCTY
1,2,4,4,0,3,5 3a piBHAHHAM wWndpyBaHHA ; =X; +¥;(mod 7). HAky
Kpuntorpamy BiH Mae€ HagicnaTu 3akOHHOMY KOpucTyBadeBi, LWo6 npwu
po3LwmndpyBaHHi Npu cTapin rami Tom otpumas Tekct 5,3,0,4,4,2,17?

a)6,5,3,2,2,1,0; 6) 2,156,634, B)4,4,6,05,3,2;, 7r)64,1,0,3,3,0.

22. fAki 3 HWXKYeHaBedeHUX TBepoKeHb LWoao wudpy O0L4HOPAa30BOro
ONOKHOTY HE € rpasusibHUMU?
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a) OOBXWHa Knoya wudpy Mae OyTM He MEHLWOK 3a OOBXUHY
BiAKPUTOro NOBIAOMMNEHHS;

0) kN4 Wwndpy MOXXHaA CTBOPUTM 3a AONOMOrOK PETICTPY 3i 3BOPOTHUM
NiHINHUM 3B’A3KOM;

B) LWUMpp Mae TeopeTUKo-iHPopMaLiHY CTIMKICTb;

) SKWO nepedaBaribHa i NpurMmaribHa CTOPOHM MakTb  CrifIbHUN
nceBOOBUNAAKOBUM  KIOY, TO WMOro MNOTPIOHO 3MiHOBaTU nicns
KOXXHOrO ceaHCy nepefadi, SKWO X KMY iCTUHHO BUMNagKoBUKW, TO
NOro He NOTPIGHO 3MiHIOBATMW.

23. [pn BMKOPUCTaHHI OAHOPA30BOro WngpyBanbHOro BOKHOTY  BiAKPUTUN
TekcT M moxHa nepeTBopuTh Ha WwndpoTekct C 3a AONOMOroH

a) TiNbKN OQHOrO Krto4a; 6) OBOX KrtouiB;
B) GaraTboXx KIHOUiIB; r) M —1 knwoui..

24. Yn Oyoyte HaBedeHi B Tabn. 4.9 wudpu OOCKOHANO CTiIMKUMW,
obuncnoBanbHO CTIMKUMW 4YM KpunTorpadivyHO HecTinkumn? BeaxkauTe,
LLIO B YCiX cucTeMax BMKOPUCTOBYETbCS BNokoBur Kpuntoanroputm AES
SIK CUHXPOHHUI NOTOKOBUM WNdop (y pasi noTpedbu npunHAath, wo AES —
GesneyHa nceBgoBunagkoBa YHKUiS); ||— cumBon koHkaTeHauil; k-

Kntoy kpuntoanroputmy AES; b — GiT BiOKPUTOro TEKCTY.

Tabnuusa 4.9
Wndppun
Ne : :
CxEMM ["eHepauisa knouiB 3awwmdpyBaHHs
1 BunapkoBuin BUGip 128- c=AES;(b||r), ne r-
GiToBoro kntoya BMNagKoBun 63-0iTOBUIN psaoK
Kntou k& BMGUpaeTbes 64
2 HaBMaHHSA 3 AeAKUX OBOX c=AES;(b||r|[07"), ne r-
128-6iToBUX pspkiB Ay i &y BMNagKoBM 63-6iTOBUIK paaokK
1. r— Takmn 128-6itoBM pPAOOK,
ansa  siKoro HaUMEHLLNW
3Hadywmun  6iT AESk1 (r)
Knou k B|/|6|/|pa€-|-b0;| ,D,OpiBHl'OG 0, a HaumeHwwun
3 | HaBMaHHS 3 OesKUX OBOX 3Hauywmn  BiT AES, ()
128-6iToBUX pagkiB ki i ky [OpiBHIOE 1.
2. Axwo k =ky, 10 ¢ =(7,b), aKwo
X k=ky , 10 c=(r,1-D).
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25. ABGOHeHT A BigKkpuB akayHT ans 6pokepa B, wob oTpumatn goctyn o
TOpriB B OH-NarMH pexumi. 3a [OOMOBIEHICTIO MK Opokepom Ta
abOHEHTOM KOMaHOa «Kynyn» KoayBaTMMeTbCs ofHieto BykBoto «K», a
KomaHga «npogan» — 6ykBoto «[». [licns 6ykeu 4eped npobin vy
NOBIJOMMEHHI CTOATUME M'ATU3HAYHE OEeCATKOBE 4YMCro, WO BKa3ye Ha
KiNbKICTb akuin, gki abOHEHT Xo4de KYynuTKM Yn npodaTtu (SKWO KiNnbKiCTb
aKkuin BUPaXKaeTbCA YUCIIOM MEHWUM 3a M'aTU3HadHe, TO rnornepeny
NpocTaBnseTbCsa HeobXxigHa KinbKiCTb  gogaTkoBux  HyniB). [Hani
NOBIJOMJIEHHS Ma€ MICTUTM 3HOBY nNpPoBIn i 4YOTUPUOYKBEHUI Tikep
KoMnaHil, Yni akuil uikaBnsatb aboHeHTa. Hanpuknag, nosigoMmneHHs «K
04000 UTEL» o3Havae «Kynntn 4000 akuin Ykptenekomy», a
nosigomneHHa «I1 10000 AZST» — «[pogaTtn 10000 akuin AsoBcTani».
3aranbHa [OOBXWHa NOBIAOMIIEHHA He nepesuwye 96 6itiB. [Ona
nigBuwleHHss ©6e3nekn akayHTa aboHeHT 3agisiB  wudpyBaHHS
noBigoOMMNeHb 3a AOMOMOrow ofHOpa3oBoro 6MOKHOTY, BMGpaBLM 3a
ramy wugpy OaHy iCTUHHO BunagkoBy 96-6iTOBY MOCNIAOBHICTb. HAKy
iHpbopMmauilo MOXe OTpuMaTh KpunToaHasniTuK, nepexonuelun [OBa

LUNCKOPOTEKCTU ¢ | €y ?

a) BU3Ha4YUTU obwuasa BIiOKPUTI TEKCTU my Ta m,, WO BiANoBigaloThb
LUMdppoTEKCTaM ¢y i ¢y ;

6) BiOHOBUTM TiNbKM OOMH 3 BIAKPUTUX TEKCTIB: abo m; , abo my;

B) BU3HA4UTU my D my;

r) 06uMcnuTY 3HaueHHs 2" M2 .
4) XX0OHOI iHpopMauii oTpuMmaTn HeMOXnneo, 60 ogHopa3oBM BNOKHOT
HanNeXuTb 40 AOCKOHAamNo CTIMKNX WwWudgpis.

26. Y1 MOXHa BU3HAYUTM KNHOY LWMGPY OLHOPA30BOro OMOKHOTY, SKLO
BiAOMa napa «BiAKPUTUI KMNoY — BiANOBIOAHUA LUNPPOTEKCT»?

a) Hi, 60 Wwndp ogHopas3oBoro 6IOKHOTY Mae AOCKOHAry CTiMKICTb;

6) Tak, k; =c; +m;, ne k;,c;,m; — 6iTK KMoYa WNPOTEKCTY i BIAKPUTOTO
TEKCTY ;

B) MOXXHa BU3Ha4YUTU TiNbKM NONOBUHY BITIB KNtoua;

r) TaK, k; =2m;.

27. NocTtaBTe y BigMNOBIAHICTb TN NOCMIQOBHOCTI Ta i BU3SHAYEHHS.

. ICTUHHO BMNaaKoBa NOCMIAOBHICTb;
ncesgoBUNagKoBa NOCNIOOBHICTb;

. MocnigoBHicTb 36banaHcoBaHa;

. ideanbHa BMNaakoBa NOCNIQOBHICTb.

»wN -
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a) NOCNiOOBHICTb 3HaKiB CKIHYEHHOro andasiTy, B $Kil KOXEH 3Hak
3yCTpIiYaeTbCa OQHAKOBY KifbKICTb pasis;

0) reHepoBaHa HegeTepMiHOBaAHMUM QDi3UYHUM NPUCTPOEM abo NpoLecom;

B) peanisauis NoOCnigoBHOCTI He3anexHuUx BUMNagKOBUX BESIMYMH, WO
MaTb PIBHOMIPHUI PO3NOAIN Ha AaHOMY CKIHYeHOMY andasiTi.

) reHepoBaHa geTepMiHOBaHUM NMPUCTPOEM abo Nporpamoto;

28. NocTaBTe y BiANOBIAHICTb TUMN NOCMNIAOBHOCTI i CNOCIO iT reHepyBaHHS.

1. |geanbHa BunagkoBa NOcnigoBHICTb;
2. lNceBpnoBunagkoBa NOCMNigoOBHICTb;
3. lcTMHHO BMNaakoBa NOCNIAOBHICTb.
a) netepMiHoBaHU NpUCTpin abo nporpama;
6) HegeTepMiHOBaHUI (Pi3NYHMIN NPUCTPIN abo NpoLec;
B) peanisauisi nNocnigoOBHOCTI He3aneXxHWX BUNaOKOBUX BENUYUH, LWO
MarTb PIBHOMIPHUI pO3noain.

29. NocnigoBHICTb iICTUHHO BUNAAKOBUX YncCen

a) Mae HopMaribHUN 3aKOH PO3Nnoainy MMOBIPHOCTEWN;
6) Mae piBHOMIPHMIA 3aKOH PO3Noainy NMOBIPHOCTEWN;
B) € MOHOTOHHO 3POCTa40lo;

) € MOHOTOHHO CnagHoHo.

30. 36anaHcoBaHi 6iToBIi MOCNIAOBHOCTI — L& NOCMigOBHOCTI, Ha nepioai AKnx
CMOCTEpPIraeTbCsA OAHaKoBa KifbKICTb HyniB Ta oauvHuub. CKinbku
36anaHcoBaHMX NocnigoBHOCTEN MatoTb nepioa 107

a)232; ) 242, B) 252; r) 374; n) 384; €)394; x) 5.

31. 3rigHo 3 noctynatamm [onomba Ha nceBgoBunagkoBy 6iToBy
NOCNiAOBHICTb HaKNaaaTbCA OOMEXEeHHS Ha

a) 3ycTpivarnbHIiCTb 3HaKiB;

6) 3ycTpivankeHiCTb MynbTUrpam;

B) aBTOKOpenAuinHy (PyHKLHO;

) Npodinb MiHIMHOT CKNagHOCTI;

[) po3noAin enemMeHTiB NoCnigOBHOCTI Ha MIOLMHI;
€) CTYNiHb CTUCKaHHS NOCNIAOBHOCTI.

32. nsa igeanbHOl BUNAAKOBOI MOCNIAOBHOCTI MMOBIpPHICTL 36iry 6ita 3
Byab-IKMUM NOro NPOrHO3HMM 3HAYEHHAM

a) popisHioe 1;  ©) popisHioe 1/2; B) Ginbwie 1/2; r) 6nmsbka go 1.
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33. CyKynHiCTb CTaTUCTUYHUX KPUTEPIiB, MNPU3HAYEHUX ONS NepeBipKu
BiANOBIAHOCTI aHarni3oBaHOl 4YMCNOBOI MOCIIAOBHOCTI rinoTesi npo

He3anexHiCTb i PIBHOMMOBIPHCTbL il €efleMeHTIB, Ha3MBa€ETbLCH

a) CTaTUCTUYHUM BUMipaMKn NOCIiQOBHOCTI;
0) TecTaMun BUSIBMIEHHS 3aNeXHOCTI;

B) TecTaMu ANUCNEPCHOro aHaniay;

r) HAbOPOM CTAaTUCTUYHUX TECTIB.

KpuTtepin nepesipkn SIKOCTI ABIMKOBOI NCeBAO0BUNAAKOBOI NOCNIAOBHOCTI,

34.
OCHOBaHMMN Ha MOPIBHAHHI CyMapHOI KiflbKOCTi cepin 3 HyniB i cepin 3
OAWMHMUb 3 pPO3MNOAINOM UbOro 4ucna pgns igeanbHOl BUNagKoBOIl
NoCnigoOBHOCTI, HA3MBAETLCA
a) CEpPiHUM TECTOM;

0) nepeBipkoo NPOQIinto NiHIMHOT CKNagHOCTI;
B) YHiBepcanbHumMm TectoMm Maypepa;

) NepeBIPKO0 NEPECIYHMX Cepint;

[1) NepeBipKOI0 HenepeciyHUX cepimn.

35. Ha puc. 4.4 HaBegeHo rictorpaMmy po3noginy AedKnxX YUCITOBUX

nocnigoBHoCTeN. Akin 3 NOCNIAOBHOCTEN MpUTamMaHHa BUNAOKOBICTb?
4000 4000
- Mh“m “h ‘|||‘||||“H - ““H““
I ! ‘l III| ||||I|IIIIIIIIII|III-- [ |
0 100 200 0 100 200
a) 0)
4000 4000
- ||||||||||||||| ||||||||||||| - “" “
| ...ullllll | ‘""IIIH....
0 100 200 0 100 200
B) Puc. 4.4 r)

36. Akwo aBinkoBa NOCiAOBHICTb, YMi BNAaCTMBOCTI ONM3bKi 4O BNacTUBOCTEN
igeanbHol BUNaAKOBOI NoCnigoOBHOCTI, NpoxXoanTb rpadpivyHum
cneKkTpanbHUN TeCT, TO KiNbKICTb rapMOHIK, 4Wi amnniTygu 3HayHo

nepesuLLYIOTb CepeaHIo amnniTyay rapMoHiK

a) cknagae rnonoBuHY Bif KiNbKOCTI BCIX FAPMOHIK;
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0) GinbLue 3a NOMOBUHY KifTbKOCTi BCiX r@pMOHIK;
B) NpsAMye 40 OANHWL;
) NpAMy€e 00 HynS.

37. lNepeBipka AKOCTi nNceBAoBMNAAKOBOI MOCMIAOBHOCTI, WO OCHOBaHa Ha
00YMCnEHHI NiIHIMHOT CKNagHOCTI 11 BiApi3KiB, BUKOHYETHCS 3@ 4ONOMOrOH

a) anroputmy bepnekemna — Mecci;

6) noctynatiB loniom6a;

B) YHiBepcanbHoro tecty Maypepa;

) ob4YncneHHsa aBToOKOpPenALINHOI PyHKLIT.

38. 3a paHnmum puc. 4.5 (http://boallen.com/random-numbers.html)

BCTAHOBITb, AKa 3 ABIMKOBUX NOCHILOBHOCTEN MPOXOANTL TECT PO3NOAINY
Ha NNOLLWHI.
PR

Puc. 4.5

39. Axknn gedoekT ABIMKOBOI NOCAIAOBHOCTI MOXHa BUABUTU 3a O0OMNOMOIOH
CTaTUCTUYHOIO TECTY MNepeBIPKU KYMYIATUBHUX CyM? (TeCT 3 nakeTy
NIST)

a) nepioan4HiCTb NOCNIAOBHOCTI;
6) HagMipHy 3ycTpidanbHICTb m -6iTOBUX NOCNIAOBHOCTEN 3 OAMHULb;
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B) BinblLly  MOXIMBICTb CTUCKaHHA, HDK B ICTUHHO  BMNAgKOBOI
NOCNiOOBHOCTI;

) HASIBHICTb 3HAYHOI KifIbKOCTi HYJiB YM OAMHULD Ha noyaTtky abo B KiHLi
NOCNigOBHOCTI.

40. 3a paHumu puc. 4.6 BM3HaA4YTe [BINKOBY MOCHNIAOBHICTb, ika NPOXOAUTb
TecT npodinga NiHINHOT CKNagHOCTI.

L A
a 6 B
1000 e

r
.* /
-—
-—
//
“
0 1 T T T 1T 1T 1
1000 2000
Puc. 4.6

41. Axun pedbekT 6GITOBOI MOCNIQOBHOCTI MOXHa BUSABUTM 3a OOMNOMOIOH
YHiBEpCanbHOro ctatuctuyHoro tecty Maypepa? (tect 3 nakety NIST)

a) MOXIMBICTb CTUCKAHHA NOCNIAOBHOCTI;

0) BiOXUNEHHA Bi4 TEOPEeTUYHOro EMMIPUYHOro 3aKOHY po3noginy
3HAYEHb;

B) NokanidoBaHi BIiOXWMEHHS 4acTOTWM nossBM oauHuub Yy 6noui Big
igeanbHOro 3aHayeHHa 1/2;

) HEPIBHOMIPHICTb pO3noainy m-rpam y nocrigoBHOCTI.

42. lNpn TecTyBaHHiI OITOBOI NOCNIAOBHOCTI 3a 4OMOMOrOK yHiBEpcasribHOro
ctatTucTudHoro Tecty Maypepa 1i po3dmnBaloTb Ha HenepeTuHHi BII0KN i
aani obuncnoTb

a) BubipkoBe cepefHE 3HAYeHHA KBagparta BiACTaHI MK O4HaAKOBUMM
BGrokaMn KOHKPETHOro BUrnaay;

0) cepeHe 3HayeHHs norapudma BiACTaHI MK ogHakoBMMU 6Griokamu
KOHKPETHOro BUrmnsay;

B) BiACTaHi MibX ogHakoBMMM 6510KaMM KOHKPETHOro BUMMSAY;

) paHr maTpuub, cknageHnx 3 6r0KiB pasHOro BUrnagy.

43. YCTaHOBITb BigNOBIOHICTb MiXK CTaTUCTUYHMMKM TecTamu nakeTy NIST gnga
nepeBipKMN AKOCTI NCeBAOBMNAAKOBUX NOCAIAOBHOCTEN Ta CTaTUCTUKAMM.

1. YacTOTHUN MOHOOBITHUN TECT;
2. YHiBepcanbHun Tect Maypepa;
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3. lNepeBipka cTUCKaHHSA 3a anroputmom Jlemnens — 3iBa;
4. MNepesBipka cepiun.

a) cyma norapudmis BigctaHen Mix LabnoHamu;

6) KINbKICTb Pi3HUX CMiB Y NOCMiIAOBHOCTI;

B) 3arasibHa KifibKiCTb Cepin Ha BCi 4OBXMHI NOCMigOBHOCTI;

) HopmarizoBaHa abcositoTHa cyma 3Ha4yeHb eneMeHTIB NOCNiAOBHOCTI.

44. Lo po3yMmitoTb Nig TeCTOM Ha HacTynHuM B6iT?

a) OCTaHHin 6iT Byab-AKOT nceBOOBMNALAKOBOI MOCHIQOBHOCTI Cryrye
4aCOBOK MITKOWO;

0) ona nonerweHHa po3wundpyBaHHA Mae iCHyBaTu MNOSIiHOMIaNbHUN
anroputMm, SKMM 3a BigoMumu nepwmmmn n 6iTamum  BUMNagKoBOIl
NOCniAOBHOCTI 4OCTOBIPHO BM3HA4ae 3Ha4YeHHs (n + 1)-ro 6iTa;

B) HE MNOBMHHO iCHyBaTW MNOMNIHOMIANbHOrO anropuTMy, KUK 3a BiAOMUMU
nepwimMn n BGiTamu BUNagKoBOI NOCIAOBHOCTI 3MOXe nepeabdbavntu
3HayeHHs (n + 1)-ro Gita 3 iMOBipHICTIO, BiNbLUO HiX 1/2;

' npwu iHiyianisauii gBomMa pPisHUMKM  BMNAOKOBUMW  3HAYEHHSAMMU
reHepaTtop Mae BuAaBaTW MOCNIAOBHOCTI, SAKi BigpI3HAKTbLCA nuwle
OOHMM BiTOM.

45. [eHepaTop nceBOOBUNAOKOBMX MOCMIAOBHOCTEN NPOXOAUTb YCi TeCTu
CTaTUCTUYHOI NEPEBIPKM HA BMMNAOKOBICTb. AKi 4o4aTKOBI BUMOIM BiH Mae
3a10BOJIbHATH, Wwod BBaxaTtucs  KpunrtorpadiyHo  BesnevyHum
nceeooBUNAaAKOBUM reHepaTopom?

a) nepioq reHepoBaHOi MNOCMIAOBHOCTI Mae OyTu aOyxe BENUKUM,
NOPIBHAHUM 3 JOBXMHOK BiAKPUTOrO NOBIAOMITEHHS;

0) BMXigHi B6iTKU MalOTb reHepyBaTUCS 3a AONOMOrOK EKCNOHEHLianbHOro
anropuTmy;

B) 064MCMIOBaNIbHO HEMOXIIMBO BU3HAYMTK BIT ;| nocnigoBHOCTI 3a

BiAOMUM doparMeHToOM BiT
bibit1-biyn-1
Ta 6IT bi—H 3a BigoMuUM oparMeHToOM
b i—pt1--bi—2bi1b;

(HenepenbayyBaHui reHepaTop);
) Npw iHibianisauil BMNagkoBUMmn 3Ha4eHHAMU reHepaTop Mae BugaBsatu
CTaTUCTUYHO 3anexHi NOCcNigoBHOCTI.

46. £k Ha3MBaeTbCA reHepaTop MNCeBOOBMNAAKOBMX uYMcen, Lo obuucnioe
HacTyrnHe uucno  Xx;,| 3a dopmynow  x; | = ax; +b(modm),

a,b,m—const?
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a) reHepaTop PiboHa4vyi 3 3ani3HEHHAM;
0) NiHINHWMI KOHIPYEHTHUI reHepaTop;
B) reHepaTop BBS;
) reHepaTop 3 MOLYJTbHUM FIULLKOM.
47. 3a AKkO 3 HaBefeHux popMyn MOXHa BM3HA4YaTU MOCMILOBHI 4ucna,
reHepoBaHi JIHINHUM KOHTPYEHTHMM TreHepaTOpoOM 3 MHOXHUKOM a,
iHKpemeHTOM b Ta mogynem m?

ab'xl-_l _ X ba.xl—l _ ||,

a){0 1][ . ]modm—[l], 6) 01 . modm = it
a+b 1) [x_ REA a 0] [x _ | X

B)[ 0 1][ . ]rnodm—[1 ; r) 0 b : modm = |

48. MNapameTpamu MiHIKHOrO KOHrpyeHTHOro reHepatopa € moayns m =10,
MHOXHUK a =3, iHKpemMeHT b =4, novaTkoBe 3HAYeHHs X, =35. fAkum

Oyne TpeTin YneH reHepoBaHOT NOCMILOBHOCTI?
a) 3; 0) 4; B) 5; r) 6; n)7.

49. 3HanpiTb 3aranbHy opMyny, WO 3B'A3ye YneHn X; i X, k=12..
NiHINHOT KOHIPyeHTHOI MocnifoBHOCTI X, = ax; + b(modm), i=0,1,...,

a>1.
a* -
a)Xpx = (akxi + )(modm); 6)x;.; =| bx; + (modm);
a—1 a—1
k k
a” — P at—
B) Xj, 4 =(xl- + 1 j(modm); r)xl-+k=[a x; + 1 b](modm).
—_— a_

50. BuxigHa nocnigoBHICTb AKOro 3 HMX4YeHaBeLeHUX NiHINHUX KOHTPYEHTHUX
reHepaTopiB MaTUMe MakCumanbHUM nepioa?

a)x; . =27x; +48(mod13); 6) x;,; =5x; +3(mod11);
B) X;,; =17x; +7(mod32); r) x,.; = 6x; +3(mod23).

51. Ha pwuc. 4.7 nopaHo pe3ynbTaTm TeCcTyBaHHA 3a [OOMNOMOroH
crnekTpanbHOro rpadiyHoro TecTy LUMPOKO PO3MOBCHOOAKEHOIO Ha
menHgppenmax IBM y 1960 — 1970 pp. nNiHIKHOMO KOHrPYEeHTHOro

_ 31
reHepaTopa RANDU i3 3akoHOM pekypcii X;41 = 65539x;(mod 2 ),
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52.

53.

i=1,2,... 3a paHumn puc. 4.7 (http://cer.freeshell.org/renma/Randu/ )
BUOEPITb rMpasusibHi TBEPOKEHHS:

Puc. 4.7

a) KOXHIN TpifLi X;, X; 11, X; > €NEMEHTIB reHepoBaHoOl NOCMiAOBHOCTI
Ha PUCYHKY Bianosigae Toyka (x;; Xit15 xl-_|_2);

6) posTawyBaHHA TOYOK Ha M'ATHAOUATM NapanenbHUX NIoLMHaXx
BKa3ye, LLO nepiof reHepoBaHOi NOCiAOBHOCTI o135 —1;

- 31 o
B)  OCKiNbKM MoAynb 2~ 3HAYHO MEPEBULLYE KiNbKIiCTb YTBOPEHUX
NNOLMH, TO NOCMIAOBHICTb BMNAAKOBA;
) reHepaTop He NPoXoauTb TECT.

Mpunyctnmo, wo 128-6itoBun kntod  kpuntoanroputmy AES-128
dOpMyETLCA 3a [LOOMNOMOrOK NIHIMHOMO KOHIPYEHTHOro reHepaTopa
ANSI-C, akui Buaae nceegoBmnankosi yicna 3 iHtepsany [0; 231 —1]y
BiAMNOBIAHOCTI i3 3aKOHOM

x; = (1103515245x; | +12345)mod2°!.

[MoyaTKoBe 3anoBHEHHS1 reHepaTopa — 31-0iToBe BMMAgKoOBE YMUCIIO.
Ons dopmyBaHHa kntoya AES-128 BubupatoTb M'sTb  NOCRILOBHUX
yucen, reHeposaHux ANSI-C, i gani knoy yTBOPIOKTE 3a Npasuinom: 28
BiTiB i3 NnepLlloro reHepoBaHoro yucrna, 28 6iTiB — i3 gpyroro, 24 — i3
TPEeTbOro, 24 — i3 4eTBEpPTOro, 24 — i3 MATOro. HAKWO KpunToaHaniTuKy
BigjomMa npoueaypa Bubopy OiTiB Krtova, TO Ky MakCUManbHY KiNnbKiCTb
kntoyis AES-128 BiH Mae nepesipnTn Npu NOBHOMY rnepebopi Kro4is?

a) 231; 6) 224; B) 252; r) 27

[ns reHepadil nceBOOBMMNagKOBUX YNCEN BUKOPUCTOBYETLCSA 24-6iTOBUN
LFSR 3 makcnmanbHum nepiogom. Homy gopiBHIOE Lien nepioa?

a) 24: 6) 24°: B) 224 n2%—1. g22% 41
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54. HesBigHWn HOpMOBaHWA MHorouneH f(x) cTeneHs n Ha3MBaETbCA
npumiTBHUM Hag nonem GF(2), skwo f(0) = 0 i miHimanbHe 3Ha4yeHHs

e, pu SIKoMy BUKOHyeTbca nopisHsHHA x© =1mod f(x), nopisHioe

a) 2" +1; 6) 2" ; g) 2" —1; fynt -1

0) n2+1; e) 2n—1, x) 2n+1,

55. 3a sKoi ymMOBM He3BigHWI HopmoBaHuii MHorouneH f(x), f(0)=0,
cTeneHsl n Hapg ckiHieHHum nonem GF(g) 6yoe npUMITUBHUM?

a) x(qn_l)/pjzllmodf(x) Mpw BCiX NPOCTUX AinbHUKax p uncna q"—1;
6) x(qn_l)/p =1mod f(x) npw Bcix NpOCTMX AinNbHMKax p uncna ¢ ;
B) f(x)(qn_l)/p =1mod g npw Bcix NPOCTUX AinbHUKax p uucna q" ;

r) f(x)(qn_l)/p Z 1mod g npw BCix AinbHMKax p uucna g .

56. HasBiTb OBi OCHOBHiI CKnagoBi pericTpiB 3CyBY i3 3BOPOTHUM JTiHINHUM
3B’A3KOM.
a) apnPMETUKO-NOrIYHNIN NPUCTPIN;
6) pericTp nam'ari;
B) NPUCTPIn Ansa reHepauii yHKLUii 06epHeHOoro 3B’a3Ky;
) pericTp 3cyBy;
A) NpucTpin ons dinbTpauii 6iTis;
€) NPUCTPIN ANa HeniHinHOT KoMbiHaLii BUXOAiB pericTpy.

57. Yum Bu3HavaeTbCH po3psgHicTb LFSR?

a) KiNbKIiCcTO BUXIigHUX BITiB;

6) wenakicTio poboTun pericTpy;

B) KifibKiCcTtO BiTiB, O MOXHa ogHOYacHO 36epiratu y pericTpi;
) AOBXWHOK IMITOBCTaKM.

58. HAKi 3 HMKYeHaBeLEHUX PEKYPEHTHUX PIBHAHb 3a4atoTb JiHINHI OOHOPIAHI
NOCiAOBHOCTI Apyroro nopsiaky Hag nonem GF(5)?

a) x; = 4x,-2_1; 6) X; = x;1 +X;_3;
B) xl- = 3xl~_2; r) xi = 3xi_2 +].

59. Ha puc. 4.8 306paxeHo LFSR, xapakTepuCTUYHNIN MHOFOYSIEH SIKOTrO
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—P—P
A A
Puc. 4.8
a) FA) =4+ A%+ 1+1; 6) F(A) ="+ 23+ A% +1;
B) F(A) =12+ % +1; NFA) =2+ +2% +1.

60. Ha puc. 4.9 306paxeHo LFSR, xapakTepuCcTUYHMN MHOIO4YSIEH SIKOrO

—P——
I ) A
Puc. 4.9
a) F() =A%+ A% + 2% +1; 6) F(A)=A" + A%+ 1% +1;
B) F(A) =17 +2° + 2> +1; NFA) =+ +1° +1.

61. Bigresoputb rpadiyHo npuHUun ait LFSR 3a Moro BigoOMUM

XapakTepUCTUYHUM MHorouneHom F(A) = A%+ 2% +1, YTBOPEHUM 3
nocnigoBHOCTI noro sigsoais (puc. 4.10).

- Fan) - Fan
2) e 6) | e
. D T > TR
B) Y% |0 ¥
4—| }4— -+ -— -t -t -+ -t -+
Puc. 4.10

63. LFSR reHepye 6iToBY MOCMigOBHICTb, siIka OMUCYETLCS 3aKOHOM PeKypCil
X;13 = X;11 +Xx;(mod2) ana i > 1. Onuwite cTpykTypy Uboro LFSR.
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a) LFSR mictuTtb aBi YapyHkn S,,S;, 6iT 3BOPOTHOrO 3B’A3KY [JOPIBHIOE

CyMi iX BMICTY i NO4aeTbCA Ha BUXIg;
6) LFSR mictuTb YoTupun YapyHkn Sy,S3,S55,S5], 6IT 3BOpOTHOrO 3B’A3KY

AopiBHIOE cyMmi BiTiB B YyapyHKkax S, ,S; i noBepTaeTbCs B YapyHKY Ss;
B) LFSR, akun 6u npautoBaB y BignoBigHOCTI 3 UMM 3aKOHOM PEKYPCil,

He ICHYE;
r) LFSR wmictutb Tpu uvapyHkm S3,S5,,5;, BIT 3BOPOTHOro 3B’A3KY

AopiBHIOE CyMi BiTiB B YapyHkaxS,, 5.

62. BioTBOopuTb rpadivyHo npuHumn gii 5-6itoeoro LFSR 3a BigoMum 3aKoHOM
peKkypcil x5 ; = X4,,; D Xp; DX; (pyc. 4.11).

' > fan fan D Fan
> N7 N7 -
a) 1 1 6) e X
-+ - - - - < -+— - - - - <
P P P —D ¥
B) — U (N r) Y A
'Y 1 1
-« e = = - -
-+ - -t - -t -t
Puc. 4.11

64. XapakTepuCTU4HMA MHOrouneH, yTtBopeHun 3 BigsoaiB LFSR, €
npUMITUBHUM. YoMy NOCNIOOBHICTbL, reHepoBaHy Takum LFSR,
Hebe3neyHo BUKOPUCTATU AK ramy NOTOKOBOrO WNpy?

a) rama He byae 3a40BOMbHATU NnocTynaTtu fonomba;
6) 3a gonomoroto anroputmy bepnekemna — Mecci MoXxHa npoBecTu

dTaKy Ha OCHOBI Bi,EI,KpVITOI'O TEKCTY, AdKa PO3KPUE KITHOM,

B) rama He Byge MaTn MakcumarnbHUn Nepiog;
) rama 6yge iCTMHHO BMMAQKOBOW | Tl Baxko 6yae MOBTOPUTM Ha

NPUUManbHIM CTOPOHI NPY pOo3LWKPPOBL,.

65. Akwo Tpinka 6iTiB (a,b,c) — no4YaTkoBe 3anoBHEHHs TpubiToBoro LFSR 3

XapaKTepUCTUYHUM MHorouneHom f(x) = x> +x+1, To wsTMM 6iTom
reHepoBaHoOI pericTpoM nocnigoBHOCTI byae
a) adb; 6) adc; B) abbDc; rNNbdec.
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66. Hexan LFSR poexuHu [ reHepye 6iToBy ramy OOBXWHM n. HAke
TBEepPLXXEHHSA HerpasuribHe?

a) / nocnigoBHMX CTaHIB PericTpy MiHIMHO HE3aneXxHi;
6) / +1 nocnigoBHMX CTaHiB pericTpy MiHINHO He3anexHi;
B) wWo6 ogHO3HA4YHO BM3HAYMTM MHOrOYSIEH 3BOPOTHOrO 3B’SA3KY A1

[aHoro perictpy, noTpibHo 3agatm 7 =2/ nNocnigoBHUX CUMBONIB
ramm, 3areHepoBaHOI PEriCTPOM,;

) nepiog ramun 3anexitb Bif PYHKLIT 3BOPOTHOIO 3B’'SA3KY.

67. YkaxiTb Oekinbka nocnigoBHux ctaHiB LFSR 3 xapakrepuctuyeckmm

MHOIO4IeHOM f(x)= PR SR SR | npu  novaTKOBOMY
3anoBHeHHi 0111.

a) 6) B) r)
0111 0111 0111 0111
1111 1111 1110 1011
1110 1010 1101 0101
1101 1100 1010 1010
1011 1001 0101 1011

68. Akum Oyge knmw4yoBMM NOTIK, WO reHepye LFSR, sakwo #oro

y 4 y
XapakTepucTuyecknin MHorouneH f(x)=x +x-+1, a noyaTkoBuI

ctaH 11017
a) 1101010111011010001; 6) 1101010100101010110;
B) 1101011110001001101; r) 0010101011010101001.

69. Ake 3 TBepaXeHb Woao nepiogy 1 BUXiQHOI NOCMNiIAOBHOCTI, rEeHEPOBaHOI
128-6itoBum LFSR, € npasunibHUM?

a) T = 2128,

6) T =2 —1;

B) nepioa moxe 6yTn Ginblinm 3a 128 -1;

) 3a HagaHo iHOpMaLiEd HEMOXITMBO BCTAHOBUTU AOBXMHY nepioay.

70. Aka poBxuHa LFSR, gakwo MakcMmasribHa [OOBXWHa nepiogy
NOCIiAOBHOCTI, WO HUM reHepyeTbCs, AopiBHIOE 317

a) 2; 6) 3; B) 4; r) 5; n) 16; e) 32; €) 62.
71. CKiNnbkKM HynNboBMX OITIB 3'sIBNAETbCA Ha nepiogi  m-nocnigoBHOCTI,

reHepoBaHoi L-6itoBum LFSR 3 npumMiTMBHMM XapakTepuUCTUYHUM
MHOro4s1IEHOM?

175



a) P 6) P B) PRy
N L/2: n) (L/2)—1; e) 212

72. LFSR 3 makcumanbHUM nepiogoM BUKOPUCTOBYETbCA |HTepHeT-kasiHO
Ans reHepauii nceeoosBMnagkoBoi 6ITOBOT MOCAIAOBHOCTI 3 METOH
iMmiTauil pyneTtku. loyaTkoBe 3amnoOBHEHHS perictpa Marno OOBXWUHY 32
6iTn, a reHepoBaHa NoOCMiAOBHICTb HapaxoByBana 4096 06iTiB. AKLWO
HaBMaHHA BMOpaTM HOBE MO4YaTKOBE 3aroOBHEHHS pericTpy, TO 4dKa
MMOBIpHICTb, WO HoBa 4096-6iToBa NOCNIAOBHICTL Ha BUXOAiI PericTpy
3biraTMmeTbCA i3 CTapo?

a) 2—32; 6) 2—31; B) 2—64; ) 2—128; n) 2—4096.

73. 3a gakoi ymoBu nepiog BuxigHol nocnigosHocTi LFSR poexunHn n Hapg
ckiH4eHHUM nonem GF'(g) HabyBae MakCMMarnbHOMO 3HAaYEHHS?

a) MiHIManbHUM MHOroYneH, YTBOPEHWW 3 MOCAIAOBHOCTI BigBOAIB
perictpa, Mae 6yTn HE3BIAHMM HaZ NOMEM;

6) cTeniHb XxapakTePUCTUYHOIO MHOroYIeHa, YyTBOPEHOrO 3 NMOCIi4OBHOCTI
BiABOAIB pericTpa, mae 0yt 6inbLuoto 3a 1

B) XapakTepUCTUYHUWN MHOrOYreH, YTBOPEHUA 3 MOCIIOOBHOCTI BiABOAIB
perictpa, Mmae 6yt NPUMITUBHUM Hap, Nonem;

r) no4aTkoBe 3arnoOBHEHHS pericTpy mae gopisHoBatn 111...1;

A) NOpPSAOK  XapakKTepPUCTUYHOrO  MHOroYrieHa,  YTBOPEHOro 3
NnocnigoBHOCTI BiABOAIB pericTpa, Mae AOPiBHIOBATU 7.

74. Tlepiog BuxigHoi OiTOBOI MNOCNIAOBHOCTI perictpa 3cyBYy 3 MiHINHUM
3BOPOTHMM 3B’A3KOM JOBXWHU 11 HE MOXE MEPEBULLNTU 3HAYEHHSA

a)2" —1: 6)2": 8)2" 1 1 1; 2" 11

75. Axkwo LFSR npu noyaTtkoBOMYy 3anOBHEHHI X reHepye NOCIigoOBHICTb

X(X]Xy..., @ MPN NOYATKOBOMY 3aMOBHEHHI S — MOCNIAOBHICTb S(S|S7 ...,

TO NpW NOYaTKOBOMY 3anoBHEHHI x G s LFSR BugaBaTume Ha BuMXOAi
NOCnNiaoOBHICTb

a) X0S0> X151> X252, «evs 6) X0s S0s X15515 X2582,5 -+

B) Xo + 50, X TS, Xp +59,...; r) iHWa Bianosiab.

76. Akuin 3B'A30K MixX MHorouneHom P(x) 3BOpPOTHOro 3B’si3Ky 7-6iTOBOro
LFSR i noro xapakTtepucTU4YHUM MHorouneHom P *(x)?
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1

X

a) P*(x)=x"P|—|; 6) P*(x)=x" — P(x);

) P (x) =23,

x—1

B) P*(x)= P(x)+1;

77. biToBa nocnigoBHiCTb, reHepoBaHa LFSR, ogHO3Ha4YHO BM3HA4Ya€ETbCAa 3a
JONOMOroH

a) MHOro4sieHa 3BOPOTHOrO 3B’S3KY;
0) XxapakTepUCTUYHOIO MHOIOYSIEHa;

B) NOYATKOBOrO 3arnoOBHEHHS;
) npasurbHi BiAMNOBIAi a) i B);
[) npaBunbHi Bignosigi 6) i B).

78. YCTaHOBITb BIAMOBIAHICTL MK MHOroYrieHamMmu, WO OMUCYKTb NiHINHY
peKypeHTHY NocnigoBHICTb, reHepoBaHy LFSR, Ta ii Bnactnsoctamu.

MHOrou4sieH i Noro xapakTepucTukm
1) XapakTepucTnIHUN
MHOTOMSIEH;
2) MiHIMasribHUN MHOTOYSIEH;
3) nopsagoK MiHiMaribHOro
MHOrOMIIEHa;
4)nopsaaoK 3aKOHY PeKypCil;

BnactuBocTi nocnigoBHOCTI
a) NiHinHa CKNagHicTb;
6) nepiop;
B) MHOrOYsfieH 3BOPOTHOrO 3B’A3KY;
) MHOro4neH 3BOPOTHOIO 3B’A3KY
HaMKOPOTLLOro pericTpa,
3aTHOro reHepyBsaTu

NOCNiAOBHICTb

78. t — MakcMmanbHUM Yac HenepepBHOI poboTn KpuntorpadivyHoro 3acoby
Ans 3axucTy iHgopmaLii, OCHOBaHOro Ha MOTOKOBOMY WUQPI, v —
LWBWNAOKICTb Nepefadi y KaHani 3B'd3Ky, # — PO3psiAHICTb MOCNigOBHOCTI
Ha BWXOAi reHepatopa ramu. 3a UMX YMOB MiHIManbHUW nepioq ramu,
HeoOXigHMM onga 6e3neyvyHoro WudpysaHHs Mae 0yTu BinbLUMM, HiX...

2

6) 15 +n);
n

80. Anroputmy bepnekemna — Mecci gae 3amory

a)t+vn; B) 0,5tvn; r) tvn.

a) BU3HAYUTU  MiHINHY 4YncroBol
3reHepoBaHol LFSR;

0) 3HanTM KoedilieHTU MHOoroyneHa 3BOPOTHOro 3B’A3kKy LFSR, wo
NOpOAMB aHy YMCIIOBY NOCIIILOBHICTb;

B) po3B’si3aTi pa3om obuasi 3agadi, onncaHi B nyHKTax a) i 0);

) )KOAHOT 3 oNMcaHnX 3agad anropuTMm He3gaTHUIN Po3B’A3aTH.

CKnagHicTb NOCNiAOBHOCTI,
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81. Aka w4acoBa cknagHictb anroputmy beprnekemna — Mecci pgns
oBuncneHHs niHIMHOI CKMagHOCTI 4McroBol  BITOBOI  NOCHIAOBHOCTI,
3reHepoBaHol LFSR goBxuHn n?

a)O(nz); 6)O(n3); B)O(log, n);
NoR"); n)O(n); e)O(\n).

82. Ckinbkn nocnigoBHmx 6iTiB ramn nNoTpibHO 3agatu, Wob 3a 4ONOMOrow
anropntMmy bepnekemna — Mecci 0gHO3Ha4YHO BU3HAYUTU MHOrOYSIEH
3BOPOTHOrO 3B’A3KY ONA pericTpy, WO 3reHepyBaB AaHy MOCMIOOBHICTb
MakcuMarnbHOI JOBXWHU, SKLLO KiflbKICTb YapyHOKPErICTPY OOpPIBHIOE 1 ?

a) n’: 6) 2n; B) log, n; r) 2"; n)n.

83. Y sakomy BunNagky niHiMHa cknagHicTe 6iTOBOI MOCNIAOBHOCTI OPIBHIOE
HECKiHYeHHOCTI?

a) sikwo nocnigoeHictb Hynbosa 000...0;

6) skwo nocnigosHictb Mae Burnsg (0,0,0,...,01) ;

B) siKWo nocnigosHictb mae surnag (0,1,0,1,...,0,1);

) KONW He iCHye pericTpy 3cyBYy i3 3BOPOTHMM JliHIMHUM 3B’A3KOM, LLO
MOXe reHepyBaTu TaKy NocnigoBHICTb;

[) HECKIHYEHHY JiHiIMHY CKNagHIiCTb MOXe MaTWu TiflbKW HECKIHYEHHa
NOCNIQOBHICTb.

84. YcTaBTe nponyLLeHi crioBa y HaBeAeHi TBEpI)KEHHS.

1. AKWO xapakTepucTnyHnm mHorouvneH LFSR € ...., To reHepoBaHa HUM
NOCNIAOBHICTL Oyae m -NOCniAOBHICTIO;

2. AKWwo xapaktepuctudHum MHorouneH LFSR € ...., To nepioa
reHepoBaHOl HWM MOCSIQOBHOCTI 3anexaTtume Big MN04YaTKOBOro
3arnoBHEHHS;

3. AKuo xapakrtepuctuyHmn mHorouvneH LFSR € ..., To reHepoBaHa HUM

NOCNIOOBHICTb HE BIAHOCUTBCA OO0 M -MOCMIAOBHICTEW, ane OOBXUHA
1T nepioga He 3anexaTuMme Big NOYaTKOBOro 3arnoBHEHHS.

a) 3BigHWUMN; 6) He3BigHWI; B) MPUMITUBHUN.

85. byniBa dyHKUiA, Ha OCHOBI $KOI nNobygoBaHO KOMOiIHyBanbHMA abo
GinbTpyBaribHUM reHepaTop NOTOKOBOro WNdpy, Mae bytn

a) 3banaHcoBaHol; 6) acouiaTUBHOIO;

B) MOHOTOHHOI; ') 3 BUCOKOK HEMIHINHICTIO;

) CUMETPUYHOIO; €) 3 KOpensAUINHUM IMYHITETOM;
€) CaMOBOWCTOI0; X) NiHINHOLO;

3) 3a10BONbHATI CYBOPOMY NaBUHHOMY KPUTEPIloO.
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86. byniBa pyHKLis Mae KopenauiiHUin iMyHITeT nopsaaky &, AKWO

a) 1l BMXigHa nocnifoBHICTb 36anaHcoBaHa;

6) 3miHa ofHiel BXiOHOI koOpAMHATU  CMPUYMHSIE 3aMiHy k& 3HaYeHb
BMXiOHOI NOCNIOOBHOCTI;

B) Ha NPOTUNEXHUX OAWH OAQHOMY Habopax 3 k aprymeHTiB (yHKLis
npumMMae NPOTUNEXHI 3HAYEHHS;

r) il BMxigHa NOCNIQOBHICTb CTATUCTUYHO He 3anexuTb Big 6yab-siKol
NIAMHOXWHK 3 k& BUXiOHUX KOOpAUHAT.

87. MiHiManbHa BifcTaHb XeMMiHra mixk 6yniBoto oyHKUI€ Big 7 3MiHHUX 00
MHOXWHU apiHHUX OYHKLIA Ha3nBaeTbCA

a) 30aHCOBaHICTIO (PYHKLUIT;

6) HENIHINHICTIO PYHKLUT;

B) anrebpalyHuM iMyHITETOM (PYHKLIT;
) Baroto oyHKUiT 32 XeMMiHroMm.

88. 'eHepaTop Nedhdbe cknagaeTbes 3 TPboX LFSR MakcumanbHOI JOBXUHN,
koMbiHyBanbHa dyHKUia f(x],Xy,X3) = XX, D Xpx3 O x3. 3a ymosw,
wo AosxuHn L;,L,,L; pericTpiB BUpaxaloTbCA B3aEMHO MNPOCTUMM
yucnamu, nepioq BMXigHOT NOCNIAOBHOCTI reHepaTopa AOPIBHIOE

g) 211 4212 423 1. Nl —ef2 —nebB -1,

89. NeHepaTop Nedbdbe cknagaetTbes 3 TPboX LFSR mMakcumanbHOI JOBXUHN,
KombGiHyBanbHa yHKUia f(x],Xy,X3) = XXy @ Xpx3 B x3. 3a yMOBY, WO
AnoBXuHW Ly, L,,Ls pericTpiB gopisHioloTe 5, 7 i 11 BignosigHo, niHinHa
CKnagHIiCTb BWMXIAHOI NOCIILOBHOCTI reHepaTopa CTaHOBUTb
a) 23; 0) 88; B) 93; r123; 0)385.

90. Axkun BigcoTok 6iTiB ramu Ha Buxodi reHepatopa ledpde (puc. 4.12)
3biraeTbcs 3 BignoBigHMM 6iTamMuM BUXIOHOT MOCMIOOBHOCTI MEpPLLOro
perictpa?

X1

LFSR-1

a)75%; 6)50%:;
B)33%:; r)25%:;
n) 66%.

LFSR-2

Buxig

X3

LFSR-3

Puc. 4.12
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91. 3aBasikmn Yomy 3abesneyyeTbCcs HEMiHIMHICTE ramn y windpi A5/17?

a) poboTi pericTpiB 3a npasuniom «stop-and-goy;
6) yacTin iHibianisauil anropuTmy;

B) 3aCTOCYBaHHIO Yy perncrtpax MpopipKeHNX MHOro4vsnieHiB obepHeHoro
3B’'A3KY;

) KacKagHOMY 3'€JHaHHIO TPbOX PETICTPIB;
[) 3aBOSKM HENapHIN KiNbKOCTI pericTpiB, 3aisHNX B reHepaTopi.

92. Aka MMOBIPHICTb 3CyBY BMICTYy OOHOro perictpy 3 niHINHUM 3BOPOTHUM
3B’5I3KOM B OHOMY TakTi poboTn anroputmy A5/17?
a) 1/4; 6) 3/4; B) 1/2; r) 1/3; n) 2/3.
93. Ha Bxig kol ©yniBoi yHKUiT nogatTbCs «cepeiuHHi» B6iTn BMXigHUX

nocnigosHocten LFSR pgna 3miHHOro KepyBaHHS TakKTyBaHHAM B
anroputmi A5/17?

a) f(x1,%p,X3) = XX X3;

6) f(x1,x,X3) = x + x5 +x3;

B) S (x1,Xp,X3) = X1xp + x1x3 + XpX3;

) f(x),X%0,X3) = X)Xy + X1X3 + X X3 + XX X3.

94. Ha puc. 4.13 nogaHa cxema pobOTU reHepaTopa KIKYOBOro MOTOKY

wndpy ...

1'1B|‘r?|1i| D TT T I T T TTTT Jop

- "{1} =T
2ol TTTTTTTT WO TTTTTTTT Top
o] [ [ [TTTTT W[ [IRTTTTTT Jo

-
Puc. 4.13

a) RC4; 6) SNOW,; B) AS5/1; r) SEAL.

95. Aky 3 HaCTyMHUX KPUNTOCUCTEM MOXHa BMOpaATU AK BMCOKOLLUBUAKICHY
cucTeMy WINdpyBaHHSA Npy nepegadi gaHux?

a) MAC; 6) MD5; B) RC4; r) RSA.
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96. Aka JoBXMHa Kro4a NOTOKOBOro wndpy A5/17?
a)256 6itiB; 6)128 6iTiB; B) 64 6ITY; r) 32 6iTn; A) iHwa BignoBigb.

97. lNeHepaTop «stop-and-go» nobygoBaHo Ha Tpbox LFSR. MiHimanbHi

XapaKkTepucTUyHi MHorounenn F(\) = A2 A+ F(\) = A HA+1

ABOX pEricTpiB € npuMiTMBHUMKU. Bubepitb cepen HaBeOEHUX HMXKYEe
MHOrFOYNEeHIB TON, WO Mir 6u 6yt XapakTepUCTUYHMM MHOFOYSIEHOM
TPeTbLOro perictpa 3a ymoBW, LLO nNepiog BUXIOHOI MOCNIAOBHOCTI Mae
OyTn sikomora BGinbLUNM.

a) EO) =AM + A +1; 6) A\ =X +A+1;
B) F5(\) = A A+ I; r) Oyab-siKuin 3 MHOrouneHiB a) — 6).

98. leHepaTop «stop-and-go» ckrnagaetbca 3 aBox perictpiB LFSR-1 i
LFSR-2, BuxigHi nocnigoBHocTi sikux {a(?)} i {b(¢)} BignosigHo.
MpuHUMN pobOTU reHepaTopa: SAKWO Ha MOMEHT 4Yacy ¢ Ha BUXOA
pernctpa LFSR-2 3'aenseTbes 6iT b, = 1, To reHepaTop BUAAE NOTOYHMIA

6it a(i;)=1, reHepoBanuii  perictpom LFSR-1. Y pasi x nossu

BuxigHoro 6ita b, =0 reHepaTop NOBTOPHO BMAAE MonepeaHin
6ita(i; —1), renepoBaHuin LFSR-1:

a(i,), AKWO p, =1,

1) =
u(t) a(i; —1), AKWO p =,

3Hanaitb nepwi 20 OiTiB Ha BUXOoAdi reHepaTopa 3a BiAOMUMWU BUXIAHUMU
NoCnigoBHOCTSIMM PETICTPIB:

LFSR-1 —10000101011101100011,
LFSR-2-11111011100010101100.

a) 10001100101001001111; 6) 00000100011101010011;
B) 01111010100010011100; r) 10000010111100111110.

99. 3 akuM 3 HMKYeHaBeaeHNX TBEPAKEHb B He 3rogHi?

a)ona  reHepyBaHHSI  MCeBOOBUNALKOBOI  MOCMILOBHOCTI  MOXHa
Bukopuctatu anroput™ 3DES;

6) iCTiHHO BMNagKoBa Yyncnosa NOCniAOBHICTb Mae ByTK
HenependbayvyBaHOO | HEBIATBOPHOBAHOLO;

B) uscrnoBa 6iToBa NOCMIQOBHICTb 3 BESIMKOK MiHIMHOK CKMagHICTIO
000B’A3KOBO Ma€ HenoraHi BUNaakoBi BMacTUBOCTI;
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r MakCUManbHUK nepioa MNiHIMHOI pPEeKypPeHTHOI MOCnigoOBHOCTI Han

nonem GF(q) nopsigky g moxe fopisHiosat nuwe g" —1.

100. Ak Ha3nBaETbCH reHepartop nceeOoOBUNAAKOBUX YUCIOBUX
NocnigoBHOCTEN, WO CcKnagakwTbcss 3  OITIB NapHOCTi  4ucen

X; =xi2_1(m0dn), ne i=12,.., n=pq, p,q— BEnuki npocri
yucna?

a) reHepaTop PiboHauui i3 3ani3HEHHSAM;

6) reHepaTop BBS;

B) KBagpaTUYHMUN KOHTPYEHTHUI reHepaTop;
) NiHINHWN KOHTPYEHTHUN reHepaTop;

A) reHepatop Minnepa — PabiHa.

101. BuxigHa nocnigoBHicTb reHepaTtopa BBS cknagaetbcsa 3 6iTiB NapHOCTI
yucersi, yTBOPEHUX 3a 3aKOHOM

a) x; =X,~2_1 modn,ge n=pq; 6)x,, =(x+x,)modn;

8) ;11 = (xx, ) modn; ") Xy = (ax;" +b) modn.

102. Ak ymOBi NOBWHHI 3a40BOMBHATU Yucna p i ¢, wWob ix AobyTok
A0UiNbHO Byno BUKOpUCTaTK 9K MoayMb Ana reHepatopa BBS?

a) 6yTn npocTMmmn ymcrnamm MapceHHa ; 6) p = q #* 4(mod3);

B) cmmBofn JlexxaHapa

5]21; N p=q’: a)p=qg=23modd).

103. [na 36inbweHHs nepiogy BMXiQHOI NceBOOBMNALKOBOI MOCNIAOBHOCTI
reHepaTopa BBS ansa uucen p i g mae BUKOHyBaTUCH YMOBa

a) p=q=4(mod3);

6) p=q—3(mod?2);

B) HCO(¢(p —1), ¢(gq —1)) noBuHeH ByTn manuwm;
r) p—1:2kq, g—1=2"p, k=m.

104. YcrtaBTe nponylieHi crnoBa: «Bucoka cTinkicTb reHepatopa BBS
3abeaneyeHa obuymcnoBanbHOK CKMAAHICTIO 3agadi...., WO noknageHa
B OCHOBY MOro poboTm».

a) nigHeceHHs1 OO CTeneHs 3a Moaynewm,;
0) TecTyBaHHS Yncen Woao NpocToTy;
B) ANCKPETHOrO norapngmMyBaHHs;

r) pbakTopusadii BENUKMUxX Yncen.
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105. 1Ba kopuctyBada Onsa ©e3neyHoro nuUCTyBaHHS 3a [OMOMOroH
€NeKTPOHHOI NOoWTN NAaHyTb BUKopucTatu notokosun wmndgp RC4 3
256-6iToBUM  KInoveEM k. Tpouenypa wwndpyBaHHsa 6GITOBOro
nosigomnenHss m: c¢=RC4(IV ||k)® m, pe cumBon || nosHavae

KOHKaTeHauito, a |V —-BunagkoBo BubGpaHun 80-6iToBUM BEKTOP.
OTtpumyBavy iHdopmauii Hagcunaetbea GitoBun pagok IV |lc. Aki 3

HUXKYEHaBeAEHNX TBEPAKEHD OMUCYHTb PO3LWNGPYBAHHS
LWnpoTeKkcTy?

a)ym=RC4A(IV || k) D c; 6) m=RCA(IV ||c)® k;
B)ym=RC4(k|c)DIV; rm=RCA(IV || kD).

106. Akun  BapiaHT  wWKudgpyBaHHA Ha  ocHoBi  anroputmy  DES
BUKOPUCTOBYETLCA Yy MCEBOOBUNALKOBOMY OITOBOMY reHepaTtopi i3
ctangapty ANSI X9-52 ?

a) DESX ;

6) 2DES ;

B) 3DES 3 TpboMa kntoyamu y pexumi EEE;
r) 3DES 3 aBoma kntovamu y pexumi EDE .
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PO3A4IN 5. KPUNTOINPA®IA 3 BIAKPUTUM KITIOYEM

3apava 1. lNMpunyctumo, aboHEHT A BUKOPUCTOBYE ANS WMPyBaHHA
Kpuntocuctemy RSA 3 Benukum mMoaynem n, Hanpuknag, OOBXWHA SIKOro
1024 Oitn. Wo6 Hagicnatm oMy LWKMGpPOBaHE TEKCTOBE MNOBIAOMITEHHS,

aboHeHT B OTOTOXHIOE YKpaiHCbKy abeTKy 3 Kinbuem NUWKiB Z3z, 3anucye

YNCNOBUIM EKBIBANEHT MNOBIAOMMEHHSA Ta OKPEMO LINAIPYE KOXHY NOro Oykay.
OnuwiTb, 9K MOXHa gewwmndpyBatn WNHPOBAHNIN TEKCT, OTPUMAHNIN Y TakUK
cnoci6 (Moaynb He dhaktopmuadyBaTn). InOCTpytouM artaky, gewndpynTe
LWNpOTEKCT, 3000yTMN nNpu NOBGYKBEHOMY LWMppyBaHHI OOHOrO CrnoBsa
YyKpaiHCbKO 3a gonomorot kpuntocuctemn RSA 3 mogynem n=18721 i
BiAKPUTO eKkcroHeHTo e =11:

2080 12254 0 12254 12254 6627.
Ak MoxxHa 3anobirtv Takoro HeCaHKLUIiOHOBAHOMo AewndpyBaHHA?

P o3B a3aHH 4. [pn 3anponoHoBaHOMY crnocobi wndpyBaHHS
NPOCTip BIOKPUTUX TEKCTIB cknagaetbca 3 33 enemeHTiB (byks abetku). Lle

o3Hauvae, WO Ansa KOXHOI ByKBU ; LIMGPOTEKCTY NOTPIOHO nepesipntn nuiie

33 MOXNuBi BYKBU j BIiAKPUTOro TEKCTY:
9

= j¢(mod18721), j=0,1,2,..,32.

AHani3 WwugpoTekcTy BUABNLAE, WO Y BIOKPUTOMY TEKCTi, Mno-nepLue,
TpeTboto BykBOKO MOXe OyTu nuwe Bykea A (Hymepauis 6yks abeTku 3 Hyns),
a no-gpyre, OBi 36iKHIi nNepefoCTaHHi OYKBM HaWiMOBIpHiLE MOXYTb OyTu
Girpamoto HH, gocunTb nowmMpeHo HanpukiHui yKpaiHcbkmnx cnis. byksa H
Mae Homep 17, TOMy nepesipseMo

mo = —MpaBUJIbHO.
171 (mod18721) =12254

OTxe, y WWykaHOMY CIoBi Tenep BigoMi YOTUPK BYKBMU:
[ [HAHH]].

OueBnaHo, Wo ue gpparmeHT cnosa 3HAHHA, y Yomy yneBHoemocs 3a
A0MOMOroK0 NepeBipKu.

OanH 3 WnsxiB po3B’d3aHHA NpobrnemMu — WngpyBaHHS Kinbkox Oyks
OQHOYaCHO B ogHOMY 61oLi, Xo4a HaBiTb Npy TakoMy Migxo4i Kpyntocucrema
RSA 3anuwaeTtbcs AeTEPMIHICTUYHOW. [HWKMM cnocib CTBOPEHHS CTiNKOi
KpUNTOCUCTEMW MNONsrae 'y [OOMOBHEHHI  BIAKPUTOro  TeKCTy nepen
LUNPpYBAHHAM BUNALKOBUMU OAHUMM.

3agaya 2. [lpu 3awmpyBaHHi BIOKPUTOro TEKCTY 3a [OONOMOrow
kpuntocuctemm RSA 3 BigkpuTum  knovyem  (n, e) Gyno OTpMMaHO

wndpotekct C. KpuntoaHanituk, nepexonuBlUM WOro, MNOMITMB, LWO
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CIOO =Imodn, a HC(e,100)=1. Ak BukopucTaBLuK L0 iHGOPMALLO BiH

MOXe NnpoynTaTu BiOKPUTUN TEKCT?

Po3B 93aHH 4. Ockinbku M:Cdmodn,To

M = 1%% = 1modn,

ne d — cekpeTHui knody kpuntocuctemun. 3a ymosow HC[L(e, 100) =1,

TOMYy iCHye 06epHEHUI eNeMeHT o = e_l(modIOO). Toni
C% = M°* modn=M**"M(modn).

Bepyur po yearu, wo ae=1(modl100) i MIOOEImOdn, MOXXHa

sanmcatn M1 = 1(modn), 3sigkm M = C%(modn).

3apava 3. HoBi pekopau dakTopusauii BEMUKUX 4YMCeN BuMararTb
nocTinHO 36inbluyBaTM Moayrb KpuntocucteMn RSA, 3BOPOTHOK CTOPOHOK
4YOro CTa€ HM3bKa LUBUOKICTb KpuntorpadivyHux neperBopeHsb. [Npunyctumo,
IO NpXU OAHOMY MHOXEHHi abo nigHeceHHi 0o kBaapaTty k-6iToBux uucen

BUKOHYETbLCHA ck2 onepaui, Oge ¢ — [geslka KoHcTaHTa. Hackinbkm
NoBiNbHIWKM Oyae pos3wungpyBaHHa 3 knoyvem RSA-1024, HiXX 3 Knoyem
RSA-5127 BpaxyBath, WO 3a €BPUCTUYHUMW OLIHKAMW NPU HEBESIUKUX
3HA4YEeHHSX BIOAKPUTOI EKCMOHEHTU OOBXMHA 3aKpUTOl Onu3bka A0 OOBXUHU
mMoayns.

P 0 3B’ 93 aHH A. 3awmndpyBaHHA/po3LLINGPYBAHHSA Y KPUNTOCUCTEMI
RSA 3BogutbCca [0 onepadii MOAyNbHOro nigHeceHHa [0 cTeneHd. [Ons
CMPOLLEHHS po3paxyHKiB npuiiMemMo, Wwo k =~k —1. FAKWO NokasHMK CTeneHs
BUNaAKOBUA, TO ANs NiOHECEHHS OO0 cTeneHs 3 k-GiToBUM MOKa3HUKOM
NoTpiGHO B cepedHbOMY BWKOHAaTW Kk nigHeceHb OO0 keBagpaTy i k/2
MHOXeHb, Tob6To 3aranom 1,5k mMHoxeHb. YacoBa cknagHiCTb OAHOroO

. 2 .
MHOX€EHHS (nigHeceHHs A0 KBaapaTy) cknagae ck”, ToMy cknafHiCTb OQHOro

. . 3 .
nigHeceHHsa [0 cTeneHsa paopiBHioBatume 1,5¢k™ onepauinn. O6uncnioemo
BiJHOLLEHHS YaciB:

topa _ 1,5¢(2k) _g
I512 1,5¢ck> |

3apaya 4. Ak Bigomo, B kKpuntocuctemi RSA Bubip Bigkputoi
EKCNOHeHTU e obmexyeTbes ymoot HCL (e,p(n)) =1, ne @(n) — 3Ha4YeHHs

dyHKuil Ennepa, n— mogynb kpuntocuctemu. [osoni nonyndgpHUM cTaB

BMOip e =3 abo e = 216 4 1. YoMy Ui 3HaYeHHs nepeBaakTb Hag, iHWUMK?
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P 03B 43aHH4A. [eHepyBaHHSA BIOKPUTMX KITHOYIB Y aCUMETPUYHNX
KpunTocUCTEMaxX BMKOHYETbLCS HEYacTO i OCHOBHA CKNadHICTb OBYMCrEHb Y
Kpuntoanroputmi RSA npunagae came Ha onepauil nigHeCeHHA A0 CTeNeHs

M¢(modn) 3a mogynem Benukoro umcrna 7. SKWO MOKA3HUK CTeneHs

BMMNaJKOBWUI, TO peanisauia nigHeceHHsa 0O cTeneHs noTpebye B cepefHbOMY
k nigHeceHb OO0 kBagpaTy 3a Moaynem i k /2 MHOXeHb, Ae k — OOBXUHa
ABIMKOBOro 3anucy nokasHuka. Ou4yeBMOHO, Yac BUMKOHAHHA orepauin
3poctatumMe i3 36ifblUIEeHHAM KiflbKOCTi HEeHynboBMX O6iTiB Yy [OBIKOBOMY
300paXkeHHi NokasHuka. 3 UbOro nornsagy BiOKPUTY €KCMOHEHTY BUOMpaloTb

cepepn npoctux Yucen 2+1=3, abo 216 4 1= 65537, nBikoBUIA 3anNnC AKKX
MICTUTb MiHIManbHY KiNbKIiCTb OAMHULb. Y LIbOMY pasi

M3 =M2-M(modn): M2 #' = ((M??)?)? - M(modn).

3apaya 5. [lna mogyna kpuntocuctemm RSA BUBpPaHO MHOXHUKM
p=3307 i g=4409, Bigkputa ekcnoHeHTa e=139. Un MoxHa 3HaWTK

3aKpUTY EKCMOHEHTY d 3 CUCTeMU NOPIBHSIHb
{ = —5(mod 24),

d =111(mod551)?

P o3B 93 aHH g Ockibku 3akpuTa i BiKpUTa €KCNOHEHTU
kpuntocucteMn RSA 3B’'aA3aHi  cniBBigHoweHHsM ed =1mode(n), ne

o(n)=p(pq)=(p—1)(g—1), T0, oueBngHo Wo d byae po3B’sA3KOM CUCTEMM
NOPIBHAHb

ed =1(mod p —1),
ed =1(modg —1).

3a yMoBoOI0 3a4adi ug cuctema Habysae Burnany
{13941’ = 1(mod 3306),

139d = 1(mod 4408).

PosB’sasaBLun o6uasa NopiBHAHHS BiAHOCHO d , MaEMO
{d =1213(mod3306),

d =2315(mod 4408).

%k %k %k
Ockinbku BinobpaxeHHsa Z, = Zp ><Zq € i3oMopdiaMoM, TO

sk sk
23307 X Z4409 = £3306 X £4408 = L6 X L551 X Lg X Ls55].
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Topai

(d =1213(mod 6), B

d=1213(modss1), |44 = 1medo), d =-5(mod24),

3 = 1 |d =3(mod8), =

d =2315(mod8), d =111(mod551) d =111(mod551).
|d =2315(mod551) B

3akpuTa ekcnoHeHTa byae po3B’A3KOM OCTaHHbOI CUCTEMMU MOPIBHSHb.

3apava 6. [na yTtBOpeHHA moaynsa kpuntocuctemm RSA BubpaHo

BUMAAKoBE 4YUCMO p < 21000 4 Gyeno q= 3-2k -1, pe 1<k <1000. Ak
MOXHa aTaKyBaTu Taky KpUnTocucTemy?

P o3 B a9 3 aHH a Ockinbkn n=pg, TO MOXHa 3HaUTU

HCO(3- 2k -1, n) ana  k=12,..,1000, wo pos3sonuTb dakTopmayBaTU
MOAyIb Ta 3namaTtu CUCTEMY.

3apgava 7. 3HangiTb MMOBIPHICTb TOro, WO BigKpUTUM TekcT M, wo
LWNpyeTbCca 3a gornomorow Kpuntocnuctemm RSA 3 BigKpUTUM  KNOYeM

(n= pq, e), BUSIBUTbCS HE B3AEMHO MPOCTUM 3 MOAYNeM KpUMTOCUCTEMMU.
Yomy gopiBHIOBaTUME LSt MMOBIPHICTb, AKLLO MHOXHUKN p i g OyayTb BinbLui,

Hi>K 10100?

P o3B 9 3aHH A 3HadyeHHs yHkuii Einepa @(n) popiBHioe

KiNbKOCTI HaTypanbHUX 4ucCen, MeHWUX 3a 7 | B3aEMHO NpoCcTux 3 n. A
BiATak, pewTa uinux ymicen 3 npomixky (1,7) — He B3aeMHO npocTi 3 n. Ix

KiNbKICTb
n—@pmn)=n—(p-(g-)=n-pg+p+q-l1=p+q-1.

OTxe, MMOBIPHICTb TOro, WO BiOKPUTUIA TEKCT M He B3aeMHO NPOCTUN
3 MOZyneM KpUNTOCUCTEMU CKIladae

P:p+q—1:p+q—1:l+1 1 |
n pPq q P Pq

Mpn p,q ~ 10100 Lii UMOBIPHICTb CTAHOBUTb

P=10"100 1107100 197200 o197

3apaya 8. Hexan n=pg - mogynb kpuntocuctemm RSA, N-
KINbKICTb bannis, WO nignAraioTb WWMPYBAHHIO, €[,€5,...,ey— B3aEMHO

npocTi  uini  4yuicna, sKi TakoXX B3aEMHO TMPOCTi i3 3HAYEHHAM
@(n)=(p—1)(g—1), 10670
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HCO(e;,e;)=1; HCAO (¢, p(n) =1, i#].
Uucna ej,e,,....ey € BiOKPUTUMK KNodamu. 3 rpynu Zn*BVI6paHO

1
BUNaAKOBE 4MCMO ¥ Ta 3awmdpoBaHo KoxeH dann F; Ha kmovi K, = rl/e :

Mpunyctumo Takox, wWwo kopucTyBad U pisHaBca 3HadeHHs K, =r1/b, ae

b= H e; . MNokaxiTb, Lo BiH MOXe AewwmndpysaT byab-akun dann i€ SU ,
iESU
Ae MHoxuHa S;; < {L,2,...,N}.

Po3p a3aHHa Kopuctysay U, oTpumasumn K, :rl/b, L1106

3Hanm K, zl/el mae obumcrmtn (K,), ne y= H e;. 3a
i#j; jeSy
nobygosow,  skwo i€S;, To y=ble,, 3BipkM  BuNNUBaE

(KU)y _ r(l/b)(b/ei) _ rl/ei _

3apgava 9. Yn moxHa gna kpuntocuctemm RSA y qakocti mogyns
BUOpatn [Jo0BYyTOK TPbOX PIi3HUX MNPOCTUX uucen n= pqgr? Ak Mae

npauBaTh Kpuntocuctema y LbOMy Bunagky? Aki cniBBiAHOLIEHHS MalOTb
3aJ0BOMIbHUTU BigKpUTa Ta 3akputTa €eKCNoHeHTM? Ym nigBuwye ue
6e3neyHicTb WnpyBaHHA?

PosB a93aHHA.
[eHepauiqa kntodiB: 1). BubpaTtun Tpu pisHmMx npoctux ymucna p, g i r Ta

obuncnnTu Mmogyns n = pqr;
2). Bubpatu BigKpuTy €KCNOHEHTY e Tak o0,

HCO((p - D(g-1D(r-1),e)=1.
3) BuaHaunTK 3aKpuTy EKCNOHEHTY d 3 PIBHOCTI
de=1(mod(p —1)(g —1)(r —1)).

p, qi rid —3akpuTi napameTpu; n i e— BigKpUTi NnapameTpu.

PiBHsHHA windpysaHHg: C = M °(modn).

PiBHsiHHS poswmdpysants: M = CY (modn).

[loBeleHHA KOPEKTHOCTI WudpyBaHHA: 3HadYeHHs yHKUil Ennepa
o(n)=(p-1)(g—-1)(r—1). 3a manow Teopemoro depma pans Oyab-sKoro

npoctoro uucna p | M =Z=0modp cnpaBegnuee  NOPIBHSIHHSA

MmP! =1(mod p). Axkwo M =0modn, To o4eBNAHO, pPo3WNdPYBaHHS Aie
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kopekTHo. Ockinbkn d — obepHeHW enemMeHT 4o Yucrna e 3a mogynem ¢(n),
10670 ed =1(mod p(n)), To onsa Agesikoro uinoro yucna k Oyne BUKOHaHO
piBHiCTb ed =1+ k@(n). A BigTak, npu M = 0mod p matumemo

C? = (€Y = M@ = prkeml _ prk(p=D(gDi—=D+1 _

=M .Mk(p—l)(q—l)(r—l) (mod p)=M .Mﬂ(p—l) = M (mod p),

d . . d
T06T0 C* — M pinuTbCs Ha p. AHanoriyHo MoxHa nokasatu, wo C° — M

ainutecs Ha ¢ i r. Togi c?— M= O(mod pgr), c? = M (modn).
BukopuctaHHa gobyTKy TpbOX MPOCTUX YUCEN HE HaJa€E KPUMNTOCUCTEMI
Ao4aTKoBOI CTIMKOCTI, 60 B OCHOBI anroputmMy RSA nexmnTb CKnagHiCTb
dakTopmsauii Benukux 4mcen. Yac Takol paktopusauii  3anexutb Bifg
PO3MIipiB NPOCTUX YMCEN, L0 YTBOPIOKTb JOBYTOK, a He Bif 1X KiNbKOCTI.

3apaua 10. lNpunyctmo, Lo y Mepexi ABa aDOHEHTU BUKOPUCTOBYHOTh
ana  38'da3ky kpuntocuctemy — RSA. IxHi mogyni pi3Hi Ta BignosigHO
OOpiBHIOWTL 1y i ny (ny#ny). Sk MOXHaA 3namaTu Kpuntocuctemy 3a

YMOBW, LLIO MOAYIi HEe € B3AEMHO NPOCTUMN?
P o3B 4a3aHHa4a. [Noknagemo Ana 3pyyvHoCTi ny >ny, Ny = p1qp, Ae
p] Ta g1 — npocTti. = MOXnuBi MHOXHUKM yncna n, —ue 1;pq; g ny. 3
ymoen 3agadi HC[O(ny,np)>1, a 3a npunyweHHsaM nj>ny, TOMY
HCO(ny, ny) # ny. Omxe, abo HCO(n1, ny) = py, abo HCO(n{, ny) = q;.
PosrnsHemo Bunagok HCL(ny, ny)= p;. Toai pp|ny, wo osHavae,

WO P — OAMH 3 NPOCTUX MHOXHWKIB Ynucna n,. TobTo ny = p1gr, A€ qH —
npocte. Takum ymHoM, BuaHaumswm HCL(7nq, ny), mn Gygemo 3Hatn py.
n

. ny
Toal q1=—; @ =—">
P1 P1

Bidomumun. Bunagok HCL (711, ny ) = g aHanoriqHuin.

— CEeKpeTHi Knwodi 0060x aboHEeHTIB cTaloTb

3apgaua 11. Hexan Bigkputum tekct M 3awmdpoBaHO 3a JONOMOIOH
Kpuntocnctemmn RSA Ha Bigkputomy Kntodi ( n,e) i OTpMMaHO WnpoBaHNK
TekcT C. KpunTtoaHanitMk yMOBMB BIacHMKa 3aKpPUTOro Krtoya NochigoBHO

BUKOHaTM poawndposysaHHs wmudpotekcty Cp=2°C(modn)  crinbku
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pasiB, Nokn He BUHUKHE TekcT C. Ak KpunToaHaniTUK 3MOXe 3a Lieto
iHdbopMaLieto po3KpUTK BiOKPUTUIA TekeT M ?
P o3 B 93 aH H 4. KpuntoaHanitmk mae BIigKpuTi Knwoui  n,e,

wudppotekct C; =2°C(modn) Ta BigKPUTUIA TEKCT M,, akuin Bignosinae
wmndppoTekety (.

M, =C{ (modn) =(2¢C) (mod n) =2°¢ ¢ (mod n) =2¢¢ M (modn).
Ockinbkn  ed =1(mod@(n)), @(n) — dyHkuia Ennepa, ToO
ed =1+kp(n), ke Z.Topi
M, =290 pr(mod n) =2M 22V (modn) = 2M  (sukopucTaro
Teopemy Eiinepa). Omke M =2 M, .

3apavya 12. Hexan p i g — npocti uicna, p#q i (n=pq, e)
BigkpuTMn kntod Kpuntocnctemmn RSA. MosigoMmneHHs M, ona skoro npu

3alwmdpysaHHi Matume micue M€ =M (modn), Ha3MBAETLCA HEPYXOMUM
6rnokom (abo dpikcoBaHo TOYKOH). CKiflbKM HEPYXOMUX BIIOKIB iCHYE Y rpyni

77
Po3B sa3aHHSA. Ockinbkn enemeHt M € 060pOTHUM Y rpyni Z:, TO
nopieHsHHA M € = M (modn) ekBiBaneHTHO MOPIBHAHHIO M= I(modn).
Lle o3Havae, wo M =1+ In =1+kpg,ne keZ.Togi
M =1mod p,
M =1modg.

OueBugHo, HCA(p,q) =1, TOMy OTprMaHy cucteMy MOXHa pO3B’A3aTy
3a KMTaNCbKOK TEOPEMOLO NMpPo ocTadi. AKLLo Sp i Sq — MHOXWHU PO3B’'A3KiB

nepLworo i Apyroro MnOpPiBHAHb CUCTEMW BIAMOBIAHO, TO MNOTYXHICTb LMX
MHOXWH

S,|=HCA(e-1,p-1), |S,|=HCA(e~1-1).
Topai
M =s,mod p,
M =s,modg,
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ne SpESp, s eSq. 3a KUTaNCbKOK TEOPEeMOoK MpOo OcCTaui KifbKiCTb

q

po3B’askiB M € Z; CUCTEMM MNOPIBHAHb BU3HAYaETLCHA A00YTKOM
S, [S4| =HcA(e—1,p~1)-HCA(e~1,g-1).

3apava 13. Hexan y kpuntocuctemi RSA Bigkpntum knod — moaynb
n =667 i BiokpuTa eKkcrnoHeHTa e =83, 3aKpUTUN KN4 — MNPOCTi Yucna
p=23 i g=29 T1a 3akputa ekcnoHeHTa d =475. BusHaute yci Hepyxomi

6r10kM Npy Takomy BMBOPI KMtoYiB (AUB. YMOBW nonepeaHboi 3adadi).

Po3B 53aHH s YMoBa HepyxomocTi 6rioka M S = M (mod 667)
piBHOCUIbHA CUCTEMI

M3 = M(mod23),
M3 = M(mod29)

abo

M®3 =0(mod23),
M3 =1(mod23);

M3 =0(mod29),
| M** =1(mod29).

3a wmanow Teopemoio Pepma sakwo M = 0(mod23), TO

M?? = 1(mod 23). Ockinbkv nopsiaku Yucen € AinbHukamm p —1, 70 3 ymoB
M3 = 1(mod 23), M?* = 1(mod 23) Bunnueae, wWwo

M4 =1(mod23) = M? =1(mod 23),

pe ordysM  pinmte A =HC[O(82,22)=2. Tomy ord,sM =2 i Ham He
NoTpiOHO BUNPOOOBYBATH iHLLUI AiNbHUKK Yncna A.

AHanorivyHo OTPMMaEeMo MB=pm?= 1(mod 29) npu
B =HC[A(82, 28) = 2. 3Biacu
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([ M =0(mod?23),
_M2 = I(mod 23);
M =0(mod 29),
| M?* =1(mod 29)

abo

M € {0,1,—1}(mod 23),
M €{0,1,—-1}(mod 29).
_ M = a(mod?23),
Po3B’30K CcMCTEMU MOPIBHAHDb nerko BM3Ha4YMMo 3a
M = b(mod 29)
KUTaCbKo TeopeMoto npo ocTadi y surnaai M =116a +552bmod 667 .
MNpun a e€{0,1,-1}, b= {0,1,—1} pictaHemMo TaKy > CYKYMHICTb HEPYyXOMMUX
BnokiB, AK i Npyn po3B’si3aHHi 3a nepwum cnocobom: 0, 1, 115, 116, 231, 436,
551, 552, 666.

3apaua 14. (n,e) =(70457950271, 65355599089) — BigkpuTi Knto4
kpuntocuctemn RSA, ge n = pg. Buasunocs, wo umicno e—1 ginuteca 6e3
octaui Ha p—1. BukopucrtaBwm uto iHopmadito, akTopusynte moayInb

KPUNTOCUCTEMM.
Po3B a93aHHSA Ockinekm p—1 € MHOXHUKOM uncna e—1, T0

M®=Mmodp ana scix M i Me_lzlmodp ans Bcix M, WO He

ainateca Ha p. O6umcnumo npu M =2 Bupas Y :Me_l(modn):

y = 203333599088 (11,4 70457950271) = 51432365529 .

Topai, BU3HAYMBLLN

HCO(Y —1,n) =HCA,(51432365528,70457950271) = 223549,

chakTopnayemo Moaynb KpUNTOCUCTEMM
70457950271 =223549-315179.

3agaya 15. 3noBmucHuk nepexonue wudpoBaHun Tekct C,
HagicnaHui kopuctyBayeBi kpuntocuctemmn RSA 3 Bigkputum knovem (n,e).
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AK BiH MOXe gelundppysaTti nepexonneHnin WNgpPOTEKCT, NPOBIBLUN aTaKy Ha
OCHOBI: a) BUbpaHoro wundpoTekcTy; 6) BubpaHOro BigKpUTOro TeKCTy?

Po3B s13aHHSA 3acxemoo RSA mae micue C =M modn;

M =cC? modn, e d— 3aKpuUTUn Knou.
a) 3noBMUCHWK [OBiNbHO BMBUpae 3HadyeHHs C;€Z, Ta ymoBnse

3akoHHOro kopuctysaya poswndpysatn C;. Hexan sHaveHHio C| Bignosigae
BigkpuTe nosigomneHHs M. [ani 3NOBMWCHUK MpOCUTb KOpWUCTyBa4a
poswundpysatn Tekct C, =C-C1_1 Ta OTpUMYyeE BiOKPUTMIA TekcT M.
Tenep

M -My=C? -G, = -c? .7 =c? =M = M modn;

6) 3noBMUCHUK criovaTtKy [0BiNbHO BUOMpae Biakputuii Tekct M, € Z,

| LWnppye noro Ha BigkpUTOMY Kitodi kopuctysada C; =Mle mod#n, a notim

NMPOMNOHYE KOPUCTYBa4yeBi po3LIMGpyBaTM 3HAYEHHS C2:C-C1_1 Ta

HagicnaTth noMmy pesynbTat po3wmndpyBaHHs TekcT M, . Biakputuii Teket M
BIQHOBNIOETHLCS TAKUM YNHOM

Ml 'M2 :Ml 'Czd :Ml Cd 'Cl_d:Ml Cd 'Ml_lz(Me)d =M modn.

3apaya 16. OgHakoBe MOBIOOMIIEHHS HaicnaHO ABOM KOpUCTyBadam
kpuntocuctemn RSA, ski matoTb Bigkputi kntodi (32967409; 65537) Ta

(32967409; 4125)signosigHo. Mepwmin kopuctyBay oTpMMaB LUMGPOTEKCT
C; =19746863, a pgpymin — wudpotekct C, =6219526. MMpounTarite

BiAKPUTE MNOBIAOMIEHHA 3a YMOBW, WO nepexonneHi obuasi Kpuntorpamm
(abeTka yKkpaiHCbKa).

Po3B’a3aHHsA Moagynb ogHakoBuin n=232967409, a BigkpuTi
EKCMOHEHTM pi3Hi: ¢ = 65537, e, =4125. OueBunaHo, WO

HCA (e, e5) =1.
Obuuncnmnewn 06EPHEHNIN €NEMEHT
t, =¢, 'mode, = 65537 mod4125 = 98mod 4125,

feg—1  98-65537—1

=1557. Toni
e 4125

BN3HA4YNMO HYUCI10 f2 =
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C1Cy 2 (modn) = (M1 (M) ™2 = M2 =

EM1+62t2M—€2l‘2 =M.

Omxe, 3a dopmyrnow M = Cltl CZ_”‘2 (mod7) BiQHOBMIOEMO BIOKPUTWIA
TEKCT:

M =19746863"% - 6219526127 (mod 32967409) =
=27183900-11435013'°°°7 mod 32967409 = 3001600.

PoswundgpoBaHomMy uUMppoBOMY 3anumcy BIiOKPUTOro MNOBIgOMIEHHSA
3001600 (a6o 03 00 16 00) Bignosinae cnoso FAMA.

3apaya 17. YaBitb, wo Bu nocnann ogHe ”n Te came BigkpuTte
nosigomneHHs m =175 Tpbom KopucTyBayam kKpuntocuctemm RSA,
3awmndpysasLumn Moro 3a  JOrNoOMOrow  IX  BIOKPUTUX KIouiB:

(n1,3) = (8383, 3);(n,,3) = (8453, 3); (n3,3)=(8549, 3). KpunroaHanituk
nepexonus HapgicnaHi Bamu BignosigHi wudposaHi Tekctn C; =2638;
C, =173 ; C3=7701 Ta Bigwykas uine uicno M =605794954951, saxe
3a00BoJIbHAE HepiBHICTb M < 8383-8453-8549 i nopiBHAHHSA

M =2638mod8383; M =173mod8453; M =7701mod8549.

Byoyun BneBHeHWM, LWLO \3/M Mae OyTn BIiOKPUTMM TEKCTOM, BiH

o6umcnioe I M ~ 1940,24 i posymie, wo uncno M He € kydoom. Yomy aTaka

He Bpganacsa? 3anponoHynTe iHWY ©6a3ncHy aTaky, £Ka [JO03BONUTb
KpuntoaHaniTuky BiAHOBUTU BIOKPUTUN TEKCT.

Pos3B a3aHH4a Moayni nj, ny i n3 —nonapHo He B3aEMHO NPOCTI,

TOMYy araka Ha OCHOBi BWKOPUCTAHHSA CrifIbHOI HEBENUKOI BIigKPUTOI
€KCMNOHEeHTN Ge3nocepegHbO He PO3KPUBAE BIiOKPUTOro TekcTy. NobaumBLum
TakMn pesynbTaT, KpUNTOaHanTMK Mae 3HanTM HanbinblWn ChifbHUA
AOINBHUK KOXHOI Napy Moaynis, WO A03BONUTL MOMY (pakTopusyBaTy Mogyni i

Aani BUSHa4NTW CeKpeTHY eKkCcnoHeHTy d . AincHo, HCO (ny,n3) = 83.

3apaua 18. (n =400271, e =117353) — BigkpuTi kntodi KpunToCcMcTEMMU

RSA. 3a ponomoroto artaku BiHepa Bu3HauTe 3aKpUTy €KCMOHEeHTY d i
3HauYeHHs yHKUiT Einepa @(n) Ta daktopusyinte Mogysb KpUNTOCUCTEMM.
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Po3B a3aHHsa Konny kpuntocuctemi RSA 3akputa ekcnoHeHTa

1, .
d<—4l’l, TO 3a BIAKPUTUM KIlHOHEM (n,e) MOXHa BW3HAa4YUTU 3aKpUTY

e

eKCMOHeHTY d , NpoBiBLWM aTaky BiHepa 3a cxemoto: 1) po3knacT Yucrno — vy
n

naHurorosun Apid; 2) 3aHanmtu BCi nigxigHi apobu Pz'/Qi Ans naHuroBoro
apoby; 3) 3 nigxigHnx ApobiB NocnigoBHMM BUNPOOYBaHHSM 3HAWUTU TOW,
ans sikoro Bupas eQ; —1 pinuTbea 6e3 octavi Ha P. Toai O; =d — 3akpuTa

eKcrioHeHTa kpuntocuctemu, a P =k — Take uine 4ucno, AnNs SKOTo
ed —kp(n) =1, npe p(n) — 3Ha4YeHHsn yHKLii EAnepa.

e .
OTxe, NOYMHAEMO 3 po3KragaHHa apoby — y naHutorosum pié:

n
5_117353_ 1 B 1 B 1 L

n 400271 400271 It 48212 3+;

117353 117353 o 20929

48212

B 1
3+ !
1
2+
1
2+
1
3+
1
3+
1
2+
1
2+
1
1+ 0
11+
1
1+
1
1+
1

1+ 0
4+—
2

37272737372’ 2°11'1'1°'1°4°2

n 400271

e_117353_[0.1 l11 111111111 1}
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[MocnigoBHO 3Hanaemo nigxigHi apoodu:

i [-1]0]1]2|3|4]5|6|7|8|9]10]11]12]13
b, INEREREREEEEEE

a | lo[3]2]23]3]2]2]1t]1]1]1]4]2
pl1loft]2]5]..

olo1|37]17]..

Rl n 2 RS
O 3 0 1 0 17

[ns TpeTboro nigxigHoro Apody pisHMUA

e-0;—1=117353-17-1=1995000.

AinuTbCa Hauino Ha P =5. MNoknagemo d = Qs =17 — 3aKpPUTY €KCMOHEHTY
3HavpeHo. [MigctaBmBwK y piBHSHHA ed —k@(n) =1 3HayeHHs e, k i d,
obumcnumo 3HadeHHs yHkuii Ennepa  @(n) =399000. Lo6 3HaiTu

MHOXHUKM p | ¢, Ha 4K po3KnagaeTbCa MoOyNb KpUNTOCUCTEMMU,
3anvLWaeTbCa PO3B’A3aTN CUCTEMY PIBHSAHD!
{n = pq, % pq = 400271, { p =701,
= =
p(n)=(p-D(g-1) (p—D(g—-1)=399000 g =571

3apaua 19. LlWudpotekct C =2342 oTpumaHo 3a [JOMNOMOIOH
kpuntocuctemmn RSA 3 Bigkputum knodem n=2773, e=17. BigHOBiTb
BiAKPUTUIN TEKCT, BUKOPUCTaBLLM MeTOA Oe3KMHY0BOro YMTaHHS.

P o3B a3 aHH 4 [lpuinyctTumo, WO BIiAKPUTA €EKCNOHEHTa e
kpuntocuctemMm RSA Mae nopsgok » 3a mogynem ¢(n), pe @(n) —

3HayeHHa dyHKUiT Ennepa. 3a BU3HayeHHsSM nopsaaky Le O3Havae, Wwo 7 —
HaliMeHLle HaTypanbHe uucro, ana akoro e =1mode(n), 1<e<p(n),

r
HCO(e,p(n)) =1. OueBngHO, y LbOMY BUNAOKY M€ =Mmodn. Tox

k
HeobxigHO nobyaysaTu nocnigoBHiCTL  wudpyBaHs MS modn  npw
k=1,2,3,..., NOKA HE BUHUKHE JAHUIN LUNPPOTEKCT:

2342 mod 2773 = 2365, 2365 mod2773=1157 i 1.4,
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Y pe3yanaTi OCTaTO4HO OTPMUMAEMO.

2365 1157 2018 985 1421 2101 1664 2047 1539 980
1310 1104 1893 1629 2608 218 1185 1039 602 513
772 744 720 2755 890 2160 2549 926 536 449
2667 2578 182 2278 248 454 1480 1393 2313 2637
2247 1688 1900 2342.

Vool
M C

HincHo, 1900 — BiaKpuTUiA TEKCT, 60 1900'” mod 2773 = 2342

3apaya 20. 3reHepynte knodi ana kpuntocuctemun RSA-CRT i
3awmncpynte  MOBIAOMIIEHHS M =5. MpoBeniTb npoueaypy
pOo3LLNdpPYyBaHHA.

PosBs’'3aHHSs. Bubepemo p=7ig=11, HCOA(p—-1,9-1)=2,

n=pqg=7T1, p(n)=(p—-D(g—-1)=60.
Hexan d, =5; HCA(d,,p—1)=HCA(5,6) =1;
d,=3; HCO(d,.q-1)=(3,10)=1,

d p= d q mod 2.
3aKkpuUTy eKCMoHeHTYy d  BM3HAYMMO i3 CUCTEMM  TMOPIBHSAHb
d =5mod6;
. Ockinbkn HC[L(6,10) #1, To 6e3anocepenHbO 3acTocyBaTu
d =3mod10
KNTanuCbKy TeopeMy Mnpo ocTadi 40 PO3B’s3aHHA CUCTEMU HEMOXNMBO. ToMy
d—1=5-1mod6;
nepenuiemMo cuctemy y BuUrnagi i CKOPOTUMO YCi
d—-1=3-1modl10
YaCTMHU MNOPIBHAHL | MOOYINb Ha 2:
d'=2mod3; d—1
,ned =——.
d'=2mod5 2

Topni 3a kuTalcbkol TeopeMol npo ocTadi aictaemo d' =11modl5,
3BigknM d =23, a BigTak, e= d_l(mod p(n))=>e= 23 ' mod60=47.
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Biakputuii kntou — (77; 47), cekpetHuin kntod — (7;11; 5; 3).
LLindopyemo nosigomneHHs M =35:

C = M°mod(n) = 5% mod(77) =3.
Po3sLumndpyBaHHs: Mp = ¢ mod p =3’ mod7 =5;
M, ECdmod(q)E33mod1155;

M =5mod7;
M =5modl11.

3HOBY 3acTOCyBaBLUM [0 PO3B’A3aHHA KUTAWCbKYy TEopemy Mpo ocTaui,
oTpumaemo M = 5(mod77).

3apgaua 21. BigkpuTi kntodi kpuntocuctemm RSA — (n=323, e=5),
cekpeTHa ekcrnoHeHTa d =173. [Ona sawmdpyBaHHA BMKOPUCTAHO CXEMY
RSA-OAEP:
e [JOBXWHa BiOKPUTOro (He NONOBHEHOro) NoBigOMMEHHS — 3 6iTw;
e napametpu k; =2, ky =4;
o G(x1x9X3%4) = X1 XpXx3x4x ANA x; €{0,1}, 1=1,2,3,4;
o H(x;xyx3%4%x5) = (X;Dx ) (X7 ®x3)(x3DP x4 )(x4Dx5), Ae x; €{0,1},
i=12,3,4,5.
Y 4yomMy nongrae npouec 3awundpyBaHHA/po3wndpyBaHHa? 3Hangitb

opuriHanobHe TpuGITOBE MNOBIAOMIIEHHA, WO BignNoBigae LWNMPPOTEKCTY
C=l16.

P o3 B 93 aHH 49 Cxema oONTMMI30BAaHOMO acMMeTpPUYHOro
nonoBHeHHA wundgpysaHHsa (OAEP) moxe BukopucTtoByBaTMCA 3 OyOb-AKOH
OgHOOIYHOK  doyHKUieo 3 cekpeToM. Konm 1i 3acTOCOBYKOTb pasoMm 3
kpuntocuctemoro RSA, To npouec 3awmdpyBaHHA BUrNSLaE Tak:

e (DikCylOTb Ba NapameTpu cxemu —yucna kg, k; >128;

e BnbupaTb Mogynb N kpuntocuctemmn goexuHow n =1024 6iTis;

e BNOMpaloTb ABi KpunTtorpaduivHi xew-pyHkuii G i H ;

e BIOKPUTUMA TEKCT m — L€ YUCNO Yy [ABINKOBIN CUCTEMI YMUCIEHHS,
AoBXuUHOW (n — ki — ky) 6iTis;

[Mpn 3awmndpyBaHHi:

1). MpaBopy4y A0 BIAKPUTOro TEKCTY NPUMUCYIOTb Ay HyniB (4ncno

HabyBae Burnsgy m || Ok1 , ioro foBxXuHa n — k GiTiB);
2). leHepyloTb psagok 7 i3 k; Bunagkosux BiTis.
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3). Psgok » nopatoTb Ha BXig xew-gyHkuii G (xew-o6pa3 G(r) mae
LOBXUWHY n — k( 6iTiB);
4). O6uucniotote X =m00...0 D G(r);

5). Pagok X nopatoTb Ha BXxig xew-gyHKUil H , ska ckopovye OOBXUHY
psaka oo k 6itis;

6). O6uucniotots ¥ =r® H(X), ne H(X) — xew-obpas psaka X ;

7). WngppoTekcT yTtBOptoe KoHkaTeHauis C =X ||Y psagkie X i Y.

[ns po3wmndgpyBaHHs NOTPIGHO:

1).3nanm r=Y ® H(X);

2). Obuncnutn  m00..0=X @ G(r), sipginuTn Big 3aMBUX HyniB

yucno m .

3a ymoBoto 3agavi M = c? (modn) =1 16!73 (mod323) =243.
n =323, =101000011,, To6T0 noBxunHa moayns 9 GiTiB.

M =243,,=011110011,. T[epwi n'arb 6iTiB yTBOPIOWTL PSAOOK
X =01111, pewTta yotupm 6itn — psgok ¥ =0011.

H(X)=H(01111) =1 ®0)(090)(0 ®0)(0D0) = 1000 ;
r=H(X)®Y =1000®0011=1011;

X@G(r)=01111®10111=11000=m02.

[lBa OCTaHHiIX HynNi — uUe [OOMNOBHEHHs, TOMY MOBIAOMIEHHS
m=1102:610.

3apava 22. [lepeBiputn 3a pgonomoroto Tecty Minnepa — PabGiHa
npocToTy uncna n = 104513, BnbpaBLumn ceigkom npoctotn a = 3.

Po3B si3aHHSs. n—1:2k-q:26-1633 =k=6, ¢g=1633.
O6uncnMMo nocnigoBHOCTI aq'zl modn, i=0,1,...k—1:

31633 — 88958 m0d 104513
321633 — 889582 =10430mod104513:

3271633 = 104302 = 91380mod 104513
3271633 — 913802 = 29239 mod 104513
3211633 Z 292392 = 278 1mod 104513
3271633 = 97812 = _ 1mod104513.
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HasBHicTb y ocTaHHbOMY nopiBHsAHHI (—1) cBigYMTb, WO 4Yucno Tect
npoviwno i n=104513- imoBipHO NpocTe vncro.

3apayva 23. Hmx4e HaBegeHO Aekinbka NpaBunbHUX MOPIBHAHb
1) 34733274656 = [(mod 274657):

2) 34734274656 = 60108(mod 274657):
3) 5301327460 = |(m0d 274657):

4) 87745274636 — 1(1m0d 274657):

5) 347339923 = 71394(mod 277061):
6) 34733138330 =12019(mod 277061);
7) 5301372915 = 18283 1(mod 288061);

8) 53013144930 = 288060(mod 288061).

BusHaute npoctoTy umcna 274657 3a paHumun nopiBHAHb 1) — 4),
yucna 277061 3a gaHumum nopiBHSAHL 5) i 6) Ta uncna 288061 3a gaHumun
MOPIBHAHL 7) i 8).

Po3B g93aHH4. lNopiBHAHHA 1) — 4) € pe3ynbTaToM 06YNCIEHHSA

an_l(modn) MNPU Pi3HMX 3HAYEHHSX a i moayni n=274657. Ockinbkn y
ApYromy nopiBHAHHI

34734274956 = 60108(mod 274657) 2 1(mod 274657),

TO yncno 274657 He npoxoauTb TecT PepmMa Ha NPOCTOTY i € CKNageHUM.

Akwo n=277061, To n—1=277060 = 22.69265. MNpwn TecTyBaHHi
NpoOCTOTM uyucen 3a pgonomorok Tecty Minnepa — PabiHa noTpibHO

o6uncnnTH a69265(m0dn) i a2'69265(m0dn)Ea138530(m0dn) ans

BMNaOKoBO BMOpaHoro umcna a. Tox konn a = 34733, mn oTpMmaemo
BiANOBIAHO NOPIBHAHHSA 5) i 6). OcKinbkn

a%?% £ 1 1(mod 277061) i a'3330 £ — 1(mod 277061),

pobrMo BUCHOBOK, Wo 277061 — cknageHe.

Mov n=288061 marumemo: n—1= 288060 =2%.72015.
Bukopuctana B Tecti Minnepa — PabGiHa nocnigoBHICTb MOPIBHAHb MICTUTb
a72015(m0dn) i a2'72015(modn)Ea144030(m0dn) npyv BWUNAgKOBO

BubpaHomy umcni a. OdeBmgHo, komm a =153013, ui nNOPIBHAHHS
36iraTMyTbCs 3 NOPIBHAHHAMKU 7) i 8) i3 ymoBi. A TOMYy
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a1 £ L 1(modn), a'*0 = —1(modn).
Pe3ynbTaTn TeCcTy He AalTb 3po3yMiTh, Yn € uncno 288061 npoctum.
Kpim ToOTO, 53013288060 — 1(mod288061) i 3a gonomoroio Tecty depma
NMTaHHSA Woao npoctoTn Yucna 288061 Tako NpoACHUTU He BAAETLCS.

3apgava 24. lNpunyctmumo, wWwo npu daktopusauii ymcna n =10981 3a
[A0MNOMOroH KBagpaTUYHOro pelueTa 6yno BU3Ha4YeHo

912 —n=-2700: 982 —n=—1377: 105% —n=44:
1072 —n=468:  115% —n=2244: 116% —n=2475.
Ha ocHoBi ui€el iHpopMmaLil dhakTopnsymnTe Yncno # .

P 03B’ 43aHH s. Po3knagemo Ha MHOXHUKM Yncna

2700 =-2%.33.5%.  _1377=-3%.17; 44 =22 11;
468 =2%.3%.13: 2244 =22%.3.11-17; 2475=13%.5%.11.
Topi
912 = —22.3 .5 mod 10981; 982 = —3*.17mod 10981
1052 = 2% -11mod 10981: 107% =22%-3%.13mod 10981;

1152 =22-3-11-17mod 10981;  116% =3?-5%-11mod 10981.
Ana [JaHol MHOXMHW  4ucen BUABUMMO Taky MIAMHOXMWHY, W00
NEPEMHOXMBLUM 3 Uiel NIAMHOXWHM 4ucna, oTpumaTtu 3 000X CTOpiH
NOPIBHAHHA TOYHUN KBagpaT. Hanpuknag,
1052 -116% = 2%-3%.5%.11° mod 10981.
3Biacu BunnuBae
x=105-116=12180; y=2-3-5-11=330.
Ockinbkn  x* +ymod 10981, To  chbakTopusauis  MoxnuBa.
x—y =869mod 10981. Oani wykaemo HCO (x — y,n) abo HCLO(x+ y,n).
(ue nerko 3pobuTun 3a anroputmom EBkniga):
HCO(x — y, n) = HCO (869, 10981) = 79.
Tenep 4ncno n MoXHa po3knacTy Ha MHOXxHMKM 10981 =79-139.

3apaua 25. YacoBa cknagHiCTb ABOX anroputMiB dpakropusauii ymcen

BU3Ha4YeHa sk O(a-nlOOO) i O(b-nloo), oe n — KinbkicTb uudp Yy

AEeCATKOBOMY 3anuci yicna. Akvin 3 anroputmis weuawe dgakropusye 100-

LMcpoBe NECATKOBE YMCIO, AKLLO
a—=1"b= 101 000000000000000000000000 .

a4 = 101 000000000000000000000000 S h=17

a)
6)
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Poss a3aHHda. n=100.
a) a-nlOOO :1001000;

p. 100 _ 141000000000000000000000000 ;4100 _
_ 100590000000000000000000000 {4,1100 _

_ 100500000000000000000000002

4. 1000 _p 1000

OTxe, anroputM 3 4acoBot cknagHictio O(a-n

3aKiHYNTb (hakTopm3sauito.
6) a- nlOOO —1 OlOOOOOOOOOOOOOOOOOOOOOOOO.1 001000 _

—1 00500 000000000000000000 003.

b_nIOO _ 100100
[pn TakMx 3HA4YEHHA KOHCTaHT da-n

1OOO) weuaLe

1000 1000

>b-n
NPOBOAMTY hakTopu3aLito anropuTmoM i3 cknagHictio O(b-n

| TOMYy BUrigHiwwe
100)

3apaya 26. Kopuctyoumcb acMMNTOTUYHUM 3aKOHOM po3noainy
NPOCTUX 4uncen, 3HanaiTb NPUBAN3HY IMOBIPHICTb, WO HaBMaHHA BUOpaHe
512-6iTHMX yncno 6yae npoctnm (MaeTbcAa Ha yBasi, Wo ctapwuni 512-nn 6it
ynucna OaUHUYHUN).

Po3B 93aHH4A. 3a acMMNTOTUYHUM 3aKOHOM PO3MNogisly NpoCTUX

ymcen KinbkicTb(7)NPOCTUX 4YMcen Ha Bigpisky Biga 1 Ao n  3pocTae 3

n . o
POCTOM n €K 1— HanmeHwe 512-06iTHe uucno — 2511, Hambinbwe —
nn

12 , L
25 —1. TOMy Hac UuiKkaButnme I'IpVI6J'IM3Ha KUTbKICTb MPOCTUX 4YUces Yy

AlianasoHi Big n 1= 2511 0o ny = 2512.
1y n 2512 2511

m(ny) —m(ny) = - = - =
Inny Inm 2312 2211

2t 1y 22thooss
In2 (256 511

256-511-In2
Togai imoBipHiCTb P npu BUNagkoBOMY MOLUYKY Yy 3a4aHOMy [iana3oHy
BMBpaTK NPOCTE YNCMO JOPIBHIOE

p_ ) —m(m) _ »tass
ny —n 256-511-In2-2°11 356
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3apaua 27. Hexan ¢ =7541 i p=2g+1=15083 — npocrTi uncna;
G — rpyna, L0 CKNafjaeTbCsl 3 TUX €NIEMEHTIB rpynu Z;, NopAAOK SIKUX OiNUThb
q; a=6041ib=3791 — enementn rpynn G i

a7431b5564 — a1459b954 mod p .

MokaxiTe 6e3nocepeaHbo, WO a i b MalTb NopsiaoK g y rpyni Z; >
reHepaTopamu rpynu G . OB4ncniTe ANCKpeTHU norapndm logggs 3791.
PosB sa3aHH4A g=7541 —npocTe i
a9 = 6047*! =1(mod p); b? =3791"" =1(mod p).

OTxe,
ord a=ord b=7541=g¢,

i OCKiNbKM rpyna Z; HapaxoBye p —1 = 2g enemeHrTiB, TO <a> = <b> =G.

|3 ymoBM 6047413791304 = 6041439379174 mod p BunnuBae

604743 1-1459 =379 1954—5564 modp =

604°77% =3791 *19 mod p.

—4610=2931mod 7541, Tomy 6047 =3791"""modp. 3a
O3HaYEeHHAM ONCKPETHOro norapudgma loggps 3791 = x i

604" =3791mod p.
Toai 604°°7% =(604%)*? ' modp  abo
5972 =2931xmodgq.

3Biacu
x=5972-2931" ' mod7541.

Takum YnHoM, 3agada 3BeeHa Ao nowyky obepHEHOro efnemMeHTa
29317 ! = 4680mod 7541,
X =75972-4680mod 7541 = 2014

3apayva 28. fka MMOBIpPHICTb TOro, WO HaBMaHHA BMOpaHe yucno byae

reHepaTopoM MynbTUNNIKAaTUBHOI Tpynu GF*(p), ne p=250619777
[MokaxiTb, WO YMCIO 2 He € il reHepaTopoM, a YnCro 5 €. AKLOo BUKopucTaTu

rpyny GF*(p) 3 reHepaTtopom 5 ansa nobygosu kpuntocuctemu Enb-Famans
3 cekpeTHum knodem a =10676070, 1o kMM mae OyTU BiANOBIAHUN
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BiaKpnTUM KNtou? 3awundpynte  3a OOMNOMOroK Takol KpUMTOCUCTEMM
Bigkpute nosigoMneHHa M =12345678 i nokaxiTb, K BlACHUK CEKPETHOro
KNnoya MoXxe Noro poswmdgpysaTu.
. ] ] * ]
Po3B a3aHHa. Y mynetunnikatuehi rpyni GF' (p) icHye o(p —1)
pi3HMX reHepaTopis, Ae @ — pyHKuia Ennepa.

o(p—1) = p(25061976) = (2> - 3° - 348083) = 8353968.

VIMOBIpHICTb TOrO, LLIO HaBMaHHs BUBpaHe YMCIIO € reHepaTopoMm rpynu,
AOpIiBHIOBAaTMME 4acTui Big [OiNIeHHA KiNbKOCTI reHepaTtopiB Ha 3aralibHy
KiNbKICTb eneMeHTIB rpynu, To6To

8353968
25061976

AKWo 4yncrno a He € reHepatopomMm rpynum, 10 Mae iCHyBaTVI Takumn
k

=0,33333237570...

nokasHuk k < p—1, ansa skoro a” =1mod p. OincHo,

2(P=D/2 _ 512530988 _ | 1115425061977 .

dakTuyHo, enemMeHT 2 mae nopsigok (p —1)/2.

a a

(04
Acwo p—1=p; 'py 2..p; * —KaHOHIYHMI po3knag uvicna p—1, To

ymucno g Byde reHepaTopoM rpynu GF*(p) nvwe 3a yMOBMU, WO

p-1 Pl o
l 12) P
g #l(modp), g #I(modp),..., g #I1(modp).

[nsiuncna g =5 nepesipka aae 25061977 —1=2> .32 .348083;
p-1 r-1

5% =—I(modp); 5° =1859846(mod p);

p-1
5% 212764146 (mod p).

OTxe, ynmcrno 5 — reHeparop rpynu GF*(p).

MepeligeMo OO0 reHepyBaHHS BiAKPUTOro Krwya /1, Wo BianosigaTume
cekpeTHoMy kntody a =10676070:

h=g%(mod p) =577 (10d 25061977) = 23140629.
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I3 Bigpiska [1, p —1] BMGepemo pangomizatop » =129 i 3awmdpyemo
TekcT M =12345678:

C; = g" (mod p) =5"*" (mod 25061977) = 12830244;
Cy =M -h" (mod p) =

=12345678-23140629'?° (mod 25061977) = 9969600 .
Wudppoteket — ue (Cy,C,) = (12830244, 9969600) .

3a OonoOMOro CEKPETHOro Krntoya po3wmgpyemo

Cy -(C*) ' mod p = 9969600 - (12830244 9670070)1 16425061977 =
=12345678=M .

3apava 23. [1na npotokony Hiddi — XennmaHa BigkpuToro posnoiny

] * ]
knoviB BubpaHo rpyny Z;y Ta reHepatop g =2. [lpunyctumo, nicns
NnepLoro Kpoky npoTokosly Bu nepexonunu 3 mepexi gBa 3HAYEeHHs: Bif

nepworo a6oHenta g =11(modl19), a Big apyroro aboHeHTa

gb =13(mod19). 3HangiTb 3a UMMWM JaHUMK CEKPETHWUIA CINbHUA KoY,

AKun Byae CTBOPEHO HaMNpUKiHLi anroputmy.
P 03B 4’ 3aHHA. Obuucnoemo cteneHi reHepatopa 3a mod19:

22-4.23=8:2%=16:2°=32=13:20=64=7: 2" =14: 28 =28=9:

22 =18=-1;:2109=2=17: 211 = 4=15: 212 =g =11,

Akwo 2% =11(mod19), 1o a=12, a skwo 2°=13(mod19), To
2b =13(mod19), To b =5. CninbHWIn kntoY — Lie
24? = (2%’ mod19 =11’ mod19 = 7mod19.

3apava 24. [doseqitb, wWo nobygoBaHa Ha OCHOBI MeTody MOBHOrO
nepebopy ataka Ha anroput™ [Liddi — XennmaHa posnoiny Krw4iB Mae
€KCMOHEHLUianbHy YacoBy CKNagHiCTb.

P 03B’ 43aHH a. Hexan ansa npotokony Aiddi — XennmaHa BubpaHo
k -6iToBe npocte uucno p, (T06TO 2k Sp£2k+1) i g — NpUMITUBHWUNA
KOpiHb 3a Mogynem p. YYacHUKM NPOTOKOMY MOXYTb BMOMpaTu Ans CBOIX
CeKpeTHMX KnodiB Oyab-ske uine uucno 3 iHtepsany (1, p—1). Omxe, npw
NOBHOMY Mepebopi KMN4YiB  KpunToaHaniTUK Mae nepeBipuTu YyCi yicna 3
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uboro iHTepsany. Ockinbku p MicTUTb k OiTiB, TO NOTEHUIHO icCHyBaTMMe

2k ABIMKOBMX 4ucen, wWo nignsaraloTbe nepesipui. Tomy npobnema, sk

MiHIMyM, Ma€e CKnagHicTb O(2k), TOOTO € eKCMOHEeHLiNHOoW. HAKWOo X
BpaxyBaTu NepeBipKy OBINKOBUX YMCEr, OOBXMHA SAKUX MeHLua 3a k 6iTiB, To

CKNaAHiCTb aTtaku cTaHOBUTUME 0(21 422 +...+ Zk_l +2k). OueBuaHoO, WO
2! <2k npu i<k, Tomy
0" +22 +..+ 28112y = 0% +2F + .+ 2F 1 25y = 0(k2").

Lle He 3MeHWye CKMagHOCTI artakm | BOHa  3anvwaeTbecd
€KCMNOHEHLINHOI0.

3apaya 25. [lokaxiTb, 4YOMy ANS KPUMNTOCUCTEM, OCHOBAHMX Ha
CKNagHOCTI 3agadvi AUCKpeTHoro norapudpmyBaHHs, HebesneyHun BuBIp y

SIKOCTi MOAYNSA KPUNTOCUCTEMWU NPOCTUX YnUCEN BUTNSAY p =2k +1, ke N.

BeBaxanTe, Wo g— reHepatop rpynu Zp*.

Po3B d3aHH 4. [lpy HeBiAOMOMY X Y NOPIBHAHHI ) = gx mod p mu
3Haemo, WO y € KBagpaTUYHUM NULLKOM TOAI i TiNbKW TOAi, KONN X — napHe.
Kpim TOro, 3a kputepiem Ennepa y — kBagpaTUYHWW NIULLOK TiNbKW 3a YMOBH,

L0 y(p_l)/2 =1mod p. Tomy KonM LS yMOBa BUKOHYETLCS, TO X — MAPHE i
HaWMeHLWMA  3Hayywmnm  B6IiT  UbOro  4Yucna  HynboBuMW. AKWO X
y(p_l)/2 #1mod p, TO x — HenapHe 4Mcno i, o4eBUAHO, TOAI HaVMEeHLIMI
3Ha4yLwWumn 6iT OPIBHIOE OANHULI.

Y cBOW 4epry, Npy NapHOMy X YMCIIO gx/2 — KBaApaTUYHUIN JIULLIOK,
AKLLO x/2 — napHe. Npun ubomy 3a kputepiem Ennepa

-1)/2
(gx/z)(p )/ :y(p—l)/4 — Imod p,

LLIO 3HOBY Aa€ 3MOry BU3HAYMTK APYrvni 3Havywmm 6iT umcna x.
Y 3aranbHomy Bunagky sikwo b, ,b b — 6iT nokasHmKka x , TO iXx

n n_l,...,
MOXXHa 3HaWTW, BUKOHYOUM TaKi Ail:
1°. Noknactn i =1;
2°. Mokn y =1

2.1. Axkwo y(p_l)/zl =1mod p, 10 b; =0, iHakwe b; =1;

22.y=y/g@24:

23.i=i+1.

206



3apavya 26. 3a anroputmMoM LUeHKkca («KPOK HEMOBASATU — KPOK
BESETHAY) PO3B’SIXKITb 3agady ANCKpPETHOro norapungmyBaHH4

821" =288mod2009, BpaxyBaBlM, WO MNOPAAOK enemeHTa a =821 vy

*
MYNbTUNMIKATUBHINA rpyni Z,(o5 OopiBHIoE 21 i enemenT b =288 HanexiTb
*
[0 UMKNiYHOI niarpynu <a> rpynn Z5009 -

P o 3B 493aHH 4 Uukniyna nigrpyna  MynsTUNNIKATUBHOI Tpynu

*
Z5005 reHepyeTbcs enemeHtom a =821, nopsgok sikoro n =21, Tomy 3a
anroputmoM LlleHkca cnoyaTky BM3HAYMMO HalMeHLle Uine 4Yvicno m, Ans

AKOro mZZn:
n=21<25=5"=m> = m=5.

Oani ana j=0,.,m—1 3Hangemo 3Hauenns a’”"

i 3 nap
(j, a’™)chopmyemo nepwmin cnmcok, a ana  i=0,...,m—1 Bu3HAUMMO

3HaueHHs a ' -b i 3 nap (i,a '-b) cTBOpPUMO Apyrwit cmucok. [na umx
pO3paxyHKiB 3pyyHo BUMKOHATU nonepeaHi 0B4YNCEHHS:

821° mod 2009 =1313 i 8217 mod2009 =739.

J @™y =®21%) i | (@Y -b=(8217").288
1 1313 1 |739-288=1887
2 | 247 2 | 739%.288=247
3 |862 3
4 739 4

Mpn j=2,1=2 ob4ncneHi 3Ha4YeHHs 36iraoTbCsl, TOMY
log,b=(m-j+i)modn=(5-2+2)mod2009 =12.

3apgaya 27. ke 3 HaACTyMHUX NPOCTMX uucen pp 4 p, Bwu

pekomeHayBann 6 B SAKOCTIi mapameTpa Ans kpuntocuctemu Enb-Mamans,
AKLO

D1 =2-m'n2 +1, 0e m i n —yucna gosxnHowo 1024 GiTK;

po=2-k-I+1, pe k i [ —uncna goxuroto 100 i 1000 6iTiB BigNoBiAHO.
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Po3B a3aHH4. [oexuHa uicen pg i po — npubnusHo 3073 u

1101 6iTiB BignosigHo. Yepe3 anroputMm CinbBepa — [lonira — XennmaHa
BMHWKae 3arpo3a eeKkTMBHOro npoBefeHHs AUCKPETHOro rnorapudoMyBaHHS:
ToMy Yy Kpuntocuctemm Enb-Mfamansa, nobygoBaHin y MynbTUNAIKaTUBHIW rpyni

* Xl
GF (p1), piBeHb 6e3nekn nagae Ao piBHA KpuntocucTemu, nobyaosaHoi 3a
JOMOMOroK  CUJTbHO MPOCTOro yucna [oBXuHow ycboro 1025 6iTiB.

%
AnarnoriyHi mipkyBaHHs wopo rpynu GF (p ) HaloTb piBeHb 6Gesneky,

€eKBIBaNeHTHUN PiBHIO, WO MaTumMe wudp 3 cunbHO npoctnum vmcnom y 1001
6iT. [lpoTe cnig Big3Ha4YNTU cyTTEBE 36INbLUEHHS Yacy BUKOHAHHS

apndMeTUYHNX MOAYNbHUX ornepauin y rpyni GF*(p 1) MOPIBHAHO 3 rpynoto

%
GF (p,), ocKinbku  [OOBXWMHM MOAyniB py i po BigpisHAOTLCA 3a
AOBXWHOK Mawmxe BTpudi. OTXe, npu KOMMNpoMici «be3neka WwngpyBaHHA —
%
edeKTMBHICTb 06uMCneHb» cnig Bubpatn kpuntocuctemy y rpyni GF (p»).
3apava 28. HAkMM € NPOTOKOST BIOKPUTOrO PO3MOAINY KI4iB Mix

TpbOoma kopuctyBadyamu A, B i C, aHanoriyHnin npotokony [Hipdpi —
XennmaHa?

P 03B’ s 3aHH 4. Bubupaemo cninbHi A4ns BCiX KOPUCTYBaAUiB LINKITIYHY
rpyny G, NOPSIAOK SIKOT € NPOCTe YACAO, Ta NPUMITUBHUIA €NeMeHT g .

1. KopuctyBay A BuBMpae BuNaakoBe uucro x, obuucnioe g* Ta

BiZicMNae noro kopuctysayy B.

2. Kopuctysauy B Bubupae Bunagkose umcrno y, obumcnioe g’ Ta
BiicMnae noro kopuctysayy C.

3. Kopuctysau C Bubupae BunagkoBe 4Ucno z, obumcnioe gZ Ta
Bigcuiae noro Kopuctysauy A.

4. KopuctyBad A obuucnioe gxz Ta Bigcunae noro B.
5. KopuctyBay B obuucnioe gxy Ta Biacunae noro C.
6. KopuctyBau C obuucnioe gyZ Ta Bigcunae noro A.
7. KopucTtysau A oBuncriioe crinbHui knoy g7 .
8. KopucTtysau B obuncrioe cninbHui knoy g .
9

. KopuctyBau C o6umcnioe cninbHuii kntow g™ .

3apaya 29. Hexam p — Benuke npocte 4ucrio. ABoHeHT A xoue
Hagicnatn aboHeHTy B wwudpoBaHe nosigomnenHa M (1<M < p-1).
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[nsa uboro A i B TaeMHO BMOMpatoTb BiANOBIAHO NO OAHOMY LISIOMY YnUCny a
i b, wWo € B3aeMHO npocTumy 3 uyucnom p—1. ABoHeHT A obGuumcnioe

czMa(modp) i Hagcunae ue 3HavyeHHs aboHeHTy B. Towm obuwncnioe

d= cb(modp) i noBepTae 3HayYeHHss d aboHeHToBi A. OcCKifnbkM TOW 3Hae
uncno a, BiH 3HaxoauTb aq 3 ymoBu aa;=I1(modp—1), obuucnioe

ezdal(modp) Ta nosepTae 4ynucno e aboHeHTy B. Ak aboHeHT B moxe
Tenep 3Hantn M ? [loBeniTb, YoMy Take 3awmpyBaHHs KOPEKTHE.

Po3B A3aHH A AbBoHeHT B nosuHeH 3Hantn b 3 ymoBw

bby=1l(mod p—1) Ta obuncnutu ebl(modp)EM(modp). NoBenemo
KOPEKTHICTb LUNdpyBaHHSA
_ 19 _ (.b 41 _ a\b\%1 _asb
e=d (modp)=(c”) (modp)=((m~)") (modp)=M"(modp) =

— /1 EMblb(modp) =M .

3apgaya 30. Y pgeskomy anroputMmi LWINPYBAHHA BIOKPUTUIA  KITHOY
YTBOPIOETLCS 3a NpoLeaypoto:

1) BubupatoTbe nNpocTi uvicna p,q i g€ Zp*, e g-— reHepartop
nigrpymm G ;

2) BMGUpatoTb BUNagkosi umcna x i y i3 mHoxuHm {0,1,...,q —1};

3) obumcnioTs 3HadeHHs iy =g modp i hy =g’ mod p;

4) sigkputun kntos —(G,, p, g, hy,hy ), cekpeTHi kiod — (X, ).

[nsa 3awmdpyBaHHA NoBigoMNeHHA M BUKOHYIOTb Taki onepadii:
1) nepesipsitoTb ymoBy M € G, ;

2) BuGipatoTe Bunagkose unucrno z €{0,1,....,g—1} Ta oGumcnioTb
Ci=g°modp i C,=M-h{ “hy" mod p;
3) wudpposanuii Tekct —napa C =(C;C,).

Po3pobiTe BignosigHuin anroputMm po3wndpyBaHHA AN HaBeLeHOol
KPpUNTOCUCTEMU Ta NPOAEMOHCTPYNTE KOPEKTHICTb 11 poboTH.

P o3B d3aHH 4. BigHOBUTKN BIOKPUTUIN TEKCT BNACHUK CEKPETHOro

kntoya Moxe 3rigHo 3 piBHsiHHAM M = C;" YC, mod p. KopekTHicTb Takoro
po3LWNdPYBaHHSA NIATBEPOXKYIOTh Taki PO3paxyHKK:
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" YCymod p=C"C; ' Cymod p=(g”) V(") (M -y “hy")mod p =
=g Yg7-M-(g") (¢! )modp=g Vg™ -M-g"¥g" " modp=M.

3apaya 31. 3a ymoBOKW nonepedHbol 3afdadi  poswmndpynTte
LUMGPOTEKCT C=(3;4), skwo napametpu wucgpy p=23; g=11I;

Gy =<6>; x=9;,y=8;z=7.
Poss asaHHsa. Migrpyna (6)={3,9,4,12,13,16,2,6,18,8,1}.

M=C"Cymod p=3""-4mod23=12¢(6).

3apayva 32. PIN-kog 3apnnaTHol 6aHKiBCbKOI KapTkuM Y 3alumngpoBaHOMy
Burnagi 6yno Aeivi HagicnaHo Big aboHeHTa A go aboHeHTa B. [Ons
3awmndgpyBaHHa BukopuctaHo wwudp Enb-Famansa, (7,30) i (49,139) -

HagicnaHi  wundgpotekctn. Poskpunte PIN-kog 3a ymoBu, WO neplia
yacTuHa Bigkputoro kntova p =10007.

Po3B a3aHHSHA Hexan (p=10007, g, h) — Biakputunii knroy
Kpuntocuctemu, ry,r, — paHaomisatopu, 3afifHi aAna 3awndpyBaHHA Y

nepwun Ta gpyrum pasun. Y kpuntocuctemi Enb-lamansa wndpoTtekcT
(Cy,Cy)noBigomneHHst M yTBOPIOETLCA 3riAHO 3 PIBHAHHAMU:

Ci=g' modp; Co=M-h"modp.

Tomy 3a ymoBoto 3agadi
(C),Cy)=(g" ' mod p, M - i mod p) = (7,30);

(C",C,")=(g > mod p, M - h"? mod p) = (49,139).
Ockinbku 72 =49, T0 ry =2r;. OTxe,
G (G =M h"P MRy T mod p =
27 mod p =k mod p =139-30"" mod10007 .
I3 BUpasy CZ' M1 mod p gictaemo
M=Cy)-h "modp=30-(139-30"1)" mod10007 =
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=30-30-139"' mod10007 = 900 - 72mod 10007 = 4758 .

3apava 33. Y4BiTb, WO MeHeLXep CTpaxoBOl KOMNaHil Hagicnas wedgy
HelwngpoBaHNUn 3anuT, Yn KyrnyeBaTu WOMY akuii. 3a LOMOBIIEHICTIO wed Yy
BigNOBiAb MOXe Hapgicnatu ogHe 3 ABox nosigomneHb « TAK» abo «Hl», a
Ans 306epexeHHs TaeMHuWUi BignNoBigi BOHW LWUMMPYOTb CBOE NUCTYBaHHA 3a
pgonomoroto kpuntocuctemn Enb-Famans y rpyni GF(23801). Bigomo, wo

BiONoBiai nepen 3alwmM@pyBaHHAM  KOOYHTbCS: «TAK» =18915,
«HI»=4886 abo HaBnaku. [lpunycTumo, wWo wed HagicnaB MeHemxepy
wndppoTtekct (4457,1979). Ak kpunToaHaniTmk, He 06YMCIIHOYN OUCKPETHUX

norapucmie, Moxe 3MIHUTU WKUEPPOTEKCT Ha anbTepHaTMBHMIA (LLOG npu
po3wmndpyBaHHi MeHegkep oTpuMmaB 3aMmicTtb «TAK» Bignosigb «HI» i
HaBnaku)?

P o3B d3aHH4. Y kpuntocuctemi Enb-l"amansa Bigkputomy TekcTy

M signosigae wwndppotekct (g’ modp, M -g* " modp), ne g -
NPUMITUBHUIN KOPiHb 32 MOAYINEM p, a — CEKpPeTHUW knwo4v aboHeHTa, r —
paHgomisaTop. [MepexonuBwiKM  WKUPpOBaAHNN  TEKCT, WNOro MOXHa
MoangikyBatu ABoma Lnsgxamu: abo NOMHOXUTM Ha O00aTKOBUMA MHOXHUK
Tinbkn Moro apyry vactuHy (g’ mod p, AM - g% " mod p), abo nigHecTy
obuagi MOro 4YactMHM OO Aesikoro creneHsa. Hanpuknag, poswundpyBaHHA
wucppotekcty (g'# mod p, M* - g%"* mod p) nae BigkpuTuii Teket M.
OTxe, y NnepwomMmy BUNaaky KpUnToaHanitTuk Mae Bigwykatu ymcrno A 3
ymoBammn: A-4886=18915mod23801 i A-18915=4886mod23801.

[MepeMHOXNUMO MOYNEHHO Ui MNOPIBHAHHS: 22 =]1mod 23801, 3Bigku
A=x1mod23801. Ockinbkun ons BUMOpaHWX KOAIB BiANOBiAEN BUKOHYETLCS
piBHicTb 1891544886 =23801= p, TO KpMNTOaHamiTMK MOXe MiAMIHUTK

wngpoTekcT Ha (4457,—1979mod 23801) abo (4457, 21822mod 23801).
Y gpyromy Bunagky KpuntoaHaniTuky noTpibHo nigibpaTtn Take ymucno

, ona skoro 4886 =18915mod23801 i 18915 =4886mod23801.
3norapndpmyBaBLUM MOPIBHAHHSA, AiCTaHEMO

11104886 = log18915mod 23800
11018915 = log 4886 mod 23800,

3BiKK y251m0d23800, 1 =11mod23800. MepeBipka HeTpuBianbHOro

3Ha4yeHHs [ae 488671 #18915mod 23801, Tomy apyruin nioxig 3 BuGpaHUm
koQ4yBaHHAM peanisyBaTl HEMOXIMBO.
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3apava 34. [ina kpuntocuctemn Enb-famansa subpaHo none GF(24) 3

4 . -
MHOrouneHom x +x+1 Ta npumituBHun  enemeHt g =0010=x.

CekpeTHui kntod a =7. 3aBepLliTb OpMyBaHHS KIHOYIB Ta po3wmdpynTe
wmndppoteket (Cy, C,) =(0100,1110).

Po3B d43aHH4. [Ina dopMmyBaHHA BIiOKPUTOro Knoya BU3HAYNMO:

h=g%=x"=’x* = (x+1)=x*

+x =x +x+1=1011
(yci pospaxyHku y noni GF(2)). OTxe, BigKpUTUIA KIOY KPUNTOCUCTEMU —

Tpitika (GF(2%), 0010, 1011).
[MepexogmMmo A0 po3Wn@pyBaHHA 4AHOIO LWMPOTEKCTY.
Y kpuntocuctemi Enb-lNamans 3rigHo 3 PiBHAHHAM po3LLMpyBaHHSA

M=Cy-(CM)", me C;=0100=x>; C,=1110=x>+x* +1x.

Cl=(x*) =" =P +x+1)? =x0 +x* +1=

:x4-x2+x2+1:(x+1)-x2+x2+1:x3+1.

(G =+
Ockinbkn y faHoMy noni x*+x=1modx* +x+1 , TO

x(x3 +1)Elm0dx4 +x+1= (x3 +1)_1 = xmodx* +x+1.

Omke, (CH ' =+ T=xi

M=C2~(C1a)_1 =P+ +x)x=xt+x+x% =

=(x+D)+x +x*modx* +x+1=1111,

3

3agaya 35. EnintMyHa KpuBa y2=x +x+27 Bu3HauyeHa Hapg

npoctum nonem GF(p), pe p= 2127 1, [loBeniTb GeanocepenHbO, WO
Touka O =(p —1, 5) HanexiTb KpUBIN.

Pos3B' sa3aHHS. Mpu x=p—1=2127 —2, y=5 oTpymMaemMo
25=2127 =2} + (21?7 = 2) + 27(mod 2?7 - 1) =
=217 - 1)-1)° + (2" = 1) =1+ 27(mod 2'*" - 1) =

= (2127 -1 =327 - 12 430217 —1) -1+ 26(mod 21?7 —1) =25 =

212



Touka O =(p—1, 5) HanexiTb KpuBIlA y2 = x> +x+27(m0d2127 —-1).
3apgava 36. lNokaxiTb, WO eninTM4Ha Kpuea y2 =x3 — X Hajg nonem
GF(p) vae p+1 Touky, konu p >3 —npocte i p=3(mod4).

Pos3B a3aHHSAS Y noni GF(p) 3a BNacTMBOCTAMU CUMBOIY
JlexxaHgpa

5 A5

3a npoctum Mmoaynem [O00yTOK [OBOX KBagpaTUYHUX TULLKIB €

. 3
KBagpatTniHnMM JINLLIKOM. TOMy 3alieXXHo Bl TOro, 4m € BUpPa3 X —X
KBagpatTniHMM JIMLLKOM YU KBaApaTUYHMM HEJMNLLIKOM, KOXHa Mnapa {.X,—X},

pe x # 0, pae oBi TOYKK:
3 1/2 3 1/2
(xa (X —X) )’ (xa _(x —X) )

abo

(x, (_x3 _x)1/2), (x, — (_x3 _x)1/2).

3

. 0 X" —Xx L

OckKinbku [—]:0, TO Z [ ij. TakMM YMHOM, KinbKiCTb
p xeGF(p)\ P

|E| TOYOK Ha KpUBIN cknagae

3 3
E|=1+ ] 1+{x _x} =l+p+ > {x _X}:Hp

xeGF(p) p xeGF(p) p

(BpaxoBaHO HeCKiHYeHHO BigganeHy Touky (O i Te, WO pPiBHAHHS

X ox= O(mod p) mae Tinbkn oguH Po3B’sI30K).
3apgava 37. [MokaxiTb, WO eninTu4Ha KpuBa y2 = x3 —1 Hapg nonewm

GF(p) mae p+1 Touky, konu p >3 —npocte, i p =2(mod3).
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PosB a3aHHSA Y noni GF(p) kyGi4HuUiA KOpPiHb 3aBXaM iCHYe Ta
OfHO3Ha4yHO BU3Ha4YeHUNn. OTXe, ONA KOXHOIO 3HAYEeHHA ) Ha KpWBIN

iCHyBaTMMe nuvwe ofHa Touka ((y2+1)1/3,y). Ockinbkun npocte none

GF(p) HapaxoBye p enemeHTiB, To, ©Oepy4n OO yBarM HECKIHYEHHO
BigaaneHy Touky O, ycboro MaTUMeMo p + 1 TOYKy Ha KpUBI.

3apgava 38. Bigomo, Wo Ha eninTuYHI KPUBIN y2 =x3 +59x+ 23 Hap
nonem GF'(347) icHye Touka M =(345,217), ansa skoi 113M =0O. Axum €
NopsOoK rpynu To4vok  Uiei kpuBoi? [osedite, wo Touka (O =(38, 24)—
reHepartop rpynu.

Po3B a3aHHA 3aymoBoo 113M =0, Tomy Nnopsiaok TOYKN Mae
Ainvtn yncno 113. Lle uncno npocte, omke nopsigok Toukn M (345, 217)mae

nopisHioBatn 113. Topai 3a Teopemoto Jlarpamxa nopsgok N rpynut TOYOK
eninTM4Hol KpmBoi 00OB’A3KOBO KpaTHM 113. Takox 3a Teopemorw Xacce
p+1—2\/;SNE Sp+1+2\/;. Y Hawowmy Bunagky 310< Ny <385 i
eavHe umncro 3 Bigpisky [310; 385], ake pinutumeTbes Ha 113, — ue 339.
TakvM YnHOM, NOpsSiAOK rpynn Todok Ny =339.

Ny =339=3-113. Otxe, abu posectu, wo Touka Q@ =(38,24)-
reHepaTop rpynu, 4OCTaTHLO NokasaTw, Wo Nopsaok Toukn O He € aHi 3, aHi
113. [fiicHo, 30 =(345,217)# 0, 1130=(67,272)#0 = Touka Q-
reHepaTop rpynw.

3apaya 39. Hexan my >0 — HaWMeHWMWN pPO3B’'A30K  PIBHSAHHSA
O =mP, wo 38’a3ye gBi Toukn P i O enintuyHoi kpuBoi £ Hag nonem
GF(p). OoBegitb, Wo npu gesikoMy Linomy j Oyab-skuid iHLWNIA PO3B’SI30K
LibOrO PIBHSIHHA MaTuMe BUrNsAA m = my + jk , ae k— nopsipok Toukn P.

Po3B ss3aHHs. MNoknagemo m= jk+1, ge [— uine 3 npoMixky
[0; k). Ockinbkn kP = O (3a BU3Ha4YeHHAM NopsaaKy TOYKK), TO

Q=mP=(jk+)P=j(kP)+IP=jO+IP=IP.

3a ymoBol myP € HalMeHLINM CKansipHuMm Jo6YyTKOM Touku P, axkui
nopisHioe O, Tomy [ = my. Mpunyctumo, wo / > my, . Togi

0=0-0=1P-myP=(I-my)P,

AK NOpAAOK TOUKKN, Kk — HalMeHLle 3 MOXMUBMX HEHYNMbOBUX LiNuUX
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uncen, gns skoro kP=0, a sBigtak, [—my=k, wWo cynepeuntb
npunyweHHo [ > mg. TakuMm YmHom, [ =my i m = my + jk .

3apaya 40. [lokaxitb, WO Ansg BiOHOBMEHHA TOYKMU P(xo,yo)
eninTU4YHOI KpUBOI Ep(a,b) aboOHeHTy [ocCTaTHbO  nepefatnm  TinbKu

abcumncy Xy TOYKM Ta OAuH BIT [, WO BM3HAYAETLCH YMOBOH

Z{O, 0<y<pl2;
L, p/2<y<p.

Axkwo Bubpatn kpusy £Ej1,3(54,87), To saka Touka kpusoi Oyae
BiHOBNeHa aboOHEHTOM Y pasi OTpUMaHHS HUM JaHux: a) xg =14; [ =0; 6)
xg=14; =17

P 03B 53aHH 1. Akwo (— KBagpaTU4HWIA NLLIOK 3a MOAYNEM p, TO

NOPIBHSIHHSA o = Bmod p mae aBa kopeHi amod p Ta —a = p—amod p.
Otpumaswm  abcumcy x5  Toukm  P(xy,yp)  eninTuyHoi  KpuBOI
y2 — x> +ax+ bmod p, aboHeHT o6umcnuTb y02 = x03 +axyg+bmodp.
3 uporo uncna MoxHa AobyTu OBa KopeHi ), Ta —yy=p—yymodp,
OOVH 3 AKMX nexatume B npomixxky Big 0 oo p /2, a iHWwuiA B iHTepBani Big

p/2 po p. BubpaTn ofgHYy 3 UMX TOYOK MOXHA, OOOATKOBO BKa3aBLUM

3Ha4yeHHs bita /.
Y pasi oTpuMaHHs abcumcn xg = 14 o6uncnumo

vl =14° +54-14+87mod1123 = 218mod1123.

MNpn npoctomy moayni surnsgy p=4k+3, ne k- uine, KopeHi
MOPIBHSAHHSA o’ = Gmod p BM3Ha4alTbCs 3a cdopmynoto
o= j:ﬁk“LI mod p . 3a ymoBoto

p=1123=280-443 = £k=280.=

yo = +218" ' mod1123 = +619mod1123.

LUe pae pgBi Toukm Ha kpuein — (14,619) i (14,504), 6o
—619=504mod1123. p/2=561,5. Tomy:
a) skwo [ =0, To nepeaaHo Touky (14, 504);
6) skwo [/ =1, To nepegaHo Touky (14, 619).
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3apgava 41. Hexan M - TpusHadHe uine udnicno surnsaay 21lm, pe
ocTaHHih 3Hak m € {0,1,2,...,9} — HeBigomuiA. 3HaaiTb Take 3HAYEHHs m,

npu SAKOMY abcuunca TOuYKa (x, y) eninTU4HoI KPUBOI

yz =X + 7x+15mod 593 popisHioBaTume uncny M .

P o3B 93 aHH 4 Choyatky o0YMCNUMO 3HAYEHHS BUpasy
X + 7x +15mod 593 npu BCix 3HAYEHHSAX X 3 MHOXWHM

{210+0, 210+1,..., 21049} .

X 1210[211]212]213[214[215[216|217|218]219
2+ 7x+15mod593 418524117 389 [160 | 29 | 2 | 85 | 284 12.

OueBupgHo, Touka (x, ¥), Ae y € GF(593), HanexaTtnme eninTU4HIN
KPWUBIM Todi i TiNbkKW TOAi, KOMMW X +7x+15 matume kBagpaTHi KopeHi 3a
X+ 7x+15

593

popiBHioBatume +1. OTxe, 3anuIaeTbCA BU3HAYUTU [OECATb 3HAYEHb
cumBony JlexaHxpa:

mogynem 593. Y ubomy pasi cumBon Jlexangpa

X 1210 | 211|212 |213 | 214 215|216 217 | 218 | 219
3
x~ +7x+15
1| =1 =1]=1|-=1] 1 1 [ =11 | =1
593

Taknm 4mHOM, ToukM 3 abcumcamum 215,216 i 218 nHanexaTb AaHin
KpuBI | m € {5, 6, 8} .
3apgaua 42. Touka A(10,2) € reHepaTopom rpynu £ TOYOK eninTUYHOI
KPUBOT y2 = x> +2x+19 Hag nonem GF(23):
1| 1 2 3 4 5 6 7 8 9 10 | 11
iP|10,2)[(5,19) | (3,11) [(14,13)[(8,15)[(7,13)[(22,19)[(20,3) [(19,4)[(2,10)|(12,0)

i]12 113 ] 14 [ 15 [ 16 [ 17 ] 18 [ 19 ] 20 [ 21 | 22
iP|(2,13)[(19,19)| (20,20) [ (22,4) |(7,10)] (8,8) | (14,10)| 3,12)| (5,4) [10,2D)| O

Ona kpuntocuctemn Enb-Famana BubpaHo y rpyni £ UMKNiYHY
nigrpyny G:<P>, ne P=(20,20)=144. 4xum OGyne BiokpuUTUA KoM
KOpUCTyBa4da, $SKWO WOro CeKpeTHun knwd a =47 Bukopuctasm
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paHagomisaTop kK =5 Ta BU3HAYEeHUI CEKPETHUIA KIoY, 3HANAITb LUMPOTEKCT
ANS BIAKPUTOro TEKCTY, 3aKodoBaHOro 3a gonomoroto Toukn M =(2,10).

P 03B’ 93 aHH a. Bigkpntui kntoy KopuctyBaya — Lie To4ka
O=aP=4(144)=564=(2-22+12)A=0+124A=124=(2,13).

Bigkputuin tekct M =(2,10) =104.
LUndpoTtekcT, BignosiaHum Touui M , cknagaeTtbCca 3 napu TOYOK
(kP; R), ne k =5 — pangomizatop, R =M +kQ.
kP=5P=5-144=704=44=(14,13);
R=M+kQ=104+5-124A=704=44=(14,13).
lUndppoTeket — ((14,13); (14,13)).

3apava 43. [1sa aboHeHTH A i B 0OMiHIOIOTBCSA KItOYaMU 32 CXEMOK
Oibpi — XennmaHa, BubpaBwM rpyny TOYOK €NiNTUYHOI  KPUBOI
y2 =x> + x+6 Haa nonem GF(11) i 6asoBy Touky P =(2,7), nopsgok sikoi
popisHioe 13. BusHauTe cniflbHUN CEKPETHUW KITOY KOPUCTYBayiB 3a YMOBW,
O neplumnii aboHeHT BUOpaB CeKpeTHUN napametTp ny =2, a Opyruin —
CeKpEeTHWI NnapameTp ng = 13100 +1.

P 03B 5a3aHH 4. Ockinbkn nopsagok 6a3ooi Toukn P gopisHoe 13,
10 13P = 0. CninbHuit kKNto4 aboHEHTIB 06YNCNNMO K

ngong2,7)=2-13"+1n02,7=2-03'02,7)+2,7) =

=2-(0+12,7)=2-(2,7).

3a popmyrnamun Onsg NOABOEHHA TOYKM €NiNTUYHOI KPUBOI AiCTaHEMO

C3x+a 3-4+1
2y

x=A%—2x,=64-2-2=5(mod11);
y=Ax—x)—y =8(2-5)-7=-31(mod11) =2;
2(2,7)=(5,2). Usa Touka 11 Gyae chinbHUM Krtovem abOoHEHTIB.

2 =13-147'=2.371=2-4=8(mod11);

3apava 44. Kpuntocuctema Enb-lamana nobymoBaHa Ha eninTUYHIN

KPWBIN y2 = x> +77x+28 Haa nonem GF(157), 6asoBa Touka P(9,115).
Biokputuii kntoy kopuctyBada — Todka O =(89,144). 3awudpyinte TekcT,
sikomy Bignoeigae Touka M =(20,73), BubpasLum paHgomizaTtop k =3.

PosB sas3aHHsa kP=3P=3(9,115)=(22,81),
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R=M +kQ =(20,73)+3-(89,144) = (140,137).
LLndppoTekcT — napa Touok (kP, R) =((22,81), (140,137)).

3apava 45. Kpuntocuctema Enb-lamana nobygoBaHa Ha eninTUYHIn

KPUBIN y2 = x> +77x+28 Hag nonem GF(157), 6asoBa Touka P(9,115).
Mepen wudpyBaHHSM OyKBYM BIOKPUTOrO TEKCTY KOAYTbCS TOYKaMu

eninTu4Hoi KpMBOI y2 = x> +77x+28 Hag nonem GF(157):

A |(2,87) | (20,73) T [(35,15)
B |(17,21) | (42,109) Y  [(78, 154)
B |(36, 156) N |(68,94) ® (96, 32)
r  |(66, 127) K (82, 108) X (74, 9)

r (81,83) I (1, 48) LU [(51,4)

O [(1,109) M | (44, 44) Yy | (28, 30)
E |(17,136) H [(83,17) W |(78,3)

€ [4248) O |[(8,34) W | (44,113)
X | (2, 70) n (9, 42) b |(49, 106)
3  [(82,49) P |(4,20) IO | (99, 25)
N |(68, 63) C [(29,66) A |(53,15)

Poswundpynte wmngpoTtekct
((27,81), (26,74)), ((68,63), (126,52)), ((108,76), (88,50)),

OoTpUMaHM 3a pJonomorow Kpuntocuctemn Enb-Famana Ha BkasaHin
eninTuYHin kpuBiiA, 6asoBa Touka P(9,115), BiakpuTnin KnNtoy KopucTyBava —

Touka O =(89,144), noro cekpeTHuit kntod a = 7.

P o3B 43aHH4A 3a gonoMoro CEKPeTHOro Kniya KopucTyBada
NOCIigOBHO PO3LWNEPPOBYEMO

M, =R ,—ak -P=(26,74)—7-(27,81) = (4,20) =«P»;
M, =R,—ak, P=(126,52)—7-(68,63) = (2,70) = <XK»;
M; =R s—ak; - P=(88,50)—7-(108,76) = (2,87) = «A».

OTxe, 3awmngpoBaHo crnoso PXKA.

3apaya 46. [eHepaTop rpynn  TOYOK  €NIATUYHOI  KPMBOI
y2 =x° +2x+1 Hag nonem GF(41)— touka P=(0, 1). 3a ponomoroto
anroputMy «KPOK HEMOBSIATU — KPOK BeneTHs» po3B’sSXiTb 3agady

auckpeTHoro norapudmyesaHHs Q = kP, ne O = (23, 18).
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P 03B d3aHH 4. Hawa 3agaya — BU3HAYUTU MHOXHUK Kk Y PIBHSHHI
O = kP . 3a anropyuTMOM «KPOK HEMOBISITU — KPOK BENETHS» NOTPIGHO

1. BusHaumTn m:{\/q—l—l—i—Z\/g

KiNbKICTb eneMeHTIB rnons);
2. [Mobynysatu ABi NOCMiIgOBHOCTI TOYOK:

(okpyrneHHs y Bik BinbLworo, g-—

eiP, ne izl,...,m—l;
eQ— jmP,pe j=0,1,...m—1;

3. 3HaWTU TakKi 3HAYEHHA 1 i j, NPU AKMX TOYKa 3 NepLUO0 NOCMiLOBHOCTI
36iraTUMeTbCA 3 TOYKOK APYroi NocnigoBHOCTI;
4. k =i+ jmmodn, ge n — nopagok Niarpynu, reHepoBaHoi Toukow P.
Y Hallomy Bunagky

Ja+1+2q |=[Va1+1+241

BignoBigHi 3HAaYEeHHA CKansApPHOro MHOXEHHSI BEKTOpPIB 3amnucyemo Y
Tabnuui:
I 1 2 3 4 5 6 7
iP (0,1) | (1,39) | (8,23) | (38,38) | (23,23) | (20,28) | (26,9)

=(7,40|=38.

m =

J 0 1 2 3 4 5 6 7

QO —8/P |(23,18) | (13,16) | (28,19) | (40,11) | (1,39)

MNoganbLi o64ncneHHs npunuHsaemo, 6o npy i = 2, j = 4 BUABNSETLCS
36ir Touok: 2P =0 —8-4- P. Takum YmHOM,

k=i+ jmmodn=2+4-8=34.
OincHo, 3a nepesipkoto 34(0, 1) = (23, 18).

3apaya 47. Haukpawun anroput™M OnNa  po3B’sa3aHHA  3ajadi
ANCKPETHOro norapudmyBaHHSA y rpyni TOYOK eninTUYHOI KPMBOI Hag nosiem

GF(p)wmae yacosy cknagHicte O(4/p), @ 4acoBa CKnafHiCTb HaWKpaLLoro
MeToaa pewleta 4MUCMOBOro MNoONis AN po3B’A3aHHA Uiel 3agadi y

%
MynNbTUNMIKaTUBHIM rpyni To4ok npoctoro nons GF (p) cknapae
,1.92(1n p)!3 (inIn p)*3
BusHauTe nopsaku nonis, B AKMX Yac po3B’A3aHHA 3agadi AUCKPETHOro
norapupmyBaHHs oboma anroputTMamMum OAHAKOBUM i OOPIBHIOE 256, 280,
2112, 2128, 2192, 2236 9 Mopsiakv nonie ykaxite y urnsai 2.
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Po3B 93aHH 4. [NlopagkomM CKIHYEHHOro Nosns Has3nBalTb KiNbKICTb

MOro enemeHTiB. AKWO 4Yac po3B’si3aHHA  3adadi OOpPiBHIOE 256, TO Mnpwu
AVUCKPETHOMY JIorapmMyBaHHi:
1) y rpyni To4OK eninTu4Hoi KpMBoi Hag nonem GF(p)

\/;%256 = p%2112;

2) y MynbTUNSIKaTUBHIA rpyni TOYOK MPOCTOro nonsd GF*(p) npu
p=2"

L192(In p P py*3 )56

1,92(In2")3(Inn2")?3 ~56-In2 = n~383 = p~ 28

AHanoriYyHo OTPMMMAaEMO 1 iHLLI pe3ynbTaTu:

Yac, HeoOxiaHun ans Poamip nons Mopsaok nons
pO3B’A3aHHsA 3agaui GF(p), Hag GF(p) ons rpynu
ANCKPETHOro AKUM BU3Ha4YeHa GF"

norapnemyBaHHs eninTu4Ha Kpusa (p)

256 2112 2383

280 2160 2853

21 12 2224 21859

2128 2256 22547

2192 2384 26732

2256 2512 213599

HaHi, HaBegeHi y Tabnuui, MNOACHIOTbL MPUYMHU  MOLUMPEHHS
KPUNTOCUCTEM Ha OCHOBI eNiNTUYHUX KPUBUX — 3HAYHO KOPOTLUUA KW B
TakMx cuUcTemMax Moxe 3abesneyntn Ton camuii piBeHb 6e3nekn, Wo W
KpunTocuctemu, siki noGyaoBaHi Ha MynbTUNMIKATUBHIA rpyni NPOCTOro nong
GF(p).

3apava 48 . Kpuntocuctema NTRU Bu3HayeHa Haf KinbLemM yCiyeHnX
Z] x]

~ ., enneMeHTaMmn SIKOro € MHoroyneHu creneHs N —1,
x -1

MHOIOuYIIEeHiIB

. N L .
3BefeHi 3a moaynem x  —1. Y ubomy Kinbli OOOYTOK MHOrOYneHiB
BM3HAYaETbCA He AK 3BUYaAHE MHOXEHHS, a K 3ropTka (Mo3Ha4yaeTbes *) .

Mg 3NOPTKOK PO3YMIOTb MHOXEHHA MHOrov/ieHB 3 YMOBOHKO x =1
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(o4eBNOHO, NpU  LbOMY xN—H

Rq _ Zq[x]

=Xx i 7. A.). Qi1 Hag MHOroYneHamun Yy KinbLi
Z[x]
xN—l
pisHMUElD, WO onepauil Hag koedilieHTaMn MHOMoYSIEHIB BUKOHYHOTBLCA 3a
modgq .

[eHepauis knrw4yie. HeobxigHi napameTpu KpUATOCUCTEMM — LE
yucna(N, p,q,d), ne N,p - npocti; HCO (p,q)= HCLO(N,q)=1,
qg>(6d+1)p. CekpeTHun kno4 KopucTyBaya A  yTBOPKOWTbL [Ba

3 Tiew

i BM3HAYalTbCA Tak caMe, sIK i y Kinbui R =
x =1

MHorouneHn f i g, oGOpOTHI Y KinbLsX Rq i Rp, npuyomy:
0 cepepn koediuieHTiB MHorouneHa f € (d +1) koediuientie (41), d
koeqiuieHTiB (—1), a pewwTa Hyni;
O Yy MHOroyneHa g kinbkicTb koediuieHtiB (+1) i (—1)ogHakosa i
TaKoX A0piBHIOE d (pewiTa — Hyni).

Hani kopuctyBad obuucnioe obepHeHi MHOrovneHu fq_l i fp_l y

Kinbusix R, i R, i BU3Ha4ae BIAKpUTUNA Kiloy /1 = fq_l x g(modq).

3awugpysaHHs. KopuctyBay B, Wwo Hagcmnae NoBidOMMNEHHS m € Rp,

crnoyaTtky BMOMpae MHorouneH », skuil Mae no d koediuientis (+1) i (—1),
obumcnioe wngpotekct e= prxh+m(modqg) | Hagcunae oro

KopuctyBayesi A.
PoswugpysaHHs. Ha CcBOeEMYy CeKpeTHOMY KIrtodi kopuctysBad A
obuncnoe a = f xe(modq). KoediuieHTn Luboro MHoroyrieHa BiH BMGUpae

TaK, LWO6 BOHWM Hanexanu nPOMIXKY (—q/2;q/2). Hani koediuieHTH
MHOrouneHa a 3BoasaTbcs 3a modp i OBYMCNIOETECH  3HAYEHHS
—1 _

fp xa(mod p)=m.

[MpunycTtumo, Lo napameTpu Kpuntocnctemm NTRU -
(N,p,q,d)=(7,2,37,1), a «kopuctyBay A oOTpuMaB LIMcpoBaHe
NnoBiAOMMNEHHSA

e =35x5 +x5 —i—4x4 +4x3 —|—3x2 +3x+1.
Akum B6yae poswmdpoBaHA TEKCT, SKLWO A0 CKNnagy CEKPETHOro Kroya

KopucTyBaya  BXOOUTb  MHOrOYJSIEH f= x6 + x3 + X i BiZJOMO,
|.|.|,ofp_1 _— + X + x +x+17? (3ayBaxeHHs: npu BUOOpPI KoedilieHTIB

MHorouneHa f BpaxoBaHo, Wo —1=1mod?2).
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P o 3B s3aHH4. Cnepwy kopuctysad A obuncrioe
a=fx*e= (x6 N +x) * (35x6 1o+ dxt a1 3% 4 3t l)mod37=
_ 12, 11 10 9 8 7 6 5 4 3 2
=35x "+x +4x T H+2x"4+4x"4+5x" +6x +Tx"+7x + 4x” +3x"+xmod 37.

. o _ Z37[x]
BpaxoBytoumn, WO npu OBYUCIEHHI 3ropTkn y Kinbui Ry7 = -
x' —1
BUKOHYIOTLCS PIBHOCTI
x12 EXS; xl1 EX4; xlo E)C3; x9 Exz; x8 =x; x7 =1,
OTPUMaemMo

a= 35x5 +x4 +4x3 +2x2 +4x+5+6x6+7x5 +7x4+ 4x3 +3x2 +xmod37=

—6x0+ 5x° + 8x? +8x°+5x2 +5x+5mod37 .

OTxe, npu po3wmpyBaHHi MaTUMEMO
mzfp_1 *xa(mod p) =

= (x6—|— Ottt 1) * (6x6—|— 5x° 4 8x* +8x3 +5x2 +5x+5)mod2 =
= xll—l— xlo—i— x9—|— x8—|—x5—|—x4—|— x3—|—15 x5—|—x2—|— x+1.

3agayva 49. 3awndpynte BIOKPUTUN TEKCT m = x5 +1 3a ponomoroto
kpuntocuctemm NTRU 3 napametpamu (N, p,q,.d) = (7, 2, 29,2), akwo
BIOKPUTUI K04 OTpUMyBada

h=23x% +24x° +23x% +24x> +23x% +23x 4+ 23.

Ak oTpumyBay 3aMoxe pos3lumdpyBatn HagicnaHum oMy LIMGPOTEKCT,

SKLLO ioro CEKPEeTHUN KIHoY f= O+t a1 i
fp_1 =x0 4+ 12

P 03B 43aHH 3. Bubepemo MHorouneH Hag Kinbuem Ry :
r:x6 +x3 +x+1.

Toai WndpoTeKkCT BUrnsagaTMme Tak:
e=prxh+m(modqg)=

=200+ 3+ x+ 1) % (23204 24x° 4+ 23x% + 24x7 4+ 232 4+ 23x+ 23) +
1 +1(mod 29) = 14x0 +13x° + 14x* 120 + 12x% + 12x4 1 1(mod 29).
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Ons  po3wundpyBaHHA  OTpuUMyBadyy  3HaAOoOOUTbCA  OGEepHeHWi

MHOTOYNIeH [0 MHorodneHa f = x5 +x4 +x2 +x+1 y kinbui Rz. 3a
anroputMom EBKriga

X 1=y’ +1:(x5 +x4+x2 +x+1)(x2 +x+1)+x2;
4 xt 2 +x+1:x2(x3+x2 +D+x+1;
XX =+ Dx+1)+1 =
1:x2+(x—|—1)2 :x2—|—(x+ 1)[(x5+x4—|— X2 xt 1) +x2(x3+x2+1)] =
:xz(x4+x2+x)+(x+l)(x5+x4+x2+x+l)]:
=(x5—|—x4—|— x2—|—x—|—l)(x6 —|—x5—|—1)—|—(x4—|—x2—|—x)(x7—|—1) =

O06epHEeHMI MHOrouYneH fz_l —x® x4 (yci po3paxyHku 3a mod 2).

Tenep 0GUNCIIHOEMO 3ropTKM
a= fxe(modqg)=

= x4 e D(14x0 113%° H14x* 11203 11252 H12x4+1 1)mod 29=
=7x° —|—4x5 + 5x 4—5x3 —|—4x2 +5x+4mod29;
fz_l x a(mod p)= (x6+ 4 1)>l<(7x6 x4 5t s 1A 4 5xt 4)mod?2 =

=16x0+15x° 4+ 16x1 +14x° +14x% +14x+13mod2 = x>+ 1,

LLIo 36iraeTbcs 3 3a4aHMM BiOKPUTUM TEKCTOM.

3agaya 50. Mapa (N,a)=(9991,5) - BigkputuiA KoY
Kpuntocuctemn [longsaccep — Mikani. 3a pgonomorow UiEl cuctemmu
3awndppynte 4dotmpm 6itn 1001. Y akocTi BMnagkoBmx napameTpiB BUbGeEpPITb

r1=2427,r ,=8093, r3="793 i ry = 3280 signosigHo.
P 03B’ 4 3aHH Aa. [Ang 3awmndpyBaHHs 6ita m & {0,1} 3a 4onoMorow

kpunTocuctemu [onaeaccep — Mikani 3 Bigkputum kntodem (N,a) noTpibHo
BMGpaTu Bunaakose uine uncno » € {1,2,..., N} i o6uncnmTu wndpoTekct

rzmodN, akwo m = 0;

ar2modN, akwo m = 1.

CcC =
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mi=1 = ¢ =arf modn=5-2427>mod9991=8168:
my=0 = ¢, =r5modn=8093% mod9991=5644.
m3=0 = c3 Er32m0dn57932mod999159407;

my=1= ¢4 =arjmodn=5-3280°mod9991= 456.
YBecCb LUNPOTEKCT CKIagaeTbCA 3 YOTUPbOX 3HAYEHb
(8168, 5644, 9407, 456).

3apaya 51. 3Hanmpite OITKM BIOKPUTOro TeEKCTy, WO BignoBsigawTb
wngpoTekcty (21, 76, 68, 86),  3awmcpoBaHomMy 3a  [OOMNOMOIOH
KPMNTOCUCTEMU longBaccep — Mikani, SKWO CEKPETHUMN  KIIOM
kpuntocuctemmn (89, 113).

P o3B d93aHH4A [Ana po3wmnppyBaHHA BU3HAYMMO, Yn OyayTb

yucna 21,76, 68,86 kKBagpaTU4HUMM T§ULLIKAMW Y  KinbLi qu, ae

p=2389,g=113 - npocti uncna. Axkwo uUe Tak, To BIANOBIAHWA enemMeHT
LUINKPPOTEKCTY PO3LLIMAPOBYETHLCA AK HYNMbOBUIA BIT, Yy NPOTUBHOMY BUNAAKY —
AK oAMHMYHMK OiT. [doka3om TOro, WO YWUCIO aEqu € KBagpaTU4HUM

a .
ad _]:1, ne |—| i [—]— CMMBOIN
p q pP q

NexaHgpa. AKWO 4nCro a He € KpaTHUM MNPOCTOMY 4ucny p, TO ud
apumeTndHa yHKLiS BU3HAYaETbCS SK

a a a

JINLLKOM, € BWKOHaHHA YMOBWU

a

p

B {+1, SKLWO a — KBagpaTUYHWIA nuwok 3a mod p;

—1, skwo a — KBagpaTU4HUN HENULLIOK 3a modp.
7—1)(89—1 7—1)(89—1
), L 89mod 3 G, L) 89mod7
21 3\ 7 4 4

324 (5-1)(7—1)

{0 B -
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Otxe, 21 — KBagpaTuyHuin nuwok 3a mod89. 3a aHanoriyHnummu
po3paxyHKaMu OTPUMaEMO

s s [
113 89 113

O8) . (68)_ . (86)_,. (86)__,
89 113 89 113
Lle no3Bonsie Bu3HaunTu BiTK BigkpuToro Tekcty: 11111.

TECTH

1. Aki wmndpn BUKOPUCTOBYIOTbL ABa TUMWU KIOYiB Ta Oo4HOBIYHI doyHKUiT 3
nasiBKko?

a) CUMETPUYHI; 6) 6GnokKoBi; B) MOTOKOBI; ) aCUMETPUYHI.

2. [anite BM3HA4YeHHS opfHOGIYHOI dpyHKUii vy = F(x), wWo 3ailcHioe
BinoopaxeHHs X — Y, ne X,Y — poBinbHi MHOXWHW.

a) icHye noniHoMianbHWUIA anropuTM ob4YncneHHst 3HavyeHb dyHKUiT F(x)
ONa  BCIX aprymeHTiB xe€X, ane He ICHye noniHoMianbHOro

. -1
anroputMy o64McneHHs 3HavyeHb 0bepHeHoT pyHKUiT x = F (V);
6) iCHylOTb NosiiHOMIanbHI anropuTMn OBYUCNEHHS K 3HAYEHb QOYHKLIT

F(x), Tak i 3Ha4yeHb 06epHEHOI YHKLii X = F_l(y) ans Bcix x e X
iyeY;
B) 06uMcnnTK 3HadeHHs yHKuii F(x) ana geskux aprymeHtiB x € X

MO>XHa NuLLE 3a eKCMOHeHLUianbHUM Yac;
) iICHYIOTb €KCMOHEeHLUjianbHi anroputMn oB4YMCIIEHHA 3Ha4vyeHb QOYHKUiT
F(x) gnsa Bcix x € X i noniHoMianbHWI anroputMm Ansi 064MCcneHHs

3Ha4yeHb 06epHeHOT yHKUIT X = F_l(y) Ana Bcix yeY.
3. OyHKUiA HanexuTb 40 04HOBIMHMX OYHKLUIN 3 NasiBKOM, AKLLO

a) Ons Hel He iCHye 06epHEHOT;

6) 3a Byab-AKMX YMOB anroputM OBYUCNEHHS 3Ha4veHb I 0bBepHeHOl
dyHKUIT Mae noniHoMianbHy CKNagHiCTb;

B) BOHa € 0aHOBIYHO KONM HeBigoMa goaaTtkoBa iHdopmalis;

) anroput™ obyucrieHHa 3HaveHb 1I obepHeHOol OyHKUiT Mae
nosliHOMianbHy CKNagHICTb 3a yMOBM, WO BigoMa gojartkoBa
iHbopMmaUis.

4. OpHOGiYHOW yHKUis 3 nasiBkoto y = F'(x,k) 3pilicHOE BinoGpaxkeHHs
X —>Y, ke K- napameTp, ae X,Y,K — poBinbHi MHOXWUHU. YKaxiTb,
sika YacoBa CKIagHICTb HMXXYeHaBeLEHUX anropuUTMIB:
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i — anroputM obuucrnieHHs 3HayeHb yHKUii y = F(x,k) ana Bcix
aprymeHTiB x € X i Bcix 3Ha4yeHb napameTpiB k € K ;

ii — anroputm obumncrneHHst 3HadeHb 06epHeHOI yHKUIT X :F_l(y,k)

ANnA BCIX aprymeHTiB x€X Ges 3HaHHA 3HAYEHHS napameTtpa
kekK;

. -1
iii — anroputTM oGuYMcneHHs 3HavyeHb 06epHeHoi yHkUil x =F (y,k)
ANna BCIX aprymeHTiB xeX npu BiJOMOMY 3HAYeHHI napameTpa

keK
a) i — ekcnoHeHuianbHa; ii — noniHomianbHa; iii — ekcnoHeHujianbHAa;
6) i — ekcnoHeHuianbHa; ii — ekcnoHeHuianbHa; iii — ekcnoHeHUianbHa;
B) i — NoniHOMIianbHa; ii — ekcnoHeHuianbHa; iii — eKkcnoHeHuianbHa;
r) i — noniHoMmianbHa; ii — ekcnoHeHuianbHa; iii — noniHomMianbHa.

5. HaBepgeHi HMx4e napn yHKUiN 3agaloTb Yac poboTn AesKUX anropuUTMIB.
BusHauTte, gki anropyutMm MaTtMMyTb OAOHaAKOBUW MNOPALOK 3POCTaHHA
CKNnagHoCTi.

a) n(n+2) i 2000n°; 6) 1000n° i 0,001r°;

B) log,n i Inn; r) 271 ot

6. [lna po3B’si3aHHA 3agadvi MaemMo OBa anroputMu, nNeplun i3 sKnx 3

yacosolo cknaaHictio O(4"), a opyruin — O(n4). Mpn AKi OOBXWHI 1
BXIOHUX OJaHUX OPYTUXA anroputM Mae nepesarv Hag nepLimm?

a)n=2; 6) n>2; B) n>4; r) npu Gyab-sKin.

7. Y ckinbkn pasiB gosle Oyne posB’A3yBaTUCH 3ajadva 3a gOMOMOroOH
anropuTMy 3 4YacOBOK CKMaHICTIO T(n):O(n3), AIKLLO PO3Mip BXiAHUX
JaHuX NoaBoIiTK?

a) 2; 0) 4; B) 6; r) 8; n) 64.

8. Hmkuye HaBegeHo 4acoBy cknagHicte 71 =0(f(n)) anroputmis
PO3B’A3aHHA Aesikux 3agad. Aki 3 HUX HanexaTb Ao knacy P-3apay?

a) f(n)=n*; 6) f(n)=5n; B) f(n)=n’+2n;
r) f(n)=n; n) f(n)=4"; e) f(n)y=n-lgn.

9. Yacosa cknagHictb O( f(n)) Aesknx anroputMiB oNUCyeTbCst PyHKLisMU:

f(n)=n"; exp\/logznlogzlogzn; 1; log,log,n; n®;n®; nlog2". log,n,
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ae £ i ¢ — koHcTaHTu, ans aknx 0 < € <1< c. BnopsgkynTte Ui dyHKLUii 3a
3POCTaHHAM IX TEMNIB aCUMNTOTUYHOIO 3POCTaHHA.

a)1; log,n; logylog,n; n 5 n®; exp.flogynlogylogyn; nlogn. .

& c

6)1; log,log,n; log,n ; n* ; n°; exp\/logznlogzlogzn; n

log, n n
827 p",

B)1; logylog,n; logyn ; n® ; exp./logynlogylogyn; n; nlogn. .

rlog,logyn; 1; logyn ; n; expyflog,nlog,log,n; n® ; nlogn. .

m1; log,log,n; log,n ; n®; n®; n'°®2"; exp+/log,nlog,log,n; n".

10. nsa po3B’sA3aHHA AKUX 3 HUXYEeHaBeOeHWX 3agad iCHYHTb edEeKTUBHI
anropuTMn 3 NoniHOMIanbHOK CKNaAHICTO?

a) dhakTopuaauis BENUKUX Yncen;
6) obuncneHHsa 3HavyeHHa dyHKUiT EMnepa Benukoro ymicna;

B) BM3Ha4yeHHs1 cekpeTHoro napameTpa d Kkpuntocuctemm RSA 3a
BiZJOMUM BiOKPUTMM Krtodem (7,e);

N WngpyBaHHA C:Me(modn) BigkpuToro tekcty M 3a OOMOMOrot
Kpuntocnuctemn RSA;

n) obumncnenHs ELIM RSA Me (modn) gnsa gokymeHTa M 3a BigoMuUM
BiZKPUTUM Krtovem (n,e).

11.YacoBy cKnagHIiCTb  anropuTtMmiB  4acTo  OMNUCYKTb  (PYHKUIED
L(t,v, A) = exp(At¥ (logn)' ™), me 0<v<l, A>0, t=[logyn]| -

[AOBXWHa Yy GiTax BXigHOro ynicna. fAke 3 HaBedeHUX TBepKeHb LLoAo
CKITaJHOCTi anropuUTMiB rpasusibHe?

a) npu v =0 dyHkuia L(¢,0,4) onncye ekcroHeHuUianbHy cknagHicTb;

6) npu v =1 dyHkuia L(¢,1,4) onucye noniHomianbHy cknagHicTb;

B) npu O0<v<l1 dyHkuis L(¢,v,A) onucye cybekcroHeHUianbHy
CKNagHICTb;

) yci TBEp)KEHHSA a) — B) NpaBUibHi.

12. Y kpunTtorpadii 3 BiAKpUTUM KINHOYEM

a) fK 3awundpyBaHHA, TaK | po3WNdPYBaHHA BUKOHYETLCH TifMlbKN 3a
AOMNOMOroK BIAKPUTOrO KIoYa;

6) gk 3awmdpyBaHHs, Tak i po3LMPYBaHHA BUKOHYETLCS TiflbKM 3a
AOMNOMOroK CEKPETHOrO KIkoya;

B) ONA 3awupyBaHHA BUKOPUCTOBYETBHCA BIOKPUTUW K04, a Ans
pPO3LLNpPYBaAHHA — CEKPETHUN;
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) ANs eNeKTPOHHOro LMdpoBOro Nignnucy BUKOPUCTOBYETLCS CEKPETHUN
KITod, a anst noro Bepudikauii — BiaKpUTUn.

13. 3a gpaHummn PUA Hosoctn y 2011 p. y BCbOMy CBITi 0yno 3acdikcoBaHo
~2,1 Mminbspaa kopuctyBadiB IHTepHeTy. AkOGn BCi BOHM BUPILINK
obMmiHATUCA MK coboro iHbopMmalieto, 3almnMdpoBaHoO 3a 4OMNOMOror
CUMETPUYHOro Wndpy, To NoTpibHO Byno 6 3reHepyBaTu i PO3NOAINNTH
MiXK HUMW NPUBN3HO

a) ~2,1-10° knioui; 6) ~ 2,205 -10"® krtouis;
B) ~ 4,2-1012Kmoqu; r) ~ 4,2'1018|<m0qi3.

14. Kpyntocnctemu 3 BIOKPUTUM KIKOYEM MOXKHA BUKOPUCTOBYBATHU

a) Ak 3acib ayTteHTuiKauil KopnucTyBadis;

6) 9K 3acib ona 3axMLLEHOro po3noainy Kwuis;

B) 6eanocepeaHb0  Onda  3awm@pyBaHHA | nepefadi  iHopmauii
HeBennkoro ob’emy;

rN ansa 3sawndpyBaHHS iHPOpMaUINHMX MNOTOKIB BENIMKOro ob’emy y
peanbHOMY 4aci.

15. CTiMKICTb YCiX KpUNTOCUCTEM 3 BIOKPUTUM KNtoveM BasyeTbCs Ha

a) MOXIMBOCTI OTPUMAaHHA BEPXHIX OLUIHOK CKMagHOCTI 3ajad, LWo
NOKIaeHo B OCHOBY KPUMTOCUCTEMMU;

0) npmnNyLweHHi Npo NMOBIPHICHNI XapaKTep LWN(PYBaHHS;

B) NPUNYLLEHHI ICHyBaHHS 0OHOBIMHMX QOYHKLIN;

r) rinotesi P # NP;

) ICHyYBaHHI  HeTpuBianbHOro CTAaTUCTUYHOrO pOo3nodisly CUMBONIB
O4HOYAaCHO Y BIAKPUTOMY TEKCTi Ta LUNJPOTEKCTI.

16. Aki nepeBarn acCUMeTpUYHUX WINGPIB HA4 CUMETPUYHUMN?

a) HenoTpibHO nepegaBaTM CEKPETHU KW HaginHUM  6e3nevyHum
KaHanom 3B’A3KY;

6) 3a ymoBu 3abeaneyeHHs OAHOroO M TOro camoro piBHA 6e3neku
OOBXMHWN KIHOYiB, WO BUKOPUCTOBYIOTLCH Y aCUMETPUYHUX LWngpax,
OyaoyTb MEHLUMMWN, HIXK AOBXUHU KITHOYIB CUMETPUYHNX LLUNEPIB.

B) WBWNOKICTb LWUNPYBAHHA aCUMETPUYHUX WNGPIB BULLE 3a LUBUOKICTb
CUMETPUYHUX;

) CNPOLLEHHS KEPYBaHHS Krto4aMn y BENUKIN MepeXi.

17. LLlo He BiAHOCUTLCA A0 HEOONIKIB aCUMETPUYHMX LWNPIB?
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a) 3a ymoBM 3abesnedyeHHs OOHOro W TOro camMoro piBHA Gesneku
OOBXWHWN KIHOYiB, WO BUKOPUCTOBYKOTLCH Y aCUMETPUYHUX Lndpax,
BiNbLUi, HIXXK JOBXMHN KNIOYIB CUMETPUYHUX LWNKPIB,;

6) yCcKnagHIETLCA MPOLEC KepyBaHHA KrovamMu y Mepexi 3 BESIMKOK
KiNbKiCTIO aDOHEHTIB;

B) WBWAOKICTb WIMPPYBAHHA aCUMETPUYHMX LLIN(PIB BULLE 3a LUIBUAKICTb
CUMETPUYHUX;

r) npouecu 3awmndpyBaHHS | po3MpPyBaHHA NOTPEDOYOTL BENUKNX
obuuncnoBarnbHUX pecypciB.

18. YoMy KpunTOCMCTEMU 3 BIAKPUTUM KIIHOYEM BMKOPUCTOBYIOTH NULe AN
3axuCTy AaHuX HeBenukoro ob’emy?

a) KNYi KpUNTOCUCTEM 3 BIAKPUTMM KITHOYEM MOBUHHI BYTU dhikcoBaHOI
OOBXUHU;

6) BiOKpUTI KNtoYi MatoTb 36epiraTncs y cekpeTi;

B) BigNOBigHI anropuTMun gyxe NoBiNbHO NPauooTh;

) BIOKPUTI KMOYi MaKOTb AyXe YacTo 3MiHIBaTUCA.

19. Y ribpunaHin kpuntorpadiyHin cuctemi 3assnyamn

a) 3awunpyBaHHA BIOKPUTUX TEKCTIB 34IMCHIOTbL 32 4OMNOMOroH
aCUMeTPUYHOro WKndpy Ha BIOKPUTOMY KITHOMi;

0) CeKpeTHU ceaHCOBUM KMNOY BUKOPUCTOBYETBbCA ON4 3alUnMdpyBaHHS
BIOKPUTUX TEKCTIB;

B) Hi BIOKPUTUI KIHOY, Hi CEKPETHUM KIIOYi aCUMETPUYHOro wmndpy He
3aCTOCOBYHIOTb;

) He BUKOPUCTOBYETLCA LMPPOBUIM cepTUiKarT;

[) CEKPETHUM CeaHCOoBUM KIY MepefaeTbCa Yy 3awmgpoBaHOMY 3a
A0MOMOIoK KPpUNTOCUCTEMU 3 BIAKPUTUM KIKOYEM BUMMISAAI.

20. Cepen HaBefeHux TBepmXeHb wWopo kpuntoanroputmy RSA fgBa
HeripasursbHi. FAKi?

a) kpuntoanropnt™ 6yB 3aTBepXXeHUN $K HauioHanbHUW CcTaHaapT
LUNPpYBaAHHS;

6) kpuntoanropnutm RSA BMKOPUCTOBYETLCA 4K ONA  WMAPYBaHHA
MacuBiB daHWX, TakK i ONA CTBOPEHHS eNeKTPOHHOro uudpoBoro
nignucy;

B) KpunToanroput™M RSA 3acTocoByeTbCA ONs PO3No4iny KIoyiB Mix
KopucTyBayamu;

r) HasBa kKpuntoanroputmy RSA noxoauTb Big nepwmx GykB npi3BuLL
NOro po3pobHuKiB.
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21. Bubepitb KpNTOCUCTEMMU, LLIO OCHOBAHI Ha 3adadi hakTopusauil BENMKNX
yucen.

a) RSA; 6) Enb-Mamans; B) DES; r) PaGina.

22. KpuntorpadiyHa cTinkicTb anroputmy RSA 6asyeTbca Ha cknagHoCTi

a) 0BYNCNEHHS OUCKPETHOro fiorapngma y CKiH4eHHUX Nonsix;
6) onepauil MHOXXEHHA 4BOX BENMUKNX YMCEN;

B) cbakTopu3aLii BENUKUX YNCETT;

) NepeBipKN NPOCTOTU BENUKUX NPOCTUX YUCEN.

23. [loBeleHHS1 KOPEKTHOCTI WwudpyBaHHA 3a gonomMorok anroputmy RSA
OCHOBaHe Ha

a) Teopemi Ennepa;

6) TeopeMi Npo iCHyYBaHHSA MEPBICHMX KOPEHIB 3a MOOYNEM BEUKOro
yncna;

B) BfacTUBOCTSX cumMBoOny JlexaHgpa;

) po3wmnpeHomMy anroputmi EBkniga.

24. Moaynb kpuntoanroputmy RSA asnsie coboto

a) 0obyTOK ABOX BEMUKNX MPOCTUX YNCETT;

6) kBagpaT BENMKOro NPOCTOro Ynicna;

B) YaCTKy Big [iNNEHHA BENMKOro MNpOCTOro Yucria Ha MeHLe npocTe
YnCcno;

) pe3ynbTaT 064YMCNEHHST CTEeNneHs Yncna 3 BENMKUM MNOKA3HUKOM.

25. Tinbkn ogHe 3 HaBeOEHUX HXKYE TBEPAXKEHb NPo KpunToanroputm RSA €
npasusnbHUM. Ake?

a) Kpuntoanropntm RSA [os3Bonsie BUKOHyBaTU  3allnMdpyBaHHS
HabaraTo weuawe, Hixk kpuntoanroputm DES;
6) KpunToanropnT™M RSA  BUMKOPUCTOBYETbCA  ANA  3axXUCTy

KOpPNopaTMBHUX OaHMX Yy CepefoBuLli 3 BUCOKOK MPOMYyCKHOH
30aTHICTIO | HA3bKOI NTATEHTHICTIO (3 HU3LbKNUM PIBHEM 3aTPUMAHHS);

B) RSA — cuMeTpuyHU KpUNTOanropuTM;

N RSA 3 knioyamu OoBXMHOK Yy 512 6iTiB MOXHa 3agiatn ans Ginbuw
LWBMAKOrO 3awmngpyBaHHs, a 3 knodamu gosxuHoto 2048 6iTiB — ans
30inbLeHHA 6e3nekn WndpyBaHHS.

26. Axwo n — moaynb KpuntocucteMmn RSA, e — 11 BigKpUTa eKCnoHeHTa, TO
sika 3 HUXKYeHaBedeHUX 3aa4 Ha3nmBaeTbcd 3agaveto RSA?

a) ans uucna 1 < C < n 3Haitv yucno M , ansi skoroC = M ¢ modn;
6) 3Han TV NPOCTi AINbHUKM p | ¢ 4Yicna n;
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B) BM3Hauutn, um byge umcno 1< C <n KBagpaTUYHUM NMLIKOM 3a
MOAYNeMm n;
r) 3a gaHum ymncnom 1< C <mn 3HaNTK Take 3HayYeHHss M , ansa sKoro

M =C®mod p

27. Akwo kopuctyBay kpuntocuctemm RSA BubpaB ansa reHepauii Mmogyns
oBa uicna p=11, g=47, T0 sK BIiOKpUTY EKCMOHEHTy cepen 4ucen

12; 33;125; 513 BiH Moxe BubpaTu
a)l2; 6) 33; B) 125; r) 513.

28. 3reHepynTe [Opyry 4acTuUHY BIOKPUTOrO KriloMa Ta CEKPEeTHUWM  KIloY
aboHeHTa kpunTocuctemm RSA, skwio Bigomo, WO BiH BMGpaB p =3,

qg=11, e=13.

a)n=16;d=23; 6) n=55;d=37; B) n=55;d=2;
Nn=16;d=17; n)n=55;,d=17.

29. 3awndpynte Bigkpute noeigomneHHs M =100 3a gonomoroto
kpunTocuctemm RSA, BigkpuTtuii kntou sikoi (n,e) =(517,3).

a) C=12; 6) C=21; B)C=122; r) C=221; pn)C=212.

30. Poswundopynte nosigomneHHs 1552 — 352, otpumaHe npu 3awmdpyBaHHi
3a gonomoroto kpuntocuctemmn RSA, moaynb skoi n=1739, a 3akputa
ekcrnoHeHTa d =5 (abeTka ykpaiHcbKa).

a) JOBA; 6) OOAr; B) PAL,; r) KIT.

31. ke 3 HwxYeHaBedeHWX TMPOCTUX uYuCesnl HeadouinbHO BUBUpaTH S$K
BIAKPUTY €KCMOHEHTY Kpuntoanroputmy RSA?

a) 32771; 6) 32801;  B) 32833; r) 32749.

32. Yomy He BMOMpalOTb MNapHe YUCMIO HAK BIOKPUTY EKCMOHEHTY e
Kpuntoanroputmy RSA?

a) wudpyBaHHA noTpebye nigHeceHHsa OO CTEMNEHS 3 MOKa3HUKOM e, a
Taka ornepauisi TpuBae 3Ha4HO OOBLUE, SKLLO NOKA3HUK NapHUN;

6) Npy napHin BIOKPUTIN €KCMOHEHTI 3aKkpuTa eKCnoHeHTa 0BOB’sA3KOBO
HenapHa, a Toai gelwndpyBaTn TEKCT HEMOXIUBO;

B) SKWO BigKpuTa ekcrioHeHTa napHa, To HCLO(e, @(n))#1 i Topi

HEMOXMMBO 3HAMTM 3AKPUTYy EKCMOHEeHTY d 3 MOPIBHSIHHS
ed =1(mod ¢(n)) i, BignosigHo, AelwmndpyBaTN 3aKPUTUIA TEKCT.
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33. 3a akux YMOB 4UCI10 p Ha3nMBaA€ETbCA CUJTbHUM I'ICGB,EI,OI'IpOCTVIM?

a) p— BernvKe NpocTe YUCro;
6) p— pobyToK OBOX BESIMKUX MPOCTUX YUCET;

B) uncno p—1 mae goctatHbO BEMNWKUIA MPOCTUN AINbHUK ¢, @ YACNO
q —1, y cBOIO Yepry, Mae AOCTaTHLO BENMKUA NPOCTUIA AiNbHUK q>;

r) p — cknagere, HOL (a, p) =1, a?~' =1(mod p);
0) uncno p +1 mae Benviki NpocTi QiNbHUKY;

34. 3awundgpyBaHHs  Bigkputoro  Tekcty M =1 3a  OOMnoMorow
Kpuntocuctemn RSA Ha Oyab SKOMY KIOYi MOPOLKYE LUMPPOTEKCT
C =1. Tomy konu cynpoTMBHMK NOBAYNTL TaKWUA LULMAPPOTEKCT, BiH MOXe
nerko s3goragatvcs, Wwo wudpysanu sigkputui Tteket M =1. Ak vy
peanbHOCTI JonatTb Lo npobnemy?

a) y umdpoBmMX ekBiBaneHTax BiAKPUTUX TEKCTIB 3aBXAN BUKPECNIOTb
yCi OANHWYHI BOKY;

0) nosigomneHHs nepen wWudpyBaHHAM KOOYETbCHA, Hanpuknag, 3a
ponomoroto OAEP koayBaHHS;

B) 4O4ATKOBO  WNPYIOTb  BEKTOP  iHiuianisauili i  34IMCHIOTb
KOHKaTeHaUilo LWn@poBaHOro TEKCTy Ta wWudpoBaHOro BeKTopa
iHILiani3auil, Wo NpMXoBYE CTPYKTYPY TEKCTY;

) y undpoBmx eksiBaneHTax BIOKPUTUX TEKCTIB 3aMiHIOTb YCi
OAMHWYHI 6rokn Ha 6noku Burnagy 101, 1001, ..., 10..01.

35. Axkwo (n,e) — BigkpuTMIA Kntod kpuntoanroputmy RSA, (p,q,d) — oro
3aKpUTWUIA KNKOY, TO aTaka Ha KpUNToanroputM MOXe 3BOOUTUCH [0
3agadi paktopmsadil Ymcna

a) q; 6) p; B) n; r o(n); o) e; e)d.

36. Aka cnabkicTb npuTamaHHa WNJpPYBaHHIO 32 OOMNOMOroK
kpuntoanroputMy RSA? Beaxante, wo E(M) - dyHkuis
3awmdpyBaHHa, n — MOAYI b KPUMTOCUCTEMMN.

a) E(M)=—E(M)modn;

6) E(M)+EMy)=EM;+M,)modn;
B) E(M{)—EM,)=E(M;—M,)modn;
) E(My)-E(M,)=EM{-M,)modn;

n) E(M)k :E(Mk)modn, ne k —uine.
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37. MNepexonuBlmn  Kpuntorpamy nosigomnenHs M eZ,, p[ona  akoro
HCO (M ,n)>1, KpuntoaHanitTk OTPMMYeE HeTpuBianbHUA AiNbHUK

Moayns n kpuntoanroputMy RSA. AKWO e — BigKpuTa eKCNOHEHTa,
(p,gq,d) — 3aKpUTUI KNKOY KPUNTOANTOPUTMY, TO CKifbKW iCHYE TaKux

BIAKPUTMX NOBIAOMIEHL?

a)p+q; ©6)p+q-1;, B)p+q—-d; r)p+tq+e; p)pe+qd.

38. Aka aTaka Ha kpuntoanroput™ RSA 6a3yeTbca Ha BNacTUBOCTI
MYNbTUNSIKATUBHOCTI LIbOro anroputmy?

a) 3ycTpiy nocepeamnHi; 6) YonoBik nocepeauHi;
B) 6e3KIo40BE YNTaHHS; r) BiHepa.

39. Akwo nepexonneHo aeskuin wWingpotekct C, oTpUMaHUiA 3a JONOMOrO
kpuntoanroputMy RSA 3 Bigkputum kntovem (7,e), TO Npu NPOBEAEHHI

aTakum 6es3KNYoBOro YuTaHHA, MOTPIOHO BMKOHYBATW MOCIIOOBHI
LWNOPYBaAHHA Ha BIAKPUTOMY KIHOMi:

C¢(modn)=Cy; Cf(modn)=C,y, C,%(modn)=Cs,...
[0TU, MOKN HE BUHUKHE

a) BUXiOHUN WNPpOTEKCT C;
6) 6yab-sKe NpocTe YUCIIO;
B) 0AUHMLS;

) Hynb;

A) BiApi3oK Kntova.

40. KpuntoaHanitTmk HamaraetbCa 3actocyBaT MeTog Oe3knyoBoro
ynTaHHA go wudpotekcty C = 2342, oTpumaHoro npu 3awndpyBaHHi
AesKoro TeKCTy 3a gornomorow kKpuntocuctemm RSA 3 Bigkputum
kntoyem  (2773,17). Ckinbku nocnagoBHUX 3alMdpyBaHb — HAOMY

noBeneTbes 30iNCHUTY, Wob oTpumaTh BUXIAHWIA LUIMAOPOTEKCT?

a) 16; 0) 17; B) 43; r) 44; n) 2772.

41. (n,e) — BiAKPUTMIA KN4 KpunToanroputMy RSA. Y pasi manoro nopsiaky
BiAKPUTOI €KCMOHEHTW 3a moaynem @(n) KpuntoanroputM MiaaaeTbcs

araui
a) «3yCTpiy nocepeanHi»; 0) «4onoBik NnocepeaunHi»;
B) 6E3KMYOBOro YNTaHHS; r) BiHepa.
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42. (n,e) — BiokpuTUA Knod kpuntoanroputmy RSA, (p,q,d) - Woro

3aKpUTUN KNOY. 3a SKOI YMOBM  KPUMNTOANTOPUTM HE MOXE BCTOATU
nepepn atakor BiHepa?

a)dZ%i‘/ZnLe; 6)d<%%; B)d<%%; r)d<§‘\‘/;;

/J,)d<§\4/p+q; e)p+q<%i‘/;; e)p+q2i4/;.

43. Ataka BiHepa Ha kpuntoanroputm RSA 3 BigkpuTum krtodem (n,e)
6a3yeTbcs Ha 300paXkeHHi naHuorosMmM apobom ymcna

n n n n+e

- ND—; A e :

e e’ 3e e—1

a)f; 6)2; B)£+
n e n

44, KpuntoaHaniTuk HaMmaraeTbCs NpoBecTn aTtaky BiHepa i po3KpuUTn 3akputy
eKCMoHeHTY d kpuntocuctemn RSA 3 BigKpUTUMKM Knoyamm

(n, e) = (6852403, 3651823).

BiH 3HaxoguTb nepuwi M'aTb NigxigHMx gpobis ona Yncna M
i g 6852403

0118 81

171727157152

3Biakn Bunnueae, wo d €{1; 2;15;152}. Cepen HacTynHux TBEpOKEHb
BNOEPITb Ti, 3 AKMMU Bu 3roaHi.

a)d+#2, 60 d mae OGyTM B3aEMHO NPOCTUM i3 3HaAYEHHAM YHKLIT
Eiinepa @(n), sike 3aBXau € NapHUM;

6) d =152, ockinbku 152 > %i‘/_ ~17,0545;

B) d Moxe OyTU Tinbku napHUM Yncrnom, Tomy d #15;

ed -1 3651823-15-1
8 8 '

r) ¢(n) =

45. OpHe BigKpUTE nNOBIOOMMNEHHSA 3almndpoBaHe | HagicnaHoO [OBOM
kopucTyBavam kpuntocuctemm RSA, fki MatoTb BigkpuTi kntovi (n; e;)

Ta (n;ez) BiANOBIAHO. AK KpunToaHaniTMK, nepexonuewu obuasa

Hagicnadi wwudpoteketn C; i C,, Moxe npouuTaTM BigKpuTe
nosigomneHHa M ?
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46.

a) M = Cztl Cl_lZ (modn), ae tl = 61_1(1’n0d€2), f2 = (tlel + 1)/82 ;

6) M = Cltl Cz_tz (modn), ae tl = el_l(modez), t2 = (tlel — 1)/82 ;

B) M =(C,Cy)"1™2(modn), ge t; = el_l(modez), t, =(tiep —1)/ey;

r) M =(C,Cy)1" "2 (modn), e f; =e, (mode)), 1, = (1e, —1)/e; .
Hexan aboHeHTn A, B i C kpuntocuctemm RSA maoTb BignoBigHO

BiakpuTi ko (ny, 3), (ny,3) Ta (n3, 3). lexTo HaacUnNae KOXHOMY 3

HMUX OAHAaKOBE BiAKPUTE MOBIOOMIEHHS, 3aludpoBaHe 3a O4OMOMOrok
UMX KNodiB. AK  KpunToaHaniTuk, nepexonueLun TpU HagicnaHi

wudppotekct Cy, C, i C3, 3MOXe BiAHOBUTU BiAKPUTUN TekcT M ?

m= Cl (mOdnl),
B) M =3m, pe m — posp’azok cuctemm < m = C,(modn,),

m = Cy(modny);

m = Cj(modn,),
= 3m ; _
ry M =3/m, pe m — poss’sazok cuctemu 4 m = C,(modn,),

m = C;(modny).

47. lopiBHANTE LWBMAOKOCTI WndpyBaHHA 3a gornomorot anroputmie DES,

AES i RSA-1024. Lo 3 Hux4YeHaBeaeHoro € npaBsaokn?

a) AES weuawmn 3a RSA-1024, akun weuawmn 3a DES;
6) RSA-1024 weuawmn 3a AES i DES;

B) AES weunawwum 3a DES, akun weuawmn 3a RSA-1024;
r) DES weuawwmn 3a AES, akun wemawmnm 3a RSA-1024.

48. Axwo C =M (modn) i M = (modn) — piBHSIHHS 3aWMdpPyBaHHS i

po3wmndgpyBaHHa Kpuntocuctemn RSA  BignosigHO, TO 1l CTIMKICTb
BU3HAYaETbLCH

a) po3amipomMm Moayns;
6) TiNbKM PO3MIPOM BiAKPUTOT EKCMIOHEHTN;
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B) TifTbKM PO3MIPOM 3aKPUTOT EKCMOHEHTMU;
) PO3MIPOM BIOKPUTOrO TEKCTY.

49. C =42 — wnpTekcT, oTpuMaHuin 3a Aonomorow kpuntocuctemm RSA 3
BiakpuTMMK kmtovamu (n, e) =(247,17). BignosigHa 3akpuTa eKCrnoHeHTa

kpuntocuctemn d =89. PoswudgpysBaHHs 3a agonomorod RSA-CRT
3BOAUTBLCS 4O CUCTEMM NOPIBHSAHb

) M = 42> mod109, . M = 42> mod 247,
a ; ;
M =427 mod13 M =421 mod216
| M =42° mod13, | M =428 mod17,
B ; r

M =42 mod19 M =427 mod89.

50. AKy MiHiMarnbHy KinbKiCTb MHOXXEHb 3a MogyrieM NOTPIGHO BMKOHATH, LLOO

0B4YNCIIUTU 3HAYEHHS a75(m0dm) 3a MeToAOM KBagpaTiB i MHOXeEHb
(OBiMKOBOro NOTEHLitOBaHHSA)?

a) BiANoBIAb 3anexiTb Bif 3HA4YeHHs yucen a i m;
0) 8; B) 9; r)10; n)74; e) 75.

51. Aka 4yacoBa cknagHiCTb 0OYNCNEHHSA 3HAYEHHSA ak (modm) 3a meTogom
KBagpartiB i MHOXeHb (OBINKOBOro NOTEHLitOBaHHA)?

a) O(k); 6) O(logy\a);  B) O(logy m);
r) O(log, k);  n) O(m);

e) BianoBiab 3anexiTb Big 3HadYeHHs yicen a,k i m.

52. fka NMOBIPHICTL MOMUIIKOBO BU3HATW CKNageHe 4Yucrio n 3a npocre y
pa3i nepeBipkM KOro npocToTM 3a pgonomorot Tecty Conoses —
LLitpacceHa k pasis?

a)(3/4)" e 27k myah; 4k m2n e)@3/4

53. Y pasi k-pasoBoro 3acTtocyBaHHs TecTy Minnepa — PabiHa ans
nepeBipKu NPOCTOTU 4Yucrna #n IMOBIPHICTL MOMUIIKOBO BU3HATU
CKNnaZieHe Yncno 3a NpocTe OOpPIiBHIOE

a)(3/4)" )27 sy 4k nak o pah e)@3/4) 7"

236



54. Ay MiHiManbHy KinbkicTb pasiB NnoTpibHO 3actocyBatu TecT Minnepa —
PabiHa onsa nepesipkn NpocToTn Yncna n, wob iMOBIipHICTE NOMUIIKOBO

BU3HATM CKMNageHe Yncno 3a NpocTe He nepesuwmna 2_80?
a) 2; 6)4; B) 20; r) 30; n) 40; e)iHwa Bignosigb.

55. B ocHoBy Tecty Minnepa — PabiHa nepeBipkM NPOCTOTU 4YUCEN
NOKNnageHo

a) many Teopema depma;

6) obuncneHHs cumsony Akobi;

B) YMOBY: HenapHe yucro n Oyae cknageHum, AKLWO BOHO € MOBHUM
kBagpaTtoMm abo icHytoTb Taki uicna x,ye N, wo x#tymodn,

X2 = y2 modn;

r) Kputepin Ennepa.

56. YaBiTb, Wo 3a gonomoroto anropntmy Minnepa — PabiHa Bu nepesipsieTe
NPOCTOTY MHOXHWKIB ona moaynsa kpuntocuctemm RSA i Bubpann ans

NepeBipkn 4ncno n =1000000000039 =10'2 +39. v nepLwin cepin
gocnigpkeHb  xogHe 3 umcen i=2,3,...,100 He cTano ceigkom

HenpocToTU 4Yucrna n. Y apyrin cepii gocnigpkeHbs Bu 3a gonomoroto Toro

CaMoro TecTy BCTAaHOBWUIM, LLIO YCi yncna i = 2,3,...,0,3-106 He BKa3ylTb

Ha MOXIMBICTb pakTOpmM3yBaTM YUCNO 1. SFKe 3 HaCTyMHUX TBEepAKEHb
HerpasurbHe?

a) Tect Minnepa — PabiHa BigHOCUTbCA 4O NMMOBIPHICHUX;

0) aKwo yncno n B6yno cknageHum, To nMpuHanMMHiI 75 % nepesBipeHux
cBigKiB 3acBigumnun © HENPOCTOTY YNCna;

B) MMOBIPHICTb TOro, WO 3a pe3ynbTatamu ApYyroi cepii  AoCnigKeHb

4YMUCJ10 1 BUSHaAHE NpoCTUM NMOMUITIKOBO, CKJlagae 4_300 000 ~0.

) AMOBIPHICTb TOro, WO 3a pes3ynbTatamy Opyroi cepil  AoCnigXeHb

—-100
YMUCJ1I0 11 BUSHAHE NpPOCTUM MNpaBuiibHO, CKNnaaae 2 .

57. Axkmin 3 HWXKYeHaBedeHUX TeCTiB MepeBipkM Ha MPOCTOTY He po3lni3Hae
HenpocToTy Yncen Kapmankna?
a) Pepma; 6) ConoBes — LLTpacceHa;
B) Minnepa; r) Minnepa — PabiHa.

58. lNpu nepeBipuyi uncna Kapmanmkna n=561=3-11-17 3a ponomoroto
iMoBipHicHOro tecty ®epma kinbkictb 6a3 a (1< a <n), npn KOXHIin 3
AKMX Byae oTpuMaHo pesynbTaT « AMOBIPHO MPOCTE YMNC0», AOPIBHIOE

a)1,; 6) 241; B) 320; r) 560; a) 561; e) iHWwa BignoBigpb.
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59. Ynopsgokynte HaBedeHi TeCTUM Ha MpPOCTOTY 4ucen 3a cnagaHHAM
IMOBIPHOCTI MOMUIIKM Y Hauripwomy Bunagky (To6To NOMUAKOBO BU3HATU
CKnageHe 4ncno 3a npocte abo «MMOBIPHO NPOCTE»).

1 — npoctun anroputm JleHcTpun TectyBaHHA npoctoTn (ECPP);
2 — m’'aTb npoxogis Tecty Minnepa — PabiHa;

3 — n’aTb npoxoais TecTty Conoses — LUTpaceeHa;

4 — M’ATb NPOXOAIB TECTY HA OCHOBI Manoi Teopemun depma.

a)2,1,3=4; ©0)1,2,3=4; B)1,24,3; 71)3,241;, p)24=3,1.

60. Wo6 ycknagHuTn dhaktopmaadito moayns kpuntocuctemm RSA, Ha Bubip
MHOXHWKIB p | ¢ HaknagawTb YMOBU

a) p um g mae bytn ymcnom MepceHHa abo ymcnom dPepma;
6) p i g 060B’A3KOBO € YMcnamMu-6rn3HIKaMu;

B) p=1modk abo g =1mod/ npu geskux Benukux uinux k, /;
r) p i g —BenuKi CUIIbHO NPOCTI Yncna.

61. Akwo He OGpaTM OO yBarm OOBXMHY Aani BUKOPUCTaAHUX 4ucen |,
BpaxyBaBLUW, WO YCi BOHW MNPOCTi, BU3Ha4Te, kM 3 nogaHux gobyTkis
OouinbHO BMbpaTtn 9k moaynb Kpuntocuctemn RSA?

a) 1 =10007-10009:
4
6) n =(213 —1)(22 +1j 819165537

8) 7 =(27 —1)(217 —1):127-131071;

r) n=101-10000019;
A) byab-ske 3 HaBedeHUX Y NyHKTax a) —r);
€) XoaHoro.

62. Y akomMy pasi uncna p i g Ha3nMBarTbCHA CUNTbHUMU NPOCTUMW YUCnamm?

a) Konv BOHW € Yncnamu-bnmsHiokamm (p —q =2);

6) Konu pisHULUA p —q € BENUKOIO;

B) 3a ymoBu, wo p #1 (modr), r#1(modt), ne p,r,t — NpocTi yicna;

r)sa ymoBu, wo p—1=0(modr), p+1=0(mods), »=1(mod?), ne
p,r,S,t — BenvKi NpocTi Y1cna.

63. Aki obmexeHHa y kpunTtocuctemi RSA HaknagatoTb Ha BUBIp MHOXHUKIB

p i g, wob wmogynb KpuntocuctemMn He OyB BpasnueuMM [0
dakTopusauii umcen 3a metogom depma?
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64.

65.

66.

67.

68.

a)uucna p—1un g—1 NOBWMHHI MaTW BENUKWUIN NPOCTUN OiNbHUK;
6)uncna p+1 umn g+1 NOBUHHI MaT Manun NPOCTUN AiNbHUK;
B) 0OOYTOK pg Mae ByTn NnceBOonpoOCTUM ;

) pisHuUs p —g mae 6yTu BENUKOHO.

L -metop Nonnapaa ana dakropusadii Yucen BUKOPUCTOBYE

a) NapafoKC OHIB HAPOKEHHS;

6) anroputm ®nonaa;

B) NPOCTOTY YMCEN, 3@ MOLYSIEM AKUX BUKOHYOTBCA OBUYNCIEHHS;
) iCTUHHO BMNALKOBY YNCNOBY NOCNIOOBHICTb.

Hexan n= pg, oe MHOXHMK p € Takum, Wwo umcno p—1 — rnagke.
MpunycTmo, Wo yci MHOXHMKKN Yncna p —1 meHwi, Hix 30. Togi Ans

3anycky (p—1)- anroputmy lMonnapgoa nokasHUK k npu oBYMCrEHHI

BUpasy a = ak modn (npu geskoMy a ) mae 6yTu

a) k=2-3-5-7-11-13-17-19-23-29 (nobyToKk yciXx MNpPOCTUX uucen,
MEHLLMX TPUALSATN);

6) k=2-4-6-...-30 (nOBYTOK yCiX NApHMUX YNCEN, MEHLUNX TPUALATH);

B) k=302—1;

r)k:{\/%—l—l.

Mpn dhakTopusadii moayna n kpuntocuctemm RSA 3a metogom
HenepepBHUX OpobiB 3HaxooATb nigxigHi Apobu [0  3BUYAMHOIO
HenepepBHoOro Apody, Lo Bianosigae ymcny

a)%; 6)1; B)iz; Ne"; p,)\/z.

n n

B anroputmi KBagpaTM4yHOro pewleta npu akropusauii Mogyna n
Kpuntocnctemn RSA gna npocisHMx 4mcen ob4YuMcrioTb 3HAYEHHS

byHkuii  f(x) | nepeBipsAlOTb rMNaAKiCTb UMX 3HAYEeHb. YKaxiTb L
doyHKLUitO.

a) f(x)=(x+[n])* —n; 6) f(x)=(x—[Vn])* —n;
8) f(x)=[n]-x*; 1) f(x)=n—[Vn])* +x.

UacoBa cknagHicTb anroputMy pelleta 4uMcrnoBoro nons  gng
drakTopmsauii Ymcen onnucyeTbCa PYyHKLIE
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L(N) = 21,9229-N” 3.(log, N)*" |

ne N — poBxuHa uucna. CkKinbkn onepauin NOTPIOHO BUKOHATU

anroputmy, abu po3knactu Ha MHOXHUKM YNCO OoBXKHOW 1024 6iTn?

a) 243; 6) 266; B) 289; r) 2129; n) 2256.

69. Akwo p,q - ABa BEMUKUX MPOCTUX MHOXHUKU, TO 4K 3

HWX4YyeHaBeoeHnx  3agad noniHoMianbHO eKBiBaNneHTHi 3apauvi
doakTopm3sauii BENUKNX ymcen?

a) BW3HAYEHHSA 3aKPUTOI €EKCNoHeHTU KpuntoanroputMa RSA 3a
BiAOMUMW 3HAYEHHAMWN MOAYNSA | BIAKPUTOT EKCMOHEHTN;
6) obuncneHHsa yHkuil Ennepa Big unucna n = pq;

B) ob6umcneHHs ctenens M (modn), e mogyns n = pq;

) BABHAYeHHS OUCKPETHOro norapudma Yncna 3a BeSIMKMM Moaynem;
A) nobyBaHHA KBagpaTHUX KOPEHiB 3a MOAyIeM Yncna n = pq .

70. I, Wop ansa po3pobku CBOro KBAHTOBOrO aniroputMmy haktopmsauii ymcen

71.

BMKOpUCTaB

a) KBAaHTOBW BapiaHT NiHIMHOro kpunToaHanisy S -6okcis
Kpuntoanroputmy RSA;

6) kBaHTOBE NepeTBOPEHHS Pyp’e ANs BU3HAYEHHS nepioay pyHKUIT;

B) po3B’a3aHHA NP-npobnemu 3a 4ONOMOrow KBaHTOBOI iMiTaLil
Bignany;

) KBaHTOBe po3chapbyBaHHs rpadga.

AKMN  aCMMETPUYHUIA  KPUNTOanropuTM, BUKOPUCTOBYHOYM 160-6iToBI
KNHoYi, Mae CTiKiCTb, 65In3bKy 40 cTinkocTi anroputmy RSA-10247
a) Enb-lamans; 0) 3-DES;
B) KpMATOCUCTEMA Ha ENINTUYHUX KPUBKX; NAiddi — XennmaHa.

72. Hexan aboHeHT B kpuntocuctemn RSA BubpaB ans sawmdpyBaHHS

MOAynb 71 i OBi BiAKPUTI €KCMOHEHTU e i e, Ta ymoBuB aboHeHTa A
crno4YaTKy 3alumdpysaTi CBOE NoBiaoMIeHHs A Ha kntodi ey, a Aani oo
oTpumaHoro wudpotekcty () 3HOBY 3acTocyBaTW KpUNTOANropuTm

RSA, ane Ha knovi e,. Bubepitb npasusibHe TBEpOXKEHHA LWOO0

CTIMKOCTI Takoro noABIMHOrO 3alndpyBaHHSA, MNPUNYyCTUBLUK, LLO
kpunToaHanituk nepexonmus wudgpotekctn C i C;,.

a) CTINKICTb  WndpyBaHHS 36iNbLUYETLCA MNOPIBHAHO 3 OAHOKPATHUM
BUKopuctaHHaM RSA;
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6) cTinkicTb WKndpyBaHHA He 3pOCTaE, OCKINbKU, SKLWO KpUnToaHaniTuk
PO3KPUE 3aKPUTUIN KoY dl, BiANOBIAHUA BIOKPUTOMY Krtody ey, TO BiH
3Moxe (paktopusyBaTM MOLYIb KPUMTOCUCTEMW, 3HAUTU 3aKPUTUN
Koy d2 | 4ani npoYnTaTy BiAKPUTUN TEKCT;

B) CTIMKICTb WKNJPYBaHHA  3pOCTaE, OCKISIbKWM, HaBiTb,  SKLO
KPUNTOAHaNITMK PO3KPWE 3aKPUTUIA KMoy dq, BiANOBIOHWIA BigKpUTOMY

KIto4y €|, TO BiH He 3MOXe pakTopm3yBaTit MOAYIIb KPUMTOCUCTEMMU;

I CTiMKICTb WnppyBaHHA He 30ifbLUYETHCA MOPIBHAHO 3 OOQHOKPATHUM
BUKopuctaHHss RSA, 60 kpunToaHaniTUK Nerko 3MoXe 3acTocyBaTu
YaCTOTHWK aHanis.

73. MopiBHAHO 3 KpunToanroputMoM RSA 3actocyBaHHa anroputmy RSA-
OAEP pae 3mory npoTucTosaTu atakam

a) cynepsalundpyBaHHs;
6) Ha OCHOBI 3alINppyBaHHA MHOXWHU NOAIGHNX WKNpPIB 3a 4ONOMOroro
BIKPUTOrO KrtoYa 1 MOPIiBHAHHSA 1X 3 NepexonsieHNM LUNGPOTEKCTOM;
B) dpakTopmusadii mogyna RSA 3a [gonomorod MeTony 4YMCIIOBOro
pewleTa;

) Ha OCHOBI BUWKOPWUCTAHHSA CMiflbHOI BIOKPUTOI EKCMOHEHTNn e =3
KiflbkoMa KopucTyBayamu;

n) daktopusauii  moayns RSA 3a ponomoroto  (p —1)-anroputmy

Monnapaa.

74. KpuntorpadidHa CTinkicte anroputmy Enb-famana 6asyetbca Ha
CKNMagHoCTi

a) 0BYNCNEHHS OUCKPETHOro fiorapngma y CKiH4eHHMUX Nonsix;
6) onepauil NnigHeECEeHHSA [0 CTeneHs 3a Moaynem;

B) cbakTopu3aLii BENUKMUX YNCerT;

r) obuncneHHa cumsony JlexaHgpa.

75.Yomy kpuntocuctemy Enb-lamana w™moxHa BigHeCcTM OO0 cxemu
NMOBIPHICHOIO LWNdpyBaHHA?

a) 4yepes3 MNOOBOEHHS OOBXWHU LUMPPOTEKCTY MOPIBHAHO 3 [AOBXMHOM
BIIKPUTOrO TEKCTY;

6) Yepes3 BUKOPUCTaHHS BiOKPUTUX | CEKPETHUX KITHOYIB;

B) Yepes yBeeHHSs Yy npouec LWndpyBaHHA paHOoMi3aTopa;

) Yepes cknagHiCTb 3agadi OUCKPETHOro riorapngmyBaHHA, NoknageHol
B OCHOBY KPUMTOCUCTEMM.

76.Hexan p =17, g=3 - BigkpuTi napametpu kpuntocuctemu Enb-

Famans, cninbHi ANS OEeKiNbKOX KOpUCTyBaYiB, @ =7 — CEKPETHUM KIToM
OAHOro 3 HMX. 3aBepLUiTb OPMYBAHHS MO0 BIAKPUTUX KITHOUIB.
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a) h=10; 6) h=11; B h=12; r1)h=3; n)h=4; e)h=5.

77. (p,g,h) — BIOKPUTUM KNIOY, @ — CEKPETHWI KoY Kpuntocuctemm Enb-

Mamans, » — paHgomizaTtop, BUbpaHun ansa 3awmdpyBaHHA BigKpUTOro
nosigomneHHsa M . Ak 3HaUTK WMAPOTEKCT?

a) (h" mod p, M -g" modp);

8) (¢’ mod p, M -h" mod p);
n) (M -g"modp, " modp);

6) (g’ mod p, M +h" mod p);
r) (M-g "modp, A" modp);
e) (g“mod p, M -h®mod p).

78. (p,g,h) — BIOKPUTUI KNIOY, @ — CEKPETHWI KIOY Kpuntocuctemm Enb-

Famansa, (C,,C,) — OoTpUMaHWn LIMPOTEKCT, OTPUMaHUA Yy pesynbTarTi

3aWwmndpyBaHHA  BIiOKpUTOro  nosigomneHHs M. Ak

NpOBECTU
po3WwndgpyBaHHA?

a) M = Cy(C;") ' mod p;
B) M = (ClaCz)_1 mod p;
n) M =C"Cyhmod p;

6) M = Cy(C,") ' mod p;
F) M = (C1C2a )_1 modp;
e) M =C;C, hmod p.

79. p=23, g=5, h=21 - Bigkputi napameTpu KopucTyBaya Yy
Kpuntocuctemi Enb-Mamansa. [lexto xoye Hagicnatv nomy rnoBigOMIEHHS
M =15, BubpasLum paHgomizatop » =7 . 3HaWAITb LWMAPPOTEKCT.

a) (13, 8); 6) (14, 9); B) (14, 17);
r (16, 12); n) (12, 15); e) (17, 12).

80. Biokputomy Tekcty M  Bignosigae wwudpotekct (Cp, Cy)=(3,5),

OTPMMaHMN 3a OONOMOrow Kpuntocuctemun Enb-lFamana. BigHoBiTb uen
TEKCT, SKLO CEKPETHUIN KNtod a =4, AOMEHHWU napameTp p =7.

a) 2; 6) 3; B) 4; r) 5; n) 6.
nosigomneHHs (119827, 100638), oTpumaHe npwu
3alwmdpyBaHHi 3a 4OMOMOror Kpuntocuctemmn Enb-llamans, Bigkputmin

kntod sikoi (150607, 2,16), a cekpeTHun knwoy a =4
YKpalHCbKUN).

a) POMB; 6) KIHO;

81. Poswndpyinte

(andpasit

B) NEH; r) JIAH.
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82. [lBa pisHmMx nosigomneHHs M, i M, 3awwudposaHi 3a [OMNOMOrowo
Kpuntocuctemn Enb-famana Ha ogHOMY M TOMY CaMOMYy  KITHOMi
(p,g,h). BignosigHi wudpotekctn:(5,10) i (5,9). Axwo npu ubomy
My=4, p=17,170 M, =...

a) 3; 6) 5; B) 7; r)10; n)13.

83. Hexan (p,g,h) — BiOKpUTI KMOYi, @ — CEKPETHWUI KIOY KPUNTOCUCTEMU
Enb-lamans, pesynbtaTtoMm 3awndpyBaHHS BIOKPUTOro MnoBiAOMITEHHS
M < p 3 paHpgomizatopom r € wudpotekct C =(Cy, Cy). YkaxiTb

nepwuli etan y OOBEAEHHI KOPEKTHOCTi poGOTU KPUMNTOCUCTEMW, Ha
AKOMY ZIONYLLEHO NMOMWUIIKY:

D(C)?CQ(CI")_I mod p?Mrh(gm)_l mod p?MrhM_”“h_l mod p=M
a) 6) B) r)

84. Aki 3 HaBegeHMX anropuTMiB  OUCKPETHOro  norapupmyBaHHA Y
MYNbTUNSTIIKATUBHIN ~ TPYMi  MPOCTUX  CKIHYEHHWX  MOSiB  MalTb
cybeKkcrnoHeHUianbHy CKnagHicTb?

a) anroputmu «index calculus», WO BUKOPUCTOBYIOTb 0akTOpHY 6a3y;
6) anroputm CinBepa — lNonira — Xennmawa;

B) anroputm LLeHkca;

) anropuT™m peLueTa YMCrioBoro nons.

85. Aki 3 HaBegeHMX anropuTMiB  OUCKPETHOro  norapupmyBaHHA Y
MYIMbTUMNIKATUBHIA  TPYMi  NPOCTUX  CKIHYEHHMX  NOMiB  MaloTb
eKCMOHeHLianbHy CKNagHicTb?

a) anroputmu index calculus, W0 BUKOPUCTOBYIOTb hakTOpHY B6asy;
6) anroputm CinBepa — lNonira — Xennmawa;

B) anroputM AgnemMana;

r) p-metop MNonnapaa.

86. [Ina po3B’A3Ky 3agadvi OUCKpeTHOro norapudpmyBaHHS gx = h(mod n)
BUKOpUCTOBYeTbCA anroputm LeHkca. Ckinbkn 3HavyeHb MiCTUTUME

NepLUniA CrINCoK {e,g,gz,...} 3a yMOBM, LLO MOPSIAOK Yncna g OOpPIBHIOE
100007?

a) 10000; 6) 10001; B) 101; r) 100; A) 200.
87. OONH 3 BaXNUBUX KPOKIB MpU pPO3B’SA3aHHI 3ajadvi OUCKPETHOro

norapudgmyBaHHAa y rpyni GF*(p) 3a O0onoMorow  anroputmie index
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88.

89.

90.

calculus — Bubip rpaHuui rmagkocti B uucna p. 3anuwite BUMMAA
dyHKLUi, O anpoKCMMY€E 3Ha4YeHHs B.

a) exp(const-\/logz p+log,log, p);
6) exp(const - \/log, p +1log, log, p) ;
8) exp(const - /(log, p)log, log, p) ;
r)exp(const - \/logz log, p).

[Mpunyctumo, Wo Ana NUCTyBaHHA BMOpaHO ABi kpuntocuctemn Enb-

Famans y rpyni GF*(pl) i rpyni GF*(pz), ne p;=48947 i

p, =15502033 — npocti, p;—1=2-24473, p, —-1=2%.32.72.13°. 3
norndany Ha e, Wo KpI/IFIToaHaJ'IiTVIK HaMaratTMuMeTbCHA p03|3’9|3aT|/| 3agavy

ANCKpeTHOro norapudgmysBaHHs 3a gornomorow anroputmy Cinbesepa —
[Monira — XennmaHa, Bu3Ha4dte sKin CUCTEMI JIOrYHO HagaTu nepes.ary.

a) NepLUin, OCKiNbKA 4YacoBa CKNaAHICTb anroputMmy O(\/a), e q -
HanBINbLLIMA NPOCTUI OiNbHUK MOLYNS;

6) Apyrin, ockinbkM YacoBa CKNaaHiCTb anropuTmy 0(\/;);

B) XXOAEH anropuTM He Mae€ nepesar;

) He4OCTaTHBO iHGOpPMaLlii.
UacoBa cknagHiCTb anroputMy pelleta 4YuMCnoBoro nonsg Aans

AVCKPETHOro norapnudmMyBaHH4A y rpyni GF*(p) OMUCYETLCA PYHKLIED

L(p)= 21,992-(10g2 p(log, log, p)2 )1/3

Ckinbku onepadin NoTpibHO BUKOHATK anroputmy, SKWo p ~ 21024?
a) 243; 6) 266; B) 286; r) 2129; n) 2256.

3anoBHITb MOPOXHI KNITUHM Tabnuui, Nnepwuin CToBneub SKOI MICTUTb
nepenik 3agad, BaXnuBUX AN Kpunrtorpadii, gpyrMn cToBneub —
anropuTMm X po3B’s3aHHS, TPETIN — aCUMMNTOTUYHY YacoBY CKMagHICTb
anropuTtMy (3anexHo Big po3Mipy BXiOHUX OaHUX).

AcuMnTOTUYHA
3apava Anroputm yacoBa
CKNnagHiCTb

BusnayeHHs HC[, 77?7 [MoniHoMianbHa

7? Index calculus 77

dakTopusadis ymcen KBagpaTuyHe peLueTo ?77?
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PO ArpaBana — Kasina — P
S CakceHu T
[unckpeTHe norapndmyBaHHSA
y rpyni TOYOK eninTU4HOI 777 EkcnoHeHuianbHa
KpUBOI

91. Anroputm [ipdi — XennmaHa 3abesnevye:

a) be3ymoBHO 6e3neyHMn OOMIH 3aranbHUM cekpeToM aboHeHTam
Mepexi;

6) 6e3neyHnin oOMiH 3araribHUM CEKPETOM OBOM abOHEHTaM Mepexi 3a
YMOBU ayTeHTUdiKaLil CTOpIH;

B) €NeKTPOHHUN LM pOoBMIA NIANNC NOBIAOMMNEHD;

r HaginHe 3awndpyBaHHS NOBILOMMEHD.

92. Hasiwo B npotokoni [HAipdi — Xennmana pouinbHo nependadaTtu
ayTeHTudikauito aboHeHTIB?

a) 6e3 ayTeHTucpikauii MOXNIMBO 3namMatu  3agadvy AUCKPETHOro
norapvmyBaHHs;

6) 6e3 ayTeHTUiKauiT MOXIMBO 3namaTun 3agadvy dakropumsadii BENMKUX
Jyncern;

B) 6e3 ayTeHTudiKauil CYNnpOTUBHUK MOXe 3aMiHUTU CBOIM KIOYeM
BIAKPUTMI KNOY OOHOro 3 abOHEHTIB, KU TOW Haacunae 3aKOHHOMY
KOpUCTYBay4eBi;

) 3aBOskKM ayTeHTudikauil HEMOXMBO NPOBECTM aTaky Ha OCHOBI
«napajokcy AOHIB HapOLKeHHs1» aboHEHTIB.

93. Aki 3 HWKYeHaBedeHMX acuMEeTpUYHuX wWwudpie abo anropuTmis
€MNEeKTPOHHOro UMpoBOro Miannucy BUKOPUCTOBYHOTb omnepadii, noaibHi
TUM, WO 3aaisHi B npoTtokoni [Hiddi — Xennmana?

a) kpuntocuctema RSA; 6) ELIN RSA;
B) Kpuntocuctema Enb-l"amans; r) EUN Ens-ramans.

94. 3a OOMNOMOroK SAKOro anroputMy MOXIIMBO PO3MNOLINUTU KNKOYi, ane
HEMOXJTMBO peani3yBaTu CTiVKe WNJpPYyBaHHA Ta rapaHTyBaTy HEBIOMOBY
Big aBTOpPCTBA?

a) RSA; 0) Lidodi — XennmaHa,;
B) ECC (Elliptic Curve Cryptosystem) ; r) Enb-Mamans.

95. 50 kopucTyBauiB BCTAHOBUNU  CEKPETHUN 3B'A30K Ha OCHOBI
CUMETPUYHOTO LWIN(PY Tak, O JIMCTYBAHHA KOXHUX OBOX HEAOCTYNHe N4
iHWKX. Y CKifnbkM pasiB 3MEHLUTLCS KiNbKiCTb NOTPIGHUX KIHOYIB, SAKLLO
BOHW nepenayTb Ha WUdpyBaHHA 3a [AOMNOMOrow  acUMETPUYHOI
KpynTocuctemm?

a)y 50; 6) y 2450; B)y 24,5; )y 49; a)y 2500.
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96. 3a npoTokonom [icpdi — XennmaHa po3noginy Kroudis

97.

98.

99.

a) BUpPOBSETLCS KNKY CUMETPUYHOIO LWNAPY;

6) BUPOBNSETLCS KNKOY aCUMETPUYHOIO WNdpy;

B) BUKOPUCTOBYETLCS €NEKTPOHHUN LMdPOBUIA NIANNC;
) BUpOONAETLCA paHaoMi3aTop.

Ons obminy kno4Yamm 3a cxemotro [icpdi — XennmaHa BnbpaHo ckiHYeHe
none GF(37) i nepBicHMn kopiHb g =5 3a mogynem 37. Aki uucna

PO3KPMBAKOTLCA KOpPUCTYBadaMn, HAKLWO T1X 3aKPUTI  KIHOui X =4 |

Xy =37
a)31i12; 6)32i13; 8)33i114;  r)34i15; n) 351 16.

[Ons obminy knovYamm 3a cxemotro [icpdi — XennmaHa BnbpaHo ckiHYeHe
none GF(37) i nepBicHuii kopiHb g =2 3a mogynem 37. BusHauTe

CMifIbHUN  CEeKPEeTHUW KIY KOPUCTYBaYiB, SKWO 11X 3aKkpuTi  KITodi
x =15ix_=20.
A B

a) 29; 0) 28; B) 27; r) 26; a) 25.

Ak popmMynioeTbLCA 3agada PO3KPUTTA EKCMOHEHLIMHOrO OOMIHY KrtodiB
3a npotokonom [icpi — Xennmana?

a)paHo: p,g,aeN, pe l<g<p-1. Bwantm: x, [na sKoro
a=g*modp;
6) naHo: p,g,a,beN,pne l<g<p-1;a=g"modp; b=g”’modp.
3naittn: g mod p;
B)gjaHo:  p,g.,a,b,ce N, pge l<g<p-1; a=g 'modp;
b=g”modp; ¢c=g”modp. 39cyBaT, YN BUKOHYETLCA PIBHICTb

zZ=Xy;

r) aaHo: p,g,xe N,ge 1< g< p—1.3nanmm: g*modp.

100. AkuM € CniNbHUW CEKPETHUM KIToY, BU3HAYEHUW 3a MNPOTOKOSIOM

BIOKPUTOro po3noginy Knwo4yis MK Tpboma aboHeHTiB A, B i C,
aHanoriyHum npotokony [idpdi — XennmaHa gns ABox abOHEHTIB, SKLLO
G - cninbHa Ana BCiX KOPUCTYBauiB CKIHYEHHA UMKMiYHa rpyna, g — i

reHepaTop, a,b,c— cekpeTHi kntodi kopuctysadis A, B i C i BignosigHo.
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a) g 6) g B) gt ¢;  m) glab.

101. Hexan g— reHepaTop Takol CKiIHYEHHOI LMKMIYHOI rpynu GF*(p), B AKiN

3HaveHHa yHKuii Oidpdi — XennmaHa f(g“,gb):gab € BaXkKo
obuucnioBanbHUMKU. HAki 3 HWXKYeHaBeOeHUX YHKUIN Takox 6yayTb
BaXKKO ob4ymcnoBanbHUMN?

a) f(g%,g")=(g*)"*";
B) f(ga’gb) _ gab+a+b+1;

6) f(g”.g")=g"®*D
n f(g%¢")=(g)**.

102. Akwo p — npocTe, TO CKiNMbKM reHepaTopiB € B rpyni GF*(p)?

a) (p-1/2; 6)p(p); 8B @(p-1); n(p+D)/2; n)p-1.

103. llpunyctnmo, wo 3a npotokonioMm [Lidpdpi — XennmaHa, 9K 3aBxaw,

kopuctyBad A BuBMpae cekpeTHui knod a €{1,2,...p —1} i Hagcunae

kopucTyBady B 3HauyeHHss X = g“. Tol, y cBOW 4epry, BU3HA4aE CBil

TaemHuin ko b e {l,2,...p—1} Ta nocunae kopucTtyBayy A 4ucno

1/b . < .
ng/ . Aknm 6y1:1e CRiNbHUM KN4 Ta AKi 00YMCNEHHA BOHU MakTb

3pobuTtn?
a) 6) B) r
Kntoy K= gab K= g“b K= g“/b K = ga/b
O6uuncrneHHs kopucTyBaya A Y? Yl/a Yl/a Y¢
b b b 1/b
O6uuncneHHa kopuctysada B X X X X/
104. Qna obmiHy kniovamm 3a cxemoto [idbdi — XennmaHa BubpaHo

CKiIHYEHHY LIMKITIYHY rpyny GF*(p), e p — NpocTe YNCNo, i g — TBIPHWI
enemMmeHT. Aki pekomeHauil woao sBnubopy umcen p i g Ons peanbHUX

ymoB Bu moxeTte HagaTtn?
a) uucnop cnig Bubupatn Tak, wWob umcno p—1 mano npocTuii
MHOXHUK g > 2160;

6) aboHeHTam cnig nepesipat ymosu: g~ = ymodp i g #xmod p,
Ae X, y— IX CEKPeTHIi KItoui;
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B) AOCTaTHbO, W06 yMcrno g Gyno TBIPHUM erleMeHTOM Migrpynu rpynu

GF*(p), sika 6 Mana [AocTaTHbO BENUKUIA Mnopsidok (Hanpuknag,
2160)

r) umcno g oboB’aA3koBO Mae ByTu TBIPHUM €neMeHTOM rpynu GF*(p).

105. MpomixHi pesynbTtat g mod p i g¥’ mod p 3a npotokonom Hiddi —
XennmaHa BUKOPUCTOBYIOTLCS ANS

a) 3aXMCTy Big aTaku «ntogvHa nocepeanHi;

6) 3axuCTy Big aTaku BiATBOPEHHS;

B) Ans 3abe3neyvyeHHsa ayTeHTUdiKaLlil y4aCcHUKIB NPOTOKONY;
r) 4na nepegadi ogMH 0gHOMY.

106. Y sakux anredbpaidHux CTPYKTypax MOXHa BMKOPUCTOBYBATWU MPOTOKOS
Aidbdi — XennmaHa?
a) y byab-sKit KOMyTaTUBHIN CKIHYEHHIN rpyni;
6) y HEeCKiH4eHHUX rpynax;

B) Y rpyni NepecTaHoBOK;
r) y rpyni HEBUPOMXEHUX KBaapaTHUX MaTpULIb NOPAOKY 7.

107. Ak Ha3MBaeTbCS aTtaka, giarpamMa sKkoli cxeMaTU4YHO nodaHa Ha puc. 5.17?

A B C
Bubip p, g, a,
ne g € (1;p-1)
a € [1;p-1].
Obunciaenns 1N 7 eX )
X =g%mod p W) £2 Bubip ¢ €'[1; p-1].
O0uncaeHHA
Z = gc mod p
1) p&z
™| Bubip 5 € [1; p-1].
Q0uHCcIeHHA
@)Y _ b
- Y=¢"mod p
Oﬁtmg.nem{ﬂ
2)Z K>=Y modp
Oo6uncaenns [
_a
K1=Z modp
Puc. 5.1
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a) aTaka Ha OCHOBI «NapagoKCy AHIB HAPOIKEHHSI»;
6) aTaka NOBTOPEHHSAM;

B) ataka «3yCTpiy nocepeanHi»
) aTaka «JtoanHa nocepeauHi;
[) ataka 3 MOBTOPHO nepegaveto NoBigOMITEHHS.

108. Akwo £, (a,b) — eninTnyHa kpua Hag nonem GF(p), xapakTepucTuka
sikoro p # 2;3, To piBHAHHAM BenepluTtpacca uiei KpmBoi €

a) y2+yzx3+ax+b(m0dp); 6) y2+xyzx3+ax2+b(rn0dp);

2 3 2 3

B) y° =x" +ax+b(mod p); Ny =x +ax2+bx+c(modp).

109. Hexam KyGiYHMA MHOrouneH X>+ax+b Hag nonem GF(p)

PO3KMNageHO Ha MHOXHUKU X tax+b= (x—a)(x—p)x—y), be
a, b,y eGF(p). 3a AKOI YyMOBW OVCKPUMIHAHT

D=4a> +27b* (mod p) popiBHIOE HyNtO?

a)a=y,a#f; 6)a=p,a#y, f#y;
B)ax=L=y; r) D # 0 3axogHNX yMOB.

110. Aka 3 eninTUYHNX KPUBUX, NOSAHUX HA PUC. 5.2, € CUHTYNISAPHOO?

a) 6) B)
Puc. 5.2

111. Ska 3 HWk4eHaBeAEHWX eninTUiHMX kpueux E,(a,b) Hap nonem

GF'(p)6yne HecuHrynsipHoto?

a)y2 — x> —35x-9 Hag nonem GF(883);

6)y2 =x° +41x -89 Hag nonem GF(101);
|3)y2 — x> +28x+49 Hag nonem GF(67);
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r)y2 = x> —22x+2 Hag nonem GF'(43).
112. Y rpyni TOYOK eninTUYHOI KPUBOI Ep(a,b) Hag CKIHYEeHHUM roJsiem

GF'(p) rpynoBoto onepadieto €
a) ooJaBaHHA TOYOK; 0) iHBepCia TOYKM;
B) MHOXEHHS TOYOK; r) 3’eQHaHHA TOYOK.

113. EninTn4Hin kpuBii y2 =x> +4x+1 Hag nonem GF(7) HanexiTb To4ka

a) (LD;  6)(2,6); B) (6,3); N G.4); A 4)3).
114. Akwo P =(3,2) — TOuka eninTU4HOI KPUBOI y2 =x>—2x-3 Hag
nonem GF'(7), To Toduka 2P mae koopamHaTtu

a) (4,2); 6) (2,6); B) (0,5); r (2,1); o) (3,5).

115. Ake 3 HMUXKYEeHaBeaeHNX CRiBBiAHOWEHb LWOAO TOYOK eninTUYHOI KpMBOI
y2 = x> +2x+7 Hap GF(11) nomunkoBe?

a) (7,0 =(-7,=-D); 6) —(10,2) = (10,-2);
B) —(7,1) =(7,10); r) —(6,2)=(6,9).

116. Y skomy BUNaaKy rpasusisbHO AoLaHi TOYKU KPUBOI y2 = x3 +2x+7 Hap
nonem GF(11) ?

6) (6,2)+ 0 =(6,2);

a) (6,2)+(6,9) = 0;
1 (6,2)+(10,2) = O.

B) O+0=2-0;
Ly C
fff‘ 117. Aka 3 no3HayeHux TOYOK eninTUYHOI
- | KpuBol, 306paxeHol Ha puc. 5.3, AopiBHIOE

A
Touui 247

ﬂ‘a\ M

\ I”/ [ a) B 6) C:

B B) D; r)M;

|
A) N.

Puc. 5.3
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118. YkaxiTeb Taky napy umcen a i b, wob pgna todok (5,a) i (5,0)

eninTU4HOi KpUBOI y2 = x> +5x+2 Hag GF(11) cnpaBgxyBanacb

piBHicTb (5,a)+(5,0)=0.

a)a=-5, b=-5; 6) a=8, b=3;
B) a=8, b=28§; Na=2, b=-2.
119. Aka 3 No3HayYeHUxX TOYOK ESiNTUYHOI KPUBOI, Ay
306paxeHol Ha puc. 5.4, [OopiBHIOE
Touui R+ Q7 R M
&
. . 7%: I/ |s
a) M ; 6) N; 0 x
B) P; rS; }\_
n)T. v
Puc. 5.4
Yy
120. 3a gaHnmun puc. 5.5, Ha sskoMy 306paxkeHo
4 C AesKy eninTUYHy KpUBY, YKaxiTb, SAKi
/ cKansipHi Ao00yTKM BU3HA4YeHO
M 0 x HernpasusibHo.
NG
b B a) 24 = B; 6) 34=D; B) 44=C;
r)54=0; n)6A4A=A4.

Puc. 5.5

121. 3a gaHumMmu puc. 5.5, Ha AKOMYy NoAaHO AesKy eninTUYHYy KpUBY, 3HaNAiTb
nopsiaoK Toukn A.

a) 2; 6) 3; B) 4; r) 5; n) 6.

122. 3a pgaHumn puc. 5.5, Ha dKOMy nodaHO [OesKy eninTUYHY KpuBy,
BU3Ha4YTe, sika CymMa TOYOK oBumMcrieHa HernpasusibHO.

a) A+ A=B; 6) B+A=C;
B) C+A=0,; rND+A=0.
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123. Lo HasmBaeTbCa MOPALKOM rpynu TOYOK eninTUYHOT KPUBOI Ep(a,b)

Hag nonem GF(p)?

a) KinbKIiCTb TOYOK KPUBOT;

6) uncno D = 4a° +27h2 mod p;

B) HalMeHLle HaTypanbHe YUCMNO 7, NMPU AKOMY CKanspHui O06YTOK
nG =G, ne G —reHepaTtop rpynu;
rycyma a+b.

124. HaBepeHa Ha puC. 5.6 (3,3) (1,4)
piarpama BigoOpaxae
pesynbTatu cKansipHoro
MHOXeHHst Touku P =(3,3) O

eninTUYHOT KPMBOT y2 s 34 (1.3) (5.2)
Hag nonem GF(7). 3a

[0MOMOrOI0 Ajiarpamu 3HanmgiTh Puc. 5.6
ckanspHun gobytok P =2(5,5).

a)(1,3); 6)(5,2); 8)((3,4); r O; o) (1,4).

(3.5)
(0,0)

125.Mpn  skomy 3HadyeHHi C  Touyka (4,2) HanexiTb  KpuBIA

y2 = > 4 3x+ C(mod7)?

a) C=1,; 6) C=2; B) C =3;
r) C =4; n) C=35; e) C=6.

126. Axkwo Toukm P,O i ReninTnyHOi KpuBOI nexaTb Ha OAHIN NPSAMIN,
3afaHiii PiBHAHHSAM y2 = x> & ax + b(mod p), 10
a) P+O0+R=0; 6) P+ Q0 =R;
B) P=0Q+R; rNP=0—R.

127. Ak 3B’A3aHi MixX coboto KinbkicTe N TOYOK eninTU4HOI KPUBOI Ep(a,b)

Hag nonem GF(p) i xapakrtepuctuka p nonsi?

a) (p-1*<N<H[p+D?;
6) (\/;—az)2 SNS(\/;+a)2;
8) (Jp—a)? <N<(Jp+b)?*
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r)p—\/ESNSp+\/E.

128. Axwo (— To4ka eninTU4HOI KPUBOI Ep(a,b) Hag nonem GF(p), 710

HanMeHLle HaTypalsibHe Yncro »n 3 ymoBOIO I’ZQ = (0 HasnBawTb

a) NopsiAKOM KpUBOT;

6) OMCKPUMIHAHTOM TOYKM;

B) MOPSALKOM TOYKM;

I cKandapHUM SOOYTKOM TOYKM;

0) OUCKPETHMM NnorapmgpmMom TOYKMN.

129. 3a ymoBu, wo nopsgok N rpynu TOYOK eninTUYHOI KPUBOI Ep (a,b) €

NPOCTUM YNCIIOM, HernpagusibHUM € TBEPPKEHHS
a) byab-sika Touka eninTUYHOI KpMBOI, Kpim Toukn (O, € reHepaTopoM YCix
TOYOK KPUBOI;
6) AKWO Touka QeEp(a,b), 10 Toukm (,20,30,...,NO,O cknapatoTb
YCHO MHOXMHY TOYOK KPUBOI;
B) yeped Tpu Toukn O, aQ i —(a+1)0, a=12,.,N, MoxHa
NPOBECTU OAHY NpsMY;

N (p-D><N<(p+1)?.

130. 3a pgonomorod HaBeOeHUX HwxYe pesynbTaTtiB JodaBaHHS TOYOK

3

eninTuuHoi kpueoi y° =x° +x+1 nag nomem  GF(5), BusHaute

nopsigok Toukn (3,1).

0,) [(0,4) |2, |2,4) |3, |3.4) [4.2) |(43) | ©
0, (42 o [G.4]43) 24|31 |21 [0,4) |©1)
0,4) | 0 |(4.3) [(42)|3.1) |3.4)|2.D [0,1) [(2.4) |(0,4)
2. (34 |42 |24] o [(0,4)]43) (3D [(0,) 2.1
2,4) [43) |G | o |2 [(42)]0,D) [(0,4) [3.4) [(2.4)
G 2.4 3.4 [(0,4)[(42) [(0,) ]| 0 |43) |2 |31
(3,4) (3D (2D |(43) {0, | O [(0,4)((2,4)|(4,2) |(3,4)
(4,2) @D [0, |3, {0,4) [43)2.4 34| 0 |42
(4,3) [(0,4) |(2,4) |(0.D) |3,4) |(Z,D)|(4,2)| O |G [(43)

o [0, [(0,4) {2 |24 |3.) |34 |(4.2)|43) | O

a) 2; 6)3; B) 4; r) 6; n) 8; e)9; €) 12.
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131. Axkwo rpyna £ To4yok eninTM4HOI KpMBOI Mae nopsiaok 6557, a nopsaok
Toukn P € E OOpIBHIOE 71, TO MOXMUBI 3HAYEHHSA 1 — Lie

a) {1,79,83,6557} ; 6) {1,2,84,6556};
B) {2,4,16,256, ...,6144} ; r) {1,6556}.

132. 3agaya gUCKpeTHOro fiorapudmMyBaHHS y rpyni TOYOK eninTUYHOT KPpUBOI
E,(a,b) Han nonem GF(p) popmMynioeTbecsi Tak: 3a AaHNMU TOUKaMK

P i O kpuBoi 3HanTh uicno k, ans sikoro

a) |PO|=k; 6) O+ P = (k,k);
B)Qk=P; r) Q=kP.

133. Aka matematndyHa npobnema 3abe3nedye CTINKICTb KPUNTOCUCTEM,
nobyaoBaHMX Ha eninTUYHUX KPUBUX?

a) BU3HAYEeHHSA TOYOK Ha KPUBIN, KoopaAnHATU Akux 6ynn 6 Hag3smMyanHoO
BESTMKUMW Yncrnamu;

6) Nowyk Ha eninTUYHIN KpMBIN Tovok P(Xx, V), B SKUX X > V;

B) ANCKPETHE norapnmMyBaHHs Ha eninTUYHIN KPUBIN;

) MOWYyK OBOX TOYOK KpuBOI, siki Mmanu © ogHakosi abcuucu, a ix
opAuHaTK BiAPI3HANNCE 3HAKaMM.

134. YcTaHoBITb  BIQMOBIOHICTE  MDK  MapamMmeTpamu | onepauigamu
KpUATOAnropuTMiB Hag, NPOCTUM CKIHYEHHUM MOJSIEM Ta Ha eninTUYHIn
KpUBIW.

Kpuntoanroputm Ha 6asi
Kpuntoanroputm Hag ) g’ ,
eninTUYHOI KpMBOI Haz

Ne GF(p) GF(p)

I [pyna

Il | F'pynoBa onepauiga

[l | OBGepHEHUN enemMeHT
IV | TlinpHeceHHa oo cTeneHs

a) AoOaBaHHSA TOYOK; 0) Ep (a,b); B) Zp *
) MHOXXEHHS! TOYOK 3a MoaynemMm,  f) g_l, e) (-P);
X) CKansipHe MHOXEHHS; 3) BiHIMaHHS TOYOK.
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135. AKy MiHiManbHy KinbKiCTb MOABOEHb | AodaBaHb TOYOK MOTPIOHO

BUKOHATK, WOO 3HAWTKU Ha eninTU4YHIA KPUBIN 3a AaHOoK Toukow P
ckansipHun gobytok 397P?

a) 4 noaBO€EHHSA Ta 8 AodaBaHb;

0) 8 noaBoeHb Ta 4 Ao4aBaHHS;

B) 198 noaBoeHb Ta ogHe [OAaBaHHS;
r) 16 nogBoeHb Ta 8 nogaBaHb;

A) 8 noaBoeHb Ta 16 gogaBaHb;

€) 3anexiTb Bif PiBHAHHA KPUBOI.

136. lna obmiHy knovamu 3a cxemoro [ipdi — XennmaHa BubpaHo rpyny

TOYOK eninTUYHOI KPUBOI y2 =3 +x+1 Hag nonem GF(23) i 6asoBy
Touky P=(0,1). x,=9 i xp=2 — cekpeTHi knio4i KOpuUCTyBauiB.

BMKOpMCTaBLIJVI Tabnuuto CKangpHOro MHOXeHHSA TOYKM P, BWU3HaJTe,

AKkuM Byae cnifibHUA CEKPETHUI KoY 3@ YMOBM, WO BiH 36iraTumeTbecsa
3 abcumcor 3reHepoBaHOl TOYKM.

P=(0,1) 2P=(6,4)  3P=(3,10) 4P=(10,7)
5P=(53) P=6(7,11) 7P=(113) 8P=(5,4)
9P=(4,5) 10P=(12,14) 11P=(1,7) 12P=(6,3)
13P=(9,7) 14P=(4,10) 15P=(9,7) 16P=(6,3)
17P=(1,7) 18P=(12,4) 19P=(4,5) 20P=(5,4)
21P=(11,3) 22P=(7,11) 23P=(5,3) 24P=(10,7)
25P=(3,10) 26P=(6,4) 27P=(0,1) 28P=0

a)l2; ©6)11; B)10; ro9; n)7; e)o6; x)3; 3) 4.

137. Ona obmiHy knovyamu 3a cxemor [icdbdi — XennmaHa subpaHo rpyny

138.

TOYOK eninTUYHOI KPUBOI y2 = x> +5x+2 Hag nonem GF(11) i 6a3oBy
Touky P =(2,3). 3a ponomorow HaBeAeHoi Tabnuui ckansipHoro

MHOXEHHS TOYKN P, BU3HA4Te CMifibHUIA CEKPETHUI KN4 KOPUCTYBaYiB
3a YMOBMU, L0 BOHW 06MiHsinucs Toukamm (8,2) i (5,3).

i| 2 3 4 5 6 7 8 9 | 10
iP|(8,2)] (53) [(4,8)(3,0)((4,3)] (5,8 |(8,9)(2,8)| O

a) (4,8); 6)(3,0); B)(#43); nG9Y;  AEIY; e (2,98).

Mpn obMmiHi kntoyamn 3a cxemoto Hidpdi — XennmaHa y rpyni TOYOK
eninTUYHOT KPpUBOI y PiBHAHHI Py =x 4 -G
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a) G— BigkpUTUIA KMOY yyYacHuka A, napa x4, P4 — noro cekpeTtHun
KItou;
6) P4 — BiOKpUTWI KNoY y4acHuKa A, G — NOro cekpeTHUN Knioy;

B) X 4 — BiOKPUTWUI KNtOY y4acHuka A, P,— N0ro CeKpeTHWUN KIov;
r) P, — BiOKpUTUIA KMtoY y4acHuKka A, X 4— MOro CEKPEeTHUIA KITtou.

139. Akun acMMETPUYHUN KPUNTOanropuTMm, BUKOpUCTOBYOUM 160-B6iToBuUI

KIHoM, Ma€ CTiKicTb, 6nM3bKy [O CTIMKOCTI KpuMATOanroputmy
RSA-10247

a) Enb-amang; 6) 3-DES;

B) ECC; rWamipa.

140. Cepen HaBeOeHUX TBEPMKEHb WOAO KPUMNTOCUCTEM Ha eninTUYHUX
KPpUBUX TiNIbKN OHE HernpasusribHe. Ake?

a) OOBXWHA MOBIAOMIIEHHS, NOAAHOro Yy BUMMNA4I UiNoro 4yicna, npu
3almpyBaHHi 3a JONOMOIOK KPUNTOCUCTEMU Ha EeNiNTUYHIA KPUBIN
He MOXe NepeBULLUTN NOPSAO0K rPynn TOYOK eninTUYHOT KPUBOI;

6) y KpunTocMcTEMaXxX Ha ENINTUYHUX KPUBUX KITHOY OOBXMHOW 512 GiTiB
3abesneyye npu 3awmndpyBaHHi €eKBiBaneHTHUMA piBeHb Oe3neku
TOMY, Wo agae kpuntocuctema RSA-512;

B) nepesipka enekTpoHHOro umdgposoro nignucy 3a cxemorwo ECDSA
TpuBae NpnbNM3HO BABIYI AOBLUE, HXX MOr0 CTBOPEHHS;

r) nepesipka enekTpoHHOro umdgposoro nignucy 3a cxemoto ECDSA
TpmBae AoBLIe, HiX Nepesipka nignucy 3a cxemor RSA.

141. Hexan nopsgok N eninTu4yHoi kpuBoi £ Haa nonem Fq pO3KNnagaeTbCcs

Ha MHOXHUKM N =h-[, ne [ — npocTe. 3a SAKMX YMOB TaKy KPUBY MOXXHa
BUKOpUCTaTK Ans nobyaoBu eninTUYHoI KpuntocucteMn? Beaxante, Lo
g — BENUKe npocTe 4mcno abo Bervkun cteniHb ABIVKN.

a) 220 <7< 2150;

6) ¢~ #1mod/ npn k =1,2,...,30:

B) [ > 2160;

r)qhzlmodl; n)l+gq; e)l=gq.

142. Hexan nopsigok N eninTudHoi kpuBoi £ Hag nonem Fq pO3KNagaeTbCs

Ha [eKinbka NPOCTNX MHOXHWKIB. 3a HaBeOEHUMW AOBXUHaAMM LMX
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MHOXHUWKIB YKaXiTb KpMBY, €Ky QJouinbHy Bubpatn ans nobynoswu
eninTU4YHOI KPUNTOCUCTEMMN.

a) 33 6itn, 70 BiTiB; 6) 70 6itiB, 70 6iTiB, 70 6iTiB;
B) 30 6iTiB, 150 6iTiB, 70 GiTiB; r) 3 6itu, 200 6iTiB.

143. BM3HA4Te YMHHMKK, LWIO YCKNAAHIOTL 3aCTOCYBaHHS KPUNTOCUCTEM Ha
eninTUYHUX KPUBUX.

a) pearnbHa CTIMKICTb TakKnX CUCTEM HeLOCTaTHbO BUBYEHA;

0) ycknagHeHa reHepauia kpuntorpadivyHo CTIMKUX eNiNTUYHUX KPUBKX;

B) BiQHOCHO MOBifibHa reHepauist eNeKTPOHHOro LMdPOBOro Nianucy;

) BiQHOCHO MNoBifbHa BepudikaLia enekTpoHHOro umMdpoBoro nignucy;

[) HasIBHICTb cybeKcnoHeHuianbHMxX anropuTtmie ANCKPETHOro
norapudgomyBaHHSA y rpyni TOMOK eninTUYHOI KpUBOI

144. YkaxiTb Knacv eninTuyHux kpmeux Hag nonem GF(p), ona skux sagadvy

ANCKPETHOro  norapudMyBaHHA  po3B’SA3aTM  MPOCTilWe, HixX Y
3aranbHOMY BMMNagKy.

a) cynepcuHrynsapHi; 6) aHomanbHi; B) i30MOPMHI; ') HECUHTYNAPHI.

145. BkaxiTb lWndopu i3 3MiHHOKO JOBXUHOK KITHO4a.

a) RC5; 6) NiHiNHWIA adpiHHUIA LWINAP; B) DES;
r) 2DES; ) RSA; e) BixeHepa.
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PO30IN 6. ENEKTPOHHMA LU®POBUU MIANMKUC.
KPUMNTOIMPA®IYHI MPOTOKOIJIN

3apava 1. Hexan H| i H, — OBi xew-yHKLUIl, O CTBOPIOIOTb XeLl-
obpasu goBxuHoto n 6iTiB i m 6iTiB BiANoBiAHO, TO6TO :{O,l}*—>{0,1}",

%
H, :{0,1} — {0,1}"". DoBepniTb, W0 KONM NpUHAMHI OAHA 3 HUX CTillka [0
YTBOPEHHS Konisii, To xew-dyHkuia H(x)=Hy(x)||H,(x) Takox 6yae
CTilkoto o Konisiii. CumBon || no3Ha4yae koHKaTeHaLUilo pSAKiB.

P o3B 493 aHH 9. bes wkoan gnda 3saranbHOCTI MipKyBaHb
npunyctTuMo, LWo Xew-dyHKUis FH| cTiika 00 Komisin, a xew-gyHKuisa

H(x)=H{(x)|| Hy(x), HaBnaku, HecTika. OCTaHHE O3Ha4ae, LIO iCHYOTb
Taki 3HaYeHHs X # X1, Ana akmx H(xgy) = H(x;). 3sigcu

Hy(xp) || Hy(x¢) = Hy(x)) || Hy(x1)

i, 3okpema H(xy)=Hi(x;). Topi napa x;,Xx; CTBOPIOE KONi3il0 AN XeL-
dyukuii Ay, wo cynepeuntb npunyweHHio. OTxe, xew-gyHKLis
H(x)=H{(x)|| Hy(x) Takox mae 6yTun CTiNKOI OO KOMI3iM.

3apgayva 2. Hexan H : {0,1}*—>{O,1}” — XeLW-yHKLUis1, CTilka 4O KOMi3ilA.
Uun Byae cTivikoto Ao Konisin xew-dyHkuia H; = H(H (x))?

P o 3B’ 53 aHH . MNMpunyctumo, wo dyHkuia Hy = H(H (x)) He cTiika
A0  Konmisi i BigOMa napa pPisHUX 3HayYeHb  Xx(,X;, ONA  AKUX
H(H(x;))= H(H(xy)). Lle o3navae, wo
1) abo H(x;)=H(xy), WO MOXNMBO, TiNbKN KONN Xew-dyHKuia
HEeCTiKa 4o Konisin;
2) abo H(xy)# H(x,), To6TO napa 3HauveHb H(x;),H(x,) cTBOpIOE

konisito ansa yHkuii H .
O6bugBa BunNagkM cynepedaTb YymoBi  3agadi. Omke, xew-gyHKUis
H{ = H(H(x)) Takox cTi/ika A0 Konisin.

3apgava 3. (£,D) — cumeTpuyHa cxema LIMGpPYBaHHSI MOBIAOMIIEHD,
MAC — kpunTorpadivHa xel-dyHkuisa 3 knoveMm, K =(K,K5) — cninbHui
CEKPETHUN KJTHOY KOpUCTYyBauiB, ne KJTHOY K ans

3alwmdpysaHHa/poswndpyBaHHs, Koy K, Ana xew-gyHkuii. Mpunyctumo,
OOVH 3 KOPMUCTYyBa4iB X04e HagicnaTu iHWOoMY aesike noBigomneHHs M Tak,

258



o6 3abe3neunTn Noro KOHMIAEHLUINHICTb, LiNiCHICTb | AOCTOBIPHICTb. OUiHITb
piBEHb KOHMIOEHUINHOCTI i ayTeHTudiKauii, Wwo OalTb HACTYMNHI NPOTOKONU
nepepaui:

1). M, MACy_ (Eg, (M)); 2). Ex (M, MACy (M));

Po3B s3aHHS4.

1). BigcyTHs KOHigeHUinHicTb, 60 nNOBIAOMMEHHA nepedaeTbes Yy
BIAKPUTOMY BUMNAAI.

2). KoHoigeHuinHicTb i ayTeHTUdikauis 3abesnedeHi, OCKINbKM A
3awmdpyBaHHa nosigomMneHHss | cTBopeHHs wnoro MAC BukopucTaHa
6esneyHa cxema WnpyBaHHS.

3). MNoBigOMMNEHHA He nepefaeTbCd, TOMY Le He 3a[0BOSIbHAE BUMOTU
6e3neyvyHoro kaHany 3B’s3Ky.

4). Axwo 4vepes MAC He Oyae XOOHOro BUTOKY iH(bopmauil Lwono
3MICTY NOBIAOMIEHHS, TO Taka cxema nepegadi 6esnedvHa.

5). 3aBaskn wndpysaHHO noBigomrieHHs i noro MAC nepegady MoxHa
BBaXKaTu KOHiAeHUiNHOW, ayTeHTuikauito 3abe3neyeHoto.

6). Wo6 cteoputn neritumunii MAC, notpibHo 3HaTtu nuwe Koy K,
TOMY HEMAaE BMEBHEHOCTI, LLIO BiANPaBHMK 3HaB KoY K .

3apava 4. Tpu kpuntorpadpivHi xew-gpyHKUii reHepyTb AangXecTtu
aoBxuHoto 64, 128 i 160 6iTiB BignosigHo. CKiNbkM AanaXKecTiB NOTPIOHO
CTBOPUTK, LWOO Ans KOXHOI (pyHKUil icHyBann [OBa MOBIAOMMNEHHS 3
OOHAKOBUM 3HayeHHs1 xell-dyHKLUii 3 iMOBIpHicTIo, Binbluoto Hix: a) £€=0,5;

6) €=0,1?

P o3B 9 3aHH 4. lpoBegemMo ataky Ha OCHOBI MapafoKCy «OHIiB
HapoKeHHA». Bumaratnmemo, wWob yci wykaHi nosigomMneHHs dynn 6nmsbki
3a 3mictoMm. [ns uboro go6aBnATUMEMO HAASMLLKOBICTb A0 MNOBiAOMIIEHHSA
abo MmogudikyBaTUMEMO MOro, 3MiHIOKYN 3MICT ChniB, BCTaBNSAYN 0OAATKOBI
cnoea abo 3aMBi NPOMNyCKM MK cnoBamu. HAKWO NO3HAYUTU neplue
nosigoMneHHs M , a diktuBHe nosigomneHHsa M ', To 3agava 3BOAUTLCS A0
CTBOPEHHA [BOX CMUCKIB 3 Kk MOBiOOMMEHb: MNEepLnin CNUCOK —

M:{MI,MZ,...,Mk}, APYruiA CrINCOK — M':{Mll,le,...,Mk'} :

Hawa meTa — 3HanTu y Unx cnmckax ABa noBigOMMEHHSA 3 OQHAKOBUMMU
3Ha4YeHHAMM xeL-gyHKUiT. OCKinbKM MMOBIPHICTb ycnixy Takol nogii

2
P=1-¢* /”
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_z2 1
TO Haknamaemo oGmexeHHs 1—e ¥ /n > ¢, 3Bigku k > ‘/nlnl—. Axwwo
—&

Xew-gyHKLis reHepye Oanmkect AO0BXWHOKW N, TO 3aranbHa KinbKicTb X

/ 1
MOXJIMBUX 3Ha4YeHb n:2N I Toni kZZN/z- lnl—. Lle pae 3mory
—-&

00YMCNUTK MiHIMarnbHY KifbKiCTb NOBIAOMMEHb, ONA SAKMX iIMOBIPHICTb KOMI3il
Oinblua 3a 3aaaHe 3Ha4YeHHs &

[oBxuHa xewy | n e=0,5 e=0,1
64 bitw n=2% 136-10° 1,4-10°
128 GiTi p=2128 [ 15101 6.1.10'8
160 6iTiB 5 =160 1,5 1024 3,9.1023

3apauva 5. Hexan FE(k,M) — piBHSHHS 3awwundpyBaHHS 6GrokoBoro

wngpy (Hanpuknag AES 3 128-6itoBMMm Kntoyem), e nNpocTip BigKPUTUX
TEKCTIB Ma€ Takum caMmmin po3Mmip, SK i NPOCTip KMoYiB. 3HaWAITL KOMi3ito Angd

doyHKUIT CTUCKaHHSA
f(x,y)=E(xx)Dy.

P o038 sa3aHHA. Bubepemo aBa byab-aKi pi3Hi NOBIOOMNEHHS X| i X,
Ta noknagemo y, = E(x,x1) @ E(xp,x,) ®© y;. Toai

S(x2,2) = E(x2,%2) @ yp = E(x,x2) © (E(x1,%1) D E(x,%) ® y) =
= E(x1,x) ® y; = f(x1,01)-

3apava 6. Y craHgapTHoMy anroputmi xewysaHHs SHA-1 pxepenom
HEenNiHINHOCTI NepeTBOPEHHSA € HENiHINHI NOBITOBI OYHKLIT, 0OgHa 3 AKKX

f(XI,X2,X3) =X1X> @® X1X3 @® X2 X3.

O64ncniTe 3Ha4YeHHS Liel pyHKUIT Ans ycix moxnueux 3-6iToBMX paakiB
Ta MNOKaxiTb, WO QYHKUIA Mae TiNbKM OOHY NiHIMHY CTPYKTYpY (NiHiMHa
CTpykTypa ©OyneBoi dyHKUil [ Big TpbOX 3MIHHMX BU3HaAYaETbCA 3a
Aonomoroto Bektopa w = (wy, w,,w3) # (0,0,0), ans akoro f(x @ w)® f(x)
€ KOHCTaHTOH).

Po3B a3aHHa. OyHkuia f(x),xy,X3)3a0aeTbca Tabnuueto
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x5 | [ (%1, X2, X3)
000 0
001 0
010 0
011 1
100 0
101 1
110 1
111 1

Tenep 3HanaemMo BekTop W = (wy,wy,w3) #(0,0,0) dyHkuii f, ans
skoi f(x@w)® f(x)=c npu BCIX MOXIMBMX BXiOHWUX 3HAYEHHAX X . AKLIO
npunyctutn, wo ¢ =0, 10 f(x D W)= f(x).

3apaya 7. Hamanonte 06nok-cxemy And  ABOX  Xew-(YHKLUIN,

noBynoBaHux Ha 6asi 6r10koBoro LWndpy £ 3 KNoyem JOoBXUHN /:
a)H; =H; | ©Ep (H;y);

6)H; =H; | ©Egpy, ) (M;)SM;,

ne M; — nopuii BiOKPUTOro TEKCTY, PO3MIp AKMX 30iraeTbca 3 PO3MipoM 7
6rnokiB, WO MOXHa 3awmndpysaTv OMokoBum anroputmom, FH; — Buxig
dyHKUiT xewyBaHHA nicna obpobkn ycix nonepeHix nopuii Tekcty, g —

aesike BigobpaXkeHHs!, WO CTaBUTb Y BiQMOBIQHICTb BEKTOPY OOBXWHOK 7
BEKTOP LOBXWHOW 7. YoMy Yy nepLlin cxemi BiaCyTHSA (OYHKLiS BigobparkeHHs
Ans opmMmyBaHHS Knoya 6510KkoBOro wngpy?

P 03B’ a3 aHH 9. bnok-cxema xew-pyHKLiN nogaHa Ha puc.6.1

Hz'_l J E vas {Ii Hi-l |l g L E H;
T | Y
M; M,
a) ©)
Puc. 6.1

261



Y nepuwin cxemi BiaCyTHA dyHKUiA BigobpaxeHHa ans gopmMyBaHHSA
Knoya OnoKoBOro wWUA@pPy, OCKINbKM TaM Ha BXig YHKUIT W1dpyBaHHS
nepenarTbCs Tinbkn [ BITIB BiAKPUTOro TEKCTY, 3 AKUX i POPMYETHLCS KoY.

3apgava 8. 3awundpyBaHHSA noBigomrieHHss M BUKOHYETBLCA BiAMOBIAHO
po piBHsHHA: C=E, (M || H(M)), pe H(M) — xeww-o6pa3 nosigoMmneHHs,
E; — noTtokosuin anroputm. lNMokaxiTb, O Taka TexHika HebesneyHa, 60 AKLLo
KpUnToaHaniTMK 3Hae yBecb BiOKpUTUIM TekcT M , TO y ubOMy pasi BiH MOXe
3aMiHUTK TekcT M Oyab-AKUM iHLUMM TEKCTOM M, nigpobmBLLM BiANOBIAHUN
wudppoTekct C Tak, WO OTPUMyBaY, Npu BepudikaLlii NOBiAOMMNEHHS BU3HAE

ioro neriTuMHuM. BeaxaiiTe, Wo OoBxuHM nosigomneHns M i M’ opHakosi.
Un Oyme Taka aTaka npauioBaTtM 3a YMOBM, WO KOHTPONbHA Ccyma
oBUMCNIOETBCA Ha  OCHOBI  Kknm4oBOi  xew-dyHkuii  MAC, T06TO

C = Ey, (M || MACy , (M)

P o3B 93aHH 4 Mpunyctmo, WO [OBXMHA NOBIOOMIMNEHHS
M popiBHoe n  6GitiB. CnoyaTky KpunTOoaHamniTUK Mae oB4YnCnnUTK

z;=m; Oc;, pe i=12,..,n; m;,c; — 6T BIOKPUTOrO TEKCTY i LUINGPOTEKCTY

BignoBigHO. OckinbkM BeCb CNpaBXHiA BigkpuTui TekcT M Bigomun, TO
MOXHa oTpumaTh xew-o6pas H (M) (npuimemo, wo /; (M) — i-ui BiT xew-

obpasy, r— ioro goBxuHa). BignosigHo H(M')— xew-o6pa3 iHLWOro
NnoBIAOMMNEHHSA M' =M. [ani kpunToaHaniTMK BU3Ha4ae:
. zj+n:hj(M)€Bcj+n,,qe j=12,.,r;
o ¢i=z;®Om,pei=12,.,n;
/ / . .
L4 Cj+n:Zj+nEth(M),ﬂ,el:],z,..,]".

Togi 6iTn nigpobneHoro wWnpPoTEKCTY MakwTb OyTU reHepoBaHi 3a
3aKOHOM:

¢} = z; ® {mymy..m, || f(MYhy(M)..h. (M)}, i=12,.,n+r.

AKWO KOHTpOMbHa cyMa OOYMCIIOETLCA Ha OCHOBI KMHOYOBOI XeLu-
dyHkuii MAC, 10610 C = Ekl(M ||MACk2(M)), TO XO4a KpunToaHanituk
A MOXe pO3KpWUTK BiTn  z1,z5,...,Z,, BiH HE 30ATHUNA AOi3HATUCA KMNOYOBUN
NOTIK  Z,41,Z,4955Zy4,, WO BUKOPUCTOBYETECSA ANS  3alUNpyBaHHS

MACk2 (M) . Binbw TOro, HaBiTb Ai3HaBLUMCb NPO YBECH KNHOYOBUI NOTIK, BiH
HEe 3MOXEe BW3HAYUTU NpPUAATHUA KO, MAC]€2 (M) pna iHworo

MOBIJOMIEHHS, MOKV HE OTPUMYE KMo K> .
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3apayva 9 . Bxogom xelw-dyHKUiT € 18-0iToBMIi 6MOK BXigHUX AaHuUX, a
Buxogom — 9-6iToBMM Xxew-obpa3s. XelwyBaHHS OpraHi3oBaHO Ha OCHOBI

KOMMpecCinHOT dYyHKUiT f, WO cKknagaeTbcs 3 TPbOX payHAiB, CXOXMX 3a
CTPYKTYpOIO Ha payHau Mepexi Penctens. BxigHun 6nok po3buBaeTbCcs Ha
Aga nisbnokn Lyi Ry . MNpwn xewysaHHi

Liv1 =Ry
Lipi=F(R)DL;;
f (Lo || Ry) = R 3 — xew-o6pas;

BuxigHi 6itn S -60KkciB BU3Ha4aloTbcs 3a TabnmusaMmn 3amiH:

Bxig St S» S3
001 001 111 011
001 010 000 001
010 011 001 000
011 100 010 100
100 101 011 010
101 110 100 111
110 111 101 100
111 000 110 010

3Hangitb konisito ana 3HadveHHs dpyHkuii £(000111000101010111).

Poss sa3aHHs 000111000|101010111.
\ 7 M T ,
F(Ry)=F(101010111)=S7(101)|| $»(010) || S3(111)=110]/001]|010;
Ly = F(Ry)=110001010.

[MoBTOPMBLLM aHanOrivHi 4ii y Apyromy i TpeTboMy payHaax, 306pasmmo
Adiarpamy dencrens Ha puc. 6.2. OcTaTo4HO MaTUMEMO

£(000111000101010111)=101000000.

3 piarpamu BUgHO, Wo 6itn y nosnuiax 0, 1 i 2 y xew-ob6pasi 3anexartb
TifIbKW Big TUX BITIB BIAKPUTOro NOBILOMIEHHS, WO CTOATb Yy no3uuiax 0, 1, 2,
9, 10 i 11, a 6iTn xew-obpasy 3 no3uuin 3, 4 i 5 3anexartb TiNbKK Big OITIB
BiAKPUTOro noBiAoOMIeHHs 3 no3uuin 3, 4, 5, 12, 13 i 14, i HapewTi Ha 6iTn 3

Homepamu 6, 7 i 8 y xew-obpasi BnnueatoTb nuwe 6itn 3 Homepamn 6, 7, 8,
15, 161 17 (puc. 6.3).
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000111000 101 010 111

[ |
151 [S2] [S3
I

110 001 010

o1 1]

101010111 110 110 010

111 101 000

110110010 010 111 111

WATT:
D

111 101 000

l

010111111 101 000 000

Puc. 6.2

BiTn BIAKpUTOro TEKCTY
0123 45||67 8|9 10 11|12 13 14|15 16 17

BiTn xew-obpasy

Puc. 6.3

Takum YMHOM, BIOKPUTUN TEKCT PO3OINAETLCA Ha TPU YAaCTUHN, KOXHA 3
AKUX MiOOaeTbca XewyBaHHO0 okpemo. Ockinbku 3a yMOBOIO NiBui NiB6rnok L3

TPeTbOro payHgy He BXoauTb OO0 Xew-obpady, a Mepexa deuncrtensd
obopoTHa, TO MOXHa 3acTocyBaTM aTaky Ha OCHOBI «MNapagokcy [OHS
HaPOKEHHAY TifIbKM [0 OAHIET YacTuHM TekcTy. OTXe, 3MIHUMO nepLumn BiT

nisoro niB6noky L3 Ha 1 Ta 3acTOCyeEMO [0 OTPUMaHOT BiTOBOT MNOCHiAOBHOCTI
obepHeHe NepeTBOPEHHS CTPYKTYpu Penctensa (puc. 6.4).
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110 101 Po3paxyHkun BKa3ytoTb, L0 BXOAM
000111000101010111

1) 100 111000101010 111

111 CTBOPIOKOTb KONI3it0  3afaHol XeLll-(pyHKLUiT.

l, P 3apgaya 10. ®dipma 3 HagaHHs nocnyr uMdpoBOro

010 110 tenebayeHHa xoye 3anobirt Kpagikkam Yy cdepi CBOiX
nocnyr, wudpyoym QinibMu Npu TpaHcnauil 3a 40NOMOrok

anroputmy DES. Kmou  K; ana  wundpyBaHHA

011 BMPOONAETLCA 3a AOMOMOroH LWBWMAKOI XeLw-pyHKuii H Ha
ocHoBi knova K 4p, BCTaHOBMEHoro 3a cxemoto [licpdi —

XennmaHa 3 npoctum 4yucrnoMm p poexuHoio 2048 6iTis.

101 010 _ .
Kntou K  nepiognyHO  3MiHIOIOTBCA 3@  3aKOHOM
K =H(K 45 |7), e i — uine 3MiHHe 4yncno foBxuHOW 16
6iTiB. LBnakictb nepefadi gaHux npu  TenesisiHOMY
110 3g’a3ky 1 M6it/c, TpuanicTb TpaHcnauii dinbmy — 2
l roguHu. MNpunyctMmo, Wwo 35I0BMUCHUK CMIPOMOXHUIA 3HANTU
kntod DES 3a 10 xBunuH. Ak yacto mae Oyt 3MiHEHUN
100 101 : -
kntod K, Akwo dipMa xo4e He Jonyctutn ocdpnaviH
— AewndgpyBaHHs (iflbMy HE MEHLLE HiXK NPOTAroM Micsaua?
nc. 6.

Po3B 93aHH4A. BuaHadymmo KinbKiCTb KrodiB, SAKi
3MOBMMUCHUK MOXe pO3KpUTK 3a oauH micaub (30 gHiB):

N=_30 [THIB

10 XBHIHH = 4320 w.

Topai 3a ABi roanHM TpaHCcnAUil KN4 Mae 3MiHIOBaTUCA Yepes

,_2:3600c
4320

3apaua 11. KomnaHis nnaHye nignucaTtu KOHTpakT M , BUKOpUCTaBLUM
cuctemy ELIIT RSA, npyyomy KOHTpaKT BCTYNUTb Yy CUIy nuwle, Konv aBa
MeHeKepu KOMNaHil He3anexHo OAWH Bi4 O4HOro NianuwyTb Moro. Hexaw
(n, e)— BigKpUTI KntoYi KOMNaHii, d— i CEeKPeTHWUI Knod, AKMin 36epirae
cekpeTap KomnaHii. Ak Mae p[iatm ocTaHHin, wob obuaBa MeHemgXkepu
nignucanu KOHTpakT, He Chifkyluucb Mk coboto, a nignucm 0Oynu
neriTMMHUM npu Bepudikauii 3a 4ONOMOror BiAKPUTOro Krntoya KoMnaHil.

~1,67c.

P o3B a3aHHS. Hexain d; — Bunagkose Uine yncno 3 Bigpiska [1,7] i
d, =d —d,. CekpeTap Haacvunae o6om MeHeaxepaMm KOHTpakT M , nepLuuit
MeHexep o6umncnioe 3HadeHHs xew-gpyHkuii H = H (M), nigHocuTb oro go
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crenens H (modn) Ta Hagcunae pesynbTaT cekpeTapio. [pyrui
MEHeIKep aHamnoriyHo obuucnoe  3HaveHHs xeww-pyHkuii H =H(M),

. . d .
nigHocuTe Moro ao creneHsa H°2(modn) Ta nepepae cBiin pesynbrtar
cekpeTapto. Ton nepeMHOXye HaficnaHi 3Ha4YeHHs

HY"H% (modn) = H? (modn) = S

Ta OTpUMYy€E nignuc nig KoOHTpakToM. Y pasi Bepudikauil mMatnumemo
S¢(modn)=H .

3a Takol CXEMOK KOXEH MEHeKep HE MOXe Ai3HaTUCS Krlkouda iHLWOoro.
AKLWo BigoMi 3HaveHHst (n, e) i d|, nepwunit MeHemxep He 3MOXe Ai3HaTUCS

d> % d i3 3HaYeHb a% (modn) abo H* (modn), ockinbkn BUGIp umcna d,

Bunagkosun. OTXxe, BiH He 3MOXe nignucaTu KOHTPAKT 3a [gpyroro
MeHe[)Xepa Yy BiACYTHOCTI 3roBopy.

3apaya 12. UWo6 ouiHMTM yac, noTpibHMM Ona reHepadii abo
Bepudikauil enekTpoOHHOro LMgpoBoro nignucy noBiAOMMEHHsS, OTPUMaHOro
3a gonomoroto cxemu ELIIM RSA, BBaxaunTte, LWO:

1) komm'toTep npautoe 3 32-6iToBUMK gaHMK, TO6TO Byab-sika 3MiHHA

300paXxyoTbCA BEKTOPOM 3 1 = |_l/32_| enemeHTiB, Ae / — OoBXMHa yncna y
oiTtax;

2) oAHe MHOXeHHsi abo niaHeceHHs OO0 KBagpaTty 3a moaynemM [OBOX
TaKMX 3MIHHUX NoTpebye m? OOWHWLbL Yacy. 3a OAMHULIKD 4Yacy NPUAMITb
AOBXMHY nepioay cuHxpoHisauii, Hanpuknag ¢ = 100 Hc;

3) BiakpuTa ekcrioHenTa e = 2% +1=65537;, =1000000000000001,,

a [JOBXWHA 3aKpUTOI eKCMOHeHTM 6nmn3bka [0 [OO0BXMHM — Moaynd
KPUNTOCUCTEMMN.

Ak poBro TpuBaTMMe reHepauis nignucy, SKWo OOBXWMHA Moaynd
aopiBHioBaTMME 512 6iTiB? Ha ckinbkun 36inblUMTbCA LEen Yac, SKWwo Moaynb
36inbwnTK go 1024 GitiB?

P o3B a43aHH 4 lNpunyctmumMo, WO NOKa3HWK CTeneHs y Bupasi

x*modn cknagaetbca 3 [ GiTiB. TOAi BWKOHaHHS LjEl onepauii B
cepedHbOMy noTpebye [ nigHeceHb A0 KkBagpaTy 3a moaynem i [/2
MHOXeHb, TObOTO 3aranom 31/2 onepauin MHOXeHHs. Lli onepauii 6yayTb

BUKOHaHi KOMM'IOTEPOM 3a 3lm2/2 oauHMUb Yacy abo 3-100-lm2/2 HC.
Ao JOBXWHA Moayns n cKknagae 512 oiTiB, TO
m=[1/32]=[512/32]=16. BpaxysaBwM, wWo nig uac reHepaii
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enekTpoHHOro nignucy 3a cxemoto RSA-512 nokasHuMKOM cTeneHa cnyrye

3aKpUTa EKCNOHEHTAa, TakKoX OOBXMHOK 512 BiTiB, MOXXEMO BU3HAYUTK 4Yac

reHepadii nignucy:

3-100-/-m* 3-100-512-16
2 2

[Mpn Bepudikauil nignnucy KopucTyBad MiAHOCUTb XeLU MOBIAOMITEHHS
A0 cTeneHs e AoBXuHok 16 6iTiB, BMKOHYHOUM Yy LbOMY pasi piBHO 17
MHOXeHb. OTXe, Y LboMy pasi Yac BepudikaLil cknagae

T sepuapix=17-m> -100Hc=17 -167 - 100 HC ~ 435,2 mKc.

TreHepau_: HC~ 19,7 MC.

[Mpwn 30inbLweHHI goBXuHM Mmoaynsa o 1024 GiTiB aHanoriyHi po3paxyHKu
natb T repepay = 157,3 mc, T sepudpixk = 1,741 mc.

%
3apgaua 13. Bunagkose nosigomnernHs M € Z, nignncaHo 3a CXemoto

enekTpoHHoro umdgposoro nignucy RSA. Bigkputuin knod kpyntocuctemm —
napa uucen (n,e). Kk Ha OCHOBi Bigomoro nianucy S Lboro NoBiAOMMEHHS

. o . . . / *
CTBOPUTU NEriTMMHUN NiANNC AKOroCb IHLIOro noBigoOMIIEHHSA M’ e Zn ?

P 03B 43aHH 4. 3a cxemMoto enekTpoHHoro uudposoro nignucy RSA
%k
nignnucom nosigomnenHa M € Z, € S:Md (modn). Wykatumemo HoBe

nosigomnenHa y surnagi M’ = 2°M modn. Ockinekn ed = 1(mod ¢(n)), To
HOBMWI NINUC YTBOPIOETLCA AK

S'=(2¢-M)* (modn) =2 - M? (modn) =2- M (modn) = 2S(modn).

3apava 14. Hexan (n,e)=(1231712773,1080135473) — Bigkputui

kntoy kpuntocuctemm RSA pesikoro GaHky. KnieHT, BubOpaBwn Bunagkose
yncno k =257307676, xoue, wWwWob GaHk nignucas BigKpUTE MOBIAOMIIEHHS
M =550146327 y cninun cnocid (He Maw4M XOOHOI YsIBU NPO 3MIiCT
nosigomneHHs). Wo BiH mMae nepepatyn 6aHky? Akwo GaHK BignoBiB MOMY,
Hagicnaswn 696569948, To AkMM € nNiaNMC NOBIAOMITEHHA?

P 03B 93aHH4A. 3aanropuTMoM cninoro nianucy y npotokoni RSA
MacKyBaHHSI MOBIJOMSIEHHS BUKOHYETbCH KNIEHTOM | 3BOAUTbCA 00
obuyncneHHs Bmpasy

t=M - -k°modn—=
— 550146327-257307676' 080135473 1641231712773 = 795572137,

Ake N HagcunaeTbesa 0 6aHky.
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Y pasi oTpumaHHsa i3 ©OaHky Bignosigi C = 696569948, nignuc
nosigomMneHHss M BU3HaAYaETbCS K pe3ynbTaT 3HATTS MaCKyBaHHS:

C-k 'modn = 696569948 257307676 ' mod 1231712773 =
= 696569948-1085186384mod 1231712773 = 1000000001 .

3apaya 15. Yucna p i g — napameTpu OOMEHy, BiOKPUTUMA KIHOY
aboHeHTa y cxemi ELM Enb-Famans — Tpinka (p,g,)), NOro 3akpuTuii Ko
x € (I; p—1). Npunyctmo, aboHeHT nignucytoun nosigomneHHss M , Bubpas
paHaomisaTop 7, sikuil 36ircsa 3 noro cekpeTHum kntodem x € (1; p —1) (TobTo

¥ = X ) Ta Hagicnae iHWOMYy abOHEHTOBI NignMcaHe NoBiOOMIIEHHS <M,a,b>,

O<a<p, 0<b< p—1. Ak ocTaHHin 3mMoxe po3kpuTK Taky cxemy EL|M i
BU3HAUYUTU 3aKPUTUM KNKOY Ta paHOoMi3aTop?

P o 3B a3 aHH A [llepeBipswun nignnuc, MoXxHa MNOMITUTK, WO
y=g*(mod p)=g" (mod p) = a i 3pobuti BUCHOBOK X = . 3HailAeMo 7:
b=(M —ax)r '(mod p—1) = br=(M —ax)(mod p—1) =
= br+ax=M(mod p—1).
Ockinbknu r=x, 710 r(b+a)=M(modp—1). Togi SAKLLIO
HCO(b +a; p—1) =1, To 3a y3aranbHeHuM anroputmom EBkniga Br3Ha4ymMmo
(b+ a)_l(modp —1) i picraHemo r = M (b+ a)_l(modp —-1).

3agayva 16. B anroputmi ELLM 3a cxemoto Enb-l"amans Bigkputuin knrou
— Tpiika p =23; g =135; y=17. Nignuc BigkpuToro nosiaomMneHHss M , xewwu-

obpa3s skoro H =3 , cknagae napa a =20, b=21 (1yT a=g" (mod p);

b=(H - ax)r_l(modp —1), r— pangowmizartop). Mpunyctumo, LWo
oTpMMyBad MignMcaHoro noeigoOMIIEHHS 3abyB NPO HEeOoOXiOHICTb MepeBipku
yMOBU a < p npu Bepudikauii nignucy. Ak y ubomy pasi MoxHa nigpobutu

eneKTPOHHUI Nianuc Ans nosigomneHHs M, 3 xew-obpasom H; =77

P 03B s3aHH 4. 3Hagemo Take 3Ha4YeHHs U, Wob BUKOHYBanoch
nopisHaAHHA M| = H -u(mod p —1):

7 =3u(mod22) = u=7-3""=17(mod22).

[MosHaunmo cknagosi nignucy nosigoMneHHs M K ay, bl. Topi 3a
anroputmom Enb-lamana ymoBa Bepudikauil nignucy
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a b H
y lay1=g " ! (mod p).
AKLLO BCTAHOBUTM
by =b-u(mod p—1)=21-17(mod22) =35,

TO 3HAYeHHS1 a; BU3HAYaTUMETLCS 3 CUCTEMM MOPIBHSHb:
a,=a-u(modp-1),
a, = a(mod p).
3Biacu 3a KMTalcbKol Teopemoto Npo ocTadi a; = 296mod 506.
Mionuc nosigomneHHa My, akomy Bignosifae xelu-3HaveHHs H; =7,

yTBOptoe napa a; =296, by =35, AnA Aknx BUKOHYETbCS yMOBa BepudikaLlii.

Takum 4mHOM, MiANUC MOXHa nNigpPoOUTK, HAKWO He KOHTPOMOKTLCH
obMexXeHHsA a < p.

3agaua 17. ELI 3a cxemow Enb-Mlamana crtaB npuknagom AOns
nobyaoBU iHLLMX CXeM NIAMNUCIB, CXOXMX 3a BNACTUBOCTAMU. Y UUX CXemax p

i g — napameTpu pomeHy, x € (l;p—1)— cekpeTHuin ko4 ocobu, WO

cteopioe nignue, (p,g,y)— Bigkputuii kmod (¥ = g (mod p)). Nianuc
nosigomneHHss M  yTBOplE Tpilika <M,a,b>, ge a obymcneTbesa

r - .
cTaHgapTHo a =g (mod p), a Ans BuU3HaA4YeHHs b 3anponoHOBaHi iHLU

anbTepHaTUBHI BapiaHTK: a) b= x_l(M —ra)(mod p —1); 6)
b=xM +ra(modp—1); B) b=xa+rM(modp—1). Y koxHoMy BUNagky
YyKaxiTb YMOBY MepeBipKn NpaBuUnbHOCTI Nignucy.

P o3B 493aHH 4. 3a Teopemoto Pepma
"™ (mod p) = g" (mod p) .

2) (%) ¥ (mod p) = (g¥)* M=OmOdp=D (" (1n0d p))® (mod p) =

_ (gxx_l(M—ra)(modp—l))(modp)gm (mod p) =

= (g =raXmedP=Dymod p)g" (mod p)=g'™ g™ (mod p) = g (mod p).

OTxe, ymoBa BepudikaLii nianucy ybaa(modp) = gM (mod p);
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6) (g*)M a“(mod p) = (g¥) (g" (mod p))“ (mod p) =

= ¢™M¥4" (mod p) = g? (mod p);

yMoBa Bepudikauii nignucy yMaa (mod p) = gb (mod p);
8) (g)"a™ (mod p) = g™ (g" (mod p)) (mod p) =

= g™ ™M (mod p) = g® (mod p).

Takum ymHOM, ymoBa BepudikaLii nignucy
yaaM (mod p) = gb (mod p).

3apaya 18. [na enekTpoHHOro nignucy nosigomsieHb aboHeHT
BUKOpUCTOBYE cxemy Enb-lamansa 3  Bigkputum knwodem p, g, y. BiH

nignucas [gBa pisHWX nosigomnenHs M; ta M, i oTpumas nignucu
<M1,a,b1> i <M2,a,b2> (TobTo paHpomisaTop B 060X Bunagkax Oys
o4HakoBuM). Akum 6yB paHgomizaTop? Beaxawte, wo HCO(r,p—1)=1.
Po3B d493aHHS4A Y cxemi Enb-Namana enekTtpoHHoro nignucy
a=g" (modp), b:r_l(H—ax)(modp—l), ne H - panpxect
nosigomneHnHsi, r € (l; p—1) — panpowmizatop, xe(l; p—1) — cekpeTHui
KntoY. AKwo nosigomnexnHsam My i M, signosigaoTb Aangxectn Hy ta Hs,

TO
by =1~ (H; - ax)(mod p—1);

b= r_l(Hz —ax)(mod p —1);
by —by=r"N(H; —ax)—r~\(H - ax)mod(p - 1) =
=+~ \(Hy = Hy)mod(p —1).
HCO(r, p—1)=1 = HCO(by —by, p—1) =1;

HCE,(HI —Hz,p—l) =1.
OTxe,
r=(by—by) "' (H} — Hy)mod(p —1).

3apgaya 19. OpgHa 3 onepauin B cTaHpgapti DSS enekTpoHHoOro

undpoBoro nignucy — ue obuncrneHHs Bupasy R =(gk mod p)modg, ne
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p,q— napameTpu anroputMy, k— edemepHuin knod. Yu BaXknmemin Nopsaok
Ain npy o64YnCneHHi Lboro BmMpasy, To6TO YM CNpaBOKYETLCS PIBHICTb

(gk mod p)modg = (gk modg)mod p ?

Posp'sisanns. g modpeZ,, a g modqgeZ,, tomy onepadii y

BUpa3i He KOMyTylTb. [lpOAEMOHCTPYEMO Le YMCMOBUM MPUKNAZAoM,
BubpaBLm napametpn p=11 g=5, g =3, k=3.

(¥ mod p)modg = (3° mod11)mod5 = 5mod 5 =0:
(gk mod p)modg = (33 modS)modl1=2mod5#0.
OTxe, (gk mod p)modg # (gk modg)mod p.

3apava 20. 3a ctaHgaptom DSS enekTpOHHUM UMpoBUM NiNNCOM
nosigoMreHHs € napa (R,S), oe

R =(g"mod pymodgq, S =k~ (H(m)+ Ra)modg,

P.q,g— OOMeHHi napameTtpu, H(m)— paimxecT NOBIOOMMNEHHS m, a —

CEeKpeTHWU Knod kopucTyBaya, k — padHgomizatop. [lokaxiTb, LWO: a)
3HayeHHs S =0 gae 3Mory cynpoTUMBHMKY BU3HAYUTK CEKPETHWI Krtod; ©6) i3
nianucy, B skomy R =0, MoXHa BU3HAuYMTM BUKOPWUCTAHUI paHOoMi3aTop Ta
pani cteoputy nignuc (3 ymoeoto R =0) ana Oyab-sKOro NOBiAOMIEHHS,
TOBTO NPOBECTM CENEKTMBHY NigPO6Ky.

Po3B a3aHHSHA a) 3 ymoen S=0modg sunnueae, wwo
k_l(H(m)+Ra) OinMTbCA Ha ¢. g — NpocTe, TOMy Ha ¢ Ainutbca abo
H(m)+ Ra, abo k_l. [dpyre He MOXNMBO, TOMY NPUAMEMO, LO
H(m)+ Ra=0modg. Ockinbkn R #0modgqg, 10 a E—H(m)-R_lmodq.

6) Akwo R = (gk mod p)modg, T0

S =k " (H(m)+0)modqg=k""H(m)modgq .

3Bigcn k= S_IH(m)modq. Tenep ccabpukyemo nignuc (R',S")
iHLIOro noBigomneHHs m' 6e3 3HaHHA CEKPEeTHOro KIoya:
R = (gk mod p)modg =0.

S=k"YH@m)+Ra)modg=k'H(m")modg.
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3apava 21. Akwo B ctaHgapTi DSS enekTpoHHOro umngposoro nignucy
obuMcnnTn Nepwur  KOMMOHEHT MignMCY 3a CKOPOYEHUM  BUpPaA30OM

R = gk modp  3amictb R= (gk mod p)modg, sk  nepepbayeHo

cTaHgapToM, TO Ue CyTTeBO 30inbWnTb JOBXWHY nignucy. Ak 3a
CTaHOAPTHUM  KOPOTKUM MIiANMCOM O0YMCNUTU MNOAOBXEHUM nignuc 6e3
3HaHHA CEKPETHOrO Krkya Kopuctysada?

P o3B 43aHH A Hexan 3a crtaHgaptom DSS kopoTkui nignuc
NoBiAOMIMEHHs1 m, fanmxecT skoro H(m), — ue

R, =(g" mod p)modgq, S, =k~ (H(m)+ Ria)modg,

CTBOPEHUN 3 BUKOPUCTAHHAM [OOMEHHUX MapameTpiB p,q,g, CEKPETHOro
Knoda a i pangomizaTopa k. Tofi

k=S (H(m)+ Ra)ymodq = S, 'H(m)+ S, Rjamod g=: + avmodyg,

ne vepes u i v n03HaL|eHoS1_1H(m)modq Ta Sl_lRlamodq BiANOBIAHO.
Tenep 3reHepyeMO MOAOBXEHWI NIANUC NOBIAOMMEHHA m — napy (R,,S5),

BpaxyBaBLLK, LIO BiAKPUTUI KN4 kopucTyBadya — e ¥y = g“mod p.
u+av

Ry =g"y" mod p = g#(g")" mod p = g"** mod p = g" mod p = Ry;

S2 =S1.

Taknum 4MHOM ckopoyeHa popmyra 3MeHLIYye OOBXWUHY Mignucy, ane He
Hagae A0OaTKOBOI CTIMKOCTI.

3apava 22. [Ina crtanpgapty DSS enekTpoHHOro umdgposoro nignucy
BMOpaHi Taki napameTpu: npoctun moayne p =47, reHepatop g=2
nopsaaky 23. KopucTyBay BMNagkoBO NignucaB ABa Pi3HUX MOBIAOMIEHHS Ha
ogHOMY © TOoMy camoMy edemMepHoMy Kntodi k. [danmkectn umx
nosigomneno H; =2 i H, =3, a nignucn (4,21) i (4,19) sianosigHo.

3HaNOiTb CEeKPEeTHUM KoY a KOpUCTyBada, He BAAlYUCb A0 PO3paxyHKiB
AVCKPETHOro forapudmy.

Po3B s3aHHSA Y craHgapti DSS nignuc(R,S) cknagaetbcs 3

obuncneHb: R = (gk mod p)modg; S = k_l(H + Ra)modg .
3a ymoBow (R,S51)=(4,21); (Ry,S,)=(4,19). Omxe, npuxoammo Ao

MopiBHSAHbL: 21 = k_1(2 +4a)il9= k_1(3 +4a) . Ao NOMHOXUMO 06MABI X
YacTWHM Ha k, TO CKNaaemMo CUCTEMY MOPIBHSIHb!
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21k —4a=2mod23,
19k —4a =3mod 23.

BigHABLIM NOpPIBHAHHA MoeneMeHTHo, pgictaHemo 2k =-1mod23,
3BigKu " BU3HAYMMO edhemepHuii k=11mod23. Toni
4a=21-11-2=22mod23 i wykaHWA CEKPeTHUA KN4 — Ue

a=4"122mod23=6-22=17(mod23).
3apgava 23. OgmH 3 BapiaHTiB cxemn DSS enekTpoHHOro umdpoBoro

niganucy — ue BapiaHT Hiwobepra — Pronnens, B akomy nignuc (R,S)
nosigomneHHss M 6yayeTbes Tak:

R= (H-(gk mod p))modg;
S=(k—aR)modg,
e p — NpocTuii Moadynb, g— reHepatop nopsiaky g (g-— npocte yucno), k—
edemepHun knwod, H — xew nosigomneHHs. [ig 4Yac reHepauii aGoHeHT
MOBVMHEH MEPEBIPUTM YMOBY (gk mod p)modg # 0. MNokaxiTb, sK i3 nignucy
(R,S) Ha ocHOBI [OOMEHHUX napameTpiB p,q,g i CEeKpeTHOro kro4a

g“ mod p MoxHa gisHatucs xew H, 0 < H < g, noBigoMneHHs.
Poss 93aHHSA4.

H=R-(g"mod p) Tmodg=R-(g5"*® mod p) ' modg =
=R-(g"°(g")* mod p) ' modg.

3apava 24. [Ins enekTpoHHOro uudcpoBoro nignucy nosigoOMIIEHb
BuKopuctoByetbca anroputm ECDSA, kpuBa Ep(a,b) i 6basoBa Touka G.

CeKkpeTHuIn kntod — Bunagkose Uine unicno d 3 iHtepsany (0;7), BigkpuTuiA
kntod — Touka O =d - G . MNignuc noBiooMneHHs, xew skoro H , cknagaeTbes

3napn (R=x(modn), S= k! (H +d - R)(modn)), ne x — abcunca To4ku
(x,y)=k-G, k- BunagkoBe uine uucno d 3 iHtepBany (0;n). 3a
anroputmMom ECDSA nignuc HeneritumHmin, skwo R=0 abo S=0.
[MokaxiTb, WO KoMK Taky nepesipky 6yno 6 ckacoBaHo i CynpoTUBHUK ByB B1 'y
3Mo3i nigidpaTtn Yicno k, npu akomy abcumuca Toukn k-G 6yna 6 Takoto, Wo
AOPIBHIOE HyNt, TO BiH 6W 3ymiB nigpobutn nignuc gna 6yab-sKoro
NOBIOOMIMEHHS.
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P 03B 93aHH 4. AKWOo CynpoTUBHMNK MOXE BU3HAYUTUN YUCIO K, Npu
skomy abcumca x Toukum k-G [OOpiBHIOE HymM, TO nignuc 6yab-sikoro
NOBIAOMMEHHS, WO Mae xew H , MoxHa obuncnntn gk

(R, k™'(H+d-R)(modn)) =(R, k'H)modn)).

Takuu nignuc He 3anexiTb Big CEKPETHOro Krrova.
Y pasi HeBuKOHaHHS ymoBu S = 0, To HeobxigHoro ons Bepudikauii

nignucy 4mcna S_l(modn) He iCHYE.

3apava 25. Hexan y Bigomin cxemi wmngppysaHHa DHIES 3 Bigkputum
Krnto4em Z*p — nigrpyna npocToro nopsgky ¢, p — Benuke npocTe YUcro;
g — reHepaTtop rpynu (ak 3assuyaun, po3mipu pi g signosigHo 1024 i 160
6iT); £ — cumeTpnyHMi wmndp 3 knovem aosxuHow n; 6it; MAC— dyHKUis
MAC 3 knioyem OOBXMHOW 7, 6iT; H — xelw-gyHKUis, sAka reHepye xeLu-
obpasn [oBXuHOKW 71y + 1, BiT. KopuctyBay obupae cobi CeKpeTHWUn Koy

x < g Ta dopmye BigkputTun kntod X = gx(modp). Mpouec wndpyBaHHA
BiAKPMUTOro noBigoMneHHs M 30iNCHIOITBCA 3a CXEMOIO:

e BUOMPAETLCA BUNAAKoOBE YNCMO ) < ¢ Ta BU3HAYaAKOTbCH 3HAYEHHS
Y=g"’modg i K=X"modg;

e obuncntoeTbes xew-o6pas H(K || Y), skuii gani nogaetbes sk
kil by

e ObOyMcnOOTLCA
C:Ekl(M) i T:MACkz(C),

e LWKndpoTekcToM nosigomneHHs Beaxaetbest Y || C || T .

AK 3aKOHHWW KOpUCTYyBad MOXe po3wmndpyBaTtu LWIUPPOTEKCT? HAKUM
ynHoMm DHIES moxHa agantyBatm o pobotm y rpyni TOYOK eninTU4YHOI
KpuBoi? UM maTMme uUe SKiCb nepeBary MOpPIBHAHO i3 HaBeOEHOK CXEeMOH
DHIES?

P o3B d3aHH4A [Ona po3wmndpyBaHHA OTpMMYyBay criovatky Mae
BM3HAUMTM 3 LWKnpoTekcTy 3HaveHHa Y,Ci T. [Hani BiH nocnigoBHO

sHaxognte Y =K, H(K|Y)=kl|k, i nepesipse MAC-koa:
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T:MAC]€2 (C). Axwo nepesipka 3acBigyye UiniCHICTb LWUMGPOTEKCTY, TO
diHanbHWI KPOK — po3wmndpyBaHHa M = Ekl_l(C).

%
Akwo 3amicTb nmigrpynu rpynn Z » BUBpaTK rpyny TOYOK eNiNTUYHOI

KPUBOI NPOCTOro nopsigky g i reHepatopom G, TO CEKPETHUN i ecbeMepHUi

KNoYi BUOMpaTUMYTbCA TaK, SK i paHiwe, a MoaynbHe NigHEeCEeHHs A0
cTeneHs noOTpPiGHO 3aMiHUTM Ha cKanapHun OOBYTOK TOYOoK. 3HaYeHHd
X,Y,Kasnatnmyte coboto Toukm rpynu i OyoyTb nogadi 'y BurnsAi

koopauHat. ToMy Le He 3aBaguTb cTBopwUTM Bupas K || Y, sakuin gani 1
CTaHe apryMeHTOM XeLu-pyHKLT.

3apava 26. Y craHpgapti O'zDST 1092:2005 uyudposoro nignucy
Y36ekictaHy  (http:/pki.uz/downloads/standarts/OzDSt 1092 2009.pdf)  yBeAeHa
cneuianbHa onepauis ® MHOXeHHs uucen x i y 3 napameTpom R 3a

npocTnum Mmoaynem p .

x® y=x+ (14 xR)ymod p.

Ak moxHa nomHOXMTM 100 pasiB 4mcno x camo Ha cebe 3a
aonomoro onepauil ® (tobto nigHectn go 100-ro crteneHs 4ucno x),
BUKOPUCTaBLWKN He Oinblie [ecatM MHOXEHb i OBOX AodaBaHb 3a
moaynem p ? BeaxanTte npunycTUMUMK nonepefHi obumcneHHa s p i R.

P o3B 53aHHS5 Yci pospaxyHkun BUKOHyeMo 3a mod p. 3a
O3HaYeHHAM cneviasibHOro MHOXEHHS

x® x:x—l—(l—l—xR)x:2x—|—x2R :[(xR—l—l)2 —l]R_l;
X® x® x = (2x—|—x2R)®x: 2x—|—x2R—|—(l—|—2xR—|—x2R2)x:

= R? 13 R+ 3x=[(xR+1)° —1]R" .

3okpema,
x® x@®... @x=[(xR+ D% —1r7 1.

hd

100 pasiB

OueBngHo, obuncneHHro 100-ro cTyneHa uucna x  nepenye
BU3HAYEHHS 3a po3mnpeHum anroputmom EBkniga obepHeHOro enemeHrta

R_l(modp). Yci noganblli po3paxyHKW i KinbKicTb onepawii MHOXEHHS |
Ao[aBaHHS, siKi Npu LbOMY MatoTb OYTU BUKOHaHI, 3BeeHi y Tabn. 6.1.
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Tabnuusa 6.1

OuiHka KinbKocTi onepauin npu obumncrneHHi 100-ro ctyneHs yicna

KinbkicTe | KinbKicTb
OB6umncneHHs onepauin | onepadin
MHOXEHHS | Aof4aBaHHS
z=xR—+1 1 1
22; Z4 _ (22)2; Z8 _ (24)2; ; 3
Zl6 _ (28)2; 232 _ (216)2; 264 _ (232)2
00 _ 64 32 4 0 2
[(xR+ 110 —11r~! 1 1

Taknum YMHOM, NOTPIBHO AECATb MHOXEHDb | ABa AOAaBaHHS.

3apava 27. PoarngHbTe HacTyMHUW MPOTOKOM BIiAKPUTOro poanoAiny
KIHOMIB:

e yyacHuK A BMNaaKoBO BMOMpae aBa n-6iTosi paaku k i [, obuncnioe
m =k @[ i Hagcunae m y4yacHuky B ;

e yyacHuk B Takox BunagkoBo Bubupae n-OITOBUA pPSOOK p,
obuncnioe t =m @ p i Hagcunae ¢ yvyacHuky A;

e yyacHUK A 3HaxoauUTb 3HaYeHHs » =¢ @/ i noBepTae NMOro y4yacHuky
B;

e yyacHuK A BMOMpaE SIK KoY psgok &, a ydacHuk B — psgok » @ p.

Un maroTb obmaBa yvacHuKM Ternep oAHaKoBWUIM Ko4d? Ym € npoTokon
0e3neyHmnm?

Po3B 43aHH4a. Abu yneBHUTUCH, LLO Y4ACHUKN NMPOTOKOINY OiNCHO
PO3MOAINWIAN CMINbHUIA CEKPEeT, MOKaXeMo, Wo » D p =k:

r®p=t®NDp=>1tDN®(tDm)=1Dm=k.
npOTOKOJ'I He6e3l'le‘-IHl/Il7|, OCKIiNIbKM HanagHUK MoOXXe nepexonntn pagku

m,t,r i BUBHaUMTU kNntod k =m D[ =m D (r D¢).

3apaya 28. 3Hanpitb cekpeT, po3gineHun Ha uYactuHu 3a (3,5)-
noporoeoto cxemot Llamipa, SKWO 4YacTUHM CeKpeTy ApYyroro, TPETbOro i
n’'atoro ydvacHukis (2,18), (3,2) i (5,8). Mpu posnoaini cekpety 6yno
BMGpaHo none GF'(23).

Po3B s93aHHS4. 3a (f,n)-NOPOroBoto CXEMOIO PO3NOAiNy cekpeTy
LLlamipa 4acTUHa CeKpeTy KOXHOro yd4acHuka A; MpOTOKOMy — Lie napa vucen
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(r,¢;), i=L2,..,n, pe ¢ =f(r). Wo6 BigHoBuTM cekper C,
BUKOPUCTOBYIOTb IHTeprnonauinHy doopmyny JlarpaHxa, TOo6TO
MHorouneH f(x) ctenens (¢ —1), skwit npu x;,X,,...,X, NPUAMae BiANOBIAHO

3HaYeHHs )y, Vy,...,);, BU3HA4YaETbCA 3a (POPMYIIOHO

t-1 X=X;
f=2nll -
i=0 ]ilx X

3a CXeMOK po3noainy cekpeTy MHOroudsieH noTpibHo BUbpatn Tak, Lwob
f(0)=C, Tomy 3 OCTaHHLOIO BUpa3y AiCTaEMO

C= chl, S; = Hr -

li]

OTxe, BiQHOBMMO cekpeT, 3ibpaBWwn 4YacTUHM OpPYroro, TPeTboro i
M'ATOro y4aCHUKIB NPOTOKONY
C=02S2+C3S3+05S5; Cz=18; C3 =2; Cs =8.

}/‘.
Sy =[[—L—=—D B 3 2 353 =5mod23;
el BT 5= 3-2 5-2
Sy=—2 .5 2 5 5597 = _5mod23=18mod23;

Py — 13 .r5—r3 2-3 5-3

7’2 . 7"3 _23

Ss = =-2.371.(=3)- 27" mod 23 = 1mod 23;

Py —F5 13—V - 2-53-5
C =08, +c383+¢555 =18-5+2-18+8-1=19mod 23.
PosanogineHuin cekpet — C =19.

3agaya 29. [Ins BIOHOBIIEHHS CEKpeTy, pPO34iNeHOro 3a CXeMOK
Lamipa, yotnpu nioanHun A, B, B, I' noganu cBoi YacTuHM CeKpeTy:

A— (1,4);6—(3,7); B—(5,1); T—(7,2).

Ane oguH 3 UMX NOOEen CBOK YacTUHY CEKpeTy BuUragaB HaBMaHHS,
OCKinbku BuKopucToByBanacb (2,3)-noporoea cxema Llamipa, konu cekpet

pO3noAiNsAloTb Ha TPU YaCTUHM MK TpbOMa y4YaCHUKaMu NPOTOKOMy, a Afis
MOro BiAHOBMEHHS NOTpPiOHa Koaniuis Oyab-SKMX OBOX 3 HUX. XTO BUSIBMBCS
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HeyYecHUM i ssknm ByB cekpeT? [pn po3nogini cekpety 6yno BnbpaHo none
GF(11).

Po3B ss3aHHS4. 3a (2,3)-noporoBoto CXemMor pOo3noainy cekpeTy
lLlamipa  KOXEH 3aKOHHWMA Yy4yacHWK oTpuMaB napy uucen (r,c), nge
c=f(r)=ar+Cmod p, ne C— po3gineHnin cekpeT, a = const. BigHoBUTK

CeKpeT MOXHa, KOMBIHYHUYN YaCTUHU CeKkpeTy, OoTpuMaHi ydacHukamun A i B,
abo AiB,abo AilN,abobiB,abobillL abo B i I Omke, cknagemo
BiANOBIAHI CUCTEMW NOPIBHAHDL i PO3B’SXXEMO IX.

a+C=4modl]l,
Aib — = a=7,C=8;
3a+C=7modl1

. 30 +C =7modl1,
BiB — = a=8,C=35;
15a+C =1modl]1

_ [S5a+C =1modl1,
Bil — = a=06,C=4;
|7a+C =2mod11

_ (0 +C=4modl]1,
Ail — = a=7,C=8.
|7a+C =2mod11

Mapn A i B ta A i I Bu3HavatoTb oaHakoBui cekpeT C =8, ToMy
ydacHuku A, b ta I’ neritumHi, cekpeTt Buragas y4acHuK B.

3apaya 30. YdaBiTb CXxemMy po3noiny cekpety y Burnagi
paHOOMI30BaHOro anroputMy, Ha BXi4 AKOro NofdaeTbCs CeKpeT Yy BUrnsai
6iTOBOro psAgka xOoBXMHOW [ GiTiB, @ Ha BMXOAi CTBOPHOETLCA 7 YaCTUH
S1597,...,9,, cekpety. [lpn uboMy AOnA BiAHOBMEHHS CeKpeTy MaioTb ByTu

3abpaHi pa3om yci n 4YacTuH, a 3a JONOMOrOK CYKYNnHOCTI 3 7 —1 abo meHwe
YaCTUH CeKpeT BiQHOBUTU HE MOXNMBO. BMKOpMCTaBLUM BUKMOYHO Onepawito
nobiToBOro goAaaBaHHs, po3pobiTb Cxemy, 3a sKOK MNOTPIBHO reHepyBaTy
YaCTUHW CEKpETY.

PosB 93aHHA. xe {O,l}l. Bubepemo Bunagkoso n—1 [-6iToBux

. [ . .
PAOKIB 71,79 ,...,7,,_] € {0,1} . Toai YacTMHM CeKkpeTy po3noainsaTbcs

S1=7”1; S2=7"2; ;Sn—lz’”n—l;
S, =x@r|®ry, ®...0r,_;.

Mpw Takomy posnogini §;®S, ®..®S, =x.
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TECTH

1. KpunTorpadoidHa xeLw-yHKLisa — ue
a) Giekuis; 0)iH’eKuis; B) ClOp’eKLis; r) iHwa signosigb.

2. MNpwn 36epexeHHi Ta nepenayi AaHUX 4YacTo 3aCTOCOBYIOTb X CTUCKaHHS.
Akwo Bu xo4eTe BUKOPUCTATM CTUCKAHHS pa3oM 3 LUMEPYBaAHHSAM, TO Ma€e
CeHC

a) crnoyaTky 3awmdpyBaTu JaHi, @ NoTiM X CTUCKaTW;

6) nopaaoK WNdPYBaHHSA Ta CTUCKAHHA HE Ma€ 3HAYEeHHS;
B) cnoYaTKy CTUCHYTWU AaHi, a NoTiM ixX 3awmdpysaTy;

r) iHwa signosigb.

3. Lo Ha3mBaloTb Aangkectom rnoBiaoOMIEHHNA?

a) NOBIJOMIIEHHS, WO NOJAETLCA Ha BXif XeLl-gyHKLU,T;

6) eneKkTPOHHO-LUMGPOBMI NIANNC NOBIAOMMNEHHS;

B) KOHTPOJSIbHY KOMBiHaLito OiTiB, LLO Aa€e 3MOry BUSIBUTM NOMUSIKU;
) pesynbTaT 064YNCNEeHHs XeL-(yHKLUIT;

A) WndpoBaHNin TEKCT.

4. langkecTt BUXIAHOro NOBIigOMIIEHHS BUKOPUCTOBYETLCA OS5

a) 3axXuUCTy Big, HECAHKLIOHOBAHOI 3MiHWN NOBIAOMIIEHHS;
6) 6e3neyHoro oOMiHy Krtovamu;

B) CTUCKaHHSA gaHux ansa dopmyBaHHsa ELLIMMT;

) TAaEMHOI Nepeaayi NOBIOOMITEHHS iHLLIM CTOPOHI.

5. Y yomy nosnigrae cyTb Npouecy xeLwyBaHHA?

a) WnpyBaHHSA 3a 4ONOMOro aCMMETPUYHOIo anropuTmy;

6) nigHecCeHHs TeKCTy Yy BUrNAAi Yicna y cTeniHb BiAKPUTOI EKCNOHEHTH;

B) 3acTOCyBaHHA adpiHHMX PYHKLIN ONA WndpyBaHHS MOBILOMIIEHD;

I NEepeTBOPEHHS BXiQHOMO MOBIAOMIIEHHS [OOBIfIbHOI OOBXWHWU Y
BUXiOHUIM BITOBMI psaoK PiKCOBaAHOT AOBXUHM.

6. Konisia — ue...

a) CTBOPEHHS cTeraHorpadivyHo Nporpamoro ABOX 306paxeHb, sIKi XOM i
MalTb OOHaKOBUW BWUIMS, ane B OAHOMY [MpuxoBaHa TaeMHa
iHpbopMmaLis;

6) noMmunka nNpun xewyBaHHi;

B) NPOTUPIYYS Y OKYMEHTI;

) CTBOPEHHS 3a JOMOMOrow XeL-gyHKLil 4Nns OBOX Pi3HMX MNOBIAOMIEHb
O[HAaKOBOro JangxecrTy;
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[1) BUHUKHEHHS O[JHAaKOBOTO LUMMPOTEKCTY Y pasi 3awmndpyBaHHA 0QHOro
NOBIAOMMEHHS CUMETPUYHUM LLUMPPOM Ha ABOX Pi3HUX KMoYax.

7. flka OCHOBHa NpUYNHA BUHUKHEHHS KONIi3in OS5 CTINKOT XeL-(PyHKLIT?

a) nerkictb obuncneHHa xeLww-obpasis NOBIAOMIIEHD;
6) NnapagoKC «OHS HAPOMAKEHHSY;

B) cUTyauiqa «JogvHa nocepennHi»;

) CTINKICTb XeLW-gyHKLiT 4O nepLuoro npoobpasy.

8. YoMy [OpiBHIOE MMOBIPHICTL MOSIBM OBOX OAHAKOBMX 3HaKiB y BUOIpUi 3 ¢
He3anexHnx BUNaZKoBUX 3HaKIB 71 -erfeMeHTHOro andasity?

a)l—¢“ peO0<a-n<C? 6) 1—e "!;

B)I—Ze_‘”,,u,e 0<a-n<Ct2 r)l—e_l\/;.
/=1.2

9. Aka BnacTmBiCTb KpunTorpagivyHmMx xeww-yHKUIN BKadaHa HernpasusibHO?

a) MOXIMBICTb CTBOPIOBATM AanNaXKeCTU NOBIAOMIIEHb 6€3 KNHoYiB;

6) CTiMKICTb 4O BUHUKHEHHS KOMI3iN;

B) (PYHKLIOHaNbHUW 3B'A30K MK aprymMeHTamu Ta 3HaYeHHSAMU (PYHKLIT;

) B3BaEMHO OJHO3Ha4Ha BigMOBIOHICTE MK apryMeHTaMmn 1a 3Ha4eHHSAMHN

YHKUIT;
A) CKNagHiCTb BU3HAYEHHS apryMeHTYy 3a BiJOMUM 3HAYeHHSM QOYHKL,T.

10. Aki BNacTMBOCTI NpUTamaHHi kpuntorpadidyHum xell-gyHkuiam H (M) ?

a) Aansa  Oyab-AKoro  3HadeHHa H;  xelw-pyHKUiT HEMOXXNMBO
obuucnioBanbHO edeKTUBHO 3HAWTK Take nosigomneHHs M |, ans
akoro Hy=H(M);

6) ana Oyab-sikoro noBigomMneHHs M HeMoXnuMBo o64McnioBanbHO
edektTnBHo 3HanTn H(M);

B) Ha BXid Xew-gyHKUil MOXyTb nogaBaTucs nuvwe 65okM [aHux
doikcoBaHOI JOBXMWHW;

r) Hes3anexHo Bif TOro, siKy AOBXWHY Mae BXigHe nosigomneHHs M |
[OBXWHA 3Ha4YeHHsi xew-pyHkuii H (M) 3aBxaun 6yae dikcoBaHoI;

O) 3a 6yab-aKkol OOBXMHW BXIiOHOMO MOBIAOMMEHHS 3HAYEHHS XeLll-
dyHKLIiT 06UMCOeETbCA 3a NoniHOMIanbHUM Yac;

e) ana Oyab-skoro noBidoMneHHs M| ob4uncnioBanbHO HEMOXIBO
3HaNTM iHWe nosigomneHHs M,, wob H(M;)=H(M,).
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11.Y dJomy nonsirae cCTilkicTb yHKUii XxewyBaHHa H (M) po konisii
nepLioro pogy?
a) ana Obyab-aKoro xeww-obpasdy F; NpakTUYHO HEMOXIMBO OBYMCNNTK
Take nosigomneHHs M , ans sikoro Hy = H(M);
6) akwo H(M)=H(M,), 170 M| =M,;

B) AOBXWHa xelw-o0bpady mae 6yTu (hikcoBaHOK He3anexHo Big AOBXUHM
NOBIAOMINEHHS;

r) Ansa Oyab-akoro nosigomneHHs M, NPaKTU4YHO HEMOXITUBO
obuncnutn abo nigibpatn iHwe nosigoMneHHs M,, Onsa  AKoro
H(My)=H(M,).

12. Axy BRacTuBiCTb Xew-(OYHKUiI XapakTepuadye 11 CTIMKICTb [0 KOsi3iu
apyroro poay?

a) NPaKTUYHO HeMOXXIMBO 3HaNTW Taky napy nosigomneHs M, i M,, Sk

Manu 6 ogHakoBi xeL-obpasu;
6) AKwo xeww-obpasu 0gHOro M TOro camoro MoBiAOMSIEHHS CTBOPEHI 3a
A0MNOMOrOH0 Pi3HMX XeLU-YHKLUIRN, TO Ui Xelw-o6pasn matoTb 3biraTucs;
B) MOXJIMBICTb BUMPaBNEHHS MOMUIOK MPU XeLLyBaHHI;

r) ana 6yab-Akoro xew-obpasy H; NpPakTUYHO HEMOXIUBO OBYMCIIUTK
Take nosigomneHHs M , ans sikoro Hy = H(M).

13. YcknagHeHa CTinKiCTb Xel-goyHKLUiM 00 KOSi3in 03Havae

a) cKnagHiCTb 3HaWTWM ABi Xew-(PyHKUil, 3HAYEHHA SAKUX AN MEBHUX
NoBigOMNEHb 30iratoTbCs;

6) cknagHiCTb 3HaWTW [gBa Pi3HUX aprymeHTn, Xxeww-obpasnm sKux
OJHAaKOBI;

B) BiACYTHICTb KOpensuii MiXk NOBigOMITEHHAMM Ta IX Xel-obpasamu;

) MOXMMBICTb 3MiHM AOBXUHU XeL-00pasiB ogHiel PyHKU;T.

14. Hexan kpunToaHaniTMk HamaraeTbCcs 3a BigOMUMM NOBIOOMIIEHHSAM M |
voro pavmkectom H (M) 3HanTu iHwe nosigomneHHa M', ona akoro

H(M)=H(M"). Taka noctaHoBKa 3aadi xapaktepuaye aTaky

a) nepworo npoobpaay; 6) apyroro npoobpaay;
B) CTBOPEHHS KOSi3il; r) 3a 4ONOMOrot rpybol cunu.

15. HasBiTb nNpuHUKUN aTaku Ha enekTPOHHWW UNdPOBUN MigNUc, B OCHOBY
SIKOI NOKMNafdeHo «napagoKC OHIB HAPOLKEHHSAY.

a) abpukyeTbCa 3agaHa KinbKiCTb MNoBigoMSieHb i X xew-obpasiB 3
METOI0 BifLlyKaTu 0gHaKoBi xel-obpasuy;
6) dabpukyeTbca 3agaHa KinbKicTb NOBIAOMMEHb OAHAKOBOI AOBXMHN;
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B) babpuKyeTbCa  3agaHa  KifbKiCTb  xew-obpasie  ans  ogHoro
NOBIAOMMNEHHS;

r) dabpukyeTbCa 3afaHa KinbKiCTb OAHAKOBMX Xell-obpasiB ogHOoro
NOBIAOMMEHHS 3a SOMOMOIOK Pi3HUX XeLU-(PYHKLIN.

16. Xew-goyHKUis CTBOPWOE [And NOBIAOMSIEHb OaupKecTun hikcoBaHol
AOBXWHU i3 m BiTiB. AK Ha3MBaeTbCA aTaka Ha XeL-PyHKLUit, Y XoA4i AKOT

HamararTbCa 0BYNCNNTK pm/2 MOXIMBUX XeLl-00pasiB NoBiaOMMeHb 3
MEeTOH 3HaNTWN OQHaKOBI?

a) aganTMBHA aTaka Ha OCHOBI BUOpaHOro BiAKPUTOro TEKCTY;
6) aTaka Ha OCHOBI BUBPAHOIro NG POTEKCTY;

B) aTaka Ha OCHOBI «NapagoKCy AHIB HAPOOKEHHS»;

) ataka «3ycTpiy nocepeanHi».

17. Aka MMOBIPHICTb CTBOPUTK KOMI3it0 AN igeanbHOT KpunTorpadgivyHoi xeLw-
JOYHKU,IT, AKLLO T 3HA4YEHHA MakoTb J0BXMHY 60 6iTiB?
30! 2 1 30 1
a) =g 6) —; B) —% N —o

18. 3a pgonomoroto igeanbHOi KpuntorpadiyHoi Xxeww-dyHkuii H(x) ans
NOBIOOMIIEHb $IKOI 3aBrogHO [OOBXWHW CTBOPKETLCS Xew OOBXWUHU 7.
CynpoTMBHUK HaMmaraeTbCs 3HaMTK KONI3ito Uiel PyHKUiT. AK 3anexuTb Big
n KinbKicTb cnpo®, ki BiH Mae 34inCHUTN, Wob gocartu MeTun?

202" 6)02'); 80" 1 o@lEn.

19. ®yHkuina H(M) — cTinka go konisin. Aki 3 HUWEHaBeAeHUX (YHKLIN
TakoXx OyayTb CTiikumn go konisin? CMMBON || 03Havyae KoHKaTeHauito.
a)Hj(M) = H(0); 6)Hy(M)=HM)| HM);
8) H3 (M) = H(H(M)); N Hy(M)=H(M)®H(M).

20. ins akoi 3 xew-pyHkuin H,, H,, H5, H4 napa nosigomnexs M =000
i M, =111 cTtBoptoBaTUMe KOMi3ito, AKLWO BMXigHa xeLww-pyHkuia H (M) —
CTilka o konisin? CumBOn || o3Hayae KOHkaTeHauito, |M| — JOBXWHa
NOBiOOMITEHHS.

a)H (M) =H(0);
6) Hy (M) = H(M|):
B)H3(M)=HM)DHM);
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nNHy(M)=H(MIL?2,...,
Gita).

M| —1]) (To6T0 nosigomneHHs 6e3 ocTaHHBOrO

21. Y cxemi Mepkna — [amrapga itepatvBHa  OYHKUIS XeLlyBaHHS,
OCHOBaHa Ha

a) nobiToBOMY XeLlyBaHHi;

6) No6nokoBOMY XeLlyBaHHI 3@ 4ONOMOIOK CTUCKAHHS;
B) NigCTaHOBKaX;

I nepecrtaHoBKax.

22. [lpn cTBOpEHHI [OaunmkecTy noBigoMNeHHa 3a cxemow Mepkna —
[damMrapga Ha [-My Kpoui iTepaLii 3a ZONOMOro OLHOKPOKOBOI (PYHKLT
CTUCKaHHS 06pobnseTbCA

a) BCe NOoBiAOMIMEHHS Bigpasy;

6) pesynbTaT XelWwyBaHHSA, OTpMMaHum Ha (i —1)-my kpou;

B) pe3ynbTaT XeLlyBaHHs, OTpUMaHui Ha (i —1)-my kpoui, Ta i-un 6nok
NOBIOOMMNEHHS;

) pesynbTaTtu XewyBaHHsA, oTpuMaHi Ha (i —1)-my Ta (i —2)-My Kpokax;

A) TiNbKK i -1nn 610K NOBIAOMIMEHHS.

23. FAky 3 HWKYeHaBeOeHUX Xell-qYHKLIN,
nobygoBaHnX Ha BGnokoBomy Lnadopi,

H; 300paxye giarpama Ha puc. 6.5?
» E
H.
- T a) Hy =M; | ® Ep (H;y);
M, 6) H;=Ep (M;_)® Ep (H;);
Puc. 6.5 B) Hi:Hi—l@EHi(Mi—l);

24. NepeTBOpeHHa 6Gnoka pgaHux 3a pgonomorokw  anropyutmy  MD5S
30IMCHIOETBCS 3a
a) 3a 4 payHou; 0) 3a 16 payHgis; B) 3a 64 payHau;
) KiSIbKICTb payHAiB 3anexiTb Bif JOBXWHU MOBIOOMITEHHS.

25. HaBiwo BNMpOOGHUKM NporpaMHoro 3abesnevyeHHsi Npu 3aBaHTaXXEHHI NOro
CBOIM KnieHTaM 4epe3 [HTepHeT nybnikyioTb  xew-obpasu nporpam,
oTpuMaHi 3a gonomoroto anroputmy MDS?

a) 3a Oornomoror XeLIJ-O6pa3iB KITIEHTU MOXYTb I'IepeBipVITVI CI'IpaB)KHiCTb
CaVITy, 3 AKOro BOHW 3aBaHTaXXuUnuv narui;
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6) KMiEHTM MOXYTb Yy NoAanbLIOMy 3anuTaTM OHOBMIEHHS MPOrpamMHOro
3abe3neyeHHs 3a 4ONOMOro OTpUMaHUX xew-obpasis;

B) xew-o6pa3n noTpibHi Ana ycnilwHOl akTuBaLii HOBOro NporpamHoro
3abesneyveHHs;

) KMNIEHTU MOXYTb MNEPEeBIPUTU LiMICHICTE nNporpamHoro 3abesneyeHHs
NiCns 3aBaHTaXEHH4.

26. Wo € cnineHnum gns anroputmie xewysaHHa MD2, MD4 i MDS5?

a) 4ns OOoBifbHOro NOBIOOMIIEHHS YCi anropuTMun reHepytoTb 160-6iToBui

xew-obpas;

6) Ha BXig KOXXHOrO 3 HUX MOXHa NoAaTK NuLLE NOBILOMITEHHS JOBXMHO
160 OiTiB;

B) yci onTtumizoBaHi [0 poboTn Ha komm'ioTepax 3 32-6iTOBOM
apxiTeKTypolo;

) yci anroputMn BUpobnsTb Xew-o06pas noBigoMMEHHA 3a O4HaKOBY
KiNbKICTb payHAiB;
A) y payHAi BCiX anropuTMiB 3a4igHO N0 YOTUPW NOTiYHI PYHKLI.

27. YKaxiTb rpasusibHi TBEPIKEHHA WOAO pPOOOTM anropuTMIiB XeLlyBaHHS
SHA-1 n MD5.

a) gakwo anroput™ SHA-1 cTBOpOE JanaXecT ) MNOBIOOMIMEHHS X, TO Y
pasi nogadvi Ha Bxig anroputmy MDS nosigoMneHHa y Ha BUXOAI

OTPMMAEMO OangXKecT X ;

6) HaBiTb 3MiHa ogHoro 6iTa y MNOBIAOMIEHHI, WO NOAAETbCA Ha BXig
000X anroputMmiB, MOXe CNpuUYUHUTKM 3MiHYy Oinbwe 50 % 6iTiB y
JanmxecTi;

B) Ans obox anropuTMmiB ferko BU3HAYMTWU BXigHE MOBIOOMIIEHHSA 3a
pes3ynbTy4YNM JangKECTOM;

r) iCHylOTb peanbHi YycniwHi atakM Ha kpuntoanroputm MDS5, 3a
CUEHapieM SIKUX FTEHePYTLCA Napu TEKCTIB, WO CTBOPIOOTL KOMI3ito.

28. Y ckinbkn pasiB binblue ganoxkecTiB NoBigoMNeHb NOTPIGHO CTBOPUTH,
o6 3HanTM Konisito xew-yHkuUil SHA-1, HiX y pasi nigbopy konisil xeLw-
dyHKuil MD-47?

a)y 2 pasu; 6) y 1,5 pasy; B) y 1,25 pasi.;
rNy4 pasu, n)y 5 pasis; e) y 10 pasis.
29. Aki BucnosntoBaHHA LWoao xew-gyHkuit SHA-1 € Hernpasdusumu?

a) AKWO nicnsa nogadi NoBigOMMAEHHS X Ha BXig xew-dyHkKuii SHA-1 6yge
3reHepoBaHO AanmpkecT y, TO Y pasi NogaHHA Ha BXiA MOBIAOMITEHHSA

V Ha BUXOAi BUHUKAE AanOKecCT X ;
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30.

6) 3miHa ogHoro 6iTa NOBIOMIIEHHA MOXE CAPUYUHUTK 3MiHY GinbLue,
HiXXK ofgHoro 6iTa y [OanmkecTi NOBIAOMMEHHSA, CTBOPEHOro 3a
ponomoroto SHA-1;

B) OOBXMHA OaWKeCcTy, CTBOpeHoro 3a gonomoroto SHA-1, ana Oyab-
SIKOro nosigomneHHs gopisHoe 160 GiTiB;

r) Ha Bxig anroputMmy SHA-1 MOXHa nogaBaTh TifIbKWM MOBIOOMITEHHS
poxunHot 160 BiTiB;

A) B anroputMi BUKOPUCTOBYETBCA LUMKMNIYHUA KOO BUMpPaBSieHHA
NMOMWIOK.

Aky KinbKicTb 6iTiB MICTUTUME [LOMNOBHEHHS BUXIAHOMO MOBIOOMITEHHS
AoBXnHOK 3616 OiTiB, SKLWO BOHO NOAAETHCS ANS XelyBaHHA Ha BXig
anroputmy SHA-5127

a) 32; 0) 416; B) 480; r) 512; A) iHwa signosigb.

31. KpuntorpadpiyHa  xew-oyHKUiS, WO  peanisyeTbCd  aliropuTMOM

32.

IMITO3axuULWEHOro KodyBaHHS | Npu3HadeHa Ans  3abesneyeHHs
HEMOXIMBOCTI Ans MOpYLWHWKa CTBOptOBaTU HOBI abo MoaudikysBaTu
cTapi NOBiAOMINEHHS, HA3NMBaETLCSH

a) o4HOBIYHOI XeL-(PyHKUIE;

6) xeLww-yHKUiE 3 yCKNagHEHNUM BUSBNEHHAM KOMI3iN;

B) XeL-goyHKLiE, CTINKOI 40 BUSIBIEHHSA OpYroro npoobpasy;
) KNIYOBOK XeLU-YHKLIEH.

Hasiwo NOBIAOMITEHHS nepenaceTbCs CrninbHO 3 Noro
kogoayTteHTugikaueto (MAC)?

a) ans 3abeaneyeHHss KOHMIAEeHUINHOCTI NOBIAOMMNEHHS;

6) ons KOHTPOSS UiNiCHOCTI NOBIOMMEHHS;

B) Ans 3abe3neyeHHs 4OCTOBIPHOCTI NOBIAOMIIEHHS;

) NS rapaHTin  HEMOXNMBOCTI Yy MoJanbloMy BiAMOBUTMCA Bif
aBTOPCTBa;

) ona ayteHTudikauil Jkepena noBigoMIIeHHS.

33. Aki akTuBHiI aTakn MmoxxHa BmaBUTKU 3a gonomoroto MAC nosigomMneHHA?

a) 3MiHa noBiAOMITEHHS;

6) BuganeHHsa noBigoOMISIEHHS;

B) BCTaBKa A40O4ATKOBOrO MOBIAOMIIEHHS;

) NOBTOPEHHS CTApOro NoBigOMITEHHS;

A) 3MiHa nopsaaky nepeaadi ABox abo GinbLie NoBiAOMMEHb.

34. Anroput™ HMAC — ue
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a) He3anexHun Big MNOBIAOMMNEHb anropuTM TreHepauii  KrwdiB Y
CUHXPOHHUX NOTOKOBUX LLM(paX;

6) anropuT™M BiOKPUTOro po3noAiny Knwodis, NobyaoBaHU Ha CKagHOCTI
3ajadi ANCKPETHOro norapndmyBaHHS;

B) anroputM, sikui KOMOiIHYe ©e3kno4oBYy Xell-OyHKLiI0 Ta CEeKpeTHUM
KNy | 3abesnedye UiMICHICTb, ICTUHHICTb Ta HEMOXIUBICTb
NOBTOPHOIr0 BUKOPUCTaAHHSA NOBIAOMIEHD;

) BACOKUM piBEHb AOCTYMY 0O CEKPETHOrO TEKCTY;

) MAC kogu, nobyaoBaHi i3 3acTocyBaHHAM GrI0KOBOro WMdpy.

35. 3 akoto meToto Byno pospobneHo anroputm HMAC?

a) wob 3pobuntn WBMAKICTE poboTN anroputmy 65IM3bKOK 0O LIBUOKOCTI
po6oTK BiANOBIAHOT XeL-dyHKUIT;

6) wob maTn MOXNUBICTb CTUCHYTU MOBIAOMMEHHA 6e3 BTpaTu
iHbopMmaLit;

B) 3apaan MOXIMBOCTI BMKOPUCTAHHSA CEKPEeTHMX KIoYiB Ta NPOCTOTU
poBOTH 3 HUMU;

N wWob rapaHTyBaTW ayTEeHTUMYHICTb MOBILOMIIEHHS Ta Xeperna [BOM
CTOpPOHaMm, O HE OO0BIPSATb O4HA O4HIN.

36. Ona nobygpoun HMAC nosigomneHHs M  BUKOPUCTAHO anropuTm
xewyBaHHA SHA-1:

HMAC(K,M)=SHA [(K ® opad) || (K @ ipad) || M],
ae ipad i opad — 6nokn Bugy 0x3636...36 Ta 0x5c5c¢...5¢ BignosigHo.

Aki nonepenHi po3paxyHKM MOXHA BUKOHATUM 3apaiu MPUCKOPEHHSA
obumncneHHs HMAC, skuwo cekpeTHun kntod K dpikcoBaHnin?

a) itepauii 6nokis K @ ipad ;

6) iTepauii 6rokis K™ ® opad ;
B) 0B6YNCNEHHS OaNKECTY NOBIAOMITEHHS;
N (K ®@ipad)||M i (K Dopad) || M.

37. 3a ctaHgaptom HMAC Ha BigmiHy Big ctaHgapTy MAC noBigoMneHHs

a) WngpyroThb;

6) po3buBatoTb Ha OMOKM Ta, 3a HeobXigHICTIO, OOMOBHIOWTL A0
NOTPIOHOI AOBXWUHY;

B) JOMOBHIOKTb KOHTPOSILHOIO CYMOI0;

) po3busatoTb Ha GIOKM Ta KOOYHOTb.

38. Ake 3 TBepaxeHb woao HMAC npasurnbHe?

a) onsa nobynosn HMAC BukopuctoByeTbcst RSA xelu-dyHKUIs;
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6) ans nodbygmosn HMAC noBigoOMNEHHA BUKOPUCTOBYETHCS CEKPETHUM
KSTH04, BIiAOMUM NvLLe BigNpaBHUKY;

B) HMAC BukopucToBytoTb B npotokonax SSL i TLS, wob 3abesneuntu
KOHigeHUinHICTb 06MiHY iHbopMmauieto;

r) ue MAC kogu, nobygoBaHi Ha OCHOBI ©E3KMYOBMX LUBUOKUX XElLl-
JOYHKLUIN | CEKPEeTHOro Krito4a.

39. Ha BigmiHy Big kogy BusBrieHHs nomunok (MDC) y koai ayTeHTudikauii
nosigomrieHHs (MAC) BUKOpPUCTOBYIOTb

a) XeL-PyHKLito; 6) cekpeTHUI Knioy;
B) HECEKPETHUWN KaHarl, ) NnepecTaHOBKM.

40. 3 norngagy Ha Te, wo kog MAC ta EUI npusHadveHi ans ayteHTudpikauil
NnoBiAOMNEHb, BU3HaAJTe, sKe TBEPPKEHHSA rIpasusibHO OrnUCcye IX
BiAMIHHICTb.

a) kog MAC moxHa nepeBipuUTW TifNbKW, 3HaKO4YM MOBIAOMIMEHHSA, a OnA
Bepudikauii ELIIM noTpi6eH cekpeTHUn Koy aboHeHTa, Wwo nignvcas
NOBIAOMMNEHHS;

6) kog MAC wmoxHa nepeBiputM 6e3 CekpeTHOro Knw4ya, a Aans
Bepudikauii ELIM noTpibeH BigkpuTtui knod aboHeHTa, WO nignucas
NOBIAOMINEHHS;

B) kog MAC MOXHa oTpymaTh 3a JONOMOroK CEKPETHOro Kniya, a angd
Bepudikauil EUI goctatHbo oTpumatn ceptudikaT CEeKpeTHOro
Kntoya;

rN koo MAC MoxHa oTpumMatu 3a [OOMNOMOroK CEKPETHOro KIouya,
BUKOPUCTAHOIro Ans noro reHepadii, a sepudikysatn ELIIN MmoxHa 3a
BiAOMWUM BIiAKPUTUM KItoueM abOHEHTa, Lo nignMcaB NOBiAOMMEHHS.

41. AKWwo Ha CTOPOHI BignpaBHMKaA NpuegHaTU OO0 NOBIOOMIIEHHS MOro Xelu,
3awmdpoBaHMin 3a 4OMNOMOIrod CUMETPUYHOrO anroputMy 3 CEeKpPeTHUM
KNo4YeMm, TO e eKBiBaneHTHO

a) CTBOPEHHIO eNTEKTPOHHOro LMdPoBOro Nianucy;

6) 3abe3neyeHH0 TAaEMHOCTI Nepefadi NoBiJOMNEHHS;
B) reHepyBaHHIO 0aHOBIYHOI yHKUIT;

) CTBOPEHHIO Koaa ayTeHTudikauii nosigomneHHs MAC.

42. Aki 3 HwxKYeHaBedEeHWX anropuTMiB XellyBaHHA 3acTOCOBYIOTb Mpu
BMCOKOLUBUAKICHUX OOYUNCIIEHHAX?

a) MD4; 6) MAC; B) SHA-1;
NRSA; a) RSA-OAEP; e) WHIRLPOOL.
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43.

44.

45.

46.

47.

Akol BRMacTMBOCTI He Mae B EJIeKTPOHHOro UudpoBOro nignucy
NOBiOOMIEHHA?

a) rapaHTyBaHHA OOCTOBIPHOCTI;

6) HenigpobneHocTi;

B) HEMOXXITMBOCTI NOBTOPHOIO BUKOPUCTAHHS;

) NiaTBEPIKEHHS LiNICHOCTI AOKYMEHTY;

Aa) ELN He 3MiHIOETLCA NpU 3MiHI TEKCTY AOKYMEHTA;

€) KOXHa Konist JOKYMEHTa NoBUHHA NigNnUCcyBaTUCS OKPEMO.

Y pasi npuabaHHsa MNOKynuem ToBapy Ha canTi eneKTPOHHOI Komepuii
OCTaHHIN NOBMHEH HagaTW AoKa3u TOro, WO KyniBnsa AiNcHO Bigbynacs
MDK camToM i nokynuem. HAKWOo Jna uboro 3ajiatu  efieKTPOHHUN
umMcpposmn nignuc, To HamMbINbll BaXnNMBO, WO 3a MOro AOrNOMOrok
MOXXHa rapaHTyBaTu

a) cnpaBXHICTb LMdPOBOro Nianucy;

B) LiNICHICTb 4aHUX 3 LMAPOBUM NigMNCOM;

6) cnpaBXxHicTb 3060B’A3€Hb LWOAO0 TOProBOi yroau;
) KOHIAEHUINHICTb BiOKPUTUX KIHOYiB.

Mpwn reHepauii ELM nosigomMneHHs noro ganmpkecT LWMpyeTbca 3a
A0MOMOroHo

a) BIOKPUTOro Kntoya BignpaBHUKA;
6) cekpeTHOro Knioya BignpaBHUKA;
B) BiAKPUTOrO KItoMa OTpMMYyBaYa;
) CEKPETHOro Kritoya oTpuMyBayva.

HomMy LWMPOTEKCT MOBIAOMJSIEHHS, OTPUMaHUM 3a  OOMNOMOroH
CUMETPUYHOIO LWINMPY 3 BMKOPUCTAHHAM CHIfIbHOrO CEKPEeTHOro Krwo4a
KOPUCTYBaYiB, He MOXe 3aMiHUTW eNIEKTPOHHUI NiANNC NOBIAOMMEHHSA?

a) TpeTda cTopoHa (apbiTp) He 3MOXe Ai3HaTUCH, XTO 3 IBOX KOPUCTyBaYiB
nignucas MOBIOOMITEHHS, | PO3B’sAAi3yBaTM CMNOPU WOAO ICTUHHOCTI
nignucy;

6) TpeTs cTopoHa (apbiTp) He 3MOXe OYyTU BNEBHEHOMD, O XTOCH IHLINK
He BMKpaB 3aKpUTUI KN,

B) CMMETpPIN WNdp He rapaHTye, WO NPOTAroM AOCTaTHbO [LOBrOro
TEPMiHY Takuh  enekTPOHHUA  UudpoBUMA  MIGANC  HEMOXINBO
niapobuTn;

) CEKPETHUM KItod Mae ByTn BiOKpUTUIA TpeTin cTopoHi (apbiTpy) ans
nepeBsipkM Nignucy.

Akwo Bu BBaxanTte, WO OexXTO 3aMiHMB HagicnaHe Bam 3axuiieHe
NnoBiAOMINEHHS, TO siKoto Byae Bawa gis woao 3'acyBaHHs npaBan?
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48.

49.

a) nepe.ipka TEMM NOBIAOMIEHHS;

6) nepeBipKka Yacy i 4aTn OTPUMaHHSA LWNAPOTEKCTY;

B) nepesipka undpoBOro nignucy NoBiAOMIIEHHS;

) 3BEpHEHHA [O UEHTpY cepTudikauil 3 MeTo NPUMNUHUTU  4ito
cepTudpikaty Bawloro BigkpuToro kro4a.

[MocTtaBTe y BIQMOBIOHICTE MOHATTA Ta TepMiHU, AKi Hambinbl TiCHO

3B’A3aHi 3 Mi>Xk cobo10.
1) BOASIHI 3HaKW;

2) eneKkTpoHHUIN LmpoBun
nianuc;

3) KOMBiHaUist KPpMNTOANrOPUTMIB
3 BiOKPUTUM | CAMETPUYHUM
Knoyamu ans posnoginy
KIHOMIB;

4) nepeTBOPEHHSA BIAKPUTOI
iHbopMaLii y 3akpuTy Ans
nepepgadi 1l BigkpuToo
MEpEXEI0;

a) rapaHTyBaHHSA oxepena
LUMppoBMX AaHUX;

6) BUABNEHHSA
HeCaHKLiOHOBaHOro JOCTyny
00 Konii efIEKTPOHHOro
OOKYMEHTA;

B) LWUNOPYBaHHS;

N undpoBUN eNeKTPOHHNI
KOHBEPT.

Y pasi notpebu B KpuntorpadiyHOMY MexaHi3Mmi, Wo 3abe3neunTb
LIiNiCHICTb | aBTEHTMYHICTb Baworo nosigomneHHs, Bu Bubepete

a) cteraHorpadqito;
B) npoTokon Kerberos;

0) xewyBaHHS;
) undopoBMiA Nignuc.

50. Aka nocnigoBHICTb NigNMcy nosigomMneHb 3a gonomoroto ELM?

a) cno4vaTky 064YMCNIoTb XeL NOBIAOMIEHHS | Aani xew nignucyoTb;
6) noBiAOMMEHHA crnoyaTtky WUgPYOTb, NigAalnTb XelyBaHHIO i gani

NigNUCYOTb;
B) NpW CTBOPEHHI

nignucy noBiAOMSIEHHA  LUNMPYIOTh,

a nig 4ac

Bepudikauil nignnucy ob4ncnioTb XeL NoBigOMITEHHS;
) oB4YMCroTh Xew NoBiAOMITEHHS, LWUMPYOTL NOro | Aani NigN1CcyTb.

51. HaBegfiTb HacTynHi YoTupu ail B nopagky, 3a akum Bu amoxxeTte cTBOpUTH,
a 4exTo noTiM nepesipnTy Balwl enekTpoHHMIA undpoBun Nignuc.

1 — wWundpyBaHHA Xxelwa MOBIAOMMEHHS 3a [LOMOMOroK CEeKpPeTHOro

KIno4a,;

2 — MOpPIBHSAHHSA HaZicnaHOro xewla i3 CTBOPEHMM XeLeM MNOoBIAOMITEHHS;

3 — CTBOPEHHS Xella NoBiAOMIIEHHS;
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52.

4 — poswmndpyBaHHS Nignucy 3a 4onomorow Balloro BigkpuToro Knroya.
a)4,2,1,3; 6) 1,4,3,2; B) 3,1,4,2; r 3,4,2,1.

[MocTtaBTe Yy BIiAMOBIAHICTL TWUM NiAPOOKM €NEeKTPOHHOro LmcpoBoro
nignucy i MexaHiam 1 3gincHeHHA. BBaxante, WO CYNPOTUBHUK He
BONOAIE CEKPEeTHUM KMYoM And nignucy, ane 3Hae BIiOKPUTUW KoM
BiANpaBHUKa.

Migpobka Hii cynpoTuBHWKa
a) CynpoTUBHUK po3pobnse anropuTtm,
JoyHKUIOHANbHO  eKBiBaNiEHTHUA  anropuTmy|
: ELIMT;
| — cenekTuBHa;

6) cynpOTMBHUK ONA  [aHOro  MOBIOOMITEHHS
nigpobnse nianuc;

B) CYNpPOTMBHWNK CTBOPIOE Napy «MOBiLOMIEHHS —
nignuc», WO  MNPUAMAETbCA  anropuTMOM

Bepudoikau,l.

Il — ek3ncTeHuianbHa;
[Il — yHiBepcanbHa

53. Wo 3 HacTtynHoro € nepesaroto cxemun ELIIT Ha ocHOBI kpuntocuctemum

54.

RSA Hapg EUI 3a ctanpgaptom DSS?

a) y cxemi ELIIM Ha ocHoBi RSA nignucyetbca He came NOBIAOMMEHHS, a
noro xew, a B ctaHgapti DSS uboro HenepeabayeHo;

6) nignuc Ha OCHOBI Kpuntocnctemn RSA He nigoaetbes
eK3ncTeHLUianbHin nigpobui;

B) Ha BigMmiHy Big kpuntoanroputmy DSA kpuntoanroputm RSA Takox
MOXHa 3a4igTn ONA WndpyBaHHS;

r po3mip nignucy Ha ocHoBi RSA 3asBnyam KOpOTWMW, HiIXK 3a
ctraHgaptom DSS.

(n,e) — BiOKPUTUIA KNOYM KopucTyBaya kpuntocuctemm RSA, d -
cekpeTHU kntod. [pu nignucaHHi gosrux nosigomneHb M >n BiH

cTBoptoe nignuc (M modn)d modz. Aki 3 HWKYeHaBeOEHMX TBEPMKEHb
OyayTb npasusibHUMU?

a) npu nignucaHHi nosigomneHb 3a gonomorow ELIM RSA icHyloTb
obMmeXeHHs1 Ha JOBXWHY NOBIOOMIIEHHS;

6) noBinomneHHa M i M modn matumyTb pisHi nignucuy;

B) Mpw Takin opraHisauii niannucy nerko reHepyeaTtu Pi3Hi NOBILOMMEHHS,
O MaTUMYTb O4HAKOBUN eNeKTPOHHUI Nignuc;

r) npy nignucaHHi goBrux nosigomneHb M >n nNoTpiGHO 36iNbWKUTK
BIAKPUTY E€KCMOHEHTY.
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55. Akwo aboHeHT, KM KOPUCTYETbCA Kpuntocuctemorw RSA 3 moaynem
n=55 Ta BiOKPUTOO eKCrNoHeHTOW e =3, nignuwe pgesike
noBiAOMIEHHs, Adangxect sikoro H (M) =2, To gna nepesipkn nignucy

BiH Ma€ HagicnaTtu iHWoMy aboHEHTY
a) (M,23); 6)(H (M),29); 8)(M,11);
r <M,18>; a) <H(M),19>; e) iHLa BianoBiab.

56. [NopiBHANTE YaCc BMKOHAHHA onepaudin 3 BIOKPUTUM Ta CEKPETHUM
kntoyamu B kpuntoanroputmi RSA ta EL|N RSA.

a) WnpyBaHHSA TEKCTY TpMBaE OOBLUE, HiX AelundpyBaHHS;
6) po3wmngpyBaHHS TEKCTY TpMBaE LOBLUE, HIXK LUNAPYBAHHS;
B) reHepalisa nignucy Tpueae OOBLUE, HiXXK NOro nepesipka;

) NepeBipka nignucy TpmMBae OOBLUE, HXX MOro reHepadisi.

57. 8] i S, — enekTpoHHi nianucu noBidOMNEHb my i m, BIANOBIAHO,
CTBOpeHi 3a gonomoroto anroputmy RSA. Ak cTBOpUTU €NEKTPOHHUMN
nianuc noBigoMNeHHSA mlj -mzk, e j i k — popatHi Lini 3HaYeHHs!, SIKLWO
BiJOMI fivLLIe MOOYNb 71 | BiOKPUTA €KCMOHEHTa € KpUNTOCUCTEMU?

a) (Slj -Szk)e(modn); 6) Slj -Szk(modn);
8) S;* - S,/ (modn); 1) (S; - S5)* ¢ (modn).

58. lNopisHanTe ocobnusocTi cxemun ELN Ha ocHoBi kpuntocuctemmn RSA i
Kpuntocuctemu Enb-famansa. Bubepite HerpasusibHe TBEPOXKEHHS.

a) nignuc, oTpuMaHun 3a cxemoro Enb-Mamansa, mae OBi KOMNOHEHTH, a
3a cxemor RSA — ogHy;

0) y cxemi ELI Ha ocHoBi kpuntocuctemn Enb-lamans cknagHicTb
obumcneHHs nignucy i noro Bepudikakawii oqHaKkoBa;

B) y cxemi EUI Ha ocHoBi kpuntocnctemm RSA npouec CTBOPEHHS
nignucy NoBigOMMNEHHA TpMBaE LOBLUE, HiXK NOro nepeBsipka;

r) reHepauia uudgposoro nignucy 3a cxemow  Enb-Famana — ue
paHOOoMi30BaHUKM anropuTtMm, a 3a cxemolo RSA — getepmiHoBaHUN.

59. HAka ymoBa Bepudikauil enekTpoHHOro undpoBoro nignucy <M,R,S>
3a cxemorw Enb-lamansa, akwo aomeHHi napametpu p i g, BIOKPUTUN
Kntod aboHeHTa Yy, AanaxecT nosigoMmneHHsa H ?

a) yR-gS ERHmodp; 0) gR+H EySmodp;
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60.

61.

62.

63.

64.

B) yS-SREgHmodp; r)yR-RSEgHmodp.

YKkaxiTb yCi YMOBW, 3a AKUX MOpyLyeTbca CTinkicTe ELIIT Ha oOCHOBI
kpuntocuctemn Enb-Famans. Beaxante, wo (p,g,y)— BiOKpUTI
napaMmeTpu KpUMNTOCUCTEMMW, <M,R,S> — ENEeKTPOHHUA LndpoBUI
nignumc.

a) R>p; 6) p—1>38§;

B) NapameTp g KpaTHuUN R;

NR=g; n)S=y

e) 6araTopasoBe BMKOPUCTaHHS edpeMepHOro knoya.

p=17, g=3 — pomeHHi napameTpu kpuntocucremu Enb-Iamans,
y =35 — BigKkpuTuUm Kkno4 aboHeHTa, X =35 — NOro CEKPEeTHUN KIHOM.
BubpaBwmn pangomizatop » =7, BiH nignucae nosigomneHHam M,

panoxect akoro H =9. Akum € uen nignuc?
a)(M,8,11); 6)(M,9,12); B)(M,10,13);
r) <M,11,14>; o) <M,12,15>; e) iHW BignoBiap.

Cxema Enb-Mamanga enekTpoHHOro umndposoro nignucy <M,R,S> cTana
B3ipuem ans nobynosu uwinoi ciMi  6araTo B YOMYy CXOXWMX 3a CBOIMMU
BSIACTMBOCTAMMU HLWIMX CXeM nignucy. Y HuxX nignuc BepuikyeTbca 3a
[OMOMOrol0  NMEepeBipKA  YMOBM gAyB ERC(modp), oe  Tpivka
(A,B,C) 3biraetbcs 3 ogHieto 3 nepectaHoBok uncen+H ,+R,+S npu
neBHoMy BMOOpI 3HakiB, /{ — Xel MNOBIOOMMEHHS, ) — BIOAKPUTUI KIHOY
aboHeHTa. Axumn € 3HadeHHs (A,B,C) pna  amepuKaHCbKOro
ctaHgapty DSS enekTtpoHHOro undgposoro nignucy?

a)A=H,B=R,(C=S§,; 6) A=—H, B

S, C=R;
B) A=H, B=-R,C=S, nAd=H, B=-§,

C=R.

[o ocHoBHMX HeponikiB cxemu ELIIT Ha ocHoBi kpuntocuctemn Enb-
["[amans BiOHOCATb

a) NOBINbHY LUBMAKICTb, 0COBNNBO NpW NiANNCAHHI;

0) HEOOXiAHICTb 3MiIHIOBATM CEKPETHMI KITHOY NiCASA KOXHOMo NignncaHHA
OOKYMEHTY;

B) AeTepmiHoBaHuM Tun anroputmy ELIM;

r) 3Ha4YHy JOBXMUHY NiAnucy.

Akuin anropnt™ nexmnTb B ocHosi anroputmy DSA ELM?
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a) RSA; 0) Enb-Mamansa;  B) DES; ) Hidhdi — XennmaHa.

65. Ak 3 HWxKYeHaBeOeHUX BapiaHTiB onucye B anropntMi DSA OCHOBHI
onepaduii Ha cTagil nignucaHHs noBiaoMNeHHs? BeaxanTte, WO AOBXMHA

NOBIAOMJIEHHSA MEHLLA 3a 264 OiTiB.

a) noBigoOMIMEHHA NofaeTbcsa Ha BXxig anroputmy DSA i pani ctBopeHuin
160-6iToBU  Xell MNOBIOOMIIEHHS MepefaeTbCa Ha BXig anroputmy
SHA, akun reHepye ELIIN noBigoMneHHs;

0) noBigoMneHHa nogaeTbca Ha BXxig anroputmy SHA i gani ctBopeHui
128-6iToBMIN XeLl NOBIJOMITEHHA NodaeTbesa Ha BXig DSA, akun reHepye
ELLIN noBigoMnNeHHs;

B) NOBIgOMIIEHHA NoAaeTbCcs Ha Bxig anroputmy SHA i gani oTpumaHumn
160-6iToBMn  Xewwl noOBiOOMMEHHS  BUKOpUCTOBYETbCA Ak ELLM
NOBIAOMINEHHS;

r) nosidoMneHHs nogaetbcs Ha Bxig SHA i gani 3areHepoBaHun 160-
GiTOBMA Xell NOBIAOMIEHHS nepedaeTbcsl Ha BXxig anroputmy DSA,
akun reHepye ELI noBigoMneHHs.

66. Aki 3 BigkpuTMX napameTpie (p,q,g,y) anroputmy DSA moxyTb ByTu
CRiflbHUMM NS KifTbKOX KOPUCTYBayiB 04HOYaCHO?
a) p; 6)q:; B) & rNy.

67. Yucna (p,q,g,y) — Biokputi napameTpu anroputmy DSA, uncno a-—
CEKPETHUM KoM, <M,R,S> — eNIeKTPOHHUM uundpoBun nignuc, ae
S=(H+ aR)k_1 modg, H — pangxect nNoBiAOMNEHHS. AKLWO 3aMiHUTK
OCTaHHE PIBHAHHA Ha S=(Ha—R)k_1modq, TO KOO CTaHe ymoBa
Bepudikauil nignucy?

-1 -1
a) R= (ySH g_SR mod p)modg;
6) R= (ySHg_SR mod p)modg;
| -1
B) R= (yS Hg_S R mod p)modg;

) 3anMwmTbca 6e3 3MiH.

68. Ak Ha npakTuui MOXHa NPUCKOPWUTU pearibHy reHepauito anropuTMoMm
DSA enekTpoHHOro uucpoBoro nignucy <M,R,S> nosigomneHHs M

(6es BTpaTtn CTINKOCTI)?
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69.

70.

a) Npu pPisHNX BMNAOKOBUX 3HAYEHHAX edPeMepPHOro Knw4ya k BUKOHATU
nonepeaHi 064YNCNEHHS NepPLLOT KOMMOHEHTU R nignucy;

6) Npu pi3HMX BMNAOKOBUX 3HAYEHHSAX edpeMepHoro Knoda k BUKOHATU
nonepeaHi 064YMCNeHHs ApYroi KOMMOHEHTM S nianucy;

. . -1 .
B) 3asfaneriib BU3HAYNTU 06€pHeHI 3Ha4YeHHa k& modq Ona pI3HUX

BUNAOKOBUX e(peMepHUX KIHOYIB;
) 3BMeHLWTN JOMeHHUN napameTp ¢ Ao 80 GiTis;

A) 3MiIHUTK MNOPSAOK 3BEeAEeHHA 3a MOoaynaAMu yucen p i g npu
oBuncneHHI NepLUoi KOMMOHEeHTU R nignucy.

MopisHanTe nepeBarn anroputMmie DSA i Enb-[amana enekTpoHHOro
umcpposoro nignucy.

a) posxuHa nignucy y 320 6itiB, oTpumaHoro 3a anroputmom DSA,
HabaraTo KopoTLLa 3a AOBXUHY Nianucy 3a cxemoto Enb-Mamans;

6) pobota anroputmy DSA noTtpebye Oinbworo ob’emy nam'siti, Hix
poboTta anroputmy Enb-lamans;

B) Yac obuucneHHs nignucy 3a anroputMom DSA MeHwwun, HiX 3a
anropntMmoM Enb-Iamans;

r) Ha BiamiHy Big anroputmy Enb-l"amansa B anroputmi DSA napameTp p
CTae ChninbHUM ANS rpynyu KOPUCTYBadiB, WO nocnabnse CTiiKicTb
anroputmy.

3a amepukaHcbkMMm cTaHgaptoM DSS enekTpoHHui umdposui nignuc
MOXe OyTM cdopmMOBaHO yCiMa HaBEOEHUMMW HWXYE anropyutMamu 3a
BUHSATKOM

a) ECDSA; 6) AES; B) RSA; r) DSA.

71. Crinkicte anroputmy ECDSA ocHoBaHa Ha cknagHocTi npobnemu

a) hakTopm3auii BENNKNUX Yncen 3a A0NOMOroro eninTUYHOI KPpUBOTI;
6) OMcKkpeTHOro norapmmyBaHHs y CKIHYEHHOMY MOSi;

B) ANCKPETHOrO norapngmyBaHHs y rpyni TOYOK efninTUYHOI KPUBOT;
) NepeBipHUX MaTpULb NiHIMHUX KOLIB.

72. He icHye' cyBeKkcnoHeHLiNHOro anroputmy Anst po3e’si3aHHs 3aAavi

a) hakTopm3auii BENNKNX Yncen;

6) dhakTopm3auii BENNKNX Ymcen 3a 4onoMororo eninTuYHol KpMBOI;
B) ANCKPETHOro norapndmMyBaHHS y CKIHYEeHHOMY Nosi;

) AUCKPETHOro norapndmMyBaHHSA y rpyni TOHOK eninTUYHOI KPUBOI.

73. Wo € cninbHoro B anroputmax ECDSA i DSA?

' Ha MOMeHT BUIaHHS ITI0CIOHNKA
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a) B 060x anropmMtmax nerko areHepyBaTu CUCTEMHI NapamMeTpy;
6) obungea nignucK KopoTLWi, HiX Niannc 3a cxemolo RSA;

B) Apyra KOMMOHeHTa S nignucy <R,S> B 060x anroputmax

0B4YMNCnOETLCS 3a PIBHAHHAMM, LLO MalOTb OAHAKOBY CTPYKTYPY;
) reHepyBaHHS NIiANUCIB 3a AOMNOMOMOK KOXHOro anroputMy TpuBae
AOBLUE, HIXK Noro Bepudikauis.

74. Axi BigMiHHOCTI Mix anroputmamn ECDSA i DSA Bu moxeTe Ha3BaTu?

a) anroputm DSA 6asyeTbCsl Ha CxeMmi enekTpoHHoro nignucy Enb-
Mamans, a anroputm ECDSA — Ha cxemi nignucy RSA;

6) anroputm DSA BukopuctoBye ansa xewysaHHs anroputm  SHA-1, a
anropnt™ ECDSA — anroputm SHA-2;

B) anroputMm DSA BuKOopuCTOBYE Niarpyny nNopsigky g rpynu GF*(p), a
anroputm ECDSA — rpyny TO4YOK €ninTUYHOI KpWBOI Hag nonem
GF(p);

) pisHa KinbKiCTb 3BeAeHb 3a MoAayrem npu oB4YnCreHHi nepLuoil
KOMMOHEHTN R nignucy <R,S>.

75. HasBiTb AoBXuWHY kntoya anroputmy ECDSA, npu sikomy 3abesneyyeTbes
piBEHb 3aXUCTY, eKBiBaANIEHTHUM PiBHIO, WO Aae anroputM DSA 3 knoyem
posxunHoto 1024 GiTiB.

a) 2048 6iTie; 6) 512 6iTiB; B) 320 6iTiB; 1) 160 6iTiB; Aa) 80 GITIB.
76. Kopuctyeay nignuca nosigomnexHs M 3 xewem H =4 3a ctaHgapTom
ECDSS enektpoHHOro uudgposoro nignucy 3 anroputmom ECDSA,

BMOpaBLWN eninTU4Hy |<pMByy2 =x>42x+9 Hag nonem GF(13) i
6asoBy Touky G =(1,8) nopsgky 17. 3a ymoBW, LIO 3aKpUTMI KoY
kopucTyBaya d =5, paHgomizatop k=2 , uen nignuc

a)(M,10,7); 6)(M,9,6); &)(M,85); 1r(M,7,4); n)(M,63).

77. YKpalHCbKMM CTaHOApPTOM eNeKTPOHHOro LMdpoBoro nignucy €
a) DSS; 6) FTOCT P 34.10-2001;
B) CTb 1176.2-99; r) ACTY 4145-2002.

78. Lo moxe HagaTn MOXMMBICTb aDOHEHTaM MepeXxi YNeBHUTUCS, WO ocobu
abo opraHi3auii, Big SKMX BOHU OTPUMYIOTb LUINGPOBaHI NOBIAOMEHHS,
AINCHO € TMMW, 3a KOro BoHM cebe BnaatoTb?

a) xeww-obpasun NoBIiAOMNMNEHD; 6) BiomeTpuyHI nignucu;
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B) CUMETPUYHE LUNPPYBAHHS; ) cepTudikaT Kntodis.

79. Aky 3 opraHis3auin YM yCTaHOB MOXHa BU3HAYUTU 9K HEUTpasnbHy, LWO
3acsigyye umpoBi cepTugikat Knoyis?

a)ueHTp cepTtudikauii (CA); 6) LEeHTp 3aTBEPOKEHHS KITHOUIB;
B) 30Ha aBTOpM3aUii; ) naponbHa ycTaHoBa.

80. Akun 3 HaBegeHUX MNPUHUMNIB He MNOKMNageHO B OCHOBY CTBOPEHHS
iIHppacTpyKTypu BigkpuTmx Krtodis (PKI)?

a) CEKPETHUM KIHoY BiAOMUIN NULLE KOPUCTYBayy;

0) LUeHTp cepTudikaLil cTBOPIOE cepTUdikaT BIAKPUTOrO KNoYa;

B) yCi KOpUCTYyBayi OOBIpAOTb OOMH OQHOMY i LLeHTpYy cepTuddikauii;

) UeHTp cepTudikauil niaTBepaxXye abo CnpoCTOBYE HaNEXHICTb
BIOKPUTOro Krtoya KopucTyBady, SIKMM Mae€ BigNOBIOHUW CEKPEeTHUM
KITHOM.

81. 3apaui, wo supiwye iHppacTpyktypa PKI, — ue

a) 3abesneyeHHs1 KOHMIAEHUINHOCTI Ta winicHocTi iHdopmaii;

0) 3abeaneyeHHs ayTeHTUIKaLil KOpUCTyBadiB;

B) 3abesneyeHHsa 3axucty Big DDoS aTak;

r) 3abe3neyeHHs MOXXJTMBOCTI NiaTBEPAKEHHS ain, CKOEHMUX
KOpUcTyBayamu 3 iHpopmaLieto;

4) aBTopu3aLisi cyb’exTiB.

82. B ymoBax geueHTparnisauil KepyBaHHS Kro4amMu, KOpUCTyBay Bignosigae
3a CTBOPEHHSA

a) umpoBoro cepTugikaTy BigKPUTOrO KIoYa;

6) cnncky aHynboBaHUX cepTudikaTiB BIAKPUTUX KITHOYIB;

B) BIOKPUTOrO i CEKPETHOro Krto4iB ANs aCUMETPUYHOIO WNdPYBaHHS;
) aHyntoBaHHSA LMGPOBOro cepTudikaTy BIOKPUTOro Kro4a.

83. HasBiTb cepen HwkyeHaBedeHOro [Bi KOMMOHEHTU iH(PaCTPYKTypu
BIOKPUTUX KNHOMIB.

a) NacnopTu KOPUCTYBaMIB; 6) umndposi cepTudikaty;
B) 3alLuMpoBaHi AaHi; ) UeHTp cepTudikadii.
84. LleHTp cepTudikauii knwoyis €

a) OCHOBHOK CTPYKTYpOt, Wo dopmye uUMdpoBi cepTudikatn LeHTpIB
cepTudikauil HUXYOro piBHA Ta/abo KiHLEBUX KOPUCTYBaYIB;

©) AOMOMIXKHOK CTPYKTYpOLO, WO dopMye LnppoBi cepTudikati LEHTPIB
HUXXYOro pPiBHSA Ta KiHLEBUX KOPUCTYBauiB;
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B) OCHOBHOK CTPYKTYpPOIO, WO (POPMYE Mapu CEKpPeTHUX Ta BIOKPUTUX
KIOYiB LIEHTPIB HMKYOrO PiBHSA Ta KiHLUEBMX KOPUCTYBauiIB;

) OCHOBHOI CTPYKTYpOK, WO dopmye UMGpPOBi cepTudpikaTh Tinbku
LeHTpiB cepTuUdikauil HUXYOro piBH4, ane He KiHLUEeBUX KOPUCTyBadiB.

85. BigkpuTi kntodi Ta iHWa iHdopmalia npo KopucTyBada 36epiraetbcs
LeHTPOM cepTudikauil y Burnsai

a) 3namMo3axuLLeHNX NPUCTPOIB;

0) undposux cepTudikaTiB;

B) €NeKTPOHHUX BiAOUTKIB Mapu «BIOKPUTUN KMHOY — CEKPETHUA KITHo4Y»
KOpUCTyBaya;

r) 6inetiB 3 YacoBUMM MiTKamMKn 3BEPHEHb 40 LEHTPY No iHdopmaLito.

86. 36epiraHHs1 CEKPETHUX KMOYiB TPETbOK CTOPOHOK HA3UBAETLCS

a) KN4oBo BaHKIBCLKOIO onepavui€eto;
0) xewyBaHHAM KIHOMIB;

B) AE€NOHYBAHHSAM KITHOYIB;

) pe3epBHMM KOMitOBAHHSAM KITHOMiB.

87. o 3 BuLeHaBeOeHOro He BXOAUTb A0 CKrnagy undgpoBoro ceptudgikarty
BiAKPUTOro Knroya?

a) cepiHUn HoMep; 0) iM’a BnacHuka ceptudikaTa;
B) 3aKPUTUWN KIOY; r) iM’a LeHTpy cepTuddikau,ii.

88. Mpunyctumo, WO MeHemkep Bawol KomnaHii  xo4ye CTBOPUTU
IHppaCTPYKTYpy ONA KepyBaHHA BIOKPUTMMMW KNovamMu i nepekoHaTucs,
LLIO CcuCTeEMa MOBHICTIO CTaHAapTM3oOBaHa. fAKoMy cTaHgapTy MakoTb
BianoBigaTn ceptudikaTy BIiAKPUTMUX KNHOYIB?

a) X.501; 6) X.509; B) IEEE 802.3; r) IEEE 802.11.

89. Akwo ueHTp cepTudpikauil Bngae Bam, sk kopuctyBadesi, cepTudikar
dopmaty X.509 Baworo Bigkputoro knw4va, TO Uen cepTudikar
nignucaHun 3a JonoMorow

a) Baworo BigkpuToro knwoua;

6) Baluoro 3akpuToro Kno4a;

B) BIOKPUTOrO KIitoMa LEeHTPY cepTudikaLlir;
) 3aKpUTOro Kntoya LIeHTpY cepTudikadil.

90. Ak Bwu, 3BepHyBLUIMCb OO UEHTPY cepTudikauil 3 NUTaHHSA OTPUMaHHS
cepTudikaTty OnNa  CBOro  BIOKPUTOro  Kfk4ya, MOXeTe [O0BecTu
OCTaHHbOMY, WO Bwu 3Hae 3akpuTun KoY, BigNoBigHMKA Baiwomy
BiAKpUTOMY?
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a) NOCTaBUTWU Ha 3anuTi CBiM eNeKTPOHHUA LM POBUA NIANNC, KU LLEHTP
ceptTudikauii  nepeBipUTb 3a  OOMNOMOroOK  BIOKPUTOrO  Kroua
KOpUCTyBaua;

6) 3a 4ONOMOrolo 3any4eHoro nocepeaHuka;

B) MMCbMOBO NOBIAOMWUTU LIEHTP NPO 3HAYEHHS 3aKPUTOrO KIoYa;

) 3@ 4OMNOMOIOK NPOTOKOSY 3 HYNbOBMM PO3rOSIOLLEHHSIM;

[) 3a 4OMNOMOro0 NPOTOKOMY «JIH0ANHA NocepenHi».

91. MiHimanbHa iHdopMauisa, wo mae O6yTn 3anucaHa Yy cepTudikari
BIOKPUTOrO KntoYa, — ue

a) npissuLLe, gaTa 3akiH4eHHSa dil cepTudpikara, LndpoBuin Nignuc LeHTpy
Ta Noro nowToBa agpeca;

6) npisBuLe, fata Bugadi ceptudikaTa, gaTta 3akiH4eHHA il cepTudikaTy,
BIOKPUTUI KNHOM;

B) Mpi3BuLLEe, pPONnb KopucTyBada B iHOpPMaUIMHIN CUCTEMI; CepinHUN
HOMep cepTudikaTa, BIOKPUTUI KIHOY;

) npissuLle, BIOKPUTUA KNHOY, CEPINHUM HOMep cepTudikaTa, udpoBui
NiANUC LEHTPY.

92. LleHTp ceptudpikauii aHynwe ceptudikatn doopmaty X.509 BigKpuTmx
KMNHoYiB 3a JOMOMOrOH0

a) 3HULLEHHS 3 KOMM'IOTEPHOI NaM’ATi;

6) nybnikauii y peno3unTopil CNMCcKy aHynNbOBaHUX cepTUQIKaTIB,;
B) UMPKYNAPHMX NNCTIB LEHTPY cepTudikauii;

r) o6’siBu B Npeci.

93. YaBiTb, wo 20.03.2012 p. gexTo NocTaBmB CBil €NTEKTPOHHUI LG POBUNA
nignuc nig gokymeHtom, a 22.03.2012 p. ueHTp cepTudpikauii Knwodis
aHynoBaB cepTudikaTt Moro BiAKPUTOro kntoya. lNpu akux gatax nepesipku
uen nignuc BBaXKaTUMETbCA NEriTUMHUM, AKWO cepTudikaT knoya Oyno
BugaHo 01.03.2012 p.? 3Bu4anHo, anroput™ Bepudikauil nignucy He
BUSABUB NPOTUPIY.

a) 19 ksiTHA 2012 p.; 6) 21 BepesHa 2012 p.;  B) 23 BepesHsa 2012 p.

94. Y qKin i3 cuTyauin cepTudikat BigKpuToro kntoda tpeba aHynwoBaTn?

a) knieHT 6aHKy Ha BuMoOry cniBpobiTHMKa O6aHKy MOBIAOMMB NOMY Ko
OOCTyny i naporsb, Wo 3axuwatTb noro ELMN Ha kno4oBOMY HOCIT;

6) 6aHK NOBIAOMMB CBOrO KNIiEHTA, LLO BUHUKIIM TEXHIYHI HECNPABHOCTI, SKi
nepeLLKomKann BUKOPUCTAHHIO eNEeKTPOHHUX LOOKYMEHTIB, nignucaHux
KNIEHTOM;

B) 3BifIbHMBCA BignosiganbHWN CriBPOOITHUK KOMNaHil, KM mMaB LOCTYnN
A0 CEKPETHMUX KIIOYIB;
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) BNACHWK CEKPETHOro Kritova 3reHepyBaB iHLUY KIlo4OBY napy i oTpumas
e oanH cepTudpikaT HOBOrO BiAKPUTOrO KMoya;

) cMapT-kapTka, Ha ki 3b6epiraBcs CeKkpeTHU ko4, byna ayxe
NOLLKOPKEHA BOrHEM i nepecTarna npautoBaTy;

€) NPOTAromM OCTaHHLOro Yacy BNacCHUK Kni4ya LOBro He BUKOPUCTOBYBaB
BIOKPUTUI KIHOM.

95. Akmmun  eHacnigkm BTpaTn Bawum  cniBpoBiTHUKOM  3B’A3KM
KpunTorpamgivyHmx Krodis?

a)ue nopyweHHa 6eaneky, MOTPIOHO aHynoBaTM WMoOro cepTtudikaT
BiAKPUTOrO Krto4a;

6) cniBpobITHMK MOXE BiOHOBUTU KITHOMI;

B) BiH HE 3MOXe po3LwmncpyBaTn 3bepexeHi annu;

r) iHwa signosigb.

96. Ak MoOxHa oTpumaTtn iHOpMaLUild MPOo aHynboBaHi cepTUdikaTK
BIAKPUTUX KITHO4iB?

a) nepeBipuTM cTatyc cepTudikata Yy pexumi pearnbHOro 4acy,
HaicrnasLUKM 3anuT OO LEHTPY cepTudikauil;

0) nepeBipuT™M cTaTyCc cepTudpikaTa, 3poOMBLUM  3anUT  BJTACHWUKY
BIOKPUTOrO Krtoya 3a 4ONOMOror OHManHOBOro NPOTOKONY;

B) 3BEpPHYTUCHA [0 ChUCKYy aHynboBaHux ceptudikartis (CRL), wo
HaACUNAaeTbCA LEHTPOM cepTudikauil NnpuKnagaHHAam, ae
BUKOPUCTOBYIOTLCSA CepTUIKaTK;

r) 3anutatn y BigBigyBadiB Beb-opymy, oe 06roBoptoBasiMcCa OCTaHHI
3MiHW Yy CnKUCcKax aHynbOBaHUX cepTudikaTiB 3 MOMEHTY MOro BUMYCKY.

97. ke TBEPOXKEHHS rpasusibHe?

a)y Oyob-sakoMy nMpoTOKOMi  ayTeHTudikauil KNy  cecii  3aBxau
CTBOPHETLCSH TPETLOK AOBIPEHOK CTOPOHOID;

6)y Oyab-sikoMy MpOTOKOMi ayTeHTUdikauil Knod  cecil  3aBxau
CTBOPKETLCA TifTbKM OOHUM YYaCHUKOM,;

B) B OOHMX MNPOTOKOMax ayTeHTUikauil KoY cecil CTBOPHE  LIEHTP
poanoginy kntodis (KDC), a B iHWKX — OAWH 3 Y4aCHUKIB MepeXxi;

r) y 6yab-akoMy NpOTOKOSMiI ayTeHTUIKaLii KoY Cecil 3anexiTb Big BXe
ICHYIHOUMX «CTapUX» KItOYiB, WO € B yYACHUKIB MepeXi.

98. Y gakin cnocib y4acHuKM KpunTtorpadivyHMx NPOTOKOSIB po3noginy He
MOXYTb NIATBEPAUTU HASIBHICTb Kntoya y cebe?

a) 00YMCNEHHS XeLU-KOAY Krto4a;
0) BMKOPUCTaAHHSA KItova B XeL-gYHKLIT 3 KIoYemMm;
B) WMpyBaHHA BiOMOI BESIMYMHN 3 BUKOPUCTAHHAM KIto4a;
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) CTBOPEHHSA KOMIi3il Ana XeLw-Koay Kro4a;
[) OOKa3 3 HYNbOBUM PO3rofioLEHHSAM 3HaHHS.

99. [pasunbHUMU TBEPMKEHHAMMU LWOAO MPOTOKOMY MNPOCTOr0 OHOBJIIEHHS
CEaHCOBOrO KIto4a Ha OCHOBI BUNALKOBUX YMCes €

a) B OCHOBI MPOTOKOMY NEXUTb CUMETPUYHUIA anropuUTM WINGPYBaHHS;

0) Ha nepwoMy Kpoui yyacHuK A Hagcunae ydacHuky B Bigkputum
KaHanom 3B’A3KYy BUNaJKoBe YMCHO 74,

B) Ha AgpyromMy Kpoui y4acHuk B Hagcunae sawmgpoBaHe NOBIAOMMEHHS,
LLIO MICTUTb YMCINO 74 | CBOKO YacoBY MITKY g

) yCbOro NnpoToKon noTpebye HagcunaHHA 4BOX NOBiOOMITEHD.

100. Aky 3 HaBedeHuxX CcuUcTeM ayTeHTudikauil BMKOPUCTOBYE LEHTP
posnoginy knoyis (KDC)?
a) cepTudpikaTty;
6) anroputm CHAP;

B) KOMMakTHUM Npuctpin y surnagi USB-6penoka — Security token;
r) npotokon Kerberos.

101. Po3rngHemMo npoToKon, B SKOMY y4yacHuku A i B BMKOpPUCTOBYIOTH
OOBIpeHY TpeTio CTOPOoHY T , Wob nNpoBeCcTM B3aEMHy ayTeHTuikauito i
BCTAHOBUTU ceaHcoBuin kv  Kg. [leped noyaTkoM NpPOTOKOMY

ydacHukn A i T MatoTb CifbHUIA CekpeTHUn kintod K 47, a ydacHukn B i
T — cninbHun Koy Kpp; ny i ng— BANAOKOBI Yncna, 3reHepoBaHi

yvqyacHukamm A i B BignosigHo. [lpoTokon MIiCTUTb  4OTUpU
NOBIOOMIEHHS, NepLUi TpPU 3 AKUX TaKi:
An
1. A —4_.B

B.np Kpr{An,}
2. B A A T

K riB.ng.Ks}. Kpr{AKsh. np

J.A -« T

f?
4. A - +B

fAke nosigOMNEHHS Mae oTpumatu yydacHuk B Big yyacHuka A, wob
3aBepLUNTN NPOTOKOS?

a) K 47{4,Kg}, Kging}; 6) Kprid,Kg}, Kging};
B) Kpr{AKg}, ng; r) Kg{4,K 47,np}.
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102. BusHauTte, CKiNbKM MOBIAOMIIEHb 3 MEpPLUMX TPbOX KPOKIB MPOTOKONY i3
3apaui 101, wmae ©Gauntn 3nOBMMUCHUK, WO6 3reHepyBaTtu
NOBIAOMNEHHSA, HaBedeHi y Tabnuui. [lna Bignosigi noctaBTe 3ipouky y
BiAMNOBIAHIN KNITWHI, BpaxyBaBLUW TaKy CUMBOSIKY:

0 — AKWO MOXHa reHepyBaTu MOBIOOMIIEHHSA Bigpasy, HE OTPUMYHOUU
XOOHOT iH(popMaLil 3 NPOTOKONY;

00— KOMW 3reHepyBaTu NoBiAOMITIEHHA HEMOXINBO 3a Byab-IKUX YMOB;
1,2,3 — 4KWO ANA reHepyBaHHS MOBIAOMIIEHHSA HeOobXigHO 6aunTn
BignoBiaHO 1, 2 41 3 NOBIOOMIIEHHS.

[NoBigoOMNeHHsA 0Ol 1] 2] 3|

np

K yr{ng}

K {4}, ne X — «cBixun»
ceaHCOBUN KITHOY
ny,ng,Kpr{d,Kg}
Kg{A}

103. Y npotokoni Hiaxenma — LWpeaepa ueHTp po3noainy kntouvis (KDC)

a) ayTeHTUiKye y4acHuUKIB 0OMiHY iIHGbopMmaLi€to;

6) posnoainse Kntodi cecil;

B) PpO3NoAinse BigKpUTI KoYl y4aCHUKIB NPOTOKONY;

) nepesipse cepTudikaTh BIOKPUTUX KNHOYIB yH4aCHUKIB MPOTOKOIY.

104. fka ronoBHa mMeTa nepeaadi ABOX OCTAHHIX MOBILOMMEHb Y NPOTOKONI
Hioxenma — Wpenepa?

a) ydyacHuk B xo4de yneBHUTMCS, WO YydacHUK A peanbHO Bonogie
CEeaHCOBUM Kro4eM, BUPOBMAEHUM LEHTPOM [OOBipM i BKasaHuUm Yy
KBUTKY Y TPETbOMY MOBIAOMIIEHHI;

6) LUEHTP pO3MOAiINy KMYIB Mae 3anucatM y KBUTOK CTBOPEHUN |
3aWndpoBaHMin HAM CEaHCOBUWM KIKOY Ta nepeaaTtn KBUTOK Y4YaCHUKY
A;

B) LEHTPp pO3noAiny Kn4diB xode MNiATBEPOUTU «CBIKICTb» CEaHCOBOro
Krntoya i BKasye 4ac 1oro nepepgadi y BUrmnsdi 4acoBOl MITKN Yy KBUTKY,
HagicrnaHomy y4yacHuky B;

r) ydacHuk A Hagae yyacHuky B 3awwmdpoBaHe BunagkoBe 4UCHO, siKe
TOW MOBUHEH po3wndpyBaTh i MoangikyBaTn Tak, LWo6 OBECTM CBOIO
CMPOMOXHICTb BUKOPUCTOBYBATN CEAHCOBUN KITHOM.

105. Ake TBepakeHHS Wwoao npotokony Kerberos € npasunsHum?

a) Le OBOCTOPOHHIN MPOTOKOM PO3N0oAiny Krtouis,;
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0) ue npoTokon, siknn peanidye cxemy Liddi — XennmaHa BigkpuToro
pO3noainy Krkouis;

B) Le MNPOTOKON pO3MoAdifly Kr4diB, OCHOBaHWUA Ha CUMETPUYHUX
Kpuntocnctemax;

r ue npoTOKON ayTeHTudpikauil KopucTyBadiB 3a pgonomororo SMS-
NOBIAOMINEHb.

Cepegep —1 106. VYkaxitb, 3a sKot0
ayTeRTH®IRATIT Ceprep BH1a4I | yeproto B32EMOZj0Th
" (AS) KBHTKIB (IGS)|  yyachmkn npoToKony

Y] 3 Kerberos (pnc.6.6)

0 a)4,2,3,6,1,5:

2 | 6) 5,3,6,4,2,1;

1 B) 6,4,2,1,5,3;

Kaient C 5 Ceprep S r) 3,6,4,2,5,1.

Puc. 6.6

107. Axi ocHOBHI BigMIHHOCTI npoTokony Kerberos Big npotokony Higxema —
Lpenepa?

a)y npotokoni Kerberos 36inblueHa KiNbKiCTb MOBIOOMMEHb, WO
nepecunarTbCA MK KINIEHTOM | cepBepoM ayTeHTudikau,l;

6) Ha BigMiHy Big npoTokony Hiaxema — Wpegepa y npotokoni Kerberos
KOpuUCTyBa4yeBi BUOAETLCA MNEpPBUHHE MocBigYeHHs (kBUTOK — Ticket
Granting Ticket) ona goctyny 4o MepeXeBuX pecypcis;

B)y npotokoni Higxema - Lpeaepa nependayvyeHa CUMHXPOHi3aUis
CUCTEMHUX TOOVMHHUKIB  y4YacCHWKIB  MPOTOKOMY, a Yy NpPOTOKOSI
Kerberos — Hi;

r) y npotokoni Higxema — Lpenepa nependayveHi TexHiYHi 3axoam npoTu
aTakm MeTo4oM MOBTOPEHHS ceaHCy, a npoTtokon Kerberos uin aTaui
nerko nNigaaeTbCes.

108. 3 akoi npuunHm y npotokoni Kerberos 3actocoBaHi CUCTEMHI rOAUHHUKMN
y4aCHUKIB NPOTOKONYy?

a) onsa 3abeaneyeHHst HaQiNHOrO 3B’A3KY;

6) onNa KOPEKTHOro BM3HAYEHHS1 TepMiHYy Ail KBiTKIB Ana [ocTtyny Oo
MepeXeBnUx pecypcis;

B) ANSA reHepauii BeKkTopa iHiuianisadii, noTpibHoro ans wudpyBaHHS
KIHOMIB;

) ANs BU3HAYEHHS ONTUMAarbHOIO pPeXumy LWNgpyBaHHS.
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109. 3a A0MNOMOror acUMeTPUYHUX KSTtodiB OKpIM BUKOHaHHS

KpunTorpagivyHnx onepauin

a) KepytoTb CUMETPUYHUMMU KITHOYaMK;
6) 30epiratoTb KItoui;

B) reHepyoTb HOBI CUMETPUYHI KITHoui;
) BIQHOBMIOKOTL CTapi KItoui.

110. Y qkmx kpuntorpadidHnMx MNpOTOKOMax WNOro yyacHukM BUPOBRSOTb

111.

CMifibHUN cekpeT SK oyHKUio Big, iHpopmau,il, WO BHOCUTHCA KOXHUM 3
HUX, NPU LbOMY HIXTO Hanepe BU3HAYMUTU CMiSIbHUN CEKPET HE MOXe?

a) NPoTOKOMax TPaHCNOPTYBAHHS KIHOYIB;
6) NPOTOKONax OHOBEHHS KItOYiB;

B) NpoTOKOoNax 0O6MiHy KNHoYiB;

) NpoToKoMax po3pobKM NOXiGQHOro Krio4a.

AKMM  puU3NK BMHUMKAE B Mepexi npu opraHisadii  wundpoBaHOro
NMUCTYBAHHA MK KOpUCTyBadaMu, SAKWO B 3afisHIn  KPUNTOCUCTEMI
NPUHLMNOBO HEMOXITMBO BUKOPUCTATM YCi MOXIMBI KMOYi 3 KNKOYOBOro
npocTopy?

a) Hebeaneka NOBTOPEHHS KItOYiB; 6) CKOPOYEHHS AOBXMHU KITHOYa;
B) KONi3is KITouiB; ) nosBa cnabkux KIioudiB.

112. Hexan 3awmndpyBaHHS/po3wndpyBaHHs 34iIMCHIOETLCA 3a 4ONOMOroH

CUMETPUYHOrO CEeMaHTMYHO CTIMKOro wmndpy 3 KNo4Yem OOBXUHOW [
6iTiB. baHk xo4e po3ainuTK KN4 Ha 3 YacTuHU p;, p, i p; Tak, Wob

po3wndpyBaTM MNOBIAOMMIEHHS MOXHa Oyrno TiNbKA NpU HaABHOCTI
Byab-AKMX OBOX 3 UMX YacTuH. [0nda upboro 6aHk reHepye napu 6iToBmx

papkis (k, k') i (ky,ky ) 3 ymooo k ®k' =k i k, ®k, =k

[OBXWHA KOXKHOMO 3 psigkis ki, k; ,k,,k, popisHioe [ GiTiB). SIK GaHKy
1K1 5 K25 K7

pO3NO4INUTL Ui YaCcTUHK, WOO KNy po3wndpyBaHHS BigHOBMOBABCS
TiNbKM 3 ABOX Oydb-AKMX YacTWH, a ofHa YacTuHa KoY  He
BigHOBMNtOBana?

a) p =(ki.ky), py=(ki,ky), py=hy';
6) p, = (k.ky), pr=(ki k), p3 =y ;
8) p = (ki.ky), pr=k's py=hy';

r p=k,ky), py=0k' k), py=ky;
n) py=(ki,ky), py=(kyky), py =1y
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113. o6 posginutn
cekpeT 3a (3,5)-noporoeoto
cxemoro LUlamipa, BubpaHo
AEesKNN MHOIO4YSIEH
yv=f(x) Hag  nonem
GF(139), rpadik skoro
nogaHo Ha puc. 6.7. YHomy
OOPIBHIOE Lien cekpeT?

a) 30; 0)40; B) 50;
r) 60; a) 80; €)90.

114. [llpotokon LWamipa

po3noainy cekpeTy

115.

a) OCHOBAHUMN Ha MOXNUBOCTI BIAHOBUTWU MHOIOYNEH 7 -ro CTerneHsa 3
koediuieHTamu i3 nonst GF'(p) 3a Aoro 3HaYEHHSIMU Y 1 TOYKaX;

6) OCHOBaHUN Ha MOXMMBOCTI BIAHOBUTU MHOMOYNEH #1-r0 CTENeHsa 3a
MOro 3Ha4YeHHaAMU y 1 + 1 Touu;;

B) A03BONsiE NobyayBaTtu (¢,7)-NOPOroBy CXeMy;

) po3bmBae cekpeT Ha n 4YacTUH Tak, WO MOro BigHOBIIEHHS MOXIMUBO
nuule 3a yMOBM, O BiJOMi 3HAYEHHS BCIX YaCTUH CEKpeTYy.

fAka 3 HueHaBedeHWX CXeM He BiOHOCUTBbCHA OO0 CXeM po3noginy
cekpeTty?

a) cxema Hidpdpi — XennmaHa;
6) (¢,n)-noporosa cxema LLlamipa;
B) BEKTOPHA CXeMa, OCHOBaHa Ha BUKOPUCTaHHI TOYOK BaraTtoBUMIpHOro

npocTtopy (cxema bnekni);
r) cxemMa, OCHOBaHa Ha KMTaWCbKi TeopeMi Npo ocTadi.

116. PapmaueBTUYHA KOMNaHIA BUpilWIMNa 3awmdgpysaTn peuenTtypy HOBUX

nikKiB 3a [OOMNOMOrod CUMETPUYHOro WUdpy, a CeKPeTHUN KoY
pO34innTU MiXK rofloBHUM (papmaLeBTOM, ABOMa MOro 3acTyrnHUKamMu Ta
n’'saTbMa oICHUMKM Knepkamn Tak, Wwob BiQHOBUTU CEKPETHUI KITOY 3Mir
abo cam ronoBHun apmaueBT, abo, SAKWO CBOI CEKPETHI YacTuHu
ob®’egHaloTb, OOMH 3acTynHUMK Ta [OBa kKrepku, abo Tinbku AOBa
3aCTynHUKK, abo TinbkM MATb KMepkiB. AKWO Taky cxemy posnoginy
cekpeTy po3rnsgatm sk cxemy(5,16) LUWamipa, 10 sk Mae OyTtn

PO34iNeHnn cekpeT MiXK CniBpobiTHMKAMN KOMMaHii?

a) 6 YyacTuH — ronoBHOMY papmaLeBTy, N0 3 YAaCTUHU — 3aCTyMNHUKaM; No
1 YacTuHI — Knepkawm,;

6) 3 YacTuHM — ronoBHOMY hapmaueBTy, MO 2 YaCTUHU — 3aCTyMNHUKaM;
no 1 YacTuHI — Knepkaw;
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B) 16 4acTuH — roriloBHOMY dhapmaueBTy, No 5 YaCcTUHU — 3acTynNHUKaM;
no 1 YacTuHI — Knepkaw;

r) 5 4YacTuH — ronoBHOMY (bapmaueBTy, N0 3 YAaCTUHU — 3acCTyMHUKaM; No
1 YaCTUHI — Krepkam.

117. 3a (k,10)-noporoeoto cxemoto LLlamipa po3noainy cekpeTy 3HayeHHst k
MOXKe 3MiHIoBaTuHCA

a)Bin 10 npo 10+ k; 6)Big 2 no 9; B)Bia 2 0o 10; r)Big 10 oo 10%.

118. [loBegeHHS 3 HYNbOBUM PO3rofioLLIEHHSAM MOXHA BUKOPUCTATH K

a) cxemy po3noainy Kriouis;

6) cxemy ooBeadeHHs LiniCHOCTI iHdopMaLiT;

B) CXemy igeHTudikauil Ansa iHTepakTMBHOI CUCTEMU AOBELEHHS;

) cnocid JOBECTU HEMOXITMBICTb NepexonsieHHa nepeaaHol iHopmadlii.

119. Y npoueci OOBEOEHHS 3 HYNIbOBUM PO3rofioWEeHHAM OAWH YYaCHMK
NepeKoHye iHWOoro y

a) HEMOXNUMBOCTI NepexonuTu nepenaxy iHgpopmadii;

6) HagIMHOCTI MexaHi3my 3aKpuUTTa NnepenaHoi iHdopmau,i;

B) KOPEKTHOCTI CBOro TBEPOKEHHS, BiOKPMBAOYM BUKIKOYHO WOMY, SIK
napTHepY, BCi KPOKN [OBEAEHHS KOPEKTHOCTI TBEPIKEHHS;

) KOPEKTHOCTI CBOro TBEPXKEHHS, HE HaJal4uM TOMY XOOHOI iHpopMmaLil
npo Te, YOMY L& TBEPOKEHHSI KOPEKTHE.

120. Y npoToKosi JoBedeHHS 3 HYTbOBMM PO3roSfioLLEHHSIM, OCHOBaAaHOMY Ha
3agadi npo isomopism rpacis

a) obmaBa ydacHUKM NMPOTOKONY 3HaKTh ennepis UnMKn y rpadax;

6) obuaBa y4acHMKM NPOTOKOMY 3HAKTh raMifnibTOHIB LUKIT Y rpadpax;

6) obngBa y4acHMKM NPOTOKOMY MOXYTb OBuYMCroBanbHO egeKTUBHO
po3B’A3aTn 3agady po3nisHaBaHHSA i30Mopdi3my rpadis;

B) NuLLE OAMH 3 YY4aCHUKIB NMPOTOKONY MoXe obuncnioBasibHO e(PeKkTUBHO
pO3B’A3aTh 3aga4y po3nidHaBaHHS isoMopgiamy rpadis;

) OOMH YYaCHUK NEPEKOHYE IHLLIOro, WO rpadu iSOMOPQoHI.

121. YKaxiTb KpOKM i3 CXeMW [OOBeLEeHHA 3 HYSIbOBUM PO3rOSIOLLUEHHAM,
OCHOBaHOI Ha CKIagHOCTi 3afadi Ha MOLWYK ramMisisTOHOBOrO LMKNY Y

rpadi.
a) y4acHuk A reHepye BMNagKoBY NnepecTaHOBKY BepLUVH y rpadi;
6) yyacHuk A reHepye BUNagKoBun rpado;

B) ydacHuK B Hagcunae yyacHuky A BUNagKoBY NepecTaHoBKY;
) yd4acHuK A Hagcunae yd4acHuky B raminbTOHIB LMK y aedakomy rpadi.
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122.

Haragaemo, wo notpeba y TpeTi JOBIPEHiN CTOPOHI (LEeHTpi A4oBipKu) €
He TifIbKN Yy TPUCTOPOHHIX MPOTOKOSIax PO3NoAiny KIrio4iB, OCHOBaAHMX Ha
CUMETPUYHUX Kpuntocuctemax. LleHTp cepTudpikauil BIOKpUTMX KtodiB
OS5 acuMeTpUYHOI KpunTorpadii TakoxX noTpebye OoBipeHOro cepsepy.
Big3Hayte nopibHoOCTi Ta BIAMIHHOCTI MK UMMW AgBOMa CXemMamMun 3
nornagy BUKOPUCTaHHA OOBipeHUX cepsepiB. Ong signosiai nocraeTe
NOTPIOHI BYKBM @) — XK) Y KNITUHM Tabnuui.

[JosipeHa TpeTs cTopoHa y IHdppacTpykTypa
NPOTOKONax 3 CUMETPUYHMUMU | BIAKPUTUX KIHOHIB
KpMnTocuctemamm

KoHdigeHUINHICTb

LlinicHicTb

KopucHicTb

PiBeHb JoBipK

123.

124.

a) 30epirae OOBroCcTpOKOBI CEKPEeTHi KIoYi ONS KOXHOro KopucTyBada
cucTemu;

6) 30epirae nuwe BIOKPUTI KMOYi KOpUCTyBadiB, SKi HEe NOTPebyoTb
3axuUCTy;

B) CepBep Hagcurae Kopuctysadam 3aimdpoBaHuii CeaHCOBUI KIHOY,;

) He NnoTpibeH 0bMiH Kntoyamn aboHEHTIB 3 cepBepOM,;

) 0OCTyn OO0 cepBepy nuue And OTPUMAaHHSA KIYiB ONA NepeBipku

€NeKTPOHHOro nianucy.
€) JoBipa Oo cepBepy;
€) 4OCTYN OO0 CepBepy Ha noyaTKy Ta NPOTArOM CeaHcy 3B’A3KY.

Ao niogvHa nignucana enekTpoHHUM ULMdpoBUM JOKYMEHT 3a YMOBMU,
L0 BOHA He O3HauomseHa 3 Moro 3MicToM, To Taka moaudpikauia ELTI
Ha3nMBa€ETbCA

a) [OKa3oM 3 HYNbOBUM poarosfiowleHHsaM;  6) cninum ELMMT;
B) 3alLUMpoBaHMM MigNUCOM; ) Mackolo.

ABOHEHT B BMKOPUCTOBYE ANSA €NeKTPOHHOro Nignncy OKYMEHTIB CXemy
RSA 3 Bigkputum kntodem (n,e) i cekpeTHUM kntovem d . Mpunyctumo,
wo aboHeHT A xoye, wo6 B nignucaB nosinomneHHa M, He
O3HaWOMMBLUUCbL 3 KNOro 3micToM. 3rigHO 3 NPOTOKOSIOM CHhinoro
umdpoBoro nignucy aboHeHT A BUOMpae BUNAOKOBY BENWYUHY 7 3
ymoBoto HCHO(n,7)=1 i Hagcunae aboHeHTy B 3HauyeHHs

X=r°Mmodn. Toi nignucye t =X modn oTpMMaHe
noBigoMneHHsa i noseptae noro aboHeHTy A. Ak gani aboHeHTy A
3HaANTN enekTPOHHUI nignuc S nosigomneHHs M ?
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1

a) S = (rt)_1 modn; 6) S=rt modn;
B) S =7 ltmodn: r) S =r’tmodn;
o) S= r 12 modn; o) S = r2tmodn.

125. MNpoToKkoNn enekTPOoHHNX NnaTtexis 6a3yTbCcs Ha

a) rpynosomy ELIIT;

6) YacoBuxX MiTKax nnaTexy;

B) 4OBEAEHHI 3 HYJIbOBUM PO3roSIOLLIEHHAM;
) LMPOBOMY KOHBEPTI;

A) cninomy ELIM;

€) XeLli enekTPOHHNX rPOLLEN.

126. MeTa kpunTorpagiyHoro 3axmcTty enekTPoHHMX rpoLLEN

a) IX OTOTOXXHEHHS 3 6e3roTiBKOBMMU rpoLLInMa;
6) 3abe3neyeHHs aHOHIMHOCTI NOKyNUS;
B) 3abe3neyvyeHHss HEMOXINBOCTI NOBTOPHOIO BUKOPUCTAHHSA rpoLUEN;
) yBeAEHHSA NMepcoHanizoBaHUX MeXaHi3MiB MOMOBHEHHS €NeKTPOHHOro
raMaHLs;
[) yBeOeHHsT OOMEeXeHHs1 pOo3Mipy  eNneKkTPOHHOro ramaHus  Aans
3anobiraHHA iHNAL,T.

127. KpunTtorpadiyHmin npoToKos, WO Aa€ 3MOry ABOM MOro yyYacHukam, SKi
He [OBipAlTb OAWH OAHOMY, 3reHepyBaTW CNINbHUA BUNALKOBUW
PiBHOMMOBIpHICHMI BiT, Ha3MBa€eTbLCS

a) NPOTOKOSIOM 3 HYJTbOBMM PO3rOSIOLLEHHSIM;

6) NPOTOKOSTIOM YECHOro O6MiHY;

B) CXEMOI pOo3rojiny cekpeTy;

) NPOTOKOMNOM NiAKMAAHHSA MOHETW NO TenedoHy.

128. [NapameTpn NPOTOKOMY nNiAKWOAAHHA MOHETUM Ha OCHOBI AUCKPETHOro
norapudma: p — BENuKe NpocTe YNCro; g — TBIPHUWA ENeMEeHT rpynu

GF*(p). YyacHuk A HaBMaHHs Bubupae umcno x € GF(p) i obumcnioe

y=g"modp. BusHauTe oOCTaHHIl YETBEPTWIi KPOK HaBEOEHOro

NPOTOKOSY:

JJ

1. A B

biT C=0, axmo 3moragka "x - napHe",
A 01T C=1, Axmo 3moragka "x - HenapHe"

X

3. A +B

4 ?
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a) y4acHuk B Bu3Havae x = gy mod p i nepeBipsie ymoBy x = y;
6) yuacHuk B BusHauae y' = g* mod p i nepesipse ymosy ' # y;
B) yuacHuk B BusHauae y' = g mod p i nepesipsie ymosy ' = y;

r) yyacHuk B BusHauae g'=(3") " mod p i nepesipsic ymosy g'=y'g.

129. Hexan y npotokoni npus’asku go 6ity P; — iMOBipHiCTb TOro, Lo

YYaCHUK, KA NigKnoae MOHETY, 3MOXe 3MIHUTM BubpaHuni GIT nicns
OTPVMMaHHA [orafkv Bif iHLWOro yyacHuka; P, — iMOBIpHICTb TOro, Lo

YYacCHUK, SIKMA Bragye, 3Moxe AidHatuca 3HadeHHsa 6ita, BubpaHoro
iHWMM y4acHMKOM, We [0 ob6’'aBu cBOEi aoragkn; P; — iMOBIpHICTb

BMOOPY  y4yacHMKOM, WO nigkngae MoHeTy, 6ita «1» wopasy npwu
nigkugaHHi  MOHeTWU. YKaxXiTb rpaeusibHi TBEPOXKEHHS Woao  UumX
IMOBIPHOCTEWN.

a)Pp—>0,P,—>0, P;=1/2;

6) P, —>1/2, P, >1/2, Py=1/2;
B) P, —>1, P, —>1, P3y=0;
rnP—0,P—>1, P=1.

130. YcTaHoBITb  BIgNOBIOHICTE MK KpunTorpadiyHuMn npumitmBaMmn |
METPUKOIO IXHIX NapameTpiB 6esneku.

| — 6rnokoBuN WINAP; a) OOBXWHA KIoYa;
Il — xew-doyHKUIs; 6) ooBXuHa ganaXecTy;
Il — HMAC; B) AOBXMHA LUMGPOTEKCTY.

131. Ynopsagkyute HaBefeHi wundpn y BiANOBIOHOCTI 3 MOTYXHICTHO IXHLOrO
KNKOYOBOro MNpoOCTOpYy, MOYMHAKYM 3 LWMPY 3 HAUMEHLLUOK KifbKICTHO
KntodiB. 3a HeobXiaHICTIO BBaXkanTe, WO BUKOPUCTOBYETLCS YKPAIHCbKUMN
andasir.

1. 3DES 3 Tpboma kntodamu ky,ky, ks;

2. AES i3 cTaHgapTHMM HanbinNbLWNM 3a PO3MIPOM KITHOYEM;
3. lWWndpp BixkxeHepa 3 nepiogom rammn 16 6yks;

4. RSA-1024;

5. DESX.

a) 3,5,2,1,4; 6) 5,3,1,4,2; B) 1,3,5,4,2; r)1,5,3,2,4.
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132. 3'egHanTe nHiIAMM noAaaHi
BiANOBIAHMMN  anropuTMamm
nigaarTbCs UMM aTakam.

ATaka Ha OCHOBI
BIOKPUTOroO TEKCTY

ATaka Ha OCHOBI
BUOpaHoro
BiKPUTOro TEKCTY

ATaka Ha OCHOBI
BUOpaHoro
LWNJPOTEKCTY

ATaka «4onoBikK
nocepeaunHi»

ATaka i3 cninbHUMm
Moayrnem

133. Po3ginite  onepauil a)

Yy J'IiBOMy cToBMUi TUMK KpuUntoatak 3

abo

X),

pexmmamu

LLO

LWNdPYyBaHHSA,  LWO

Cxema [icdi—

XennmaHa

—_——— e e ——

—_—————————_—_ e ————

OpgHopasoBum
ONOKHOT

BMKOHYIOTbCS MpPU  OOMiHI

3almdpoBaHMMM | NigNMCaHUMKN NMOBIAOMITIEHHSAMU 3a gornomoroto PGP,

Ha Ti, WO

| — 30INCHIOITBLCA TiNTbKM HA CTOPOHI BiANPAaBHUKA;
[l — 30iNCHIOOTBLCS TiNbKM HA CTOPOHI OTPUMYyBaYa;
| — 3gincHoTLCS 0bomMa cTopoHaMy;

IV — He BMKOHYIOTbCS XXOLHO 3i CTOPIH.

a) reHepyBaHHA BUMagKOBOIo KJ1ko4a,

6) ooCcTyn 4O 3aKpUTOro KIoya;
B) AekoMnpecis 3a gonomoroto anroputmy ZIP;

) BU3HAYEHHS Xel-06pa3sy NoBiAOMIEHHS;
A) OOCTyn OO0 BiAKPUTOrO Krtoua;
€) BU3HaYeHHA BiOKPUTOro Krkoda nepeTtBOPEeHHS Ha OCHOBI

Krnto4a OTpMMyBauya;

BiAKPUTOro

) BU3HAYEHHS BiOAKPUTOro Kritoda NepeTBOPEHHS Ha OCHOBI BIOAKPUTOro

Knoya BignpaBHUKA;

3) BepudikaLia cepTudikaTy BIOKPUTOro Kro4va BignpaBHUKA.
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PO34iNn 7. NIPABOA YA HENPABOA?

BubepiTb npaBunbHy BiANoBIab.

TBEpOKEHHSA

[MpaBga

Hi

Akwo E, — 6nokosuit wndp, TO HacTynHa cxema

WwndppyBaHHA 6e3nedHa npotn ataku 3 BuBpaHUM
BIAKPUTUM TEKCTOM: NS WndpyBaHHA NOBIAOMIIEHHSA
M , BignpaBHMK wWKdpPYe BunagkoBe uucro I 3a

ponomoroto 6rnokosoro wudpy E, Ha knoui K Ta
obuucnioe kpuntorpamy Ey (r)®@ M

[MpaBoa

Hi

[lexTo reHepye BIiOKPUTUMA Ta CEKPETHUM Krtoui ANs
kpuntocuctemm RSA i nybnikye BIiOKPUTUIA KIHOM.
Liboro goctaTtHbo, Wo6 BiH Mir Hagicnatn 6ygb-komy
HaginHO 3alndpoBaHOro nucTa

[MpaBga

Hi

eHepauis Benuvkoro o6cAry SKICHUX  KNodiB - €
OCHOBHOK NpobnemMoto WngpyBaHHSA 3a AONOMOro
OAHOPa30BOro WNdpyBanbHOro 6G1I0KHOTY

MpaBna

Hi

BukopnctaHHA y cxemax erieKTPOHHOro LmMgpoBoro
nignucy KpuntorpadivyHUX anroputmis 3 BIAKPUTUM
Kno4yem go3sonse 3abe3neynT LinicHICTb AOKYMEHTa
Ta ineHTugikysaTtu ocoby, Lo noro nignucana

[MpaBoa

Hi

Wndgpp Lesapa Bpasnueui [O artakm Ha OCHOBI
BiZJIOMOrO BIiAKPUTOro TEKCTY

[MpaBga

Hi

KntovoBun npocTip agiHHOro wundpy ckrnagaetbcs 3

332 Pi3HMX KntodiB (andaBsiT — ykpaiHCbKNin)

[MpaBga

Hi

Axwo Bigkputomy Tekcty HELOIIA  Bignosigae
wngppotekct TAPAAH, To ona 3awmdpyBaHHA He Mir
BMKOPUCTOBYBATUCSA apiHHMIA Wndop

[MpaBga

Hi

Y gaKkocTi knoYa wndpy Xinna moxHa subpatn oyab-
AKY KBagpaTHy MaTpULo 3 HEeHYJTbOBUM
AeTepMiHaHTOM
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MpaBna

Hi

CyyacHi KpunTtorpadiyHi NPUMITUBU MaKTb
NPOTUCTOATM BIiAOMMM aTakamM Ha OCHOBI BigOMOro
BIKPUTOro TEKCTY, @ He aTakaM Ha OCHOBi BMBpaHoro
BiAKPUTOrO TEKCTY

MpaBna

Hi

[ns npoBefeHHA aTak Ha OCHOBI MOBGIYHMX KaHanis
NOTPIOHO 3HATU BIAKPUTUIA Ta CEKPETHUN KO

MpaBna

Hi

ICHYIOTb JOCKOHaNo CTivKi Wndopun

[MpaBga

Hi

OCHOBHUI HefoNiK aCUMETPUYHUX KPUMTOCUCTEM —
HM3bKa  LWBMAKICTb  BUKOHAHHA  LUMppYyBanbHUX
onepauiu

[MpaBoa

Hi

Mpn obuncneHHi MAC nosigoMneHHa Haa3BuYanHO
Ba)XXNMBO 3aCTOCOBYBaTW pPaHOOMI30OBaHUA BEKTOP
iHiLiani3auil, HenepeanbdavyBaHMin 3TIOBMUCHUKOM

[MpaBoa

Hi

[MoTpinHe nocnigosBHe LWKUMPYBaHHA 3a A0NOMOrok
OZHOro M TOro X camoro wudpy 3 pisHUMU KrnoYamm
3aBxgM Mae bBinblly CTiKKICTb, HIXK OgHOpasoBe
LWNdpyBaHHA LM LWINGOPOM

[MpaBga

Hi

[MoaBiHe nocnigoBHE 3aCTOCYBaHHA OHOIO W TOro X
camoro wudgpy 3 PpPIiSHUMKU KNKoYamMn  HegouinbHe
BHACMIQOK 3arpo3v MNPOBEOEeHHA aTaknm  «3YyCTpiy
nocepeaunHi»

[MpaBga

Hi

"eHepaToOp ncesgoBUNaaKOBUX BiToBUX
NOCnigOBHOCTEM MOXE MNPOUTU NeBHUM  Habip
CTaTUCTUYHUX TECTIB, ane BUSIBUTMUCHA HESAKICHUM 3
TOYKM 30pYy KpunTorpadivyHoro 3axmcTy iHpopmau,ii

[MpaBoa

Hi

Llo® npoBectTn ataky «3ycTpid nocepeanHi»
HeoOXigHO MaTU napy  «BiOKPUTUMA  TeKCT —
BiANOBIAHUN WM POBAHUN TEKCT»

MpaBna

Hi

ATaka «3ycTpi4y nocepeauHi» BiOHOCUTbLCA OO aTak 3
Ha OCHOBI BiJOMOIO BiOKPUTOrO TEKCTY
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MpaBna

Hi

AES - 0OnokoBui LWMGP, OCHOBaHWW Ha Mepexi
dencrens

[MpaBoa

Hi

KinbkicTe payHgis ctaHgapty AES-128 popisHioe 14

[MpaBoa

Hi

WndpyBaHHa 3a pgonomoroto anroputmy 2-DES
CYTTEBO BinbLU CTiKe, HiXXK 32 AONOMOIoK 3BMYaNHOIO
DES

[MpaBga

Hi

Kpuntocuctema 3-DES 3 gBoma pisHUMM Krovamum
CYTTEBO CTilKila, HiXX KpunTocuctema 2-DES

[MpaBga

Hi

CknagHicTb noBHoro nepebopy kntouie AES-128, vy

272 pasiB binbLue HiX y BMNagKy NoBHOro nepebopy

KntodiB kpuntoanroputmy DES

[MpaBoa

Hi

Kpuntocuctema DES mae 32-payHOooBYy CTPyKTypy
dencrens

[MpaBga

Hi

3awmndgpysaHHa Bigkputoro Tekcty 000...00 3a
gonomoroto anroputmy DES 3 Oyab-skum  knioyem
nepeTBoproe noro y wndgposaHun tekct 000...00

MpaBna

Hi

MeTa WwnpyBaHHA Ta KOgyBaHHSA iHopMaLil 3aBXaun
Pi3Hi

[MpaBga

Hi

AKLWO noBiAOMNEHHS nignucaHe 3a JONOMOroK CXemMu
EUM RSA, 1O AOna nepesipku nignucy nOTPiOHO
nigHecTn nignuc Oo cteneHa € (3a mogynem N), ge
€ — BiOKpUTa eKkcnoHeHTa aboHeHTa, SKMK nignucas
OOKYMEHT

[MpaBga

Hi

36inbleHHs OOBXMHM  MOAYNSA  KpUNToanroputmy
RSA 3 1024 6it po 2048 6iT NOOBOKE KiMbKIiCTb
onepadin, NoTpidbHUX Ans noro akropmuaadii

[MpaBga

Hi

Bpasnueoto Ao atak 3a nobGiYHUMKU KaHanamMu € nuie
Kpuntocncrtema RSA

[MpaBoa

Hi

AKWO enekTpoHHUM uMdpoBMA NigNUC peani3oBaHo
Ha ocHoBi anroputMy RSA Ta xew-cyHkuii SHA-1, T0
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yCi NpoTOKONW, Ae 3adiaHuK Takui nNignuc, MOXHa
3namartu

MpaBna

Hi

Beaneka LWNppyBaHHSA 3a [0MOMOror
kpuntoanroputmy RSA  6asyetbca Ha  3agaudi
ONCKPETHOro norapugMyBaHHS

[MpaBga

Hi

Akwo n=77 — mogyne RSA, To 5 — npunyctume
3Ha4YeHHs BIOKPUTOI €KCMOHEHTU

[MpaBoa

Hi

Kpuntoanroputm DES y pexumi OFB MoxHa
3aCTOCOBYBaTU ONS reHepauii raMm ons noToKOBOro

lmndpy

[MpaBoa

Hi

Cuctema EUI rapaHTye HEMOXNMBICTb BiAMOBU Bij
aBToOpCTBa

MpaBna

Hi

WndgpyBaHHsa 3a OOMNOMOrow  KpUNTOCUCTEM Ha
OCHOBI eninTUYHUX KPUBUX MEHLL e(EeKTUBHO, HiX 3a
aonomoroto kpuntocuctemn Enb-amans

[MpaBga

Hi

Konisia — ue cnabkicTb wudpy, saKka nonsarae y Tomy,
WO WKPPYBaAHHA PI3HMUX BIOKPUTUX TEKCTIB 3
BMKOPUCTAHHAM pPi3HUX KIHOYIB MOXe MpuBecTn Ao
OLHaKOBOro LWMGPOTEKCTY

MpaBna

Hi

3amictb kpuntoanroputmy DES y AKoCTi cyyacHoro
cTaHgapTty LUNPPYBAHHSA CLWA obpaHo
kpuntoanropnt™ RIJNDAEL

[MpaBga

Hi

KinbkicTe cnabkux kntoyviB AES-128, AES-192 i AES-
256 popisHioe 16, 24 i 32 BianoBiAHO

[MpaBga

Hi

X-509 — cTtaHgapT, Wo Bu3Havae dpopmaTt gaHUX Ta
po3noginy  BIOKPUTUX  KMOYIB 3@  LOMOMOrOH0
cepTudikaris 3 €NEeKTPOHHMMN umMdppoBnumMM
nignucamm

MpaBna

Hi

Anropntmn AES i RSA MOXyTb BMKOPUCTOBYBaTUCS
Ana wudpyBaHHA eneKTPOHHOI MowWTW nigBuLLEHOT
KOHpigeHuinHocTi (PEM)

313




[MpaBga

Hi

Kpuntoanroputm RSA — gockoHano CTikni wundop

[MpaBga

Hi

MoxxHa nobyaysaTu noniandasiTHUA LWNGP HA OCHOBI
KifTbKOX MOHOangasiTHNX

[MpaBga

Hi

LLndp ogHopasoBoro 65I0KHOTY € CTiMKMM NPOTU aTak
Ha OCHOBI BIOKPUTOrO TEKCTY, HKWO Yy CeKperTi
3bepiratoTb MOro KMwdi, WO MalTb BUNAAKOBUN
XapakTtep Ta piBHOMipHU po3noain

[MpaBga

Hi

Axkwo knoy wngppy DES abo wudcdpy AES gicHo
BUMNALKOBUN, HIKOSIM HE BUKOPUCTOBYIOTLCH NOBTOPHO,
| TPMMaEeTbCA B cekpeTi, To obuasa wudpn € CTiKUM
NPOTU aTak Ha OCHOBI BIAKPUTOrO TEKCTY

[MpaBga

Hi

Y Bunagky ©OnokoBoro wudgpy i3 CTPYKTYpPOIO
dencrens npoueaypu 3awmpyBaHH4 Ta
poswndpyBaHHsa (NporpamHe 3abesnedyeHHss abo
anapaTtHuK 3acib) HiYMM He BigpPI3HATHCA

MpaBna

Hi

MpoTtokon Aicpdi — XennmaHa pearnisye enekTpoHHUN
uncpoBMin Nignnc, ane He Tak epekTUBHO, Sk RSA

[MpaBoa

Hi

ana obuncneHHa xew-obpasy noOBIAOMIIEHHS 3a
AONOMOrol  KpunrtorpadgivyHol  xew-yHkuii  SHA-1
NOTPIOEH CeKpPeTHUM KoY

[MpaBoa

Hi

AnNroput™M XelyBaHHs, PEKOMEHOOBAHUIN Yy CTaHOapPTI
enekTpoHHoro uudposoro nignucy DSS, cTtBOpioe
OanmKecTn, AOBXMHA SIKMX OopiBHIOE 128 6T

[MpaBga

Hi

[na 3abe3nevyeHHs OOHAKOBOI CTIMKOCTI AOBXWHA
KMNHOYiB KPUNTOCUCTEM 3 BIOKPUTUM KntoveM mae 6ytu
HabaraTto OiNbWO, HIK Yy KAKYIB  CUMETPUYHUX

lwndopis

[MpaBoa

Hi

Crtinka OO BIOHOBMNEHHs  Apyroro  npoobpasy
KpuntorpadivyHa xeLw-gyHKLis 060B’I3KOBO € CTINKOIO
[0 Konisin

[MpaBga

Hi

MNpotokon Higxema — Llpenepa aBTeHTUdikauil Ta
0OMiHY KnrYamMu BUKOHYETbCA 3a M'SATb KPOKIB
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MpaBna

Hi

Mpotokon KERBEROS BpasnuBun p[o artaku
«J0anHa rnocepenmuHi»

MpaBna

Hi

Y npotokoni KERBEROS w4acum Bcix knieHTiB Ta
cepBepiB CMHXPOHI30BaHi

[MpaBga

Hi

Mpotokon KERBEROS BigHOCUTBLCS 4O NPOTOKONIB 3
apbiTpaxem

[MpaBga

Hi

Akuwo ocoba xoue oTpumaTtn cepTudikat BiAKPUTOro
Kno4ya y LeHTpi cepTuduikauii KrodiB, TO LEHTP Kpim
cepTuikaTty nepegae i Konitdo CBOr0 CEKPETHOro
Kntova

[MpaBoa

Hi

MoXMBO TaK poO34ifinTU CeKpeTHY iHdopMaLito MixX
aboHeHTammn A, B i C, wo napu y4acHukie A i B abo
A i C 3MOXyTb NOro BigHOBUTK, a Napa y4yacHuKiB B i
C abo nooguHui yvyacHukn A, B i C He 3MOXyTb
OTPMAaTU XKOAOHOI iIHhopMaLlil PO cekpeT
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