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CIIUCOK CKOPOYEHD

0T — InTepuer peueii (Internet of Things);

LAN — mokampHa Mepexa (Local Area Network) — mepexa, 1o
3a3BUYail TIOKPUBAE BIJHOCHO HEBEIMKY TEPUTOPiI0 abo
HEBEIIMKY TpyIty OymiBenb (0ynanHOK, odic, Gipmy);

M2M — Texuomnoris Mixk MammuHHOT B3aemoii (Machine to machine);

MAC — azgpeca ympasiiHHas qoctynoM a0 cepenopuma (Media Access
Control);

MAN — wmiceka mepexka (Metropolitan Area Network) — o00'eqaye
OKpEMHX KOPUCTYBauiB Ta JOKAJIbHI MEPEX1 B MEKAX MICTa, €
Mepexkero 3a po3mipamu Oinbinoro, Hik LAN, ame meHmioro,
Hi>K WAN;

MEMS — TexHoOrisl BUTOTOBJICHHS MIKPOEJIEKTPOMEXAHIYHUX CUCTEM
(Micro-Electro-Mechanical Systems);

PAN — nepconanbHa mepexka (Personal Area Network) - ne mepexa,
noOy/1oBaHa ""HaBKOJIO" JIFOAUHU;

WAN — rinobanbHa wmepexa (Wide Area Network) — mnos'azye
KOPHCTYBadiB Ta MEPEXKi, pO30CEPEPKEH] Ha BiJICTaHI COTCHB
Ta TUCSY KIJIOMETPIB;

WPAN - GesnporoBa nepconanpHa mepexa (Wireless Personal Area
Network);

WSN — 6e3aporoBa ceHcopHa meperxka (Wireless Sensor Network);

AIIT — ananoro-nudpoBuit mepeTBoproBay;

EPC — enexrpopyiiiina cuna;

MCE-T — MixHapOJIHUIi COI03 EIEKTPO3B'A3KY;

ITHBEC — mneperBoproBad HEEIEKTPUYHOI BEIUYMHU B E€IEKTPHUYHHUI
CUTHAJI.



BCTYII

JlocuTh Ba)XKO 3HAWTH B HaIlll Yac JIOAUHY, SKa HIYOrO HE 4Yyya IMpo
Internet of Things (IoT, Iatepuer pedeit). ¥ 3acobax macoBoi iHpopmarii
TOBOPSTh PO MAaOYTHIO TEXHOJIOTIYHY PEBOJIOIIIO, SIKa TOPKHETHCA BCIX 1
3MIHUTH Hallle KUTTS B TiMl )K€ Mipi, SIK MOsiBa TejaeOayeHHs, epCOHATBHUX
KoMIT'foTepiB abo mepexi InrepHer. Ha BiamoBimHi 3amutu B IHTEpHETI
BHUCBITUTHCS BEJIMKA KUTBKICTh TIOCHJIaHb Ha 1H(GOpMaIiiiiHi mKrepena. OmxHak
OlmpmricTe 3 WX  IHQoOpMamiHUX  Kepenl €  (uTocodChKOro,
KOHIIENTYaJbHOT0, a00 HAayKOBO MOIMYJISIPHOTO HAIpaBJICHHS 1 3 TOTJISAY
(axiBLIB y TEXHIYHIA Tamy3l € MajJolHPOpMATUBHUMHU. Y TOM K€ yac,
BU3HAIOYM TEPCIEKTUBH PO3BUTKY «IHTEpHETY peuein» y 0araThbox CBITOBUX
BUIIIMX HABUAJILHUX 3aKjajax, 1 B YKpaiHi TaKOX, BIJKPWIMCS OCBITH1
nporpamu 4M creriaiizaiii nos’si3ani 3 [oT.

B ocHOBy HaBualibHOro MoOCiOHMKAa MOKJIAaAeHO pobory [1] Ta Kypcu
JEeKIid, 10 YUTaloThbcs aBTopamMu y  JlepkaBHOMY  YHIBEPCHUTETI
«KuToMHpchbKa TOJITEXHIKA» HaBUAJbHI JUCHUIUIIHU «ApXITEKTypa Ta
TexHoJjorii [oT».

IIpu dopmyBaHHI 3MICTy HaBYAJIBHOTO MOCIOHUKA BPaxOBaHO, IO Psi
NUTaHb IO CTOCYIOThCS 3 Ta 4 pO3MUTY CTYIAEHTH MPOXOAATh Ha IHILIUX
JTUCHMIUTIHAX, TakuX sK: «KoMI’ roTepHi Mepexi», «be3npoToBi Mepexi» Ta
«XMapHi TEXHOJIOT11», «CUCTEMU IITYYHOT'O THTEJIEKTY».

BupanHs € HaBYaJbHUM 1 aBTOPM HE MPETEHIYIOTh HAa HAYKOBY
HOBHU3HY BUKJIQJICHUX Y HAaBYAJIbHOMY MOCIOHHUKY IMOJO0KEHb. Y Cl 3a1103UYEeHI
€JEMEHTH MaloTh BIAMOBIIHI MOCHJAHHS y TeKcTi. OIHaK aBTOpamMu Oyja
IpoBeieHa KpoIiTKa poOoTa Mo cUcTeMaTu3allii Ta ajanTtailii HaBYajJbHOTO
Marepialy Ta BHUKIAQJICHO PSAJ OCOOMCTHX JYyMOK, SIKIi MOXYTb OYyTH
IpeMETOM HAyKOBOi JAUCKYCii. YcCi 3amepedyeHHs, BHUSBICHI HEJOJIKH Ta
MPOIO3UIIIT I[0/I0 3MICTY MiAPYYHHUKA, TPOXAHHS HAMPABIISITH HA €JICKTPOHY
nomrTy: pulekoigor@gmail.com.



1. 3BATAJIBHI BIJOMOCTI PO IHTEPHET PEUEH

1.1. Konnenmist Ta mousitrs Intepuery peueii (107T)

KOHIEILIS (8ix nar. conceptio — ocsiraTy, crpuiiMaTi) — cucTeMa
MOTJISA/IIB, TIOHATh MPO TI YW 1HII sBHUIMA ab0 MPOIECH, CIOCIO IXHBOTO
PO3yMIHHS, TIIyMadeHHS; OCHOBHA 171es OYy/b-sKOi Teopii, TOJIOBHUHN 3a1yM;
171es1 91 TUTaH HOBOT'O, OPUTIHAJIFHOTO PO3YMIHHS; KOHCTPYKTUBHUMA TIPHHITUII
XYJI0KHBOI, TEXHIYHOI Ta 1HIIMX BUIIB TisSIbHOCTI [5, 6].

VY mupokoMy CeHCl, 3riHO 3 HAaHOUIbII MOMUPEHUM (HOPMYITIOBAHHSIM,
Intepner peueit (anria. Internet of Things, IoT) - xonuenuis
oOuncoBaIbHOI Mepeki (PI3MuHUX TpeaMeTiB  («pedei»), OCHAIICHHX
BOY/IOBaHUMH TEXHOJIOT1SIMHU TSI B3a€EMOJI1i OAMH 3 OJHUM a00 3 30BHINTHIM
cepesioBuIlieM [7], AKa pO3IIIsiAa€ OpraHizailil0 TaKuX MEPEX SK SBHIIIE,
31aTHE TepeOyayBaTU €KOHOMIYHI Ta CYCIUIbHI MPOIECH, 110 BUKIIOYAE 3
YaCTHHM JIiH 1 orepariiid HeoOXiAHICTh yJacTi JroauHu [8].

Ils1 xonuemiisi Oyna chopmynroBaHa B 1999 poil sk OCMHUCIEHHS
MEPCIEeKTUB IIUPOKOr0 3aCTOCYBAaHHS 3aCO0IB PalovuacTOTHOI 1IeHTU(IKaIT
JUISL B3a€EMOJIIT (PI3MYHUX MPEIMETIB MK COOOIO 1 3 30BHIIIHIM OTOYEHHSIM.
HanoBueHnHs koHientii «IHTepHETY pedei» pi3HOMAHITHUM TE€XHOJIOTTYHUM
3MICTOM 1 BIPOBAKEHHS MPAKTUYHUX PIIICHB IS 11 peanizallii moYrMHa4u
3 2010-x pokiB BB@XA€ThCS CTIMKOI TEHJCHIIE0 B 1H(GOPMAIIMHUX
TexHojorisix [8], mepm 3a Bce, 3aBISKH TOBCIOAHOTO IOIIUPEHHS
0€3I[pOTOBUX MEpEeX, MOSIBU XMapHUX OOYHUCIEHb, PO3BUTKY TEXHOJIOTIH
MDKMaIIuHHOI B3aeMo/iii (Machine to machine (M2M)), mo4yaTky akKTHBHOTO
nepexoay Ha [Pv6 1 ocBo€HHS MpOrpaMHO-KOHPITYPYEMUX MEPEXK.

Takosk, KOHLIENIIis iepeadaydae, 1mo IHTepHET pedelt 37aTHUM cepilo3HO
BIUIMHYTH Ha PO3BUTOK CYYaCHOTO CYCIHUIbCTBA, OCKIJIBKH JO3BOJIUTH
OaratboM MporiecaM Bi0yBaTUcCs 0€3 y4acTi JIOJUHHU.

Jlns mpakTUyHO1 peasizalli KOHIEMIIT BCl HAaBKOJUIIHI MPEAMETH 1
OpUCTPOi  (IOMAIllHI TpUJIaad 1 TOCYd, OJAr, MPOJYKTH, aBTOMOOLII,
IPOMHKCIIOBE OOJIaJHAHHS Ta 1H.) MOBUHHI OyTH 3a0e3MeueHi MiHIATIOPHUMU
11eHTUDIKAIMHUMU 1 CEHCOPHUMH (JaTuvkaMu) MpucTposiMu. Tomi mpu
HAsBHOCTI HEOOXITHUX KaHaIB 3BSI3KY 3 HUMH MOXHA HE TUIbKU
BIJICTIITKOBYBAaTH IIi 00'eKTH 1 iX MapaMeTpud B NPOCTOpi 1 B Haci, aiue 1
KepyBaTU HUMH, a TaKOXX BIPOBA/KYBATH 1HPOPMAIIIIO MTPO HUX B 3arajibHy
«PO3YMHY TUTAHETY».

VY 3araibHOMY BUIJISIAI CYTHICTH IHTEpHETY peueil Moxe OyTH 3BeJeHa
y BUTJISA1 CUMBOJIIYHOT (POPMYJIH:



®i3nyHi 06'ekTH + ineHTUGIKATOP, CEHCOPW, KOHTPOSIEPU, BUKOHABYI NPUCTPOI +
IHTepHeT = loT

To6To, Oyab-sixka cucrema loT ckimagaerbest 3 HaboOpy (i3UUHUX
00'eKTIB, KOXKEH 3 AKUX:

MICTUTh 1I€HTU(IKATOP, IO OJHO3HAYHO 1ACHTH]IKYE (I3UUHUAN
00’ €KT 4M HOTO CEHCOPH;

MICTUTh CEHCOp (JaT4MK), M0 BHUMIPIOE OYIb-IKHi (Gi3WIHUN
napameTp, 1/a00 BHUKOHaBYMH MEXaHi3M, IO CIPalboOBYE BiJ OyIb-sSKOTO
(b13UYHOrO MapameTpa;

MICTUTh MIKPOKOHTPOJIEp, IO 3ade3reuye 30ip JaHUX 3 CEHcopa ix
aJlanTariio A nepeaadi mo Mepesxi Ta/abo 1HTEIeKTyalbHICTh;

Ma€e MOXKJIMBICTh KOMYHIKalli yepe3 IHTepHeT abo OyAb-fKOi 1HIIOI
MEpEexi.

VHikansHuM acniektoM [0T, B TOpIBHSHHI 3 1HIIUMU MEPEKEBUMU
CUCTEMaMHM, OYEBUJIHO € HAABHICTh MHOKUHM (PI3UYHHMX peyel 1 MPUCTPOIB,
BIJIMIHHUX B1J] OOUHCIIIOBAJILHUX MPUCTPOIB 1 MPUCTPOIB OOPOOKH TaHUX.

Tobto, dakTuyHo [HTEpHET pedel - 1ie riodajdbHa MEpeka CEHCOPIB
(maTumkiB), KOMIT'tOTEepiB (OOYMCIIOBAYiB) 1 BHKOHABYMX IPUCTPOIB
(akTyaTopiB), IO 3BSI3YIOTHCS MiXK COOOH 3 BHUKOPUCTAHHSM 1HTEPHET
npotokoiny IP (Internet Protocol) Ta 31aTHa HagaBaTH MOCIYTH JIFOJICTBY.

BBaxkaerbcsi, 1mo IHTEpHET pedeil TIPYHTYEThCA Ha mMpboX 0A308UX
npunyunax [2]. Tlo-mepime, TOBCIOAHO TIOMIMPEHY KOMYHIKAILIHHY
1HppacTpyKTypy, Mo-Apyre, riodalbHy ieHTUdIKAIII0 KOXKHOr0 00'eKTa 1,
MO-TPETE, MOXKJIUBICTh KOKHOI'O 00'€KTa BIAMPABJIATH 1 OTPUMYBATH JIaHI 3a
JIOTIOMOTOI0 TIEPCOHAILHOI Mepexi abo Mepexi I[HTepHer, 10 sKOi BiH
11 IKJTFOY €H U

DyHnoamenmanvHuMuy xapaxmepucmuxamu Ilnmepnemy peueii €:

— B3aemoszeé’azanicms. Bcl mpuUCTpoi B3a€EMOJIIOTH udepe3 riao0albHy
a00 nokanpHy 1HGPACTPYKTYpY 1HGOPMAIIHHOTO OOMIHY.

— Cepsicu, opienmosani Ha npucmpoi. [HTEpHET peuenr 3IaTHUN
3a0€3MEeYUTH CEMAHTHUYHY Y3TO/KEHICTh MK (IBUYHUMHU 00’ €KTaMu
peanbHOTO CBITY 1 iX 1H(GOPMAIITHUM TOJIaHHIM Yy BIPTyaJIbHOMY MPOCTOPI 1
00’eqHaTH (H13UYHI TPUCTPOI 3 YpaxXyBaHHIM MPABUI 1 OOMEXKEHb.

— I emepoeeHHzcmb ITIpuctpoi B IoT HeomHOpigHI 3a BU3HAYEHHSAM 1
MOXXYThb HaJeXaTH PI3HUM MEpekaMm 1 amapaTHUM Iuiargopmam, 110 HE €
HEPEIIKOI00 /10 B3a€EMOIII.

— Jlunamiunicms. CTaH IPUCTPOIB 3MIHIOETHCS MOCTIMHO: BKIIOUCHHS 1
BUKJIFOUCHHS, KOHTEKCTHA 1 TEXHOJIOT1YHA 1H(OpMAIlisi, BKIOYAIOUNA MICIEe
po3TantyBaHHs 1 MBUJKICTh. KUTBKICTh MIIKJIFOUEHUX MTPUCTPOIB TAKOK MOXKE
IUHAMIYHO 3MIHIOBATHUCH.



— Macwma6bnicms. KuTbKICTh IPUCTPOIB, K1 OyIyTh «CIUIKYBaTUCS 1
OTPUMYBATH KEPYIOUHI BILJIUB B ICCSITKH Pa3iB MEPEBUIUTH KUIBKICTh BY3JIIB
B MOTOYHINA Mepexi [HTepHer. O4eBUIHO, MO KUIBKICTh KOMYHIKAIH, SK1
MOXXYTh OyTH 1HIIIIIOBaHI MPUCTPOSMHU, PAJIUKAIBHO MEPEBUIIUTH MOXKIUBE
YHUCJIO 3’€/IHaHb, 1HIIATOpPAMU SKUX BHUCTYMNAIOTh JIOAW. TOMYy Ha TepIIni
MJIaH BUXOJATh MUTaHHS IHTEPIpeTaiii AaHWX, 3 METOI IX MOJAIbIIOTO
3aCTOCYBaHHS.

HaiiGinpir  BaXJIMBUMHU — BIAMIHHOCTSIMU  [HTepHeTy pedeil BiA
icHyto4oro [HTepHeTy Jitoje €:

- (okyc Ha peuax, a He Ha JIOJUHY;

- 1CTOTHO OUJIBIIIE YHCJIIO ITIAKIIOUYEHUX 00'€KTIB;

- ICTOTHO MEHII po3MIpu OO'€KTIB 1, SK TMPaBUIO, HEBUCOKI

IIBUJIKOCTI TIepeayl JaHuX;
- (¢okyc Ha 3UuTyBaHHI 1 00poOIIl 1HPOpMaIlii, a HE HA KOMYHIKaIIIX;
- HEOOXIAHICTh CTBOPEHHSI HOBOI IHPPACTPYKTYPH 1 aJIbTE€PHATUBHUX
CTaHJIapTiB.

Konuenmiss wmepexx HacrynHoro mnokodiHHS NGN nepenbavania
MO>KJIMBICTh KOMYHIKaIlil mojaen (0e3nocepeaHbo ado uepe3 KOMI'IOTEepH) B
Oynb-sKUil yac 1 B Oyab-sikii Toulll npocropy. KoHueniis IHTepHeTy peueit
BKJIIOUAE 111€ OJIMH HAMPSIMOK — KOMYHIKaIlisl Oyab-sSKUX IPUCTPOIB ab0 peueii
(puc. 1.1).

Komymnikartii B Oyab-sikuii gyac

- i 4ac pyxy ‘
- B HOUi - Ha BYJUII1
- HeM - BIOMA
. )
- OUIS KOMIT IoTepa Komysikarii
B OyIb-sIKOMY MicIi
- MDK KOMIT FOTEpaMH
- MK Jr0/IbMH (0€3 KOMIT FoTepa)
Kowmynikarrii - MK JIFOJIBMH 1 IPUCTPOSIMHU
6y,Z[L-SIKI/IX HpI/ICTpOiB - MDK NPUCTPOSIMU

Puc. 1.1. HoBuii HanpsIMOK KOMYHIKaIli#, 1110 peali30By€E€ThCs
[aTepuerom peueit (xepeno: MCE-T Y.2060)

1.2. IcTopis po3Butky loT

Konnenmisi «IHTepHeTy pedei» € JOCHUTh HOBOKO 1 1ii icTopis
po3BHUBaiach (PaKTUYHO HA MPOTSI31 OCTAHHIX TPHOX JACCATUIITh.
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BBaxaerbcs, 1m0 mnepury B CBiTI [HTEpHET-pid CTBOPUB OAMH 3
po3poOHukiB mpotokony TCP/IP Jlxon Pomkm B 1990 pomi, xomm BiH
MIIKIIOYUB 0 MEPEXi CBIM TocTep. Aise Tibku B 21 CTOMITTI B 3B'I3KY 3
OypXJIUBUM  PO3BUTKOM  1HQOpPMALIHHO-KOMYHIKAI[IHHUX  TEXHOJOTI1!
chopmyBanacs konterniis [oT 1 oTpuMana cBo€e mpakTUIHE BTIJICHHS.

besnocepenuno konnemniis Internet of Things i Tepmin 11 Hel Brepiie
Oynu cpopMysIbOBaHI 3aCHOBHHKOM JIOCIHIIHUIIbKOI rpynu Auto-ID (anr:m.)
npu MaccauyceTrcbkoMy TexHoJoriyHoMy 1HCTUTYTI KeiHom EmrTonom
(aarm. Kevin Ashton) [1] B 1999 pomi Ha mpeseHTarii juisi KepiBHHUIITBA
kommanii Procter & Gamble. YV mnpesenrarnii po3moBimanocst mpo Te, K
BCEOCSDKHE BITPOBAKEHHS 3aco0iB pazgiovactoTHoi imeHTudikarmii (RFID)
3MOK€ BHJIO3MIHUTH CHCTEMY YIPABIIHHSA KOPHOPATHUBHUMH CHUCTEMaMU
NOCTaBOK Ta JI03BOJIMTH MOPaxXyBaTH 1 BIJICTEKUTU TOBapU 0€3 JIHOJCHKOTO
BTpPYyYaHHS.

Hami y 2000 poui komnanis LG mnpeseHTyBajia NepliMid y CBITI
xonommibHuk LG Internet Digital DIOS 3 moctymom no Iareprery [2]. ¥V
ObOMY  pOLl 3’SBWJIKCS 1 TEpIIl MPOsIBU po3podisieHoi kommaHiero HP
KOHIemIIi BcenpoHukHoi komm'torepusanii (Cooltown): HP Labs - cucrema
OOUYMCITIOBAIBHUX 1 KOMYHIKAIIMHUX TEXHOJIOT1M, SIKI B MOEAHAHHI OJUH 3
OJIHUM CTBOPIOIOTH MIJKIIOYEHHS 10 [HTepHeTy AJisl Jrojiei, Miclib 1 00'€KTIB
[3].

Y 2004 poui B HaykoBo-momyJsipHoMmy >kypHam Scientific American
Oyna omyOJsikoBaHa BeJvka cTarts [1], mpucBsiueHa «IHTEpHETY pedeiiy, 110
HAOYHO TOKa3aja MOXJIMBOCTI KOHIIENIlli B MOOYTOBOMY 3aCTOCYBaHHI. Y
CTaTT1 HaBeJICHA 1II0CTpallis, 110 TTOKa3ye SK MOO0YyTOBI Mpuiiaau (OyauiIbHUK,
KOHJMITIOHEP), JOMAIlIHI CHUCTEMHU (CHUCTeMa CaJ0BOTO TOJUBY, OXOPOHHA
CHCTE€Ma, CUCTEMa OCBITJICHHS), JaTYMKUA (TEIIOB1, JATYMKU OCBITJICHOCTI 1
pyXy) 1 «peul» (Hampukiaaja, JKapCchKi IIpenapard, 110 3a0e3nedeHi
1meHTU(IKAIIHHOT MITKOK) B3aEMOMIIIOTh OJWH 3 OJHHUM 3a JOIMOMOTOIO
KOMYHIKaIiiHUX MepexX (iHppadyepBOHUX, OE3APOTOBUX, CHJIOBHX 1
CI1a0KOCTPYMOBHUX Mepexk) 1 3a0e3ledyroTh MOBHICTIO aBTOMATHYHE
BUKOHAHHS TPOINECIB (BKJIIOYAIOTh KaBOBAPKY, 3MIHIOIOTH OCBITJICHICTD,
HarajiyloTb Mpo MPUMOM JIIKiB, MATPUMYIOTh TEMIIEpaTypy, 3a0€3MeUyroTh
MOJIUB Cafy, TO3BOJISIIOTH 30€piraTu €HEprio 1 KepyBaTH HEIO CIIOKUBAHHSIM).
ITomani BapiaHTH JOMAIIHBOI aBTOMAaTH3allli Oy HE HOBUMH, ajie¢ aKICHT B
nyOmikaiii poOuBcs Ha o0O0'€qHAHHI TPUCTPOIB 1 «peuel» B €IUHY
00YUCITIOBATIbHY MEPEKY, sIKa 00CITYyroBy€eThCs [HTEPHET-TPOTOKOIAMH.

VY 2005 poui crneuianizoBaHa ycranoBa OOH «MixHapoaHuil coro3
€JIEKTPO3B'SI3KY» BHUIIYCTHUB 3BIT, B SIKOMYy Brepuie Oynu chopmyinbOBaHi
POTHO3U PO3BUTKY [HTEpHETY peueit [1].
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[lepion 3 2008 mo 2009 pik BBaXKA€ThCS «CHPABXKHIM HapOKEHHSIM
"[aTepHery pedeir'y, Tak K, 3a OLIHKaMHU aHaMTHKIB Kopropaili Cisco
(puc. 1.2), came B 1[bOMY MPOMIXKKY KUIBKICTh MPHCTPOIB, MiJAKIIOYCHUX JIO
TJI00aTBHOI MEpEeXi, TEPEeBHUIIUIIA YUCEIbHICTh HaceleHHs 3emui [9], Tum
camuM «IHTEpHET MoAeH» cTaB« [HTEpHETOM peuen ».

Hacenennst
CBiTV

6,3 mnpa 6,8 mnpa 7,2 mnpa 7,6 mnpa

Yucio 500 mnH 12,5 mnpp 25 mnpa 50 mnpa
Yucao
MIKJII0YeHUX

MiTKJII0YeHNX
NPHCTPOIB . .
NPHCTPOIB Ha
O/THY JIOMHY 0,08 1,84 3,47 6,58

2003 * 2010 2015 2020

MeTounmk: Cisco IBSG, anpene 2011

Puc. 1.2. Ouinku anamitukiB koprnopariii Cisco

VY upomy x 2008 poui y 3BiTI HaimioHalbHOI pO3BIAYBaJIbHOI paau
CHIA (anru. National Intelligence Council) «Iutepuer peueit» Bxke dirypye
SK OJIHA 3 IIECTH MOTEHIIMHO HEOE3NMEUHNX TEXHOJOT1H. Y 3BITI BKa3y€ThCs,
10 TOBCIOJIHE 1 HEMOMITHE JUIsi CIIOXKMBA4diB TEPETBOPEHHS B I1HTEPHET-
IPUCTPOI TaKUX MOIIMPEHUX peuei, SK: TOBapHa yIaKOBKa, MeOIl, MarnepoBl
JIOKYMEHTH, MOXKE 3aBJaTH IIIKOJIM HalllOHAIBHIN 1H(pOpMaIliiHIN Oe3nert [8].

[Tounnaroun 3 2009 poky 3a miaTpuMKu €BpokoMicii B bprocceini
mopiuHo TpoBoAuThes KoHbepeHiis «Internet of Things» [10], Ha saKkii
IPEACTABJSIIOTh JIONOBI/II  €BpOKOMIcapu 1 JenyTraTtd €BpomnapiaMeHTty,
ypSAI0B1 YMHOBHUKH 3 €BPOMEHCHKUX KpaiH, KEPIBHUKU TaKUX KOMITAHIN K
SAP, SAS Institute, Telefonica, mpoBiaHI BUEHI BEJIMKUX YHIBEPCUTETIB 1
JTOCHITHUIIBKUX JabopaTopii.

3 mouatky 2010-x pokiB «IHTepHET peuel» cTa€ PYIIMHOI CHIIOIO
napagurMd  «TyMaHHUX oOuucieHp» (anri. Fog computing), 110
PO3MOBCIOKYE TMPUHIIAIIM XMApHUX OOYMCIICHB BIJI IIEHTPIB OOPOOKH JaHUX
0 BEIUYE3HOI KIJIBKOCTI B3a€EMOJIIOUUX TeorpadiyHo PO3MOAIICHUX
IPUCTPOIB, sIKA PO3TIIAIAETHCA K Tuiatgopma «[HTEpHETY pedeit» [12].

[Tounnaroun 3 2011 poky Gartner mepeminrye «IHTEpHET peuein» B
3arajJlbHAM IUKJI 3p1JIOCTI HOBUX TEXHOJOTIM Ha eTam «TeXHOJOTTYHOIO
TpUTepa» 13 3a3HAUYCHHSIM TEPMIHY cTaHOBJIeHHs Outbiie 10 pokis, a B 2012
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polll BUMYIIEHUH CHEeliaJbHUI UK 3pII0CTI Al TeXHOJOriH «lHTepHeTy
peueit» [14]. 3 Tux waciB TexHosnorii «lHTEpHETY peuel» CTPIMKO
PO3BUBAIOTHCH.

Jlekomy MoOXe 3/aBaTucs, 10 CBIT [HTEpHETY pedeil - He OuIbIIe HIXK
¢danTacTrka abo myXKe majeka IMepcrekThBa. AJe Iie He Tak. Y JO0mMoBimi
Fortune Business Insights Bka3yeThcs, 10 CBITOBHI pUHOK [HTEpHETY pedet,
BapTiCTh sikoro B 2018 porii omirtoBanacs B 190 MuTbsIp/iB 10J1apiB, OCATHE
no 2026 poky 1,11 TpunbiioHa AoJapiB, MPOJAEMOHCTPYBABIINA CYKYIMHUMN
TeMIl 3poctannd 24,7% B pik (puc. 1.3).

Global Internet of Things (IoT) Market (USS Bn), 2018 and 2026

1102.6

] I I I I I I | ‘

2015 2016 & 2019 2 2022 2023 2024 2025 2026

farfunebusinessinsights.com

Puc. 1.3. HporH03 06051ry punky loT B 2018-2026.
(Ixepeno: Fortune Business Insights)

OuikyeTbcs, 110 HAWOUIBIIUM CETMEHTOM PHUHKY Oyle OaHKIBCHKUU
CEKTOp 1 CEKTOp (PiHAHCOBUX MOCIYT.

Anamitukn  Gartner mnoBiIOMIISIIOTH, MmO B 2019 poii  KUIbKICTh
npuctpoiB [oT nocsrno 14,2 mapa. Komnanig Takox nporsosye, o ao 2025
POKY KUIBKICTh MIKJIFOUEHUX MIPUCTPOIB JIOCATHE PIBHA B 25 MUIbSIP/IIB.

IDC parorh 1mie OLIBIT ONTUMICTHYHUN mporHo3: Ao 2025 poky 1o
Mepexxi IHTepHery peuedt Oyne MIOXBUIMHU Tiakimouarucs 152 200
npuctpoiB. [Tomuoxusmm 152 200 Ha 525 600 (KUIBKICTh XBWJIMH B POIIl),
orpumaemo, 1o B 2025 poui IHTepHer pedeit Oyae micTuTu Oym3bko 80
MUTBSPIIB IPUCTPOIB.

3a manmmu pociimkenHs [oT - The Internet of Transformation 2018,
omyb6sikoBaHoro Juniper Research, kmouoBumu punkamu loT 3anuimarorbes
[TiBniuna Amepuka, 3axigHa €Bpoma, Hanekuit Cxix 1 Kurait. Came 1mi

12



perionn 3abe3nedaTth OimbIT 60% BCiX AOXOIB, MOB'I3aHUX 3 [HTEpHETOM
pedei.

1.3. lIpunuun nodyaoBu Ta apxirexkrypa loT

B minomy nns IHTepHeTy pedeil, SK HOBOIO HaIpsiMy PO3BHUTKY
1H(pOpMAaIIITHIX KOMYHIKAIli, B JaHWW yac BU3HAUCHI JIUIIE Hal3araJbHIII
KOHIIETNITyallbHI Ta apXIiTeKTypH1 pimieHHsa. HaiiGmmkuuM 9acoM OCHOBHOMO
npoOsieMoro OyAe rapMoHI3alisl PI3HUX CTAaHIAPTIB 3 METOW (hopMyBaHHS
€IMHOI 1 HECYNepewIMBOi HOPMATHUBHOI 0a3u MJisi MPaKTUYHOI peastizailii
[aTEpHETY pEuei.

1.3.1. llpunuun nodyxosu loT

B pamkax misiIbHOCTI CEKTOpa CTaHJapTU3allli TeJIEKOMYHIKaIlIn
Mixnapoanoro coro3y enektpo3B'ssky (MCE-T) mpoBoauTbesi iHiI[IaTHBA
npucBsueHa cranpaptu3amii [HTepuery peueti - 10T-GSI (Global Standards
Initiative on Internet of Things).

[0oT-GSI Oynye cBoro pobory Ha ocHoBl 3ycwib MCE-T B Takux
obnactsix, SK MepexeBl acnekTu iaeHTudikamiinux cucteM (Network
Identificator, NID), Bcenponukni ceHcopHi wmepexi (Ubiquitous Sensor
Networks, USN), mixkmammanoro 3B'si3ky (M2M), WEB peueit (WoT) 1 T.11.
B pamkax cepii MCE-T Y.2xxX, HpHUCBSUY€HI MepekaM HACTYITHOIO
MOKOJIIHHSI, BXK€ 3aTBEP/KEHI IEpIl peKOMEH Iallli, IPUCBSYEHI CHellalbHO
[aTepuery peuent: Y.2060 «Orisan Iareprety peuein», Y.2063 «OcnoBa WEB
peuei» 1 Y.2069 «Tepminu Ta BU3HaUCHHS [HTepHETY peueii».

Odimiitne Bu3HadueHHa I[HTepHeTy pedeil HaBeneHo B Pexomenpartii
MCE-T Y.2060, 3rimno 3 sikuMm loT - riobanbHa iHDpacTpykTypa
1H(opMaLIfHOTO CYCIIBCTBA, IO 3a0e3Meuye MmepeoBl MOCIYTH 3a paXyHOK
opraizaiii 3B'13Kky MK pedamu ((hi3uyHUMHU a00 BIpTyaJIbHUMH) Ha OCHOBI
ICHYIOUYMX 1 PO3BUBAIOTHCS CYMICHUX 1H(GOpMAIIHHUX 1 KOMYHIKAI[IMHUX
TEXHOJIOT1i.

Hwxkde HaBeneHO CHHCOK BH3HAYEHb KIIOYOBHUX TEPMIHIB 3
Pexomenmami Y.2060:

Mepesca 36'sa3ky  (Communication Network): 1HGpacTpyKTypHa
Mepexa, 110 3'€THy€ MPUCTPOI Ta JOAATKHU, TaKa K Mepeka Ha OCHOBI CTEKa
nporokoiiB IP abo IntepHer.

Piv  (Thing): npenver ¢izuyHoro cBity (Pizuuni pedi) abo
iH(opMaILIifHOTO CBITY (BIpTYalbHI pedil), SKUM MoKe OyTH 171eHTU(IKOBAHUN
Ta IHTETPOBAHUI B MEPEXI1 3B'I3KY.
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Ilpucmpiti  (Device):  enemeHT  oOONaJHaHHSA, SKUM  BOJOJIIE
OOOB'I3KOBUMHU MOKJIUBOCTSIMU 3B'I3KYy Ta JOJATKOBUMHU MOKIIUBOCTSIMU
BUMIPIOBAHHS, CIPAllbOBYBAaHHS, a TaKOX BBEJCHHS, 30epiraHHs 1 0OpoOKu
JTaHUX.

Mepe:xa 3B 3Ky

Cencopuuit/ ITpuctpiii 360py 1aHKUX [pucTpiii 3arabHOro
BUKOHABUUN IPUCTPIH MIPU3HAYEHHS
A A A
Ipuctpiit Hociii
v TIepPEeHECeHHS
AHIX JAHUX
®di3uuHa piu .
P . . ®d13u4uHa
®d13u4Ha pia i
pia

Puc. 1.4. Tunu npuctpois IoT 1 ix B3aemois.
(Ixepeno: ITU-T Y.4000/Y2060)

Ilpucmpini  nepenocy oanux (Data-carrying Device): mpuctpii
MEPEHOCY JaHUX MIAKIIOYAEThCS 10 (DI3UYHOI pedl 1 HENpSIMUM YHUHOM
3'enHye 1110 (DI3UUHY Pid 3 MEpEeKaMH 3B'SI3KY.

Ipucmpin 360py oanux (Data-capturing Device): mig mOpuCTpoeEM
300py MaHUX PO3YMIETHCS 3UUTYIOUMN/3AMUCYIOUMNA TMPUCTPINA, MO Mae
MOXJIUBICTh  B3aemoiii 3  (i3MuHMMU  pedamu. Bzaemoniss  Moxe
3M1MCHIOBATUCS HEMPSIMUM YHMHOM 32 JIOIOMOTOI0 IPHUCTPOIB MEPEHECEHHS
naHux abo Oe3mocepelHbO 3a JIOMOMOTOI0 HOCIIB JaHUX, HIAKIIOYEHUX 0
(b13UYHUX peyeil.

Hociii oanux (Data Carrier): 06e30aTapeiiHuil 00'€KT MNEpEHECEHHS
JaHUX, 110 MIIKIIYEHUW 10 (I3UYHOI peyl 1 Mae MOXIJIMBICTh HaJaBaTH
1H(OopMalliIo TPUIAHOMY JJIs LIbOTO MPUCTPOIO 300py JaHUX.

Cencopnuti npucmpiu (Sensing Device): TPUCTPIA, SKHH MOXKeE
BUSBIATH abo0  BuMipioBaTH  iH(oOpMarito, 110  BIIHOCHUTBCSA  JIO
HABKOJIUIITHBOTO CEPEJOBUINA, 1 MEPETBOPIOBATH 11 B HU(POBI €IEKTPUUHI
CUTHAJIH.

Bukonasuuii npucmpiu (Actuating Device): TpucTpidi, SKUM MOXKe
NepeTBOPIOBAaTH IMGPOBI  CIEKTPHYHI CUTHAIM, IO HAIXOASITh BIJ
1H(opMaLIfHIX MEpexX, B M.
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Ilpucmpiti  3aeanvnoco npusnauenus (General Device): mnpuctpiu
3arajbHOr0 MPU3HAYEHHS BOJIO/AIE€ BOYAOBAHMUMH MOMKJIUBOCTSIMH OOpPOOKH 1
3B'SI3KY 1 MOXKE€ OOMIHIOBAaTUCS JaHUMH 3 MEpeXaMu 3B'I3Ky 3
BUKOPUCTaHHSIM JpOTOBUX a0o Oe3nporoBux TexHosorid. I[lpuctpoi
3arajJbHOr0 TPU3HAYECHHS BKIIOYAIOTh OOJQAHAHHS Ta MPUIaad, SK1
CTOCYIOTbCA PpI3HUX Tamy3eil 3acrocyBanHs [oT, Hampuknaa, BepcrTaTw,
MOOYTOBI €IEKTPONPUIAIN 1 CMAPT(OHH.

HImo3 (Gateway): enement loT, mo 3'€eqHye TpUCTPOI 3 MepeKaMu
3B's13Ky. BiH BUKOHYe HEOOXIJHY TpaHCIALII0 MK MPOTOKOJIAMH, IO
BUKOPHUCTOBYIOTHCSI B MEpekKax 3B'SI3KY 1 B IPUCTPOSIX.

Ananiz yux eusnawenv nokasye, wo MCE-T 6 Oinvwiti mipi npudinse
V8azy acnekmam KOMYHIKAYIU I MidcMepexcesux 3 €OHAHb, HIdNC 000amKam i
ocobausocmsm loT.

Cxema BigoOpaxeHHs (PI3UYHUX 1 BIpTyalbHUX peuei MpeCcTaBleHa Ha
puc. 1.5.

Di3UYHUHN CBIT ‘ [ndpopmariitauii cBiT
u e
!._ mimimig e »O B
o, =i _" ------- ,O MIPUCTPIi
-~~\\_-§-"*O O D LIJTFO3
E] - I~ >@ & (izuunuii 06’ exT
e o i
KOM,VHIKaH‘lHHl . -_ B b_’o O BipTyanbHHUIl 06 €KT
/MEPEK1 ! = 3B’ 30K
’O - BiJNOBiAHICTE

e s - “«2-» 3R’ A30K Uene? 13
_________’______;___po <b-» 3B’530K 0€3 ILTI03y
G o
.1— -= i €C> IpsIMUiL 3B’ SI30K

Puc. 1.5. Cxema BigmoOpaxkeHHs (Di3WYHUX 1 BIPTYaJIbHUX peuei
(mxepeno: MCE- Y.2060)

3 pucCyHKa CHifye, IO BIPTyaJbHI pedl MOXYTh ICHyBaTH 0e€3 ix
(G13UYHUX BTUIEHb, B TOM 4Yac sK (Pi3uyHUM 00'€ekTaM/peyaM 0OOB'SI3KOBO
BIJINIOBI/Ia€ MIHIMYM OJIMH BIpTyalibHUM 00'ekT. [Ipu 11bOMy MpOBiAHY pPOJIb
rpaloTh caMe€ TMPHUCTPOi, AKI MOXYTh 30upaTu pi3Hy iHdoOpMaIio i
MOIIMPIOBATH 11 MO KOMYHIKAI[IHHUX Mepexax PI3HUMH CIOCOOaMH: 4epes
IIUTIO3U 1 Yepe3 Mepexy; 0e3 IUII031B, ajie Yepe3 Mepexy; 0e3MoCepeIHbO MIXK
coboro. Pexomenpaitis Y.2060 ommcye pi3HE MOEAHAHHS TEpPEpaxOBaHUX
crioco0iB 3'ennanb. Lle Bkaszye Ha Te, mo MCE-T nepeagdavae BUKOPUCTAHHS
st [oT Ge3niui MepexeBUX TEXHOJIOTIN - TIIOOAIBbHUX MEPEeXk, JOKATbHUX
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MepexK, 0€3JPOTOBUX CUCTEM, 1110 caMoopraHizytoThes (ad-hoc) 1 yapyHkoBHX
(mesh) Mepex. 3a3HaueHi Mepexi 3B'I3Ky MEpPEHOCATh JdaHi, 310paHi
MPUCTPOSIMH, 7O BIAMOBIIHUX TPOTPAMHHUX JOJATKIB, a TaKOX IEpPEIaloTh
KOMAaH/IM BiJ MPOTPAMHUX JOJIaTKIB JI0 MPUCTPOIB.

B Pexomenpamii Y.2060 mpuBemeHna etamonHa wmoxaenb loT, ska
BKJIIOYA€E YOTUPH 0A30BUX FOPH3OHTABLHUX PiBHS (puUC. 1.6): piBeHb T0IATKIB
0T, piBeHb MIATPUMKHU AOAATKIB 1 TOCIYT, MEPEKEBUU PIBEHb 1 PiBEHb
IIPUCTPOIB.

) )
o1 = Pisens Tonmatku loT
S § JOJIATKIB g g
o>} 2 I
= S ( . . ) g %
E g PiBenb MATPHUMKHU 3arajbpHa miATpUMKA JlonaTtkoBa miaTpuMKa E E
5 8 OJATKIB Ta IIOCIYT IDHCTDOIB CepBiciB =z
o = - /12 8
~ ké e " x x N o =
g = Mepe)KeBI/II/I | Mepe)KHl MOXXIIMBOCT1 | g g
S5 pIBEHb | TpaHCTIOPTHI MOXJIUBOCTI | o W
Z \\ Y, = =
S £ 5 g
e ( N
. B . 5]
=3 = PiBenn MOJIUBOCTI MoOJIUBOCTI e
’ 1 IIPUCTPOIB LIUTIO31B
L ) | mpucrpois PUCTD L )

Puc. 1.6. Eranonna moxueins [oT 3rigao MCE-T Y.2060

Pisenr gomatkiB I[oT B Pekomenpamii  Y.2060 nerampHO He
PO3TIIAAETHCS.

PiBeHp MIATPUMKM JOJATKIB 1 MOCAYT BKJIIOYAE 3arajibHI MOXKJIMBOCTI
s pidHUX 00'ekTiB IoT 3 00poOkM Ta 30epiraHHs JaHMX, a TaKOX
MOXJIMBOCT1, HEOOX1TH1 JIJIs1 JesKuX mporpaM loT abo rpyn Takux J10JaTKiB.

MepexxeBuii  piBeHb BKIIOYAE MEPEXKEBI MOXKIUBOCTI  ((DYyHKIIIS
VIOPABIIHHS pecypcaMu Mepexi JoCTymy Ta TpaHCHOPTHOI MEpexl,
yIOpaBIiHHA  MOOUIBHICTIO, (QYHKIII aBTOopu3aili, ayTeHTUIKaAi 1
PO3paxyHKiB) 1 TPAaHCHIOPTHI MOKJIMBOCT1 (3a0€3MeUeHHs 3B'SI3HOCTI MEpexi
I iepenadi ingopMmartii goaarkis i mocayr 10T).

PiBeHb mOpUCTPOIB BKIIIOYAE MOXKJIUBOCTI MPHUCTPOIO 1 MOMKIMBOCTI
UTI03y. MOXKIIMBOCTI MPUCTPOIO MPUIMYCKAIOTh MPSIMUNA OOMIH 3 MEPEXKEI0
3B'I3Ky, OOMIH 4epe3 NUI3, OOMiH Yepe3 0e3lpoToBy auHaMidHy ad-hoc
MEpPEXY, a TAKOK TUMYACOBY 3YMUHKY 1 BITHOBJICHHS POOOTH MPUCTPOIO ISl
eHeprozoepexeHHs. MOXIUBOCTI  LUIIO3y  NPUIMYCKAIOTh  MIATPUMKY
MHOXXUHU 1HTepdeiiciB 1 nmpuctpoib (mmHa CAN, ZigBee, Bluetooth, WiFi
11H.) 1 71 Mepex ocTymy/Tpancnoptaux mepex (2G/3G, LTE, DSL 1 in.).
J101aTKOBOIO MOXKJIMBICTIO ILIIO3Y € MIATPUMKA KOHBEPCIi MPOTOKOJIB, B
pasi, SKIIO MPOTOKOIH 1HTEP(DENCIB MPUCTPOIB 1 MEPEK BIAPI3HAIOTHCSA OJIUH
BiJl OTHOTO.
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[cHye TakoXX J1Ba BEPTUKAJIbHUX PIBHA - PIBEHb YIPABJIIHHS 1 pIBEHb
0e3MeKH, 10 OXOIUIIOIOTh BCl YOTUPU TOPU3OHTAIBHUX PIBHSI. MOXKIMBOCTI
BEPTUKAJIBHOIO PIBHA EKCIUTyaTalllHOTO  YOpaBIiHHS —IepeadadaroTh
YOpaBIiHHSA HACTIKaMH BIJIMOB, MOXJIMBOCTSIMH MEpPEXi, KOH]Iryparero,
0e3rnekor0 Ta JaHUMH i1 OUTiIHTY. OCHOBHUMH OO'€KTaMU YNPaBIiHHA €
MPUCTPOI, JOKAIBbHI MEPEXi Ta iX TOMOJIOTisl, Tpadik 1 MmepeBaHTAXKEHHS Ha
Mepekax. MOXIMBOCTI BEPTUKAJIBLHOTO pIBHS O€3MeKu 3ajexarb Bij
TOPU3OHTANIBHOTO piBHA. [ piBHA MIATPUMKH TIporpaM Ta TMOCTYT
BU3HAUEHO (QYHKIIT TOCTYITy, aHTUBIPYCHUMN 3aXUCT, TECTH ILTICHOCTI JaHUX.
Jj1s MepekeBoro piBHS - MOXKJIMBOCTI aBTOpU3aIlii, ayTeHTU]IKallli, 3aXUCTY
iH(opmarii, MpOTOKOJIB cUrHaimizauii. Ha piBHI mpUCTPOIB - MOMKIIMBOCTI
aBTOpH3allli, ayTeHTU(]iKaLlll, KOHTPOJIb JOCTYNY 1 KOH(PIIECHUIMHICTh JAHUX.

OCHOBHOIO METOIO IHILOIO MPOEKTY - €BPONEUCHKOro 1HTETPaALIHOTO
npoekty [oT-A (Internet of Things - Architecture), yuacHrkamu sIKOTO € pi3Hi
KOMIIaH1i, € po3po0Ka €TaJIOHHOI apXiTeKTypHOi Mojieil [HTepHeTy peuel 3
OMMCOM OCHOBHHUX CKJIAJOBUX KOMIIOHEHTIB, sIKa O JO3BOJUJIA IHTETpyBaTH
pi3HOpiAHI TexHoorli [0T B €1uHy B3a€MOIOB'A3aHy apXiTEKTYypy.

®dyukuioHanbHa Moaenb loT-A momana puc. 1.7. Bona pgemio
B/IpI3HAEThCS Biag monepeanboi mojeni MCE. Mojenb CKIagaeTbesi BkKE 3
CEMHU TOPU3OHTAIBHUX PIBHIB, IO JOMOBHIOKOTHCS JIBOMA BEPTHUKAJIbHUMU
(yripaBiiHHSA 1 6e3meka), siki 0epyTh y4acTh y BCIX MpOIecax.

JlomaTok
=

s =
Ie =Ensis

npaBiiHHS 613Hec-mporecamu 10T

)

Opranizaiis

CEPBICIB
PN

YnpaBniHHsS

4;} BipryansHi cyTHOCTI

besneka

Cepgicu I0T

9t

Komymnikarrii

o

~>
[Tpuctpoi

Puc. 1.7. ®ynkuioHansHa Mojienb apxiTekrypu [oT-A

k1m0 mopiBHIOBATH MK COOO0I0 MOJIeN Iepeaayl Janux B [aTepHeT Ta
Mojienb Tiepenadi gaHux B IHTepHeTi peueirt IoT-A (puc. 1.8), To MoxHa
CKazaTH, IO Jpyra Oyae Aemo Biapi3HATHCA Big mepmoi. Y Momaeni
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apxitektrypu [oT-A 3 SBIMIOTBCA [JIBA BAKIWBUX IOHATTI: Mepeka 3
OOMEeXeHHsIMU Ta Mepexa 0e3 oOMmexeHb. Mepexa 3 OOMEKEHHSIMU
XapaKTePU3YETHCS BIJHOCHO HU3BKUMH IIBUAKOCTSIMH Iepeaadi - MeHme 1
MG6it/c (mampukmnan, cranmapt I[EEE 802.15.4) 1 mgocuTh BHCOKHMU
3aTpuMKaMud. Mepexka ©0e3 oOMeXeHb BIAMOBITHO XapaKTEPU3YETHCSA
BUCOKHMHU IIBUIAKOCTSAMH Tepeaadl JaHux (aecsatku MoOit/c 1 6uibie) 1 cxoxa
Ha ICHYIOUY 3apa3 Mepexy [HTepHeT.

CrangapTHa mojaeab Intepuery

Mepexa »  [Ilmro3 » [HTEpHET » 1mro3 »| Mepexa
Mogeas 10T
Mepexa 3 L, Tmos |y Mepexa 6e3 | IDmos L Mepexa 3
00MEXXCHHIIMU 00OMeKeHb 0OMEKEHHSIMU

Puc. 1.8. [lopiBHsiHHA Mojiesiel nepenayl f1anux B [HTepHeTti 1 B [0T
1.3.2. Apxitektypa IoT

[HTepHeT peuell KOHIENTYaJlbHO HAJIEKUTh JI0 MEPEX HACTYITHOTO
MOKOJIIHHSI, TOMY HOro apxiTekrypa Oararo B 4OMy CXOXa 3 BiJOMOIO
yorupuiapoBiii apxiTekryporo NGN. IoT cknamaerbcst 3 Habopy pi3HUX
1HQOKOMYHIKAIlIMHUX TEXHOJOTIM, 10 3a0e3meuyioTh (YHKIIOHYBaHHS
[HTEpHETY pedei, 1 Moro apxiTeKkTypa IoKa3ye, sIK Il TEeXHOJIOTil IMOB'sI3aH1
onuH 3 ogHuUM. Apxitektypa loT BkiItouae 4oTupu (GyHKIIIOHATIBHUX PIBHSA
(puc. 1.9), onucaHnx HUKYE.

1. PiBeHb CEHCOPIB 1 CCHCOPHUX MEPEK.

Haiinwxkuunii piBeHb apxiTektypu [oT ckiagaeTbcs 3 «pO3yMHUX»
(smart) o0O0'exTiB, I1HTErpoBaHMX 3 ceHcopamu (matuukamu). CeHcopu
peanizyloTh 3'€HaHHS (PI3UYHOTO 1 BIPTyasibHOrO (IU(PpPOBOro) CBITIB,
3abe3neuyroun 30ip Ta 00poOKy iH(dopMmallli B pealbHOMY MaciuTadl Jacy.
MiniaTiopu3zaiiisi, siKa TpU3BeJla 10 CKOPOYEeHHS (I3UYHUX PO3MIPIB
amapaTHUX CEHCOpIB, JO3BOJIMJIA IHTETPYBaTH iX Oe3mocepeaHbO B 00'€KTH
¢13u4HOr0 CBITY. ICHYIOTH PI3HI THUIIM CEHCOPIB MJIs BIAMOBIIHUX IIJIEH,
HAIPUKJIIAJ, JIJIs1 BUMIpIOBaHHS TEMIIEpAaTypH, TUCKY, IIBUIKOCTI PyXy, MICIIs
posramyBaHHs Ta iH. CeHCOpU MOXKYTh MaTH HEBEIUKY MaM'siTh, JIal0ud
MO>JIMBICTh 3alMCyBaTU KUIbKA pE3yJbTaTiB BUMIpIOBaHb. CeHCOp MOXke
BUMIpIOoBaTd (I3UYHI MapaMeTpd KOHTPOJIHLOBAHOTO oOO'ekTa/sBUIA 1
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MEPETBOPUTH X B CHUTHAJN, AKUM MoOxe OyTH MNPUIHATHN BIAMNOBIIHUM
npuctpoeM. CeHcopu KIacU(iKyIOTbCS BIIMOBIAHO 10 iX NPU3HAYEHHS,
HaIpUKJIal, CEHCOpPU HABKOJUIIHBOTO CEPEIOBHUIlA, CEHCOPH i Tija,
CEHCOPH 7151 TOOYTOBOT TEXHIKH, CEHCOPH JIJIsi TPAHCTIOPTHUX 3aC0O01B 1 T.1.

HaexonuwHe EHepretura MepeeezeHHA MegmumHa Po3gpibHi
CEpeaoBMLLE npogai

MNapkinr YnpaeniHHA Cucrema Micue- CnocTepeeHHA
BKTHBAMM NOCTaBoK CTaHOBMLUE

YNrPABNIHHA
0ss ‘ BSS .
10T/M2M cnyswbu aoaatkis
* Mogenwoeak- || e Bininr
HA NPUCTROIO * 3BiTHICTE .
* Kepysatnha Mnatdopma aHaniTMKEKU DATA SECURIT BRM BPM
NpWCTPOAMK
T:HEnF;a:w- YNp2EAIHHA » KOHTPOAL ® BHEHIYEHHA e MoToOKK
BEHHAMM CraTucTrysa AxaniTuka AHaniThka AFHAMK Aoy npaeun pobiT
i AHOHIMHI Lndpy: * Mogenmo- -
* Kepysamna BHANITHEE LELTH KHEALOTYSE  [* p::*:Hm * . BaH- — * Mogenosa
HHA
NpoaYKTHE- e W ; npaemn )
HiCTHO AHaniTHka Bigknageqa MporHosn " MH;M'E " nw&l‘:‘m * EitnOHIHHA NpoLUECIB
K TEKLTIB aHANITHEKE ) k npaesn ® |miTawina
. EWEHHH [* YI‘IPaNIIHHﬂ n E‘EiE
Beznexown AvicTio N Bz?iiuaﬂun
npouecie

CHrHanbHMit-npouecop-
MikpokonTponep¥ MoaynsSIMT || Wudpysannay

wi-sl- || Ethernet- uweq || z6Beeq || Bluetoot | sLowpang

(10,209

Enektpo-1 ) . -

Puc. 1.9. Apxitektypa [oT
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binburicte ceHcopiB BHUMarae 3'€JHAHHS 3 arperaTopoM CEHCOpIB
(ILTI030M), SIK1 MOXYTh pealli3yBaTucs OyTH peasi3oBaHl 3 BUKOPHCTAHHSIM
nokanpHO1 obuncroBaibHOI Mepexi (LAN, Local Area Network), Takux sk
Ethernet 1 Wi-Fi abo nepconanbpaoi mepexi (PAN, Personal Apea Network),
takux sk ZigBee , Bluetooth i1 ympTpammpokocMyroBoro 06e€31pOTOBOTO
3B'13Ky Ha Maymx BiActansx (UWB, Ultra-Wide Band). [{ns cencopis, ski HE
BHMAararoTh IiAKJIIOUEHHS 0 arperaTropa, ix 3B's30K 3 cepBepaMu/ao1aTkaMu
MOK€E HaJaBaTHUCS 3 BUKOPUCTAHHIM TJIOOQTBHUX 0e31p0oTOoBUX Mepek WAN,
takux Sk GSM, GPRS 1 LTE. Cencopu, sKi XapakTepu3ylOTbCS HU3bKUM
€HEProCIOKMBAaHHSIM 1 HU3bKOK MIBHUJKICTIO MEpeaayl JaHUX, YTBOPIOIOThH
MUpPOKO Bimomi Oe3mporoBi ceHcopHi Mepexi (WSN, Wireless Cencop
Network). WSN naOuparoTe Bce OUIBINOI MOMYISPHOCTI, OCKUILKH BOHHU
MOXXYTh MICTUTH Ha0arato OlUlbIlI€ CEHCOPIB 3 MNIATPUMKOI POOOTH BIJ
OaTapel 1 OXOIUTFOBAJIM BEJIMKI TIOMI].

2. PiBeHb NUTIO31B 1 MEPEK.

Benukuii 00csr NaHuX, 110 CTBOPIOIOTHCS Ha mnepuiomy piBHi [oT
YUCJICHHUMU  MIHIATIODHUMHU  CEHCOpamMH, BUMAarae HaaliiHOi  Ta
BUCOKOIIPOTYKTUBHOI MIPOBITHUM abo 0€371pOTOBOL MEpEKEBOI
1HQpPACTPYKTypH B SIKOCTI TPaHCIIOPTHOTO CEPEIOBHUINA. ICHYHOYl Mepexi
3B'I3KY, 1110 BUKOPUCTOBYIOTh PI3HI IMPOTOKOJIM, MOXKYTh OYyTH BUKOPHCTaHI
JUIS. TIATPUMKM MDKMaIIMHHUX KOMYHikamid M2M 1 ix pomarkis. s
peamzaiii IUPOKOro crekrpy mnocayr 1 pgomarkiB B [oT HeoOximHO
3a0€3MEUUTH CIJIbHY poOOOTY 0e3lliui MepeX Ppi3HUX TEXHOJOTM 1
IIPOTOKOJIIB JIOCTYNy B TE€TEPOreHHOi KOHpIryparii. Il Mepexi IOBHUHHI
3a0e3reuyBaT HEOOX1H1 3HAYEHHS SIKOCT1 mepeaadl iHgopmariii, 1 rmepi 3a
BCE MO 3aTPUMIIl, MPOITYCKHOI CIPOMOXHOCTI 1 Oe3meku. [laHuii piBeHb
CKJIQJIA€THCA 3 KOHBEPIEHTHOI MEPEXKEBOI IHPPACTPYKTYPH, SIKa CTBOPIOETHCS
IUIIXOM 1HTETpallil PI3HOPIAHUX MEPEeXK B €IUHY MEPEKEBY ILIATPOPMY.
KonBeprentnuii aObctpaktHuid MepexeBuil piBenb B loT no3Bomnsie uepes
BIJINOBI/IHI IIJIIO3U JEKUIBKOM KOpPHUCTyBadaM BHUKOPHUCTOBYBATH PECYpPCU B
OJHIA Mepekl HEe3IeKHO 1 CIHUIbHO 0€3 IMKOAW IS KOH(IICHIIHHOCTI,
0e3MeKu 1 IPOyKTUBHOCTI.

3. CepBicHuit piBeHb

CepBicHuit piBeHb MICTUTh HaOip 1HGOPMAIIIHHUX MMOCTYT, MOKJIUKAHUX
aBTOMAaTH3yBaTH TeXHOJOriyHI 1 Oi3Hec omepauii B loT: miaTpumMku
onepartiiitaoi 1 613Hec mismmbHOCTI (OSS / BSS, Operation Support System /
Business Support System), pi3Hoi aHamTHYHOI 00poOKM i1HGOpMaIIii
(CTaTUCTUYHOI, IHTEJIEKTYaJIbHOIO aHaji3y AaHUX 1 TEKCTIB, MPOrHOCTUYHA
aHaJITUKA 1 1H.), 30epiraHHs JaHuX, 3a0e3neueHHs iH(opMaIiiHoi 0e3mneKHy,
yopaBiinHa Oi3Hec-mpaBunamu  (BRM, Business Rule Manaremenr),
yrnpasiinHs 0i3Hec-niporiecamu (BPM, Business Process Management) 1 iH.
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4. PiBeHp 104aTKIB

Ha ugerBepTromy piBHI apxitekTypu [0T iCHYIOTH pi3HI THUNHK JOJATKIB
JUIS BIAMOBITHUX MPOMHUCIOBUX CEKTOPIB 1 cep MISIBbHOCTI (€HepreTHka,
TPaHCIIOPT, TOPTiBJISA, MEAWIMHA, OCBITa Ta 1iH.). JlogaTku MOXyTh OyTH
«BEPTUKAIbHUMUY», KOJIM BOHM € CHEHM(PIYHMMH JUIsl KOHKPETHOI ramysi
MPOMHUCIIOBOCTI, @ TaKOX «TOPU3OHTAILHUMUY, (HAMPUKIAJ, YIPaBIIHHS
aBTOMApKOM, BIJICTEKEHHS aKTUBIB 1 1H.), SIKi MOXXYTh BUKOPUCTOBYBATHCS B
PI3HHUX CEKTOpax eKOHOMIKH. KOHKpeTHi [oT.

1.4. Knacudikauis cucrem loT

Jns 3miicHenHst knacugikamii cucreM [oT mMokHa BHKOpHCTOBYBATH
PI3H1 KpUTHUYHI O3HAKH.

3a cgheporo 3acmocyseannam cucremu loT MokHA pO3TITUTH Ha
noOyToBl 1 MHpOMHUCHOBI. Sk mnpaBwio, n0 npomucioBux cucteM loT
BHUCYBA€THCS PAJ JTOMATKOBHX BHMOT IIOB’S3aHUX 13 1X B3aEMOMIEI0 3
ICHYIOUMMH TIPOMHCIIOBUMHM CHCTEMaMH Ta CTaHJapTaMH IO HHUX. Y CBOIO
yepry npoMuciioni cuctemu [0oT MoxkHaA MOATATH 32 00JIACTIO 3aCTOCYBAHHS:
TPAHCIIOPT, CIJILCbKE TOCIIOAAPCTBO, MEUIIMHA, BINCHKOBI 1 T. /1.

3a eadcnusicmio Hacniokie 3acmocysanwHsi cucremu loT MoxHa
PO3IUIUTH Ha 3BUYAHI Ta KPUTHUYHI J0 HACIAKIB podoru. 3001 uu
HECIPABHOCTI y POOOTI KPUTHYHUX JO0 HachiakiB podotu [oT MoxyThb
MPUBECTH 1O CKJIQJHUX HACHIJKIB, 11O IMOB’SI3aH1 13 KUTTSAM Ta 3JI0POB’SIM
JIOJIMHU, CTAaHOM HABKOJMIIHBOTO cepenoBuma. Jlo KpuUTHUHHX 3a
HacmakaMu cucteM loT Mo)kHA BIJIHECTHM HaIPUKIIAJ MEIWYHI, aBialliiiHi,
[oT Ha aTOMHUX CTaHIAX, XIMIYHUX BUPOOHMIITBAX 1 T.I. SIK mMpaBuio,
KPUTUYHI 10 HacHiAKIB poootu [oT nmoTpedyroTh 0COOIMBOI yBaru 10 NUTaHb
0e3rnexku poOOTH Ta TOAATKOBOTO pe3epBYyBaHHS 1HPOPMAIIIITHUX KaHaIiB.

3a cmynenem 3axuwenocmi cuctemu loT MokHA pO3ITUTH HA CUITBHO-
3aXUIEHI YW CTaHAapTHO-3axuileHi. [lutanHsm Oe3neku B cucremax loT
IPUALISIETHCS 0COOIMBA yBara. 3aCTOCYBaHHS JIOAATKOBUX 3aCO01IB 3aXUCTY Y
cuctreMax loT moB’si3aHe 3 AOJATKOBUMHU BHUTpPATaMH, IO CYIEPEUUTh
OPUHIUITY 37em1eBiaeH s mpucTpoiB [oT. ToMmy miiBUILEHI 3aCO0M 3aXUCTY
OyIyTh XapaKTepH1 HaNpUKIad, Il KPUTUYHUX 3a Hachigkamu cuctem loT.
PimeHHs mogo a04aTKOBUX 3axOMdiB 1 3aCO0IB 3aXHCTy NMPUHUMAEThCSA IS
KOXHOTO TUIy cucteM [oT oKkpeMo KOXKHUM PO3POOHUKOM.

3a moorcrusocmamu wooo pyxy (MEpEeMileHHsT Y MPOCTOPl) CUCTEMH
IoT moxxna momuiutu Ha cratuyHl Ta auHamivdi. CratnyHi cucremu loT
MalOTh €JIEMEHTH (B OCHOBHOMY 1I€ CEHCOPH), III0 PO3MIIIYIOTHCS B OJHOMY
MICIII 1 Ha TPOTS31 BCHOTO CBOTO ICHYBAaHHS iX MICIHEMOJIOXKEHHS HE
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3MmiHIOeThCs. [ auHamiunux cucteMm loT xapakTepHO mnepeMillleHHS Yy
mpoctopi 1 iHopMarlis Tpo iX MICIIE3HAXOMKEHHS TAKOXK Ma€ BaKIIMBE
3HAUYECHHS I poOoTH cucremu. Hampukmaa, aBTONMUIOT aBTOMOOLISA,
0e3MJIOTHUMN JMTATILHUMN anapar 3 nepeaayucto JaHuX Mo 1HTepHeT-KaHajax.

3a sumozamu 00 uacy npoxoodceHHs CUeHAIy B CUCTEMI PO3PIZHSIIOTH
[oT peanpHOro wacy (OaM3BKI O peaJbHOrO Yacy) Ta Majo KPUTHYHI 0
yacy. ['OBOpUTHM MpPO CHUCTEMH pPEATBbHOTO 4Yacy, IO BUKOPHUCTOBYIOTH
IHTEpPHET-KaHAIM JOCTaTHBO CKJIAJHO, aJ)K€ TOYHO PO3pPaxyBaTd 3aTPUMKH
NPOXO/HKEHHSI y CHUTHalNy (AaKTUYHO HEMOXJIMBO. Y IIbOMY BHIIAJKY
OLIIHIOETHCSI MAaKCUMAJIbHUW YW CEPEIHIN 4Yac Ta OLIHIOETHCS KPUTUUYHICTH
nporo ¢akropy aius cucremu loT. Hampuknan, 3aTpuMKyd —CUTHaITY
ynpaBiiHHA B 1 cek. nmpu BktoueHH1 loT-vaifHuKa HE MpuU3Beae 10 IKUXOCh
CKJIQJIHOIIIB, OJHAK I1I€ BEJIMKAa 3aTpUMKA IPU YIPABIIHHI IIBUJIKICHUM
JIPOHOM 1 HEXTYBATH HEIO HE MOKHA.

KoHTpoabHi nuTanus 10 po3aiay 1

1. Ilo BXoauTh B NOHATTS [HTEpHETY peueit?

2. Konu Bunuk [HTEepHeET peueit 1 uomy?

3. BkaxiTp 6a3oBi npuHuunu loT.

4. SIx criBBIIHOCSTHCA (PI3MYHI Ta BipTyasibHI peyi?

5. XT0 3aliMa€eThCs cTaHaapTu3aiicto [arepuery pedeii?

6. IlosicHiT, mnpu3HaueHHS (PYHKIIOHAIBLHUX  PIBHIB  0a30BO1
apxiTektypu [HTepHeTy pedeil.
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2. 3ACOBM ITEHTU®IKAIIIL, BAMIPIOBAHD,
BUKOHABUI ITPUCTPOI TA )KUBJIEHHA B
IHTEPHETI PEYEHA

2.1. 3aco0u inenTudikauii B [oT

3amyueHHs B «[HTepHETI pedein» npeaMeTiB Pi3UYHOro CBITY, HABITh HE
00O0B'I3KOBO OCHAIIIEHUX 3aC00aMHU MiAKIIOUYEHHS 10 MEPEX Mepeadi JaHuX,
BUMarae 3aCTOCyBaHHS TEXHOJOTIH 1eHTU(IKAIIT ITUX TIPEAMETIB («pedei»).
Xo4ya mOITOBXOM JUIS IIOSIBU KOHIemmii crajga texHoioria RFID, ane B
AKOCT1 TAaKWX TEXHOJIOTIA MOXYTh BHUKOPHUCTOBYBAaTHUCS BCl 3aco0u, W10
3aCTOCOBYIOTBCSl JUIsI aBTOMATHYHOI 1JIEHTU(]IKALli: ONTHYHO PO3Mi3HABaHI
inentudikaropu (mrpux-koau, Data Matrix, QR-koau), 3aco0u BU3HAUEHHS
MICIIE3HaXO/DKEHHSI B PEXHUMI pealbHOro dacy. Ilpu BceocspkHOMY
nomupeHHl «lHTepHeTy peuel» MPUHIIMIIOBO HEOOXIJHO 3a0e3MeunuTu
YVHIKQJIBHICTh 1A€HTU(IKATOPIB OO'€KTIB, 110, B CBOI Yepry, BHUMarae
CTaH1apTU3allii.

Jns o0'ekTiB, Oe3mocepeHbO MIIKIIOYEHUX J0 MeEpexi I[HTepHer,
Tpaaumiiauii ineHTHdikatop - MAC-aapeca mepekeBoro amamnrepa, IO
JI03BOJISIE 1ICHTU(DIKYBAaTH MPUCTPI HA KaHAIBLHOMY PIBHI, IPHU I[OMY
Jiara3oH JOCTYITHHUX aJipec MPaKTUYHO HEBUUEPITHMM (248 aapec B mpocTopi
MAC-48). Ane BUKOpHUCTaHHS 1eHTH(IKaTOpa KaHAJIBHOTO PIBHS HE IyXKe
3pydHo it joxatkiB. Ilupini MOXKIMBOCTI 1O 1eHTU(IKALIT JUI TaKux
OpUCTPOiB Aae mpoTokos I[Pv6, mo 3abe3neuye yHIKaIbHUMHU aJpecamu
MepexxeBOro piBHs He MeHie 300 MITH. IPUCTPOIB HA OJHOTO JKUTEIIS 3eMIIi.

3arayibHUM TEpMIH ISl aBTOMATHUYHOI ieHTUdIKaIli Ta 300py JaHUX
(AIDC, Bim anrn. Automatic Identification and Data Capture) - meromu
aBTOMAaTU4HOI 1eHTU(diKalii 00'ekTiB, 300py MaHUX MNPO HHUX 1 OOPOOKY
JAaHUX aBTOMaTUYHUMU 1 aBTOMAaTU30BaHUMU cucTeMamu. 3a3Buyait 7o AIDC
BIJTHOCATH Taki TexHoJorii [14]:

KoHTakTHI MeTOAM: Mar"iTHa KapTa Ta 4in-kKapTa.

beskoHnTakTHl MeTonu: omTuuHi (WTpux koja, Data Matrix, OCR) Ta
pamiouactotHi (RFID, RTLS).

2.1.1. MAC-anpecu

MAC-aapeca (Big anri. Media Access Control - yripaBiiHHS JOCTYIIOM
no cepenosuina, Takok Hardware Address) - yHikanbHHI 1neHTU(IKATOD,
SIKM TIPUCBOIOETHCS KOXKHIM OJMHUII aKTUBHOTO 00J1aIHaHHA a00 JESIKUM 1X
iHTepdelicam B KoM 'toTepHux Mepexax Ethernet.
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[Ipu npoextyBanHi crannapty Ethernet 6yno mepeadbaueHo, Mo KoXKHA
MepexeBa Kapra (Tak caMo SK 1 BOYIOBaHHMI MepeKeBUM 1HTEPdEIC)
MOBUHHA MaTW yHIKaJIbHUM mectuOaiTHuii Homep (MAC-aapecy),
«TPOIIUTHI» B HIM MPU BUTOTOBJICHHI. Lleli HOMEp BHKOPHCTOBYETHCS IS
imeHTrdiKalii BiAMpaBHUKA 1 ofepKyBada (peiimy 1 mepeadadaeThes, IO
MIpU TOSB1 B MEPEXi HOBOTO KOMIT'toTepa (abo 1HIIOro MPUCTPOIO, 31aTHOTO
MpaioBaTd B MEPEXi) aIMIHICTpaTOpy HE JOBEAETbCS HAJAIITOBYBATH
MAC-anpecy 11p0ro Komir'rorepa Bpy4uny [15].

VYuikanbHicTh MAC-azpec J0CSATaeTbCsi THUM, IO KOXKEH BUPOOHUK
orpumye B koopaunamiitHomy komiteri IEEE Registration Authority
mianmason 3 16777216 (2%*) agpec i, B Mipy BHYEpIaHHS BHALICHHX aIpec,
MOJK€ 3alPOCUTH HOBUH Aiama3oH. Tomy 3a Tppoma crapimmmu 6aiitam MAC-
aJpecd MOXXHa BU3HAUWUTU BUPOOHMKA. ICHYIOTH TaOJMII, IO JO3BOJISIOTH
BU3HAUUTH BHUpoOHMKa 1o MAC-anpeci; 30KkpeMa, BOHHM BKIJIIOYEHI B
nporpamu Tuny arpalert.

VY mupokoMOBHUX Mepexax (Takux, sk Mepexi Ha ocHOBl Ethernet)
MAC-anpeca 103BOJsIE YHIKAIBHO 1IEHTU(]IKYBATH KOXKEH BY30J1 MEpexi 1
JOCTABJIATH JaHl TUIBKM IIbOoMY BY3ly. Takmm uywmHOM, MAC-aapecu
dbopMyIOTh OCHOBY MeEpeX Ha KaHallbHoMy piBHI Mojaem OSI, sky
BUKOPUCTOBYIOTh MPOTOKOJM OUIBII BUCOKOrO (MEpeXeBOro) piBHs. Jliis
neperBopeHHs: MAC-angpec B agpec MEpEKeBOro piBHA 1 Hazan
3aCTOCOBYIOThCSl criemiaibHl mpotokosn (Hanpukian, ARP 1 RARP B
mepexax [Pv4, 1 NDP B meperkax Ha ocHOBI1 IPvO).

Bisb11icTh MEPEKEBUX MPOTOKOJIIB KAHATBLHOTO PIBHS BUKOPUCTOBYIOTH
1 3 3 mpocropiB MAC-aapec, kepoBanux IEEE (a6o MAC-48, a6o EUI-48,
a6o EUI-64). Anpecu B KOKHOMY 3 LIMX IPOCTOPIB, TEOPETUYHO, MOBUHHI
OyTH T100aJIbHO YHIKaJIbHUMU. AJie HE BCl MPOTOKOJIM BUKOPHUCTOBYIOTH
MAC-aapecu; 1 He BCl NMPOTOKOJM, IO BUKOPUCTOBYIOTb MAC-anpecu,
noTpeOyIOTh MOI0OHOT YHIKAJIBHOCTI IIUX aJIpec.

Anpecu Ha kmtant MAC-48  HaWOUIBII — MONIMPEHi;  BOHHU
BUKOPHUCTOBYIOThCS B Takux TexHousorisx, sk Ethernet, Token ring, FDDI,
WiMAX 1 1Hmux. Bonu cknagaroTtbes 3 48 OIT; TaKUM YHHOM, aJpPECHUM
npoctip MAC-48 mamiuye 2® (aGo 281 474 976 710 656) ampec. 3rigHo 3
nigpaxynkamu [EEE, nporo 3amacy ajapec BuctauuTh moHaiMenie 10 2100
POKY.

EUI-48 Bim MAC-48 BipI3HAETHCS JIMIIIE CEMAaHTUYHO: B TOM Yac sIK
MAC-48 BHUKOpPHUCTOBYEThCS I MepexkeBoro oonagnanns - EUI-48
3aCTOCOBYETHCS JIJIs IHIITMX TUITIB allapaTHOTO 1 MPOrPaMHOTO 3a0€3MeUeHHS.

Inentudikatropu EUI-64 cknagatoTrbes 3 64 OIT 1 BAKOPUCTOBYIOTHCS B
FireWire, a Takox B IPv6 (B skxocTi Monoammx 64 OIT MepexeBoi aapecH
BY3J1a).
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Crpyktypa MAC-anpecu momana Ha puc. 2.1

- G octets -

lst octet | 2nd octet | 3rd octet | 4th octet | Sth octet | Gth octet

or
-f—7 octets - - 3 0 CT BT Sr—

Organisatianallg Unigue |Metwork Interface Controller
Identifier (DU} (MIC) Specific

8 hits \

b7|b6 |b5|b4 | B3| b2| bl | bO

L_ 0: unicast

1: multicast

0: globally unigue (0UI enforced)
1: locally administered

Puc. 2.1. Ctpykrypa MAC-anpecu

Crannaptu IEEE Busnauatots 48-po3psanuii (6 okrerie) MAC-aapecy,
AKa PO3/iIeHa Ha YOTUPU YACTHUHH.

ITepuri 3 okteTH (B MOPSAIKY iX Mepeaadl 1Mo Mepexi; cTapiii 3 OKTeTH,
SKIO PO3MISIAATH 1X Yy TPAAMIINAHIN OIT-pEeBEPCHOMY IIICTHAALSATHPIYHOMY
3anucy MAC-aapec) wMicTaTh 24-OITHMI  yHIKQJIbHUM  17eHTU]IKATOP
opranizamii (OUI) [1], ado xonx MFG (Manufacturing, BupoOHUKA), KUK
BupooHuk otpumye B IEEE. Ilpu 1mpomy, B HailmepiioMy OKTETI
BUKOPUCTOBYIOTHCSI TIJIBKM 6 CTaplIuX pO3psiiB, a JBa MOJOAIIUX MAalOTh
crieliajibHe MPU3HAUYCHHS:

- HynwboBuii 0iT - Bkasye: mia oguHouHoro (0) ado rpymoBoro (1)
azpecara Npu3HaA4YCHUN KaJp;

- [lepiuii 61T - Bkazye, uu € MAC-anpeca rnodanbto (0) abo JTIoKalIbHO
(1) agmiHICTpOBaAHOIO.

HactynHi Tpu OKTeTH - BUOUPAIOTHCA BUPOOHUKOM [IJISi KOXKHOTO
EK3eMIUIsIpa TMPUCTPOIO (32 BUHITKOM MEPEXK CHUCTEMHOI MeEpeKeBOl
apxitektypu SNA).

Takum yuHOM, TI0OaNbHO aaMmiHicTpyeMa MAC-anpeca mpucTporo €
1J1I00aIbHO YHIKAJIBHOIO 1 3a3BUYAl «3allIUTay B armaparypy.
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Icnye MOWIMPEHa JyMKa, 110 MAC-anpecy (OKOPCTKO  BIIUTO» B
MEpEeKEBY KapTy 1 3MIHUTH ii He MoxHa (a00 TUIBKM 3a JOMOMOTOKO
mporpamaropa) - ane HacmpaBal MAC-aapeca JIETKO  3MIHIOETHCS
MPOrpaMHHUM IUIAXOM, TaK K 3HaYEHHS, BKa3aHe uepe3 ApaiBep, Mae OUTbII
BHUCOKHUM TIPIOPUTET, HIXK «3amuTe» B Tuaty. OJIHaK Bce XK 1ICHye 00JagHaHHS,
B skomy 3MiHy MAC-ampecu 3poOUTH HEMOXIUBO Oe3 BHOOpY mporpam
(3a3BW4ail e TeJIeKOMYHIKariiiHe OOJagHaHHS, HAIPHUKJIA], TPUCTABKHU JIJIs
IP-TV (STB)).

VY nesKkux TMpUCTPOSAX, OCHAIIEHUX BeO-1HTepQeiicoM yrpaBiHHS,
MoxkimBa 3miHa MAC-agpecu Mg Yac HaNaITyBaHHS:  OUIBIIICTH
MapIIpyTU3aTOPIB J03BOJISAIOTH nybOmoBat MAC-aapecy MepexeBoi IuiaTu,
yepe3 Ky BIH NIAKIIOYEHUN O KOMIT'IOTepa.

B OC «Windows» 3miny MAC-agpecu MoOXHa 3IIHCHUTH
BOynoBaHuMU 3acobamu OC: y BIIACTHBOCTSIX MEPEXKEBOI IJIATH, Y BKJIAALI
«/lomaTtkoBo», JJIs1 pearyBaHHs € BJIACTUBICTh «MepexeBuil aapeca» (aHII.
«Network Addressy», y Aesskux BUPOOHUKIB MEPEKEBHUX ILJIAT 1€ BJIACTUBICTh
HasuBaeThcsl «Locally Administered Address») - 103Boisie MpUMYCOBO
npuBIacHUTH noTpiOHMt MAC-anpecy.

Ax 6aunmo BukopuctanHss MAC-aapec ansa kiHueBux loT mpuctpois
JOCUTh YCKJIaJHEHO.

2.1.2. OnTuyHi ineHTHdiKaTOPH

[IrpuxoBuit kox (mwrpuxkon [l1]) - rpadiuna iHopmarlis, 110
HAHOCHUTHCS Ha TMOBEPXHIO, MapKyBaHHsA a00 yHMakoBKY BHUPOOIB, IO HaJa€e
MOXJIMBICTh 3UYUTYBaHHS 11 TEXHIYHUMHM 3aCO0aMHU - TTOCTIJOBHICTh YOPHUX 1
O011uX cMyT, a00 THITHUX TEOMETPUIHUX BIryp.

Buaiisitote Taki cnocoOu ONTUYHOrO KOAYBaHHS 1H(MOpMaIli: JiHINHHI
Ta JBOBUMIpHI.

JliniiHUMHY  (CMYTOBUMH KOJIaMHM) HAa3UMBaIOThCA IITPUX-KOAM, WIO
YUTAIOTHCS B OJHOMY HampsMKy (mo ropusoHTani). HalGinpm mnomupeHi
miniitai cumBosikn: EAN (EAN-8 cknamaerbest 3 8 mudp, EAN-13 -
BukopuctoBytothes 13 mudp); UPC (UPC-A, UPC-E); Code56; Codel28
(UPC/EAN-128); Codabar; «Interleaved 2 of 5». JliHiiiHi CHMBOJIKH
JTO3BOJISTIOTHh KOAYBaTH HEBEIMKHM 00'eM 1HGOpMaIIii.

JIBOMIpHI CHMBOJIIKM OyiM pPO3pOOJICHI JJii KOJYBaHHS BEJIUKOIO
o0csry iHdopmariii. Po3mmdpoBka Takoro KoAy MNPOBOJUTHCS B JBOX
BUMipax (110 TOPU30HTAI 1 10 BEPTUKATL).

JIBOMIpHI KOIM MOUISAIOTHCS Ha OaratopiBHeBl (stacked) 1 marpuuHi
(matrix). baraTopiBHeBI IITPUX-KOAW 3'AIBUJIMCS ICTOPUYHO paHiimie, 1
SBJISIIOTH COOOIO TMOCTaBJICHI OJIMH HAa OJHOTO KijbKa 3BUYAWHUX JIHIMHHUX
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KOAiB. MaTtpuuHi K KOAM OIbII MIIJIBHO YHAKOBYIOTH 1H(OpMaIiiH1
€JIEMEHTH IO BEPTUKAJII.

9INEg76541321091118

Puc. 2.2. Ilpuknag mrpuxoBoro Koy

III m
| ;
a)

Puc. 2.3. Ilpukiagu koay Data Matrix, mo koaye TekcT: a -«\Wikipedia,
the free encyclopedia»; 6 - 1BOBUMipHUI IITPUX-KOJ HA MEIUYHOMY PEIICIITI

B nanmii yac po3poOsieHo 0e3mid ABOBUMIPHUX IITPUX-KOJIB, IO
3aCTOCOBYIOTHCS 3 TIEIO UM IHIIIOK YaCTOTOO.

DataMatrix - 1BOBUMipHHII MaTPUYHHUNA IITPUXKOJ, SKHHA MPEICTABIISIE
co00I0 YOpHO-O111 eJeMEeHTH ab0 €JNeMEHTH JACKIIbKOX PI3HUX CTYIICHIB
SACKpaBOCTI, 3a3BWYail y ¢opmi KBajapaTa, pO3MIIIEHI B KBajpaTHid ado
OPSMOKYTHIA Tpymi. MarpuyHuil IITPUXKOA MPU3HAYECHUN ISl KOJTYyBaHHS
TEeKCTy abo0 JaHuX IHIMX TumiB. HalyacTiiie B MPOMUCIOBOCTI 1 TOPTiBI
3aCTOCOBYIOTBHCSI OITOB1 MaTpHIll, IO KOAYIOTh BiJ JACKUIBKOX OalT 10 2
ki100aiT ganux. [lpu O6akaHHI MOXKHA PO3APYKYBATU HA TMPUHTEPlI MATPHUII
€MHICTIO B COTH1 KUJIOOAMT 1 MOTIM 3YUTYBATH iX 3 TOCUTh BUCOKOIO TOYHICTIO
3a JI0MOMOroro (oroamnapaTiB, MaTpPUIll SKUX MICTSITh MIJIbHOHHU TKCENIB.
[TpooOpa3om MITPUXKOIIB y BUIIISAII MAaTPHIlh € iepdokapTtu [13].

Opun 3 BapianTiB 0iTOBUX MaTpuilb, «Data Matrix», OyB po3poOneHuit
kommaniero RVSI/Acuity CiMatrix (HuH1 yacTiHa KOHIEpHY Siemens AQG).
Kox 3actocoByeTbest 111 MapKyBaHHS B €J1€KTPOHILl, aBTOMOO11e0y1yBaHHI,
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XapyoBill MPOMUCIOBOCTI, aBlaKOCMIYHOI Ta OOOPOHHOI MPOMHUCIOBOCTI,
E€HEPreTHYHOMY MallluHOOYAyBaHHI. [1]

Takox JaHl KOJOW 3aCTOCOBYIOTHCSI B PEKJIIAMHOI Ta PO3BaKAIBHOI
cepax. 3a monmomororo DataMatrix Mo)kHa 3aKOAyBaTH SIK TEKCT, Tak 1 1HIII
TUNU JaHUX - BEO-TIOCWJIAHHS, aJpPECH eJEKTPOHHOI TIOMITH, HOMEpHU
TenedoniB 1 SMS.

Puc. 2.4. Ilpuknan mapkyBanHs koxy  Puc. 2.5. [lpukiian yHiBepcaabHOTO
Ha TBEPAUX IMOBEPXHAX MPOMUCIIOBOIO 3UMTYBaya KOJIIB

TexHiuHa crierudikarris

CumBonu DataMatrix yTBOpeHI 3 MOAYNIIB, PO3TalllOBAaHUX B MeEXkKax
mabsiony mnomyky. Humu moxkna zammdpyBatu o 3116 komiB Tabmwmii
ASCII (Bxmroyarouu HaIMIIKOBY 1HQopmailito). CUMBOJI CKIaJa€ThCs 3
obyacTeil HaHUX, SIKI MICTATh MOJYJI Y BHUIJISII MEPIOJMYHOTO MAaCHUBY.
KoxHa oOnacth NaHux oOMexeHa MIa0JIOHOM TMOIIYyKYy 1 OTOYeHa 3 YCiX
YOTUPHOX CTOPIH MEXaMU BIJIbHOI 30HU. (3ayBakKE€HHS: MOJYJl MOXYTh OyTH
KpYTJMMHU a00 KBaIpaTHUMHU, KOHKPETHA (popMa CTaHIapTOM HE 3aKpIIJICHA).

Data Matrix ECC 200 - wme wHoBiTHS Bepcis DataMatrix, 1m0
BukopuctoBye komu Pima-Comomona jyisi  3amoOiraHHs TOMHJIOK 1
BiHOBJIeHHA cTepToi iHpopmarlii. ECC 200 yMOXIIUBITIOE BITHOBJICHHS BCI€T
MOCTITOBHOCTI  3aK0JIoBaHOi1 1H(opmarlii, kKoiu cumMBOJI MICTUTh 30%
MOIIKO/KEHb, MPUITYCKAIOYH, 1[0 MATPUIISl BCE II€ PO3TaIloBaHa B TOYHOCTI
npaBuiabHO. DataMatrix Mae 4acToTy mosiBU MOMWJIOK MeHIe, Hix 1 Ha 10
MUIBH B1ICKAHOBAHUX CHMBOJIIB.

CumBONIM MarOTh MapHY KUIBKICTh PSJIB 1 TapHa KIJIBKICTh CTOBMIIB.
binbmiicts cumBoiB kBagpatHi po3mipamu Bix 10x10 mo 144x144 monymis.
Opnak Jesiki CUMBOJIM TMPSIMOKYTHI 1 MarTh po3Mmipu Bl 8x18 mo 16x48
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MOAYMIB (TUIbKM TMapHI 3Ha4yeHHs). Bci cuMBONM, 10 MIATPUMYIOTH
BurpaBiieHHs noMuiok ECC 200, MoxyTh OyTH Mi3HaHI MO BEPXHBOMY
MpaBOMY KyTOBOMY MOJIYJItO, MAa€ OJIMH KOJIIp 3 (POHOBUM.

JlomatkoBl MOXKIMBOCTI, 110 BiApi3Ha0Th ECC 200 cuMmBomM Bij OLTHII
paHHIX CTaHIapTIB:

3BOPOTHUM TOPSAOK UWTAHHS CHUMBOJIB (CBITJIE 300pakeHHS Ha
TEMHOMY TJ1);

crieruikairisit HAOOPy CHMBOJTIB;

OPSIMOKYTHI CUMBOJIH;

CTPYKTypHE TIpU€aHaHHS (3'€qHaHHS O 16 CUMBOMIB JJIsi KOJYBaHHS
OLIBIIOT KIJIBKOCTI1 1H(pOopMariii) [2].

OcHoBHOIX BiaMiHHICTIO Data Matrix BiJ 1HIIMX MaTpUYHUX MITPUX-
KOAIB € MOXJIMBICTb BHOOPY (QOpMH 300pa’keHHS KOIy, sIka MOXe OyTu
KBaJpaTHOI a00 MPAMOKYTHOI (hopmMu

QR-ko00

QR-kox (amra. Quick Response Code - koj MIBUIKOTO pearyBaHHS;
ckop. QR code) - ToBapHuUil 3HAK AJIA TUIy MaTPUYHUX IITPUX-KOAIB (200
JBOBUMIPHUX IUTPUX-KOJIB), CHOYATKY PO3POOJEHUX JIsi aBTOMOOUIBHOI
npomuciioBocti SAmnonii. HITpUxkoa - TPOUYUTYETHCS MAIIMHORO, 11€ ONTHUYHA
MITKA, 1110 MICTUTh 1H(GOpPMaILIio PO 00'€KT, 10 SKOro BoHa npus'szaHa. QR-
KOJT BHUKOPUCTOBYE YOTHpPU CTaHIAPTU30BAHUX PEKUMY KOAYBaHHS
(unciioBuii, OyKBEHO-IIM(PPOBUM, NBIUKOBUM 1 KaHA31) ISl €(PEKTUBHOIO
30epiraHHs JaHUX; MOXKYTh TaKOK BUKOPUCTOBYBATHUCS po3MIUpeHHs [1].

- 2 -I'"-l 1.

WIKIPEDIA

IJI —I I.I -II.II I I'u-

5 ]

Puc. 2.6. IIpuknan xynoxxasoro QR-koay. He3paxkarouun Ha J01aTKOBY
1H(popMmaIlito, ek KoJI 3AIMIIAETHC YNTAaHUM

Cucrema QR-kOJiB cTaja MOMYJSIPHOIO 32 MEXaMu aBTOMOOLIBHOI
MPOMUCIIOBOCTI 3aBISIKM MOJKJIMBOCT1 IIBUJIKOTO 3YMTYBaHHS 1 O1UIBIIOL
MICTKOCTI B TIOPIBHSAHHI 31 mTpux-komamu ctangapty UPC. PosmupenHs
BKJIFOYAIOTh  BIJICTEXKEHHA  MPOAYKINI,  1AeHTU]IKAIII0O  TPEIAMETIB,
BIJICTE)KCHHSI Yacy, YIPaBIIIHHA JOKYMEHTAMH 1 3arajibHUN MapKEeTHHT [2].

QR-konm ckiamaeTbesi 3  YOPHMX KBAJpaTiB, pPO3TAIIOBAHUX Y
KBaJpaTHIN CITII Ha OUIOMY T, SIKI MOXYTb 3YMTYBaTUCS 3a JIOMOMOIOIO
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NpUCTPOIB OOpOOKM 300pakeHb, TaKUX fAK Kamepa, 1 oOpoOisTHCS 3
BUKOpUCTaHHAM KoAiB Pima-ComomoHa 10 THIX TIip, MOKH 300pa)KEHHSI HE
Oyne HaJeKHUM YMHOM po3mi3HaHo. [loTiM HEOOXimHI /aHI BUTSITYIOTHCS 3
1abJIOHIB, SIKI MPUCYTHI B TOPU3OHTAJIBHUX 1 BEPTUKAIBHUX KOMIIOHEHTaX
300pakeHHS.

QR-xoxg po3poOieHuit 1 MNpeACTaBICHUN SAMOHCHKOI KOMIIAHIEI0
Denso-Wave [3] B 1994 poui. BenuuesHa monynsipHICTh IITPUXKOJIB B
Snonii mpusBena g0 TOro, mo oOcar iHdopmari, 3amm@poBaHoi B HUX,
He3a0apoM TMepecTaB BJAIITOBYBATH TMPOMMCIOBICTh. SMOHIN moYaiv
EKCIIEPUMEHTYBATH 3 HOBUMH Cy4YaCHUMU CIIOCOOAMH KOJYBAaHHSI HEBEITUKUX
oOcsriB iH(opmarlii B rpadiyHiil KapTHHIII.

Ha BigMiHy BIJ CTaporo IITPUXKOAY, SKUI CKaHYIOTb TOHKHM
npomeneM, QR-KoJ BU3HAYAETHCS TATYMKOM a00 KaMeporo K JIBOBUMIpHE
300paxkeHHs. Tpu KBajapara B KyTax 300pa)K€HHsI 1 MEHIIl CHHXPOHI3YI0ui
KBaIpaTUKX TI0 BCHhOMY KOJy JIO3BOJISIIOTH HOPMAJII3yBaTH  PO3MIp
300paXeHHS 1 MOro OpleHTaIll0, a TaKoX KyT, MiJ SKUM JaT4YUuK
pO3TalioBaHUi J0 MOBEpXHi 300paxkeHHs. TOUKH MEepeBOAATHCA B JIBIMKOBI
qucia 3 IEPEBIPKOIO MO KOHTPOJIbHIN CyMi.

OcHoBHa nepeBara QR-koay - 11 Jierke po3Mi3HaBaHHS CKAHYHOYUM
o0JiaIHAaHHSM, 110 JA€ MOKJIMBICTh BUKOPUCTAHHS B TOPTIBJI1, BUPOOHUIITBI,
JIOTICTHII].

Xoua mo3HaueHHs «QR code» € 3apeecTpoBaHMM TOBAPHUM 3HAKOM
«DENSO Corporation», BUKOPUCTaHHSI KOJIB HE OOKJIAA€ThCA >KOJHUMU
JTLEH31MHUMH BipaXyBaHHSMM, a caMl BOHH ONMCaHI 1 OmNyOJIIKOBaHI B
sKocTi cranaaptis [SO.

Cnemudikamis QR-kony He omnmcye ¢opmar nanux. Hait6inbin
nonyJisipHi miporpamu neperisigy QR-koiB miaTpuMyroTh Taki (opMatu
nanux: URL, 3aknmanka B Opaysep, Email (3 momitkoro), SMS Ha HOMEp (c
temor0), MeCard, vCard, reorpacdiuni koopauHatu. Takox AesiKi Iporpamu
MOXyTh posmizHaBatu ¢aimu GIF, JPG, PNG ab6o MID wmenme 4 Kb i
3amu@poBaHUil TEKCT, ajie i GopMaTh HE OTPUMAIIH MOIYJISIPHOCTI.

Haiimenmmii QR-kon (Bepcist 1) mae posmip 21 x 21 mikcenb (6e3
ypaxyBaHHsI 1OJiB), HalOIbIMi (Bepeis 40) - 177 x 177 mikcenis.

[cHye yoTHpU OCHOBHUX BUIU KojtyBaHHA QR-Kk0/11B:

Hudpose: 10 6iTiB Ha TpH udpu, 10 7089 mudp.

AndasiTHo-tIdpoBe: miaTpumytoTses 10 mudp, gitepu Big A a0 Z 1
K1JIbKa crercuMBoiiB. 11 O1iTiB Ha aBa cUMBOJIH, 110 4296 cMMBOIIIB

baiiroBe: nani B Oynb-IKOMY 3py4YHOMY KOJyBaHHI (32 3aMOBUYYBAHHSIM
ISO 8859-1), no 2953 Gaiir.

Kanpsi: 13 6itiB Ha iepormid, no 1817 iepormidis.
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TakoX ICHYIOTH «IICEBIOKOMIPOBKI»: 3aBJIaHHS CIIOCOOY KOJyBaHHS B
JTAHUX, PO30OUTTS JOBrOro MOB1AOMIICHHS HA KiJIbKa KOJIIB 1 T. II.

Jlyis BUTIpaBJIeHHsS] TOMUJIOK 3acTOCcOBYeThbesa koA Pima-Conomona 3 8-
OITOBMM KOJOBHUM CJIOBOM. € 4oTupH piBHS HaaMipHocTi: 7, 15, 25 1 30%.
3aBAsIKM BUIIPABJICHHS MOMUJIOK BJA€Thcs HaHecTH Ha QR-kox MamioHOK 1
BCE OJIHO 3QJIMIIUTH NOTO YATAHHUM.

[IIo6 B Komi HE OYyJ0 €IEMEHTIB, 3IaTHUX 3aIlIyTaTH CKaHep, 00JacTh
JaHUX CKJIAAa€ThCS MO MOAYNIO 2 31 CIEIiaIbHOI0 Mackoro. JJis KOpeKTHOI
poOOTH AeKo/Iep TMOBHHEH MepenpoOyBaTH BCl BaplaHTH MACOK, OpaxyBaTu
mrpadHi 0YKK IS KOXKHOI 3 OCOOJIMBUMHM MpPaBUSIaMU 1 BUOpaTH HAOUIbII
BIAITY.

2.1.3. PagiouacrorHa inenTudikanis (RFID)

RFID (Radio Frequency Identification) — me cmoci6 3a0e3nedcHHs
30epiraHHsa Ta nepenayi iHGopmarllii 31 3py4HOr0 HOCIA-MITKA B TOTpiOHE
MICIIE, 3a JOMOMOTOK CIeIiaJbHUX NPUCTPOiB. Taki MITKU-1IeHTU(DIKATOPU
J03BOJISIFOTH MOJIETIIMTH PO3MI3HABAHHS Pi3HUX 00'€KTIB: TOBApIB B MarasuHi,
pyXoMHX 3aco0iB MPU TPAHCIIOPTYBaHHI, JOMOMAararoTh BU3HAYATH 1X MICIIE
pO3TalllyBaHHS, MOXYTh 1ICHTU(IKYBAaTH JIIOJEH 1 TBApUH, HE KaXXY4Hd BXKE
PO MIMPOKI MOKIIMBOCTI 1/IeHTH(IKALIIT JIOKYMEHTIB 1 MaiiHa (puc.2.7).

Puc. 2.7. Ilpuknan mo3naueHnHs texHosorii RFID

RFID-cucTtema cknagaeTbcs 3 TPhOX OCHOBHUX €JIEMEHTIB (puc.2.8):
RFID-3uuTyBaua («pigepa»), RFID-mitku (iHmi Ha3Bu: iAeHTH(IKATOP,
TpaHCIIOHAEp 4Yu "Ter", Biji aHIj. tag) Ta KOMI'FOTEPHOI CHCTEMH OOpOOKH
nanux [11].
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Puc. 2.8. Crpykrypa RFID-cucremn

RFID-3untyBau (abo «pinep») Mae mNpuiMalibHO-TIEpEAaBATbHUN
OPUCTPIN - BIH MOCWJIAE€ CUTHAJ 10 MITKM Ta NpUIMAe BIJNOBIIHUNA CUTHAI
B1J1 MITKU. Mikpomnponecop (MacuBHOI MITKH), SIKMI BIJJA€ CUTHAN KUBUTHCS
3a paxyHOK IHAYKIIHHOTO CTpyMy 3 KOTYIIKM a00 aHTeHH, B SKIA
BUPOOJISETHCS CTPYM, KOJM MITKa MPOXOJUThH Yepe3 €JICKTPOMAarHiTHE IoJIe.
MiTku MOXYTh MaTH OUIbII CKJIaJHY peali3aliio 3 MIKpPOMNpPOIECOpPOM, IO
nepeBipsie 1 JEKOAYy€E AaHl, a HE MPOCTO BIJAIMOBIJAE 1AeHTU(IKATOPOM, a
TaKOXX MaM'siTh, 10 30epirae JaHi JJis HACTYMHOI Mepeaadi, SKIO IIe
HEOOX1/IHO.

3untyBadi MOXYTb OYTH TIOCTIHHO MIAKIIOYEHUMU JO CHUCTEMU
00po0OKH, ab0 TpaIoBaTH aBTOHOMHO. 3aJIe’KHO BI1JI YACTOTHOTO Jiara3oHy
MITKH, JUCTaHINS CTIMKOTO 34YMTYBAHHS 1 3allMCy JAHUX MOXKe OyTH pi3HA.
Po3pi3HsAI0TH CTalllOHapHI Ta MOOUIbHI 3UUTYBaui.

CrairioHapHi 34MTyBaul KpIILISATHCS HEPYXOMO Ha CTIHAX, ABEPSX,
PYXOMHUX CKJIQJICBKUX MPUCTPOsiX (IITadensiTopax, HaBaHTaxyBayax). BoHu
MOXXYTb OyTH BUKOHaH1 y BUTJISIJI 3aMKa, BMOHTOBAHI B CTLT a00 3aKpiIlJieHl
nopsii 3 KOHBEEPOM Ha MLUISAXY MPOXOKEHHsS BUPOOIB. B moOpiBHSHHI 3
MOOUTPHUMHU, 3UMTYBaUl TAKOTO TUITY 3a3BUYail MAtOTh OLIBITY 30HY YMUTAHHS
Ta MOTYXKHICTh, 1 3/1aTHI OJIHOYACHO OOpOOJISATH 3HAYHUUN MOTIK 1H(hOpMAILi.
CraiioHapHi 34WTyBa4l Ha BUPOOHMIITBI 1HTETPYIOThCA B iHGOpMAIIHY
CHUCTEMYy III0 JI03BOJIAE€ TOETanmHO (IKCyBaTU MEPEMIIIEHHS MapKOBAaHMX
00'eKTIB B peaJlbHOMY 4aci, a0o 11eHTU(]PIKYBaTH TOJOXKEHHSI MIYECHUX
PEAMETIB B MPOCTOPI.

MoO11bH1 3UKTyBavl MatOTh MOPIBHSIHO MEHIILY AAJIbHICTD Jii 1 4acTO He
MaloTh TOCTIHHOTO 3B'A3KYy 3 CHCTEMOIO OOpoOKM gaHuX. BoHU MaroTh
BHYTPILIHIO NaM'sITh, B SIKYy 3alHMCYIOThCS JJaH1 3 MPOYUTAHUX MITOK (IIOTIM
0 1HQOpMaIlil0 MOXXKHA CHHXPOHI3YBAaTH 3 CHCTEMOIO OOJIKYy) 1, SK 1
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CTaI[lOHApHI 34YWTyBaui, 3JaTHI 3alMUCYBATH JaHI B MITKY (HampuUKIaJ,
1H(pOpMAaIIiIO PO NPOBEACHUI KOHTPOJIB).

OcunoBuumu 4vactuHamu RFID-mitkn (muB. puc. 2.8) e: npuiimau,
nepenaBay, aHTeHa 1 OJok mam'siTi. Bce OkpiM aHTEHH pPO3MINIYETHCS B
KOPIYCl MaJeHbKOI MIKPOCXEMH — Yila, TOMY 3 BUTJIAY MOXKE 3/1aTUCS 1110
MITKa CKJIQJa€ThCsl JUIIE 3 OaraTOBUTKOBOI aHTCHHW 1 dima. B akTHBHHX
MITKaX € Ie OJHAa YacTWHA - JDKEPENIO >KWUBIICHHS, HAIpPHKJIAJ] JITi€Ba
Oarapeiika. Eneprito MiTka OTpuMye 3 pajilOCUTHANy aHT€HU 3UMTyBada aldo
BiJl BJIACHOTO JDKEpeJia KUBJICHHS, MICs OTPMMAaHHS 30BHIIIHBOTO CHUTHAIY,
MITKa BIJIMOBIJA€ BJIACHUM CHUTHAJIOM, Y SIKOMY MICTUTbCS TI€BHA
1neHTu(dikaniiaa iHpopmarris.

RFID-miTka npuiiMae BijJi aHTEHU EJIEKTPOMATHITHY XBHIIIO. XBHIIS
aKTHBI3y€ 1i, 1 CTalOTh MOMJIMBUMM $IK 3allUC JIAHUX HAa MITKY, TaK 1
3UATYBaHHS JIaHMX 3 MITKH. AHTEHa CIOYy)KHTh TaKUM  YHHOM
O0araro(pyHKI[IOHAJIbHUM KaHaJIOM 3B'I3Ky MK MOpuiloMoriepeaaBayeM 1
MITKOIO, TIOBHICTIO 3a0€3Meuy€e MpoLecH nepeaadi 1 OTpUMaHHsI TaHuX.

AHTeHH pi3HUX (OPM 1 PO3MIpPIB MOXKYTh BOYJOBYBaTHUCA B CKaHEPH,
BOPOTa, TYpHIKETH, - pi3HI 3aco0u s podotu 3 RFID-miTkamu, 3 MeTOr0
3a0e3MeueHHs JoCTymy A0 1HdopMallii, 1110 30epiraeTbcsa B MiTKaxX TOBapIB,
PEMETIB, JIFOJCH, TPAHCHIOPTY 1 T. 1. - BCE, 110 NMEPEMIIIYETHCS Yepe3 30HYy
Jii aHTeHH ckaHepa, 1 Mae Ha co01 RFID-miTku (puc. 2.9).

AHTEHa MOXKe Oe3mepepBHO MPAIIOBATH 1 MOCTIHHO 3YUTYBATH MITKU Y
BEJIUKINA KUJILKOCTI, BECh YacC OMUTYIOUHM 1X, A00 MOXKE BKJIIOUATUCS HA JICSIKUAM
yac 3a CHUTHAJIOM BIJl omneparopa. AHTEHa 3 TNpuiloMoriepenaBayeM 1
JIEKOJIEPOM YaCTO 3HAXOMSTHCS B OJHOMY 3arajbHOMY KOPITYCi, 100 CUTHAI
B1JI aHTEHU Bijipa3y O JIeMOJIyJIrOBaBCs, po3iudpoByBaBcs 1 nepeaaBaBcs O
yepe3 crangapTHuid iHTepdeiic Ha TIK mma moganpiioi oOpoOKH OTpUMaHUX
JaHUX.

Hemae Hisikoi moTpeOM B KOHTakTi a0 MpsMid BUAUMOCTI MIXK
3UMTYBauy€M 1 MITKOIO, OCKIJIBKM PaiOCUTHA JIETKO TPOHUKAE 4Yepe3
HEMeTaJieBl Marepiaau. TakuM YMHOM, MITKU HaBITh MOXYTh OyTH CXOBaHI
yCepearHl TUX 00'€KTIB, IO MiAISITal0Th 1ICHTUDIKALTI].

Icnye Oexinvka cnocobie xnacugikayii RFID-mimox i cucmem: 3a
POOOUOI0 YACMOMOIO, 3 0XHCEPENIOM IHCUBTICHHS, 3a MUNOM NAM'SIMmL.

3a pobouoro uacmomoro BUIUISIOTH BUCOKOYACTOTHI, CEPEIHBO
YaCTOTHI Ta HU3bKOYACTOTHI CUCTEMHU.
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AHTEeHHa
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\ /

Puc. 2.9. IIpuknaau anten RFID-miTox

Bucoxouacrorni (850-950 Mhz 1 2.4-5 Ghz), 1110 BUKOPUCTOBYIOTHCSA
TaMm, JI€ TMOTpiOHa BeJMKa BIJICTaHb 1 BHUCOKA IIBUIKICTb 3YUTYBaHHA,
HAIPUKJIAQJ KOHTPOJIb 3aJTI3HMYHUX BaroHiB, aBTOMOOLIIIB, CUCTEMHU 300Dy
BimxomiB. Hampuknan, piepy BCTAHOBIIOIOTH Ha Inuiardbaymax, a
TPAHCIIOH/IEP 3aKPIIUTIOETHCA HA BITPOBOMY a00 OIYHOMY CKJIl aBTOMOOLJISL.
Benuka nmanbHICTH 11 1a€ MOXKJIMBICTH O€3MEYHOI YCTAaHOBKH PiJepiB Mo3a
MeEKaMH JOCSHKHOCTI JIFOJIEN.

CepennpouactorHi cucremu (10 MHz—15 MHZz) 3acTocoByrOThH Tam,
Jie IOBUHH1 OyTH Mepe/iaHi BeJIMK1 00CITH JTaHUX.

Huspkouactorai (100-500 Khz). BukopucrtoByroThcs Tam, [
MPUITYCTUMA HEBEJIMKA BIJICTAaHb MK 00'€KTOM 1 piiepoM. 3BUYaiiHa BiJICTaHb
3uuTyBaHHS cTaHOBUTH 0,5 merpa. s MITOK, YMOHTOBAaHUX y MaJICHBKI
«KHOTIOYKHW» (HAmpuKiag T0MOQOH), AATbHICTh YUTAHHA, SK MPABUIIO, IIE
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MeHnire — 6m3bpko 0,1 MeTpa. Benuka anTeHa pigepa MoOxe SKOKCh MIPOIO
KOMIICHCYBATH TaKy JajdbHICTh Jii HEBEJIUYKOI MITKH, ajie¢ BUIIPOMIHIOBAHHS
BUCOKOBOJIFTHUX JIiHIA, MOTOpPiB, KOMIT'IOTEPIB, jamm 1 T.M., 3aBa)xae ii
poOOTi. BimpIIICTH CHUCTEM KepyBaHHS JOCTYHOM, O€3KOHTAKTHI KapTKH,
KEpyBaHHs CKJIaJaMH 1 BUPOOHHUIITBOM BUKOPHUCTOBYE HU3bKY YaCTOTY.

3a munom Oocepena oncuenenus RFID-mimku Oinamvcsa HA: NACUBHI,
AKMUBHI, Hani6NACUBHI.

Ilacusni RFID-mimxu He MaroTh BOYJIOBAHOTO JDKEpena eHeprii.
Enextpuynuii cTpyM, WO I1HJIYKYETbCA B aHTEHI E€JIEKTPOMArHITHUM
CUTHAJIOM BIJ 34YuTyBaya, 3a0e3ledye JOCTAaTHIO TMOTYXKHICTh ISt
¢yHkuionyBaHHs KpemHieBoro CMOS-uumna, po3MilIeHOr0 B MITHI, 1
nepeayl y BiJIMOBIAb CUTHATY.

[TacuBHi MiTkn YBY (ynbTpaBHCOKOYACTOTHI JEUMMETPOBI XBHII) 1
HBY (HaaBMCOKOYACTOTHI CAHTHUMETPOBI 1 MUIIMETPOBI XBWJI) [1ana30HIB
(860960 MIm i 2,4-2,5 I'T) mepenaroTh CHrHAJd METOJIOM MOJYJIAIIT
BIIOMTOr0 CHTHAJy 4YacToTH, 10 Hece (aHri. Backscattering Modulation
MOAYJISALISE 3BOPOTHOTO PO3CISIHHS). AHTEHA 3UMTyBaya BUIPOMIHIOE CUTHAII
4acTOTH, 110 HEce, 1 MpuiiMae BIAOUTHUI BiJl MITKU MOJYJIbOBAaHUM CUTHAI.
ITacuBni miTkm BY miama3oHy mnepenaroTh CUTHAA METOAOM MOIYJISLIT
HABAaHTAXXCHHS CHTHaJy uYacToTH, o Hece (anria. Load Modulation
MOJYJIALsA HaBaHTaxeHHs). KokHa MiTKa Mae 11eHTU(IKalIiHUNE HOMED.
[TacuBHI MITKM MOXYTh MICTUTH TI€pE3alUCYBaHy HE3ICKHY IaM'sITh
EEPROM-tumy. JlanpricTh Aii MiTok cranoBuTh 1—200 cm (BU-MITKMN) 1
1-10 metpiB (YBY 1 HBY-miTkn).

Axmueni RFID-mimku BOJOAIIOTH BJIACHUM JIKEPEJIOM KUBJICHHS 1 HE
3alie’KaTh BIJI €HEprii 34uMTyBaya, YHACHiOK YOrO0 BOHM YHUTAIOThCS Ha
JTajdbHIM BIJCTaHI, MalTh BEJIWKI PO3MIPU 1 MOXYTh OyTH OCHAIEHI
JIOIATKOBOKO €JIEKTpOHIKOw. IIpoTe, Takl MITKM HalJOpoXkdi, a y Oarapei
oOMeXeHUM Yac poOOTH. AKTHUBHI MITKH B OUIBIIOCTI BHUIAJIKIB HaAIMHIIII
(HampuKIaa, 3A1MCHIOIOThH MEHITY KUTBKICTh MTOMUJIOK), HIXK MTACUBHI, 3aBJISKU
0COOIMBINM cecii 3B'SI3KY MK MITKOIO 1 IPUCTPOEM 3UUTYBaHHS. AKTHBHI
MITKH, BOJIOJIIOYM BJIACHUM JDKEPEIIOM O KUBJICHHS, TaKOX MOXYTh
reHepyBaTH BUXIJIHUM CUTHAJI OUIBLIOTO PIBHS, HIXK IMACHBHI, JO3BOJSIOUU
3aCTOCOBYBAaTH 1X B AarpeCHUBHIMIMX MJIs PaJiO4acTOTHOTO CUTHATY
CepesIoBUINAaX: BOJI (BKJIIOYAIOUM JIOJed 1 TBapWH, SKI B OCHOBHOMY
CKJIQJIAl0ThCSl 3 BOJIM), MeTaslax (KopaOesibHI KOHTEMHEpH, aBTOMOO1I), 1Jis
BEJIMKWX BIJICTAHEH Ha MOBITPl. BIIBIIICTP aKTUBHUX MITOK JO3BOJISIOTH
nepeaaTy CUTHaJ Ha BIJICTaHI B COTHI METPIB MPU TPUBAIOCTI KUTTS OaTapei
xuBiieHHs 10 10 pokiB. [eski RFID-miTku MaroTh BOYJOBaHI CEHCOPH,
HAIMPUKJIAJ, JIJI1 MOHITOPUHTY TeMIIEpaTypu TOBapiB, K1 MIBUAKO MCYIOTHCA.
[HIII TUOM CEHCOpIB B CYKYHHOCTI 3 aKTUBHUMH MITKaMU MOXYThb
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3aCTOCOBYBATHUCS LTSI BHUMIPIOBAHHS BOJIOT'OCTI, peecTpartii
MOITOBXIB/BiOparlii, CBiTJa, pajiaiii, TemrnepaTypu 1 rasiB B aTtMmocdepi
(HampuKJIal, ETUIICHY).

AKTHBHI MITKU 3a3BUYail MalOTh Ha0arato OUIBLINHN pajalyC 3YUTyBaHHS
(o 300 M) 1 obcsT TIaM'sT1, HK TTACHBHI, 1 3/1aTHI 30epiratu OUIBIIAN 00CST
iHdopmarii s BiANpaBKM mnpuiiMadeM. B nmaHuii dvac, aKkTHBHI MITKH
pOOJIATH po3MipaMu HE OUIbIIE 3BUYAWHOI MIIIOJI 1 TIPOJAIOTh 3a I[IHOIO B
JIEK1JIbKA J0J1apiB.

Hanienacusni RFID-mimku, TakoX iX Ha3MBalOTh HallBaKTUBHHMHU,
JTy’K€ CXO0’K1 Ha MaCUBHI MITKHU, aJie OCHAIIEH1 OaTrapeeto, sgKa 3a0e3neuye Ynl
EHEepProXUBJEHHsIM. [Ipu 1IbOMY AaNBHICTH i1 IIUX MITOK 3aJ€KUTh TUIbKU
BiJl YyTJIMBOCTI TpHiiMaya 34MTyBadya 1 BOHU MOXYTh (DYHKI[IOHyBaTH Ha
O1IBILII BIJCTaHI 1 3 KpAIIUMH XapaKTePUCTUKAMU.

3a munom euxopucmosysanoi nam'asmi RFID-mimku oinamscs Ha:

. RO (anrn. Read Only) pani 3anucyroTbCsi TIIBKA OAWH pas,
B1JIpa3y NP BUTOTOBJIEHHI. Taki MITKM MpUAATHI TUIBKK JUIS 1I€HTU(IKALIII.
Hisiky HOBy 1HQoOpMalil0o B HUX 3alMcaTd HE MOXHA, 1 iX MPaKTUYHO
HEMOXKJIMBO IMIAPOOJISATH.

. WORM (anrn. Write Once Read Many) OkpiM YHIKaJIbHOTO
imeHTudiKaTopa Taki MITKH MICTSATh OJIOK OJTHOPA30BO 3alMCyBaHOI Mam'sTi,
Ky HaJiaji MOXHa 0araTo pa3iB UMTaTH.

. RW (anrn. Read and Write) Taki MITKH MICTSITh 1I€HTU(IKATOP 1
OJIOK mam'siTi Juisl yuTaHHs/3anucy iHdopmarii. JlaHi B HUX MOXYTh OyTH
nepesanucani 6araropasono.

Ocnoegni nepesacu RFID-mexnonoeii:

. st RFID He moTpiOHUM KOHTAKT abo MpsiMa BUJAUMICTb;

. RFID-MiTKM 4YWTarOTHCS MBUAKO 1 TOYHO (HAOJIMXKAIOYHUCH J0
100%-o01 inenTudikariii);

. RFID Moxe BHUKOPUCTOBYBAaTHUCA HaBIThb B  arpecCUBHUX

cepenoBuinax, a RFID-miTku MOXyTh uuTaTucs udepe3 Opyn, ¢apOy, map,
BOJY, IJIaCTMacCy, IEPEBUHY;

. nacuBHl RFID-miTku maioTh (pakTUYHO HEOOMEXKEHUH TEepMiH
eKCILTyaTallli;

. RFID-miTKu HeCcyTh BEJIMKY KIJIBKICTH 1H(OpMAIIi 1 MOKYTh OyTH
IHTENEKTyaIbHUMU;

. RFID-miTku MOXyTh OyTHM HE TUIBKM ISl YMTAHHS, ajle 1 3
3anucoMm iHdopmariii;

Heoonixu RFID-mexnonoeii

. B neskux Bumaakax MITKA HE JI€aKTUBYIOTHCS TOBHICTIO, €
MO>KJIMBICTH TIOBTOPHOTO CIIPAIlbOBYBAHHSI.
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. MiTky MOXHa BHUSBUTH Ha ToBapl 1 B 0araThOX BHITaJIKAX
MTOIIKOAUTH ab0 BiIIPBATH.

. 3 ommsay Ha JIETKY MOXJIIMBICT  MAacKyBaHHS, MOXYTh
BUKOPHUCTOBYBATHUCH JUISI IITTUTYHCTBA 0€3 3r0/IM BIACHUKA TOBApPY .

. Y Bumaaky OIUIaTHU TOBAapy KapTKOW O0aHKy TEXHIYHO
3aJIMIIAETHCS. MOXKIIUBICTH ACOIIFOBaHHS 1IMEH1 BIIACHUKA 3 TOBAPOM.

. B imgmBigyampHMX ~BHUIQAKaxX KaTeropwyHa BIJIMOBAa  Bij
IMIUTaHTAIll] 3 OTJISIIY Ha CTpaxX BTPATH MPUBATHOCTI 1HAMBIIOM.

. TexHIYHO MOXJIMBO 30Wparu nOpuBatHy iHdopMmaiio -
HaLllOHAJIBHICTh Ta 1HIII JaH1 3 MAaCIOPTIB, KyIUJIEHY JIITepaTypy 1 T.II.

. RFID-MiTKy BiZHOCHO JIETKO BBECTHU B OMaHy. Jlis 1poro

HeoOX1HO 100 MiTKa MPOMIIIa B pajiycl Jii HeCaHKIIMOBAHOTO 3YMTYyBaya,
4acTo MOOLIIBbHOTO, KU 30epexe iHdopmartito 3 MiTku y cebe. [licust mporo
JOCTaTHHO MPUHTH 1O TOYKH JOCTYIy 1 MPOTPAHCIIOBATH 3YHUTAHY
iHQopMmaLilo cucTeMi 3a  JIONMOMOrOK  CHEHIaJbHOTO  TPAHCIATOpPA.
VYcknagHooe CUTyalliio ¥ Te, 0 Y BUTOTOBJICHHI TPaHCISATOpa HE BUHHUKAE
HISKUX CKJIAJHOCTEM 1 MOro CXeMH € IMIMPOKO PO3MOBCIOIKEHI B MEpExKI
[HTepHer.

2.1.4. Cucrema no3uuioHyBaHHS B pe:xkuMi peajibHOro yacy RTLS

RTLS (ckop. Bim anria. Real-time Locating Systems - cucrema
MO3UIIIOHYBAaHHS B PEXKUMI PEAIbHOTO 4Yacy) - aBTOMaTU30BaHa CUCTEMa, 110
3a0e3mneuye 11eHTUdIKall0, BU3BHAYCHHS KOOPJMHAT, B1JOOpa)KEHHS Ha IIaHi
MICII€3HaXO/[PKEHHSI KOHTPOJILOBAHUX O0'€EKTIB B MEkKaX TEPUTOPIi, OXOIICHIN
HeoOx11HO0 1H(pacTpykTyporo. RTLS nakonuuye, oOpoOisie 1 30epirae
iHpopMaIlilo Mpo MICIE3HAXOMKEHHS 1 MEePEMIIICHHSAX JIIOJeH, MpeaMETIB,
MOOUTPHMX MEXaHI3MIB 1 TPAHCIOPTHUX 3aCO0IB 3 METOI MOHITOPHUHTY
TEXHOJIOTTYHMX 1 OI3HEC-TIPOLIECIB, CHUTHAMI3aIli MpO BIIAXWICHHS BIJ
pErJIaMeHTIB, a TaKOXX 3 METOI0 PETPOCIEKTUBHOIO aHANI3y TUX UM 1HIIMX
IPOIIECIB 1 CUTYAIlIN.

Jlo ocHoBHUX XapakTepucTuK RTLS moxxHa BigHecTH:

To4HICTh MO3UIIIOHYBAHHS - TOUYHICTh BU3HAYEHHS KOOPJIUHAT 00'€KTY,
o KoHTpomoeThes. st pizHux TexHosorii RTLS xapaktepHa TOYHICTH
MO3UITIOHYBAHHS CTAaHOBUTH BIJl JCKUIBKOX AecATKIB MerpiB (s WiFi) no
JEKUIBKOX CAaHTUMETPIB (IIJIs1 yJIbTPA3BYKOBHUX ).

JIOCTOBIpHICTh TO3UIIIOHYBAHHS - B peajJbHUX YyMOBaX TOYHICTb
MO3UIIIOHYBAaHHS B 3HAYHIA Mipi 3aJ]€XUTh BiJ BIUIMBY TEPEIIKOA 1
0aratornpoMeHeBOro 3aracaHs (BIJOMTHUX CHUTHAJIB), TOMY TOBOPSYH TMPO
TOUHICTh mno3ulionyBaHHs RTLS 3a3Buuail BKa3ylOTh 1 BIpOTiIHY
XapaKTEePUCTUKY TOCTOBIpHOCTI. Hampukian, «TOYHICTh MO3UIIOHYBaHHA |
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MeTp 3 J0cToBipHICTIO 90%)», TOOTO TOUHICTH Oyae 3abe3neuyBatucs B 90%
BHUMIPIOBAHb.

[lepiognuHICTh OMMUTYBAaHHS - JJIS 3a0€3MEUEHHS TMO3UI[IOHYBaHHS B
PEXHUMI peajbHOro 4acy MPOMDKOK Yacy MiIX BUMIpamMH IOBUHEH OyTH
TakuM, 100 00'€KT, PyXaluWch 3 XapaKTEPHOIO I HHOTO IIBHJKICTIO,
BCTUTAaB TPOXOJWTH  BIJACTaHb HE  OUIBII  TOJABOEHOIO  TOYHOCTI
nmo3uirionyBanHsa. Hanpuknag, 1mo0 3a0e3mednuTH  TO3WIIOHYBAaHHS B
peabHOMY Yaci 3 TOYHICTIO OJWH METp JIOJUHH, IO Ma€ XapaKTepHY
MIBUAKICTH mepecyBanHs 1,5 merpa B cekyHay (5,4 km/ron), BuMipu tpeda
MPOBOJAUTH 3 MEPIOJIUYHICTIO HE MEHIIIE OJHOTO pa3y KoxHi 1,3 cekynau. Lle
J03BOJIIE OyayBaTH JIOCUTH TOYHI JJIsl MPAKTUYHUX LUIEH TPAaEKTOpii pyxy
00'eKTa HaBITh MPHU PI3KUX 3MIHAX IIBUIKOCTI T HAMIPSIMKY PYXY.

BaximBe 3HaueHHS MalOTh TaKOX:

HAJIIMHICTD 1 )KUBYYICTh (3aTHICTh CAMOBIIHOBJIFOBATUCS TIPU BUXO/I1 3
naaxy OyJb-IKOTO By3J1a);

Maji rabaputd i Bara, a TaKOX HU3bKE €HEPrOoCHOKUBaHHS MITOK (3
METOI0 €KOHOMII 3apsly aKyMYJISITOPIB).

Jlo cxiany Oinbinocti TumniB RTLS 3a3Buuail BXOASITh:

AxktuBHa wMitka RTLS - pagioeneKTpoHHUN  TPUCTPii, sKi
NPUKPITUTIOIOTECA  JI0  KOHTPOJIbOBAHUX OO'€KTIB 1 B3aEMOMIIOTH 31
suutyBadyamMu RTLS. 3untyBadi OTpUMYIOTH CUTHAJ BiJI aKTUBHUX MITOK 1
BUPIIIYIOYM TPIaHTYJIAIINHY 3a/1a4y BU3HAYAOTh KOOPAMHATH 00'€KTA.

[ndppactpykrypa RTLS - 6a3oBi cranumii oOnaaHaHHs 3abe3nevye
periepHi TOYKHM 3 (PIKCOBAaHUMM KOOpAMHATaMH, OO'€THaHUX MEPEKEIO
nepenayi gaHux 1 B neakux tunax RTLS mepexero cuuxponizari. bazosa
ctanuis (BC) - mpuctpiid, sKuil B3a€EMOJII€ 3 MITKaMH B MPOIECI BU3HAYCHHS
KOOpAMHAT ocTaHHiX. ba3oBi cTaHiii MarTh (HiIKCOBaHI KOOPAWMHATH, IIOA0
AKUX BU3HAYAIOTHCS KOOPJAMHATH MITOK. ba3oBi CTaHIli pO3TalIOBYIOThHCS
Tak, mo00 B OyAb-fKill TOYIll KOHTPOJHLOBAHOI TEPUTOPii MITKa MOIJIa
«0auyuTU» MIHIMYM TpHU 0a30B1 CTaHIIIi.

CepBepHe mporpamHe 3a0e3nedeHHsl - MpOorpaMHe 3a0e3MedeHHs], 110
3a0e3rnevye YIpaBIiHHS TPOLIECOM BUMIPIOBaHb, PO3PaXyHOK KOOpJIWHAT
00'eKTiB, 00OpPOOKY Ta HAKOMUYCHHS JaHUX.

Mitku B RTLS mo3umionyroTbcs 1010 0a30BUX CTaHIIN 3 BIIOMHUMH
kooparHatamu. KoopauHaTiu 00YMCITIOIOTHCS 32 IOMTOMOTOIO:

Tpujarepalii - 0OYUCICHHS KOOPAUHAT 3a pe3yIbTaTaMU BUMIPIOBAHHS
BiJICTaHi BiJ MITKU A0 TpboX 0a3oBux ctaHiliit (bC);

MyJIbTHIIaTepallil (TaKoXX BIJOMOI SIK TimepOoaiyHe MO3UIIOHYBAHHS) -
O0OYHMCIIEHHSI KOOPJMHAT 3a pe3yJibTaTaMi BUMIPIOBAHHS BIJICTaHEW B1J] MITKU
110 Tphox abo Oinbine bC;
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TPIaHTYJIALIl - OOYMCICHHS KOOPJIMHAT IUISIXOM BHUMIPIOBaHHS KYTIB
HaIpsAMKY BiJ MITKU A0 Tpbox BC.

Jnst  mABWINEHHS TOYHOCTI 1  JIOCTOBIPHOCTI  TO3HUIIIOHYBaHHS
BUKOPUCTOBYIOTbCSI CKJIQJHI ~QJITOPUTMH, II0 BPaxOBYIOTh HAaSBHICTh
MEepeiikosi, oOMexyBadiB pyxy (CTiH, Oap'epiB), aTTpakTOpoB (3PYUHHX,
HaJIal0Th HAWMEHIIINA OTIip IUIAXIB), TAKOX B MITKH MO OyTH 1HTETpOBaHa
1HepIllagbHa CHCTeMa HaBirarii.

Cytp mporiecy imeHtudikamii momsirae B TakoMmy. KoHTpoianoBaHi
CUCTEMOIO 00'eKTH - JIOAHW, OOJaJHAHHS, TPAHCIOPTHI 3acO0H, PyXOoMi
MEXaHI3MHM, THCTPYMEHTH, BaHTaXli, I[IHHI 1 HeOe3MeyHl MpPEeIMETH Ta 1H.,
3abe3neuyroTbess MiTkamu RTLS. KoHTposboBaHa cucTEMOI0O TEpUTOPIS
obnagayeTrhest  iHGpacTpykTypoto RTLS. B mpormeci pobGotm MiITKH
OOMIHIOIOTECS 3 BXiAHUMH B iH(pacTpyktypy BC makeramu maHux 1 B XOfi
0OMIHY BUMIPIOIOTH BifICTaH1 10 HUX (a00 KyTu HanpsiMKky Ha BC).

CepBepHe nporpaMHe 3a0e3neyeHHs:

00YHCITIOE KOOPJAUHATH MITOK;

HAKOIMYY€E OTPUMAaHI JIaHi;

CUTHAJII3Y€E TPO 3HAXOKEHHSI O0'€KTIB B 3aJjaHUX ab0 3a00pOHEHUX
30HaX, pyX OO'€KTIB MO 3aJaHUX Mapuipyrax abo0 BIIXUJICHHS BiJ HUX,
NOPYUIEHHSX MIBUAKICHOTO PEXKUMY;

Bi3yaJlbHO BiJOOpa)ka€e Ha €KpaHaX ONepaTopiB MICIE3HAXOKCHHS

2.2. 3aco0u BumipwoBanb (1aTuukn) B [oT

OcobmuBy pons B  «IlHTepHeri Pedeit» BimirpatoTh 3acobOu
BUMIPIOBAHHSI, 110 3a0€3MeUyI0Th MEPETBOPEHHS BIAOMOCTEN MPO 30BHILIHE
cepenoBuilie B AaHl 3po3ymiai misi EOM, 1 TuM camMuM 31aTHI HAOBHUTH
00YHCITIOBAJIbHE CEpEOBUILE I[IHHOIO 1H(dOopMaIiero. 3apa3
BUKOPUCTOBYETHCS IUPOKUM KJlac 3ac001B BUMIPIOBAHHS, B/l €IEMEHTapHUX
JATYUKIB (HAMIPUKJIIAJ, TEMIIEpAaTypH, TUCKY, OCBITIICHOCT1), MPUJIaAiB OOJiKY
CIOKMBaHHA (TakuX, $K I1HTEJICKTyalbHI JHIYWIBHUKH) JO CKJIAJIHUX
IHTETPOBAHUX BUMIPIOBAJIBLHUX cHUCTeM. B pamkax konuemiii «lHTepHeTy
Peueil» npuHUIMIOBUM € 00'eTHaHHS 3acO0IB BUMIPIOBAHHS B Mepexi (Taki,
aK O€3pOTOBI CEHCOPHI MEPEXi, BUMIPIOBAIbHI KOMIUJIEKCH), 32 PaxyHOK
YOro MOYKJIMBA IMOOYI0Ba CHCTEM MIKMAITMHHOI B3aemotii [16].

Sk ocobnmBa mpakTUyHa mpodsieMa BrpoBakeHHs «[HTepHeTy Peueii»
HArojolWyeTbcs  Ha  HEOOXIAHOCTI  3a0e3Me4YeHHs  MaKCHUMAaJIbHOI
aBTOHOMHOCTI ~ 3aco0iB  BHUMIpDIOBAaHHS, Ileplml 3a Bce, IpobieMa
EHEPronoCTayaHHs JaT4YMKIB. 3HAXO/DKEHHS e(EKTUBHUX pIllleHb, 10
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3a0e3MeuyloTh ~ aBTOHOMHE  JKUBJIEHHS ~ CEHCOPIB  (BHUKOPUCTaHHS
¢oToeneMeHTIB, TMEPETBOPEHHsI eHeprii BiOpalii, MOBITPSIHUX MOTOKIB,
BUKOPHUCTaHHS O€3pOTOBOI Mepeadl eIeKTPUKH), T03BOJIsiE MacIITa0yBaTH
CEHCOpHI Mepexxi 0e3 MiABUILECHHS BUTPAT Ha 0OCIyroByBaHHS (y BUIJISIL
3MiHU OaTaperok abo Mia3apsIKH aKyMYJIATOPIB TaTIUKIB).

Cmin ckazar, 10 Ha CHOTOJHINIHIA JeHb mnapaaurmMa «lHTepHeTy
Peueit» me Tinbku Habupae oOepTiB, OJHAK JOCHUTH JAaBHO ICHY€ 00JIacTh
HayKH, 10 3aiMaeThbCs 3/IIMCHEHHSIM BUMIPIB Ha BIJICTaHI, sIKa HOCUTh Ha3BY
menemempis [17]. Teremempis moB's3aHa 3 BUMIPIOBAaHHSM 1 Tiepeaucio Ha
BIJICTaHb PE3YJIbTATIB BUMIPIOBAHb Pi3HUX (PI3UUHUX BEIMYMH, OUIBIIICTH 3
AKUX € HEENCKTPUYHUMU. BUMIpIOBaHHS IMX TapaMeTpiB B OCHOBHOMY
3MIACHIOETHCS  ETIEKTPUYHUMH ~ MeTonamu. [lepeBakHe BHKOpPUCTaHHS
€JEKTPUYHUX METO/IIB BUMIPIOBaHHS 0OYMOBJIEHO:

3PYUYHICTIO IEPETBOPEHHS €JICKTPUUHUX CUTHAIB;

BHUCOKOIO TOYHICTIO 1 YYTJIUBICTIO MEPETBOPIOBAUIB (PI3MYHUX BEIMYMH
B €JIEKTPUYHI CUTHAJIH;

MaJIol0 THEPIIMHICTIO €JIEMEHTIB €JIEKTPUYHOTO MEPETBOPIOBAYA;

HAJIIMHICTIO pOOOTH CXEM;

Oe3MepepBHICTIO BUMIPIOBaHHS B Yaci;

3pYYHICTIO 3alIUCY 1 HAKOMMYEHHS 1HGOpMaIlii;

IITUPOKUMH MEXaMHU BUMIPIOBaHb 1 1H.

Ak y tenemetpii Tak 1 B «IHTEepHeTI Pedeit» NMEpBUHHUM JKEPEIOM
iHpopmartiii € natunk. TexHikKa KOHCTPYHOBaHHS 1 3aCTOCYBaHHS JaTUYMKIB
(ceHCOpHMKa), 3a OCTaHHI POKM PO3BWIACA Yy CAMOCTIHHY Taily3b
BUMIPIOBAJILHOT TEXHIKH.

2.2.1. 3arajabHi BiIOMOCTI PO JaTYUKHU

JlaT4MKOM Ha3uBa€ThCS 1HPOPMALIMHUN TPUCTPINA, 11O MEPETBOPIOE
KOHTPOJIbOBAaHUM (DI3UYHUN MapaMmeTp B CUTHAI, 3pYYHUU ISl TOAAIIBIIOL
00pOOKHM B KaHaJi BUMIPIOBAJILHOI cUCTEeMU. JlOCUTh 4acTO 3yCcTpiyaroThes 1
1HIIII HA3BM JATUYMKIB: BUMIPIOBAJIILHUI MEpETBOPIOBaY, JaBady, JIETEKTOp,
BUMIPIOBaY, YyTJIMBUN €JIEMEHT, 30H]I, CCHCOp, PELenTOp.

Hatuuk (puc. 2.10) Bxiaouyae B cebe UYTIUBUH €JIEMEHT 1
NEepPETBOPIOBAaY HEEJIEKTPUYHUX BenuuuH B enektpuuHi curHamu (ITHBEC).
YacTo MK UYyTJIMBUM €JEMEHTOM 1 TIEPETBOPIOBAUEM BKIIOYAETHCSA
nepeaBaIbHO-PO3MHOKYBAJTBHUN MEXaHI13M, HEOOXITHUW IS IMABUILICHHS
YYTIMBOCTI JaTuMka. JlesKki JaTdyuku 3a0e3MeuyroThCs MiICUITIOBAILHUMU
CXEMaMH, 1110 TPAIOTh TaKy K POJb.
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Enextpu
diznyna Jlatank IHUN
- 7 Hl " Bay HHBEC
BEJIU UyTnuswuii JICHJIIOBA ||, curHan
4yuHa €JIEMEHT

Puc. 2.10. bBygoBa HaiiipocTimoro JaT4mka

VY BignoBigHocti 3 ['OCT 16263-70, “Cencop” 1e MTpHUCTpii, IO
HA3MBAETHCA I[EPBUHHUM BHUMIPIOBAJLHUM II€PETBOPIOBaYEM  (primary
measuring transducer), ioro 4acTuHa Ha sIKy 0€3M0CepeIHbO i€ BUMIpIOBaHa
BEJIMYMHA, — YYTJIMBUM elieMeHToM (detector), a BCl HACTyIHI CKJIAJOBI
BUMIPIOBAJILHOT'O JIAHI[}OTa — BUMIPIOBAILHUM MEPETBOPIOBAHHAM (measuring
transducer).

B3arani po3pi3HsOTh TpU KJIACH TATYUKIB:

AQHAJIOTOBl JIATYMKU, TOOTO JATYMKH, Kl BUPOOJISIIOTH aHAJIOTOBUM
CUTHAI,;

nu(dpoBl AATYUKH, IO TEHEPYIOTh HA BHUXOJHl JABIMKOBUH KOJI
BUMIPIOEMOI BEJIMUMHU;

curHajibHi (O1HapHI, JABIMKOBI) JaTYMKH, SIKI BUPOOJSIOTH CHUTHAI
TUIbKHU JBOX piBHIB: (0/1).

Onnak g «laTepHery Peuei» MOXYTh BHUKOPUCTOBYBATHUCH JIMIIE
1upoBi Ta CUrHaNBbHI Aardyukd. [Ipy mpoMmy OymoBa gaTumka (puc. 2.11)
JENI0 YCKIATHIOETbCSI 1 BiH HaOyBae TEBHUX «IHTEJIEKTYyalbHUX)»
BJIACTUBOCTEM.

Hudposuit
Ddiznuna «[HTeneKTYaIbHUMY) JaTYUK KO/

BeIN- o . Mikpo-
i YUyrnusuii Higcn- Iy I[THBEC > AL KOH;KPO N Ananep
poJiep Mepexi
CIICMCHT JIFOBaA4Y

Puc. 2.11. bynoBa 1iupoBOro «iHTEIEKTYyaIbHOT0» JaTYMKa

Enexktpuunnii cur"an 3a gonomororo ALl meperBoproeThcsi B
nudpoBUd KO ~ SKMM  MOXe  OOpoONATHCS  Ta  KOPEKTYBAaTHCS
MikpokoHTposiepoM (yacto AIIIl BXoauTh 10 ckjamy MIKpOKOHTpoJiepa) Ta
3a JOMOMOIOI ajamnTepa Mepeki MPUCTOCOBYBATHCH [JIsl Mepefadi 1o
InTepHery.

JlaHH1 CUTHAJBLHOTO JAaTYMKAa MOXYTh OJIpazy K IepelaBaTHUCh uyepes
azlanTep MEpPEexKI.
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BaxmuBuM ¢akTopoM s MOJANBIIOT IHTEpIpeTaiii pe3ysbTaTiB
BUMIpIB € iX IpuB’sg3Ka 70 vacy. ToOTO MOIIIBLHO pa3oM 3 KOJIOM BHUMIPIB
(13MYHUX MPOIIECIB NEpeIaBaTh 1 yac iX BUMIpY.

[HKOIM MOXKJIMBO YM JOIIIHLHO OPTraHi30BYBaTH BUMIPIOBAJIbHI CHCTEMU
(puc. 2.12) konu OAMH MIKPOKOHTpPOJEp OOCIYroBy€ NEKUIbKa JaTYUKIB. Y

[bOMY  BUNAAKy  IependadaroTh  aJpecHe  PO3AUIEHHS  KOXKHOIO
BHUMIPIOBILHOTO €JIEMEHTA.
dizuuna Hartuuk 1
BeJIU- o : _ ITHBEC
wna 1 YyrnuBuii MMigcu- L)l
CJIICEMCHT JIFOBay
Hudposwuit
dizuyHa Harauk 2 Kol
Beﬂ“'z YyTnusuii Mizcu- ) ITHBEC > AIIII Mixkpo- A/:[anTep .,
4YUHA KOHTPOJIEP MEpEKI
CIIEMCHT JIFOBa4y
dizngna Haruuk N
BeJHU- o . _ ITHBEC
— YyriuBuii [Migcu- Ll
CIIEMCHT JIFOBa4y

Puc. 2.12. IToOynoBa BUMIPIOBAJIbHUX CXEM

2.2.2. OCHOBHI XapaKTepUCTUKH (IApaMeTPH) JATUYMKIB

[lepeiinemMo 10 po3MIsiAy MEAKUWX XapakTEPUCTUK JaT4MKiB. Buiie
3a3Havyanocs, 10 JIaTYUK MOKHA BBAXKATH TEPETBOPIOBAYEM BHUMIPIOBAHOI

(pi13uunOI) BenmuunHu A(t) y BUXIIHUN (€TIEKTPUYHUI) cCUTHAI S (t).

VY nuHamidHOMY pexumi A(t) 1 s(t) Oe3ynrMHHO 3MIHIOIOTHCS, 1 3B'A30K
MDK HUMH BHU3HAYa€TbCs TU(EpPEHIIATbHUM pPIBHSHHSAM, OTPUMAaHUM Ha
OCHOBI (hi3MYHOTO IPUHITUITY 1 cCXeMu jJaTdmka [17]:

AL s s ]= AT AT

A

(1.1)

VY cranomy (CTaTUYHOMY) PEXUMI BHUMIPIOBaHHS BCl MOXiAHI A 1 S
00epTaroThCs B HYJb 1 AudepeHIliagbHe PIBHSIHHS MEPEX0IUTh B anredpaiuHe
PIBHSIHHS, 110 BU3HAYAE CTATUYHY XapaKTEPUCTUKY JATUMKA,
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F(8)= (N oo s =F(N) (1.2)

ToMy mNOpuUNHATO BUAUIATH CTAaTUYHI 1 JUHAMIYHI XapaKTEPUCTUKU
JaTYHKIB.

2.2.2.1. Cmamuuni xapakmepucmuku 0amyuKie

CraruuHi XapaKTEepUCTUKU JIaTYUKIB MOKA3yKOTh, HACKUILKH KOPEKTHO
BUX1J JaT4vka S BigoOpakae BUMIPIOBAHY BEIMYMHY A 4epe3 ACSKHUM 4dac
nicyis ii 3MiHM, KOJIM BUXIJTHUM CUTHAJ BCTAHOBIIIOETHCS Y HOBE 3HAYCHHSI.
Bax/iMBUMU CTaTUCTUYHMMM [apaMETpaMU €. YYTJIHMBICTh, PO3JLJIbHA
3IaTHICTh, JIIHIWHICTh, Apehd, pobouuil niama3oH, MOBTOPIOBAHICTH 1
BIITBOPIOBAHICTh pe3ynbraty [17].

CraruuHy  XapakTepUCTHKy  JlaTYMKa  MOPUUHATO  Ha3UBaTU
mapiposounoro (mapysanvHoro) xapakmepucmukoro. BoHa Moxke OyTu
JIHIMHOO 1 HeNHINAHOK0. [[HA 3pyyHOCTI 00p0oOKHM 1HPOpMallii OaKaHO MATH
JiHIMHY XapakTtepuctuky S = f(A). JliHeapu3ailiss MpoBOAUTHCS 3a3BUYail
IIUISIXOM BBEJICHHS CIIEI1ajIbHOI KOPEKIIi B Pi3HI JIJAHKU JIaTYMKa.

Yymausicme (sensitivity) JgaTyMka BHU3HAYAEThCA SK BIIHOIICHHS
BEJIMYUHM 3MIHU BUX1JIHOTO CUTHATY JI0 OJIMHUYHOI 3MIHU BX1IHO1 BEJIUYMHU

. As as
s=uim (55) = ax
AX—=0 (1.3)

Po3zoinbna 30amuicme (resolution) — 1e HaliMeHIra 3MiHa BUMIpIOBaHOT
BEJIMYUHM, KOTpa MOXKe OyTH 3adikcoBaHa 1 TOYHO MOKa3aHa JaTYUKOM.

Tounicms (accuracy) BU3HAYA€E PI3HUIIO MIK BUMIPIOBAHOIO 1 JIIMCHOIO
BEJIMYMHOKO; BOHA MOXK€ CTOCYBATHCS JaTYMKa B I[IJIOMy a00 KOHKPETHOTO
HOT0 IMOKa3HHUKA.

B mporieci neperBopeHHs MapameTpa A B CHUTHAJI S BUHHUKAIOTh Pi3HI
IMOXHOKHM, AKI  CKJIQJAlOThbCcd 3  METOAWYHHMX, JUHAMIYHHX  Ta
IHCTpYMEHTAJIbHUX TMOXUOOK. Y NpWiIago0yayBaHHI TOYHICTh JaTUYUKIB
OITIHIOIOTH 3a JIONIOMOTOK0 TPHUBEJICHOI BIAHOCHOI MOXUOKH, SKa JOPIBHIOE
BIIHOIIICHHIO a0COJIFOTHOI TMOXMOKH J0 aOCOJIFOTHOI BEJIWYHMHU Jialla3oHy
BuMiproBanHs [18]:

A\ As
€ =7 L
X abo S

Jinitinicmes (linearity) He ONUCYETHCA AHANTUYHO, a BU3HAYAETHCSA
BUXOJSYM 3 TrpajamiiiHoi kpuBoi mardnmka. CTaTmdHa rpajaliiiHa KpHBa
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MOKa3y€e 3aJICKHICTh BUXIJHOTO CHUTHATY B1J BXIJHOTO TPH CTaIllOHAPHHUX
ymoBax. HaOmmxeHHs 1i€i KpuBOi 10 MpsMOi JIiHII 1 BU3HAYA€ CTYMIHb
JHIAHOCTI.

Cmamuune niocunenns (static gain) 9u TIACWICHHS TIO MOCTIHHOMY
ctpyMy (d.c. gain) — e KoedilieHT MJACWICHHS JaTYMKa Ha YK€ HU3BKHUX
4acToTax.

peitigh (drift) Bu3HAUAETHCS SK BIAXWUIICHHS MOKA3HHUKIB JaTIYMKA, KOJIH
BUMIPIOBaHA BEJIMYMHA 3aJUIIAETHCS MTOCTIHHOIO HA TIPOTA31 JOBIOTPUBAIIOTO
MOMEHTY d4acy. Benwuuna papelidy moke BHU3HAUaTHUCA TPHU HYJIHOBOMY,
MaKCUMaJIbHOMY YU JAESKOMY IPOMI>KHOMY 3HAY€HHI1 BX1IHOT'O CUTHAJY.

Jlesikl aTYukd 4epe3 BIUIMB CHJI TEPTs, JOPTIB 1 IHIIUX NPUYUH
MalOTh 30H)Y Heuymaueocmi (30HY HYIbOBOI dyTiMBOCT1). [l Takux
JATYUKIB BBOAUTBHCA MOHATTSA IOpOra YyTJIMBOCTI, TOOTO MiHIMaJbHOIO
30UJIBILIEHHS TApaMEeTpa A MPH SIKOMY CUTHAJI S TIOYMHAE 3MIHIOBATHUCS.

2.2.2.2. /lunamiuni xapakmepucmuku 0amuuKie

JlnHamiyH1 BJIACTUBOCTI JaTYMKA XapaKTEPU3YIOThCA IUIAM PSJIOM
napaMeTpiB, SKi, OJHAK, JOBOJI PIJKO HABOASITHCS B TEXHIYHMX OIHCaX
BUPOOHUKIB. 3 MeTor yHI(ikalmii MeTOJIB JWHAMIYHUX BHUIPOOYBaHb 1
31CTABJICHHS XapaKTEPUCTUK PI3HUX JATYMKIB NPUHUHATO  pealbHUMN
30BHIIIHIA BIUIMB A(t) 3aMIHIOBATH MUNOBUMU GXIOHUMU OisIMU, OCHOBHUMH 3
SIKUX € CXOOUHKOB8A, IMNYIbCHA 1 2apMmoHitiHa. Peakilito Ha TUITOB1 BIUIMBU
3a3BUYail BU3HAYAIOTh METOAOM IepeTBOpeHHs Jlammaca mpu  Bimomii
nepenaBaibHii QyHKIT qaTumka [19].

JluHaMIYHYy XapaKTepUCTUKY JaTdyuka MOXKHA EKCIEPUMEHTAIBHO
OTpUMAaTH 3 Ppeakilii Ha CTPUOOK BHUMIPIOBAHOI BXIJHOI BEJIWYHHH.
[Tapamerpu, 110 OMHMCYIOTh PEAKIIO JaT4yMKa, JAlOTh YsIBY MpO HOTO
MIBUJKO/II0 (HAMPUKJIAJ 4Yac HApOICHHS, 3ali3HIOBaHHS, 4ac JOCSTHEHHS
EpIIOro MaKCUMYMY), 1HEepLIMHUX BJIACTUBOCTEMN (BigHOCHE
NepeperyIoBaHHs, 4aCc BCTAHOBJICHHS) 1 TOYHOCTI (3MIIIICHHS).

[ToTpiOHO MiHIMI3yBaTH HACTYIIHI TAPAMETPH.

Yac npoxooxcenns 3omu newymausocmi (dead time) — uac Mixk
MOYATKOM BUMIPIOBaHHS (PI3MYHOI BEJIMUYMHU 1 MOMEHTOM pPEakIlii JaTyuka,
TOOTO MOMEHTOM MOYATKY 3MIHU BUX1JIHOTO CUTHAITY.

3anizurosanns (delay time) — uyac, yepe3 sikuii MOKa3aHHS JaTYHKa
nepimmii pa3 gocsraiote 50 % 3HaueHHs, 110 BCTaHOBWIOCA. B miteparypi
3YCTPIYaIOThC 1 1HIIN BU3SHAYCHHS 3a13HEHHS .

Yac napowenns (rise time) — wuac, yepe3 SKUH BUXIAHHMA CHTHAI
3oumbmyeTsest Big 10 go 90% 3HayeHHs, 10 BCTaHOBUJIOCS. [HIIe
BU3HAYCHHS Yacy HApOIIEHHS — BEJIMYMHA, 3BOPOTHA HAXMIIy KPUBOI peaKiii

44



JaTYMKA Ha CTPUOOK BUMIPIOBAHHS BEJIMUYMHUA B MOMEHT JocsrHeHHS 50% Bix
3HAYEHHS, 1110 BCTAHOBHUJIOCS, IIOMHOKEHE Ha 3HAYEHHS, 1110 BCTAHOBHJIOCS.

Yac odocsenenns nepuwiozo maxcumymy (peak time) — gac mocsrHeHHS
MIEPIIIOr0 MAaKCUMYMY BHXIJIHOTO CHTHAJY (TIEpeperyIfOBaHHs).

2.2.3. Knacudikanis naTunkin

3anesxcno 6i0 memoody nepemeopeHHs HeeNeKMPUUHUX GeIUYUH 8
eNeKMPUUHI CUSHAIU PO3PI3HSIIOTh NApAMeMPUYHi i 2eHepamopHi TaTINKH.

VY mapaMeTpuYHUX JaTdyrKax 3MiHA (PI3MYHOI BEIMYMHU ITEPETBOPUTHCS
B BIAMNOBIAHY 3MIHY OYyJb-IKOTO IapaMeTpa eJEeKTPUYHOIO KoJjia, II0
KUBUTHCSI BiJi 30BHIINIHBOIO JKEpesna. TakuMM IMapaMeTpamMu 3a3BUYail €
oITip, EMHICTh 200 IHAYKTUBHICTH [17].

VY reHepatopHuX JaTyuKax BiIOYBA€ThCs O€3MOcepeHE MepEeTBOPEHHS
(GI3UYHUX BEJIMYMH B €JIEKTPUYHI CUTHalM 0€3 BUKOPUCTAHHS 30BHIIIHIX
TOKEPEIT KUBJICHHS.

3a xapakmepom BUXIOHUX eleKMPUYHUX CUSHAIE PO3PI3HSAIOTH TaTUYNKH
nocmitinoco 1 3miHHo20 CTpyMy. llepmii 1HOAI OTOTOXHIOOTH TUIBKU 3
MOTEHIIIOMETPUYHUM JIaTYUKAMM, XO4ua KJIAaC JAATYMKIB MOCTIMHOIO CTPyMY
3HAYHO LIUPIILIE.

3a cnocobom nooaums ingopmayii NaTIYUKU JTISATHCS HA aHAN0206I 1
yugposi.

B ananoroBux jgaTyvkax BUXIJHUN €JIEKTPUYHHUN CUTHANl € aHAJIOrOM
BUMIpIOBaHO1  (I3UYHOI  BEIMYMHHU. SIKIIO  TapaMeTrp  3MIHIOEThCSA
0e3nepepBHO, TO BUXIHUN CUTHAJI TAKOTO JaTYMKa 3a3HA€ Taki K 3MiHHU.

VY mudpoBux gaTyuKax NpH IJIaBHIN 3MiHI BX1IHOI BETUYMHU BUX1THUN
CUTHAJ 3MIHIOETHCS JUCKPETHO 1 NPEACTABISIETHCS 3a3BUYAl y BUIVISII
JIBIIKOBOT'O KOJTY.

Binbmricts 3 BxuBaHuXx B «IHTEepHETI Peueit» naTyMKkiB BITHOCHUTHCS 10
u(pOBUX.

3a eudom ompumyemoi euepeii NATYUKU PO3IUIAIOTH HA: AKMUBHI 1
nacusni TiepeTBoproBaui. IlacMBHMII OTpuMye e€HEpriro Bif 00’ €KTy
JOCIIIIKEHHSI (BUMIPIOBAHO1 BEJIMYMHM ), HAMIPUKIIA, POTOM10A. AKTUBHUNA —
Ma€ 30BHIIIHE KUBJICHHS (Hanmpukiaza, GoTope3nucTop).

3a po3mipHicmio y npocmopi.

OJIMHUYHI (TOYKOBI);

OMHOMIpHI (pO3MiIIeH] B3AOBXK OJHIET JIiHII, HANPHUKIAA, JaTYUK
¢dboTonpuiiMadiB CKaHepa);

nBoMipH1 (Hampukiaz, 1133 — matpuis mudpoBoro doToamapary);
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00’eMHi (HaOip MmIApiB JATYMKIB, HAMPUKIAA, JIETEKTOPH KOCMIYHHX
IIPOMEHIB).

3a 6udom 0ii Ha 06 ’exm sumipy (nokanizayii).

KOHTaKTHI Ta €MHICHI (JUIs1 BUMIPY (PI3UYHOI BEIMYMHU HEOOXITHUM KOHTAKT
a00 OJNM3BKICTH 3 HEIO).

JUCTaHIMHI (BUMIPpOMiIHIOBaY (He OOOB’SI3KOBO) + MpuiiMay) 311MCHIOIOTH
BHUMIpH Ha BIJCTaHI.

3a @isuunum npunyunom Oii (Qizuunum seuwem) oamuuxie abo 3a
MUNOM 3ACMOCOBY8AHUX NEPemBEOp08a4ie NATUUKHU TUISATHCS HA: KOHTAKTHI
(curHasibHi), OMIYHI, IHAYKTHMBHI, €MHICHI, 1HAYKI[iiiHI, (OTOENEeKTpHyHI,
TEPMOEJICKTPUYHI,  10HI3allliHl  ONTOEJEKTPUYHI,  AKYCTOEJIEKTPUYHI,
I’ €30€JIEKTPUYHI, €JIEKTPOMArHITHI, MArHITOEIEKTPUYHI 1 1H.

1) €mnuicui nepemeopiosaui: 3MiHa BX1JIHOI BEIMYUMHH TPHBOJIUTH IO
3MIHU €MHOCT1 C, 1110 3MIHIOE HANIPYyTy €JIEKTPUYHOTO KOJa.

2) lonizayivini nepemeopiosaui. B rasi, piquHi abo TBepAOMY Tili HpH
Iii  10HI3YyIOUOrO0 BHUIIPOMIHIOBAHHS BHUHHMKA€ CTPyM IOHI3aIlli MIXK
EJIEKTPOIaAMH.

3) Enexmpomacnimui nepemeopiosaui. IIpOBITHUK pyXaeTbes Y
MarHiTHOMY TMOJIl, TOMY TeHepyloTbcs enekTpopyuiiiHa cuna (EPC),
HaIpuKiIaa — MikpoOHHU.

4) EnexmpomexaHiuni nepemeopiosayi BUKOPUCTOBYIOTh MEXaHIYHHIM
KOHTAKT, 110 KEPYETHCS 30BHIIIHIM BIUIMBOM, HANpHKJag — OlMeTalidyHa
MJJACTUHKA), BUMUKA4l — 3AMUKAHHS 1 PO3MUKAHHSI KOHTAKTY .

5) Maenimni, oamuuku na epexmi Xoana. Yepe3 HamiBIPOBIIHUK,
PO3MIILIEHUI B MarHiTHOMY TIOJI1, MPOMYCKaIOTh €IeKTpuyHui ctpym. llpu
IbOMY B IIONEPEYHOMY HAIpsMI JI0 MArHiTHOTO MOJISI 1 CTPyMy BHUHHKA€
PI3HULIS TMOTEHIIIAMIB, KA MPOMOPIiHA 10 HANPY>KEHOCTI MarHiTHOTO IOJIS
(B MarHiTHOMY IOJIi PO3/IISIOTECS €ICKTPOHU Ta JIPKH).

6) 11 ez0enekmpuuni nepemesopiosayi. MexaHidHa cuja TMPUBOINUTH JI0
BUHHUKHEHHSI €JIeKTpU4HOi Hanpyru. [I’e3oenekTpuyuHi MaTepiain: MpUpPOIHI
(xBapIl); cMHTETUYHI (Cynbdar JiTis).

7) Pezucmueni damuuxu 3aCHOBaHI Ha 3MiHI ONOPY MEBHOI 00JIACTI i
JI€I0 30BHINIHBOI i1 (HarpiBaHHS, OCBITJICHHS, BOJIOTICTb, aedopmartis). Lle
HAIPUKJIAJ: TEPMOPE3UCTOPHU Ta (HOTOPE3UCTOPH.

8) Tepmoenexmpuuni Oamyuxu BUMIPIOIOTH (i3MYHY BEIUYHMHY Ha
OCHOB1 TEPMOECIIEKTPUYHOTO e(DEKTY.

9) Domoenexmpuuni nepemeopiosaui (¢pomoodioou), 3acCHOBaHI Ha
SBUII 30BHIMIHHOTO a00 BHYTPIIIHBOTO (oToedeKkTy, pearyoTb Ha
iH(pauepBOHE, BUAMME, YIbTpadioICTOBE YW IHIIE BUIPOMIHIOBAHHS B
pe3yabTaTi 4oro TEeHEPYEThCA Halpyra MpOoIOopIliiiHa BXIAHINA BEJIHYMHI.
Hanpuknan, [133 — matpurri.
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3a @izuunorw npupoOoor  BUMIPHOBAHOI  BelUYUHU YW O0NACTI
BUKOPHUCTAHHS IaTYMKIB PO3PI3HAIOTH TATYUKH 1110 BUMIPIOIOTh: €JIEKTPUYHI 1
MarHiTHI XapaKTePUCTUKU; MMapaMeTpyu MEePEeMIICHHS; CUITy, MOMEHT 1 THUCK;
TEeMIIepaTypy; PiBEHb 3alOBHEHHSI €MHOCTi, BUTPATH; HIIJILHICTh, B’ S3KICTh,
KOHCHCTEHI[II0; KOHIICHTpaIito (rasy, piIMHH, PO3UYMHEHUX 1 3BAXKEHHUX
PEYOBHH); XIMIYHY 4M 010XIMIUYHY aKTUBHICTb Ta 1HIIII.

2.2.4. llpuxiaaau no0Oya0BH JATYMKIB

Tepmonapu i memnepamypti 0amuyuxu

JlaTuyuku TeMIeparypud - 1€ HalOUIbI MOMIMPEHUN THUIl JIaTYMKIB.
BoHM 3aCTOCOBYIOTBCSI TOBCIOJIHO: B1JI IHTEJIEKTYaJIbHUX TEPMOCTATIB IIs
XOJIOMHUX CKJIAJIB JO OXOJIO/DKYBadiB TPOMHCIIOBOTO OOJagHAHHS, 1,
IIBHIIIC 32 BCE, 1€ MEPIIUI CEHCOp, 3 IKUM BU 3imToBxHeTecs B [oT [1].

Tepmonapa (TC) - me npucTpi sl BUMIPIOBAHHS TEMIIEpaTypH,
AKOMY HE€ IMOTPIOHO JHKEpesio JKUBJICEHHS, TOMY III0O BOHO cCaMe€ TE€HEpye
CUTHAJl MaJIoi aMmIUNTyaAu (3a3BUuYaii MIKpoBOJIbT). Tepmomnapa - 1€ JBa
MPOBIJIHUKA, BUTOTOBJIEHI 3 JBOX PI3HUX MarepialiB, 3'€JHaHI B TOYIII
BUMIPIOBaHHs TeMmIiieparypu. Ha meraneBoMy eleKTpo/ii, B 3aJIEKHOCTI BiJl
foro temmneparypu, BUHHUKAE CJICKTPUYHUN IMOTEHIad. Y PI3HUX METajiB
pPIBEHB 1ILOTO MOTeHIIaTy pi3Hui. Llei edekt BigoMuil sIK eIeKTpOpyLIIIMHUN
edext 3eebeka, HOTo CyTh MOJIATa€ B TOMY, IO PIZHULSI MOTEHIIATIB MIXK
JBOMa PI3HUMH MeETajlaMM 3HaXOJIUThCS B HENHINHIN 3aJ1€XKHOCTI BT iX
Temmeparyp (puc. 2.13).

BennurnHa Hanmpyru 3aje€XuTh BijJ BJIACTUBOCTEH BUOpPAHOrO MeETamy.
Bxpaii BaxiauBo, 100 KIHIII MPOBOJIB OYyJIW TEPMIYHO 130JbOBaHI BiJ
cucteMu (1 ApOTH MOBHMHHI MAaTH OJJHAKOBY KOHTPOJIbOBAHY TEMIIEPATYPY).

TepMonapa
v, T,=0°C
° Metan 1 I
V=iV veran 2 Ty
O
v,

+ >

Puc. 2.13. briok-cxema BUMIpIOBaHHSI TEMIIEPATYPH 32 JOTIOMOTOIO
Tepmomnapu [1]
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Tepmonapu ciii BHUKOPUCTOBYBATH TP BHUKOHAaHHI HE JIyXKe
BIJIMOBIJAIbHUX BUMIPIOBaHb, OCKUIbKU 3HAYEHHS OKPEMHUX TepMoIap, Mpu
IHIIMX PIBHUX YMOBaX, MOXYTh pI3HUTHUCA. lle BUKIMKAHO TUM, IO Pi3HI
TOHKI JOMIIIKH, IO BXOJATh 10 CKJIAay BHUMIPIOBAIBHHUX EJICKTPOIIB,
MOXYTh TPU3BOAUTH JO HEBIAMOBIAHOCTI 3 JOBIAKOBUMH TaOIUIIMHU.
MoskHa, 3BUYaHO, CKOPHUCTATHUCA BUCOKOTOYHUMH  (TIPEH31HHUMHU)
TepMoIiapamMu, aje BOHH 1 KOIITYBaTU OyayTh, BIAMOBIIHO, T0poXkUe. [HIITMM
edeKkToM, [0 BIUIMBAE HA TOUYHICTh BUMIPIOBaHb, € CTapiHHA. Tak sK
TEPMOINApH  YaCTO  BHUKOPUCTOBYIOTHCS B NPOMHUCIOBHX  yYMOBaX,
BUCOKOTEMIIEPATYPHI CEpeOBUIIA 3 IUIMHOM 4Yacy MOXYTh MOTIpUIyBaTH
TOYHICTh AaTuuKiB. Tomy loT-pilieHHS NMOBMHHI BpaxOBYBaTH 3MIHH, IO
B1I0YBAIOTHCS 3 JATIYMKAMHM B TIPOIIEC] iX eKCIuTyaTaItii.

Tepmonapu 100pe mpalroTh B MIMPOKOMY Jiana3oHi Temmneparyp. s
pI3HMX KOMOIHAII MeTaniB NPUUHATI KOdipHE 1 OyKBEHE MapKyBaHHs, 110
BKa3yloTh Tull Tepmomnapu (Hanpukiaa, E, M, PT-PD). 3a3Buuaii nmomiOHi
JaTYUKH BUKOPHCTOBYIOTHCSI B TPOMHCIOBUX 1 BHUCOKOTEMIIEPATYPHUX
Cepe/IOBUILIaX TPU IPOBEJICHHI BUMIPIOBaHb B MICIIX, BIJJAJICHUX BiJ
orepaTopa.

Tabmuusg 2.1
OCHOBHI TUIIU TEpMOTIap Ta X XapaKTePUCTHKU
Tun Tem Tepmonapy 3a TeMHepaTy[iHHH TeMHepaTyr())HHI/I
TepMOIIapu JICTY (FOCT) marma3ou °C marmas3ou °C
3a MEK* (ToBroTpUBaO) (KOpOTKOTPHUBAJIO)
K TXA (xpomere- 0 10 +1100 ~180 10 +1300
AITFOMEJICBI)
) TRK (saniso- 0 110 +700 ~180 110 +800
KOHCTaHTaHOBI)
N THH (uixpocur- 0 110 +1100 270 10 +1300
HICHUJIOBI)
TIIIT 13
R (TuTaTUHOpOIH- 0 no +1600 =50 no +1700
ILIATHHOBI )
TIIIT 10
S (TuTaTUHOp O - 0 mo 1600 =50 no +1750
TUTATUHOBI)
B TP (mratiiopotiii- - pq0 1 41700 0 110 +1820
MJIaTUHOPOJIEBI)
T TMRH (uizs- ~185 10 +300 250 710 +400
KOHCTAHTAHOBI)
E XKt (xposerts- 0 710 +800 —40 510 +900
KOHCTAHTAHOBI)
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Ha puc. 2.14 npuBenena 3amexuictb EPC Bim Temmeparypu mis
JIEKUIBKOX THUITIB TEPMOIIap.
B

TO
B0

20

—_

o

~
ETEG

20

10

0

0 200 1000 1500
Temnepatrypa T (° C)
Puc. 2.14. 3anexnicte EPC Tepmonapu E(T) Bix i Temneparypu T [1]

Pezucmueni oamuuku memnepamypu

Pezucmusni  oamuuxku  memnepamypu  (Resistance  Temperature
Detectors - RTD) mpariforoTh y BY3bKOMY Jlialla30HI TeMIleparyp (HUKYE
600° C), ane A03BOJISIIOTh BUKOHYBAaTH BUMIPIOBaHHS 3 OUIBIIOI TOYHICTIO,
HIX TepMonapu. 3a3BUuYaii BOHM BHUTOTOBJISIOTHCS 3 YK€ TOHKOTO
IJIATUHOBOTO JPOTY, IIUJIBHO HAMOTAHOTO Ha KepamiyHUil abo CKISHUN
cepAacuyHUK. EnexkTpuyHui oOmip Takoi KOHCTPYKLII MPOMOPIIAHUNA 11
teMriepatypi. OCKIJIbKM B OCHOBI BUMIPIB JICKUTh BUMIPIOBAHHS OTOPY, JJIs
po6otu 3 RTD HeoOxigHe 30BHIIIHE JKEPEIIO KUBJICHHS 3 BUX1JHOK CHIIOK
ctpyMy 1 MA. RTD BUTOTOBISIIOTHCS BIAMOBIHO JO MPUUHATUX CTaHIAPTIB,
B SKUX BU3HAUCHI JOMYCTHUMHI Aiama3oH 1 Kpok BumipiB. Hanpuknan, mis
natunka 200 PT100 RTD kpok BumiproBanb ctanoButh 0,00200 Om/°C, a
Jiarma3oH BUMIpIOBaHb JekuTh B Mexax Bijg 0 1o 100 °C. B Mexax 1poro
nianaszony 3ayexHicth onopy RTD Bix fioro temneparypu 30epirae qiHIHHUN
xapakTep. Y BigmoBigHoOCTi 31 ctangapramu RTD BumyckaroThCcsi B JBOX-,
TPHOX- 1 YOTHPHOX TMPOBIIHUX BHUKOHAHHI, YOTHUPHUIPOBIAHI MOJEII
BUKOPHCTOBYIOTHCSI BUKJIFOUHO B CHCTEMaxX BHCOKOTOYHOTO KaJliOpyBaHHS.
Jlyist 3011bIIeHHsT po3pi3HeHHsT BUMIpioBaHb RTD wacto BUKOPHUCTOBYIOTH B
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MOCTOBHX CXEMaxX, IpU I[bOMY 3a3BUYail 3HAYCHHS JIHEAPi3yIOThCS
nporpamHo (puc. 2.15).

T I 4+ 2
Resistance Connections Leads Sh;[ath InsulaLr
Thermometer to Leads

Puc. 2.15. 3aranbHuil BUTIISAI pE3UCTUBHOTO TATYMKA TEMIIEpaTypu

Henomiku apotsaux RTD: RTD pijiko BUKOPUCTOBYIOTHCS B Alana3oHi
Buie 600° C, uro oOMexye iX 3aCTOCyBaHHS B MPOMHUCIOBOCTI. [Tpu Bucokux
TEMIIepaTypax IUIATUHA MOXE 3a0pyJHIOBAaTUCA, 110 MPU3BOAUTH JO
NOMUJIKOBUX MOKa3aHb, OJHAK MPU BUMIpax B MeXaxX 3aJaHOro Jiara3oHy,
RTD neMOHCTpyIOTh TOCUTh TOYHI 1 CTa01IbHI PE3YJIbTATH.

Tepmicmopu

TepMicTop - 11e TEX NaTYUK TEMIIEPATypH, €JIEKTPUUYHHUA OMIp SIKOTO
3aJICKUTh BIJl Moro temmeparypu. Lleil Tun naruukiB 3abes3nedye OibIi
BUCOKY TOYHICTh BHUMIpIOBaHb B TOpiBHsSHHI 3 RTD. Ilo cyti, 1e
TEPMOPE3UCTOPH, ajie 3 Jy)K€ HEJIHIHHOI 3aJeXKHICTIO OMOpYy BIiJ
TeMIepaTypy. [X YacTo BUKOPHCTOBYIOTh B SIKOCTi 3INIa/KyIOUMX (iJbTpiB,
JUIsi OOMEXEHHSI CTPUOKIB CTPyMy, a TaKOX Yy BHUIIaJIKaxX, KOJW HEOOX1JTHa
BUCOKa CTYIIHb PO3PI3HEHHS BHUMIPIOBaHb Y BY3bKOMY Jlarna3oHI
temriepatyp. Icuye aBa tunu tepmictopiB: NTC (ix omip 3MEHIIYEThCS MPHU
nigsuieHHi temneparypu) 1 PTC (ix omip 3poctae 3 MiIBUILIEHHSIM
temriepatypu). OcHoBHa BiaMiHHICT, Big RTD mnomsrae B TOoMy, IO
TEPMICTOPU BUTOTOBJISIOTHCS 3 KepaMiku ab0 TMOJIMEPIB, TOJI K OCHOBOIO
RTD 3aBxnu € metai.

TepmicTopu 3HAXOSTh 3aCTOCYBAaHHA B MEIUYHIN cdepl 1 HAYKOBOMY
oOJlaJHaHHI, B XapyoBii MPOMHUCIOBOCTI, IHKyOAaTOpax i B TaKUX MOOYTOBUX
npuiIaax, ik TEePMOCTATH.

Egexm Xonna i oamuuxu cmpymy

Jatuuk Xomia - 1€ CMyXKa METally, 4Yepe3 sKy IPOIMYIICHUN
eNeKTpuIHUi cTpyM. TIOTIK 3aps/KEHUX YACTUHOK, IO MPOXOIATh Yepes
MarHiTHE TIOJie, BIAXWISIETbCS BIiJ MPSAMOJIHIMHOTO HampsMmy. SIKiio
HAIpPSMOK MarHiTHOTO MOJIsl MEPIEHIUKYIISIPHO TUIOCKOMY MPOBITHUKY, TO Ha
HOro  MPOTWICKHUX CTOPOHAX BUHUKATUME PI3HUIS  TOTEHINATIB,
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00OyMOBJIEHA TUM, 110 PI3HOWMEHHO 3apsiI>K€H1 YaCTUHKU OyayTh 30upaTucs
Ha MPOTUJIE)KHUX MOTO0 CTOPOHAX.

TakuM YWMHOM, OJlHA CTOpPOHA IJIOCKOTO TPOBITHUKA BUSBUTHCS
3aps/DKEHA MO3UTUBHO, a 1HIIA HEraTUBHO, 1 BUHUKHE PI3HUIIA MMOTEHITIAIB.
Taka pi3HHIST TIOTEHINIATIB HA3WBAETHCSA HANpyror Xojuia, a cam e(dexT
BUHUKHEHHsS  1I1i€i Hampyrd  HasuBaeTbesa  edpektom  Xomma.  lle
MPOLTIOCTPOBaHO Ha puc. 2.16, HaBenenomy Hmkde. Konm uepe3 metaneBy
cMyTy (K Moka3aHo Ha puc. 2.16), BMillleHy B MarHiTHE MoJje, MPOXOJIUTh
CTPYM, €JIEKTPOHU MPUTATYIOTHCS A0 OAHI€I i CTOPOHI, & JIPKH - B I1HILY
(muB. Kpuny Ha puc. 3.4).

Puc. 2.16. Imoctpanis edpexry Xoimia [1]

Take po3mrapyBaHHS TOPOPKYE EICKTPUYHE TI0JIe, SKE MOXKHA
BUMIPATU. SKIIO MOJie JOCUTh CHJIbHE, BOHO HEUTpalli3y€e K0 MarHiTHOTO
oJIs, 1 HOCI1 3apsiay 30epiratoTh MPSIMOIHIMHAN pyX:

Edexr Xomra 3aCTOCOBYEThCS B JaTYMKAX CTPYMY, JUISI BUMIPIOBAHHSI
3MIHHOTO 1 TMOCTIMHOrO CTpyMy. ICHye jBa THUNM TaKUX JaTYUKIB: 3
PO3IMKHEHMM 1 3aMKHYTUM KOHTYpOM. JlaT4Mku 3 3aMKHYTHM KOHTYpOM
JOPO’KUi, IX YaCTO BUKOPUCTOBYIOTH Y CXE€Max 3 )KMBJICHHSM BiJ1 OaTapet.

TunoBa 00JacTh 3aCTOCYBaHHA JAaTYMKIB XOJUIa: JATYUKH MOJOXKEHHS,
MarHiTOMETpH, BUCOKOHA IIHI IepeMUKaUl Ta OKaXXYUKU piBHS BoaU. BoHu
BUKOPUCTOBYIOTHCSI TAaKOX B TMPOMHUCIOBUX JaTuydKax JJii BUMIPIOBAHHS
MIBUJKOCTI OOepTaHHs PI3HUX BY3/diB 1 MexaHi3miB. Kpim Toro, mo 1
JAaTYMKA HEAOpPOrl Yy BHUTOTOBJICHHI, BOHM HE BHUMOIVIUBI IO YMOB
eKCILTyaTallli Ta MOXKYTh MPAIIOBATH B HAMCYBOPIIIIUX YMOBAX.

Domoenexmpuuni 0amuuKuy

JlaTuvky [ BUSIBJICHHS CBiTJIa a00 BHU3HAYCHHS HOT0 1HTEHCHBHOCTI
BUKOPUCTOBYIOThCSI B Oarathox mpuctposix loT. Taki mpuctpoi HeoOXiHi,
HaAIMpUKJIaJ, B CHUCTEMax O€3IeKH, IHTEJCKTyaJIbHMX KoMyTartopax al0o B
CHUCTEMax YIpaBIIHHSI BYJWYHUM OCBITJICHHSM. ICHye 1Ba THIM TaKuUX
JTATYMKIB, MPUHIIUI J1i SKUX 3pO3yMiIuii 3 iX Ha3Bu. DoTOpe3nucTop 3MiHIOE
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OITIp B 3aJIKHOCTI BiJl IHTEHCHBHOCTI CBITJIa, a (POTOA10/1 IEPETBOPIOE CBITIIO
B CJIEKTpUIHUH cTpyM [1].

DOTOPE3UCTOPH BUTOTOBIISIOTHCS 3 HAMIBIPOBIIHUKIB 3 BHCOKUM
onopoM. IX omip 3MeHIIyeTbCs MpK 301IbIIEHH] IHTEHCUBHOCTI OCBITIEHHS. Y
TEMpsBI omip (OTOPE3UCTOpPa MOXKE MATU JIOCUTh BUCOKHUH omip (MOPSAIKY
Meraom). DOTOHHW, IO TOTJIMHAIOTHCS HAIIBIPOBITHUKOM, TIEPEBOISATH
CIEKTPOHH B 30HY IMPOBIJHOCTI, THM CaMUM 30UIBIITYIOYH TPOBIIHICTH
Marepiany. dorope3ncTopr 4yTIAUBI 0 JTOBKWHUA XBIJI MAJar0v0TO CBITIIA,
TOMY iX TUTIB 1 Moau(iKaIliil icHye Beinue3Ha 0e3nid. A och GOTOAIONM - 11€
MOBHOI[IHHI HAMiBIPOBIIHUKOBI MpWiIaand 3 p-N-niepexonoM. Takl MpUCTPOi
pearyroTh Ha CBITJIO, CTBOPIOIOYM €JIEKTPOHHO-AIpKOBY mapy. [loTik Aipok,
IO PYXarOThCS 0 aHOJIA, 1 €NIEKTPOHIB, [0 PYXAIOThCs 10 KaToJia, CTBOPIOE
CNEKTPUYHUHN cTpyM. TakuM YMHOM TPALIOIOTh TPAAUIIIIHI COHSUHI OaTaperi,
10 BUPOOJISIIOTh E€JEKTPUKY MiJ BIUIMBOM COHSIYHMX IPOMEHIB. SKIIO Ha
doromion momaTH 3BOPOTHY HAIMpyry, TO MOXHA pEryJloBaTH HOro
YyTJIMBICTh a00 Yac BIATYKY.

Jlamuuxu PIR

ITipoenekmpuunuii ingppauepsonuii oamuux (Pyroelectric Infrared -
PIR) cknagaeTbes 3 ABOX CJIOTIB, 3alIOBHEHUX MaTepiajioM, SKHW pearye Ha
iH(ppadepBoOHE BUMPOMIHIOBAHHS 1 Terjio. THIOBI BapilaHTH 3aCTOCYBaHHS
TaKuX JIATUYMUKIB - 11€ TEIUIOB1 JAaTUMKU PyXy CHUCTEeM Oe3leKku. 3a3Buyail Taki
JaTYUKU OCHAIYIOThCA JTiH3010 DpeHens, 3a T0MOMOrow Akoi (opMyeThCs
30Ha BUSBJICHHS. Taka 30Ha Mae (HoOpMy apKH, IO PO3KPUBAETHCS HA30BHI.
Komnu teme Tijo BXoauTh abo, HAaBIAKH, 3aJIUIIAE 30HY BUSIBJICHHS, YyTJIUBI
enreMeHTH  (opMyroTh  enekTpuuHud  curHan. B PIR-marumkax
BUKOPUCTOBYIOThCS ~KPUCTAI4HI MarTepiaiau, sKI 3JIaTHI TI'eHepyBaTH
CJCKTPUYHHUIM CTPYM MiJ] BIUIMBOM 1H(PpauepBOHOr0 BUIPOMiHIOBaHHA. Bce
pa3oM lie yTBOpIO€ Tak 3BaHuid noiaroBuit Tpansucrop (Field Effect Transistor
- FET), sxuii ¢ikcye 3MiHy CTpyMy 1 MOCHUJIA€ CUTHAJ HA M1JCUIIOBAILHUM
npuctpil. PIR-gaTunku nobpe mpaiioroTs B Aiana3oHi XBuib Big 8 g0 14
MKM, IIe¥ 1arma30oH XapakKTepHUM JIJIsl BUIIPOMIHIOBAHb JIIOJICHKOTO T1JIa.

Ha puc. 2.17 amxue 300paxkeni nBa enemenTd PIR, mo ¢popmyrots 1Bi
30HM BUsiBJIeHHA. lle 103BoJis€ HE TUIBKM BIJCTIAKOBYBATH BECh MPOCTIP
KIMHATH, aJie 1 BU3HAYaTH HAMIPSIMOK MEePEMIIIEHb.

Jlns ckanyBaHHS O1IBIIOIL TIJIOIII 32 JOTIOMOTOIO OJIHOTO JIaTuyhKa Oyjie
noTpiOHO KinbKa J1iH3 Dpenens, ki 0yayTsh pokycyBatu Ha PIR 300pakeHHs
OKpeMHux obOsactedt BiacHiAKOBYyeMoi Teputopii. Take ¢okycyBaHHs
3abe3mneuye KOHIICHTPAIIIIO 1H(pauepBOHOTO BUINPOMIHIOBAHHS
oesnocepennro B obmacti FET. Sk mpaBuiio, Taki MPUCTPOi TO3BOJISIOTH
IPOEKTYBaJIbHUKY KOHTPOJIFOBATH YYTIMBICTH (Jiana3oH) 1 yac peakiiii.
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Hanpamok pyxy 1

/ Jlinsa \\
Puc. 2.17. atuuk PIR. /IBa enemenTH pearyrotsh Ha mxepeno [Y-
BUITPOMIHIOBAHHS, 110 PYXA€ThCS B 30HI BUSABICHHS [1]

Yac peakiiii BKazye, yepe3 sIKhid MPOMIKOK Yacy OyJie MOCIaHui CUTHaI
MIiCJsl BUSIBJIGHHS PyXy Ha TEPUTOPIi, 110 OXOPOHSEThCs. YUM MeEHIe 4ac
peakiii, TuM Ouiplie noaid Moxe Oytu 3adikcoBano. Ha puc. 2.18
npuBeaeHa aiarpama tunoBoro PIR-maTtumka, ocHamenoro iiHzow @penens
3 (hikcoBaHOK (HOKYCHOIO BIJICTAaHHIO 1 ChOKYCOBAHOT Ha M1JIKIAJKY.

®oKycHa

—X BlACTaHb

uu""uu

Puc. 2.18. Cxema no 3actocyBansio PIR Cypress Microsystems
AN2105. 3niBa: ninza @penens ¢pokycye [Y-punpomintoBanus Ha PIR —
naTauk [1]

2.2.5. TJatunkn MEMS (Micro-Electro-Mechanical Systems)

Ha cboronHiiiHii IeHb OJHIEIO 3 IHHOBAIIMHUX TEXHOJIOTIN Y PO3BUTKY
JaTYUKIB € TEXHOJIOTIsA MiKpoeleKkTpoMexaHiuHux cucteM - MEMS (Micro-
Electro-Mechanical Systems) [18].
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Busnauennsa: 1Ilin texuomorieto MEMS po3ymitoTh TEXHOJOTIIO
MIKpOOOpPOOKH, IO JIO3BOJSIE BUTOTOBJISITH KPEMHIEBI MIKPOCXEMH 3
KPUXITHUMH MEXaHIYHMMH €JICMEHTaMH — IHTEJICKTyaJbHUMH MallliHaAMH 3
caMmuMmu pizHUMHE QyHKIisiMU. BignoBimHo MEMS — 1e o0'egHaHHS
MEXaHIYHUX €JIEMEHTIB, JaT4YMKIB, TMPUBOJIIB 1 EJIEKTPOHIKM Ha OIHIN
KPEeMHI€BIN TIacTUH1 (T KA ).

CeiToBuii puHok MEMS € nyxe auHaMIYHAM 1 3TITHO OCTaHHIM
nporHo3am pocte Ha 13,2% mopoky. [o peui, 1o rany3s iHAycTpii B Anonii
Ha3MBaKOTh  MikpoMammHamu  (Micromachines), a B  €Bpomi -
MiKpocUCTeMHHMH TexHoJorismu (Micro System Technology).

Bci  enemMeHTH MIKpOENEKTPOMEXAHIYHMX CHUCTEM MOXKYTh OyTH
peanizoBaHi y BUIIIAIlI €IMHOTO BUPOOy, IPUUOMY BlJIpa3y AECATKaMH ado
COTHSIMH, K MIKPDOCXEMH Ha KPEMHI€EBIM IUIACTHHI, B OCHOBI LIbOTO JIEXKHUTh
arpoOoBaHa TpaAuIliiHA TEXHOJOTiS BUPOOHMIITBA HAIMiBIPOBITHUKOBUX
iHTerpabHUX MikpocxeMm. [19]

bararo ekcneprtiB, BKItOUarOuMu (PaxiBUiB OJHIET 3 MPOBIAHUX (GipM B
it oodmacti - Integrated Sensing Systems (http://www.mems-issys.com), -
BBaXatoTh, 10 MEMS-TexHOmO0risI NpUBHOCUTH OYKBaJbHO PEBOJIOLINHI
3MIHU B KOXKHY c(pepy 3aCTOCYBaHHSI LIJISAXOM MOEJTHAHHS MIKPOCIEKTPOHIKH
Ha OCHOBI KpPEMHII0 3 MIKPOMEXAHIYHOIK TEXHOJIOTIE, IO J03BOJISE
peanizyBatu cucreMy Ha ongHoMy kpuctam SOC (Systems-0n-a-Chip). Tak,
texHosoris MEMS nana HOBUM 1MIYJIBC PO3BUTKY CHUCTEM 1HEPIIAIbHOI
Hapiramii 1 1HTETPOBAaHMX CHUCTEM, BIJKPHUBIIM MUIAX JI0 PO3POOKHU
"po3yMHUX" BUPOOIB, 301IBIITUBIIN O0OYHCIIOBAJIBbHI 3/11I0HOCTI MiKpOAATYMKIB
1 PO3IIMPHUBIINA MOXJIUBOCTI AU3aHY TaKUX CHUCTEM.

Coorogni MEMS-nipuctpoi 3acTOCOBYIOTBCSI MpakTUYHO Bcroau. Lle
MOXYTh OyTH MiHIaTIOPHI JieTasi (T1ApaBiivyHi 1 THEBMOKJIAIIaHU, CTPYMEHEB1
comja TpUHTEpa, TMPYKUHU JJIA MIABICKA TOJOBKM  BIHUECTEPA),
MIKPOIHCTPYMEHTH (CKAJIbIIENI 1 MHIETH AJIsI pOOOTH 3 00'€KTaMH MIKPOHHUX
pO3MIpiB), MIKpOMAaIIUHU (MOTOPHU, HACOCH, TYpPOIHM BEJIMYHUHOIO 3
TOPOIIHNHY), MIKPOPOOOTH, MIKPOJAATUUKK 1 BUKOHABY1 MPUCTPOI, aHATITUYHI
MIKpoJjabopaTopii (Ha OAHOMY KpUCTaJl) 1 TaK Jaji.

HaiiBaxxnugima ckiiagoBa yactTuHa Oiibiocti MEMS - MikpoakTyatop.
3a3Buuail JaHWUW MPUCTPIN MEPETBOPIOE EHEPrito B KepoBaHUil pyx. Po3mipu
MIKpPOAKTyaTOpiB MOXYTh JOCHTh CHJIbHO BapitoBatucs. JliamazoH
3aCTOCYBaHHS LIUX MPUCTPOIB HAA3BUYANHO IIUPOKUHN 1 TIPU 1IbOMY MOCTIHHO
pocte. Bei meronu aktuBaitii (pyx, nedopmaitis, NpuBeACHHS B Ji10) B TAKUX
IPUCTPOSAX KOPOTKO MOKHA 3BECTH JO HACTYNMHHUX: EJIEKTPOCTAaTUYHUH,
MarHiTHUW, M'€30€JCKTPUYHHUM, TiapaBIiuHuil 1 TeroBuid. I[lpu orinIl
BUKOPUCTAHHS TOrO a0o0 1HIIOTO METOAY YacTO 3aCTOCOBYIOTh 3aKOHHU
MPOMOPIIIHHOTO  3MEHIIEHHS  po3MipiB. Haiibuipil  mepCcrneKTUBHUMU
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METO/IaMUd BBAXKAIOThCS MM'€30€JIEKTPUUHUN 1 TIApaBIIYHUM, Xo4a 1 1HII
MalOTh BEJMKE 3HAuYeHHs. EJeKkTpocTaTMyHa axkTUBallll 3aCTOCOBYETHCS
NpUOJIU3HO B OJHIA TPETHUHI MIKPOAKTyaTOpIB, 1 1€, WUMOBIPHO, HAMOLIbII
3arajbHUil 1 100pe po3poOieHuil METOJ; TOJIOBHI MOr0 HEMOJIKH - 3HOC 1
3MUMAHHA. MartiTHi MIKpOaKTyaTOpy 3a3BUYail BUMaraloTh BEJTUKOTO
CJIEKTPUYHOTO CTPyMy Ha MiKpockomiyHoMy piBHI. [Ipu BukopuctaHH1
CIEKTPOCTATHYHUX METOMIB aKTHUBAIlli OTPUMYBAaHWM BUXITHUN CHTHAJI Ha
BIJTHOCHY OJMHHMIIIO PO3MIPHOCTI Kpaluii, HX MpU BUKOPUCTAHHI MAarHITHUX
MeToAiB. [HIIMMM  clloBaMHM, TpU OJAHOMY 1 TOMY K  PO3MIpl
€JEKTPOCTAaTUUYHUI MPUCTPIN BUJIA€ JEKUIbKA Kpalluid BUXIJIHUN CUTHAI.
TenoBi MIKPOAKTyaTOpPH TEXK CIOKHBAIOTh BIIHOCHO 0arato eIeKTpUYHOl
€HEprii; TOJOBHUM iX HEJOJIIK MOJIArae B TOMY, 110 TEIJIO, 0 T'€HEePYEThCH,
JOBOJIUTHCS PO3CIFOBATH.

JI71s1 OLIHKK MIKPOAKTyaTOpiB BUKOPUCTOBYIOTh TaKl KpUTEpIi SKOCTI,
SK JIHIMHICTh, TOYHICTh, IIOTPIIIHICTh, IOBTOPIOBAHICTh, PO3PI3HEHHSI,
ricTepe3uc, MoporoBe 3HaYeHHs, TIOQPT, IMIyM, 3pYLIECHHS, 1110 HECE 3[JaTHICTb,
aMIUTITyla,  YYyTJIWBICTb,  IWIBUJKICTh,  MEpeXilHA  XapaKTEPHUCTHKA,
MaciTaboBaHICTh, BUXiJ 1O eHeprii [§].

TakuMm yuHOM, IiHHICTH [0T B TOMYy, 110 I1€ KOMIUIEKCHE PIIlIEHHS, a
JaHi1, 110 HAJAIOTHCS JaTYUKOM, TPAIOTh B IIBOMY KOMILIEKCI KIIFOUOBY POJIb.
Tomy mpoeKTyBaJbHUKY HEOOX1JHO YCBIJOMIJIFOBATH, IO I1€ 3a JaHl 1 K iX
NIPABWJIBHO 1HTEPIIPETYBATH.

Kpim po3ymiHHs TOro, siki 1aHi 30MparoThCs 1 SK BOHU YTBOPIOIOTHCS B
macuBi [0oT, kopucHO 3HaTH, IO caMe 1 B SKUX MeEXaxX BUMIPIOETHCS.
Hampuknana, cucrema nmoBUHHA BPaXxOBYBATH MPHUCTPOI, K1 BTPATUITH 3B'SI30K,
1 IIOMUJIKOBI [IaHI.

[IpoeKkTyBalbHUK TIOBUHEH pO3YMITH TMPUYMHHM, 32 SKUMH JaHi,
OTpUMaH1 BIJI JaTYMKIB, MOXYTb OyTU HEHAJIMHUMH, a TAKOX MPUYMHH,
BHACIIIJIOK SIKUX MMOJHOBUM JATYUK MOKE BUUTH 3 Jafdy.

KinbKkicTh AaT4MKIB 1 BUKOHABYUX MPUCTPOIB, O0'€AHAHUX B €IUHY
MEpEeXY, 3HAYHO 3pociia, TOMY MPOEKTYBaJbHUKY HAJ3BHYAITHO Ba)KJIMBO
po3ymiTu ix B3aemonii. KokeH MpoeKTyBajlbHUK MOBHHEH 3amuTaTH ceoe:
«Axkuil TMN matuyrMka abo KIHIIEBOTO MPHUCTPOIO CJIiJI BUKOPUCTOBYBATH JIJIs
BUPIIIEHHSA MTPOOJIEMH, sIKa CTOITh MEepPe/il MHOIO? »
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2.3. BuxonaBui npucrtpoi B loT

be3 BuKOHaBUMX MPUCTPOIB (IHKOJIM iX HA3UBAIOTh «AKTYaTOPU»)
[aTepHeT peuelt He 3MIr OM CaMOCTIHHO BHOCHUTH HEOOXIIHI 3MIHH Y
HABKOJIUIIIHIN CBIT, a OTK€, 3BOJMBCS JI0 MPOCTOTO YIPABIIHHS Ta B3a€EMOJII1
3 pi3HUMU NpucTposiMu. Buxiani npuctpoi B [oT MoxyTh OyTH mpakTUYHO
OyIb-IKUMU: BiJ] TIPOCTOTO CBITJIO/IOAA O TMOBHOINIHHOI BiJICOCHCTEMU YU
MOTY>KHOT'O TIPOMHUCIIOBOTO MpuBOy (puc. 2.19). 3po3ymisio, mo mi mpucTpoi
noTpe0yloTh PI3HUX CHCTEM KEpyBaHHS PI3HOTO pPIBHS CKJIATHOCTI Ta
MOTYXHOCTI. 3aJIe)KHO BIiJl TUIy BUXOJY Ta BUKOPHCTOBYBAaHOTO BapiaHTy
3aCTOCYBaHHS, TAaKOX CIiJl OYIKyBaTH, IO OUIbIIa YacTUHA KOHTPOIIO 1
YIOpaBJIiHHSA TOBHHHA MPOBOJAUTHUCS O€3MocepeHbO MOOIN3y MPUCTPOIO (HA
MPOTHBAry MOBHOTO KOHTPOJIO B xmapi). Hampuknaza, Bimeocuctema Moxe
nepenaBaTyd JaHl JI0 XMapHUX IMpOBaijiepiB, aje sl I[bOro MOTPIOHO
oOagHaHHS BUBeICHHS 1 Oydepu3zarii [8].

VY 3aranpHOMY BUIAJKYy CUCTEMaM BUBEACHHS MOTPiOHI 3HAYHI 00CSTH
€JIEKTPOEHEPrii Uil 11 MepeTBOPEHH B MEXAHIYHUN PYX, TEIJIOBY €HEPIIIO
a0o B cBiTi0. Hampukinaa, HEBEIMKUAN COJEHOIA AJiA YIPaBIiHHA MOTOKOM
piIMHK abo0 ra3y Ipu Hanpysi kuBjieHHs 9-24 B cnoxuBarume cTpyMm
npubau3Ho B 100 MA, pu IbOMY CTBOPUTbH HaIlpaBJICHE 3YCUJLISL BChOI'O B
I'STh HBIOTOHIB. A MPOMMCIIOBI COJICHOIM MPAIIOIOTH BiJl HAPYTHd B COTHI
BOJIBT.

B)
Puc. 2.19. [Ipuknaau MmexaHi3MiB BUBOJY: @ — CEpPBOIPHUBO/IH;
0 - KpOKOBHI1 IBUT'YH; B — IPOMHUCIIOBI KJIallaHU
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BuxonaBui mpucTpoi MOXyTh OyTH aBTOHOMHUMH (TOOTO MPHUCTPOEM
BUBEJICHHSI) a00 MOXYTh TMO€NHYBaTUCS 3 BXigHUM jgatuukoM [oT.
[IpuknagoM MoOXe CIY>KWUTH IHTEJIEKTyaJlbHAa JaMIIOYKa, MpU3HAYEHA JJIst
HIYHOTO OCBITJICHHS Ha BIJIKPUTOMY TMOBITPl1, KOJM JATYUK BHU3HAYAE, IIO
HaBKOJIMIITHE CBITJIO BMOAJIO JO 3aaHOTO PIBHA (AKUH MOXe OyTu
3amporpaMoBaHUi 330BHI), 1 Ha Jojady M0 Tepefadi IuX JaHUX Bropy 3a
TEUI€I0 TaKOXK Oe3MocepeHbO 3allyCKae BHUKOHABUMK MeXaHi3M (cama
JAMITOYKa) YBIMKHYTH. Y 0araTrboxX BHUMAJKaX BUKOHABYMN MEXaHI3M, KpPIM
00poOKHM naHuX, BiamnpasieHuXx Homy mno Mepexi [oT, Takox moBeprarume
JIOJaTKOB1 J1aHl, TOMY B MEBHOMY CEHCI MOK€ MICTUTH SIK JAaT4MK, TaK 1
BUKOHAaBUMW MexaHi3M. [Ipuknaa, 3HOBY K Takd 3 BUKOPHUCTAHHSIM
JAMIIOYKHU: JIAMIIOYKa BKJIIOYAETHCS JIMILE 3a CHEHIaJbHOI0 BKa31BKOIO
30BHIIIHIX JIAaHUX, QJI€ SIKIIO CBITJIOBUNA €JIEMEHT BUXOJIUTh 3 JIaly, JJaMIIOUKa
MOBIJIOMUTh MEPEXI1, [0 1€l MPUCTPii O1IbIIe HE 3MaTHUN BUIPOMIHIOBATH
CBITJIO, HaBITh SIKIIO BOHO OTpuUMye AaHi. HamiliHO crpoekToBaHa Mepexa
TaKOK BUMaraTuMe BUKOPUCTAHHS aKTyaTOPIB JIAMIIOYOK, SIK1 1HOJII BUJAIOTH
«IyJbC», TOMY, SKIIO OJIOK JIaMIId TOBHICTIO BHUHJE 3 Jaay, Mepexa
JI3HAETHCS MPO 11€ 1 MOBIAOMUTH MPO BIJIMOBY.

2.4. KKupjenns npuctpois loT

BukopucranHs Sk MaJIONOTY)KHUX JAT4MKIB 1 TakK 1 TMOTYXHUX
BUKOHABUYMX TPUCTPOIB MOB'I3aHO 3 OJHIEI0 MPOOIEeMOIO - kuBJIeHHs. Komu
MU TOBOPUMO Mpo MuIbiApau eiaeMeHTiB loT, 3po3ymino, 1o aeski 3 HHUX
OyJlyTh BCTAHOBJICHI B Y€ BIJJaJICHUX pailoHaX, 1 TO/Al iX KUBJICHHS CTa€
nyxe npoonematuuHuM. Kpim toro, mpu posropransi [oT neski maTyuku
MOXYTh PO3TAIIOBYBAaTUCS MiJl BOJOK abo0 BOYJAOBYBaTHUCS B ICHYHOUI
iHpacTpykTypu, O 1€ OUIbIIE YCKJIAJHIOE MHUTAHHS >KUBJICHHS. Tomy
NUTAaHHSIM  KOHIEMIIi BUPOOHUIITBA EJIEKTPOCHEprii Ta  yHpaBJIiHHSA
*uBJieHHsM B [0T mpuaiisieTbcst HaA3BUUAHO BEJIMKa yBara.

Ynpaeninua scuenennam - nyxe mupoka Tema, SIka CTOCYETHCS SIK
IpOrpamMHOro, Tak i amaparHoro 3adesnedeHHs. [Ipu posropranni loT myxe
BOXJIMBO PO3YMITH pPOJIb €PEKTUBHOTO YMIPABIIHHSA EHEProCIOKWBAHHSIM
BIJIJJaJICHUX MPUCTPOIB 1 MPUCTPOIB JIOBFOTPUBAJIOT €KCILTyaTallli Ta BOJIOIITH
npUiioMaMu yIpaBJIiHHS HUMHU.

[IpoektyBanpHuk  cuctremu loT moBuHeH  OymyBaTh  OrOJKET
CHEPIrOCIOKUBAHHS, 3 OTJIAAY Ha HacTymHi ¢aktopu [1]:

aKTHBHA MOTYXXHICTh JIaTYUKA;

yacTtoTa 300py JaHuX;
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CMOXKMBaHa TIOTYXHICTh O€3IpOTOBOTO Pajio3BsI3Ky, HEOOXiJHA IS
3a0e3medeHHs MMOKPUTTS 3a1aHOI TIJIOIII];

4acToTa 3B'A3KY;

MOTYXKHICTh MIKpOIpoiiecopa adbo MIKPOKOHTpOJIEpa B 3aJIEKHOCTI BiJ
TAKTOBOI YaCTOTH S/Ipa;

MOTYKHICTh ITACHBHOI CKJIaJ[0BOV;

BTpaTH €HEPTii BiJ] BUTOKIB a00 Hee(DEeKTUBHOCTI KUBJICHHS,

pe3epBYBaHHS €JICKTPOCHEPTIi JJIs1 )KUBJICHHS TIPUBO/IB 1 JBUTYHIB.

bromxer mpocTo BimoOpakae CcyMapHE CHEPIrOCIIOKHMBAHHS — ITUX
CIIOXKMBAYIB, IO 3a0€3MeUyeThCs JHKEPEIOM JKUBJIeHHS (OaTapeero). 3
IUIMHOM 4Yacy peXuM poboTu Oarapei He miHiMHMA. Ockigbku OaTapes
BTpaya€e €HEProEMHICTh NPU PO3PSIKAHHI, ii Hampyra najgae KpUBOJIHINHO.
Lle crBoproe mnpobOiemMu Mg CHCTEM O€3JpOTOBOTrO 3B'I3Ky. SKIIO
AKyMYJISITOP PO3PSIAUTBCS A0 JSIKOI KPUTHYHO MIiHIMAJIBHOI HaIpyTH,
pajiioiHisi abo0 MIKpOIpOIecop, HE MarO4Md MOPOrOBOI HAINPYTH >KUBJICHHS,
POCTO BIJIKJIFOUUTHCS.

Ha cboroani 3acToCOBYIOTH pPI3HOMAHITHI METOAM  YIpPaBJIIHHSA
KUBJICHHSIM, HAPUKIIAJ TaKl SK: 6UKOPUCMAHHS HeeleKMPOHHUX pelle Yacy,
SBHUJMCEHHA MAaKmoeoi 4acmomu npoyecopie abo MIKpOKOHMPOAepIs,
Dpe2YN0BaAHHS  4ACMOMUY, OOMEMCEeHH WUPUHU CMYeU padioMOGIeHHs,
cmpamezii 8IOCMPOUKU ceaHncie 368'a3ky i pizHi pexcumu cHy. L1 meroau
IIIUPOKO BHUKOPUCTOBYIOTHCSA, a B OOYMCIIOBAJIBHIM TEXHIIl BXKE CTald
3araJIbHOMPUIHATOI MPAKTUKOI. BOHM MIHIMI3YIOTh €HEPrOCIIOKUBAHHS 3a
JOTIOMOT'OI0 IMHAMIYHOTO YIIPaBIIIHHS HANPYTO0, YaCTOTHOTO PETryIIOBaHHS
Ta IHIIUX CXeM. AJie ICHYIOTb 1 HOBI METOJIH, 3 IKMMH CJIiJl [IO3HAHOMHUTHUCS [
|: ne nabauocenuii pospaxynox ta imosipuicmue npoexmysanus. OOUABI i
CXEMHU 3aCHOBaHI Ha TOMYy (pakTi, 110 aOCOJIOTHA TOYHICTh B IMOKAa3aHHAX
JaTyriKa He 3aBXKJIM HEOoOXiJHA, OCOOJMBO SIKIIO CUTHAN Iijsirae oOpooiri
JUTSL TIepesiadi 3a IOMOMOror 0e3ApoToBOro 3B'a3Ky. OKpyTJIeHHs 00UYHCIICHb
MOX€ BHUKOHYBATHCSl Ha amaparHoOMy a0o0 NIporpaMHOMY piBHI MPOCTUM
OKpYTJEHHsIM 10 1uioro. Ile Tum OuIbII MPUMHATHO, KOJIM MOBa e Mpo
aapecu ab0 MpO MHOXKEHHS 4ucesn (Hamnpukial, 3HadeHHs 18,962 nocuthb
omu3pko 10 18,970). Imosipricmue npoexmyeanis nependavae JMiIe 3a1aHy
CTyMiHb HAJIWHOCTI, @ HE MAaKCHMaJbHO MOXIHBY, IO 3HIMae Oararo
KOHCTPYKTUBHHX O0OMexeHb. OOHaBAa METOAM B CYKYIHOCTI 37]aTHI 3HU3UTH
EHEPTOCIIOKMBAHHS Mai’ke €KCMOHEHINAIbHO B MOPIBHSHHI 31 3BUYAMHUMU
CXEMaMH.

BinTBOpeHHs1 eJIeKTpPOeHePrii TakoX KOHIEMIlIs He HOBa, ajie¢ B ILJIaHI
[oT nyxe BaxsmBa. Ilo cyTti, Oynb-sika cUcTeMa, IO CTEXUTh 3a 3MIHAMH
YMOB HaBKOJIUITHBOTO CEpeAoBUINA (HAMPHUKIA, BiJ CHEKA 10 XOJOHY,
OTpUMaHHS O€3POTOBUX CHUTHAJIB, OCBITJICHICTH), MOXXE IE€PETBOPIOBATH
dbopmu eHeprii, 1Mo CIOCTePITaloThCs, B EAEKTPUUYHY. Y JCSKUX MPUCTPOSIX 1€
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BUKOPHUCTOBYETHCS SIK €UHE JHKEPEIOo €Heprii, a € 1 TiOpuaHI CUCTEMHU, SIKi
BUKOPUCTOBYIOTh Take MEPETBOPEHHsS Juid Mia3apsiaku  Oatapeil 1
MIPOJIOBXKEHHS 1X TepMiHYy CIy>kO0u. 3 1HIIOr0 00Ky, BUPOOJICHA TAKUM YMHOM
EHEepTis MOXKe 30epiratucs 1 BUKOPHUCTOBYBATUCS OIIAJJIMBO I JKUBJICHHS
HU3bKOCHEPTeTUUHUX MPUCTPOIB, Hanpukiag AatdukiB B [0T. YV Oyab-skomy
BUIIAJIKY, CUCTEMU MMOBUHHI OyTH €(EKTHUBHI MpU MEPETBOPEHHI 1 30epeKeHH1
eHeprii. lle BuMarae po3mIMpeHUX MOMXJIMBOCTEW B YIPaBIIHHI >KUBJICHHSM.
Hampuknan, skmo cuctemMa BUPOOHUIITBA EJEKTPOEHEPTrii BUKOPUCTOBYE
TEXHOJIOTIIO IT'€30€JIEKTPUYHO] MiIKJIaIKU, BOYIOBAaHOI B TPOTYap, TO MOBUHHA
Oyt mepenbaueHa KOMIIGHCAIllsl HAa BHUIIAQJOK, KOJM MIIIOXITHUNA pyX Oyne
HesmocTaTHIM. [locTiiiHMI 3B'SI30K 3 MEpEeTBOPIOBAYaMU €HEPrii TEXK BEE J0
301JIBIIICHHS] €EHEPTOCIIOKMBAHHS, SIKE TAKOXK TpeOa komreHcyBaTH [1].

[Ipu posropranni IoT, sk mnpaBuIO, BHUKOPUCTOBYIOTHCS NEPEHOBI
TEXHOJIOT1i YIpaBIiHHS JKUBIIEHHSM, 110 BHKJIIOYAIOTh TOBHY BTpaTy
(YyHKIIOHAJILHOCTI cUcTeM. YacTo BHKOPHUCTOBYIOTHCS Taki METOAM, SIK
OUIKYBaHHS B PEXHMI 3HWKEHOTO €HEPTOCIIOKMBAHHS, CKOPOUYEHHS BTparT,
Nep1oMYHI1 BKJIFOYEHHS 1 BUKJIFOUEHHSI 3 BUKOPUCTAHHIM peJie yacy. Ha puc.
2.20 HmwKYe moka3zaHa 00JIacTh EHEePTOCIIOKUBAHHS, KA 11€aJIbHO MiAXOIUTh
JUIS JKMBJICHHSI BiJ] MEPETBOPIOBAYiB, a TAKOXX TEXHOJIOTiI, SIKI MOXYTh II€
3a0e3neuntu. [IpoekTyBaIbHUK MOBUHEH MOJ0ATH MPO Te, 00 cUcTeMa He
BiTuyBaJia IePIUTY B €JIEKTPOCHEPT1i, aJie 1 HE MaJja ii B Ha JIUIIIKY.

BIATBOPEHHA ENEKTPOEHEpriT
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Puc. 2.20. O6macth €HEProcro>XUBaHHS, 110 MIXOAUTh JJISI JKUBICHHS
BIITBOPEHOIO €JIEKTpOeHepriero. Ha MamtoHKy 1TOKa3aHO THUIIOBE CIIOKHWBAHHS
eHeprii I pi3HUX IpUCTPOiB [1]
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CucreMu mNEpeTBOPEHHsSI 1 BIATBOPEHHS €JEKTPOEHEprii, B IIJIOMY,
MaroTh HU3bKHUM MOTEHIIIAN 1 €PEKTUBHICTh. TOMY MUTaHHS PO BIATBOPEHHS
€JICKTPOCHEPT1i JOIIBHO PO3TIIAAATH JIMIE B YMOBaX AIMCHOTO HAJIUIIKY
HEBUKOPUCTAHOI  €Heprii, HampuKiaJ, B  yMOBaX MPOMHCIOBOTO
BUPOOHMIITBA.

IlepeTBOpenHsi coussuHoi eHeprii. Enepris npupoanoro abo mrTy4yHOro
CBITJIa JIETKO MOX€ OyTH BHUKOPHCTAaHa SIK JDKEPENO eJIeKTPOEHEPrii.
Hampuknaa. ¢otomionn MOXXHa BUKOPUCTOBYBATH JUJIi  CTBOPEHHS
TpaJULIMHUX COHAYHMX OaTapelf. IX 37aTHICTH TeHepyBaTH €HeEprilo
Oe3mocepeIHb0 3aJeKUTh Bif iX miomii. Haibimemn edexktuBHi Oarapeli,
BCTAHOBJICHI 11T TPSMUMH COHSYHUMH IMPOMEHSIMH, a HE B YMOBAX IIITYYHOTO
ocBiTiieHHS. E(eKTUBHICTh MEpPEeTBOPEHHS COHSYHOI €Heprii 3aleKuTh Bif
COHSIYHOI ~ aKTUBHOCTI, sSIKa 3MIHIOETbCA CE30HHO 1 TreorpadiysHo.
KnacudikyroTbcs Taki maHesl M0 MaKCHMalbHO MOXJIMBIM TMOTYXKHOCTI Ha
BXO/I1, 110 OLIIHIOETHCS Y BT.

II’e30MexaHiuyHe TmepeTBOpeHHs. K YK€ 3rajyBajiocsi paHillle,
'€30€1eKTPUYHI €(DEKTH MOXKYTh BUKOPHUCTOBYBATHUCS B SIKOCT1 JaTUUKIB, ajie
BOHU X MOXYTh OyTHM BHUKOpPHMCTaH1 1 IJisi reHepauii eHeprii. MexaHiuHi
nedopmMmaiiii, BUKJIMKaHI pyXxoM, BiOpalli€l0 1 HaBITh 3BYKOM MOXYTh OyTH
NEPETBOPEHI B €JIEKTPOCHEPTit0. Takl reHepaTopyu MOKHA BUKOPUCTOBYBATH
B PO3YMHHUX J0Oporax, HaBiThb SIKIIIO BOHM BOyaoBaHi B OeroH. IlosiOHI
MPUCTPOI T€HEPYIOTh MOTYXXHICTh MOPSAKY MUTIBATT 1, OTXKE, MIJAXOIATh JJIs
Jy’)K€ HEBEJIMKUX CHUCTEM, IMPU3HAYEHUX Il 300py 1 30epiraHHs €Heprii.
Becs mporiec Moxe OyTH BUKOHAHUW 13 3aCTOCYBAaHHSAM I1'€30MEXaHIYHUX
npuctpoiB MEMS, enekTpocTaTUyHUX 1 €JIEKTPOMATHITHUX CHUCTEM.

[Ipuniun 11i  €JEKTPOMAarHiTHOI CHCTEMH 3aCHOBaHUM Ha 3aKOHI1
®dapajest, IKUA CTBEP/KYE, 1110 3MiHA MAarHITHOTO MOTOKY 4epe3 KOTYIIKY 3
MIPOBOJIOM 1HJYKY€E B HiM efekTpudHuit ctpyM. 11[006 3a0e3neunTy Taki 3MiHH,
BiOpalis nepenaerbest ab0 Ha KOTYIIKY, a00 Ha MarHiT. Ha »xainb, Taka cxema
3a0e3neuye 3aHaATO Mally Halpyry.

EnextpocraruuHi CUCTeMH BUKOPUCTOBYIOTH €(EKT, 110 BUHHUKAE TPU
3MIHI BIJICTaHI MK JIBOMa €MHICHUMH TIJITACTUHAMU, Ha SKUX I1JITPUMYETHCS
nocTiiiHa Hampyra abo 3apsan. byab-ska BiOpallisl IJIACTUH BUKJIMKAE 3MIHY
BiJicTaHi MDK HuMHU, eHepris (E), 1mio BUHHMKae TpU LbOMY, MOXE OyTH
IPOUTIOCTPOBAHA 32 JOIIOMOI'OI0 HACTYITHOI MOJIENI:

2
E-iqv=<
2 2C
ne Q - mocTiiHUE 3apsa Ha TUlacTMHAX, V - MocTidHa Hampyra, C -
CJICKTPUYHA EMHICTb.
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[lepeBara eneKkTpOCTaTUYHOrO MEPETBOPEHHS MOJISATAE B TOMY, IO BOHO
MOXe OyTH MacmTabOBaHHUM 1 €KOHOMIYHO JOIIJIBHAM B YMOBax
MIKpOMAIINHO-OyAyBaHHS 1 BUPOOHUIITBA HAITIBIIPOBIIHUKIB.

OcTraHHI METOJ] MEXaHIKO-CJIICKTPHUYHOTO TIEPETBOPEHHSI - IIe
M'€30MEXaHIYHUA METOMA, MPO SKWKA BKe 3ramyBajiocs. Il'ezomexaHidHuN
npuctpii MEMS, npotuaitoun npuKIageHOMY 10 HbOTO 3YCHJUIIO, TEHEPYE
CJIIEKTPUYHY €HEPTIIO.

IleperBopennsi pagioyacror. be3npoTroBe eHeEpromocTtayaHHs 3a
nornomororo panioyactor (RF) Bemerbcst Bke MpOTAroM 0OaraTboX POKIB,
Hanpukian pamiomitkn (RFID). RFID, sk mnpaBuiio, 3HaXOIUTHCS B
OesmocepeHiil OM3LKOCTI BiJ MpHiiMada, SIKWA HE TUTBKH OOMIHIOETHCS 3
Her 1H(dopMaliero, a i nocrayae ii eHeprier. AJe BiAJAJIEHUM IPUCTPOSM
NOTPIOHO BIATBOPIOBATH EJIEKTPOCHEPTil0 3 IIMPOKOMOBHHUX TPAHCIISIIIMN.
[lepenaya B MIMPOKOMOBHOMY Jialia3oHl BEACThCA MaiKe MOBCIOJHO: IIE 1
Tesie0aueHHsl 1 CUTHAJIU CTIILHUKOBOTO 3B'SA3KY, 1 paJiio.

BiaTBOpeHHs eneKTpoeHeprii 3 pagiodyacToT - 1€ HaWOUIbII BaXKKe
3aBJaHHS B TMOPIBHSHHI 3 I1HIIKMMUA (¢opMamMu TeHepalli, OCKUIbKU
paJlovyacTOTHI CUTHAdW MalTh HaWMEHINy IIUIBHICTH eHeprii. [lpuitom
palOYacTOTHUX CUTHAJIB MPOBOJUTHCA 32 JOMOMOIOI aHTEHHU, sKa
HaJalllTOBaHa Ha MEBHY CMYry 4YacToT. THNOBUM [iama3oH 4YacToT, IO
BUKOPUCTOBYETHCS JJII PaJiOMOBJICHHsI, cTaHOBUTH Bij 531 mo 1611 xI'n
(manasoH pajioyactor AM).

IleperBopenHns Temia. TenioBa eHeprisi Oyb-IKOTr0 MPUCTPOIO, TKOMY
NOTpiOHE BIIBEJICHHS TEIJIOTH, MOXKE OyTH IEPETBOPEHA B €JIEKTPOCHEPTIIO.
3a3BUuaii 1715l IbOT0 BUKOPHUCTOBYIOTHCS JIBA OCHOBHI ITPOLIECH

TEPMOCJICKTPUYHUI: TIpsIME TEpPEeTBOPEHHS TEIJIOBOi €Heprii B
€JICKTPUYHY €HEprito BHACHIIOK eekTy 3eeOeka;

TEPMIYHUN: TaKOX BIJOMUH $K TEpMOTyHEIOBaHHS. EnexTpoHu
BUKHUJAIOTHCS (EMITYIOTBCS) 3 HArpiTOro €JIEKTPOoa 1 B HAPSIMKY XOJIOAHOTO.

Tepmoenektpuunuii edext (edekt 3eeOeka) BHHUKAE B MPOBIIHUX
Marepiajgax mpu HasiBHOCTI rpajaieHTa temneparyp. [IoTik HOCIiB 3 raps4oro B
XOJIOAHY O0JacTh MK JIBOMa HECXOXXHUMH EJICKTPUYHUMHU MPOBIIHUKAMU
CTBOPIOE PI3HHULIIO mMoTeHmiamB. TepMmomnapa, abo TEpMOEIEKTPUUHUN
reneparop (TEIL'), moxxe epeKTUBHO Te€HEepyBaTH HAIMpPYry HABITh BHACIIJIOK
PI3HHUII TeMIIepaTypu JIIOACHKOTO TiIa 1 TEMIEpaTypu HABKOJIUIIHBOIO
cepenoBuina. Pizauirs temmnepatyp B 5°C Moke reHepyBaTH MOTYKHICTh B 40
MKBT nipu Harpy3si 3 B. Konu Termio nepenaerbes Bl rapsauoro eaeKkTpoaa 10
XOJIOAHOTO, Tapsiya CTOpOHA 1HAYKYE TOTIK €JIEKTPOHIB B HaIpPsSMKY
XOJIOJHOTO eJNeKTpoda. EHepris, BupoOJieHA TepMOIaporo, MPOIOpIliiHa
KBaJpaTy HAMpYyTrd 1 Pi3HMIN TeMmIepaTyp MDK elekTpoaamu. Hampyra, mio
BUPOOJIAETHCSI, K TMPaBWIoO, [JIy)Ke€ Maja, TOMY [JIi YTBOPEHHS
TEpMOECJIEMEHTA IOCIIIIOBHO 3'€THYEThCS KiJIbka TepMomnap [1].
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Opniero 3 ICTOTHUX TMpoOJeM CydyacHUX TepMomap € iX HHU3bKa
edeKkTUBHICTh TiepeTBOpeHHs eHeprii (meHme 10%). OgHak 1 iX mepeBaru
OYEBUJIHI: 1€ 1 HEBEJMKI PO3MIPH, 1 MPOCTOTa BUTOTOBJICHHS, 1 HEBHCOKA
BapTICTh. TpUBANICTh TEPMIiHY iX ciryx0u - 6utbie 100 000 roguH.

OcHoBHa > mpoOiieMa TONATAaE B 3HAXOKEHHI MIOJO0 IOCTIHHOTO
JpKepesia TeIuIoBOl aucriepcii (pi3Hulll Temneparyp). BukopucranHs Takoro
MPUCTPOIO TMPOTATOM JEKITBKOX CE30HIB 3 PI3HUMHU TeMIlepaTypaMu €
CKJIQAHUM 3aBJaHHAM. [loTyxHiCTh, 10 TeHepyeThes, st npuctpoiB loT,
3a3BUYal JEKUTH B aiana3oH1l 1o S0 mMBrT.

CxoBuina eneprii. Tunosum cxoBuiliem eHeprii A qatuuka [oT ciyxarhb
Oarapes abo cynepkonaeHcatop (ioHictop). Ilpum posrmsimi  apxiTekrypu
HOTYXKHOT'O JIATYMKA HEOOX1JHO BpaXxOBYBATH KijIbKa acreKTiB [6]:

CHEepTisl, HeoOXiJHA JUIsl JKWMBJICHHS CHUJIOBOI MIJACHUCTEMH: YU 3YyMI€E
OaTapes ii 3a0€3MeYUTH;

CHEPrOEMHICTh aKyMYJISITOPA;

JOCTYMHHICTh: SKIIO MPUCTPOI 3aMypoBaHl B OCTOH, 4M OyJ]ie AOLIbHA
Jopora 3aMmiHa, SIKIII0 BOHU BUUYTH 3 JIaJly, TUM OLIbIIIE, IO iX MOXKJIMBOCTI
pereHepailii eHeprii BeJIbMHU CKPOMHI;

Bara: Iiei mapamerp AyXKe KPUTUYHUM, SKIIO NPUCTPIN MpU3HAYCHUH,
HaIpUKIad, 1Jis1 0€3M1JI0THOTO JITAJILHOIO anapary;

AK 4acTo OyJie 3apsIKaTUCs aKyMyJIsiToOP;

Yl € BIJHOBIIOBaJIbHa (hopMa €Heprii IMOCTIMHO JOCTYIMHOK abo
€M130/IMYHOIO, SIK, HAPUKJIA]l, COHSYHA;

XapaKkTepPUCTUKH TOTYKHOCTI OaTapei: sK eHepris Oarapei Oyje
3MIHIOBaTHUCS 3 4ACOM, B IIPOLIECI PO3PSIKH;

Yy BCTAHOBJICHUH JaTYMK B TEPMIYHO OOMEKEHOMY CEpPEIOBHILI, IO
MOX€ BIUIMHYTH Ha TEPMIH CITy>kOu OaTapei 1 ii HaliiHICTh;

Yy rapaHTye 0arapes MiHIMaJIbHO JOIMYCTUMHUN CTPYM.

Ha cworoguimuiii aenn, miTi-ionHa (Li-ion) Oatapes, 3aBAsku ii
HIUTBHOCTI €HEPrii, cTajla CTaHJAAPTHUM €JIEMEHTOM >KUBJICHHS B MOOLITBHUX
npucCTposx. Y Takiii Oarapei 10HM MITIIO (PI3UYHO TEPEMINIAIOTHCSA BIJ
HETaTUBHOIO €JIEKTpoja 10 mno3utuBHOro. Ilig dvac mnepesapsaku 10HU
MOBEPTAIOTHCS B HETraTUBHY 001acTh. Lle siBuIle BijloMe SIK 10HHUH pyX.

barapei cxunbHi 10 ctapinss. Lle BupakaeTbcs y BTpaTi €MHOCTI Bif
MOYATKOBOI MICIS IEAKO1 KUTBKOCTI HUKIIIB Mepe3apsaku (Harpukiiaj, BTpaTa
30% emnocti micast 1000 nukmiB). Lle moripmieHHst Maiike Oe3mocepeHbo
KOpEIIoE 3 TEMIIEpaTypol0 HaBKOJUIIHHOTO CEPEJOBHINA, B TEIUIUX
CEepeloBUINl BTpaTu OYyayTh pPOCTH. TOMYy MNPOEKTYBAIBHUKY HEOOX1IHO
noadatu TMpO  JOTPUMAHHSA TEMIIEPATypHOTO  PEXUMY, SKIIO BIH
BUKOPHCTOBYE JITI-IOHHY OaTapero.

[HImMM HeraTUBHUM (PAaKTOPOM aBTOHOMHOTO PEXHUMY € camopo3psn. B
mpolieci eKcruTyaraiii B 0aTapei BUHHMKAIOTh HeOakaHl XIMIUHI peakiiii, sKi
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BEIIyTh O BTpaTH eHeprii. BenmnyuHa 1 MBUAKICTH TAKUX BTPAT 3QJICKUTH B1T
XIMIYHOTO CKJIaay 1 Temmeparypu. Sk mpaBuiio, TEPMiH CIy»XOW JITiii-
10HHOTO eJieMeHTa CTaHOBUTH 10 pokiB (3 BTpaToro ~ 2% B MICSIlb), a JTYKHOT
Oarapei - TUtbku S5 pokiB (15-20% BTpat B MicA1b).

Cynepkonoencamopu (abo iouicmopu) MOXYThb 30epiraTH €HEprilo B
3HAYHO OUIBIIMX 00csrax, HIK 3BUYalHI KOHJIEHCATOpU. 3BUYAWHUIN
KOHJIeHCaTop Mae TycTuHy eHeprii 6mu3bpko 0,01 Bt rom/kr. lonictop mae
miipHICTE eHeprii Bim 1 mo 10 Bt rom/kr, 3a 1muM mapameTpoMm BIH
HaOIMKaeThCs A0 OaTapel, MIUIBHICTh eHeprii Skux Moxe gocsratu 200 Bt
roJ/kr. SIk 1 KOHAEHCATOp, 10HICTOp 30epira€ €Hepriro B €JIEKTPOCTATUYHO
3aps/KEHUX TUJIaCTUHAX 1, Ha BIAMIHY Bl aKyMYJSITOpa, HE BUKOPUCTOBYE
XIMIYHE TIEPEHECEHHs1 eHeprii. 3a3Bu4ail 10HICTOPU BUTOTOBISIOTHCA 3
JOCUTh €K30TMYHUX MaTepiaiiB, TakKuX, Hampukiaa, SK TrpadeH, 1o,
IPUPOJHO, BIUIMBAE Ha ix BapTicTh. OdeBHMIHA TIepeBara i1OHICTOPIB - iX
MIBUAKICTh 3apsAaku. o TOBHOrO TMOTEHINIATy BOHHU 3apsKalOThCsA 3a
CEeKYH/IU, B TOM Yac sk, 00 3apsiAUTH JiTiiH-i0HHI Oatapei Ha 80%, Oyne
NOTPIOHO KUIbKAa XBWIMH. KpiM TOro, 10HICTOp HEMOXKJIMBO MEPE3apAIUTH, a
OCb HaJAMIpHE 3aps/DKCHHS JITIM-loHHOI Oarapei MO)Ke MpU3BECTH 0
Cepio3HMX podseM Oe3meku. lonicropu OyBaroTh ABOX BUIIB [1]:

enekTpuyHi ABomaposi koHaeHcaropu (Electric double-layer capacitors -
EDLC): iioro o0kJiaJIku BUTOTOBJISIFOTHCSl 3 AKTUBOBAHOI'O BYT1JUISI, & €HEPT1s
30€pIraeThCsl y BUMIIAI €IIEKTPOCTATUYHOTO TTOTEHITIAITY;

ncepaokonaecaropu (Psuedocapacitors): B IKOCT1 J1€JIEKTPUKA MK HOTO
OOKJIaJIMHKaMU BUKOPUCTOBYETHCA OKCHJl METaly, 3 SKOrO BHUIOTOBJICHI
OoOKJIasiaHHs, N1 30€pEeKEHHSI €Heprii BUKOPUCTOBYETHCS €JICKTPOXIMIYHUN
NEPEHECEHHS 3apsiay.

IIle oxHa mepeBara 10HICTOPIB Iepes] OaTapesiMU - MOXKJIUBICTh TOUHOTO
POTHO3YBAHHS Yacy iX ciy:k0u. OcTaTouHUil 00CsT eHeprii 10HiCTopa JIETKO
pO3paxyBaTH IO HAMpy31 Ha HOro Kjiemax, BOHA 3MIHIOEThCA 3 TUIMHOM 4acy.
Ha Biaminy Bij JITiH-10HHOI OaTapei, y sikiii mpodiib Hanpyru 30epiraeTbes
NOCTIMHUM, M0 YCKJIAJHIOE OLIHKY pemTu o0cAariB eHeprii. OCKUIbKU
pod1JIb HAMPYTH 10HICTOPA 3MIHIOETHCS 3 TUIMHOM YacoM, JJIsI KOMITeHcaIlli
BUHUKaouux 3MiH HeoOXxignuit DC-DC nepeTBoproBay.

OcHOBHUMM mpoOsieMamMu  10HICTOpa, $SK 1 OyAb-SKOro 1HIIOrO
KOHJIEHCATOPA, € BUTIKAHHS CTPYMY 1 BapTICTh.

TakyuM 4YMHOM, THUTaHHS eHepr03a6e3nequHﬂ INPOEKTOBAHUX CHCTEM
MalTh  KJIIOYOBE 3HAYEHHs, 1 1€ T[OBUHHO OyTH  3pO3yMIJIO
MpoeKTyBaJibHUKaM. [loraHo cHpoekToBaHa CHCTEMa EHEPromoCTavyaHHs
OPU3BOAUTH [0 3aHAATO KOPOTKOIO 4acy aBTOHOMHOI pOOOTH CUCTEMH B
IIJIOMy, a I1I€ TATHE 3a COO0OI0 ICTOTHI BHUTpPAaTH Ha BHUMPABJICHHS 1
JOOMPAIFOBaHHSI.
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©ONoGkwNE

KOHTpOJIbHI IHTaHHSA 10 PO3AiTY 2

Sxi metou ineHTU(IKaIli BU 3Ha€eTe?

B yomy nondrae cyTh ONTHYHUX METOMIB 1eHTH(IKALIT?

B domy mossarae cyTh paaioqacTOTHUX METOMIB 1eHTUIKAITT?
[Ilo Ha3uBaeThCs AaTYMKoM B [HTEpHETI peueit?

HasBaTu 0CHOBHI XapaKTEPUCTUKHU AATYUKIB.

Hagpecrtu knacugikaiiito 1aT4uKiB.

[Tpu3HadeHHS Ta 0COOMMBOCTI BUKOHABUMUX MPHUCTPOiB [0T?
Oco0nuBocCTi 3a06€3ne4YeHHs )KUBJIEHHS TpUcTpoiB [0T?
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3. TEXHOJIOI'Il IEPEJIAYI JTAHUX IoT

OpHuM 13 TOJIOBHUX MUTaHb OpraHizaiii [HTepHeTy pedelt € peamizaris
B3a€EMOJIIT M1XK:

IHTEpPHET-PeUaMH,

KOpHCTYBayaMU Ta IHTEpHET-peYamu,

BIJIJAJICHUM CEPBEPOM Ta IHTEPHET-pEeUaMHu.

[oT BUKOpPUCTOBYE BENWKY KUIBKICTh BapiaHTIB MEpEeX 3B'I3Ky s
nepenavi 1aHux, MOYMHAIOYM Bia Mepexi Ha Tim moauau BAN (Body Area
Network), sika mparroe Ha BiJCTaHI KUIbKa JCCATKIB CAHTHUMETPIB, aX [0
BcecBITHROI ~ Mepexi  IHrepuer.  KomyHikamii  manoi  AaJbHOCTI
BUKOPUCTOBYIOTH Taki TexHojorii, sk RFID, NFC, Bluetooth, Wi-Fi Tta in.
KomyHikarii BeIMKOro pajiycy [ii peali3yloTbCd 3 ypaxXyBaHHSIM PI3HHUX
ctinbHuKOBUX Mepexk (3G/4G/5G), mepex 0e3pOTOBOro MIMPOKOCMYTOBOIO
noctyny WiMAX, mepex nozutiionyBanus GPS/I'JIOHACC Ta iH.

[lo Tepuropii  OXOIUVIEHHS  TEJNEKOMYHIKAILlHI ~ Mepexi, M0
BUKOPUCTOBYIOTHCS B IHTEpHETI peueid, MOKHA OAUIUTA HA 4 OCHOBHI THUIIH
[1]:

1. IlepconanbHa mepexa PAN (Personal Area Network) - e mepexa,
nooynoBaHa "HaBkoJio" MrOAMHM. JlaHI Mepexi MarTh 00'€lHyBaTH BCi
NepCOHaIbHI MpUCTPOi KopucTtyBauya (tenedoHu, cMapTdOHHU, KUIICHHKOBI
NepCOHAJIbHI KOMIT'IOTEPH, HOYTOYKH, TApHITYPH Ta 1H.).

CrocoBHo [oT Taka Mepeka Oy1yeThCA «HABKOJIO» MPUCTPOIO («pedi»).

2. JlokanbHa Mmepexa LAN (Local Area Network) — mepexa, mio
3a3BMYail MOKPHUBAE BIJIHOCHO HEBEIIMKY TEPUTOPiI0 a00 HEBEIUKY TpYIy
OyniBenb (OynuHOK, odic, ¢ipMy). Jlo JOKaIbHUX MEPEX MOKHA BIHECTH 1
mepexxy koHTposepiB CAN (Controller Area Network) — mnpomucnoBy
MEPEKY, OPIEHTOBAHY HacamImepes Ha o0'€IHAHHS B €AUHY MEPEXKY Pi13HHUX
BUKOHABYMX MPHUCTPOIB Ta JATUUKIB y paMKaX OKPEMOIo MiANMPUEMCTBA.

3. Micbka mepexxa MAN (Metropolitan Area Network) — o0'eqnye
OKpEMHUX KOPUCTYBaYiB Ta JIOKAJIbHI MEPEXi B MEXaX MICTa, € MEPEXKEIO 3a
po3mipamu OubIor0, Hixk LAN, ane meHmior, Hixx WAN.

4. T'mobampHa wmepexka WAN (Wide Area Network) — mnoB's3ye
KOPHCTYBadiB Ta MEPEeXi, PO30Cepe/DKEHI Ha BIJICTaHI COTEHb Ta THCSY
K1JIOMETpIB.

[HTepHeT pedeil MPakTUYHO HE BHCYBA€ OCOOJUBHX BHMOT [0
texHosoriit LAN, MAN 1 WAN, kpiMm Toro, BOHU IOCUTh JOOpE€ BUCBITIICHI B
TEXHIYHIN JIITepaTypi Ta BUBYAIOTHCS HA 1HIIHUX JUCHUILIIHAX. TOMY B IIbOMY
PO3I1Il PO3MJISIHYTI JIMIIE CTAHJAPTH Ta MPOTOKOJIM MEPEXK Majoro Ta
CEpPEeIHBOTO PAJIYCy J1i, AK1 ITMPOKO BUKOPUCTOBYIOThCS B [0T.
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Bci Ttexmomorii mepemadi gaHuX B IHTepHETI peued 3aleXHO BIf
BUKOPHCTOBYBAHOI'O CEPEIOBUINA NEepeiadl MOXKHA PO3AUIUTH Ha JBA BEJIMKI
KJIacu: APOTOBI Ta OE3POTOBI.

HpotoBi TexHounorii nepegadi nanux y loT MOXyTh BUKOPHUCTOBYBATH
MeTajieBuil (MigHUIN) Kabemb 3B'I3Ky, eIeKTponpoBoaKy (TexHonoris PLC —
Power Line Communication) ab0 BOJOKOHHO-ONTHYHUHN KaOemb. OgHaK
yepe3 CKIAJAHOCTI (PI3UUHOI peai3allii JiHii 3B'I3Ky MPOB1IHI TEXHOJOTI JIJIs
KOMYHIKaIllii 1HTEpHET-peueil 3aCTOCOBYIOTHCSI MEHIIOK MIpOI0, HIXK
6e3apoToBi. be3apoToBi Mepexi Majoro paaiycy Aii, 10 BUKOPUCTOBYIOTHCS
B [0T, MOXHA PO3ITUTH HA TPU BUJIU:

1. be3opomosi nepconanvhi mepedxci WPAN (Wireless Personal Area
Network). 3acTocoByroThcs aJisi 3B'SI3KY PI3HHX MPHUCTPOIB, BKIIOYAIOYH
KOMIT'IOTEpHY, TOOYTOBY Ta OPITEXHIKY, 3aco0M 3B'I3Ky Tol0. Di3UuHUN Ta
KaHAJIbHUI piBHI periiameHtytoThesi cranaaprom IEEE 802.15.4. Paniyc aii
WPAN CTaHOBUTH BiJ] KUIBKOX METPIB JO KUIBKOX JECATKIB CAaHTUMETPIB.
Taki Mepeki BAKOPUCTOBYIOTHCA SIK JIsl 00'€ JTHAHHSA OKPEMHX MPUCTPOIB MK
co00r0, Tak 1 I 3BSI3KY 3 MEpeKaMH BHUIIOTO PIBHSA, HAaIMPUKIA,
ro0anbHOI Mepexkero 1HTepHeT. WPAN wmoxe Oyt po3ropHyra 3
BUKOPUCTAHHIM PI3HUX MEPEXKEBUX TEXHOJIOTIH, Hanpukiaa, Bluetooth,
ZigBee, 6LOWPAN Ta iHIIHX.

2. Be3opomosi cencopni mepexci WSN (Wireless Sensor Network).
Posnopineni Mepexi, 10 CaMOOPraHi3ylOThCS, MHOXHWHHU JaTYUKIB
(ceHcopiB) BUKOHABUMX IPHUCTPOIB, 00'€THAHUX MDK COOOIO0 3a JIOIOMOIOIO
pamiokanany. O0nacTh MOKPUTTS MOAIOHMX MEPEK MOXKE CTAaHOBUTHU BIJI
KITBKOX METpIB  J0 KIUIBKOX KIJOMETPIB 3a PaxyHOK MOKJIMBOCTI
peTpaHCIIALl TTOB1IOMJICHb B1Jl OJJHOTO €JIE€MEHTa JI0 1HIIIOTO.

3. Hesemuxi noxanoui mepesxci TAN (Tiny Area Network).
O6unCTIOBaNIbHI MEPEXI, III0 PO3TOPTAIOTHCS B MEKaX HEBEIMKOIro odicy uu
OKPEMOTO JKMTJA. IX 4acTo HA3MBAIOTh JOMALIHIMH MEPEKaMHU, OCKiIbKH
BOHU TMOEAHYIOTh KOMIT'FOTEPH, MOOYTOBY €JEKTPOHIKY Ta MpUIIaIu
CUTHaMi3alli, 10 HajaexaTh OAHIM poauHi. Haiuacrtime Ttaki Mepexi
OyIyIOThCs 3 ypaxyBaHHAM TexHoJoriT Wi-Fi.

3.1. be3aporoBa nepconajgbHa mepe:xka WPAN, mo He
Bukopucronye IP

CrekTp MOXIJIMBHX TEXHOJIOTIHM Tepenadl JaHUX OXOIUIIOE BC1 MOXKJIMBI
3aco0u 0e3/IPOTOBUX 1 JPOTOBUX MEPEIK.

[cHye Oe3nmiu pI3HUX KaHAMIB 3B'SI3KY MDK KIHLEBOIO TOYKOK Ta
[HTepHeTOM; OJIHI 3 HUX MOXYTh OyTH MOOYAOBaHI Ha TPAIULIIITHOMY CTEKY
IP (6LOWPAN), a nmesxi, Hampukiaz s MakKCHMi3allii eKOHOMIi eHeprii,
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BUKOPUCTOBYIOTH 1HI (HE-IP) mimxomu. Cucremu 3B's13Ky, BiamiaHI Bif IP,
ONTHUMI30BaH1 /JJIi €KOHOMIT BUTpAT 1 €Heprii, ToJl sSK pilieHHs Ha 6a3i [P
3a3BAYail MarOTh MEHIIIE OOMEKEHD 1 OUIBIII JeTAJILbHO BUBYAIOTHCS HA 1HIINX
mucnuiniinax [20].

3.1.1. Crangapr IEEE 802.15.4

Jiis Ge3poToBOi mepeadl JaHUX OCOOIMBO BAXKIIUBY pPOJIb B MOOYAOBI
«IaTepuery Peueli» rparoTh Taki BIAaCTHBOCTI, SK €()EKTUBHICTH B YMOBax
HU3LKNX IIBUJIKOCTEH, BIAMOBOCTIMKICTh, aJalTUBHICTh, MOXKJIMUBICTD
camoopranizaiii. OCHOBHUM 1HTEpeC B 1[I SKOCTI MPEACTaBIIsIE€ CTaHAApT
IEEE 802.15.4, mo Bu3Hauyae (i3UWIHUN PiBEHBb 1 YIPABIIHHSA JOCTYIIOM JIJIS
oprasizarii eneproe()eKTHBHUX IEPCOHATBLHUX Mepex [21].

IEEE 802.15.4 - crangapt, skuii Bu3Hauae (i3UUHUIA piBEHb Ta
YIPaBIIHHSA JOCTYIIOM JI0 CEPEJOBHINA I OE3IPOTOBHUX IEPCOHATBHHUX
MEpEeX 13 HU3BKUM PIBHEM IIBUAKOCTI. ArmapaTrypa, moOynoBaHa Ha 0a3i
JAHOTO CTaHJApTy BIAHOCUTBLCS 1O MPUCTPOIB Mayloro paiaiyca Aii. Bona
ABJISIETHCS. 0a30BOI0 OCHOBOKO Mg mpoTokondiB ZigBee, WirelessHART,
MiWi, ISA100.11, xoxkeH 3 SIKUX, Y CBOIO Yepry, MNpOIOHY€E PILICHHS AJis
noOy/IOBM MEpPEX 3a JOMOMOrOK I0OY/IOBM BEPXHIX PIBHIB, SKI HE
PETYIIOI0THCA CTaHIAPTOM. AKIEHT CTaHAApTy POOUTHCA HA:

Iy’)K€ HU3bKY BapTICTh 3B'SI3KYy 3 HaWOMMKYUMHU TPUCTPOSIMHU, 3
HEBEJIMKOIO 0a30BOI0 CTPYKTYPOIO;

MPOCTOTY peajtizallii;

EKCIUTyaTaIlio 3 Jay)Ke HU3BKUM (JI0C1 HEOyBaJMM HU3BKUM) PIBHEM
CIIO>KMBAHHSA €HEprii.

OcHOBHa Meka TPUHOMY BHU3HAYAETHCS EKBIBAJIEHTHOIO 130TPOMHO-
BurnpomiHwiouow noryxHictio (EIBII) pamgionpuctporo 31 MIBUIKICTIO
nepenadi 250 k0it/c. Jl03BOJSAETHCS BUKOPUCTAHHS PaTiONPHUCTPOIB 0Oe3
OTPUMAaHHS OKPEMHX JO03BOJIB BIiJl OpraHizailiii Harjisiy 3a yactoramu (B
VYkpaini — «YKpuacToHarisi») Ha BUKOPUCTaHHS pajlioyacToT, a TaKOX Ha
OesmilieH31iiHe BBe3eHHs MNpucTpoiB 3 MakcumanbHoio EIBIT — 100 mBrT.
CrnouaTky ctaHgapToM OYJIM BHU3HAY€HI HU3bKI MIBUIKOCTI mepenadi B 20 1
40 x611/c, mBuAKIcTs B 100 k061T/c Oyna go/aHa B MTOTOYHOMY IEPEBHIAHHI.
binbin HU3bK1 MIBUIKOCTI Mepeaadi MOXKYTh PO3TJISAATUCS TIJIBKUA 3 CYTTEBUM
PEe3YIbTYIOUUM e(DEKTOM 3HUKECHHSI €HEPTrOCIOKUBAHHS.

B psani HaiiBaxxnuBimmx QyHKIINA 3HAXOAATHCA: 3a0e31eueHHs poOOTH B
peXKUMI PEATLHOTO Yacy 3a JOMOMOIOK 30€peKEeHHs YacOBUX CIIOTIB,
3arno0iraHHs OJJHOYACHOMY JOCTYIy Ta KOMILUIEKCHE 3a0€3ME€UEHHs 3aXHCTY
mepex. [Ipuctpoi Takox BKIIOYAIOTh (PYHKINT yHpaBiIiHHS BUTpPadaHHSIM
€HepTii, TaKl SK SIKICTh 3'€/IHaHb 1 IETEKTYBaHHS CHEPTIi.
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Apximexmypa npomoxoiny

[Ipuctpoi po3poOmneHi anst Toro, MO0 B3aEMOAISTH OJUH 3 OJHUM 32
JIOTIOMOT0I0  KOHIENTYalbHO TMPOCTOi 0e3apoTOBOI Mepexi. BuznaueHHs
PIBHIB MEpEXKi IPYHTYEThCS HAa MepexkeBiil mozaeni OSI, xoua TIJIbKUA HUXKHI
piBHI BH3HAUalOThCsl B CTaHaapTi. B3aemomiss 3 BepXHIMH pPIBHAMHU
nepea0avacTbes, 3 MOXKIMBHM BHKOPHUCTAHHSIM ITAPIBHEBOTO KEpPYyBaHHS
JoriyHUMH 3B'si3kamu. PeanmizoBaHi mpuUCTpoi MOXYTh MOKJIAJaTHCS Ha
30BHIIIHI MpUCTpOi abo OyTu NpocTo BOYJOBAaHUMH, SK CaMOCTIMHO
()yHKII1IOHYIOU1 IPUCTPOL.

Dizuynutl piseHb, B KIHIIEBOMY pPaxyHKy, HaJa€ TMOCIYyTd Tepenadi
JaHUX, TaKOX sIK 1 1HTepdeiic opranizamii ynpaBiaiHHSA (I3MUHUM PIBHEM 1
3a0e3neuye 0a3y JaHUX BIAMOBITHOI MEPCOHATBLHOI Mepexi. TakuM YHUHOM,
(13MYHUI PIBEHb YIPABIIA€ TPAHCUBEPHOI PA/IIOCTAHLIEID 1 BUKOHYE BUOIP
KaHAJIIB 1 €HEeprii Ta CUTHaJIbHI (DYHKIlT KepyBaHHsA. BiH gi€ B omHOMY 3
TPHOX MOKJIMBUX HEMICH3YEMUX PallO9aCTOTHHX CMYT'

* 868,0 - 868,6 MI'1: €Bpona, 103BOJIEHO OAUH KaHA 3B'SI3KY;

« 902 - 928 MI'm: IliBHiuHa AMepuKa PO3MIUPEHUA 1O TPUIIATH
KaHaJiB;

* 2400 - 2483,5 MI'11: BUKOPHUCTOBYETHCS Y BCbOMY CBITI 3 O1JIbIII HIXK
[ICTHAILSTH KaHAIIB.

ITouaTkoBa Bepcis cranaapty 2003 p. BU3Hauae jaBa (PI3UYHUX PIBHI,
0 0a3ylOThCS Ha MIMPOKOCMYTOBIH MOAYIALIT 3 MPSIMUM PO3IIUPEHHSIM
CIIeKTpa, OJHAa Mpalroe Ha AUsHIl 868/915 MI'1 31 mBUAKICTIO mepeaadi B
20 140 x0611/c, a 1Hma Ha aurgHml 2450 Mri 31 mBuakictio 250 k0iT/c.

Bepcia 2006 migBuiye MakcHUMaibHI IIBHUIKOCTI Mepejadi JaHUX Ha
gactoTax 868/915 Mri, Takox npuaaBmu iM mBujakocTi B 100 1 250 ko6it/c.
KpiMm Toro, BoHa Mjae jaji, BHU3HAYalOYd YOTHUpU (I3UMYHUX PIBHA B
3QJIEKHOCTI Bi MeToxy wmoayisii. Tpu 3 HHX 30epiraloTh MiaXia
HIMPOKOCMYTOBOI MOJYJIAL1, B Jiana3oni 868/915 MI'11 BUKOpUCTOBYIOThH SIK
JIBOCEKIIIIHY, TaK 1 KBaJpaTypHy (a30By MaHIMYJALII0 (OCTaHHS BU3HAETHCA
O1IpIII ONTHMAaNIbHO) B Jiana3zoHi 2450 MI'm, 3 10mOMOTor OCTaHHBOTO. K
albTEpPHATUBA, ONITUMAJILHUM piBeHb Ha 4yacToTi 868/915 MI'11 BU3HavYaeThCs
3a JIOMOMOIOK0 KOMOIHAIil JBOTYHOrO KOJAYBaHHA Ta aMILIITYAHOI
MaHIMyJA1i (TaKUM YMHOM, Ha OCHOBI MapaJieIbHOrO, a HE MOCIIIIOBHOTO
pO3IIUPEHHST  creKkTpa). MOXIMBO JUHAMIYHE TEPEKIIOYCHHS  MIXK
HiATPUMYyBaHUMU JJaHKaMu 868/915 MI .

VY Bepecni 2009 cranmaptu IEEE 802.15.4c ta IEEE 802.15.4d
PO3IIUPIIINA JTOCTYIHI (pi3U4HI P1BHI, TOAABIIH:

piBeHb 11 yactotu 780 MI'1, 1110 BUKOPHUCTOBYE KBaJipaTypHYy (ha3oBy
manimyssiio - (Quadrature  phase-shift  keying, QPSK) a6o d¢a3oBy
MaHIMyJIsLir0 OUTbIT BUCOKUX mOpsakiB (M- PSK);
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piBeHb 11 yacToT 950 MI', 110 BUKOPHUCTOBYE TrayCiBCbKY YaCTOTHY
maninyssmio (Gaussian frequency-shift keying, GFSK) abo aBoiuny ¢dazoBy
maninysiito (Binary phase-shift keying, BPSK).

Pigenv mexanizmy oocmyny (Media Access Control, MAC) 3miiicHIOE
nepenauy gparmeHTiB qaHux crpyktypu MAC 3a J01OMOror BUKOPUCTAaHHS
¢i3uunoro kanairy. KpiM iHpopMaIifiHux mocCiyr, BiH MPOIOHYE YIPABIIHHS
iHTEepdeiicoM 1 caM 1o co01 yrpaBisie po3MIMICHHSM MasdyKiB Ha KaHasax.
BiH TakoXX KOHTPOJIOE TIEPEBIPKY (PParMEHTIB CTPYKTYpH, TapaHTye
MHOXXWHHUH JIOCTYI 13 PO3MOJALIOM 3a 4acoM 1 Kepye 3B'I3KaMU BY3IIIB.
Tako>x BiH MPOMOHY€E TOUKU-TIACTKH JJIs1 OE3MEKH MOCIYT.

CranpgapT He BU3HAYa€ IHwi OilbWd BUCOKI pIBHI Ta CYMICHICTb
NpOMDKHUX PiBHIB. IcHyIOTh cneumdikariii, Taki sk ZigBee, moOynoBaHi Ha
JAHOMY CTaHAapTl JJIsi TOro, 100 3ampolOHYBATH IHTETPOBAHI PIIICHHS.
Crekn TinyOS TakoX BHUKOPUCTOBYIOTh JI€AKI BUIAM TEXHIYHOTO
3abe3neuenHs [EEE 802.15.4.

Mooenvb mepesici

Cranmapt BHM3Hayae JBa TUOU By3niB  Mepexi. [lepmmii -
noBHodyHKIioHaTpHMI TipucTpiii (FFD - Full-Function Device). Bin moxe
CIYyXUTU SK KOOPJIMHATOP TMEpPCOHAJBbHUX MEPEeX, TaK CaMO MOXKe
(GYHKIIIOHYBATH SIK 3arajibHUi By30J1. BiH peani3ye 3arajibHy MOJENb 3B'SI3KY,
AKa JI03BOJISIE BECTH TMEPEroBOPU 3 IHIIMMHU MPUCTPOSIMU, TAKOXK MOXKE
nepeAaBaTd  MOBIJIOMJIEHHS, B I[bOMY BHUIAJKy BIH Ha3UBAEThCS
KoopauHaTopoMm (koopauHatop PAN, Koy BiH BiAMOBIJIAE 32 BCIO MEPEKY).

Hpyruit - npuctpoi 3 nonermennMu (yukiismu (RFD - Reduced-
Function Device). lle HaazBuuaiiHO MPOCTI MPUCTPOI 3 YK€ CKPOMHUM
pecypcoM 1 BUMOTaMH J0 MEPEXi, y 3BSI3KYy 3 IIMM BOHH MOXYTb TUIbKU
3B'SI3yBaTUCS 3 MOBHO(PYHKIIOHAJLHUMHU MPUCTPOSIMU 1 HIKOJIM HE MOXKYTh
TUATH K KOOPJIMHATOPH.

Mepexi MoxyTh Oytm omHopanroBumu (P2P, peer-to-peer, point-to-
point), a0 MaTH TOMOJIOTiIO «3ipkay. OaHak, Jr0da Mepexa MOBUHHA MaTu
no kpaiiniii mipi ogud FFD, sikuii Oyne mpaitoBaTu K KOOPAUHATOP MEPEKI.
Takum yuHOM, Mepexi (OPMYIOThCS 3 TPYN NPUCTPOIB, PO3AUICHHUX
BIIMOBITHOIO ucTaHIli€r0. KoxeH npuctpiit mae 64-0iTHuit 11eHTUdhiKaTop, B
JESKMX BUIIAJIKaX MOXKE BUKOPUCTOBYBATUCS 16-OiTHUM 1neHTUdIKATOD B
oOMexeHi obnacti. ToOTO, BecepeanHi KOXKHOI MepCOHaIbHOI Mepexi (aHTJI.
PAN, mepcoHasibHa Mepexa), s 3'€THaHHS OyIyTh BUKOPUCTOBYBATHUCS
KOPOTKI 17IeHTU(DIKATOPH.

OpnnopanroBi mepexi (P2P) MoxyTh yTBOpioBatu Oyab-siKi CTPYKTYpH
o0'emHaHb, a 1X PO3MMPEHHS OOMEXKEH1 JIHUIIE IUCTAHINIEID MDK KOXHOIO
naporo By3JiB. BoHM mpu3HaueHi OyTH OCHOBOIO AJisi O€3APOTOBHX MEPEK,
3MaTHUX JI0 caMOOpraxizaiii Ta oprasizaiii. Tak SK cTaHIapT HE BHU3HAYAE
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MEpEKEBUI PIBEHb, MaPIIPYTHU3AIlisl HE MIATPUMYETHCS HAIPSAMY, ajie TaKui
JOJaTKOBUW  piBEHb  MOXE  3[1MCHIOBAaTH  MIATPUMKY  MEpexX 3
pETpaHCISITOPaMHU.

Tax camo MOXyTh OyTH JOJaHI JOAATKOBI TOIMOJIOTTYHI OOMEKCHHS:
HaMpHKJaa, JACPEeBO KiacTepiB — CTpyKTypa, B skii RFD wmoxe Oyrtu
nmoB'si3aHa TUbkU 3 oguuM FFD omHOpasoBo, Takum uymHOM, RFD €
BUKJIFOYHO JIUCTAM JepeBa, a Outbmiicth By3mB — FFD. Takox moxxiauBa
CUTYyallisl 3 MEPEKEBOIO TOMOJIOTI€I0, KOJIM BY3JU € MEPEeKaMU KIACTEPHUX
JIEpeB 3 JIOKAJTBHUM KOOPJMHATOPOM Uil KOXHOTO KJacTepa, KpiM
J100aJIbHOTO KOOPAUHATOPA.

binbi cTpykTypoBaHa TOMOJIOTIS «3IpKa», 1€ KOOPAUHATOP MEpEexkl
OOOB'I3KOBO TIOBMHEH OYTH LIEHTpPAJIbHUM BY3JIOM. Taka Mepexa MOxe
BUHUKHYTH, Koiau FFD Bupilrye CTBOPUTH BJIACHY MEPCOHAIBHY MEPEKY
(PAN) 1 oronocutH ii KOOPJAMHATOPOM, MICISI HOTO BUOMPAETHCS YHIKAIBHUIMA
inentudikarop st PAN. Ilicis uporo iHin mpucTpoi MOXKYTh MPUEAHATUCS
0 MEpexl, sKa IOBHICTIO HE3aJIeKHA BIJ 1HIIUX MEPEX 3 TOMOJIOTIED
«BIpKay.

Apximexkmypa nepedaui Oanux. ®OparMeHTH JaHUX — OCHOBA JIs
nepenayi TaHuX, sKa 3/1MCHIOEThCS 32 YOTUPMA OCHOBHHUMM THUIIaMH: (J1aHi,
M1JITBEP/DKCHHS, MasyoK Ta (parMEHTH KOMaH]l MEXaHi3My JOCTYITy), IO
3a0e3neuye paiioHalbHUKA OajaHC MDK IPOCTOTOK Ta HAJIMHICTIO.
JlomaTKOBO MOKE€ BHUKOPHCTOBYBATHUCS CylepparMeHTHa CTPYKTypa, IO
BU3HAYAETHCS KOOPJMHATOPOM, y IIbOMY BHUMAJKY JBa MasKd AiIOTh SIK ii
MEX1 Ta 3a0e3MedyroTh CHHXPOHI3AIllI0 I1HIIUX IPUCTPOIB, TaKOX K 1
iHpopmanito mpo  KoHpirypamio. CynepdparMeHT  CKIAgaeTbcs 3
IIECTUJISCATH CJIOTIB OJIHAKOBOI JOBXXKHUHHU, SIKI MOXKYTh OyTH B TIOJAJBIIIOMY
pO3/1JeHI Ha aKTUBHI Ta HEAaKTUBHI YAaCTHHM, IIIJI 4aC BUKOHAHHS SIKHX
KOOPJMHATOP MOKE BXOJHWTU B PEXKUM E€HEPro30epekeHHsI, B SIKOMY HEMae
HEOOX1THOCTI KOHTPOJIIO MEPEXKI.

3aTBepKEHHS MEX cynep(parMeHTiB 3iHCHIOEThCS cucTemMoro Carrier
Sense Multiple Access With Collision Avoidance (CSMA/CA). CSMA/CA,
«MHOKMHHMU JIOCTYIl 3 KOHTPOJIEM HECY4Oi Ta YHUKHEHHSAM KOJi3ii» — 1
MEpEXKEBU MPOTOKOJI, Y AKOMY: BUKOPHUCTOBYETHCS CXEMa MPOCIyXOBYBAHHS
HECydoi XBWJII; CTaHIlifA, SKa Ma€ HaMmip MoyaTd Mepenady, MOCUJIae jam
signal (curHan 3aTopy); MICJIs TPUBAJIOTO OYIKYBaHHS BCIX CTaHIIN, SKI
MOXXYTh HaJlICJIaTH jam signal, CTaHIlis MOYMHAE Mepenavdy Kaapy; SKIIO i
yac rnepejadi CTaHIlis BUABISIE jam signal Bij 1HIIOT CTaHIIli, BOHA 3YIUHSIE
nepeaady Ha 4ac BUMAAKOBOI JOBXKHUHH 1 TOTIM TTOBTOPIOE CIIPOOY.

KosxHa mepenaya moBUHHA 3aKIHUYBATUCS TEPE] MOSIBOIO HACTYITHOTO
masuka. JlogaTku, 1o MOoTpeOyroTh YITKO BU3HAYEHOI IIMPUHU J1ala30HY,
MOXXYTh BHUKOPHUCTOBYBaTH CIM oOjacTed 3 oOnHi€ei abo JeKUIbKOX
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0€3CUCTEMHUX TapaHTOBAHMUX O0JIACTEH MHOXXMHHOTO JIOCTYITY, 110 WIyTh B
KiHI[ cynepdparmenTa. 3a3Buuail cynep@parMeHTd BUKOPUCTOBYIOTHCS MPU
poOOTI TPUCTPOIB 13 HUZBKUM MPUXOBAHUM EHEPrOCTAHOM, YHi 3B'SI3KU
MOBUHHI 30€piraTtucs, HaBiTh MPOTATOM TPUBAJIOTO MEPI0 Ty HEAKTUBHOCTI.

[lepenaua  nmaHux  KoopauHATOpy  BuMarae  ¢a3  MasyKOBOi
CHUHXpOHI3aIli, 3a gomoMoror mepemadi pexumy CSMA/CA, saxmo 1e
MOJXKJIMBO (32 JIOMOMOT'OI0 MHOXKHHHOTO JOCTYITY, SIKIIIO BUKOPHUCTOBYIOTHCS
cynepdparMeHTu), CUTHal MIATBEp/HKEHHS He o000B’s3koBuil. [lepemaua
JaHUX BiJ KOOPAMHATOpPA 3BHYAMHO CYNMPOBOKYE 3alUTH JO MPHUCTPOIB,
AKIIO MasYKd BUKOPHCTOBYIOTHCS, TO BUKOPUCTOBYIOTHCSI CUTHAIM-3AITUTH,
KOOPJWHATOP IMATBEPKYE 3alUT 1 MOTIM HajcuiIae 1H(QOpMaIliifHI MaKeTH,
Kl TIATBEPIKYIOTBCS TPUCTPOEM. Te K came BIAOYBAEThCS, SKIIO
cynepdparMeHTH He BUKOPUCTOBYIOTHCS, TUIBKM B I[bOMY BHUMAJKy HEMA€
MasuKiB, 100 30epertu nusixu nepenadi iHdopmarili. OMHOPaHTOBI Mepexi
TaKOXX MOXYTb BuUKOpuctoByBatu pexkum CSMA/CA abo MexaHi3MH
CUHXpOHI3alli, B I1[bOMY BHUIAAKy 3B'I30K MDK JBOMa HPUCTPOSIMHU
MOXJIMBUH, TOJI SK B "CTPYKTYpOBaHUX'" peXHMMax OAMH 3 MPUCTPOIB Mae
OyTH KOOpPJIMHATOPOM MEpPEXi. Y 3araJbHOMYy BCl HACTYMNHI MNPOLEAYpPH
CYHPOBOKYIOTHCS 3BUYANTHUM 3a TTPOCOM/TIIATBEPPKEHHSM B1JITOBIII.

Haoiunicms i 6Oe3nexa. ®@3WYHUNA HOCIM MOXXKHA OTpUMATH Yepe3
nporokon CSMA/CA. Mepexi, 1m0 HE BHUKOPUCTOBYIOTh MAasuKOBI
MEXaHI3MM, BUKOPUCTOBYIOTh BapiaHT, 3aCHOBaHUW Ha MPOCIyXOBYBaHHI
HOCIiB, IO MiJJIaHl BIUIMBY QJITOPUTMY 3HIKEHHS IIBUAKOCTI IEpeaadl.
[linTBep/KEHHA HE MIAKOPSIOTHCS LOMY MOPAJKY. 3arajbHa mepeaayda
JAHUX BUKOPUCTOBYE BUIbHI CJIOTH, JI€ BUKOPUCTOBYIOTHCS MasukH, MPOLEC
HE CYNPOBOJDKYETHCS MiATBEPI>KEHHSIMHU.

[ToBiiOMIIEHHSI TIPO MIATBEPIKEHHS MOXKYTh HOCUTHU HEOOOB'SI3KOBUM
XapakTep MpHU ACSIKUX OOCTaBUHAX, SIKIO POOUTHCS MPUITYIIEHHS PO YCIHiX.
B Oyab-sikoMy BUIAJKY, SIKIIO TPUCTPi HE MOxke oOpoOsATH (PparMeHT y
JAaHUW MOMEHT, BiH MPOCTO HE MIATBEPKYE HOTO OTPUMAHHS: PETPAHCIIAIIA,
3aCHOBaHa Ha MIEPEPUBI, MOXKE BUKOHYBATUCS KiJIbKa pasiB, CYNPOBOIKYIOUU
MiCIsl HOTO PillIEHHS — 200 MPUITMHUTH, a00 MPOJOBKUTH CIIPOOH.

Tak sk mnepemdadeHe oOMaAHAHHS IS [MX MPUCTPOIB BHUMArae
MaKCUMAaJIbHOTO 3OUIBIIEHHS TEPMiHY CIIy)XOM Oarapei, sl MPOTOKOJIIB
BUOMPAIOTHCS METOMM, IO JOIMOMAararTh I[bOMY: 3JIIMCHIOIOTH TEpPIOUYHI
NEPEeBIPKU JJII OYIKYBAHUX TOBIJOMJICHb, YaCcTOTa SIKMX 3aJCKHUTh BIJ
3actocyBanHs. 1[0 crocyeThes 3axucTy 3B's3KiB, miapiBeHb MAC mpornonye
MOXJIMBOCT1, SIKI MOXYTb OYTH BHUKOPHUCTaHI B BEpXHIX PIBHIX MJis
JOCATHEHHs1 OakaHoro piBHs Oe3mneku. [Ipouecn y BUIIMX PIBHAX MOXYTh
BU3HAYATH KJIIOYl /i1 BUKOHAHHS CUMETPUYHOI KpunTorpadii /sl 3aXUCTy
HABAHTAKEHHS Ta OOMEXEHHS 11 JJI1 TPYNOBUX MPHUCTPOIB ab0 MPOCTO st
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JBOCTOPOHHIX 3B'SI3KiB, 1[I TPYIH MPUCTPOIB MOXKYTh OyTH OMUCAHI B CITUCKAX
KOHTPOJIIO JOCTYITY.

Kpim toro, MAC o0uucitoe yac TMEpPeBIPKM MIXK IMOCIHIIOBHOCTSIMU
MPUIOMIB Ui 3amo0iraHHsT MOXJIMBOCTI BHXOAY CTapuX KajpiB, abo daHi
(sIki OLTBIIIE HE BBAXKAIOTHCS JIUCHUMH) HE BUXOJATH Ha OLIBII BHCOKI PIBHI.
B nmomatok 10 1bOT0 3aXWIMEHOT0 PEKUMY 3aXUCTy € IHIMAA HE3aXUIESHUN
pexuM MAC, skuii 103BOJISIE€ CIIMCKXA KOHTPOJIIO JOCTYIY JIMIIE K 3aco0u
JUIS pIIIEHHS TIPO MIPUUHSTTS (parMeHTIB BIAMOBIIHO /10 iX nependadyBaHUM
TKEPETIOM.

ZigBee ma |IEEE 802.15.4

Crangapt IEEE 802.15.4 € ogqnuM HaliHOBIIIMM B cepii O€3pOTOBUX.
Ha #ioro ocnosi ZigBee Alliance (www.zigbee.org) po3poous crnerudikaiiiro
IPOTOKOJIIB MEPEKEBOIO 1 MPUKIIATHOIO PIBHS, SIKI @aHOHCYBAaB Mij] Ha3BOIO
"ZigBee" [12]. ZigBee Alliance Bxioyae B cebe Oinpme 180 ¢ipm, 1o
MpaIo0Th CIJIBHO HaJ TPOCYBAaHHSM CTaHJAPTIB, CTE€Ka MPOTOKOJIB 1
OPUKIAAHUX NOpo(dUIIB [ CHOXKUBYOTO Ta MPOMHCIOBOIO CEKTOpa
ekoHoMiku. Crneuudikariss ZigBee onucye noOynoBy Mepexi, NUTaHHS
Oe3neku, MpUKIagHe MporpaMHe 3a0e3neYeHHs.

OcHoBHOIO 00J1acTIO 3acTocyBaHHs ZigBee € nepenaya iHpopmariii Bij
pyXxoMux 1 OOEpTOBUX YaCTMH MEXaHI3MiB (KOHBEEPIB, pOOOTIB),
MPOMUCIIOBUX CHCTEM YIPaBJIHHSA Ta MOHITOPUHTY, O€3pOTOBUX MEPEK
JATYMKIB, BIJICTEKECHHS MapUIPYTiB pyXy Ta MICIl pO3TalllyBaHHS MaiHa Ta
1HBEHTapIO, "IHTEJIEKTyaIbHE" CIJIbChKE TOCTIOAAPCTBO, CUCTEMHU OXOPOHH.

Ha BigMiHy Bij 1HIIMX O€3pOTOBUX TEXHOJIOTIM, Ji€ CTaBUThCSA
3aBJIaHHS 3a0€3MEYUTH BUCOKY IIBUAKICTH Iepeadl, BEJIUKY AalbHICTh a00
BUCOKY sIKiCTh oOcnmyroByBanHs, ZigBee/I[EEE802.15.4 cTBOptoBaBcs
CIIOYATKy 3a KPUTEPISIMH Majoi JaJIbHOCTI ii, HU3BKY IlIHY, HHU3BKY
CITOKMBaHy MOTYXKHICTh, HU3bKIN IMIBUAKOCTI Nepeayl 1 Maiaux radapuris. Ll
BJIACTMBOCTI 1JI€aJIbHO BiJMOBIJIalOTh BUMOTaM J0 OUIBIIOCTI HMPOMMCIOBUX
natuukiB. Tomy ZigBee 4YacTo OTOTOXHIOIOTH 3 MNPOMUCIOBUMHU
oe3nporoBuMu ceHcopHuMU Mepexkamu WSN (Wireless Sensor Network).
[Ipuctpoi ZigBee BHUKOPUCTOBYIOThCSI B 3acTocyBaHHsX, Jn€ Bluetooth
BUSBJIIETHCS 3aHAATO JIOPOTUM, 1 HE TOTpiOHA BUCOKA IIIBUJIKICTh Mepeaadi.

ZigBee BukopucTOBYe HeqinieH3oBaHui mianazoH 2,4 I'Tu. Cranmapt
nepeadavyae Takok BUKOpPUCTaHHS yacToT 868 MI'p B €Bpomni 1 915 MI'y B
CHIA. MakcuMmaibHa IMIBUJIKICTD Mepeaadl ctaHoBUTh 250 KOIT/C B Jiana3oHi
24 ITu. Cmyra mponyckanusi 2,4 I'Ty po3minena wa 11 ... 26 kaHamiB
UPUHOIO 10 5 MI'T| KOXKEH.

HesBaxatoun Ha Te, mo Bcs igeonoris ctangapty IEEE 802.15.4
noOy70oBaHa B MPUITYIIEHHI, 1[0 TUMOBUHN 3B'SI30K Oyje 3M1MCHIOBATHCS Ha
BijicTani Onu3bko 10 M, cTaHIAapT HE BCTAHOBIIOE BUMOT JO TMOTYXHOCTI
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nepenasava. Llerm mapamerp peryiroerbcsi HOPMATUBHUMH JIOKYMEHTAMHU B
rajiy3i pajio3B'si3Ky, CHEHU(PIYHUMH Al KOXKHOI AepxaBu. HaiiGinbiioro
MOIIMPEHHS HAa PHUHKY MAarOTh IMepeaaBadl 3 MOTyxkHIcTIo 1 MBT, ski
3a0e3mevuyroTh 3BSI30K Ha BiAcTaHi g0 10 M B NpuUMIIICHHI, a TaKOX
nepeaaBadi 3 moTyxHicTio 10 MBT, 1o 3011611y OTH 1110 BiAcTaHb 10 80 M B
npuMilneHHi 1 10 1 kM B ymoBax mpsiMoi BHAMMOCTI. JlanbHICTH 3B'S3KY
MO>KHA 301JIBIITUTH 3aCTOCYBAHHSM aHTEH CIIENiaIbHOT KOHCTPYKIITII.

Mopnens OSI mepexi ZigBee npeacrapnena B Tadu. 3.1 Bona Bkitouae
B cebe ¢i3umunuii piBeHb (PHY), xananpHHMIl piBeHb, MO CKIIANAETHCA 3
nipiBHA goctyny jo cepegorumia nepeaadi MAC 1 LLC, siki BUBHA4arOThCs
cranaproM IEEE 802.15.4, a Takox mepexeBuii piBeHb NWK (NetWorK) 1

Taomums 3.1.
Pieni momeni OSI mepexi ZigBee/IEEE 802.15.4
OSI monean Mepeika DyHKIii
APL (APS, ZDO u [Tepenaya MOBiTOMIICHB,
[Tpuxmagauii Application Objects) | BusiBjieHHs NPUCTPOIB, BUSHAYCHHS
ZigBee pOJIi IPUCTPOIB
PiBenn
TPEICTaBICHHS ] ]
CeancoBuit - -
TpancniopTHUI - -
MepexeBuii NWK ZigBee besmneka, mapmpyruzaitis
. LLC IEEE 802.15.4 .
ot [ SSCSTeEE 154 | CSMACA e s
MAC IEEE 802.15.4
Di3nyHmit PHY IEEE 802.15.4 Pamiokanan 2,4 I'T1t

piBeHb jgojarkiB APL, mo ckmagaeTbCs 3 MiAPIBHSA MATPUMKH JOAATKIB
(APplication Support sub-layer - APS), niapiBHi 00'ekTiB iprcTpoiB ZigBee
(ZigBee Device Object - ZDO) i o0'extiB Application Objects, 110
BU3HAYAIOTHCSI BUPOOHUKOM ZigBee-npuctpois.

Dizuunuii pieenv mooeni OSI 3abesneuye iHTEepheENHC MK CTEKOM
IPOTOKOJIB 1 cepenoBuilieM mnepenayi iHdopmarii (edipom). DizuyHuit
(PHY) 1 xanansuuit (MAC) piBai mogem OSI Busnaueni B crannapti IEEE
802.15.4. Bonu MaroTh Taki OCHOBHI XapaKTEPUCTUKH:

- IBUAKICTB Tiepeaadyl: 250 k01T / ¢;

- KOpOTKY 16-61TOBY azipecy abo pOo3IMIMPEHY JOBXKUHOIO 64-0iTa;

- BUIUICHHSA IHTEpBalIy dacy mii Tnepeaadl iHdopmalii KOXKHUM
BY3JIOM;

- MetoA goctyny 1o kanainy tuny CSMA / CA;

- MPOTOKOJI OOMIHY 3 TIOBIJJOMJICHHSIM TIPO OTPUMAaHHS;
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- MaJie CIIOKMUBaHHSI MMOTY>KHOCTI;

- KOHTPOJIb PIBHS €HEprii;

- HasBHICTb 1HIUKATOPA SIKOCTI 3B'SI3KY;

- 16 xanams B gianasoni 2,45 I'T'1.

Crangapt IEEE 802.15.4 BuxopuctoBye monyisanito tumy OQPSK —
"Offset-Quadrature Phase-Shift Keying" — "3wmimiena kBaaparypHas ¢a3oBa
MaHImysis".

OcCHOBHUM MpuU3HAUEHHSM (I3UYHOTO PIBHSA € TpHUioM 1 mepenada
JaHUX 4epe3 pafiokaHal. TyT TakoX BHUMIPIOETbCS  MOTY>KHICTh
paJlloOCUTHAITY, OIIHIOETHCS SIKICTh 3B'SI3KY 1 YMCTOTA KaHAIy, 31ACHIOETHCS
BUOIp KaHAIy.

[linpisesb  MAC  ympaBisie  AOCTyHoM 10 paJioKaHamy,
BukopuctoBytoun meton CSMA/CA. BiH Takox BIJANOBiAaE 3a mepeaavy
Mas;TuKOBUX (PpeiiMiB, CHUHXPOHI3allit0 1 3a0€3MeUeHHs HaJIMHUX METOIB
nepeaaudl iHpopmanii. IligpiBenr SSCS (Service Specific Convergence
Sublayer - "migpiBeHb 307MKEHHS CIEIU(IYHUX CEPBICIB") BHKOHYE pPOJIb
inTepdericy mix miapiBaamu LLC 1 MAC. IligpiBens LLC BuKOHYE 3B'A30K
MepexxeBoro piBHs 3 piBHeM MAC.

Pienr NWK BUKOpHCTOBYE METO/IH, 1110 3a0€311E€UYIOTh:

- peecTpailito B Mepexi HOBOIO MPHUCTPOIO 1 BUKJIIOUEHHS HOro 3
MEpEexKI;

- 3a0e3neyeHHs 0e3neKku mpu nepeaadi hppenmis;

- BKa31BKY MapuipyTy GppeiiMmy 10 Miciis Mpu3HauYeHHS;

- MMPOKJIAJIKY MapIIPYyTiB MK MPUCTPOSIMHU B MEPEXKi;

- BUSIBJICHHS B MePEK1 HaAMOIMKUNX CYCIIIB;

- 3aI1aM'sITOBYBaHHS HEOOX1THO1 1H(POpMAaIlli MPO CYyCITHIX By3JIax.

VY ZigBee € Tpu TUIM IPUCTPOIB:

- KoopAauHaTop — (GOpMY€E TOIOJOTII0 MEPEXKi 1 MOXKE€ BCTaHOBJIFOBATH
MOCTH 3 IHIIMMHU Mepexamu. Y KOxHiM ZigBee Mepexi € TUIbBKH OJIUH
KOOPIMHATOD;

- MapuipyTuzaTop — TMpalioe SK MPOMDKHA JlaHKa, Mepefaloyd B
NOTpiIOHOMY HANPSIMKY JiaH1 BiJl IHIIUX MPUCTPOIB;

- KIHIEBUH TPUCTPIM — Tepemae JaHl KoopAuHATOpy abo
MapHipyTU3aTopy 1 HE MOXKe 3B'I3yBaTUCS 3 AHAJIOTIYHUMHU HOMY
PUCTPOSMH.

Pisenr NWK koopaunHatopa BiANOBiIa€ 32 OpraHi3aliito HOBOI MEPexi,
KOJW 1I¢ TOTPIOHO 1 TMPH3HAYCHHS aApeCc HOBUX MPHUCTPOIB, IO
1JIKTF0YAIOTHCS 10 MEPEXKI.

[TinpiBers APS piBHS n01aTKiB 3a0e3Meuye:
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- 00CIIyroByBaHHsI TaOJMUIb ISl 3B'I3yBaHHS IMPHUCTPOIB MEpexki Ha
OCHOBI 1H(popMaIi Tpo HEOOX1AHICTh 1 MOXKJIMBICTD 3B'SI3yBaHHS,

- TIepeavy MOB1IOMJIEHb MIXK TIOB'SI3aHUMU TTPUCTPOSIMU;

- BU3HAYEHHS TPYMOBOI aJpecH MPHUCTPOIB, BUAAJICHHS 1 (PUIBTpaIlito
MOBI1JJOMJICHB 3 TPYTIOBUMH aJIpECaMH;

- Bi10OpaxkeHHs 64-01THOI aapecu B 16-0iTHY;

- (hparmMeHTaIlito, MePeKOMIIOHYBAHHS 1 TPAHCTIOPTYBAHHSI IAHUX.

[TizpiBens ZDO 3a6e3mneuye:

- BHU3HaY€HHSA POJI  NOPUCTPOIB B  Mepexl  (KOOpAUHATOP,
MapIipyTu3zatop abo TepmiHan);

- 1HII{IFOBaHHA a00 BIINOBIAL HA 3aIIUT 3'€THAHH,

- 3aXUCT 1H(pOpMaIii;

- BUSIBJICHHS NPUCTPOIB B MEPEX1 1 BU3HAYCHHS, SIKUW CEPBIC BOHU
HAIal0Th.

Tomnonoris Zigbee-mepexi miarpumyetsbesi piBHeM NWK 1 Moxe Matu
dbopMy 3ipku, AepeBa abo Komip4yacToi Mepexi. Y TOIOJOril THIY 31pKHu
Mepeka KOHTPOJIOEThCS KoopauHaTopoM. KoopaunaTop BiAmoBigae 3a
HIIaM3aii0 1 00CIyrOBYBaHHSI MEPEKEBUX MPUCTPOIB 1 BCIX KIHIEBHUX
IPUCTPOIB, OE3MOCEPEAHHO B3AEMOJIIIOTH 3 KOOPAMHATOPOM. Y MEpexi
KOMIpYacToi 1 JAEpEeBOBUAHOI CTPYKTYpH KOOPJIMHATOP BIANOBIIAE 3a
OopraHizaiio Mepexi 1 BUOIp JESKMX KIIOYOBHX MapameTpiB, aje Mepexa
MOXke OyTH pO3IIMpeHa 3a JionoMorow ZigBee MapuipyTusaropi. Y Mepexi
3 JIEpEeBOMOAIOHOI0 TOIOJIOTIEID MAapIIPYTU3AaTOPH IEPEMIIIYIOTh JaHi 1
KEepyIoUi MOBIJJOMJICHHS 110 MEPEXi, BAKOPUCTOBYIOUH 1€papXIUHy CTpaTErito
MapuipyTuzaiii. JlepeBoBuHI MEpeKi MOKYTh BUKOPHUCTOBYBATH MaSYKOBY
CTpaTerio MapIIpyTHU3allii.

YapynkoBa (kKomipuacTa) Mepeka IIOBUHHA 3a0€3MEUUTH TOBHY
OJIHOPAHTOBY KOMYHIKAIIIl0 MPUCTPOIB, TOOTO B KOMIpPUACTOI MEpPEKi HEMAE
IPUCTPOIB PI3HUX PaHTIB (KOOPJIWHATOPIB, MApHIPyTU3aTOPiB 1 T.M. - BCI
IPUCTPOI piBHONPaBHi) [22].

CranpgapT JOIyCKae OIIIOHAJIbHE BUKOPUCTAaHHA cyrnepdpeiiMmoBoi
CTpyKTypu mnoBinomieHb (puc. 3.1). dopmar cynepdpeiiMa BU3HAYAETHCSA
MepexxeBUM koopauHaTopoM. CymepdpeliM 3 ABOX CTOPIH OOMEKYEThCSA
MasidKaMM, JUIAThCA Ha 16 pIBHUX IO JOBXKHHI CIOTIB 1 HaJCHIAETHCS
MEPEKEBUM KOOPAMHATOPOM. MasyoK MNOMIIIAEThCA Ha MICLE MEpUIOro
cioTa KoHoro cynepdpeirima. KoopanHatop Moxe BIAKIIOUUTH PEXKUM
MOBIJOMJICHb 3 MasykaMu. Masituku BUKOPUCTOBYIOTHCS ISl CUHXPOHI3AIl1
MPUETHAHUX TPUCTPOIB, IS 1AICHTU(IKALIT MEpexi 1 JUIsl OMHUCY CTPYKTYpPHU
cynepdpeiima. bynp-ski mpucTtpoi, sAKi OaKarOTh PO3MOYATH MPOIEC
KOMYHIKalli B TPOMDKOK Yacy MDK JBOMa MasiuKamMH, [OBUHHI
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BUKOPUCTOBYBAaTH CJIOTOBUM MexaHi3M noctynmy CSMA/CA. Ilepenaua
MOBIJOMJICHb TOBMHHA OyTH 3aKIHYEHA JI0 IPUXO0/1y HACTYITHOTO MasiuKa.

Masukn

o — T
>
Yac
CSMA/ICA " [loctyn '
bes KoHKypeHLi
Puc. 3.1. Ctpykrypa cynepdpeiima 3 TapaHTOBAaHUMH YaCOBUMH
CJI0oTaMu

IEEE 802.15.4 BcTaHOBIIOE JBa MEXaHI3MHU JOCTYNMy JO KaHaly
CSMA/CA, B 3anexHOCTI B/ TUIY KOHQIrypari Mepexi. Y mepexi 0e3
MasuKiB BUKOPHCTOBYETHCS 3BHUYaHMI (0€3CIOTOBUI) MEXaHI3M JOCTYIY
CSMA/CA. KoxeH pa3, KOJId IPUCTPiil 30MpaeThCcsl moyaTu nepeaady, BiH
NOBMHHO BUTPUMATHU May3y BHUIAJKOBOI BEIMYMHM IICIS TOTO, SK KaHAI
3BUILHUThCA. BumnajakoBa 3arpuMka noTpioHa ToMy, 110 JTy>Xe MMOBIpHO, 1110
OaraTo MPUCTPOIB MEpEeXKl YEKAarOTh 3BUIBHEHHS KaHAJly 1 TOMY MICJs HOro
3BUILHEHHSI MOXKYTh I10YaTH TIepeiauy OJIHOYACHO. SIKI0 KaHal 3alHITHH, TO
IPUCTPI MOXKE MOBTOPUTH CHPOOY MicCis MOBTOPHOI BUIAKOBOI 3aTPUMKH.
OpeiimMu  TIATBEPKEHHST TPO OTPUMAaHHSA HAJICUIIAIOTHCS  BiJpasy, Oe3
BUKOPUCTAHHS OMKUCAHOTO AJITOPUTMY.

VY Mepexi 3 MasukaMUd BHKOPHCTOBYETHCSI CJIOTOBUM (TaKTOBAHHMI)
mexaHizm goctynny CSMA/CA, B sKoMy IOYaTOK YacOBOTO CJIOTAa Mae
CHIBMAJAaTH 3 MEXEW cynepdpeiima MepekeBoro KoopAuHaTopa, TOOTO
MOYATOK CJIOTa HJisi KOXKHOTO MPHUCTPOI0 Mae OyTH CHHXPOHI30BAaHUU 3
MOYATKOM Tepefadyi  Masuka MEPEKEBUM KOOpJAUHATOPOM. OCKUIbKU
OPUCTPI HE MOXKE MOYaTHU Mepenady, MOKU HEe 3Haile MasyoK, a MasiuKu
PO3CUTIAIOTHCS  TUIBKM  MEPEXKEBUM  KOOPAUHATOPOM, TO MEPEKEBUI
KOOPJIMHATOP 3 JIOMOMOTOI0 MAasiuKiB BUKOHYE TaKTyBaHHsI akTiB OOMIHY B
yciit mepexi. [Ipu nmpomy PHY piBeHb moBuHEH 3a0e3neuuTd, 1100 BCl
nepesayi B MEpeki MOYMHAIIMCS OJIHOYACHO 3 IMOYaTKOM CJOTIB. BBeaeHHs
OMHUCAaHOI CHHXPOHI3aIli J03BOJISE 3MEHIIUTH MMOBIPHICT OJHOYACHOL
nepesayi moBiIOMJICHb ACKIJIBKOMA By3J1aMU MEPEXKi.

st mipucTpoiB, SKi BUMaraloTb TEPMIHOBOI JOCTaBKH a00 BEIUKOI
MPOMYCKHOI  3JaTHOCTI  KaHaTy, MEPEeKEBUU  KOOPJIMHATOP  MOXKE
3ape3epByBaTH YacTUHY cymnepdperimMa, B sskoMy Oy/ie BIICYTHS KOHKYPEHITs
3a kaHan (puc. 3.2), OCKUIbKHU B IIel Yac MEPEKEBUM KOOPAMHATOP 3a00POHSIE
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Oynp-siKy Tiepefady BCIM I1HIIUM OpUCTposiM. Il dactmHA CIOTIB
cynepdpeiima Ha3UBA€THCS TapaHTOBAaHUMH YacoBUMU cioTamu (Guaranteed
Time Slots — GTSs).

Koopaunarop [puctpiit

Maguoxk

3anuT gaHux

A
v

CroosBinieHus

Jani

CnoBillleHHS

Puc. 3.2. IIpornec nepemadl qaHuX BiJ KOOPAWHATOPA 10 TIPUCTPOIO

Mooenv nepedaui danux.

B IEEE 802.15.4 icHye Tpu TUIIM OOMIHHHMX MPOIIECIB:

- iepeaya B1Jl IPUCTPOIO 10 MEPEKEBOr0 KOOPAUHATOPA;

- iepeaya BiJl MEPEKEBOTO KOOPIMHATOPA 10 IPUCTPOIO;

- iepeaya Mix JIBOMa OJTHOPAHTOBUMHU MPUCTPOSIMHU.

VY 3ipKoBii TOMOJOT1i BUKOPUCTOBYIOTHCS TIJILKH JIBa MEPIIl BaplaHTH,
OCKUJIbKHU B Hill HE ICHY€ OOMIHIB MK OJTHOPAHT'OBUMH ITPUCTPOSIMHU.

Komu npuctpiit 30upaeTbes nepeaTy JaHi KOOPJAUHATOPY B MEpPEexki 3
MasyKamMu, BIH CHOYaTKy HaMaraeTbcsi BUABUTH Masyok. Komm masyox
3HAWJIEHUM, NPUCTPIN MIIAIITOBYETHCS JO CTPYKTypH cynepdpeiima.
[Ipuctpiéi mnepenae JaHi KOOPAWMHATOPY, BHUKOPHUCTOBYIOUM CIIOTOBHIA
mexaHisMm  CSMA/CA. VY BIOnoBigs KOOPJAWHATOP BiAcuiae ¢peim
MOBITOMJICHHS TIpO oTpuMaHHs. Ha oMy nukia oOMiHy 3aKiHUYyeThCA. SAKIo
IPUCTPi 30UpaeThbesl TepeaaTH JaHi B Mepexi 0e3 MasukiB, BiH mepenae
JaH1, BUKopucToBytoun 6e3cnoroBuit Mmeton CSMA/CA.

Konu xoopaumHatop Oaxkae mnepeaTd JaHl MPUCTPOI0 B MEPEki 3
MasiTdKaMHM, BIH TIOMIIIA€ B MasdoK 1H(GOpMAILIiIO MO Te, 110 € AaHl, TOTOBI J0
nepeaadi (puc. 3.2). [Ipuctpiii mepioAMUHO aHANII3y€e BMICT Masiuka 1, SIKIIO B
HbOMY € 1H(opMarlis Ipo HasSBHICTH MOBIJIOMJICHHS, TOTOBOTO JIO Mepeaadi,
OPUCTPIN meperae KOMaHIy 3amuTy JaHux, BukopuctoByroun CSMA/CA.
Koopaunatop miaTBepKye MPUAOM 3allUTy JAaHUX 3a JOMOMOIOK (ppeimy
noBijomsieHHs .  CmigoM 3a UM KOOPJAWHATOp  BIJACWJIa€  JIaHi,
BukopuctoBytoun CSMA/CA. Ilpuctpiii miATBEpIKYE TPUHOM JTaHUX
BIIMPaBKOIO TTOB1IOMJICHHS.
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Sxmo kKoopauHATOp 30MpaeThCs MEpenaTd JaHi 0e3 BUKOPUCTAHHS
Masyka, BiH 3amaM'sTOBYe JaHl 1 4YeKae 3amuTy BiJ npuctporo. Ilpuctpiit
MOXKE TlepeaTd KOMaHJy 3aluTy JaHUX KOOPJIMHATOPY, BUKOPUCTOBYIOUU
oescrmotoBuii  Meroq CSMA/CA. KoopauHatop crmodatky IIOCHIIA€
MOBIJOMJICHHSI TIPO OTpUMaHHS (B TOMYy 3K IHMKJIl OOMIHY), TOTIM,
BukopuctoBytoun CSMA/CA, BiicwiIae 1aHi Ta OTPUMYE TTOBIIOMJICHHS PO
OTPUMAaHHS BiJl IPUCTPOIO.

CtpykTypa ¢peiimiB Oyia CIIPOSKTOBAaHA 3a KPUTEPIEM MIHIMAIBHOI
CKJIQJHOCTI, 1[0 3a0e3rnedye HaIiiHy TMepenady JaHuX B 3allyMJICHOMY
kaHail. BignmoBimHo mo moxaem OSI, KOXEH HUXYUN pIBEHb J0Ja€ 10
POTOKOITy CBiM 3arosioBok. CTaHAapT mependadae 4OTUPH TUMH (PperMiB:
¢dpeiim Masuka; ¢peiim naHux; ¢GpeM MOBIIOMIIEHHS NP0 OTPUMAHHS;
¢dpeitm koMan 1 MAC-miigpiBHS.

@peiim ganux (puc. 3.3) MoyMHAETHCA 3 MpeaMOyiH, fKa CIUIBHO 3
nosieM "Crapt" choyXuTh I CHUHXpOHI3AIlli AAaHUX B MpUiMadyi, Moje
"JlopxxkuHa" MICTUTH JOBXUHY mnojss MAC-migpiBHs B 8-01TOBUX OalTax
(okterax). Ilome "YmpapmaiHHS" MICTUTH CIIy:)KO00By iH(opMallito mpo
yhnpaBiaiHHA Kajapamu, noje "Homep" MICTUTh NMOPAIKOBUI HOMEp AaHUX,
none "Apapeca" MicTuTh aapecHy iHdopmarliio, B ToMy uucial 16-0iTHY
KOpPOTKY a00 64-0iTHY pO3IIMPEHY ajpecy. 3aBepIIyeThcs (GpeiM mosiem
koHTposbHOI cymu KC [23].

Mepeosicesuii pigens

Ocob6nuBicTiO Mepex ZigBee € MOXKIIMBICTh BUKOHYBATH PETPAHCIISIIIIO
nepelaHux JaHuX yepe3 0e3/11d4 MPOMDKHHUX BY3JIIB B MEPEXKi, IPUIOMY IMPHU
BHUXO/I1 3 JIaJly a00 BUKJIFOUEHH1 OJJHOTO 3 BY3JIIB MEPEXK1 MPUCTPIA 3HAXOUTH
IHIIMK  1noiax it nepeaadi  iHGopmamii. Ilpu  BKIIFOYEHHI KUBJICHHS
IPUCTPOIO MEPEkKa 3aHOBO BKJIIOYAE HOTO 0 CBOTO CKJIady.

[Tonst MAC-minpiBHA

A
v

[IpeamOyma | Crapr | Hosxuna | Kepysanus | Homep | Anmpeca | [lani KC

4 Gait 1 Oaiit 1 2 Oaiita 1 Gaiit  4...20 6ait1 N Oaiit 2 Oaiita

Puc. 3.3. ®opmar ¢peitmy nanux no cranaapty IEEE 802.15.4

CranmapT po3pi3HSi€ JBa TUIM TPHUCTPOIB: MOBHO(PYHKIIIOHATIHHI
npuctpoi (FFD - Full-Function Device) i mpucTpoi 3i ckopodeHUM HaOOpoM
¢yukmiii (RFD - Reduced-Function Devices). FFD MoxyTh mpairoBatd B
MEpexXi 3 AEPEBOMOAIOHOI TOIMOJIOTIEI0 B IKOCTI KOOpAMHATOPA Mepexi abo B
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axocti npuctporo. FFD moxyTs oOMiHtoBaTHCs iHpopMartii€ero 3 iHmuMu FFD
a6o RFD, ane RFD moxyts 3B's13yBatucs Tuibku 3 FFD. RFD nabGararo
npoctime 1 agemesme, HK FFD. byap-sika Mepexa NOBHHHA MICTUTU
npUHaMHI 0JuH NoBHOMYHKIIOHATRHUM npucTpiit FFD.

3anexHO BiJi BUMOT KOHKPETHOTO 3aCTOCYBaHHS, MEpeXa Ha OCHOBI
craagapty IEEE 802.15.4 moxxe Matu OfHY 3 JIBOX TOIIOJIOTIM: 31PKOBY pHC.
3.4a, abo ogHOpaHroBy ("piBHUM 3 piBHUM"), pHC. 3.40.
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Puc. 3.4. 3ipkoBa (a) i onHOpanroBa (0) Tomosorii mepexi. CuHe KOO -
noBHo(yHKIoHaNbHUM npuctpiit (FFD), sk0oBT€ - 3 CKOPOUEHOIO
dbyukiionansHicTio (RFD)

Bci mpuctpoi B Mepexi He3aJeKHO BIJ TOIOJOTii MOBUHHI MAaTH
yHIKaJIbHy 64-01THY po3iiupeny aapecy. Ll aapeca BUKOPUCTOBYETHCS IS
KOMYHIKaIlil B MeKax Mepexi abo Moxke OyTH 3MiHEHA Ha KOPOTKY 16-01TOBY
aapecy, 1Mo BUIUIIETbCS KOOPAMHATOPOM B MPOIIEC] MAKIFOYCHHS TIPUCTPOIB
1o mepexi. Koopaunarop Moxke OyTH MiAKIIOYEHUHN 10 MEPEXK1 )KUBJICHHS, a
1HIII MEPEXEBI MIPUCTPOI MOKYTh MaTH OaTapeiiHe KUBJICHHS.

OpHopaHroBa wmepexka TakKoXX Mae KOOpJIHWHATOpa, IPOTE BOHA
BIJIPI3HSETHCS TUM, 10 OYAb-SIKUI MPUCTPIA MOXKE OOMIHIOBAaTUCS JAHUMU 3
OyJIb-SIKUM 1HIITUM, SIKIIIO B1H 3HAXOJUTHCS B 30H1 JOCSHKHOCTI Paio3B's3Ky, B
TOM Yac K B 3IPKOBIM TOMOJNOTIi OYyIb-IKUWA MPUCTPIA MOXKE B3aEMOISATU
TUTBKHU 3 KOOPJIUHATOPOM. Bin3Haunmo, 110 OJJHOpAHTrOBa Mepeka BUXOIUTh
3aBXKJIM JOPOKYe, OCKUIBKA BOHA MICTUTh Tibku FFD, ane 3aBmsku 1ioMy
BOHA JIO3BOJISIE OPTaHI30BYBaTH MEPEXK1 OUIBII CKJIAHOI TOIMOJOrIi, B TOMY
YUCIl TMOPHUCTI. bBUIBIIICT TPOMHCIOBUX 3aCTOCYBaHb  BHMAararoTh
3aCTOCYBaHHS OJHOPAHTOBUX MepexX. [0 HHUX BITHOCSATHCSA YMPABIIHHS 1
MOHITOPHHT, CECHCOPHI MEPEXi, BIJICTEKCHHs MICI[Sl pO3TalllyBaHHS MaiiHa Ta
TOBapy, '"IHTEJIEKTyaJibHE" CUIbCbKE TIOCHOJAPCTBO, CHUCTEMH O€3MeKwu.
OnHOpaHroBI MeEpeXi MOXYTh OyTH CIEliali30BaHUMU, 3JaTHUMHU 10
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caMoOprasizaifii Ta CaMOBIJHOBJICHHA. BOHU [103BOJSIOTH MepeaaBaTh
iH(poOpMaIlil0O MK By3JIaMH MEpEXi HE3aJeKHO BiJ BIACTaHI MK HHUMH,
BUKOPUCTOBYIOUM TPOMDKHI BY3JIM B sIKOCTI peTpancistopiB. i ¢ynkmii
BUKOHYIOTHCS piBHEM AoaaTKiB mozeini OSI.

Kinpka Mepex MOXYyTh B3a€EMOJISITA OJIMH 3 OAHOO. J[JIs IIbOTO KOXKHA
Mepeka MOBMHHA MaTH YHIKQJIbHUIA MeEpexeBUl 1eHTu(dIKaTop. 3aBAsKU
oMy BcepeauHl MEpeki MOXYTh BUKOPHCTOBYBATHCS CKOPOYEHI aJpecHu.
Tomy moBHa aapeca TPHUCTPOIO IS JOCTYIY 330BHI (3 1HIIOI MEpexi)
CKJIQZA€ThCS 3 aJIPeCH MEPEX1 1 KOPOTKOTO aAPECH MPUCTPOIO.

bazoBa cTpykTypa Mepexi 31pKOBO1 TOMOJIOrIi Moka3aHa Ha puc. 3.4a.
[Ticns mepiioro BKJIFOYEHHSI MTOBHO(YHKIIIOHATBHOTO MEPEXKEBOT0 MTPUCTPOIO
BIH MOXE OpraHi3yBaTH CBOIO BIJIACHY MEpPEXKY 1 CTaTH MEPEKEBUM
KoopauHaTopoM. Bci Mepexi 3ipKoBOi TOMOJOTIT (PYHKIIOHYIOTh HE3aJIEKHO
onHa Bij oxHoi. Ile mocsiraeTbesi BUOOPOM MeEpEXEBOro 1JeHTUdIKaTOpa,
KU HE BUKOPUCTOBYETHCS IHIMUMHU MEPEXaMH, IO 3HAXOMATHCI B MEXKax
pamiycy nii gaHoi mepexi. Ilicas BuOopy MepexeBoro ineHTudikaTopa
KOOPJIMHATOP MOXKE€ MPUMHATH 1HIII OPUCTPOI A0 CKiaxy Mmepexi, ik FFD,
Tak 1 RFD.

Y ognHopanroBiii Mepexi (puc. 3.4 0) KOXKEH MNPUCTPIA MOXKeE
B3AEMOJIATH 3 OyAb-SKUM IHIIUM IPUCTPOEM, IO 3HAXOJUTHCS B MeEXax
oro pamiyca paii. OguH 3 TPUCTPOIB MNPHU3HAYAETHCS KOOPJIUHATOPOM,
HAPUKJIIAJ, TOW, 10 NEPIIMKA BKIKOYECHUNW B Mepexy. [lpu momanbiiomy
PO3LIUPEHHI MEPEXK1 MOKHA BIAINTH BiJl OJTHOPAHTOBOI TOMOJIOTIi 1 CTBOPUTH
riOpUaHy TOIOJIOTi0, B SIKI OyAyTh MICTUTHCS 1 MPUCTPOi 3 CKOPOYEHOIO
(YHKITIOHAJILHICTIO.

[IpukiamoM  3acTOCyBaHHA  OJHOPAHTOBOI ~ KOMYHIKaIlli  MIX
IpUCTPOsIMHU MOke OyTu KiactepHe nepeBo (puc. 3.5). Knacrepue aepeBo €
CIlelliaIbHUM BHUIIaJIKOM OJIHOPAHI'OBOI MEPEXI, B SIKIM OUIBIIICTh IIPUCTPOIB
€ noBHOQYHKIIOHATEHUMHU. [IpUcTpoi 3 CKOpO4YeHOI (YHKIIIOHAIBHICTIO
MOXXYTb OyTH TIJIKIIIOUEHI 10 KJIACTEPHOrO JAEpeBa TIJIbKU SIK KiHIEB1 BY3JIH
Ha KIHIX TUIOK, OCKUIBKA BOHM MOXKYTh OyTH MIJAKIIOYEH1 TUIBKU JO OJHOTO
NOBHO(YHKIIIOHAJILHOT'O MIPUCTPOIO. Onun (Oynb-sikwin) 3
NOBHOQYHKIIIOHAILHUX MPUCTPOIB B MEpEeXl Mae€ BiJirpaBatd poib
MEpEKEBOro KOOpJMHATOpa 1 3abe3neuyBaTd CHHXPOHI3alll0 3 I1HIIUMU
OpUCTpOsMH. MepexkeBUil  KOOPAMHATOP TOBUHEH MaTd  MiJBUIIEHI
o0YHCITIOBaIBHI pecypcu [21].
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Puc. 3.5. Ilpukiag Mepexi 3 TOMOJIOTIE0 KIIACTEPHOTO AepeBa. [iaku
yKa3yIOTh BIIHOIICHHS IMiJIJIETIIOCTI, a HE KaHAJIX 3B’ SI3KY.

IIpu QopMyBaHHI Mepexi THIYy KJIACTEPHOIO JepeBa MeEpEeKEeBUI
KOOpJIMHATOP NpHU3Hayae codi rojoporo nepiioro kiaactepa (CLaster Head -
CLH) 1 npucsoroe cBoemy kiacrepy inentudikarop 0 (Cluster [DentifierCID
= (0) ta BUOUpae 1AeHTU(DIKATOp BCHOTO JJIA KJIACTEPHOrO JepeBa, W10
dopmyetbest. Tlicist bOro KOOPAUHATOP MOCUIIAE BCIM CYCITHIM MPUCTPOSIM
KOMaHJly 3 MassuykoBuUM (peiiMom. [Ipuctpoi, ki oTpuManu MasqoK, MOXYThb
3alpOCUTH JI03BOJIy TMPUETHATUCA JI0 KiacTtepa, 1o QopMyeThes. Ko
MEPEKEBUNU KOOPJIUHATOP JO3BOJISIE TIPUENHAHHS, BIH J0JaCThb HOBHUH
IPUCTPIN O CBOTO CIUCKY CYCIAHIX MPHUCTPOiB. [10TIM mpUCTpIid, IO TIJIBKH
npueanascs, noaactb CLH sk OaTbKIBCHKMN MPUCTPIA JO CIHUCKY CBOIX
CyCiliiB 1 TMOYHE NEPIOJUYHO TMOCUJIATH MasyoK. Temep iHII TPUCTPOI
MOXXYTb MPUETHATUCS O HbOTO. SKIO MPUCTPIN, AKUN Oakae MpueTHATUCS
10 Mepexi, He Moxe 3Haiith CLH, BiH Moke mij’emHaTucs 10 Oyab-sSKOTO
1HIIIOTO PUCTPOIO, IKUN MOKEe OyTH OATHKIBCHKHM.

HaiinmpocTimmuM OKpeMUM BHUMAJKOM KJIACTEPHOTO JEpeBa € OJIUH
KJIacTep, MPOTe KiJbKa KJIACTEPiB MOXYTh 00'€IHYBAaTUCS, YTBOPIOIOYH
KiIactepHe gepeBo (puc. 3.5). s 1mporo MepexeBuUil KOOPAUHATOP
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npU3HavYa€e OJWH 3 MOBHO(PYHKI[IOHAILHUX MPUCTPOIB TJaBOK CYCIAHBOI
KJactepa 1 mpusHadae Homy Homep kiactepa CID = 1. JleranbHime
nporeaypa (GopMyBaHHs KJIACTEPHOI'O JIepeBa omnucaHa B [7].

Pigenwv oooamxie

PiBeHp 10maTKiB TOB'A3y€ CTEK MIPOTOKOIIB 3 KIHIIEBHM JIOJATKOM
KopuctyBaua, Hanpukiaa, OPC cepBepom, siKkuid 1ai BUKOPUCTOBYETHCS ISt
oominy maaumu 3 SCADA. [ligpiBens niarpumkn gojaatkiB APS 3a0e3neuye
iHTepdeiic Mk MepeKHUM piBHEM 1 piBHeM nonatkiB APL 3a momomororo
3arajJbHOr0 HabOpY CEpBiCiB, SIKI BUKOPUCTOBYIOTHCS SIK MIAPIBHI 00'€KTIB
npuctpoiB ZDO, tak 1 mpukiaagaumu o0 ekramu (Application Objects),
obyMoBiieHUMHU KopucTyBaueM. [ligpiBens APS po3nofiise Mixk KiHIEBUMU
MEpPSKEBUMH TMPUCTPOSIMHU 1HPOPMAIIIO, IO ITOCTABIAETHCS JTOAATKOM,
HAlpUKJIaJ, KOMaHAM BMHKAHHS/BUMUKAHHS JIAMIOYKH B  CHCTEMI
aBTOMaTHU3allli OyaiBJIl.

ObG'extn  gomatkiB B ZigBee  BUKOHYIOTH  Takl  (yHKIIII,
BUKOPUCTOBYIOUH 3aralibHOAOCTYIHUM 1HTepdeiic ZDO:

- KOHTPOJb 1 KOOpAMHAIlS PI3HUX PIBHIB MpoTOKodmy s ZigBee
IIPUCTPOIB;

- 1HIIIFOBaHHS CTAHAAPTHUX MEPEKEBUX (DYHKIIIN.

Onnum 3 komrioHeHTIB ZigBee Mepexi € ZigBee npuctpiit. [Tpukiiagom
MOxe OyTH BHUMHKAd CBITJIa, TepMocTaT abo BLIJaJieHa CHUCTeMa
aBTOMATUYHOTO YIIPABJIIHHS, SIKI MAlOTh JIOCTYIH JI0 pajiokaHany. B ogHoMy 1
TOMY K TIPUCTPOI 3 OJTHUM PaJIlOKaHAJIOM MOXYTh OyTH BTLJICHI JIOT1YHO Pi3HI
dbyHKIi, HaNpuKIaa, QYHKIS BUMIPIOBAHHS Bard 1 (yHKINS BUMIPIOBaHHS
TEMIIepaTypH.

Kinbka B3a€EMO/IIFOYMX MPUCTPOIB MOXYTb yTBOPIOBATU
aBTOMAaTH30BaHy CHUCTeMYy YyIpaBiiHHs, Hanpukian, ACY "Pozymuuit
oynuHok" (puc. 3.6). VY Takiit cucremi migpiBeHb APS wmomem OSI
3a0e3neuye po3moAia iHdopMarlii, MO IOCTABISIETHCS JJI1I KOpHUCTyBada
JOIaTKOM, MDK TpuUCTposiMUA. Takor iHdOpMaIliero MOXYTh OyTH,
Hanpukiaaa, KomMauad "BrIOYuUTH CBITIO", 10 MOCHIAIOTHCS BIiJl JOJATKY
PI3HUM IPUCTPOSIM 10 pajiiOKaHaTy.

Pienp miarpuMku pgonatkiB APS s peamizaiii cBOiX (QyHKITIM
BUKOPHUCTOBYE KOMYHIKAIIHI CTPYKTypu: Mpodisii, Kiactepyd 1 KIHIEBI
touku. Ilpodins  omucye — komekiio — (HaAGip)  OPUCTPOIB, IO
BUKOPUCTOBYIOTHCS ISl JIESIKOTO JIOJAaTKa, 1, HEIBHO, CXEMY IOBIJIOMJICHb
MDK [UMHU npuctposimud. Hanpuknaa, B ZigBee € mpodini s cucteMu
JIOMAaIIHKOI aBTOMAaTH3allii Ta Mpodiiai A KOMEPIINHUX, MPOMHUCIOBHUX 1
opicHux cucreM. Bci mpodiai  BUKOPUCTOBYIOTH CTaHJAPTHI  THIU
MOBIJIOMJICHB, ()OPMATH MOBIIOMJIEHB 1 TPOLIEAYPH X OOPOOKH.
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Puc. 3.6. IIpukian 3B's13yBaHHs KIHIIEBUX TOYOK B ZigBee mepexy

B pamkax mnpodiniB NpUCTPOIO OOMIHIOIOTBCS MK CO00K0 3a
JIOTIOMOTOI0  KJIACTEPIB, SIKI MOXYTh BHUXOJUTH a00 BXOJUTHU B IMPUCTPIM.
Knactep - e nmoBigomsieHHs a00 KOJIEKIIiSl TTOBIJIOMJIEHB, J0 CKJIAIy SIKHUX
MOXYTh BXOJMTH KOMaHIW 1 BiamoBial Ha HuX. Hanpukian, B npodimi s
JIOMAITHbOI aBTOMATH3allli € CIeliadi30BaHui KiacTep i YIpaBJiHHS
ocBiTienHsM. Jlo  #ioro  ckiIagy ~— MOXYTh ~ BXOAWTH  KOMaHIH
«BBiMkHYyTH/BuMkHyTH». [l0 CKIlaqy KilacTepa MOXKe BXOAUTH HaOIp KOMaH[
U1 KoH(QIryparii npuctporo. KoxkeH kimactep Mae cBiii 1ieHTH(IKATOp 1 €
YHIKQJIBHUM TUIBKH B MEKaX MIEBHOTO MPOQIIIIO.

KinneBa Touka Bka3ye 00'€eKT B MekaX MPHUCTPOIO, 3 SIKUM B3a€EMOJIIE
nonatok. Hampukian, kianesa tTouka EP1 (EP — Bixg cniB "End Point") moxe
NpU3HAYATHCS JUIsl YOPaBIiHHSA CBITJIOM B Iexy 1 kopuuopi (puc. 3.6),
kiHiea Touka EP7 — amsg  yhnpaBiaiHHS —CHCTEMOIO BEHTHUIAINT 1
KOHJIMIIIOHYBaHHS, KIHI[EBa TOYKa | Apyroro mpucTporo — JJIsl YIpaBIiHHS
CHUCTEMOIO 0XOpOHH OyiBJi. KiHIIEBI TOUKH BUKOHYIOTH (DYHKIIIIO aJpecallii 1
JO03BOJISIIOTh ~ BU3HAYUTH, SKOMY TIPUCTPOIO TPU3HAYEHE HAJICIIaHe
NMoBiIOMJICHHS. B Mekax ogHOTO MPHUCTPOIO BOHW MAarOTh 1HACKCH Bia 1 10
240. be3 kiHIEBUX TOYOK KepyBaTH KUIbKOMa 00'€KTaMU B MeEXaX OJHOTO
IPUCTPOI0 OysiI0 O HEMOXKIMBO, OCKUIBKU aJApecy Ma€ TUIbKU MPHUCTPIH, a
KIHIIEBI TOYKH — 11 Cy0-ajpecu 3 Homepamu Bij 1 no 240.
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3B'I3KM MK KIHIIEBUMH TOYKaMHU 30€piraloTbCs y BUTIIAAI TaOIUIl
3B'SI3KIB, sIKa 3alaM'dTOBYETHCS B MPHUCTPOI, BiJ KOO BUXOASTh KOMaHIH
YVOpaBJIiHHA, SKIIO0 MPUCTPIA Ma€ JOCTAaTHIO IS IIbOTO E€MHICTH ITam’sTi.
Tabnuns 3B'sI13KiB MOKE TaKOX 30epiraTucs y JOMOMIKHOMY MPUCTPOI.

[Iparayun 3a6e3meynTH CyMICHICTH (TOYHIIIE, 1HTEpONepaOeIbHICTh)
MPUCTPOIB PI3HUX BHUPOOHMKIB B cuctemi ZigBee, cranmapt mnporoHye
cTaHAapTHI Tpodii, SKi MICTATh CTaHAApTHI HAOOPH KiacTepiB. Y pasi, KOIu
CTaHAapTHI Tpodii HEe 3a0BOIBHIIOTH MOTPEOaM CHUCTEMHOTO 1HTerpaTopa,
BIH MOXE CTBOPUTU CBIM, NpU3HAUYCHHUN 7S KOPHUCTyBaya, NPOdib,
BKJIFOUAIOUM BU3HAYEHHS KJIACTEPIB.

[uteponepabenbHicTh (aHri. interoperability —  3maTHICTH 110
B3a€EMO/III) O3HA4Ya€ MOXJIMBICTb CTBOPEHHS CHCTEM 3  JIOBUIBHUX
HEOJHOPITHUX, PO3MOMIICHUX KOMIIOHEHTIB Ha 0a3l  yHi(IKOBaHHMX
inTepdeticiB abo mportokodis [7]. [HTeponepadenbHa iHPOpMAaIIiitHa crcTeMa
CKJIQJIA€ThCS 3 KOMIIOHEHTIB, 1[0 CTAHOBJATH JIOBUIbHI 1H(OpMaIliiiHi
pecypcu (IporpamMHi KOMIOHEHTH, 0a3u JaHWX, 0a3u 3HaHb, (ailiu gaHuX
TOIIO), K1 PO3TJSAAI0Th HE3AJIEKHO BiJ anapaTHO-IPOrpaMHoOi maaTdhopmu 1
po3MminieHHsT B mpoctopi. KOMIIOHEHTH B3a€EMOJIIOTh, OOMIHIOIOUKCH
3asIBKAMH.

3.1.2 Bluetooth (IEEE 802.15.1)

Bluetooth (anrn. Bluetooth) — Ttexnosnoriss 0e3ApOTOBOrO 3B'SI3KY,
ctBopeHa y 1998 poui rpymnoro kommnaniid: Ericsson, IBM, Intel, Nokia,
Toshiba. Huni po3poOku B ob6macti Bluetooth BemyThcsi Ipymoro aHIIIL
Bluetooth SIG (anrmn. Special Interest Group), 110 sikoi BXoAsTh Takox Lucent,
Microsoft Ta iHIII KOMIaHii, 4Yus AISUIBHICTH IIOB'I3aHa 3 MEPEKEBUMHU
texHosorisiMu. OcHoBHe mipu3HaueHHs Bluetooth — 3a0e3neuenHs
€KOHOMHOTO (3 TOYKH 30pYy CHOKUBAHOTO CTPYMY) 1 JACIIEBOTO Pa/iio3B'sI3KY
MDK PI3HOMAHITHUMM THUIIAMH €JIEKTPOHHUX MPHUCTPOIB, TAKUX SIK MOOLIbHI
TenedOHU Ta akcecyapu J0 HHUX, MOPTATHBHI Ta HACTIIbHI KOMII'IOTEpH,
npuntepu Ta npuctpoi loT. Ilpuuomy, Benumke 3HAYEHHS MPUIIISETHCA
KOMMAKTHOCTI  €JEeKTPOHHMX  KOMIIOHEHTIB, 1[0 JAa€  MOXJIMUBICTh
3actrocoByBatu Bluetooth y wmanmoraGaputHux npuctposix (Hampukiaji,
BaKyyMHI HaByIIHMKH). Ha chOromHimiHiii JeHb ICHYye BXe 5 Bepcid
Bluetooth, sixi cyTTeBO BiApi3HAIOTHCSA Mk co0010. 3 morisaay loT HalOLIbII
nepcreKTuBHUMU € TexHojorii Bluetooth 5.0 1 Bume. Bluetooth mosBossie
MPUCTPOSM CHUIKYBAaTUCh, KOJM BOHM 3HAXOMSTHCS OJWH BI OJHOTO B
pamiyci O6mu3pko 10 M y cTapux BepcCisiX MPOTOKONY 1 O COT€Hb METPIB
nouynHaroun 3 Bepcii Bluetooth 5. JlanpHICTh 3a71€KUTH B1JT MEPEIIKO/ 1 3aBaJ,
HaBITh Y OJJHOMY NMPUMIIIEHHI.
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[nrepdeiic Bluetooth gae 3Mory mepeaaBaTtu sik Toj0C (31 HIBUAKICTIO
64 KOit/c), Tak 1 pmani. Jlyig mepemaul AaHUX MOXYTh OYTH BHUKOPHUCTaHI
acumetpuunuit (721 K6it/c B omHomy Hampsimky 1 57,6 Kobit/c B iHImIOMY) Ta
cumerpuuHuii (432,6 KOit/c B 000x HampsiMkax) metoau. l[lpamroroun Ha
gacrotri 2.4 ITu, mnpuitomonepenaBau (Bluetooth-chip) nmae 3mory
BCTAHOBJIIOBATH 3B'130K y Mexax 10 abo 100 merpiB. Pi3Huus y BiacTaHi,
0e3yMOBHO, BEJMKa, OJHAK 3'€MHaHHA B Mexax 10 MeTpiB 1ae 3Mmory
30eperTd HU3bKE EHEPrOCHOKHUBAHHS, KOMIAKTHUN pPO3MIp 1 JOCUTh
HEBHCOKY BapTICTh KOMITOHEHTIB. Tak, MaJIOMOTYKHUIA TIepeaBay CIIOKHUBAE
Bcboro 0.3 MA B pexxumi standby 1 B cepenupomy 30 MA mig yac oOMiHy
iHdopmartiero. Y crannapti Bluetooth nepenbadene mudpyBanHs gaHUX, 10
Nepeaar0oThCs, 3 BUKOPUCTAHHIM KJtoua e(eKTUBHOI JOBXKUHHM BiJ 8 mo 128
OIT 1 MOXJIMBICTIO BHOOpPY OJHOCTOPOHHBOI ab0 JBOCTOPOHHBLOI
ayrentudikamii. JlomatkoBo, A0 mmdpyBaHHS Ha PiBHI MPOTOKOIY, MOXKE
OyTH BUKOPHUCTAHO K (PYyBaHHS HA MPOTPAMHOMY PIBHI.

Texunomnoris Bluetooth npaittoe 3a npunniunom FHSS (anrn. Frequency-
hopping spread spectrum). KopoTko 11e MOXHa MOSICHUTH TaK: IepeaBay
po30MBaE MaHl Ha MaKeTH 1 Mepesae iX 3a MCEBAOBUITAJIKOBUM aJITOPUTMOM
cTpubkomno/ioHoi nepedynoBu yacrtotu (1600 paziB B cekyHay), abo 3a
mabjoHoM (pattern), CKJIaieHuM 3 79 mia4acToT. «3pOo3yMiTH» OJIMH OJTHOTO
MOXYTb TUIBKH T1 IMIPUCTPOI, SIKI HAJIAIITOBAaH1 HA OJIMH 1 TOM caMUii I1a0JI0H
nepenayi — i CTOPOHHIX MpUiIaAiB nepejana iHdopmaiiist Oyae 3BU4aitHuM
rymom [23].

OCHOBHUM CTPYKTypHHM enieMeHTOM Mepexi Bluetooth € tak 3Bana
«rikoMepexay (piconet) — CyKymHICTh BiJl 2 10 8 MPUCTPOIB, 110 MPAIIOIOThH
HAa OJHOMY 1 Tomy > mmIabsoHi (puc. 3.7). Y KOXHiil MIKOMEpPEXKi OJIMH
OPUCTPIM TMpalroe SK akTUBHUM (master), a iHm sk macuBHl (slave).
AxTtuBHUM mipucTpii (Master) BU3Hauyae 1ma0I0H, Ha SIKOMY IPaIlOBaTUMYTh
yci macuBHI npucTpoi (slave) Horo mikomepexi, 1 CHHXPOHI3ye ii poOoTy.
Cranmapt Bluetooth mnepenbavae 3'eqHaHHS HE3aJISKHUX 1 HaBITh HE
CHUHXPOHI30BAaHUX MK c000r0 mikoMmepex (1o 10) B Tak 3BaHy «scatternety»
(aarm. to scatter 3ByuuTh gk "poscitoBaru"). s 1BOro KOXHaA Tapa
MIKOMEPEK MOBUHHA MAaTH SIK MIHIMYM OJIMH CIIUIBHUM MIPUCTPIH, IKuUi Oyae
aKTUBHUM B OJHIN 1 MacCMBHUM B iHIIIK. TakuM 4MHOM, y MeXaX OKpEeMOi
scatternet 3 1HTepdeiicom Bluetooth Moxe OyTH OgHOYACHO IIOB'I3aHO
MakcuMyM 71 TpuUCTpiil, OAHAK HIXTO HE 0OMEXYE 3aCTOCYBaHHS MPUCTPOIB-
T'eHTIB, K1 BUKOPUCTOBYIOTH TOM ke Internet i 011 1aiekoro 3B'3Ky.

YacroThuii niamazon Bluetooth B Oumbmmocti kpaiH BUIBHUN Bif
JIEH3yBaHHA, ajle y JeAKUX KpaiHaX dYepe3 3aKOHOJaB4Yl OOMEXEHHS
HEOOX1/IHO BUKOPUCTOBYBATH BIIMIHHI BiJl 3a3HAYEHUX BUIIE YaCTOTH.
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Puc. 3.7. Ilikomepexi Bluetooth

Cmek Bluetooth 5.

besnporosuii 3B'130k Bluetooth 5 ckmamaerbes 3 nBOX 0€31pOTOBHUX
cucreM: kimacu4Hoi cuctemu Basic Rate (BR/EDR) Ta enHeproekoHOMHOI
cucremu Low Energy (LE abo BLE). Ilpucrtpoi Bluetooth mocravatrorbcs B
OJIHO- Ta JBOPEKUMHHMX BEPCIsiX, 110 O3HAYA€, 0 BOHU a00 MIATPUMYIOTh
nuiie crek BLE, a6o oqHOoYacHO miATpUMYIOTh KjiacuuHui pexkum 1a BLE.

Bluetooth mMae Tpu OCHOBHI KOMIIOHEHTH: anapamtuii KOHmMpoaep,
npozpamue 3abesneyentsi 0Jisl Xocma Ta npo@ini npocpam.

IToain Mi>k KOHTPOJIEPOM Ta XOCTOM BIJIOYBA€ThCSl HA PiBHI iHTEPhEUCY
xoct-koHTposepa (HCI). Bluetooth no3Bonsie miakmouaTtu oguH ad0 KijbKa
KOHTPOJIEPIB 10 OJJHOTO XocTa. CTeK CKIIaIaeThCs 3 piBHIB 400 MPOTOKOJIB Ta
npodLIIB.

Ilpomoxonu — TOPU3OHTAIBHI PIBHI YW IIApW, SKI MalTh
¢ynkuioHaneHi O5oku. Bluetooth mae OararopiBHEBY apxiTeKTypy, IO
CKJIAJIa€ThCA 3 OCHOBHOTO TMPOTOKONY, IPOTOKOJIB 3aMiHM KaOeJto,
OPOTOKOJIB  KepyBaHHA TeiaedhOHOM Ta  3aMO3MYCHUX  MPOTOKOJIB.
OO060B'I3K0BUMH MPOTOKOJaMK JjIsl BCix cTekiB Bluetooth € LMP, L2CAP 1
SDP. Kpim Toro, mpuctpoi, 1o 3B'si3yioTbcsi 3 Bluetooth, 3a3puuait
BUKOPUCTOBYIOTH TpoToko HCI Ta RFCOMM.

Link Management Protocol (LMP) — BukopucToByeTbCS st
BCTAHOBJICHHS Ta KEPYBaHHS paaio3'€NHAHHSIM MK JBOMa MPUCTPOSIMHU.
Peanizyerbcs koHTposepom Bluetooth.

Host/controller interface (HCI) — Bu3Havae 3B'SI30k MiX CTEKOM XOCTa
(ToOTO KOMM'TOTEepa a00 MOOIITLHOTO MPUCTPOIO) Ta KOHTposiepoM Bluetooth.

Logical Link Control and Adaptation Protocol (L2CAP) -
BUKOPUCTOBYETHCS MYJIbTUIJIEKCYBaHHS JIOKAJTbHUX 3'€THaHb MIXK JBOMA
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MPUCTPOSIMU, BUKOPUCTOBYIOTH Pi3HI MPOTOKOJM BHUIIOrO piBHS. J[03BOJsie
dbparmMeHTyBaTH Ta epe30MpaTH MAKETH.

Service Discovery Protocol (SDP) — no3Boisie BUSIBIATH MOCIYTH, IO
HAJIAl0ThCS THIITUMU TIPUCTPOSMH, Ta BU3HAYATH IXHI YCTAHOBKHU.

Radio Frequency Communications (RFCOMM) — mpotokon 3amiHu
Ka0emnro, CTBOPIOE BIPTyalbHUN TMOCHIJOBHUM TOTIK JaHUX Ta EMYJIIOE
Kepytoui curHamm RS-232.

IIpoghini — mpencTapistoTh BEPTUKAIbHI (DYHKIII, sIKI BAKOPUCTOBYIOTh
nporokoiu. [lo cyTi 11e Habip GyHKIN a00 MOXIMBOCTEH, JOCTYITHUX IS
neBHOro mpuctporo Bluetooth. Buminstors 3aranmpHi mpodisi arpuOyTiB Ta
3arampHi mpodim goctymy. s cmimeHOT pobdotu  Bluetooth-mpuctpois
HEOOX17HO, 11100 BCl BOHM MiATPUMYBAJIN 3aradbHUMN MPOQib.

Anapammue 3a6e3neuenns

OcHOBHHMM HaIpsIMKOM BHKoOpucTaHHs Bluetooth mae cratm cTBOpeHHs
Tak 3BaHUX nepcoHanbHUX Mepex (PAN, abo private area networks), siki
BKJIIOYAIOTh TakKl PI3HOIUIAHOBI MNPUCTPOI, SIK MOOUIbHI Tenedonu, PDA,
MP3-nneepu, KOMIT'FOTEPH 1 HABITH MIKPOXBHWJIBOBI I€4l 3 XOJOANIbHUKAMHU.
MoxuBicTh Tiepeaadi rojaocy aae 3mMory BOynoByBatu iHTepdeiic Bluetooth
B 0Oe3mpotoBi TenepoHH abo, HaNpuKiIag, OE3IpPOTOBI TapHITYpPU s
tenedoniB. MoxnuBocTi 3actocyBaHHs Bluetooth Ha mpakTuiii Oe3mMexHi:
KpiM cuHXpoHi3alii PDA 3 HacTUIbBHUM KOMITFOTEpOM a0o0 Mijl'e JTHyBaHHS 10
HU3BKOIIBUIKICHOT mepudepii Ha 3pa3ok KjaBiaTyp a00 MMIeH, 1HTepderc
JIa€ 3MOTY JY>K€ MPOCTO 1 3 HEBEJIIMKUMHU BUTpaTaMu OpraHi3yBaTH JOMAIIHIO
Mepexy. I[Ipudomy By3namu 1€l Mepexi MOXKYTh OyTH Oyib-siKl IIPUCTPOI,
110 MaroTh NOTPeOy B iHGOpMaIllii a00 BOJIOAIIOTh HEOOX1JHOIO 1H(POpMAITIETO.

besnexa Bluetooth

besneka Bluetooth ichHye sx wactuna mpotokony 3 1.0 y Til um iHIIH
dopmi. Koporko posrisinemo 6e3neky pexxumy BR/EDR ta BLE okpewmo,
OCKUIBKM MEXaHI3MHU PI3Hi.

Y pexumi BR/EDR, icHye Kkinbka pexuMiB aBTEHTH(}IKAIi Ta
3’eqHaHHs. s 3’eqHaHHsA MOTpiOHA reHepallis CEeKpPETHOr0 CUMETPUYHOIO
kiroda. [ pexxumy BR/EDR 11e HazuBaeThes KIIFOYEM 3’ €HAHHS, TOMA1 K
st pexxumy BLE BiH Ha3uBaeTbcs JOBroCTpOKOBMM kitoueM. Crapi
npuctpoi Bluetooth BukopucTOoBYBaniM peXuM 3’€IHAHHS TEPCOHAIBLHOIO
inentudikamiinoro Homepa (PIN) Ta iHimitoBasm kimoui 3’eqHaHHA. HoBi
npucTpoi (4.1+) BUKOpUCTOBYIOTH O€3MEeUHE POCTE 3’ €THAHHS.

besneune npocrte crionydenHs (SSP) 3abesneuye nporiec 3’€JHAHHSA 3a
JOTIOMOTOI0 HHM3KH PI3HUX MOJICNICH acoliamii s pIi3HUX BHMIAIKIB
BUKOpUCTaHHSI. SSP TakoX BHUKOPHUCTOBYE KpUNTOTpadito 3 BIAKPUTHM
KJIIOYeM JJIs 3aXUCTy BiA TIJICIYyXOBYBaHHsS Ta aTak THUIY 'JTIOJuHA-
nocepenuni” (MITM). Mogeni, 1o miaTpuMyroThes: SSP, BKITIOUAIOTh:
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- YHUCJIOBE MOPIBHSHHA — Ui BUMAJKIB, KOJM OOWJIBA MPUCTPOI
Bluetooth MoxyTh BimoOpakaTu MIeCTU3HAYHE YMCIOBE 3HAYCHHS,
K€ JI03BOJIIE KOPHWCTYBAu€Bl BBOAWTH BIJAINOBIIb «TaK»/«HI» Ha
KOXKHOMY MPHUCTPOI, SIKITO Yrciia 301Tal0ThCs;

- BBEJICHHS 3arajbHOTO KJIF0Ya — BHKOPHUCTOBYETHCS B CHTYaIlisX,
KOJM OJWH TPHUCTpIA Mae nUPpoOBUU AMCIUICH, a IHIIUK Mae
mudpoBy KiaBiaTypy. Y I[bOMY BHIAJKy KOPHUCTYBad BBOJIWTH
3HAYCHHS, SIKE€ B1IOOpaKAETHCS HA JUCILIET TIEPIIOro MPUCTPOI0 Ha
KJIaBiaTypl Apyroro NpucTporo;

- JustWorks — nyist cutyartiii, Koau OJUH MPUCTPi HE Ma€ KIaBiaTypH
yn aucruies. Bin 3a0e3neuye MiHIManbHy aBTEHTH(QIKAIIIO 1 HE
nepemkoprkarume ataii MITM;

- mno3zacmyroBuii (OOB) — BUKOpPUCTOBYETHCS, KOJM MNPUCTPIA Mae
nojJaTkoBy ¢dopMmy 3B'3Ky, Hanpukiaa, NFC abo Wi-Fi.
BTopuHHUMIT KaHAl BUKOPUCTOBYETHCS BHSBIECHHA 1 OOMIHY
KpUnrtorpa@iyHMMu  3HAYEHHSMU. BIH 3aXUCTUTh JIMIIE BIJ
niaciayxoByBaHHs Ta MITM, sikiio kanan OOB 3axunieHui.

Aptentudikaiis B pexumi BR/EDR  — 1e BUKIMK-BiANOBIIb;
Hanpukiaa, BBeJaeHHs PIN-kongy Ha kiaBiaTypi. Skimio aBTeHTH(IKaLisS HE
BJIaJiacsi, IPUCTPIA OyJle OUIKYBaTH JESIKUN 4Yac, MepIl HIXK BUPIIIUTH HOBY
cripoOy. [HTepBasl 3pocTae €KCIOHEHIINHO 3 KOKHOK HEBJAJIOK CIPOOOIO.
Ile mpocTo po3uapoBye JIOAUHY, SKa HaMaraeTbCs BPYUYHY MigiOpaTH KO
KJIIOYa.

Hudpysanns B pexxumi BR/EDR Moxke OyTH BCTaHOBJIEHE TaKUM
YUHOM, 11100 BOHO OYJIO BIJKJIFOYEHO ISl BChOro Tpadiky, To1 Tpadik JaHUX
Oyne 3ammdpoBaHuii, ajge MMUPOKOMOBHUM 3B'I30K HEe Oyjne, abo 1mo0 Bech
3B'130Kk OyB 3amudpoBanuid. IlludpyBaHHsS BUKOPUCTOBYE KpunTorpadiro
AES-CCM.

besnexa BLE. 3’ennanns BLE mounHaeThes 3 MPUCTPORO, IO 1HIIIIOE
Pairing Request Ta OOMIiHIOIOUHCH BJIACTHUBOCTSIMH, BHUMoramu Toio. Ha
MOYATKOBOMY €Tami Mpolecy 3 €JHaHHS HEMae HIYoro, IMOB'SI3aHOrO 13
npoduisMu Oe3reky. Y IIbOMY BIJHOIIEHHI Oe3reka 3’€/IHaHHS aHaJoriyHa
yotupboM MeTogaM BR/EDR (Takox BijoMHM sSIK MOJEIi acoiriaili), aje B
Bluetooth BLE 4.2 Tpoxu BiJipi3HS€ThCS:

- YHCJIOBE MOPIBHAHHSA — II¢ Te¢ came, mo 1 JustWorks, ane B KiHIIl
oOu/iBa TPUCTPOI TEHEPYIOTh 3HAUYECHHS MIATBEPIHKCHHS, SKE
B1JIOOPAKAETHCS HA €KpaHax XOCTY Ta MPUCTPOIO, 100 KOpUCTYyBay
MIT TIEPEBIPUTH BIIMIOBITHICTD;

- BBEJIEHHA 3arajibHOro kiwoua — mnomaiono pexumy BR/EDR, 3a
BUHSITKOM TOTO, IO HE 1HIIATI3y€e MPUCTPIM CTBOPIOE BUIAJIKOBE
128-61TOBE MOYATKOBE YHCIIO, SIKE€ HA3UBAETHCS BUIAJIKOBUM KOIOM
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st aBTeHTUdikamii 3'eqHanHs. KokeH OIT Kioda JIOCTYITY
aBTEHTU(IKYETHCA OKPEMO Ha KOXHOMY MPHUCTPOI, T€HEPYIOUU
3HAYCHHS MIATBEPPKEHHS IIHOTO OiTa. 3HAYEHHS IiATBEPIKCHHS
OOMIHIOIOTKCS 1 MalOTh cmiBnagaTu. [Iporec TpuBae 10 TOro 4acy,
oKW BCl OitTh He OyayTh oOpoOneni. lle 3abesneuye m0CUTH
HaJIHe pIIeHHS A1 3aXUCTy Big arak MITM;

- JustWorksTM — micisgs  TOro, sIK MPHUCTPOi  OOMIHIOKOTHCS
BIIKpUTUMHU KJIIOYaMH, TPUCTPIM, IO HE IHIIANI3y€e, CTBOPIOE
BUMAKOBHUI KOJ JUIsl CTBOPEHHS 3HaueHHs miaTrBeppkeHHs Cb. Bin
nepenae BumaakoBuil kox 1 Cb Ha mpUCTpiH, O 1HIIIIOE, SKUH, Y
CBOI0 4epry, T'€HEepye CBIA BJIACHUI BUIAJAKOBUWA KOH 1 INEpeaae
oro mnepumoMy. [HINIIOHOYKAKA TPUCTPIM MOTIM  MIATBEPIUTH
CIIPaBXHICTh HEIHILIANI3yEMOIO0 BHUIAJKOBOIO KOAY, CTBOPUBLIU
BnacHe 3HadeHHs Ca, sxke mae Bigmosizatu Cb. Skmio BoHO He
BI/IMOBIJIA€, 3'€JTHAHHS MOIIKO/KEHO. [{e 3HOB-Taku BIJIPIZHAETHCS
Bi1 pexxumy BR/EDR;

- no3acmyroBuii (OOB) — 1e Te came, mo i y pexumi BR/EDR. Bin
3aXUCTUTh JUIIE BiJ MiAcayXoByBaHHS Ta MITM, skmo kaHan
OOB 3axunieHu.

Y BLE renepaiiisi kiro4iB BUKOpUCTOBYe Oe3rneuHi 3'eqHanHs LE.
besneune 3'ennanns LE Oyno po3poOsieHO mjisi BUpIilIEHHS TPoOJjieMH
oe3neku B napi BLE, 1110 103B0IMII0 MPOCITYXOBYIO OMY MPUCTPOIO TOOAUYUTH
oOMIH 3’enHaHHAM. Y 1boMy mpoueci 1mudpyBaHHS  3'€THAHHSA
BUKOPHUCTOBYEThCS joBrocrpokoBuii kitou (LTK). Knrou 3acHoBaHuii Ha
kpuntorpadii 3 BIIKpUTUM Kirodem ainroputMoM Jlidbdi-Xemnmmana Ha
enintuyaux kpuBux (ECDH). I Bexyuuii, 1 BeneHuil reHEpYyBaTUMYTh Mapu
kmouiB  nyOomiyauit  — npuBatrhmid ECDH. It aBa  mpuctpoi
OOMIHIOBAaTUMYThCA IyOJIYHUMU 4YacTUHAMU CBOiX BUIMOBIIHUX Map Ta
o0pobaTumyTh Kitou Hidhdi-Xemmana. Ha nupoMy erami 3’€IHaHHS MOXKeE
OyTu 3ammdpoBaHe 3 BUkopuctanusm kpunrorpadii AES-CCM.

Masxkysanns

MasikyBanus Bluetooth — Bropunnuii epext BLE; oanak 1e BakiuBa
texHousoriss s loT. Masik mpocto BukopuctoBye mnpuctpoi Bluetooth y
pexumi LE nns mepengadi moBigOMJIEHb Ha TEpPIOAWYHIA OCHOBI. Masku
HIKOJIU HE 3'€IHYIOTBCA 1 HE CIOIY4YaloThCs 3 XOCTOM. SkOu Mask
I1JIKJIFOYABCSl, BC1 MOBIIOMJICHHS 3yMUHSIIUCS, 1 KOJICH 1HIIMI MPUCTPiM He
MIT 4yTH 11e¥ Masgk. Haituacrime Masiku, BAKOPUCTOBYIOTHCA ISl PO3APIOHOT
TOPTiBJIl, OXOPOHH 370POB', BIJCTEKCHHSI aKTHBIB, JIOTICTUKA Ta 0araThbox
THIITUX PUHKIB JJIsi: CTBOPEHHS cTaTUYHUX To4uoK 1HTepecy (POI); momupenus
TEJIEMETPUYHUX JAHUX; TTO3UIIIOHYBAHHS Y TPUMIIIIEHH] Ta T€O0JOKAaIlii.
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3.1.3. Crangapt Z-Wave

Z-Wave — 1ie nmepmuii BIAKpUTHI O0e3ApOTOBHI CTaHAAPT JAOMAITHBOI
aBToMaru3amii (CUCTEMH «PO3yMHHI» OYIUHOK), B OCHOBI SKOi JICKHUTH
Mepexa. Bin 3acHoBanuii Ha crenudikamii [TU G.9959 ta Bu3Hauae Bci
aCIeKTH B3a€MOJII MPHUCTPOIB, IO MATPUMYIOTh L€ MPOTOKOJ, a TaKOXK
3a0e3neuye iXHIO CYMICHICTh. Te€XHOJIOTiSI BUKOPUCTOBYE MAJIOMOTYKHI Ta
MIHIATIOpHI ~PaJiOYacTOTHI MOJIYJi, fAKI BOYIOBYIOTbCSA B TOOYTOBY
€JIEKTPOHIKY Ta PI3HI CHUCTEMH, TaKl SIK OCBITJICHHS, OMAJCHHS, KOHTPOJb
JOCTYIly, PO3BXKAJIbHI CUCTEMH Ta MOOyTOBY TexHIKY. CTek mpoTokony Z-
Wave nipencraBienuit Ha puc. 5.13 [1].

PiBeHb nopatkiB
APP (noctayanbHuKmn)

MepexeBun piBeHb
NET (po3pobka Sigma)

PiBeHb gocTyny 0o cepefoBuLLa
MAC (ITU-T G.9959)

®i3nYHUN piBEHD
PHY (ITU-T G.9959)

Puc. 3.8. Crex nporokony Z-Wave

Ha BimMiny Big Wi-Fi Ta iHmmx cranmaptiB nepegadi ganux IEEE
802.11, mpuszHayeHWX B OCHOBHOMY JIsI BEJIUKHX IIOTOKIB 1H(opmaIrii,
crtanapt Z-Wave mpaiiroe B Jiana3oHi yactot 1o 1 I'T ta ontumizoBaHUMA
LTSI nepenayi POCTUX KEepYHOUHuX KOMaH /I (Hanmpuknan,
YBIMKHYTH/BUMKHYTH, 3MIHUTH TYYHICTh, ACKPaBICTh 1 T.1.). BuOip HU3BKOIO
PalovyacTOTHOrO JAiana3zony s Z-Wave o0yMOBIIOETCS MaJIOI0 KUIBKICTIO
NOTEHIINHUX JHKepell Mepemko ] (Ha BIAMIHY BiJl 3aBaHTAXEHOT'O Jiara3oHy
24 I'Tu, B AKOMy JOBOAMTHCS BJIaBaTUCS A0 3aXOAiB, IO 3MEHIIYIOTH
MOXUIMBI TEPEIIKOAM BiJ MPAIIOI0YUX PI3HUX MNOOYTOBUX OE€3IPOTOBUX
npuctpoiB — Wi-Fi, ZigBee, Bluetooth). ¥V €Bpori BHKOPHCTOBYETHCS
YacTOTHUHN aiana3oH 868,42 MI 1.

[HImMMU nepeBaraMu CTaHIAPTY MOKHA BII3HAYUTH MaJie CIIO>KUBAHHS
€HEepTii, HU3bKY BapTICTh BUPOOHUIITBA Ta BOY/IOBYBaHHs MOAYJiB Z-Wave y
pi3H1 TOOYTOB1 IPUCTPOI.

[IBuakicTh mepenayi JaHUX y MEpexi CTaHOBUTH 9,6 kOit/c abo 40
KOIT/C 13 TIOBHOIO cyMicHICTIO. BukopuctoByetbes moayisiiss GFSK. Paniyc
i npubmuzHo 30 MeTpiB B yMOBax MpsiMOi BHIMMOCTI B TPHUMIIIECHHI
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3MEHILIYEThCS B 3aJICKHOCTI BiJl (POPMH 1 MaTepiaidy CTiH, @ TAKOX BiJl BUIY
aHTECHH.

Y wmepexi Z-Wave By3IM MOMIISIOTBCS HAa TPU THIH: KOHMPO.Jepu
(Controllers), seoeni mapupymuszamopu (Routing Slaves) 1 sedeni npucmpoi
(Slaves). V peanpHiil Mepexi BCl THMM MPUCTPOIB MOXKYTh MpAIIOBATH B
Oynb-sKii KOMOIHAITI].

Koumponep — ueit mpucTpiii BEpXHbOTO piBHS 3abe3reuye TaOIMINo
MapmpyTtuszamii g mesh-mepexi Ta € xocTom/mMaiicTpom mesh-mepexi.
[cHy€e 1Ba OCHOBHUX THUIH KOHTPOJIEPIB:

— ['onoBHUIT KOHTpOJIEp — OCHOBHUM KOHTPOJIEP € MPOBIAHUM, 1 JIUIIIE
OJIUH MaiCTep MOXKE ICHYBAaTH Yy Mepexl. BiH Mae MOXIIMBICTh NIATPUMYBATH
TOIOJIOTIIO Ta lepapxit0 Mepexi. BiH TakoX MOXe BKJIIOUATH YU BUKJIIOYATH
BY3JIM 3 TONOJIOT1i. BiH Tak0X MOBUHEH BUJIISATH 1IEHTU(DIKATOPH BY3JIB.

- BTopunHUII KOHTpOJEp - 1 BY3JM JIOMOMAararoTh TMEPBUHHOMY
KOHTPOJIEPY 3 MapUIpyTU3aLII€I0;

Beoenuti npucmpiii/éy3on — 11 NPUCTPOi BUKOHYIOTH Jii Ha OCHOBI
KOMaHJI, sIKi BOHH OTPUMYIOTh. LI mpucTpoi HE MOXYTh 3B'I3yBaTHCS 3
CyCIIHIMM TIJJIETJIMMU  By3JIaMH, 3a BHUHATKOM BHIAJKIB, KOJU 1€
nepeadayeHo 1HCTPYKIE KomaHIu. BeaeHi mpuctpoi MOXyTh 30epiratu
iHpopMmaIliio mpo MapHIpyTHU3allilo, aje He OO0YHUCIIOBaTU ab00 OHOBJIFOBATH
TabauIl  Mapuipytusaiii. Sk mnpaBuiao, BOHM OyayTh BHUCTyHaTH SIK
peTpaHcaaTop B mesh-mepexi.

KonTposepyn Takok MOXyTh OYTH BH3HAuUCHI SIK TIEPEHOCHI Ta
crarnyHi. [lopTaTuBHUN TIEPEHOCHUM KOHTPOJEP MPU3HAYECHUH  JJIs
MepeMIIIeHHs SK MyJIbT AUCTAHIIMHOTO KepyBaHHS. SIK TiJIbKU BiH 3MIHUTH
MOJIOXKEHHA, BIH TMepepaxye HaMIBUALI MapuipyTh mepexi. CTaTudHUN
KOHTpOJIEp TNpU3HAYEHUH [Jii BCTAHOBJICHHS, HANpHKIad, UUIIO3Y,
HIJKITI0YEHOro 10 po3eTku. CTaTUYHUIT KOHTpPOJIEp 3aBXKIU MOXKE OyTH
BKJIFOYEHUI Ta OTPUMYBATHU MOBIJIOMJICHHS PO CTaH MiJIETJIONO MPUCTPOIO.

KoHTponepu Takok MOKYTh MaTH pi3Hi aTpUOYTH B MEPEXKI:

koumponep onoenennss cmany (SUC) — cTaTHYHUE KOHTpPOJICP TaKOX
Mae IepeBary y pojii KOHTpoJiepa OHOBJICHHS CTaHy. Y I[bOMY BHUIIQJIKy BiH
OTPUMYBAaTUME TIOBIJIOMJICHHS BIJI OCHOBHOTO KOHTpoOJepa II0J0 3MiH
TOMOJIOT11. BiH TakoX MOXe JOMOMOTTH B MaplIpyTTU3allii BEJCHUX;

SUC ID-cepsep (SIS) — SUC Takox MO>K€ JOMOMOITH YBIMKHYTU Ta
BUMKHYTH H1IOPSAIKOBaH1 IPUCTPOI JJIsl OCHOBHOTI'O;

Koumponep mocma — ue, o CyTi, CTATHYHUN KOHTPOJIEP, SAKUA MOXKE
JUATU SIK [UTI03 MK Mepexero Z-Wave Ta 1HITMMU MEPEKeBUMU CUCTEMaMHU
(manpuxiaa, WAN ab6o Wi-Fi). Mocty nosBoseno kepyBatu mo0 128
BIPTYaJIbHUX MiJANOPSIIKOBAHUX BY3JiB;
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Koumponep ycmanosnuka — 11e TOPTaTUBHUI KOHTPOJIEP, SIKUHA MOXKE
JIOTIOMOT'TH B YIPABIIIHHI MEPEKEIO Ta aHATI3 IKOCT1 OOCITYTrOBYBaHHSI.

BeneHi Takox miaATpUMYIOTh pi3HI aTpUOYTH:

8e0eHUll NPUCMPILL Mapupymu3ayii - B OCHOBHOMY, IMJIETJIMA BY30J1,
ajie 3 MOXKJIMBICTIO BIAIPaBKH IOBIJIOMJICHB, [0 HE 3alUTYIOTHCS, 1HIITUM
By3j1aM B mesh-mMepexi. Sk mpaBuio, BEIEHUM MPUCTPOSIM 3a00POHEHO
HAJCHJIaTH TIOBIIOMJICHHA 1HIIOMY BYy31y 0€3 KOMaHAM OCHOBHOTO
KoHTpoJepa. By3on 30epirae Hallp CcTaTUYHUX MapHIPYTIB, SKI BIH
BUKOPHCTOBYE /IS HAJICUJIAHHS TTOB1IOMJICHHS;

po3wupenull 6ederuti npucmpit - BOHA MalTh Tl X 3M10HOCTI, IO 1
BEJICHUN TPHUCTPIA MapmIpyTH3allii, 3 JOJaBaHHIM TOJWHHHKA PEaJbHOTO
yacy 1 MOCTIMHOI mam'sTi Juisi JaHux nporpamu. llpukmamom moxe OyTu
ra30BHi JTIYNILHHK;

Z-Wave  BUKOPUCTOBYE  TOPUCTY  TOMOJIOTIIO  MeEpexi 3
MapHIpyTH3aIll€l0 MOBIIOMIICHb BiJ JpKepesa (aHIul. source routing) 1 Mae
OJINH OCHOBHHUM KOHTPOJIEP 1 HyJib a00 OlJibllle BTOPUHHUX KOHTPOJIEPIB, SIKI
KEpyIOTh MaplipyTusaiicro Ta Oe3nekoro. Y mnopuctiii mepexi Z-Wave
KOXEH BY301 a00 TOpUCTpiii MoXKe MNpUHMMaTh Ta NepeAaBaTH Kepyroul
CUTHAJIM 1HIIUM MPUCTPOSIM MEPEKi, BUKOPUCTOBYIOUM CYCIIHI MPOMIXKHI
By31u. lle mepexa 3 mMapuipyTHsali€o, 10 CaMOOPTaHi3yeThCsl, 3aJIEKHOI0
B1J1 30BHIIIHIX (DAKTOPIiB — HAIpHUKIaA, NMPU BUHUKHEHHI TMEPEIIKOAU MIX
JBOMa HaAWOMMKYMMHU BY3JIaMHd MEPEXl, CUTHAl Tije 4epe3 I1HII BY3Ju
MEpEex1, 110 3HAXOATHCS B pajiyci mii.

Takum yuHOM, Mepexa Z-Wave Moxe MaTH pajilyc nepeaadi Habarato
OLIBIINM, HIXX JAJIBHICTh Mepeiadl oHoro By3ia. OIHaK yepe3 nepenpuiom
(hops) mMoke OyTH oOTpuMMaHa HEBEJIWKa 3aTpUMKa MDK KOMAaH]IOH
yIOpaBJiHHA Ta OaxkaHuM pesyiabraToMm. s Toro mobd Z-Wave mpucrpoi
Majii MOXJIMBICTh MApUIPYTU3YBaTH JaHi, 10 HUMU HE 3alUTYIOTHCS, BOHU
HE MOXYTh IepeOyBaTH B CIUITYOMY pekumi. TakuM YUMHOM, MPHUCTPOL 3
KUBJICHHSIM BiJ OaTapeloKk HE MpPHU3HAYEHI SIK MPHUCTPOI PETpPaHCIIALII.
Mepexka Z-Wave Moxe BKIOYaTH A0 232 MNPUCTPOIB 3 MOXKIJIMUBICTIO
PO3IIUPEHHS MEPEeXkKi, SKI0 MOTPIOHO IIe KiUIbKa MpUCTPoiB. JlogaTKOBI
MPUCTPOi B MEPEXKY MOXYTh OyTH J0/aHi B OyIb-sIKMM Yac, Tak camo SIK 1
KUJIbKa KOHTPOJIEPIB, 110 YIIPABISIOTh.

Xoua TexHoJoris Z-Wave € mpocTUM Ta JICIICBUM PIIICHHSM, HU3bKa
MIBUJKICTh Tepelayi JaHuX BHKJIIOYAE Mepenady 300pakeHb, 3BYKY Ta
BHUCOKOIIBUJIKICHUX JTaHUX.

Kpim toro, s pimens, ne notpiono nonaa 30 mpuctpois, Z-Wave-
cuctemMa € OlIbIl  JOpPOror, HDK KabeiabHl cuctemu. Yepes cBoi
KOHCTPYKTHBHI OCOOJMBOCTI Taki CHUCTEMH MalOTh OOMEXEHI MacIliTadu 1
paziyc Aii, 1 BUMararoTh BUKOPUCTaHHS MTOBTOPIOBaYiB a00 HABITh KaOEIbHHUX
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3'eqHaHb. Y CBITI HamiuyeTbcsi moHaa 200 BUPOOHHWKIB, IIO MPOMOHYIOTh
ToBapu 3 Z-Wave dinamu uu moayisamu. OcoOnuBicTio Z-Wave € Te, 1110 BCl
11 IPOJYKTH CYMICHI MIX CO0O0IO.

3.2. WPAN 1a WLAN Ha ocHoBi IP

byno 6 guBHUM roBopsul mpo IHTEepHET peuel He PO3TIISIHYTH OCHOBHI
KJIACHYHI 1HTEpPHET-TEXHOJOTli Ta mpoTokomH. OJHAK, BPaXxOBYHOYH, IO
CTYJIEHTH MPOXOJATH CIELIali30BaHl KypCH MO MEPEKHHUX TEXHOJOTISX Y
IOMY Kypcl OyAemMo pO3TisgaTH JUIIE Ti TEXHOJOTli sKi HaiOuIbIIe
BiaHOCATHCA 110 [oT.

3.2.1. WPAN 3 IP — ctangapt 6LOWPAN

6LoWPAN (anrn. IPv6 over Low power Wireless Personal Area
Networks) — crammapt B3aemoxii 3a mportokonom IPv6 moBepx
MaJIONOTYKHUX O€3/IpOTOBUX MepcoHalbHUX Mepex cranaapty I[EEE
802.15.4, a Takox Ha3Ba pooouoi rpynu IETF, 1o npoekrtye 1ieit crangapr.

OcHOBHa MeTa pO3pOOHHUKIB MOJIATAa€E B TOMY, 1100 BUKOPUCTOBYBATH
IP-mepexi uepes cuctemu 3B's13ky RF 3 HU3BbKUM €HEpProcnoKMBaHHSIM ISl
MPUCTPOIB, sIKI OOMEXKEHI B MOTYXKHOCTI Ta IMPOCTOpPI Ta HE MOTPEOYIOTh
BHCOKOIIIBUIKICHUX MepeKeBUX cepBiciB [1].

OcHoBHoto mnepeBaroro 6LOWPAN € Te, 1m0 HaMOpOCTIIIMN JaTYUK
Moxe Maru IP-agpecHicTh 1 JISITH  SK yYacHUK Mepexl uepes
mapmipytuszaropu 3G/4G/LTE/Wi-Fi/Ethernet. [logatkoBuM edekToMm € Te,
mo IPV6 3abe3neuye 3Ha4Hy TEOPETUUHY aapecoBaHicTh 2128 uu 3.4 x 10%®
YHIKaJbHUX aJpec.

Mepexi 6LoWPAN e 3mimanumu (mesh-) Mmepekamu, po3TaiioBaHUMU
Ha nepudepii BENMKMX MepeX. IX TOmonorii THydKi, IO J03BOJISE
CTBOPIOBATH CIICIiaJIbHI Ta HE3B'I3aH1 MEpeki 0e3 MPUB'A3KHU 10 IHTEPHETY
YU HIIUX CHCTEM, a00 K BOHU MOXYTb OyTH MIJKJIIOYEHI O MaricTpalil 4u
IHTEpHETY 3 BHUKOPUCTAaHHSAM TPAaHUYHUX MapHIpyTU3aTopiB. Mepexi
6LoWPAN Moxyrh OyTH TIO€IHaHI 3 KUIbKOMa MNPUKOPIOHHUMHU
MapIIpyTU3aTOPaMH — 1I€ HA3UBAETHCA 6A2amomoyKo8UM NIOKIIOYEHHSIM.

Apximexmypa 6 Lo WPAN-mepedxci

Ha puc. 3.9 mnokaszanmii npukman wmepexi [Pv6, mo Bkirodae
koMipyacty (mesh) 6LoWPAN-mepexy. Buxignuit kanan no I[atephery
3a0€3Meuy€eThCcsl TOYKOK JIOCTYMy, IO Ji€ sk Mapuipytuzatop IPv6. Y
TUTIOBIM KOHPIrypaIii 70 TOYKH JOCTYMY IMIJKJIIOYAEThCS KIJTbKa PI3HHUX
npucTpoiB, Takux sik PC, cepBepu 1 Tak gam. 6LoWPAN-mepexa nos's3ana 3
IPV6-mepexero 3a JIOITIOMOT 010 BUKOPHUCTAHHS 2PAHUYHO2O

93



mapuwpymuzamopa (edge router). IHKOJIM TakKOX BXKHMBAIOTHCA TEPMIHHU:
«KpaOBUI/«IIPUKOPAOHHUN» pO3TEp UM Mapuipytuzarop. [paHuynuit
MapuipyTU3aTOp BHUKOHYE TpHU [ii: OOMIH JaHUMHU MDK MPUCTPOSMHU
6LoWPAN Tta Iatepuerom (abo inmoro [Pv6-mMepexero), TokanpbHUN O0OMIH
naHumMu MK npuctposimu y 6LoWPAN-mepexi Ta (dopmyBaHHS Ta
obcmyroByBanHs pasionigMepexi (6LoWPAN-mepexi).
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Puc. 3.9. IIpuknan mepexi [Pv6 3 komipuactoro 6LOWPAN-mepexero

B3aemopitoun mpupomHum crnocoobom 3 [Py pigHomy dopmari,
6LOWPAN-Mepexi 3B'SI3yI0ThCA 3 IHIIMMHU MEPEKaMH uepe3 ctanaapTHi [P-
MapuipyTtuszaropu. 3 puc. 3.9 cmiaye, mo mepexi 6LoWPAN, sk mpasusio,
paIoBaTUMYTh SIK KIHIIEBI HA Mex1 TiodanbHoi Mepexi. Ogna 6LoWPAN-
Mepexka Moke OyTu moB'a3aHa 3 iHmMMU [P-mepexxamu depe3 oauH abo
Ol/bIlle TPAaHUYHUX MAPIIPYTU3ATOPIB, K1 BIANPaBIAOTH [P-matarpamMu Mix
PI3HUMU CepeJOBUILIAMH Tepenadi. 3a0e3nedyeHHs: 3B'sI3Ky 3 iHmmMu [P-
MepeXaMu MOXE HaJlaBaTHCsl yepe3 Oyab-sSKUi JOBUILHUN KaHal, TaKUW SK
Ethernet, Wi-Fi a6o 3G/4G. Ockimbku 6LOWPAN TilbKM KOHKPETH3YE
onepairii [Pv6 mosepx crangapty IEEE 802.15.4, rpannyni MapmpyTu3atopu
MOXYTh TaKOX MIATPUMYBATH MeXaHI13MU mepexonay [Pv6, mob 3'eqnyBaTu
6LOWPAN-mepexi 3 [Pv4-mepexxamu, Hampukiang wMexaHisMm NATO64,
Bu3HaueHnii B RFC 6146.
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OCKUIbKM TpaHWYHI MapIIpyTU3aTOPU HAJCUIAIOTH JaTarpaMu Ha
MEpEKHOMY PiBHI, BOHM HE MIATPUMYIOTh CTaH MPUKJIAJHOTO piBHI. Mepexi
3 IHIIOK apXITeKTyporo, Taki sk ZigBee, Z-Wave, Bluetooth a6o ¢ipmosi
MEpexi, BHUMAaramTh, I[00 MIIO3M BUKOHYBAIM CKJIaJHI MPUKIATHI
MPOrpaMH, sIK1 JTO3BOJISIOTH MEPETBOPUTH crienudiunmii Tpadik 0e31poToBOI
Mepexi Mepes HaJCWIAHHIM JaHuX y crannapTauil [P-kanan. i npukmagHi
IUTIO3M TIOBHHHI PO3YMITH OyIb-Kl NPUKIAAHI Mpodidi, SKI MOXYTh
BUKOPUCTOBYBAaTUCA B MeEpexi, 1 OyAb-sIKI 3MIHM TPUKIAJHUX MPOTOKOJIB
0€3IpOTOBUX BY3JIaX MOBHHHI TaKOX CYNPOBOJXKYBATHUCS 3MIHAMH Ha LITIO31.
Hagmnaku, 3acHOBaHi Ha mpoTokosax [P mapmpyruzatopu Ha Mexax MEpex,
HANpUKIaJl, TPAaHWUYHUN MAapIIPYTH3aTOp, HE 3aJCKUTh BiJ MPHUKIAJTHUAX
NPOTOKOJMIB, 10 BUKOPUCTOBYIOThCE B 6LOWPAN. Ile 3Huxkye
HAaBaHTAXXCHHS Ha TPAaHUYHUN MapIIPyTU3aTOp, HANPHUKIAA, Ha HOro
O0YUCITIOBAJIbHY MOTY>KHICTb, JTO3BOJISIFOYM TaKUM YWHOM BHKOPHCTOBYBATH
IPUCTPOI 3 HU3BKOIO BapTICTIO, OLIBII MPOCTUM MPOTPAMHUM 3a0€3MEUECHHIM
1 MEHIII CKJIAJIHUMHU anapaTHUMH 3acobamu. [Ipu nbomy apxitekrypa IP He
MEPEIKO/PKa€ BUKOPUCTAHHIO JJIsI ONTUMI3AIli poOOTH MEpexki MPOKCI Ta
KEII-TIaM'AT1, SIKI IIUPOKO BUKOPUCTOBYIOTHCA Y Cy4aCHOMY [HTEepHET!.

VY tunoBy 6LoWPAN-mepexy BKJIIOUEHI 11I€ JIBa MPUCTPOi: poymepu Ta
xocmu. Poyrepu, SIK BU3HAYAETHCA 3a 1X HA3BOK, MOXYTh PETPAHCIIOBATU
JaHl, mpu3HadeHi iHIKMM By3naM y 6LoWPAN-mepexi. XocTH, sIKI TaKox
HA3UBAIOTHCS KIHIIEBUMH IIPUCTPOSIMU, HE B 3MO31 HAINIPABJISITH JIaH1 Ha 1HIII
NPUCTPOT B Mepeki. XOCT MOXKE TaKOXK OYTH «CIUITUYMMY» MPUCTPOEM, SKUM
CMPOKHUAAETHCS» MEPIOAUYHO, 100 MEPEBIPUTH HASABHICTH JAHUX Y CBOIO
«OarpKkay (poyTepa), 110 JA03BOJISE CIIOKUBATH AY>KE MaTy MOTYKHICTb.

Cucmemnuii cmex

6LoWPAN panukanbHo 3miHoe miaxin Iarepuery peueir (IoT). Sk
CKa3aHO BHIIE, 10 LbOro 4yacy OyB HEOOXITHUN CKIAQTHUN IILII03
MPUKJIATHOTO piBHSA, 100 3'eqHaTH Taki npuctpoi sk ZigBee, Bluetooth ta
¢dipmoBi cuctemu 3 [Hrepuerom. 6LOWPAN Bupiliye 10 auiemMy, BBOASUH
piBeHb ajanTailii MK KaHaibHUM piBHeM creka [P (link) 1 mepexeBumu
piBHsiMu  (network layers) Oe3gpoToBoro cermMeHra, o0 3a0e3MeuuTH
nepeaauy [Pv6 natarpam no pamiokanany IEEE 802.15.4.

Ha puc. 3.10 mnokazano cnpomeny wmonaeas OSI Ta mnpuctpii,
miaxirouenui 1o loT 1 3acnoBanmii Ha 6LoWPAN.

®d13UYHUN pIBEHB MEPETBOPIOE OITH TaHUX CUTHAJH, K1 MEepeaaroThes 1
BUxoaiaTh 3a edipoMm. Y 6LoWPAN, nanpuknan, BukopucrtoByetbes IEEE
802.15.4. Kpim mupoko Bigomoi Bepcii ctanaapty 2006 poky iCHYIOTb J1Bi
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CnpouieHa mogens OSI Crek npoTokony 6LoWPAN

5. MNpuvknagHui piBeHb HTTP, CoAP, MQTT
i T.AO.
4. TpaHCnopTHUN piBEHb UDP, TCP
(Besneka: TLS/DTLS)
3. MepexeBui piBeHb IPV6, RPL
6LOWPAN
2. KaHanbHuWi piBeHb IEEE 802.15.4 MAC
1. ®i3nyHUN piBEHDb IEEE 802.15.4 PHY

Puc. 3.10. [Ipuknagu moxem OSI ta 6LOoOWPAN

BaxxuBl nonpasku: € 1 g IEEE 802.15.4e — nmompaBka no MAC, BoHa
MPOMOHY€E TaKl PO3IMIMPEHHS, SIK TMEPEeMUKAHHS KaHAIIB 13 BUJUICHHSIM
kBaHTiB yacy (TSCH — time slotted channel hopping) Ta koopauHoBane
BuOOpue npociyxoByBanHs (CSL — coordinated sampled listening). O6unsa
PO3LIMPEHHS HALJICH] Ha J0JIaTKOBE 3HUKEHHSI BUTPATU €HEPrii Ta pooJsiTh
oe3nporoBuii 1HTepderic Ounbin criikuM. [EEE 802.15.4g — momnpaBka 10
PHY (di3uyHoro piBHs), Me€Ta SKOI — 3a0€3MEUYUTH JO0JIaTKOBUN Jiara3oH
PaJloyacToT, 00 JTO3BOJIMUTH iX BUKOPHUCTAHHSI MO BCHOMY CBITY HaBITh Y
Jiarna3oHax cyorirarepleBux 4acTor.

KananeHuil piBeHp 3a0e3reuye HaJIMHY Iepeaady JaHUX MK JBOMa
OesnocepeHHO MOB'I3aHUMM  BY3JIaMH 3a pPaxXyHOK BHSBJICHHS Ta
BUIPABJICHHS MTOMMJIOK, SIKI MOXKYTh BUHUKHYTH (PI3MYHO IIiJT Yac Iepeaadi
Ta npuiiomy. KanaibHMil piBeHb BKJIIOYA€ PIBEHb JOCTYIY JI0 CEPEIOBHILA
nepeaadi (MAC), mo BHUKOPUCTOBYE METOJI MHOXHHHOIO JIOCTYNy 3
KOHTPOJIEM HeCcydoi Ta BUKIIOUeHHsM 31TkKHEHb (CSMA-CA), BIAMOBIAHO 10
AKOTO PaJioCTaHIlisl MPOCIyXoBye edip, BU3HAUAIOUM, YU BEJE Mepeaaqy
SKach IHIIIA CTAHIiSA, TIEepe]] MoYaTKoM Iepenadl ganux y edip. Llei piBeHb
TaKoX 3a0e3neuye cuHXpoHizaiito ganux. ¥ 6LoWPAN, Hanpukiana, piBeHb
MAC BwuszHauaetrbcs crangaptom IEEE  802.15.4. PiBenp apmanmTainii
6LoWPAN, 3abesneuyroun mnepexin Big IPv6 no IEEE 802.15.4, Takox
3HaXOJUTHCA Ha KaHAJIbHOMY PiBHI.

MepexeBuil piBeHb MIATPUMYE aJpecalfio Ta MaplIpyTH3ALi0 JaHUX
yepe3 Mepexy, SKIIO0 TMOTpIOHO 3poOMTH Kulbka perpaHcisuiid. [P
(MDKMEPEXKEBUH  MPOTOKOJI)  —  MEPEKEBUW  MPOTOKOJ,  SKUU
BUKOPUCTOBYEThCA 11 HagaHHsA BciM  mpuctposm [P-ampec  ms
TPaHCIIOPTYBAHHS MAKETIB BiJ] OJTHOTO MIPUCTPOIO JI0 1HIIOTO.
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TpancnopTHUli piBEHb BIIKPUBAE CeECii 3B'I3KYy MIX IMporpamMamu, M0
3aIyCKAIOThCSl HA KIHIIEBUX MPUCTPOSX. TpaHCHOPTHUM pPIBEHb J03BOJISE
JEKITBKOM MpOorpaMaM Ha KOXKHOMY IPUCTPOi MAaTH BJIACHUM KaHaJ 3B'A3KY.
TCP — nomiHyrouuit TpaHcnmopTHU#M mpotokon B IurepHeri. Opnak TCP
3aCHOBaHUH Ha MPOTOKOJII 3'€THaHHS (BKIIOYAOYH BIOPSAKYBaHHS ITaKETiB)
3 BEJIMKAM 00CATOM CITy»K00BO1 1H(opMaIlii 1 ToMy HE 3aBXKIH IMiIXOAUTH JIJIs
MPUCTPOIB, 10 MOTPEeOYIOTh 3HMKEHHS CIIOKHUBaHHS eHeprii. [ns cucrem
TAKOro THUIy Hakkpamoo omimiero Moxe Oytu UDP — mporokon 6e3
BCTAHOBJICHHS 3'€THAHHS 3 MEHIIMM O00CArOoM CiIy)K00Boi 1H(pOpMaIIii.
[Tpuknagom Oe3neuHoro TpaHcmopTHoro piBHs € mpotokon TLS (Oesmexa
TPAHCIIOPTHOTO pIiBHS), AKUM BHUKOHYeThcs moBepx TCP ta DTLS Ta
3acHoBanui Ha UDP.

3pemToro, MpUKIATHUN PIBEHb BIAMOBITAE 3a (opMaTyBaHHS JaHUX.
Bin Takox mnepeBipsi€, 110 JlaHl TPAHCIOPTYIOTHCA 32 ONTHUMAIBHOIO s
3acTOoCyBaHHS cxeMoro. IIIMpokO BUKOPUCTOBYBAHUW MPUKIIATHUN PIBEHb B
[utepueri - HTTP, mo 3amyckaerbcs moBepx TCP. HTTP BuxopucrtoBye
XML - TekcTtoBa MOBa 3 BEIUKUM 00CSITroM Cy>k00Boi iHpopmariii. Tomy He
ontumaibHO BuKopuctoByBaTM HTTP y Oaratbox cucremax 6LoWPAN.
Onnak HTTP Bce mie mMoxe OyTH ayXe€ KOPUCHUM JUJIA 3BSI3KY MIDK
6LoWPAN Ta InTepneroMm. TomMy mpOMHCIOBI Ta TpPOMAaJIChKiI OpraHizalii
PO3pOOMIN  aJbTEPHATHBHI TPOTOKOJM TPHUKIIAJHOTO PIBHS, HANPUKIA],
obmexxeHut nipukiaaHui  nporokoil (COAP) — mnporokon mnepeaayi
noBigomiieHs noeepx UDP 3 Oit-ontumizoBanuM mexaHismMom REST, nyxke
cxokuii Ha HTTP. COAP Bu3Hauae peTpaHCHAII0 MOBIIOMJICHb 3
M1JITBEPDKEHHSM 1 0€3, MATPUMKY «CIUITUYUX» MPUCTPOIB, Mepeaady OJIOKIB,
OIATPUMKY MiAOUCKU Ta BusABieHHS cepBiciB. COAP Takox Jierko
neperBoputu Ha HTTP uepes npokci.

[Ile oauH MPOTOKOJ MNPUKIAJAHOTO PIBHSA, SKUM CIIJ 3rajat, e
TPAHCIIOPTHUH mpoTokosn yepr mnosimomsienb (MQTT) — mnportokon 3
BIIKPUTUM BUXITHUM KojioM, 3anmpornoHoBanuii IBM. MQTT — ue nporokon
TUITY «BUJABEIb/TIEPEATUIATHUKY, 110 3amyckaeTbesi moBepx TCP. Ockinbku
BiH Bifirpae BaxiauBy poib y 10T, To OynemMo BUBYATH HOro Mi3HIIIE OUIBII
JETAIBHO.

€ me Oarato JOCTYNMHHUX TMPOTOKOJIB MPHUKIATHOTO pPIBHS, SIKI
npaifroroTh nosepx TCP/UDP.

Inmepnem-npomoxon eepcii 6 (IPv6) nosepx IEEE 802.15.4

Cyuacuuii IntepHer (i Oe3miu aBTroHOMHUX IP-Mepex) 3acHOBaHUIA
rojjoBHUM unHOM Ha IPv4 1 BukopuctoBye 32-0iTOBi aapecu. Buuepnanus
aapec IPv4 BigOymocs 3 motoro 2011 poky. lle oOmexenns I[Pv4
CTUMYNIOBaJIO po3BUTOK [Pv6 'y 1990-x pokax, #Horo KoMepIiiHe
po3roptanHs posmnoudanocs 3 2006 poky. [Pv6 mokpuBae aapecHuil mpocTip
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2128, to6To Mae 3,4 1038 yHikanpHUX aapec. [[poro mae Oyt JOCTaTHHO
U1 MaciTabyBaHHs [HTEpHETY IPOTATOM Oaratbox JECATUMITD.

1106 3HaWTH MOKJIUBICTH 30UIBIICHHS MPOIYCKHOI 371aTHOCTI, [Pv6
30UTBIITYyE MaKCUMaNbHUIM po3Mip 050Ky, 1m0 nepemaerbess (MTU) 3 576 no
1280 OaittiB. B IPv6 Takox BimoOpaxkeHI 3MIHM Ta BIOCKOHAJICHHS
TEXHOJIOT1 BHUKOpUCTaHHS I[HTepHEeTYy Ha KaHaibHoMy piBHI. Ethernet -
JOMIHYIOUYA TEXHOJIOTIA 3B'3KY, 1 MOTrO MPOIYCKHA 3JaTHICTh 301JbIIYETHCS
pik y pik. ¥ Wi-Fi, sk 1 B Ethernet, minrpumytorscsst MTU ananoriunoro
pO3Mipy Ta Ay»e BUCOKI KaHaimbHI mBHAKOCTI. I Ethernet, 1 Wi-Fi mpairtoroTs,
3a3BuYail, Ha OaraToyHKIIOHAIBHUX MPUCTPOSX 13 3HAYHUM 3aracoM
oOuncmoBanbHOI TOTYX’HOCTI. 3 1Hmoro Ooky, IEEE 802.154 0ys
CIPOEKTOBaHMU MI00 OOCITYroByBaTH Pi3HWUN PUHOK JOJATKIB, /i€ MOTpiOHA
BEJIMKA KIJIBKICTh HEJOPOTUX MPUCTPOIB, 10 MAJIO CIIOXHUBaOTh. [IponmyckHa
3MAaTHICTh Yy I[bOMY CTaHJapTi oOMexeHa 250 kOiT/c, a JOBXKUHA KaJpy
oOMexxeHa 127 0ailt, 1110 TapaHTy€e HU3bKY YaCTOTY MOSIBU MOMMJIOK MTAKETIB 1
O0iTiIB mig yac mnepemadi paxgiokaHaioM. Kpim Ttoro, IEEE 802.15.4
BUKOPHUCTOBYE JBI ajipecu: 16-01TOBY KOPOTKY aJpecy Ta pO3IIUPEHy aapecy
EUI-64. L1 anpecu 3MeHIYIOTh 3aralibHUid 00cCsr Ciy»)00Boi 1HQoOpMallii B
3arojIOBKy IIaKeTa Ta MIHIMI3yIOTh BUMOTM J0 mnam'sti. Kpim Toro,
6LoWPAN mpaitoe 3a3Buuaii y mesh-mepexi 3 peTpaHCIAII€l0 TaKeTiB
yepe3 KijlbKa BY3JIIB, 10 € (PyHJIaMEHTaJbHOI BIJMIHHICTIO BiJl MEpEXi Ha
ocHoBi Ethernet a6o Wi-Fi. Hapemri, npucrtpoi, peandizoBaHi Ha OCHOBI
6LoWPAN, 3a3Buuaii MaroTh OOMEKEHI PECypCH, HaIlpuKiaj, ONEpPaTUBHY
RAM-nam'sste mpubsmm3Ho 16 k6aiT 1 Flash 128 k6aitr.

Bnacmiiok Buiesrajjanux OOMEXKEeHb pPecypciB Ta 0araroCcKaykoBOi
tonosiorii 6LOWPAN, mniarpumka IPv6 mnosepx mepex IEEE 802.15.4
CTBOPIOE KIJIbKA MTPOOJIEM:

Hararpamu IPv6, 3Buuaiino, HenpuaatHi g mepexx IEEE 802.15.4.
Husbka nporyckHa 31aTHICTh, oOMexkeHa Oydepuzallisi Ta JaTarpamu, po3Mip
skux gopiBHioe 1/10 wminimampHoro MTU IPv6, poOasTh HeoOXigHUM
CTUCHEHHSI 3arojioBKIB Ta (parMeHraiiro JaHux. Hampukman, 3aroioBku
I[EEE 802.15.4 wMoxyTh OOMEXUTH €(PEKTUBHE MOXIHUBE KOPHUCHE
HaBaHTaKEHHs 81 OaiiToM. Y mopiBHSHHI 3 UM 3arojioBku [Pv6 (40 GaiiTiB),
TCP (20 6aiitiB) Ta UDP (8 6aiiTiB) 31a10ThCS 3aHAATO BEIUKHUMHU.

Tak sixk mepexi IEEE 802.15.4 maroTh 0IHOYACHO 1 MaJly MOTY>KHICTb, 1
HU3bKY MPOIYCKHY 3/IaTHICTh, 1, KpIM TOrO, SIK CEpPEJOBHIIE Iepenadl
BUKOPUCTOBYETHCSA paJlOKaHAJl, BOHMU OUIbII CXWIbHI JO Tapa3uTHOI
iHTepdepeHtIlii, BIAMOB Ta acCHMETpUYHOCTI KaHaliB (A moxe uyTtu B, ane B
He Moke uyTd A). i XxapakTepuCTUKH BUMAararoTh, 1100 MEPEKEBHUIl piBEHb
OyB amanTUBHMM 1 THYYKAM, 1 BOJHOYAC MAaJOCIOKHUBAIOYUM Ta
e(DEKTUBHUM.
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HaiiOimpim  3arampHa  mepekeBa Tomosioriss  aims  6LoWPAN -
MaJIoOKOpHUCTyBasibHa Mepexka (low-power mesh network). Ile 3amepeuye, 110
KaHAJIBHUI PIBEHb € €JMHUM MICIIEM JIJIs1 ITUPOKOMOBHUX TOBIIOMIICHB. Llei
aCIeKT YK€ BaXJIMBHM, OCKUIbKU TOPKAEeThCsl caMux ocHOB IPv6, ne 3acobu
BUSIBJICHHSI CYCITHIX BY3JIIB TOKJIAMarOThesi came Ha 1eid momeH (link
domain).

Bci Bumesragani mpobiemMu cTocyroThes 1 cranaapty 6LoWPAN.

Pisenv aoanmayii 6LoWPAN

Ilin yac nepemaui ganux 3a piBHssMu MAC Tta PHY 3aBxau
BUKOPUCTOBYEThCS piBeHb aaanrarilii. Hanmpuknan, RFC 2464 Busznauae, gk
naketr [Pv6 inkamncymoerbest y kaap Ethernet. [Ins 6LoWPAN RFC 6282
BU3HAYae, K Kajap gaHux [Pv6 iHkancymoeTbes nmoBepx paaiokanany IEEE
802.15.4.

OcHoBHy yBary pobOoua rpyna IETF, 6LoWPAN WG, npuauise
onTuMmizalii nepeaadi naketis IPv6 mo MamonoTyxHUX MeEpex 3 BTpaTaMu
(LLN), Takum sixk IEEE 802.15.4. Ile npusBeno a0 myoOsikaiii JOKyMeHTa
RFC 6282, sxuii BU3HA4ae Take:

Cmucnenns 3azonoexa. 40-6atitai IPv6 ta 8-OaittHi 3aronmoBku UDP
CTHUCKAIOThCA 3 ypaxyBaHHSIM BUKOPUCTAHHS 3arajibHuX ooOmnacted. OOmacti
3aroJjIoBKa IrHOPYIOTHCS, SKI0 MOXKYTh OyTH OTpHMaHI 3 KaHAJIbHOTO PiBHS.
Cnocib CTUCHEHHS 3arojioBKiB CTaB OJHUM 13 (DAKTOpiB, YOMY MINIILIM
CTaHJapTy, 110 marpumye Tinbku IPv6, a He IPv4. Bigznaunmo, 1o Hemae
Hivyoro, mo 3aBaxaso O BukoHyBatu TCP y cucremi 6LoWPAN, ane
ctucHeHHs 3arojioBka TCP He crano yactuHoro RFC 6282.

Dpacmenmayias ma nosmopHe ckiaoannsa. Kanan 3B'3ky IEEE
802.15.4 3 MakcUMaJbHOI JIOBKUHOK Kajpy 127 OailTiB He 30iraeTbcs 3
MTU IPv6, mo cranoButh 1280 GaiiriB. Cinija 3a3HauuTH, 110 GopMaT Kajapy
IEEE 802.15.4g He Mmae Takoro 0OMEKEHHSI.

bezxonmexcmue aemoxonghicypyeanns — 1€ NPOIEC, 3aBMISIKU IKOMY Y
6LOWPAN-Mepexi aBTOMaTUYHO Te€HEPYIOTh BiacHi aapecu [Pv6. € metou,
10 JTO3BOJISIIOTh YHUKHYTHU BUMAJKY, KOJU JBa MPUCTPOi OTPUMYIOThH OJIHY 1
Ty K aJipecy; 1€ Ha3UBaIOTh BUSIBICHHAM JqyOmtoBanHs aapecu (DAD).

KnrouoBum monsTTsaMm piBHs ananrtarii 6LOWPAN € OGe3KOHTEeKCTHUIMA
a00 CHiJIbHO BUKOPHUCTOBYBAHMM KOHTEKCTHUM CTHUCK 3 METOIO ITHOpYBaHHS
obnacreit 3aronoBka. Ile m03BoIsie cTUCKATH BC1 3ar0JIOBKU (PIBHS ajanTarili,
MEPEKHOT0 Ta TPAHCIOPTHOTO pIBHS) aX A0 KuUIbKox OaiitiB. OOmacti
3arojoBKa MOXKHA CTHUCKaTH, OCKUIBKM 4YacTO MaroTh 3arajbHi 3HA4YeHHS.
3aranbHi 3HAYEHHS BUHUKAIOTh Y€pPEe3 YaCTOTO BUKOPUCTAHHS IMiIMHOXHUHU
¢yHkuioHanbHux MoxiauBocrei IPv6, a came UDP, TCP 1 ICMP. Moxna
TaKOX 3pOOUTH MPUIYIICHHS 010 CIIJIFHO BUKOPUCTOBYBAHOTO KOHTEKCTY,
HAMPUKJIAJ, 3arajbHOr0 MEpeKeBOro mpedikca s BClEl  CUCTEMHU
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6LOWPAN. Pienr anmanramii 6LoWPAN Takox Bumanse ayOabp0BaHy
iH(popmatiito, Taky gk [Pv6 aapecu 1 none nosxunu UDP/IPv6, ski MOXYTbH
OyTH OTpUMaHI 3 IHIIUX PiBHIB.

CmucHenHs1 3a20108KA

Tpamumiitauit  cmoci® cTucHeHHs 3aroiioBka [P € 0GazoBum 1
BUKOPUCTOBYETHCSI B 3'€JHAHHSAX «TOYKa-TO4kay (point-t0-point), ge moTik
MDK JIBOMa TOYKaMmH CTidkwil. lle CcTHCHEHHS TakoX IayKe €(PEeKTHBHO Y
CTaTUYHUX MEpekax 13 cTikuMu kaHamamu. KomyHikalis 3 6araropasoBUMHU
CTpuOKaMH BUMAara€e CTUCHEHHS/BITHOBJICHHS JaHUX MPHU KOKHOMY CTPUOKY.
[Iporokonu wMapupytuzamii (Hanpukian, RPL), 3a3Buyail npanooTs y
cucremax 6LoWPAN, 3abe3neuyrorh  0O€3/ly  NUISXIB  JIOCTABKU
MOBIZIOMJICHHSI  OJIEp’KyBady 3 JOMOMOTOI0 TEXHOJOTli MpOKJIagaHHsS
mapuipyTiB. Lle morpebye oHoBieHHs iH(OpMaIll PO BY3JIH, IO CYTTEBO
3MeHIlye €(EeKTUBHICTh CTUCHEHHS. I JuHaMI4HO 3MIHHUX MEPEeX 3
O0araTopa3oBUMH CTpUOKAMU Ta HEYACTUMHU TiepeladyamMH, HampuKIa]
6LOWPAN-pagiomepex, Mae OyTH 3aCTOCOBaHUH 1HIIWNA MeTona. HaromicTh
y 6LoOWPAN BHUKOPUCTOBYETHCSI KOHTEKCTHO-HE3AJIEKHUNH ab0 CHUIBHO
BUKOPHUCTOBYBAaHWI KOHTEKCTHUH cTuck (stateless and shared-context), mpu
SKOMY H€ TOTpiOHO HIAKOI 1H(opMallli PO MOTOYHHMM CTaH, a MPOTOKOJIH
MapHIpyTH3aiii MOXXyTh JMHAMIYHO BUOMpATH MaplIpyTH, HE TOPKAKOYHUCH
CTYIICHSI CTUCHEHHSI.

VY npuknanai Ha puc. 3.11 BimoOpaxeHo TpH clieHapii komyHikarii [1]:

3aronosok IPv6, FE80::CAFE:00FF:FE00:0100

Appeca gaxxepena
64-6iTHMIN npedikc
64-6iTHMin HD

JoBxuHa
KOPUCHOrO
HaBaHTaXeHHA

NimiT
CKauKiB

MiTka
NOTOKY

Tun
Tpadika

HacTtynHui
3aro/IoBOK

Bepcis 40 6anT

1. CTUCHYTWIi 3aronosok, FE80::CAFE:00FF:FE00:0100 =mmsp FES0::CAFE:00FF:FE00:0200

MakeT | CTucHyTMin

3aroz10BOK

2 6ainTa

2.CTUCHYTHIA 3aronoBoK, 2001::DEC4:E3A1:FE24:9600 ™=y 2001::4455:84C6:39BB:A2DD

Appeca axxepena
64-6iTHMIA Npedikc
64-6iTHMiA HD

JlimiT
CKaYKiB

CrucHyTnii
3aroJIOBOK

12 6aiit

MNaket CID

3.CTMCHYTMIA 3aronoBok, 2001::DEC4:E3A1:FE24:9600 === 2001::4455:84C6:39BB:A2DD

Tlaker

(dispatch)

CTHCHYTHIA 3aT0JI0BOK

CID

Jlimit
CKayKiB

Appeca axxepena
64-6iTHMIN Npedikc
64-6iTHKin HD

Appeca axxepena
64-6iTHMIN Npedikc
64-6iTHMin HD

Puc. 3.11. Tpu cuenapii komyHikaiii
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-  KomyHikaiiist Mixk ABOMa NpUCTPOSAMHU B OJIHIMN 1 Tiil ke 6LoWPAN-
MEpeXi, IO BHKOPHCTOBYE JIOKaJIbHI anpecw KaHamiB, I[Pv6
3aroJIOBOK MpH IbOMY MOX€e OyTH CTUCHYTHM BChOTO /10 2 OAWTIB.

- Kowmynikamiss y HampsmMky mnpuctporo 3a mexamu 6LoWPAN-
Mepexi, mpedikc 30BHINIHROI MEpeXl BIIOMUN, TOJI 3aroJOBOK
[Pv6 mosxe OyTu cTUCHYTUH 10 12 GaiTiB.

- AHajnoriyHo apyromy, aie npedikc 30BHIIIHHOIO MPUCTPOIO HE
BiJIoMUM, 1110 fa€e Ha3By [Pv6 20 Gaiiris.

Kpammii BUnagok y npoMy npukiaal (Mepiuil) He NpUIATHUN IJis
nepeaayl NpukiIagHuX JaHUuX (OCKUIBKY 11€ MOKE BUKOPUCTOBYBATUCS TUIbKU
UL Tiepenadl JaHuX HauOMMmK4YUM Ccycigam), TpOTe 3IaTHICTh CTHUCHEHHS
3arojioBKa Mpu OOMIHI JaHUMH MK JBOMA CYCITHIMH MPHUCTPOSIMU €
0COOJIMBO BaXXJIUBOIO [JIs1 MPOTOKOJIY Mapiupytu3anli. Halripiumii Bunaaok
(Tperiit) Bce 1e ae crymniHb cTucHeHHs 50%. Y npuknaai nependavaeThes,
mo ID inTepdeiicy (IID) orpumano 3 MAC-anpecu npucrtporo. [TorpidHO
TAKOX 3ayBaKUTH, IO CTUCHEHHS 3arosioBka UDP, sk yxe cka3zaHo BHUIIIE, €
yacTuHOw ctaniapty 6LoWPAN, 1110 He Bi100pakeHOo y lIbOMY MPUKJIIA/I].

Dpacmenmayis ma NO8MOpPHe CKIAOAHHS

[Ilo6 momyctutn mepenauy kaapiB IPv6 moepx pamiokananiB IEEE
802.15.4, kagpu IPv6 mnoBuHHI OyTH PO3JUJIEHI HA JACKUIbKA MEHIIHUX
CErMEHTIB. 3 M€ METOI0 Y 3arojioBKax (POpMyrOThCs JOJIATKOBI JaHi, 11100
MOBTOPHO 310paTv MakeTH Yy MPaBUJIbHIA IMOCIIJIOBHOCTI Ha MpUUMabHIN
cropoHi. Komu makeTd aaHuUX MOBTOpPHO 310paHi, J0JaTKoBa i1H(opmarlis
BUJIAJTISIETHCA Ta TAKETH BIJHOBIIOIOTHCS Yy Mo4yaTkoBoMy ¢opmati IPvo6.
[TocnimoBHICTE ()parMeHTallii pi3Ha 3aJ€XHO BijJ TOTO, SIKa MapIIpyTH3aIlis
BUKOPHUCTOBYETHCS (PI3HI METOJM MapIIPYyTHU3allili 0OrOBOPIOIOTHCS HIDKYE).
VY pasi mapuipytuzanii mesh-under ¢gparmeHTH TOBTOPHO 30HMPaAIOTHCS TIIBKU
B KIHLIEBIM TOYIll NMPU3HAYEHHA, TOJI AK y pa3l mapuipyTtusauii route-over
JlaH1 TIOBTOPHO 30MPAIOTHCA MPU KOKHOMY CTpUOKY. TakuM 4MHOM, Y MEpexKi
mesh-under npu KOXKHOMY CTPHOKY HEOOXIIHO MAaTH YMMaJli PEeCypcH IS
30epiranHsa Bcix (pparmenTiB. Tpeba B3dTH 10 yBaru, o B cuctemi mesh-
under OUIBIIICTh MepexeBOro Tpadiky HOpMyeThbCs TyKe MBUAKO, TOMY IO
BCl (hparMeHTH MepenarThcs HeraitHo. SKmio sikich (parMeHTH TijJ 4ac
noBTOpHOro 30upaHHs (y cuctemi mesh-under) BiacyTHi — Mae OyTu
MOBTOPHO TEepeaHo MOBHUM makeT. SKII0 MOXINBO, (parMeHTarlii noTpioHo
YHUKATH MAaKCUMaJIbHO JIOBIrO, OCKIJIbKA BOHA HETATHBHO BILJIMBAE HA TEPMIH
CIIyOU aKyMyJaTopa MPHUCTPOIO, TOMY 30€peXKEHHS HU3BKOIO0 KOPHUCHOTO
HABAHTAKEHHs (BKJIIOYAIOUM BUOIP BIAMOBIAHUX MPOTOKOJIB MPHUKIIATHOTO
PIBHSI) Ta BUKOPUCTAHHS CTUCHEHHS 3ar0JIOBKIB MalOTh Ba)XKJIMBE 3HAYCHHS.

Dopmamu 3a20106Ka
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6LoWPAN BUKOpPHUCTOBYE CTEK 3arojioBKiB 1, aHaioriddo IPV6,
po3miupeHi  3aroioBkd. Y  3aromoBkax 6LoWPAN  (puc. 3.12)
periaMeHToBaHl (YHKIIT KOXHOTO 3 TPhOX MIiA3arojioBKiB (ampecaris
KOMIpKH, ¢parMeHTaIliss Ta CTUCHECHHs 3arojioBkKa). Ajpecailiss OCepenKy
MIATPUMY€E JBOPIBHEBE TMeEpecWIaHHs (KaHal 3B'I3Ky), (¢parMeHTaIis
nigtpumye nepenaay MTU IPv6. dopmar 3arojoBka BHU3HAYAETHCS 3a
JIOTIOMOTOF0 TIOJISi THITY 3arojioBKa, PO3MIMIEHOTO Ha IOYaTKy KOXKHOTO
3arosioBka. CTEK 3arojioBKa MPOCTO Po310paTv Ta BpaxyBaTH IiA3arojOBKH,
K1 OyayTh BHAQJICHI, SKIIO B HUX HEMae MOTpeOur. 3aroioBOK ¢parMeHTaIrii
ITHOPYEThCS JJIsI MaKeTiB, skl BKiIagaroTbess B oaud kajap IEEE 802.15.4.
3aroyioBOK OCepeiKy He BUKOPUCTOBYETHCS, AKIIIO JIaH! HAJICUIIAIOTHCS JIUIIE
MIX CYCIIHIMU BY3JIaMHU.

3arosoBok IEEE
802.15.4

CTHcKkaHHS
3arojoBka IPv6

Kopucue HaBautaxenus |IPv6

3arosoBok IEEE
802.15.4

DparMeHT 3arojaoBKa

CtuckaHHs
3arojoBka IPv6

KopucHe HaBaHTaXeHHs
IPV6

3aronoBok IEEE
802.15.4

3aroJyioBoK 3
ajipecariero

®parMeHT
3arojoBKa

CruckaHHs
3aronoBka |IPv6

KopucHe HaBaHTa)KeHHS

IPv6

Puc. 3.12. Po3ramoBaHi y BUrJisiii creka 3aronoBku 6LoWPAN

3arojgoBok  (pparMeHTa  BUKOPUCTOBYETHCS,  KOJU  KOPHUCHE
HAaBaHTAXXCHHs 3aHAJITO BeJWKe, 100 momictutucs B ogHomy kaapi IEEE
802.15.4. 3aronoBok ¢parMeHTa MICTUTh TPH TOJISI: PO3MIp JlaTarpamu, Ter
nararpaMyd Ta ii ycyHeHHs. Po3mip jmararpamMu BU3HAuae 3arajibHUM 00CST
(HeparMeHTOBaHOr0)  KOPUCHOTO  HaBaHTaxeHHsA. Ter  jmararpamu
ineHTudikye Habip (parMeHTIB 1 BUKOPUCTOBYETHCS, 1100 31CTaBUTHU
¢bparMeHTH OJIHOTO 1 TOro  KOPUCHOTO HABAHTAXKCHHS. 3MIILICHHS
naTarpaMu 11IeHTu(iKye yCyHeHHsT parMeHTa B Mexax HeparMeHTOBAHOIO
KOPUCHOTO HaBaHTaeHHs. JlOBXKMHaA 3arojioBka (parmMeHTa CTaHOBUTH 4
0aiiTu 1Ji4 MepIIoro 3arojioBka Ta 5 0aiTiB JjIs BCIX HACTYIHUX.

3aroJjoBOK aJpecu OCepeaKy BUKOPUCTOBYETHCS JJIsl TIepeaadl MaKeTiB
yepe3 kibka cTpudOkiB y 6LOWPAN-Mmepexi. 3aroioBok ajipecu OCepeniKy
BKJIFOYA€E TPU MOJIS: YUCIIO CTPUOKIB, aJipecu JpKepenia Ta oAepkyBaya. [lone
Yyucia CTPUOKIB BUKOPUCTOBYETHCS, 100 OOMEXUTH KUIBKICTh PETPAHCIISIIN
yCceperHi Mepexi Mpu MepecuiiaHHi Bij By3ia 10 Bysia. [lone 3MeHIyeTbes
Ha OJMHHUINIO TPU KOXKHOMY CTPUOKY. SIK TIIBKM JIYUJIBHUK CTaHE PIBHUM
HYJII0, TMaKeT Biakumaerbes. [lons aapecu mxepena Ta ajpecu ofep)KyBaya
BKa3ytoTh I[P kiHneBux Touok. O6uaBa momis Mictsth aapecu [EEE 802.15.4 1
MOXXYThb OyTH YKOpOuY€HI a00 pO3IIMpeHi, K BU3HaueHO y ctaHaapti [EEE
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802.15.4. [loBxxuHa 3arojioBKa aJpecu KOMipku mae 5...17 GalTIB 3ajexHO
BiJl cCIOCcO0y aapecaliii, 110 BUKOPUCTOBYETHCSI.

Mapwpymuzayia

Maprmpyruszanis [26] — ¢yHkmis nepemaul makera JaHUX 3 OJHOTO
MIPUCTPOIO HA IHIKHN, 1HOMI — 3a JOTIOMOTOI0 PETPAHCIAIIN Yepe3 KiIbKa
MPOMDKHHUX BY3iB. 3aJIe)KHO BiJl PIBHA, HA SKOMY PO3TallIOBaHUI MEXaHi3M
MapuipyTu3aiii, BU3Ha4€Ho JBi kateropii: mesh-under abo route-over (puc.
3.13). Mapmpyruzamiss mesh-under BHUKOPUCTOBYE JABOpIBHEBY (/10
kaHainsHOrO piBHA) aapecaiito (IEEE 802.15.4 MAC abo kopoTKy ajpecy)
Ul Tepedadl MakeTiB JaHUX, TOAl SK MapupyTusaiisi route-Over
BUKOPHCTOBYE TPUPIBHEBY (10 MEPEKHOIO piBHS) aapecatito (IP-agpecn).

Ilxepeno [Mepecunanns route-over (3 pisus) OnepxxyBau

5.Ilpuxnananuit piBeHb

5.Ilpuxnaanuit piBeHb

5.Ilpuxnagnuit piBeHb

5.Ilpuknagnuii piBeHb

4.TpancnopTHuil piBeHb

4.TpancnopTHHH piBeHb

4.TpancnoptHuii piBeHb

4.TpancnopTHuii piBeHb

3.MepexeBuil piBeHb

3.MepexeBuil piBeHb

2 KananbHuii piBeHb

2.KananbHuii piBeHb

3.MepesxeBuii piBeHb
S ——

2 KananbHuii piBeHb

3.MepexeBuil piBeHb

2 KananbHuii piBeHb

1.di3uuHui piBeHb

1.di3uyHuii piBeHb

1.di3uuHuil piBeHb

1.di3nuHui piBeHb

Ibxepeno

[Mepecumanns route-over (2 pisest)

OpepxyBau

5.I1puknannuii piBeHb

5.Ipuknanuuii piBeHb

5.I1puknanHuii piBeHb

5.ITpuknanuuii piBeHb

4.TpaHcnOpTHUI piBEHb

4.TpaHcnopTHUii piBeHb

4.TpaHcnopTHUii piBeHb

4.TpancnoprHuii piBeHb

3.MepesxeBuii piBeHb

3.MepexeBuii piBeHb

3.MepexeBuii piBeHb

3.MepexeBuii piBeHb

2.KananbHuii piBeHb

2.KananbHuii piBeHb

1.di3uuHmii piBeHb

—

I 1.®i3uyHul piBeHb I

2.KananbHuii piBeHb
S ———————————

I 1.®i3uyHul piBeHb I

2.KananpHuii piBeHb

1.®i3uyHuil piBeHb

Puc. 3.13. Ilepecunanns nakeTiB mesh-under Ta route-over

VY cucremi mesh-under mapuipyTu3zaiiisi JaHUX BiIOYBA€THCSA MPO30PO,
omxke, mesh-under-mepexi MoxHa BBaXaTu ojHiero IP-niqmepexero. V Takiit
cucteMi € Jjuiie oauH IP-mapiipyrtuzaTtop — TrpaHUYHHUI, BCTaHOBJICHUMN
OJIUH IIMPOKOMOBHHUMN JOMEH, 100 rapaHTyBaTH CYMICHICTb 3 MPOTOKOJIOM
[Pv6 Bumoro piBHSA, SK-OT BUSBIEHHS JyOmtoBaHHs azapecu. L1
MOBIJOMJICHHS TOTPIOHO HaICIaTH y BCl MPUCTPOI B  MEpexi, IO
IPU3BOIUTH /10 BUCOKOTO MEPEKHOT0 HaBaHTaxkeHHs. Mesh-under Halikpaiie
M1IXOIUTH JJIsl MAJIMX Ta JOKAIbHUX MEPEXK.
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VY route-over-mepexax MapmipyTusarmis Mae wicie Ha piBHi P, sk
ONMKMCAHO BHIE. TakUM UYHWHOM KOXEH CTPUOOK y TakKhX Mepexkax
npenacrasisie onuH [P-mapmpyrtuzatop. Bukopucrtanns [P-mapmpyrusanii
CTBOPIOE TIEPEAYMOBH JJIsi CTBOPEHHS OUIBIIUX 1 MOTYXHIIMIMX MEPEK,
OCKIJIbKM KOKE€H MapIIpyTHU3aTop MOBUHEH peanizyBaTu Bcl ¢yHkiii (DAD Ta
1HII1), 10 MIATPUMYIOThCS HOpManbHUM [P-mapmipyruzaTtopom. HaitGinbimn
IIUPOKO BHUKOPHUCTOBYBAHMM TIPOTOKOJIOM MapuipyTu3ailii B route-Over-
mepexax 6LoWPAN Ha cporomni € RPL ([raipl]; Routing Protocol. ¥
nopiBHsAHHI 3 mesh-under, mepeBara mapmpyTHu3aiii route-over Mojsrae B
TOMY, IO OUIBIIICTh MPOTOKOJIB, IO BHUKOPHUCTOBYIOTHCS CHOTOJHI B
craugaptHomy  creky  TCP/IP, Moxe  Oytu  peamizoBaHo  Ta
BUKOPUCTOBYBATUCS y He3MiHHOMY Burisiai. RFC 6550 Bu3Hauae nmpoTokoi
mapuipytuzamii [Pvé nns manonoryxHux mepex 3 BTparamu (RPL), sxuit
niarpumye abo Tpadik «barato g0 oaHoro» (multipoint-to-point) Bif
npuctpoiB. 6LoWPAN-mepexi B LHEHTpaJIbHUM MYHKT  yOpaBJIiHHSA
(manpuknana, cepep B IHTepHeTl), a00 Tpadik «oauH-0aratbom» (point-to-
multipoint) 13 UEHTPaIbHOrO TMYHKTY VHOPABIIHHA [0 NPUCTPOIB Y
6LoPWAN-Mmepexi.

Takox € miaTpumKa Tpadiky MDK JBOMA CyCiTHIMM By3jaamu (point-to-
point). Ognak RPLHeonTtumansHuii BUOIp 1Jig Takoro Tpadiky, OCKUIbKH
JaHl y 0ararbOoX BHUIIQJIKaX MalOTh MEpelaBaTUCh Yepe3 TIPaHUYHUN
Mapuipytuzarop. RPL miarpumye aBa pizHiI peKUMHU MapLIpyTU3Alli: PEeKUM
30€pEKEHHS Ta PEKUM 0e3 30epeeHHs. Y pekuMi 30€peKeHHs BC1 IPUCTPOI
B 6LoWPAN-mepexi KOHBITYpPYIOTBCS — SIK  MapIIpyTH3aTOpH,  sKi
NIATPUMYIOTh TaOJUII0 MapIIpyTH3aiii 1 30epiraroTb TaOJUIO CYCIJIHIX
By3J1iB (neighbor table). TaOmuist MapuipyTusaiii BUKOPUCTOBYETBCS IS
TOTO, 11100 MPOKJIAJATH UIAX JJIA Mepeadl JaHUX Ha KOHKPETHI MPUCTPOi B
0e3IpoTOBIM Mepexi, a TaOJMIl CYCIIHIX BY3JIIB — 100 BIJICTEKYBaTH
HAWOMIKUKX CYCiAiB By3Jna. Y pexkuMi 0e3 30€peKeHHs € €IMHUM MPUCTPin
13 Tabnuuer MapupyTtuzanili — TrpaHudHui wmapuipytuzarop. OTxe,
BUKOPUCTOBYETHCSA MaplIpyTH3allisl Jpkepena. MapuipyTtuszaiisi Bij JKepea
O3Hayae, M0 MaKeT BKIIOYAE MOBHUM MapumipyT (a0o cTpuOKH), HEOOX1THUMN
JUIsl IOCATHEHHs anapecara. Hampukian, mpu mnepenayi JaHUX BiJ OJIHOTO
IPUCTPOIO Ha 1HIIUN B OfHINA 1 Tikl ke 6LOWPAN-Mepexi AaHi Croyarky
HAJICUJIAIOTHCS 3 BUXIHOTO MPUCTPOIO B TPAHUYHUN MapIIpyTHU3aTOp, SKHM,
y CBOIO 4Yepry, BUKOHYE IMOMNIYK Yy CBOIM TaOJWIll MaplIpyTH3allii 1 J0/1a€ B
MakeT MOBHUM MapumipyT A0 aapecarta. Pexxum 13 30epekeHHSIM HakjaJae
O1IbII1 BUCOKI BUMOTH Ha IIPUCTPOI, 110 JIIFOTh SK MapuIpyTu3aTopu (ToOTO y
HUX MalOTh OYTU PECypCH, TOCTaTH1 Jjisi 30epiraHHs TaOauIlb MapIIPyTHU3AIli
Ta CYCIJHIX BY3JIB), TOJMl SIK MPU BUKOPUCTAHHI PEXKUMY 0e3 30epeKeHHs
ciyx00Ba 1H(MOpMaIlis 30UIBIIYETHCS MPOMOPIIIAHO A0 KUIBKOCTI CTPUOKIB,
K1 TAaKeT Mae MoAo0JaTH, 100 JOCATTH ajipecaTa.
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Asmoxonghicypayis ma usasieHHs CYCIOHb020 8)31d

ABTOKOH(ITYpalliss — aBTOHOMHaA reHepaitis [Pv6-aapecu mpuctporo.
Leit mponiec miisa IPv4 1 IPv6 3nauno BiapizHaserbes. s [Pvo BiH mo3Boise
MPUCTPOI0 ABTOMATUYHO TeHepyBaTu cBO IPv6-aapecy 0e3 Oyab-akoi
B3aeMoii 13 30BHIIHIM cepBepoM DHCP a6o ananoriunum npuctpoem. 11106
OTPUMATH aJIpeCy, XOCT MOXE 3BSI3yBaTHCS Yepe3 IPOTOKOJ BHUSIBICHHS
cycinnix By3miB (NDP, neighbor discovery protocol). Brim, 6arato gynkiriit
NDP takox BkitoueHi B RPL. [Iponieaypa, onucana TyT, cripaBeajinBa TaKOX
st RPL 1 BKJTIOYa€e 4OTUPU TUIIH MOB1JJOMJICHbB:

3amuT y nomrykax Mapmpyrtuszatopa (RS, router solicitation);

oronomeHnHs poyrepa (RA, router advertisiment);

3amuT y nomrykax cycignix By3iiB (NS, neighbor solicitation);

oroJjomieHHs cyciiHboro Bysna (NA, neighbor advertisement).

Bussnenns cycigaboro By3ina IPvé (ND, network discovery) no3Bosisie
IIPUCTPOIO BUSBIIATH CYCIJIIB, MATPUMYBATH 1HPOPMAIIIIO TTPO TX JOCSKHICTB,
KOH(]IrypyBaTH 3a 3aMOBYYBAHHSM MAapIIPyTH 1 TMOIIMPIOBATH IapaMeTpu
koHpirypami. [loBinomnenus RS Bkioudae, kpim iHmoro, npedikc [Pvo-
Mepexi. YcCl MaplpyTU3aTOpU B MEpPEeXi MEPiOJAMYHO HAJCWIAKOTH 11
noBiioMJIeHHs. ko xoct xoue Oparu ydacth y 6LoWPAN-Mepexi, BiH
npu3zHavyae coli 1HAWBIAyaJdbHY ajnpecy JiokanpHOro kanaimy (FE80:11D),
MOTIM TMOCHWJIAE If0 ajapecy noBigomiaeHHs ND BCiM 1HIIUM Yy4aCHHKaM
MIIMEPExKi, 100 TMEpEeBIPUTH, YU BUKOPHUCTOBYETHCS ajpeca KUMOCH IIIE.
Ao XocT He mouye ToBiOMJIeHHS NA 3a NeBHMM mepioa vacy, Tou
npUIycKae, Mo ajpeca yHikaiabHa. Lo mponeaypy Ha3uBalOTh BUSABJICHHIM
nyomoBanHs aapecu (DAD). Tenep, mo0 orpumaTu npedikc Mepexi, XOCT
HaJICUiIa€e MoB1AOMIIEHHST RS-mapiipytuzatopy, o0 oTpuMaT npaBuiIbHUN
npedikc. BuUKOpUCTOBYIOUM 1IIi YOTUPU TOBIJOMJICHHS, XOCT MOXKE
MPU3HAYUTH CO01 MKHAPOHY YHIKAIBHY anapecy [Pv6.

BuxopuctoByroun aBTOKOH(MITYpYBaHHS aipecu JHKepelia, KOKEH XOCT
reHepye [Pv6-anpecy J0KaabHOrO KaHaly, BUKOPUCTOBYIOUHM MOro ajpecy
IEEE 802.15.4 EUI-64, 16-6iToBYy KOpPOTKY ajapecy abo oOuJiBa 0JIHOYACHO.
VY kondiryparii mesh-under miama3oH aapec JOKAIbHUX KaHAIB MOKPUBAE
Bclo 6LoWPAN-mepexa, HaBITh 3 KIJTbKOMa CTPUOKaMHU, 1 aJipec JIOKAIbHUX
KaHaJIIB J0CTaTHbO 1Jia KomyHikamii B 6LoWPAN-mepexi. €auauii pas,
KOJIM HeoOximHa MapiipyTu3oBaHa I[Pv6-ampeca — 1ie mepemada JaHux 3a
mex1 6LoWPAN-mepexi. Y koHbirypaiii route-over 10CTaTHBO JIOKAIbHUX
aZpec KaHaJbHOTO PIBHS ISl B3a€EMO/IIT 3 BY3JIaMH B MEXaxX paJllOMOKPHUTTS.
MapmipytuzoBaHa aapeca moTpiOHa y pasi CIUIKYBaHHS 3 TPHUCTPOSMH,
B1/UTAJICHMMH Ha KiJIbKa CTPHOKIB.
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JUis BCiX 1HAMBIAyaJIbHUX ajipec Hale(EeKTHBHIIIE — OTPUMATH iX 3
nokansHol anpecu IEEE EUI-64. ¥V 6LoWPAN 3B'i3ka MDK KaHaloM,
ananraiiero Ta [P-3arojgoBkom J03BoJIsI€ ITHOPYBATH Ta yCyBaTH MOTPEOy y
BU3HAUEHHI aJipec, 10 MPU3BOAMTH JO MEHIIUX 3arojioBKiB. Tak camo
aBTOKOH(ITYpYBaHHS Ma€ BCTAaHOBHUTH ajpecallito iHtepdeicy Tak, oo
BUKOPHUCTOBYBaTH 3arainbHuil mpedikc, a 6LoWPAN iioro irHopyBaTume.
6LoWPAN moke BUKOPUCTOBYBAaTH KOPOTKY aJpecy KaHairy, 1100 OTpuMaTu
IPv6-anpecy 1, ik pe3yabTar, O1IbII KOPOTKI 3aT0JIOBKH.

besnexa 6LOWPAN

VY 3aranpHoMy Bunagky Oesneka 6LoWPAN mnoBuUHHA J03BOJIATH
rapaHTyBaTH KOH(IIEHIIAHICTh JaHWUX, a TaKoK IX I[UICHICTh Ta
JNOCTYIHICT Mepexl. BHIIIEeHO pPI3HI MOXKIMBOCTI aTaKk Ha MEpPexi
6LoWPAN, siki moaisit0ThCS Ha JIB1 KaTeropii:

30BHIIIIHI aTaKHU:

NacMBHA 3OBHINIHS aTaka: HaMpPUKIAI, MPOCITyXOBYBaHHS IS
BUSIBJICHHS KOH(D1AeHIIiITHOT 1HpopMalii (mpobiaeMa KOH(IASHIIHHOCTI).

aKTHBHA 3O0BHIIIHS arTakKa: MPUKIAA, BIAMOBAa Yy OOCIYroByBaHHI
IUISIXOM TUIYIICHHS PaJiOCUTHATY 3 METOIO Mapali3yBaTu Mepexy (rmpobiiema
JIOCTYIHOCTI).

BuytpimiHi aTaku:

[lpuknan: nponukHeHHss B 6LOoWPAN  nmns 36opy  abo
PO3MOBCIOKEHHST 1H(pOpMaIlli B 3JIOBMUCHUX HUIIX (MPOOJIEMHU ILIICHOCTI,
KOH(1JICHIIIMTHOCTI Ta JOCTYIHOCTI).

{06 3podutn 3B'130Kk 1o 6LOWPAN sikomora Oe3neuHimum, Oe3neka
MOBUHHA OYTH peali3oBaHa Ha PI3HUX PIBHAX CTEKa IIPOTOKOJIIB.

Ha piBai MAC: amroputm AES noBHHEH BUKOPUCTOBYBATHCS Jis
3aXHUCTY KaHAJIBHOTO PIBHS.

Ha mepexunomy piBHi:

BukopuctanHs [Psec moxiuBe, ayne mudpyBaHHS CIOXHBaE Oarato
pecypcis, 1 Meroa ooMiny kimodamu IKEv2 (RFC 5996) BukoprcToByBatTu He
MokHa. HeoOXxiHOW yMOBOIO € KepyBaHHS KilodeM I[MHU(pyBaHHS 3a
JIOTIOMOT'0K0 MiHIMaJILHOI'O KOPUCHOTO HaBaHTa)XEHHS, a TAKOX OOMEXKEHHS
MOB1JIOMJICHB, IKUMH OOMIHIOIOTHCSI BY3JIH.

I mepexx 6LoWPAN Oyio peamizoBaHO PO3IMIUPEHHS MPOTOKOTY
SEND (RFC 3971) (ckopouenns Big SEcure Neighbor Discovery protocol)
JUTSl 3aXMCTy MEXaHI3My BUSIBIICHHSI CYCIJiB, sike HaszuBaeThbcsi LSEND (Bin
anrmiicekoi Lightweight Secure Neighbor Discovery Protocol, «monerimene
BIJITIPABIICHHSD).

Ha piBHI mopaTkiB: HampuKiIaa, OAHUM 13 PIIICHb € BCTAHOBJICHHS
oe3nexu uepe3 SSL.
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Bynun 3poOneHi pi3HI TPOMO3MIT MIOAO0 oONTHMI3aImii  Oe3meKu
6LoWPAN, TaKi sK:

BUKOpPHUCTaHHS mapameTpiB Timestamp 1 Nonce 3aronoska IPv6 mis
3axucty Mepexxk 6LoWPAN Bijx atak ¢parmentarii [P (in) (mo-¢paniry3bku:
«arakye ¢parmerroBasi [P-makern»);

CTUCHEHHsS  3arojioBka IPsec  mms  omTuMizarli  KOPHCHOTO
HABaHTAXCHHS;

peamizaiisi TPOMDKHOTO IPOTrpaMHOTO 3a0e3IMeUYeHHs, M0 JO03BOJISIE
aHajizyBatu pu3uku 0esmeku y 6LoWPAN.

onTUMi3alis MUppyBaHHS.

6LOWPAN BUKOPUCTOBYE TiepeBard MOTYXKHOI CHUCTEMH O€3MeUHOl
nepenaudl gaHux AES-128 kananpHoro piBHs, BuzHaueHoi IEEE 802.15.4.
besneka kaHampbHOTO  piBHSA  3a0e3MedyeThCs — aBTEHTHdIKAILIEID — Ta
mudpyBanHsaM. Kpim Oe3nexku kanaibHOro piBHs B 6LoWPAN-cucremax,
JEMOHCTPYE BIJIMIHHY POOOTY MeEXaHi3M O€3MEeKH TPaHCIIOPTHOIO PiBHS
(TLS). TLS, sax BuzHaueHo RFC 5246, npamtoe moBepx TCP. VYV pasi
oOMexxeHnx pecypcis, e UDP oOpaHO MpPOTOKOJIOM TPaHCHOPTHOTO PIBHS,
st 3a0e3nedeHHs  Oe3MeKM  Ha  TPAHCIOPTHOMY — PIBHI  MOXKeE
BukopuctoByBatucsi RFC 6347 (6e3rneka nararpaM TPaHCHOPTHOTO PIBHS).
Opnak ciig 3azHaunty, o peanizamiss TLS/DTLS Bumarae, o0 npuctpoi
MaJidi HEOOXIJHI pecypcH, Takl SIK amapaTHUM MeXaHI3M KOJyBaHHS, 1100
3a0€3MEeUUTH BUKOPUCTAHHS PO3IMIMPEHOro Habopy mmudpiB Ta 1HIII.
[Ipuctpoem, cnieniagbHO poO3pOOJICHUM ISl LIMX 11i1ei, € 0e3apoToBuit MCU
TI CC2538, B sikuii BOy10BaHUI MOTYKHUM LIEHTpalibHU mipoiiecop ARM®
Cortex®-M3 Ta paxgio IEEE 802.15.4. ITpuctpii mae Flash-nam'ste 10 512
KOalT Ta omeparuBHy naM'aTh 32 KOaWT, TaKOXX OCHAILICHWM amapaTHUM
MEXaHI13MOM KOAYyBaHHsI, 37aTHUM J10 miarpumku TLS/DTLS.

3.2.2. WPAN 3 IP — Thread

Thread - BimHOCHO HOBUIT MepexeBuit mpoTokoi i IoT 1 3acHOBaHMit
Ha IPV6 (6LoWPAN). Horo OCHOBHOIO METOK € JOMAIIHii 3B'I30K Ta
JoMaIliHs aBroMatuzailis. Temy Oyino 3amymieHo y aunui 2014 poky 3
dopmyBannsm Thread Group [1].

I'pyntytouucey Ha mnporokoni IEEE 802.15.4 1 6LoWPAN, Bin Mmae
CIUIBHICTh 13 Zigbee Ta iHmmuMuU Bapiantamu 802.15.4, ane i3 CyTTE€BOIO
pizaunero B Ttomy, mo Thread e IP-agpecoBanum. Ileit |IP-mporokomn
I'PYHTY€ETbCS HA MPUKIAAHOMY Ta (PI3UYHOMY PiBHI, 110 HanawThes 802.15.4,
Ta Takux (yHKIAX, sk Oe3meka Ta mapmpytuzamis 3 6LoWPAN. Thread
TaKOXX 3aCHOBaHMI Ha mesh-mepexi, 1o poOUTh WOro MpPUBAOIUBUM IS
JIOMAIlIHIX CHUCTeM OCBITJIEHHS 13 250 MpUCTPOSIMH B OJHIM MEpexi.
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®dinocodiss Thread momsirae B ToMy, mo, mo3Boisroun [P-agpecartito B
HaMEHIIIOMY 3 JaTYWKiB 1 JOMAIllHIX CHCTEM aBTOMAaTH3aIlli MO’KHa
3MEHILIUTH EHEPrOoCIOKUBAHHS, TOMY IO HE MOTPiIOHO 30epiraTu cTaH
MpOTpaMu, OCKUIbKH MPOTOKOJI BUKOPUCTOBYE AeUTarpaMyd Ha MEPEKHOMY
piBHI. Ile Takoxx mepenbadae, MO TPAaHWUYHUA MapIIPYTH3aTOP, HA SIKOMY
PO3MIIITYEThCS Mepeka MmoTokiB Thread, He moBUHEH 0OpOOJATH MPOTOKOIN
MPUKJIAJHOTO PIBHS 1 MOXE 3HHU3UTH CBOKO MOTpeOy B MOTYKHOCTI Ta
o0pobmi. Hapemri, cymicamii 3 IPV6, BiH mo cyri Oe3neyHuil mpu
mupyBaHHI BCIX MOBIIOMJIEHb 3 BUKOPUCTAHHSIM CTAHAAPTY PO3IIMPEHOTO
mudpysanHs (AES). ¥V naHI0kKy NOTOKIB MOXe 1cHyBatu A0 250 By3IiB 13
MOBHICTIO 3ammMpOBaHUM TPAHCTIIOPTOM Ta aBTeHTH(iKkamiero. OHOBICHHS
IIPOTrpamMHOro 3a0e3MeUeHHs JT03BOJISIE€ BXKE 1CHYyrodoMmy mpucTtporo 802.15.4
OyTtu cymicauM 13 Thread.

Apximexmypa ma mononoeia Thread

Ha ocnoBi crangapry IEEE 802.15.4-2006, Thread BukopucTtoBye
cnenu@ikaiio 178 BU3HAYEHHs piBHIB ymnpasiiHHS gocrynom (MAC) Ta
di3nunoro (PHY). Bin npairtoe 31 mBuakictio 250 Ko6it/c y emysi 2,4 I'T.

3 Touku 30py Tomosiorii Thread BcTaHOBIIOE 3B'I30K 3 I1HIIUMH
MPUCTPOSIMU Yepe3 TPAaHUYHUN MapiIpyTu3arop (3a3Buyaii e curiai Wi-Fi B
JIOMaITHbOMY TocnoaapcTBi). Pemra noBiiomieHHs 3acHoBaHa Ha 802.15.4 1
YTBOPIOE CITKY, 110 CaMOBITHOBIIOEThCS. [IprKia g Takoi TOMOJIOrii MoKa3aHo
Ha puc. 3.14.

Hwxde HaBeieHO pouti pi3HUX MIPUCTPOIB B apXxiTekTypi Thread.

['panruHU MapHIPyTU3ATOP MO CYTi € MIT030M. Y JOMAlIHIA Mepexi
e o0yne kpocosep 3B's3Ky Bii Wi-Fi go Thread, BiH ¢opMye Touky Bxoay B
iHTepHer 13 Mepexi Thread, w0 nOpoxoauTh Mg TPaAaHUYHUM
MapHipyTu3atopom. Jlekiibka TrpaHUYHUX MapIIpyTU3aTOPIB JAOMYCTUMI
B1AMOBITHO A0 crernudikaiii Thread;

B3aeMo03B's13kM € 3MIHHUMHM Ta caMO BiJHOBIOBaHUMH. [IpoBimHuM
IPUCTPIN Kepye PEeeCTpOM MPU3HAYEHUX 1IEHTU(PIKATOPIB MapUIpyTU3aTOpPA.
Benyuuii Tako)X KOHTPOJIIOE 3alMTU Ha KIHIEBI MPUCTPOI, K1 MIIKIIOYEHI
st mapupytusaropiB (REED), mis peknamyBaHHS Ha MapHIpyTHU3aTOPH.
Jlinep Mo’ke TakOXX BUCTYMNAaTH y pOJi MapHipyTHU3aTopa 1 MaTh HallaJKiB —
KiHIIeBI mpuctpoi. [IpoTokon mpu3HaAueHHs ajpec MaplipyTuzaropa — Iie
npotokon oomexeHb nporpam (CoAP). Indopmariis mpo cTaH, AKOK Kepye
MPOBIAHUN MPUCTPIA, MOXKE 30epiraTucs Ha I1HIIUX MapUIpyTU3aTOpax
noTokKiB. I{e m03Bosise 3a0€3MeYnTH CaMOBITHOBJICHHS Ta MEPEXia Ha 1HIITUN
pecypc y pasi, SIKIIO JIiiep BTpavyae 3B'S30K.

MapmipyTuzatopu TOTOKIB  KEPYIOTh CIOy>KO0aMu  MapiipyTu3arlii
Mepexi. MapiipyTu3aTop MOTOKIB HIKOJIM HE BXOJUTh y CTaH OYIKYBaHHS,
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ane crnerudikaiiero T03BONSIETHCS, 1100 BOHU 3HIDKYBAJIM CBIM PIBEHB [0
REED.

FpaHnuHM
MapupyTusar

Kepyto
uni
npucrp

Motoko
BUiA
MapLup
yTusar

FpaHnuHui
MapLupyTusar

Puc. 3.14. [Ipuknan mepexnoi Tonosorii Thread, micTuTh rpanuyHi
MapuipyTusaropu, mapuipyrusaropu Thread ta Bianosiani npuctpoi [oT, siki
MOXYTh 00'€/IHYBaTHCS B mesh-Mepexi.

REED: xoct-npuctpiii, sikuii € REED Moxe crat MapIipyTu3aTopom
a6o migepom. REED He BimoBiIal0Th 32 MapIipyTH3ailito 10 mesh mepexi,
AKII0O BOHM HE MPHU3HAYAIOTHCA MapuipyTuzatopom abdo mjigepom. REED
TaKOK HE MOXKYTh HaJICUJIATH TTOBIIOMJICHHSI 200 TIPUEIHYBATUCS 0 MEPEKI.
ITo cyti REED € kinnieBuMu ToukaMu a0o0 JIMCTOBUMHU By3JIaMU MEPEXKI.

Kinuesi mpucTpoi: Aesiki TOUKH HE MOXKYTh CTaTH MapIIpPyTU3aTOPAMH.
i Tumu REED Maroth 1Bi 1HIII KaTeropii, Ha SKi MOXYTh IIAMUCATHUCS:
noBHOpo3MipHi npuctpoi (FED) 1 minimanbHi kiHuesi npuctpoi (MED).

Cmisiui  KIHIEBI TPUCTPOI: XOCT-TIPUCTPOI, SKI YBIMNUIM B CTaH
OUIKyBaHHS, OOMIHIOIOTHCA J@HMMHU TUIBKH 3 iX 3B'SI3aHUM TOTOKOBUM
MapHIpyTU3aTOPOM 1 HE MOXKYTh HAJICUJIATH MTOB1IOMJICHHS.

Cmex npomoxony Thread

Thread ©Oyne BukopucroByBatu Bci nepeBaru 6LoWPAN Ta
KOPUCTYBAaTUCs TiepeBaraMu CTHCHEHHS 3arojioBkiB, azpecarii I[Pv6 Ta
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oe3neku. Thread Takox BukopuctoBye cxemy (parmentaiii 6LOWPAN, sk
OMHMCAHO B TOMEPEIHHOMY PO3ILTi, ajie MOAAa€ JIBa JOJATKOBI KOMIIOHEHTH
creka (Tabi. 3.2): qUCTaHIHO-BEKTOpHA MapIIpyTH3allis; CTBOPeHHs meSh-
3B'SI3KY.

Tabmums 3.2. Crek npotokony Thread

Crek npotokoiny Thread Cropomena mozens OSI
HTTP, CoAP, MQTT Ta iH. 5. llpukianauii piBeHb
CrtBopennst mesh-38°3xy (MLE) 4. TpancnopTHUl piBEHb
I TLS/DTLS
UPD
JlucraHIiiitHO-BEKTOpHA
MapIpyTHU3alis 3.MepexeBuil piBeHb
IPV6
6LoWPAN
Pieenr MAC IEEE 802.15.4 2. KananbHuii piBeHb
PHY IEEE 802.15.4 1.®di3uyHul piBeHb

Mapwpymuzayis Thread

Thread BukOpHUCTOBYE OOXIJIHY MapUIPyTH3aAIlll0, SK OINKMCAaHO B
nonepeaHboMy posaim, Mapuipyruzamii 6LoWPAN. YV wmepexi Thread
JO3BOJICHO 70 32 aKTUBHUX MapuipytuzaropiB. OO0xig mapmpyTy
IPYHTYETHCS HAa MapLIpyTHU3allli HACTYMHOro nepexoay. Tadmuis OCHOBHHMX
MapHIpyTiB MATPUMYETHCA CTEKOM. Y Cl MapIIpyTU3aTOPU MalOTh OHOBIICHY
KOITIF0 MapIIpyTU3aIlii I MEpEexKi.

CrBopennst mesh-38'si3ky (MLE) — 1ne crnoci® OHOBIEHHSI BapTOCTI
MPOXO/KEHHST HUISIXY B1J OJHOTO MAapIIpyTH3aTopa 0 IHIIOTO y MEpEexi.
Kpim Ttoro, MLE 3aGe3neuye cmoci0 iaeHTu(iKalii Ta HaJalTyBaHHS
CYCIJTHIX BY3JIB Yy Mepexi Ta 3abesreuueHHs ix Oesneku. Ockiibku mesh-
Mepeka MOXKE JTUHAMIYHO PO3MIMPIOBATHCA, CTUCKATHCS Ta 3MIHIOBATU
dbopmy, MLE 3a0e3neuye MexaHi3M BiIHOBJIEHHS Tomojorii. MLE po3aiauTs
iH(opMaliio PO BapTICTh HUIAXY 3 yciMa IHIIMMHU MapHIpyTHU3aTOpaMu Y
ctuciaomy ¢opmari. IloBimomiennss MLE TpaHCIIOBaTUMYTBCSI B MEPEKY
IIUPOKOMOBHUM YHHOM IMPOTOKOJIOM OaraToaJpecHOl PO3CUIIKH JJIsI MEPEXK 3
HU3BKUM €HEeprocrnokupaHHsM 1 Brpatamu (MPL).

Tunosi mepexi 802.15.4 BUKOPUCTOBYIOTh 3HAXOKCHHSI MapIIpyTy Ha
BuMory. Lle Mmoxke OyTu moporum (MpPOMyCKHA 3[AaTHICTh Yepe3 HAIOBHEHHS
MepeXi MOBIJOMIICHHSIMU PO MOIIYK MapuipyTy), a Thread namaraethcs
VHUKHYTH 11i€i cxemu. llepiomnuno mepexeBuii mapuipytuzatop Thread
OOMIHIOBAaTUMEThCS peKJIaMHMMH maketramu MLE 3 BimomocTsiMu T1ipo
BapTICTh 3B'I3KYy 31 CBOIMH CYClJJaMU, MO CYTI, 3MYIIYIOUHd MaplIpyTU3aTOPH
MaTHd TOTOYHHMM CIMCOK MNUISAXIB. SKIIO MapmipyT MepepuBaeTbest (XOCT
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3amumiae  Mepexxy Thread), wapuipyTuzaropu HamararoThCs 3HAUTU
HACTYITHUN HaWKpaIyil DUIIX 0 Miciist mpu3HavyeHHs [1].

Thread Takoxx BuMIpro€ sKiCTh 3B'I3Ky. Ilam'staitre, mo 802.15.4
WPAN 1 piBeHb CHTHAJly MOXE€ JUHAMIYHO 3MiHIOBaTUCA. SIKICTh
BUMIPIOETBCS BapTICTIO 3'€THAHHS BXIJHUX TOBIJOMIICHb IS Cyciga 31
3HAYCHHSIM HY/b (HEBiZOMa BapTiCTh) M0 3HAYEHHS TPH (XOpOIla SKICTh).
Tabun. 3.3 miacyMoBYye BiTHOIICHHS SKOCTI 40 BapTocTi. Lli sKicTh 1 BapTICTh
MOCTIITHO KOHTPOJOIOTHCS 1, SIK 3rajyBajiocs, MepioAUYHO MOUTUPIOIOTHCS 110
MEpEX1 JIJIsi CAMOBITHOBJICHHS.

Tabmums 3.3. BignomenHs sikocti 10 BapTocti WPAN

SIKiCcTh 3’ € qHAHHS Baprictb 3’eqHaHHA
0 Hesimoma

1 6

2 2

3 1

Aopecayis Thread

[Ilo0 3HaliTH MapmpyT 10 AOYIPHBOIO BY3ja, MPOCTO MEPEBIPSIIOTHCS
crapmii  OITM  aJapecu JOYipHBOrO €JeMEHTa, I00 3HalTu ajpecy
0aThKiBChKOr0 MapiipyTuzaTopa. Ha mpomy erami jpkepenio mepeaadi 3Hae,
SK JICTaTHCS JI0 HaIlajKa, a TaKoX 1H(opmalliio Npo HACTYIMHUHN Mepexil,
100 pO3MoYaT MapIipyT.

JIMCTaHIIITHO-BEKTOpHA ~ MapIIpyTHU3aIlisi BUKOPUCTOBYETHCS IS
NOIIYKY HUISXIB 10 Mapuipytu3atopiB y mepexi Thread. Bepxui 6 Oit 16-
PO3PSIIHOT aJpecy BKa3yIOTh MapIIpyTH3aTOp MPU3HAUEHHS — 1€ Mpedikc.
Axkmo HwxkH1I 10 61T angpecara BcraHoBiieHI (), KIHIIEBUM ITYHKTOM
MPU3HAYEHHS € el MapiipyTusarop. [Hakiie MapipyTu3aTop npu3HadeHHs
TIepeHANpPAaBIIATUME MaKeT Ha ocHOBI Monoamux 10 6it (puc. 3.15).

15 10 9 0
router_id| carrier_id

Puc. 3.15. 2-6aiiToBa kopoTtka aapeca Thread
cnenudikari 802.15.4-2006

Sxmo wMapuipyT BUXOAWTH 3a Mexi Mepexi Thread, rpanuunmii
MapHIpyTU3aTOp CUTHAII3yBaTUME JIiJiepaM KOHKPETHUX MPedIKCHUX NaHUX,
VBIMKHYBIIM  JaHi  npedikca, koHTekcT 6LoWPAN,  rpanuusi
mapmipytuzaropu 1a cepep DHCPv6. s indopmaris mepemaeThcs 3a
nornomororo nakeriB MLE uepes mepexy Thread.

111



VY mexax mepexi Thread Bcs aapecanis rpynryetbest Ha UDP. fAximno
noTpiOHa MoBTOpHA cripola, mepeka Thread cnimpaTumerses Ha:

noBTopHi crpodu piBHa MAC: ne KOXHUW TPUCTPIM, SKUN
BUKkopucTtoBye minTBepmkeHHss MAC, e orpumaB ACK Big HacTymHOTro
nepexouy;

MOBTOPHI  CIIpoOW  PiBHSA  JOAATKIB: JI€ TPHUKIATHUNA  pPiBEHb
3a0e3neuyBaTUME BJIACHUM MEXaH13M MOBTOPY.

Busenenns cycioa

[IpoTokoin BusiBsieHHs cyciaiB (ND) y nmortoi Bupiiiye, A0 sIKOi MEPExKI
802.15.4 nmpuegnatucs. lIpouec Burnsnae tak:

1) npueaHaHHs MapIIPyTU3aTOpPa KOHTAKTIB A0 BXOAY;

2) mpucTpiid, 1O 3'€AHYETHCS, CKAHY€E BCl KaHAJM 1 BUJAE 3allUT MasKa
Ha KO)KHOMY KaHasil. Yekae Ha BIJIIOB1/Ib MasiKa;

3) SKmIO 3SIBUTHCS MasK, IO MICTUTh KOPHCHE HABAaHTAXCHHS 3
MEpEeXHUM 11eHThdikaTopoM Habopy nocayr (SSID) Ta moBinoMieHHs Hpo
J03B1JI, IPUCTPI Tenep npueaHaeThes 10 mepexi Thread;

4) s TUIbBKK NPUCTpid Oyne BusiBieHO, noBigomiieHHss MLE OynyThb
nepeaani s iAeHTUdIKaNli CyCIIHBOIO MaplIpyTu3aTopa npuctporo. Llei
MaplIpyTU3aTOp BHUKOHAE BBEACHHS B €KCILIyaTalllo. ICHye nBa pexumu
BBEJICHHS B €KCILTyaTallllo:

— KoH(irypailisi: BHKOPUCTOBYE TO3AILIIXOBUM METO] BBEJCHHS
INPUCTPOIO B eKCIuTyatailito. Jl03BOJsi€ MIAKIIOYATH MPUCTPIM 0 MEpexki
Thread, sik TiJIbKH l0T0 Oy/Ie BBEICHO B MEPEXKY;

— CTBOPEHHS: CTBOPIOE CEAaHC BBEICHHS B CEKCIUIyaTallil0o MIX
IMPUCTPOEM Ta KOMICIMHMM J0JAaTKOM, IO MpaItoe Ha cMapTdOHI1, IJIaHIIEeT
YU B IHTEPHETI;

5) npucTpii, sIKUM 3'€THYETHCS 3 0ATbKIBCBKMM MapIIpyTH3aTOPOM Ta
1JIKJTF0YA€EThCs 10 Mepexi uepe3 MLE-oOMmiH.

[Ipuctpiit icuyBatume sk REED abo kiHieBuid mnpuctpiid, a
0aThKIBCHKIM ajipeci Mpu3HadaeTbes 16-061ToBa KOpOTKa ajipeca.

3.2.3. Wi-Fi ta IEEE 802.11

OcHoBHe mnpu3HaueHHs TexHonorm Wi-Fi  (Wireless Fidelity -
"Oe31poToBa TOYHICTE') - Oe3ApoTOBe po3mupeHHs Mepex Ethernet. Bona
BUKOPUCTOBYEThCA  TaKOX TaMm, J€ HebaxaHo abo0  HEMOXIUBO
BUKOPUCTOBYBATU MpPOBiTHI Mepexi. Hampukman, ais nepenavi iHdopmariii
Bl PyXOMHUX YaCTHH MEXaHI3MIB; SKIIO HE MOXHa CBEPJUIMTH CTIHHU; Ha
BEJIMKOMY CKJIaJll, 1€ KOMIT'TOTEp MOTPIOHO HOCUTH 3 COOOIO.
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Wi-Fi po3pobnenuii koncopmiymom Wi-Fi Ha 6a3si cepii cranmapriB
IEEE 802.11 (1997 r.) [ANSI] 1 3a0e3nedye mBUAKICTh Tiepeaadi Big 1 ... 2
1o 54 Moit/c. Wi-Fi koHCOpIiyM po3po0sisie MpUKIaaHi crenudikamii s
BTUTeHHS cranmapty Wi-Fi B )KHUTTS, BUKOHYE TECTYBaHHS 1 CepTH]IKAIIIO
MPOYKINi 1HIMX (ipM Ha BIAMOBIIHICTh CTAHIAPTY, OPTraHI30BYE BHCTABKH,
3abe3mnedye HeoOX11HO 1HpopMariiero po3pooHukiB Wi-Fi o0magHanHs.

HesBaxaroun Ha te, mo crangapt IEEE 802.11 OyB patudikoBanuii me
B 1997 pori, mepexi Wi- Fi HaOynu mIMpoOKOro MOmUpeHHs TIJIbKKA B OCTaHH1
POKH, KOJIM 1CTOTHO 3HMU3WJIMCS IIHM Ha CEepiiHE MepekeBe oOiaaHaHHA. Y
OpPOMMCIIOBIM  aBroMaru3aiii 3 0Oe3miul  cra”jpaptiB  cepii  802.11
BUKOPUCTOBYIOThCS TibkH ABa: 802.11b 31 mBuakicTio nepegaui 10 11 MoOiT
/¢1802.11g (no 54 Moit / ¢) [26].

Dizuynull i KAHATbHUL PIBEHb

Mogens OSI gns cranpaptiB Wi-Fi 1 IEEE 802.11 nokazana B Tao0:1.
3.4. OcHOBHE Tpu3HaueHHs (HI3UYHUX PIBHIB - 3a0e3MeueHHs 1HTepdeicy 3
0e31poTOBOI0 cepenioBUilieM mepedadi (3 edipoM), a TaKOX OI[IHKa CTaHy
edipy 1 B3aemois 3 piBneM MAC.

Taomuus. 3.4. Pieui moxeni OSI mwis Wi-Fi / IEEE 802.11

Howmep
o OSI moaean Mepexa DyHKIil
7 [Tpuknaguuii - =
6 PiBenn i i
Ipe/ICTaBICHHS
3) CeancoBuii - =
4 TpancnopTHHI - -
3 MepexeBuit - -
[TinpiBeHb
2 Kananbuuii LLC )
(mepenayn JaHUX) [TigpiBeHb
MAC
[TimpiBeHb
1 ST .PL.CP Besnposinna nepenaya, ouinka
[TigpiBeHB ctany edipa
PMD

®d13ugHUN PIBEHB CKJIAIA€THCS 3 JIBOX I1JIPIBHIB:

- PLCP (Physical Layer Convergence Protocol) - Bukonye mporeaypy
Binoopaxkennss PDU pisast MAC y ¢peitm ¢popmary FHSS a6o DSSS . s
npolieiypa BUKOHYE Tepeiavy, BUSBICHHS HECYUOi 1 MPUIOM CUTHAITY;
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Cnpomena monens OSI Mpuknan citkn Wi-Fi Ipuknan citku 6LoWPAN

5.Ilpukiannuii piBeHb HTTP HTTP, COAP,MQTT,Websocket ta in.
4. TpaHCIOPTHUI PiBEHb TCP UDP, TCP (besneka TLS/DTLS)
3.MepexeBuii piBeHb Iareprer-nporokou (1P) IPv6, RPL

- [ h 6LOWPAN
2.KaHainbHuii piBeHb

Wi-Fi IEEE 802.15.4 MAC
1.®i3uynuii piBeHb
L ) IEEE 802.15.4

Puc. 3.16. ITpuknamu moxeni OSI, crekiB Wi-Fi Ta 6LoWPAN

- PMD (Physical Medium Dependent) - "miapiBeHb, 10 3aJ€KUTh BiJl
cepenoBuina nepenayi”. Ileit piBeHb Oyje pi3HUM ISl PI3HUX HIBUAKOCTEH
nepeaadi 1 pi3Hux crangaptis 13 cepii 802.11. ITigpiens PMD 3a0e3neuye
nani 1 cepsic ans miapiBHs PLCP 1 ¢dyHkiii pagionepenayl 1 mpuiiomy,
pe3yabTaTOM SKUX € TMOTIK JaHuX, 1Hdopmalls MOpo dYac, NapameTpu
IIPUNOMY.

OcHoBHUM poOounMm ctaHoMm piBHIB PLCP € BusiBieHHs Hecydoi 1
OlLliHKa He3alHsToCcTI KaHaiy. Jlyis BukoHanHsi nepenadyi PLCP nmepemukae
PMD 3 pexxumy "mpuitom" B pexuM "mepenada" 1 MOCHIIA€ €IEMEHT JaHUX
PPDU (PLCP Data Unit).

D13u4HUN PIBEHb BUKOHYE CKPEMOJIFOBAaHHS, KOJyBAHHS 1 YEPTyBaHHS.

[lepenaya curHaiiB mo pajiokaHaly BUKOHYEThCS JBOMa METOIAMHU:
FHSS 1 DSSS. Ilpu upoMy BUKOpUCTOBYEThCS AudepeHiianbia (a3zoBa
vonymsuiss DBPSK 1 DQPSK 13 3actocyBanHsiM KkogiB  bapkepa,
koMiuieMenTapHux kofiiB (CCK - Complementary Code Keying) 1 TexHonorii
nojBiiiHOTO 3roprouHoro kogaysanus (PBCC).

Posmmpennst cnektpa (anria. Spread Spectrum) - oauH 13 cnocoOiB
MiJBUILIEHHS  €(QEeKTUBHOCTI  mepemadil  iHGopmalli 3a  JI0MOMOTrOI0
MOAYJIbOBAaHUX  CUTHAJIB 4Yepe3 KaHal 3 CHJIbHUMHU  JIHIMHUMU
CIIOTBOPECHHSIMHU (3racaHHsMu). Po3mmpeHHs cnekrpa MOpUBOJIUTH 10
301IbIIIEHHS 0a3U CUTHAITY.

B icHyrounx Ha CBOTOAHINIHIA J€Hb CHCTEMax s Il€i MeTu
BUKOPHCTOBYIOTHCS] TPU METO/IU:

TICEBJIOBUITAJIKOBE TEepeCcTporoBaHHs poboudoi yactotu (anria. FHSS -
Frequency Hopping Spread Spectrum). CyTh MeTOy MOJSTA€E B MEP10IAYHIMI
CTpUOKOMO/110H1M 3MiHI YACTOTH OMIOPHOTO CUTHAITY 3a MEBHUM aJITOPUTMOM,
B1JIOMUM TNpuiiMauy 1 nepeaaBauy. [lepeBara meTony — mpocToTa peanisariii,
HEJIOJIIK — 3aTpUMKa B TMOTOII JaHUX MPU KOXKHOMY CTpUOKY. Meton
BUKOpUCTOBYETHCA B Bluetooth; GSM;
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PO3IIMPEHHS CIEKTpa METOJIOM MpsiMOi mociioBHOCTI (aHria. DSSS -
Direct Sequence Spread Spectrum). Metoa 3a €heKTHBHICTIO TIEpPEBEPIIYE
FHSS, ane cknagaimmii qys peanizaiii. CyTs METOMY MOJSATAE B MABUIIICHHI
TaKTOBOI YaCTOTH MOJYJIAIII, MPU IbOMY KOXXHOMY CHUMBOJY IE€peIaHOTO
MOBIIOMJICHHSI  CTaBUThCA Yy  BUIMOBIAHICT  JedKa JOCHTH JOBTa
MICEBJIOBUIMAKOBA TOCTIOBHICTE. MeETOI BHUKOPUCTOBYETHCS B TaKHUX
cuctemax sk CDMA i cucremax crangapty IEEE 802.11;

PO3IIUPEHHS CIIEKTpa METOJOM JIIHIMHOI 9acToTHOT Moaysiii (JIUM)
(aara. CSS - Chirp Spread Spectrum). Cyts MeTOAy Mojsrae B nepeOymoBi
YaCTOTH-HOCISI 3a JIHIMHUM 3aKOHOM. MeTol BHKOpPUCTOBYETHCA B
paJiloJoKallii 1 B ISIKUX pagioMoaeMax.

Wi-Fi 802.11g Ha mBuakocti 1 1 2 MOiT/c BUKOPUCTOBYE MOIYJISAIIIO
DBPSK. IIpu mBuakocti nepenadi 2 M6iT/c BUKOPUCTOBYIOTHCS Tl K METO/I,
10 1 mpu mBUaKocTi 1 MOiT/c, ipoTe Jy1st 30UIbIIeHHS TPONYCKHOI 3/JaTHOCTI
KaHAJy BUKOPUCTOBYEThCA 4 pi3HUX 3HaueHHS (pa3u 11 pa30BOI MOAYIISIT
HECYYOI.

ITpotokon 802.11b, BUKOPUCTOBYE TOAATKOBO IIBUJKOCTI mepeaadi 5,5
1 11 M06it/c. Ha uux mBUAKOCTSIX Iepenadl 3amicTh KoJliB bapkepa
BUKOPHUCTOBYIOThCS KomIieMeHTapHi koau (CCK).

Wi-Fi BukopuctoBye Meron moctymy a0 Mepexki CSMA/CA, B skomy
JUISl BHMOKEHHSI UMOBIPHICTD KOJI1311 BUKOPUCTAH1 HACTYITHI MIPUHIIUIIK:

- TIepI, HIXX CTaHISA TMOYHE Iepenady, BOHA IOBIJOMIISE, SIK JIOBTO
BOHA Oy/ie 3aiiMaTH KaHaJl 3B'SI3KY;

- HACTYIIHA CTaHIlig HE MOKE MOYaTH Nepeaady, MOKA HE 3aKIHYUThCS
3ape3epBOBAHE PaHillie yac;

- YYaCHUKHA MEpPEXi HE 3HAI0Th, YU NPUUHATUI iX CHUTHAJ, MOKU HE
OTPUMAIOTH M1ITBEPHKEHHS TIPO 1I€;

- AKIIO JIBl CTaHIll MOYaly MpAaIfOBaTH OJHOYACHO, BOHU 3MOXKYTh
J3HATHUCS MPO 1€ TUIBKH M0 TOMY (aKTy, 110 HE OTPUMAIOTh IMiITBEPIKEHHS
PO IIPUKOM;

- SIKIIIO MIATBEP/KCHHS HE OTPHMMAHE, YYACHUKUA MEPEki BUUIKYIOTh
BUITAIKOBUH IPOMIXKOK 4acy, 11100 moyaTy MOBTOPHY Iepeaady.

3anoOiraHHs, a HE BHUSBJICHHS KOJi31i, € OCHOBHUM B O€3IpOTOBHX
MepeXax, OCKIJIbKM B HUX, Ha BIMIHY B1Jl IPOBIIHUX MEpEX, NepeaaBad
TpaHCUBEpa 3ariyllae CUTHAMN, 0 MPUUMAETHCS.

®opmar ¢peiimy Ha piBHi PLCP mogeni OSI (tabn. 3.4) B pexumi
FHSS noxkazanuii Ha puc. 3.17. Bin ckiiagaeThCcsi 3 HACTYITHUX TOJIIB:

- «CuHXpoHi3auis." - MICTUTh YepryroThcsa HyJl 1 oguHull. CIyKUTh
JUTSI TIZICTPOIOBAHHS YaCTOTH HA MIPUHAMAIOUO0l CTaHIIii, CHHXPOHI3YE PO3MOALT
MaKeTIB 1 JJ03BOJIsIE BUOPATHU aHTEHY (TIPU HASIBHOCTI JEKLJIBKOX aHTEH);
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- "Crapt" - mpanop nouatky ¢peiitma. Cxnagaerses 3 psaaka 0000 1100
1011 1101, sika ciuyXuThb A CUHXpOHI3amii ¢pemMiB Ha mNpuitMaroyoi
CTaHIIIT;

- "PLW" - "Psdu Length Word" - "ci0BO mOBXHHH CIyKOOBOTO
exementa nanux PLCP", PSDU - "PLCP Service Data Unit" - enemenT nanux
nigpiBas PLCP; Bkaszye posmip ¢peiima, mo Hamiimos 3 piBas MAC, B
OKTETax;

- "llIBuakicTh" - BKa3ye MBUAKICTH Mepeaadl J1aHux Gpermy;

- "KC" - koHTpOJIbHA CyMa;

- "MAC-¢ppeiim" - dpeitm, o HagiimoB 3 MAC-piBas mozeni OSI i
mictutbk PSDU;

- "Tema PLCP" - nmons, nogani Ha miapiBHi PLCP.

[IpeamOyna 3aronoBok PLCP

»
>

R
<«

A

[
»

Cunxponis. | Crapr | PLW | IlBuakicts | KC | MAC-dpeiim (PSDU)

80 oIt 16 6ir 12 OiT 4 01tn 16 OiT 3MIHHA TOBXHHA

Puc. 3.17. ®opmar dpeitmy PLCP nns pexxumy FHSS

dopmar ¢perimy Ha piBHi PLCP momeni OSI (tabn. 3.4) B pexumi
DSSS nokazanuii Ha puc. 3.18. Y HpbOMy M0JIsi MatOTh TaKUM 3MICT:

[IpeamOyna 3aronosok PLCP

»
L

& »
l P

Cunxponis. | Crapt | Curnan | Cepsic | Josxkuna | KC | MAC-dpeiim (PSDU)

128 6it 16 Git 8 oIt 8 oIt 16 6ir 16 Oir 3MiHHA TOBXUHA

Puc. 3.18. ®opmar Pppeiimy PLCP st pesxkxumy DSSS

- "Cunxponizamis" - MICTUTh TINBKM OJWHUIN 1 3a0e3nedye
CHUHXPOHI3AIlI0 B MpUMMabHIN CTaHIIIi;

- "Crapt" - npamnop novarky ¢peitma. Mictuth psgok 0 xF3A0, saxa
BKa3ye MOYaToK Mepeaadi mapaMmeTpiB, 110 3aekaTh BiJl (DI3UIHOTO PiBHS;

- "Curnan" - BKa3ye TUN MOJIYJAILIl 1 IMIBUIAKICTH Mepeaadl JaHOTO
bpeiimy;

- "Cepsic" - 3ape3epBoBaHO Jisi MaOyTHIX Mou(iKaliil CTaHAapTY;
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"JloBkHHA" - BKa3ye 4ac B MIKpOCEKyHAax, HEOOXiHEe Uil mepeaayl
MAC-¢ppetima;

- "KC" - KOHTpOJIbHA CyMa;

- "MAC-¢ppeiim" - dpeitm, o Hagiimos 3 MAC-piBas mozeni OSI i
mictuts PSDU;

- "Tema PLCP" - mons, mnonani Ha miapisai PLCP.

HanbHicth 3B'I3ky 3acobamu  Wi-Fi cuibHO 3aiexurh Bif YMOB
MOIIMPECHHS  €JIEKTPOMArHITHUX XBWJb, THIy AaHTEHH 1 IIOTY>KHOCTI
nepenaBada. TWMOBI 3HAYEHHS, [0 BKa3ylOThCs BHpoOHUKamMu Wi-Fi
obnanHanHsA, ckianaiTs 100-200 M B mpuMilieHHlI 1 10 JACKUIBKOX
KUTOMETPIB Ha BIAKPHUTIN MICIIEBOCTI 13 3aCTOCYBaHHSM 30BHINIHHOI aHTESHH 1
npu notyxHocTi nepenasada 50...100 MBT.

Apximexmypa mepeaici Wi-Fi

Cranpapt IEEE 802.11 BcTaHOBIIOE TpU BapiaHTH TOIOJOTIT MEPEXK:

- He3zallexkH1 0a3oBi 30HM obOciyroByBaHHs (Independent Basic Service
Sets, IBSS);

- 6a30Bi 30HM o0cayroByBaHHs (Basic Service Sets, BSS);

- po3mmpeni 300U oociyroByBanHs (Extended Service Sets, ESS).

ITin 30HOKO OOCIYrOBYBaHHSI TYT PO3yMI€TbCS HaAOIp JIOT1YHO
3rpynoBaHux nOpucTpoiB. KokHa 30Ha OOCIYyroByBaHHsS Ma€  CBIM
inentudikatop (Service Set Identifier, SSID). Cranuig-npuiimau
BukopuctoBye SSID st BU3HAYEHHS TOTO, 3 SIKOi 30HU OOCIIyTOBYBAaHHS
IPUXOJIUTH CUTHAIL

B apxitektrypi IBSS cranmii 3B'si3yroThcs 0Oe3nocepeaHbO OJHA 3
OJIHOI0, 0€3 BUKOPUCTAHHS TOYKH JOCTYIY 1 0€3 MOKJIMBOCTI MMPUETHAHHSA J10
JIPOTOBOI JIOKAJIBHOI Mepexi. 30Ha 00ciyroByBaHHsl SSID BUKOPHUCTOBYETHCS
3a3BUYal JJ1s1 00'€THAHHS B MEPEXKY Majioi KUIBKOCTI CTaHIN, OCKIIBKH B HIM
HE TMependayeHa MOXIIMBICTh PETPAHCIALIl CUTHATY i 30UIbIICHHS
JAIbHOCTI 3B'I3KYy 1 MEXaHI3MU I BUPILMIEHHS TPOOJEMU MNPUXOBAHOIO
By37a.

[Ipu Bukopucranni BSS cranuii cnuikyroThCs OJWMH 3 OJHHUM Yepe3
3araJibHUM LEHTPaJIbHUIM BY30JI 3B'I3KY, Ha3BaHUU TOYKOKO JIOCTyIy. Touka
JOCTYMY 3a3BUYal M AKIIOYAETHCS J0 APOTOBOI JOKaIbHOI Mepexi Ethernet.

Posmmpena 30Ha 0OCIyroByBaHHsI BUXOAUTH MpU 00'€JHAHHI KIJIBKOX
BSS B equny cucremy 3a J0OMOMOTOI PO3MOAIIBHOT CHCTEMH, B SKOCTI SIKO1
MO>KE BUCTYMaTH aApoToBa mepexka Ethernet.
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3.3. IIpoToK0/M JAJIBHBOIO 3B’ A3KY
3.3.1. LoRa ta LoRaWAN

IIpomokon LoRaWAN

VY ciuni 2015 poky Oyno cTBOpeHO HEKOMEpIIiiHy opranizaiiito LoRa
Alliance 3 MeTor0 TpUMHATTS Ta mnpocyBaHHs npoTtokody LoRaWAN, sk
€IMHOTO CTAHIAPTY VIS TII00aTBHUX MEPEX 3 HU3bKUM €HEPrOCTIOKUBAHHIM
(LPWAN - Bin anrin. Low Power Wide Area Network). YuacHukamu pizHUX
piBuiB LoRa Alliance € BupoOHHMKM mporpamHoro 3a0e3mneueHHH,
MIKpOEJIEKTPOHIKHU, orepaTopu 3B's13Ky: 1 T.1. Y LoRa Alliance BXoasTh Taki
kommaHii, sk: IBM, Semtech, Cisco, Inmarsat, Swisscom 1 inmmi [1].

Konu roBopsarts mpo TexHosorii LoRa, To Haifuacriiie MaroTh Ha yBa3i 1
meron moxaynsauli LoRa, po3pobnenuit Semtech, 1 BIOKpuUTHUN NPOTOKOI
LoRaWAN.

Axmo mooynayis LoRa e, gizuunum pienem (OSI media layer 1), To
LoRaWAN (Long Range Wide-Area Networks) - ye MAC npomokon
kananvrozo piBHsA (OS] media layer 2) nms mepex 3 BENIHMKOIO KIJIBKICTIO
BY3JIIB 3 BEJIUKUM paalycoM Jii 1 HHM3bKHM BJIACHUM CIIOXKMBaHHSIM
notyxHocTl. Mepexa LoORaWAN mae npocty apxitektypy Tumy "3ipka" (Bia
anri. Star) 0e3 perpaHcisaTopiB 1 mesh-3B'13kiB. JlJiss BY3JIB Mepexi
XapaKkTEepHi: HU3bke eHeprocnokuBaHHs (10 10 pokiB poOOTH BiJl 3BUYAMHUX
Oatapeit AA), HEBHCOKa IIBUAKICTh OOMIHY JaHMMH, BEJIHMKa JaJIbHICThH
3B'13KY (15 KM B CUIBCBKIM MICIIEBOCT1 1 5 KM B IIUIBHINA MICHKiH 3a0y/10B1) Ta
HU3bKa BapTICTh KIHIIEBOT'O OOJIaHAHHS.

ITporokon LoRaWAN onTuMizoBaHui JJig KiHIEBHX IPUCTPOIB, IO
MpaIioTh Bijl OaTapel 1 BKIouae B ceOe Pi3Hi Kilacu BY3IIiB, 3a0€3MeUyroun
KOMIIPOMIC MK IIBUKICTIO JIOCTABKU 1H(GOpMaIllii 1 yacoM poOOTH MPUCTPOIB
Ipyu BUKOPHUCTaHHI >KMUBJICHHS Bij Oatapeil (akymysstopiB). IIpotokon
3a0e3nevuye MOBHUM JIBOCTOPOHHIM 3B'S30K, a apXITEKTypa, 3a JOMOMOTOH)
CHEIaIbHUX METOMAIB IHU(pPYyBaHHsS, 3a0e3neuye 3arajibHy HaJIIMHICTh 1
oesneky Bcie€i cucremu. Apxitektypa LoRaWAN pospobisiiacs 3
ypaxyBaHHSIM MOKJIMBOCTI aKTHUBHOI pPOOOTH 3 MOOUIBHHUMH KIHIIEBUMU
npuctposimu (end-node), 10 € OAHUM 3 HIBUIKO 3POCTAIOUMX HAIPSIMKIB
«IHTEpHETY peueity.

VY tunogiii LORaWAN Mepexi nuto3u nepefaroTh 3amu@poBaHi J1aHi,
OTpUMaH1 BiJ KIHIIEBUX MpHUCTPoiB (end-node) Ha 1EHTpaldbHUN CcepBep
mepexi mpoBaiaepa (Network Server) 1 gami Ha cepBep gonmatkiB (App
Server) cepBic-mipoBaiiiiepa, 3 SKOTrO JaHl HAAXOASNTh  KIHIEBOMY
KopuctyBauesi (puc. 3.19).

118



Y LoRaWAN wmepexax, Ha BiAMIHY Hanpukiaz, Big Ethernet, mumo3u
(Bix anrn. Gateway) TakoK Ha3MBaIOTh KOHIIeHTparopamu. KiHiieBi npuctpoi
Ha3MBaIOTh KiHIIEBUMU By3i1amu (end-node) abo mpocto By3mamu (node) abo
Toukamu (point). MepexeBuit ctek LoRaWAN iHomi 1mie Ha3uBarOTh
LoRaMAC, u1o0 migkpeciauTH, 1m0 BiH MPAIlOe€ HA IPYroMy piBHI MOl
OSI media layer 2 - MAC (Big auri. Media access control). Came Tak -
LoRaMAC, na3uBaBcs crangapt LoRaWAN, konu BiH po3poOIISIBCS TIIBKU
KoManI0t0 Semtech o ctBopenss LoRa Alliance.

Ha panuii MOMEHT ICHYIOTH JIBI Open source peaiizaiii cTeka
LoRaWAN: mnepma po3pobnena Semtech - LoRaMAC, a agpyra IBM
(LoRaWAN in C). O6uaBi peanizaiiii BUKOPUCTOBYIOTh YHiBepcaibHuii HAL
npaiiBep mnpuctpoiB, 1eil Biakputuii LoRaWAN kox mnopryerbcs mis
3aCTOCYBaHHS B PI3HOMY YCTaTKyBaHHI.

Byzon [nro3 CepBep Mepexi CepBep J0IaTKiB
end-note gateway Network Server App Server

0___> TCP/IP S TCP/1P
== —

LoRa mopyssimis

A
4

Hani 3ammudposani AES-128 kimouem cecii cepBepa JoiaTKiB

v

A

LoRaWAN mpoTokon

A
v

Hani 3ammdposani AES-128 kmrogem mepeskeBoi cecii

Puc. 3.19. ®opmyBanns LoRaWAN wmepex

Apximexmypa LoRaWAN mepeoic

LoRaWAN end-node - kinuesi npucmpoi

Kinnesi npuctpoi LoRa (kinuesi By3nH, end-node) € ememeHTamu
LoRaWAN wmepexi cucremu LoRa, ge BOHM BHUKOHYIOTH Taki (PyHKII, SIK
BUMIp ab0 yIpaBJiHHS 1 KOHTPOJb. BOHM pO3TAlIOBYIOTHCS BIJIJAJIEHO 1
MaloTh, K TMPaBUJIO, OaTapeiiHe XUBJEHHA. BUKOPHUCTOBYIOUHM MEpEKEeBUI
nporoko1 LoRaWAN, mi kiHieBi Ttouku (end-node) MOxyTb OyTu
HaJalToBaH1 Tl 3B's3Ky 3 1umro3oM LoRa (koHuenTtpatopom abo 6a30Bor0
CTaHIII€I0).
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Hani B LoORaWAN mepexi MOXXyTh nepeaaBaTucs B OOHIBI CTOPOHH,
K B KiHIIEBUX TouoK (end-node) mo cepBepa, Tak 1 Hazaa. Touku (end-
node) mepeAarOTh NaHi HE MOCTIHHO, a BKIIOYAIOTH MEepenady Juile Ha
JESIKUI MPOMIDKOK Yacy (sIK MpaBujo Ha 1-5 cexyH1), miciisd 3aKIHYEHHS SIKOTO
BIIKDHBAETHCS JIBA YAaCOBHX BIKHA I TMpUHAOMY JaHUX. PemTy wdacy
TpaHCUBEPH KIHIEBUX BY3JiB (end-node) 3HaXomsIThcsi a00 B HEAKTUBHOMY
ctani (sleep), abo B cTaHi mpuitomMy, B 3aJI€KHOCTI BiJ] KJ1acy mpucTtporo (A, B
a6o C).

Knac A

Byzon (end-node) mepemae naHi Ha MUTFO3 KOPOTKMMH TIOCHJIKAMU 32
3aianuM rpadikom. [HimiaTopoM 0OMiHY BUCTyMA€E caM KiHIeBui By3oi (end-
node). Touka (end-node), sK TpaBWUIO, HE BHUMAara€ OTPUMaHHS
MIATBEP/DKEHHS CBOTO TIOBIJOMJICHHSI JTOAATKOM  (TOBiIOMJIEHHS 0Oe€3
KBUTAHII/), OAHAK MPOTOKOJ mepeadayvae 1 MOBIIOMIICHHS, Ha SIKI CEpBEP
n0/1aTKiB (hOpMYye cCrieliaibHy BiJIIOBI/Ib, "KBUTAHLIIO", @ MEPEXKEBUN CEpBEP
BUOWpae Halkpanui MapumpyT (LUI03) U BIANPABKU IATBEPIKCHHS
(ACK Bixg anrn. acknowledgment - migTBepAXeHHSI)) B MOMEHT BIIKPUTTS
BY3JIOM BiKHA NpHioOMY (ITOBITOMJICHHS 3 KBUTaHIlisMH). By3on (end-node)
NEePEXOUTh B PEKUM MPUUOMY (BIIKPUBAE BIKHO MPUKAOMY) BijApasy IMicCis
BIIMPABKM JAaHUX Ha ACSKUN HETPUBAJIMN Yac, B 1HIIOMY BUIAJKY, OUIBII
TPUBAJIMI Yac, 3HaAXOJUTHCS B PEXKHUMI eHepro3oepexxeHHs: adbo cHy (sleep).
CepBep Hakonuuye it Todok (end-node) MOBIIOMIICHHS 1 MEpecuiae ix
BijIpasy, sk Touka (end-node) BUXoauTh Ha 3B's130K. Lleit kiac kiHieBux (end-
node) By3J1B HallOLIbII €KOHOMIYHUI y BUKOPUCTAHHI €Heprii Ta HalOUIbII
NOIIMPEHUM HA MPAKTHIL.

Knac B

By3zon (end-node) Bkimouae mnpuiiMad 3a rpadikoMm, 3aqaHOMY
cepBepoM. CepBep BiAnpaniisie TOBIIOMICHHS By3ly (end-node) BiAMOBIAHO
1o poskiany. Inimiatropom oominy moxke Oytu i ceppep LoRaWAN mepexi.
[Ipuctpoi (end-node) 11bOro Kjiacy CUHXPOHI3YIOTh BHYTPIIIHIN Yac 3 yacoM
MEpexXi 3a JIOMOMOror MaskiB (BiJ aHri. Beacon), siki pUCTpiil perysisipHO
orpumye Bia 1uno3y. Bysmu (end-node) 1mporo kiacy MaroTh BIJHOCHO
HU3bKY YacOBY 3aTPUMKY B OOMIHI JJaHUMH 1 BIJKPUBAIOTH OUIBII IIUPOKE
yacoBe BIKHO MpHUIOMY, B MOpiBHAHHI 3 kKi1acoM A. Touku (end-node) kmnacy
B takoxx MaroTh BC1 MOXKJIMBOCTI IPUCTPOiB (end-node) kiacy A .

Knac C

VY touok (end-node) poro kiacy BIKHO MPUHOMY BIIKPUTO MOCTIMHO 1
3aKpUBAETHCS TUIBKU HAa MEPioJl KOpOTKodacHoi mepenadi nanux. Cepsep
MOJK€ 1HILIIOBaTH OOMIH B Oyab-IKU Yac, 1 MepeAaTu MOBIIOMIICHHS BY3Iy
(end-node) Bigpasy, y mipy ix mosBu. llefi kmac npuctpoiB (end-node)
CIOXKMBA€E HAWOIIBITY KIIBKICTh €HEprii (B MOpIBHSHHI 3 Kjacamu A 1 B),
TOMY 3a3BHYail HE BUKOPHCTOBYE OaTapeliHe >KMBJICHHS, aje OTPUMY€E HaHl
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Bi cepBepa LoRaWAN wmepexi 3 HaliMeHmumu 3arpumkamu  (lowest
latency). I[Ipuctpoi kmacy C (end-node) mMarOoTh BCi MOXJIMBOCTI MPHUCTPOIB
kiacy A1 B.

Touku (end-node) MOXyThb MPOBOAWUTH OOMIH SIK 3 OJHUM, TaK 1 3
JEKUTPKOMA TIUTF03aMH, BY3JIM MOXKYTh IPAIOBaTH B JIBOX PEKMMaxX: TOYKa-
touka (Big anri. P2P - point to point), komu OOMIH BiIOyBa€eTbCS MIXK
KiHIIeBUM TpucTpoeM (end-node) i noiro3oM (TaKoXK IUIKOM peati3yeMui
OOMIH TUTBKM MDK JBoMa By3idamu (end-node) 06e3 BHKOpUCTaHHS
KOHIIEHTPATOPIB 1 HABITh CepBepa) 1 B TIOPUTHOMY PEXKHUMI, KOIU OJUH 3
BY3JI1B MIJAKIOYEHUH, 3 OAHOrO OOKY, MO paJlOKaHaly 10 1HIIMX BY3JIB, a 3
1HITIOTO OOKY, Ma€ ApOTOBE miaKIrodeHHs 10 Mepexi mo TCP/IP 1 Buctymae B
poJTi ITI03y (BUKOPHCTOBYIOUM MporpaMHe 3a0e3neueHHs packet forwarder).
Takuii OoIHOKaHAJIBLHUM MIHI-IIIJTI03 MOKE OOCIYrOBYBaTH BiJ OJHOTO JO
JEKUIBKOX JECATKIB KIHIEBUX HPHUCTPOIB, Kl OyIyTh KOHKYpPYBaTH MIXK
co0o010 3a BUIbHI TaliM cioTH (Bi7 a1 Time slot) MiHI-IIUTIO3Y JUIsl TpUiioMY
1 mepeayi JaHuXx.

IHInto3u (konyenmpamopu) LoRa

lmo3u LoRa mpusHaueHi [ BUKOPUCTAHHS B  PaJlaJIbHUX
3IPKOMOAIOHUX MEPEKEBUX apXITEKTypaxX BEJIMKOIo pajaiycy il B CUCTEMI
LoRaWAN. Yepes BnactuBocti TexHosorii LoRa i 1numto3u MoXyTh SIBISTH
co0010 0ararokaHajabHI MYJIBTUMOJIEMHI TPAHCUBEPH, SK1 37]aTHI BUKOHYBATH
JEMOJTYJISIIIII0 Bifpa3y JEKIIbKOX KaHaIiB OJHOYACHO, 1 HaBITh OJHOYACHY
JTEMOJTYJISIIIIF0 MHOXKMHU CUTHAJIIB Ha OJHOMY 1 TOMY K KaHami. Lli mumo3u
BUKOPUCTOBYIOTh  IHIINI  PagioyacTOTHI  KOMIIOHEHTH, HDK Ti, SKI
3aCTOCOBYIOThCSl B KiHIIEBIM Toulll (end-node) mis 3a0e3meyeHHs BHCOKOI
eMHOCTI Mepexi. [11mo3u ciry>kaTh B SIKOCTI 1HTEPhEUCY y BUTJISAII IPO30POTO
MOCTa JiJIs Tiepejiadl MOBiAOMIJIEHbh MDK KIHIIEBUMHM By3jamu (end-node) i
LEHTPaJIbHUM CEPBEPOM.

3B'1I30K MK KOHIIEHTparopaMu 1 meHTpalibHuM cepBepoM LoRaWAN
Mepexi omeparopa (TpancrnoptHa backhaul wmepexa) 3milicHIOeTbCS 3a
nornomororo Tpanuuiiaux TexHomnori (Ethernet, WiFi, GSM) no nportokony
TCP/IP.

S0 UUTIO3M  MAKIIOYAIOTBCS 10 MEPEXKEBOro CepBepa 4depe3
craugaptHi IP-3'ennanns, To KkiHeBl By3nu (end-node) BUKOPUCTOBYIOTH
0e3/1poTOBE MIIKIIOYEHHS 0 OJHOrO0 a00 KIIbKOX IUI03iB. BcCl KiHIEBI
Touku (end-node), SK mpaBUIO, € JABOHAINPABICHUMH, aj€ BOHH TaKOX
HIATPUMYIOTh 1 (YHKIIIOHYBAaHHS B PEXKHMI, 110 3a0e3Meuye MOXKJIMBICTD
3MIMCHEHHSI TPYIOBOI'O OHOBJIEHHS TMPOTPAMHOrO 3a0e3leueHHs uepes
CTUIbHHKOBY MepexXy abo mepenady IHIIMX MAacOBUX IOBIJOMJIEHb
(Broadcast), mo 103BOJsiE CKOPOTUTH 4Yac Ha iX mepenady. 3ajekHO Bif
OakaHoi iX KaHAJIbHOI €MHOCTI 1 MICI[b YCTaHOBKHM JOCTYIIHI Pi3HI Bepcii
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IIUTF031B, BOHW MOXYTh BCTAHOBJTIOBATHUCS SIK BCepeIMHI mpuMinieHs (indoor),
Tak 1 Ha BUIIKax abo OymiBisix (outdoor).

Byznu (end-node) LoORaWAN mepexi MOXKYTb OyTH B 30HI OKPUTTS
AK OJHOTrO HUTIO3y Tak 1 jAekuibkoX. Lllmo3oM B Mepexax 3 BHUCOKOIO
HIUTBHICTIO aOOHEHTCHKUX MIPUCTPOIB BHUCTYNAIOTh creriaibHi
OaraTokaHaj bHI KOHIIEHTPATOPH, SIKI MAlOTh MOKJIMBICTh MPUAMATH JIaH1 Bif
JEKUIBKOX BY3iB ogHOYacHO. Came I MOXJIMBICTH IITI03y O€3MocepeHbO
BILTMBAE€ Ha MAaKCUMAJIbHY IIUTbHICTh A00HEHTCHKUX NPHUCTPOiB (end-node) Ha
JUJISTHITI MICIICBOCTI, sIKa 0OCITYTOBYETHCS OJHUM KOHIICHTPATOPOM.

Konnentparopu Ha 6a3i Semtech SX1301 MaroTh MOXIMBICTH
00CITyrOBYBaTH 10 5 THUCSY A0OOHEHTCHKHX IMPUCTPOIB HAa OAWH KBaJpaTHUUN
kutomeTp (Ha Oopty 2 uima SX1257, mo 3a6e3neuyrorh mnonBivHuil RF
dbportrera (Bixg anra. Front-end) ma 8 He3ane)kHUX KaHAJIB, SIKI MOXYTh
MpalroBaTh OJTHOYACHO, 1 0lHUM TpaHcniopTHUM backhaul kananom).

€MHICTh MEpEeX1 3aJIeKUTh BIJl TOIO YUCJA MAKETIB, AKI MOXYTh OyTH
OTpUMaHI B JaHuil MOMeHT 4dacy. Oaun muro3 Ha SX1301 3 8 kanamamu,
BUKopucTtoBytoun npotokon LoRaWAN, 3parauii orpumaru Onusbko 1,5
MJIH. TIaKETIB B JIeHb. TaK 10, SKIO Ball BY30JI BIAMPABISE OJWH MMAKeT Ha
rojiuHy, To oauH mumo3 Ha SX1301 moxke 3 ycmixom OOCIyroByBaTH A0
62500 Takux KiHIEBUX MPUCTPOIB.

3apa3 BeAeThCs cepiio3Ha OopoThOa cepesi NpUXWiIbHUKIB pi3HUX [0T
TEXHOJIOT1M 1 B MOPIBHSJIBHUX TAOIMILIX, € KOKEH HaXBaJllOE caM cebOe, BU
nobaunTe pi3Hy KUIBKICTh BY3JiB (end-node), 110 0OCIyroBYIOThCS OJIHUM
IIUTFO30M: B1JI JICKIJIBKOX COTE€Hb J0 MiJIbHOHIB. Taki gaH1 HeiHGOpPMaTHUBHI 1
MOXXYTh BBECTH UMTaya B OMaHy, OCKUIbKM KOXeH By30i (end-node) moxe
BUIMPABJIATH JIaHI 3 PI3HOK IEPIOUYHICTIO, OOCSAT JaHUX 1 IIBUJIKICTh
nepeaadi MOXXYTh 1CTOTHO BIJPI3HSITUCS, TOMY TOBOPUTH PO TEOPETUUHY
€MHOCTI MEPEeX1 JOCUTh CKJIAIHO 1 JJISI TOYHUX PO3PaxyHKIB MOTPIOHO OpaTu
710 yBaru 0e37114 YMHHHUKIB.

SIKIII0 €MHOCTI cerMeHTa Mepexki HenocTaTHho, To LoRaWAN mepeka
MaciTabyeTbcs:  OUIBII  BHCOKY IIUJIBHICTH BY3diB  (end-node), 110
JIOCSITAETHCST UISIXOM YCTAaHOBKM JOJATKOBUX MLTI031B. IIpu 1mosiBi HOBOTO
IUTI03Y, LEHTpPaJbHUN CEepBEp MEPEkKl NEPEepO3NOJIisie HaBAHTAKEHHS,
BIJIMIPABIIAIOYM KIHIICBUM BYy3JaM "HOBUH Tpadik" BKIIOUEHHS PEKUMY
nepeaadi.

Henumpanvnuii cepeep LoRaWAN mepeoici

[Ipobnemy MOXIMBHUX KOI31M TpPH OJHOYACHIN TIepenadl JTaHuX
JEKUIbKOMa TOYKaMu BuUpilrye neHTpaibHuii cepBep LoRaWAN mepexi,
SKUH aJpecHO Biampasisie Byziam (end-node) mepexi Kepyroui KOMaHIu
yepe3 IUII03U, BHUAUIAIOYM TalM-CIOTH JUIsl mepenadi 1 mpuiomy
IHIUBIAyadbHO JJI1 KOXKHOI KiHIEeBOi Touku (end-node). Ampecarris
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BiI0yBaeThca mo 32-6itHomy DevAddr, yHikanbHOMY JUisi KOXHOTO By3Ja
(end-node).

Hentpansuuii cepep LoRaWAN wmepexi mnpuiimae pilieHHS Mpo
HEOOXIHICTh 3MIHM IIBHAKOCTI mepemaui aaHux Toukamu (end-node),
MOTYXHOCTI TepeaaBaya, BUOOp1 KaHAy mepenadi, ii Mo4arky 1 TPUBaJIOCTI
3a 4acoM, KOHTPOJIOE 3apsa Oarapedd KiHIEBUX BY3miB (end-node), ToOTO
MOBHICTIO KOHTPOJIFOE BCIO MEPEXKY 1 YIpaBIIE KOXKHUM a0OHEHTCHKHUM
MPUCTPOEM OKPEMO.

Koxxen LoRaWAN maker paHuxX, 110 BIANPaBISIOTHCS KIHIIEBUM
By310M, (end-node) mMae B CBOeMy CKJIaJl YHIKaJbHUN 1IeHTU(DIKATOP
nonatky AppEUI, mo HanexuTh JogaTkam Ha CepBepl cepBic-TIpoBaiepa,
IUIsL SKOTO BIH MpPHU3HAYEHUM 1 Lel 1eHTU(]PIKATOP BHKOPHUCTOBYETHCS
neHTpaibHuM cepBepoM LoRaWAN Mepexi uisi moJaibiioi MapupyTru3arii
nakera 1 #oro oOpoOku jgomaTrkoM Ha cepBept (App Server) cepsic-
IpoBanaepa.

Ha mpakrtuii, sSK mpaBuio, IOCAYTA CEpBIiC-TIpoBaiiiepa Hadae
BUPOOHMK KIHIIEBUX MpUCTPOiB (end-node), sSKMil MIATpUMYE CEpBIC A
00OpOOKM JTaHMX, KyId MapUIpyTH3YIOThCa TakeTu 3 cepBepa LoRaWAN
MEpEex1 JIJIsi pOOOTH.

Ak oxkpemuil BHUIIAJIOK, CEpBEp MOAATKIB, CEPBEP MEPEXKi 1 €TUHUM
UTF03 Mepexi (y BUIIIAAI ogHOKaHalbHOTO LoRa TpaHcuBepa) MOXyTh OyTH
o0'emHaHl i1 TOOYJIOBM CIPOIIEHOI MOJIeNIl Mepexl B JIabopaTOPHUX
ymoBax. [Iporpamue 3a0e3nedyeHHsl sipa MEpPEKEBOrO CepBepa BUIBHO HE
NOIIUPIOETHCS, ajle MOXXKe OYyTH OTpUMaHO Micis YKJIaJaeHHs yroau 3 Lora
Alliance, B  3aragbHOMYy  JIOCTYIll  3HAXOJUThCS  JIEMOHCTpaIliiiHa
JIOKYMEHTAII1s.

Cmiiikicmo 00 padionepeuikoo

Bucoka mnpoHMKar4a 3IaTHICTh paJlOCUTHAIY CyOrirarepioBoro
Jiana3oHy B OYyIIBIISIX 1 MifBajax 3a0e3neuye CTaOlIbHUN 3B'S30K Tam, Jie
1HIII1 0€3APOTOB1 TEXHOJIOT11 BUSBJISIOTHCS O€3CHIII.

Mogem LoRa na cymimenomy GMSK kanam wMae MOXIMBICTD
npuayleHHsa nepemkoa 10 19,5 ab (3a paxyHok rayccoBoi ¢insTpariii) ado,
KOKYy4H 1HIITUMU CJIOBaMH, BIH MOXKE IIPUIIMATH 1 IEMOYTIOBATH CUTHAJIM Ha
19,5 nb Hux4e piBHS mepemKoa ado IIyMiB IPU TOMY, IO JJIsl TIPaBUIBHOL
JTEMOJTYJISIT OLTBIIOCTI CHUCTEM 3 YacTOTHOI MaHimyssiiero FSK (Bix anri.
Frequency Shift Keying) morpiOHa moTy>HICTh CUTHAITY, sIK MiHIMyM Ha §8-10
nb BUIIIE PIBHS IIyMY.

Lleit iMyHITET 0 NEPEIIKOJ J03BOJSIE BUKOPUCTOBYBATH MPOCTY 1
Heqopory cucremy 3 LoRa B Tux Michsax, A€ € Baxka CHEKTpaibHa
oOcTaHOBKa (K B OyIb-IKOMy Cy4aCHOMY Meramodjiici) abo B TiOpHIHUX
Mepexax 3B's3Ky. Y IIUX BUTNAJKax BUKOpUCTaHHs TexHosorli LoRa mo3Bomsie
PO3IIUPUTH Jiana3oH MOKPUTTS MEPEXKI 3B'A3KY.
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HIBuakicts B LORaWAN mepexax

energy / airtime

— >
SF 12 n 10 9 8 7

Puc. 3.20. AganTuBHa MIBUIKICTD nepeaadi janux B LoORaWAN
Mepekax

AnantuBHa mBHIKICTH Tiepenaul gaHux ADR (Adaptive Data Rate) B
LoRaWAN wmepexax (puc.3.20).

LoRaWAN npoTokon periamMeHTye MBUIKICTh paaioodominy Bia 300
0i1T/c 10 50 kUI0OIT B CEKYH]y, MIBUAKICTh IMaaa€ 31 301IbIICHHSIM BiJCTaHI
MDK mpuiiMaueM 1 nepenaBadyeM. DakTHUYHO B ICHYIOUUX IPUCTPOSX,
IIBUJIKICTb, MOXXE HE TepeBuInyBaTH 11 KijJ0OIT B CEKyHAy, IO IIJIKOM
JOCTaTHBO JIJISl PO3B'SI3yBAaHUX JIAHOIO TEXHOJIOTIEIO 3aBAaHb.

Jns €Bpormn goctynauit oquH GFSK kanan (Bing anria. Gaussian
Frequency-Shift Keying - momyisiis y BUTJISII 4aCTOTHOI MaHIMYJIALII, IPH
AKIA BUKOPUCTOBYeThCS (inbTp Il'aycca st 3riajkyBaHHs) Tiepeaaul
iHpopmarri 3 morokoM gaHux jgo 50 k6it/c. Y IliBHiuHill Amepuili, depes
obmexeHHs, mo HaknaaaroTbess FCC (Federal Communications Commission
- ®enepanbHa Kowmicis Enextposs'sizky CIIIA), miHiMalbHA MIBHAKICTD
nepenayi JaHux ctaHoBUTh 0,9 KOiT/C.

[Ilo6 mnpoAoBXUTH TepMiH CiIyxkO0u Oarapei (akymymnsitopa) B
KiHIIeBOMY BY3Ji (end-node) 1 onTuMi3yBaTy 3arajbHy MPOMYCKHY 3JaTHICTh
Mepexi, mepexeBuit cepBep LoRaWAN ympaBisie MBHUIKICTIO Tepenayl
JaHUX 1 TMOTYXKHICTIO PaJlovyacTOTHOIO BHUXOJY KOXKHOIO KIHIIEBOTO
npuctporo (end-node) okpemo Ha MmiACTaBl BIACTaH1 BiJ HUTIO3Y. Y IPABIIHHS
3MIMCHIOETHCS 3a JIOMOMOTOI0 aJITOPUTMY aJanTHUBHOI IIBUAKOCTI Iepeaadl
nanux ADR (Bin anrn. Adaptive Data Rate). Ile mae BupimaibHe 3HaYEHHS
JUIS BUCOKO1 TIPOJTYKTUBHOCTI MEPEX1 1 JO3BOJISAE 3IMCHIOBATH 11 HEOOX1THY
MacITaboOBaHICTb.

AnantuBHa mBHAKICTE nepenadi ganux ADR (Adaptive Data Rate)
MpeAcTaBisie COOO0 METOA, Mpu sKOMYy (aKTHYHA IIBUIKICTH Mepeaadl
JTAHUX PETYIIOETHCS TaKUM YMHOM, 1100 3a0€3MeYuTH HAJIMHY TOCTaBKY
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MAaKeTiB, 3a0€3MEeUYNTH ONTHUMAJbHY MPOJYKTHUBHICTH MEPEXi 1 HEOOXITHUMN
Macmtad ans ii 3aBaHTakeHHd. Tak, Hanpukian, By3nu (end-node) Onrpkuyl
70 UUII03y BUKOPHCTOBYBAaTUMYTh 1 OLIbII BHCOKY IIBHAKICTH Nepeaadi
naHuX (a, oTKe, OIbII KOPOTKHI Yac aKTUBHOI Mepeadi Mo pajioKkaHany) i
MEHIIy BHXIJHY MNOTYXHICTh. Tumbku HaiBigmaneHimi touku (end-node)
OyAyTh BHKOPHUCTOBYBaTH HHU3bKY IIBUIKICTb MepeAaul JaHUX 1 BUCOKY
BUXITHY TOTY)XHICTh TIepeaaBava. [eXHOJOTiS aJanTHBHOI IIBUAKOCTI
nepenadi ganux ADR Moxe BHeCTH HEOOXIJHI 3MIHH B MEPEKEBY
1H(pacTpyKTypy 1, TaKUM YMHOM, KOMIIEHCYBATH pI3HI BTpAaTH Ha Tpaci
nepeaadl CUrHaiy.

LoRaWAN wMepexxa ™Moxe OyTH pO3ropHyTa 3 MiHIMAJIBHUMHU
IHBECTHUIIIAMU B 1H(QPACTPYKTYpy 1 3 Ti€l0 1i €MHICTIO, SIKa KOHKPETHO
noTpiOHA 1A TaHOTO 3aCTOCYBaHHs. SIKIO pPO3TOpPHYTO OaraTo ILIIO3iB, TO
TexHojorist ADR Oyne 3miniyBaTd MBUIKICTh Mepeaadi JaHUX B CTOPOHY
M1JIBUIIICHHS, 1110 3a0€3MeYnTh MaclITa0yBaHHSI EMHOCTI MEPEXK1 B MeXax Bij
6 1o 8 pas.

[Iporokon LoRaWAN Bu3Hauae KOHKpPETHUM HaOIp UIBUIKOCTEU
nepeaadl JaHUX, alleé KpaloBui yin abo Tak 3BaHui ¢izmuynuil map (PHY,
OSI media layer 1), ToOTO cama iHTerpajibHa cXema, NpU3HAYEHA ISt
BUKOHaHHS PyHKIIN (izuuHOrO piBHS MepexeBoi moaem OSI, 3natHa natu
Oinbiie BapianTiB. Hampuxnaa, Semtech SX1272 miarpumye MIBUAKOCTI
nepenayi ganux Big 0,3 no 37,5 k6i1/c, a SX1276 Bia 0,018 no 37,5 x6it/cC.

besnexa ¢ LoRaWAN mepeosicax

JIns 3aXHMCTy BiJl HECAHKI[IOHOBAHOTO JIOCTYITYy 1 CIIOTBOpPEHHsI abo
NEepPEXOIJICHH JaHWX, NepeAaHuX KiHIeBUMH mpuctposimu (end-node), B
LoRaWAN wmepexax cTaHaapTy IMepeadaueHo OOOB'SI3KOBE JIBOpPIBHEBE
mudpyBaHHs JaHux asoma pisHuMU AES-128 kmouamu no RFC-4493.

3abe3neuyeTbcsl MOBHA KOH(MIAEHIIMHICTD JAaHUX MPH MPOXOHKEHHI
BCIX 3aJIIHUX B JIAHIIOKKY MPUCTPOIB, TOMY BMICT MaKeTa JOCTYIHO TUILKU
BIJIMIPABHUKY (KIHIIEBIMA TOYIN) 1 OJEp)KyBauy, JAJid SIKOTO BOHO MPHU3HAYECHE,
TOOTO HOAAaTKOM cepBic-ipoBaiiiepa. CepBep Mepexi oOrnepye JaHUMU B
3amu@poBaHOMY BUTJISIIL, BUPOOJIA€ ayTeHTUPIKALIIIO 1 TTepeBips€e IITICHICTh
KOXKHOIO TAKeTy, aje IMpu LbOMYy HE Ma€ JOCTYIy J0 KOPUCHOIO
HaBaHTaXeHHs (Bia aHri. Payload), ToOTo no iHdopmarlii BiJ MiIKIIOUEHUX
710 By3Jla CEHCOPIB.

3.3.2. Sigfox

Sigfox — me By3bkocmyroBuii mporokonl LPWAN (sx NB-10T),
po3pobnenut 'y 2009 p. y Tynysi, @panimis. YcTtaHoBYa KOMIIAHII Mae
onHoriMeHHY Ha3By. lle me oxna texnonoris LPWAN, sika BUKOpHUCTOBYE HE
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minen3oBadi JiHii ISM 1y1s mponpierapHoro mpotokony. Sigfox Mae aeski
puicH, SIKi 3HAYHO 3BY)KYIOTh HOT0 BUKOpUCTAaHHS [1]:

1o 140 moBigomileHb Ha MPUCTPINA IIOAHS MO BUCXITHIN JiHIT 3B'SI3KY
(po6ountii uka 1%, 6 mMOB1AOMIIEHb Ha TOJIUHY);

PO3Mip KOPHCHOTO HABAHTAKECHHS CTAHOBHUTH 12 OAMTIB I KOXKHOTO
MOBITOMJICHHS (BUCX1HA JTiHIA 3BSI3KY) 1 8§ OaTIB (HU3XI1IHA JIHIA 3B'SI3KY);

nporryckHa 3aatHicTs 10 100 6iT/c g BucxigHOT JiHIT 3B's13Ky 1 600
01T/c 10 HM3X1AHIH JiHIT 3B'SI3KY.

Cnouatky Sigfox OyB ogHOCTIPSMOBAaHWN Ta MPU3HAYCHUH SIK YHUCTA
ceHcopHa Mepexa. lle o3Hayae, IO MIATPUMYETHCS TIJIBKH 3B'A30K 31
BHUCX1THOIO JIIHIEIO JJaTYMKa. 3 I[bOr0 Yacy CTaB JOCTYIMHUN KaHaJ HU3X1AHOI
JHIT 3B'A3KY.

Sigfox — 3amarenToBaHa Ta 3akpuTa TexHojoris. Xoda iXHE
oONaHaHHA BIJKPUTE, OAHAK Y MEpEXKy HE MOTPIOHO MiANUCYBATHUCH.
[TaptHepu 3 oonaananusa Sigfox BrmouaroTh Atmel, T1, Silicon Labs ta iamii.
Sigfox Oymye Ta Kepye CBOE€H0 MEPEKEBOK THPPACTPYKTYpOIO, MOJIIOHO0 10
posramyBanHs Hecyunx LTE. Ile 30BciM iHIIA MOjEb, BIJIMIHHA BIJ
LoRaWAN. LoRaWAN Bumarae BuUKOpUCTaHHsS BiiacHOi mepexi PHY y
CBOiIM Mepexi, y Toll 4dac sk SigfoX BHUKOPHUCTOBYE KUIbKa armapaTHUX
BUPOOHMKIB, ajie¢ OJHY KEpOBaHy MepexkeBy I1HPpacTpykTypy. Sigfox
OOYMCIIIOE CTAaBKU 3a KUIBKICTIO TMPHUCTPOIB, MIAKIIOYEHUX A0 TeperiaTu
Mepex1 KiieHTa, mpod 1o Tpadiky Ha IPUCTPIN Ta TPUBAJIOCTI KOHTPAKTY.

Xouya ICHYIOTh CyBOpl oOMexeHHs Sigfox 3 TOYKHM 30py MHpPOIYCKHOI
31aTHOCTI Ta BUKOPUCTAHHS, BIH TNPU3HAYEHUW M CHUCTEM, IO
BIJINIPABIIAIOTh HEBEJIMKI Ta HEYACTI CIUIECKU AaHuX. KaHIuaataMud MOXYTb
oyru mpuctpoi loT, Taki sk cucTeMu CHUTHaJI3aIlli, MPOCTI BHUMIiprOBayi
MNOTYXXHOCTI Ta JaTYMKWA HABKOJUIIHBOTO cepenoBuina. JlaHi st pi3HHX
JATYUKIB 3a3BHYail MOXKYTh BITMCYBaTHUCS B OOMEXKEHHs (HalpuKIaM, JTaHl
po TemImeparypy/Bosoricts 2 6aittu ipu TouHocti 0,004 °). ITorpiOHO OyTH
00€peXHUM 3 THUM CTYIEHEM TOYHOCTI, SIKYy HaJa€ JaT4yMK, Ta KUJIbKICTIO
JaHUX, Kl MOXYThb OyTu nepeaai. OJUH TPIOK Il BUKOPUCTAHHS — JIaHi
CTaHy, CTaH YU MOl MOXYTh OYTH TMOBIIOMIICHHSM 0€3 Oyab-sIKOTro
KOPUCHOTO HaBaHTaxeHHs. | TyT mporokon crnoxuBae (0 Oaift. Xoua 11e He
yCyBa€ 0OOMEXEHb Y MOBJICHHI, 1€ MOXXHA BUKOPUCTOBYBATH JJII ONTUMI3aIlil
KUBJICHHS.

Dizuunuti pisenv Sigfox

Sk 3ramyBanocs panimie, Sigfox — ynerpaBy3pka cmyra (UNB). Sk
BUIUIMBAE 13 Ha3BU, Mepefada BUKOPUCTOBYE OYXK€ BY3bKHHM KaHal s
3B'SI3Ky. 3aMiCTh TOTO, II00 MOIIMPIOBATH €HEPTII0 MO HIMPOKOMY KaHaly,
BY3bKE€ BUKOPUCTAHHS I[1€1 €HEPTii OOMEKY€EThCS TAKUMUA CMYTaMHU:

868 MI'1; - €Bpomna (npasuia ETSI 300-200);
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902 MI'11 - [liBaiuna Amepuka (npasuia 15 yactunu FCC).

Cwmyra mmpunoro 100 't 1 BUKOPUCTOBYE cnekmp Opmo2OHAIbHO2O
nowupennst nociioosnocmi (OSSS) 11t curHaTy BHCX1IHOI JTiHIT 3B'13Ky 1 600
I'ty 3 BUKOpUCTaHHAM 2aycoeoi cunxpouizayii 3cysnoi yacmomu (GFSK) nns
HU3X1THOT JiHIT 3B'13Ky. Sigfox BiAMpaBUTh KOPOTKHM MaKEeT HA BUMAJAKOBHIA
KaHaJI 13 BUITAJIKOBOIO 4acoBOIO 3aTpuMKor0 (Bix 500 mo 525 mc). Ileit Tum
KOJIyBaHHS HA3MBAETHCS BUIIAIKOBOIO YACTOTOIO Ta MHOKUHHUM JIOCTYIIOM 3
gacoBuM moauioM (RFTDMA). Sigfox, sk 3asBiaeH0, Mae CyBOpi mapamMeTpu
BUKOPHWCTAHHS, 30KpeMa, OOMEXEHHS PO3MIpPY JTAHUX.

Y Tabn. 3.5 mokazaHi Il TapaMmMeTpu IS KaHalB BHUCXITHOI Ta
HU3X1AHOI JIIHIT 3B'SI3KY.

Tabmums 3.5. [lapameTpu kaHaIIB BUCX1THOT Ta HU3X1THOI JIIHIT 3B'SI3KY

Bucxigauii 38'130K Husxigaunii 38'130K
Merxa KOpUCHOTO 12 8
HaBaHTaxeHHs (0aiiTh)
[IponyckHa cIpoOMO>KHICTb 100 600
(6i1/c)
MakcumanbHa KUIBKICTb 140 4
MOB1JIOMJIEHDb Ha JIEHb
CxeMa MoTyJisIIii DBPSK GFSK
UytnusicTts (1bm) <14 <27

JIBoHaMpaBieHUH 3B'I30K € BAXKJIMBOI XaPAKTEPHUCTUKOI MPOTOKOIY
Sigfox Ta iHmMX nportokomiB. OgHaK ABOHaNpaBieHUN 3B'130k y Sigfox
BHUMAarae JesKOro TMOSCHEHHs. PeXWM MacHBHOTO MpUUAOMY BIJCYTHIH, IO
O3Hauae, 1110 0a30Ba CTaHIlS HE MOXKE IPOCTO HAJICIATH MOBIJIOMJICHHS Ha
IPUCTPIN KIHIIEBOI TOUKU y OyIb-aKui yac. BikHO mpuiioMy BiJIKpUBAETHCS
JUIsL 3B'SI3KY JIMIIE TIICTS 3aBEpIICHHS BikHA Tmiepeaadi. BikHO mpuiiomy
BIIKDUBAEThCSA TUIbKK miciast 20-CEeKyHJHOrOo TMepioay, KOJIM Tepiie
MTOB1IOMJICHHS HAJICJIAHO BY3JIOM KiHIIEBO1 TOYKHU.

BikHO 3anuImuThCS BIAKPUTAM TPOTATOM 25 ¢, MO JI03BOJUTH
OTpHMAaTH KOPOTKe (4 GalTH) MOB1AOMIICHHS Bij 6a30BOi CTAHIIII.

Y Sigfox BukopuctoBytoTbcst 333 kaHanu 1upuHoro 100 I,
UyTnusicTh mpuitMaya ctaHoBUTh -120 nbm/-142 abm. YacTorHmii cTpubok
MIATPUMYETHCSI 3 BUKOPHUCTaHHSM TICEBIOBUIIAIKOBOr0 Metonay 3-x 13 333
KaHaJIiB. 3pENITO0, MOTYXKHICTh Mepeaayl 3a3HaueHa sk +14 nbm ta +22 nbm
y [liBHiuHil Amepui (puc. 3.21).

Tpu Komii KOPUCHOTO HaBaHTAXEHHS TMEPENAOThCAd Ha TPHOX
YHIKaJIbHUX BUIAJKOBUX YaCTOTAX 13 PI3HUMHU YaCOBUMH 3aTpUMKaMu. BikHO
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mepeadi MO HUBXIAHIA JIHIT BIAKPUBAETHCSA TUIBKH TICIS OCTAHHbBOI
BUCXI1HOI JIHIT 3B'A3KY

Yacrora
A
2,08 c—
3 12 GaiiT KOpHUCHOrO
HaBaHT@KCHHS Kamp @ f3 ' '
«—> ! |
2 Kanp @ f» ' ' E BikHO nepenaui mo HU3XiaHiHM JiHiil i
1| | Kep@F: | | Lo E
| 500-525 e Pt P Lo ¢
: P - 20er o
t t, ts ' Uac
Puc. 3.21. Yacosa mikana nepegaui Sigfox.
Pisenv MAC Sigfox
Koxen npuctpiii y mepexi Sigfox Mae yHiKanbHUI 17eHTH(DIKATOP
Sigfox. ImentudikaTop BUKOPHCTOBYETBCS Il  MapIIpyTH3alii Ta
NIJAMUCYBaHHS  TMOBigoMJIeHb. TakoX BIH  BUKOPHUCTOBYETHCS  JJIS

aBTeHTUdiKamii Sigfox.

[Ile ogna xapakTepucTuka 3B's13Ky Sigfox moinsdrae B Tomy, 110 BIH JIi€
K «CMaIUTU Ta 3a0yTu». OTpuMyBaul HE MIATBEPHKYIOTh IOBI1JIOMJICHHS.
[IBuaie, MOBIAOMIICHHS BIAMPABISETHCS TPUYl HA TPHOX PI3HUX YACTOTAX y
TpU PpI3HI HanpsMKU By3JoM. lle pomomarae 3a0e3meuuTH ITICHICTD
nepenadi. Monenp «cnaiuTu Ta 3a0yTH» HE Ma€e MOXKJIMBOCTI TapaHTyBaTH,
IO TOBIJIOMJICHHS TIHCHO OTpHMMaHe, TOMY IIepe/aBad IOBHHEH DPOOUTH
SKHaKOIbIIe, 100 3a0e3MeYUTH TOUHY nepeaaqy (puc. 3.22).

Bucxignuii kaap Sigfox MAC

32 6itn 16 6iT 32 6itn Bixg 0 1o 96 OiT Bapiroetbes 16 6iT
Cunxponisanis KopucHue P
[IpeambGyna Kap }? IJ{ anpecara | ]faHTa)KeHHH Ayntentudikaris | Konrponsha cyma

Husxignuii kaap Sigfox MAC

32 6itn 13 6it 2 0itn 8 OiT 16 6iT Bapitoersest  Big 0 o 64 6it
CunxpoHnizaris Kontponsaa .| Kogm Kopucue
Tpeantyna Kajpy Tpanopu cyma AyHTeHTH(iKaLs MTOMIJIOK | HABaHTaYKCHHSI

Puc. 3.22. Ctpykrypa maketry kaapiB Sigfox MAC
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Kampu wictaTe mnpeamOyiny Hamepea BHU3HAYEHUX CHUMBOJIB, IO
BUKOPHUCTOBYIOTBCSI Il CUHXpOHi3auii npu mnepeaayi. [lons cuHxponizaii
KaJIpy BHU3HAUalOTh TUIHU KaJpiB, 10 nepenatotbes. FCS — ye konmponvna
nocniooguicme xaopie (FCS), sxka BUKOPUCTOBYETbCS Uil BUSBIICHHS
MTOMUJIOK.

[laker He MICTUTH aJpecy MpHU3Ha4YeHHs abo iHIMI By3os. Bei mani
HAJICHJIATUMYTHCS PI3HUMHU LLTI03aMH JI0 XMapHOi ciy»0ou Sigfox.

Mexy naHux MOXHa 3pO3yMITH Ta 3MOJENIOBATU 3 QopmaTy IMakeTa
piBast MAC, BiH ckiagae c.

OCKUIBKM KOXKEH TMaKeT MNEepeNaeThcsl TpU pa3d 1 MH 3HAEMO, IO
eBporneiicekl npasuia (ETSI) oomexyroTs nepeaady B 1% pobodoro nukiy,
MU  MOXEMO  pPO3paxyBaTh KUIbKICTh  TOBIJOMJIEHb 34  TOJHHY,
BUKOPUCTOBYIOUM MAaKCUMAJIbHHUI PO3MIp KOPUCHOTO HaBaHTa)XKeHHsI 12 OalT
— 6 TTOBIJOMJIEHD 34 TOI.

Xouya 12 GalT € MeXer KOPUCHOIO HABAHTAKEHHS, 11€ MOBIIOMJICHHS
MOXE 3alHATH OJIHY CeKyHay s mnepenadi. Panni Bepcii Sigfox Oymm
OJTHOCTIPSIMOBAHMMHM, aJie TPOTOKOJ Temep MiATPUMYE IBOHAMPABICHUMN
3B'S130K.

Cmex npomoxony Sigfox

Crex mpoTOKOIY aHAJIOTIYHUM 1HIIMM cTekaM, HacTynmHuM mojeni OSI
(Taba. 3.6).

Tabmuis 3.6. Ctek npotokoiy Sigfox Ta cipotena moaens OSI

Crek nmporokoay Sygfox Cupomena moaeanb OSI

7. llpukiianauii piBeHb

Ilpuknasnuit piBeHb 6. [IpencraBHUITLKUI PIBEHD

5. llpukianauii piBeHb

4. TpancnopTHUH piBEHBb

Frame 3. MepexeBuii piBeHb
MAC Layer 2. KananbHwii piBeHb
PHY Layer . o
(868 MI'r / 902 MT'ii Radios) 1. @13raHuH piBEHD

IcHye Tpu piBHI CTEKY:

pisenv PHY — cuHTE3y€ Ta MOIYIIO€ CHUTHAJIM 3 BUKOPUCTAHHSIM
DBPSK y nanpsmMky BucxigHoi JiHii 3B's13ky Ta GFSK y HanpsiMky HU3X11HO1
JH1T 3B'SI3KY, SIK OMMCAHO PaHIIIIE;

pieeno MAC — nomae monsa g 1aeHTHdIKaLii/aBTeHTHdIKamii
npuctporo (HMAC) ta xony Bunpasiennst nomuiok (CRC). Sigfox MAC ne
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Hajae curHamizamii. lle o3Hayae, 1m0 MPUCTPOi HE CHHXPOHIZYIOTHCS 13
MEpPEKEIO;

pi6eHb Kadpy — TeHEepye paaloKap 3 JAHUX Mporpamu. 3 1HIIOro OOKY,
CUCTEMAaTHYHO MPUKPIILIIOE TIOPSIKOBUN HOMEpP A0 KaJpy.

o crocyeThCst Ge3neku, MOBIIOMICHHS HE MIU(PPYIOTHCS B KOAHOMY
Micli creka mporokouniB Sigfox. KiieHT moBrHEH HagaTH cxeMy mudpyBaHHs
JTaHUX KOPHCHOTO HaBaHTaKEHHs (piBeHb 7 abo 6 moaeni OSI). Hisaxi kmroul
HE OOMIHIOIOTBCS uepe3 Mepexy Sigfox, mpore KOoKHE MOBIIOMIICHHS
MIUCYETHCS KIIFOUEM, YHIKAIBHUM JUTs 1IeHTU(iKaIlli TPUCTPOIO.

Tononocis Sigfox

Mepexa Sigfox moke OyTH HIIIBHOIO SIK OJWH MIJBHOH BY3JIB Ha
6azoBy craHmito (puc. 3.23). limpHicTs — 1e ¢QYHKIIA KUTBKOCTI
NOBIJOMJIEHb, HAJICIAHUX MEPEKEBUMHU MPUCTPOSIMU. YCl BY3JIH, SKI
MPUETHYIOTHCS 10 0a30BOI CTaHIII1, YTBOPIOIOTH 31DKOBY MEPEXKY.

s
=
—~
S
[====1

Mozewm Sigfox/
KiHueBa Touka b

TIpogaiinep

Imm‘/

Cayx6u Sigfox

e .
== Bazaosa cranis

1 le . Sigfox
Mozewm Sigfox/
Kinuesa Touka

Ll

4G/U0E
— Sigfox TIpoBaiinep XMapHUX
Mozem Sigfox/ HOCIyr

bazaoBa crauuis

Kinuesa Touka

4

Gr—— [|poTOKON SigfOX MpoToxan TCPAP

Puc. 3.23. Tononoris Sigfox.

Sigfox BHKOpPHUCTOBYE CBiil BJIACHMM MPOTOKOJ, BiAMiHHUN Bij IP, 1
o0'erHy€e naHi B MepexkeBuit cepsep Sigfox sk nani [P

Bci nani ynpaBisitoThest uepe3 Be6-mepexy Sigfox. Bcei moBigomiieHHs
3 0a30B0i craHii Sigfox MOBUMHHI HAIXOIWTHU Ha BHYTPIIIHIN cepBep uepes
3'eqnanHs IP.

Cnyxx0a xmapHux obuuciieHb Sigfox € eIMHUM MiclleM MpU3HAYEHHS
naketa. bekena 30epirarume 1 HaJACUJIATAME MOBIJOMJICHHS KIEHTY TMICIS
fioro ayrteHTudikailii Ta TMEpPeBIPKU BIACYTHOCTI AyOmikariB. SIKiio mgaHi
MarlTh OyTH TepellaHi By3Jdy KIHIIEBOI TOUKH, OCKEHJ-CepBep BUOUpaTHME
[UTI03 3 HaWKpaluM MAKIIOYEHHSIM J0 KIHIEBOI TOYKH Ta MepecuiiaTh
MOBIJOMJICHHS 110 HU3XI1JHIN JiHI1. bekeH Bxke 11eHTu(ikyBaB IpUCTPiid 3a
imeHTu(dikaTopoM TaKeTa, 1 MOMepeAHE HaJaHHA JaHUX 3MYCUTh JaHl
BIJIPABJISITU 7O KIHIIEBOTO MYHKTY MNpu3HaueHHs. B apxitextypi Sigfox
HEMOXJIMBO OTPUMATH JIOCTYI 10 MPUCTPoro Oe3mocepeanbo. Hi 6exenn, Hi
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0a3oBa CTaHIlA HEe OyayTh 0€3MOCEPEIHBO MIAKIIOUYATUMYTHCS 10 KIHIIEBOTO
MPUCTPOIO.

bexenn — 1e TakoXX aaMIHICTPYBaHHS, JIIEH3YBaHHS Ta HaJaHHS
nmocIyr Juisl KJieHTiB. XMapa Sigfox mepenae naHi 10 MyHKTY MpU3HAYEHHHS,
oOpaHoro kJieHTOM. XmapHuil cepBic mpomnonye APl 13 moxiuBicTio
BCTaBKH U1 1HTerpaiii xmMapHux QyHKIii Sigfox Ha cTopoHH1N Tuatdopmi.
[Tpuctpoi MOxyTh OyTH 3apeecTpoBaHl uepe3 iHIIY CiayxO0y xmap. Sigfox
TAaKOXk IMPOIMOHYE 3BOPOTHI JA3BIHKM JUISl IHIIMX XMapHUX cepBiciB. Lle
Kpalluii MeTO OTPUMAaHHS JTaHUX.

o6 momomorTu 3a0e3MeYuTH IITICHICT JaHUX Y MOJEII 3B'I3KY, IO
3a0yBa€ThCS, KUJIbKA ILII031B MOXKYTh OTPUMYBATH Tiepenady BiJ By3Ja; BCI
HACTyNIHI TMOBIIOMJIEHHsT OyAyTh mepeHanpaBieHi Ha Oekenpy Sigfox, 1
nyomikatu Oyae BuganeHo. e momae piBeHb HAAMIPHOCTI IPUHOMY JTaHUX.

[IpukpimieHHss By3Ja KiHIEBOI Toukd Sigfox mnpusHaueHe s
MOJICTTIICHHS BCTAHOBJICHHSI.

3.4. IoT nporokoJn nepenavi JaHUX BiJi TPAHUYHUX NIPUCTPOIB
10 XMapu

IcHye ©e3nid CKJIATHOIIIB 1 TOHKOINIB y TMOOYIOBI Ta MiAKJIFOYEHHI
mepex PAN, ne 3acHoBanux Ha IP, 1o mepexx WAN Ha ocHoBi IP. IcHyrOTH
TaKOXX TEPETBOPEHHS IMPOTOKOJIB, SIKI MOTPIOHO po3ymitu. CTaHIapTHI
OPOTOKOJIM — 1€ IHCTPYMEHTH, fAKi TMOB'I3yIOTh Ta I1HKANCYIIOIOTh
HeoOpoOJIeH] JaH1 BiJ JaTYMKa JI0 YOTOCh 3HAYYIIOro Ta (hOPMATYIOTh iX JIJIs
xMapu. OJHa 3 OCHOBHHUX BIIMIHHOCTEH MDK cuctemoro loT 1 cucremoro
M2M nonsirae B TomMy, mo M2M wmoxe 3B'a3yBatucs depes WAN 3
BUJIUVICHUM CEPBEPOM ab0 CHCTEMOI0 0e3 OyIb-SIKOro 1HKaIlCyJIhbOBAHOIO
nporokoiy. 3a BusHaueHHAM [oT 3acHoBaHui Ha 3B'A3KY MiXK KIHIIEBUMHU
TOYKaMU Ta CIy)KOaMHu, NPUYOMY IHTEPHET € 3arajbHOI0 MEPEKEBOIO
OCHOBOIO.

HTTP 3abe3mneuye 3Ha4H1 MOCIYTd Ta MOKJIUBOCTI JIJIsl IHTEPHETY BKE
noHag 20 pokiB, aie BIH OyB pO3pOOJEHUN Ta CKOHCTpYMOBaHUU MJis
3arajibHOr0 BUKOPUCTAHHS y Mojiensix kimieHt/cepsep. [Ipuctpoi [oT MoxyTh
Oyt Jyxe OOMEKCHHMHM, BUITAICHUMH Ta OOMEXEHUMHU II0 CMYy3l
nponyckaHHs. Tomy [Jisi yOpaBJIiHHS MHOXHHOIO TPHUCTPOIB Y PI3HUX
MEpPEKEBUX TOIOJOTIAX, TaKWX K mesh-Mepexi, HEOOXigH1 OiIbII
e(eKkTuBHI, Oe3MeyUHi Ta MaciITadoBaH1 MIPOTOKOJIH.

[Ipu mepemaui maHux B I[HTEpHET TEXHOJIOTIS TEPEHOCUTHCS Ha
dbyamamentansHi piBHi TCP/IP. Ilporokonu TCP 1 UDP € oueBumHuM 1
eIMHUM BHOOpOM mepenadi nanux, TCP 3Ha4HO CKJIajaHIIIe y peanizallii, HiXK
UDP (mo € mporokosnioMm OaratoaapecHoi poscwiku). Ognak UDP He mae
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ctabitpHOCTI Ta HamidHocTi TCP, 3Mymyroum B JIEIKHX PO3pOOKax
KOMIICHCYBATH 1€ JOJaBaHHSM BIJIMOBOCTIMKOCTI Ha PIBHSX JOJATKIB BHIIIEC
UDP.

B IoT pmocuts Yacto BUKOPUCTOBYETHCS 38'A3youe npozpamue
3abe3neuenns, opicumosane Ha o00pooKy nosidoomnens [1] (message-
oriented middleware, MOM) - mianporpamae 3a0e3Me4YeHHs, OPIEHTOBAHE
Ha OOMIH TOBIIOMJICHHSMH B pO3MojiieHOMYy oTodeHH1 [2]. Hacammepen
BOHO TPHU3HAYCHO I peai3allli BIIKIaJeHOro OOMiHY IOBITOMIJICHHSIMH,
TOJIi SIK OJTHOPAHTOBa Meperka (peer-to-peer) Ta BiijIajcHI BUKIUKH MIPOLICTYP
(RPC) miarpumyrors cuHXpoHHUHN pexkum. OcHoBHA 11es MOM mnonsirae B
TOMY, 110 3B'SI30K MK JIBOMa MPUCTPOSMH BiAOYBa€TbCS 3 BUKOPUCTAHHSIM
po3nojuieHuX 4epr mnoBigomieHb. MOM Bijanpapisie MOBIAOMIJICHHS BIJ
OJIHI€E] TporpamMu B NPOCTOpPl KOpUCTyBaya IHIIOMY. Jleski mnpucrpoi
BUPOOJISIOTH JIaHi JIJIsl JOJIaBaHHS JI0 YEPI'H, TO1 SIK 1HIII CIIOXHBAIOTh JIaHi,
mo y yepsi. Jeski peanizaiii BUMaraioTh, 1100 LEHTPAILHUM CEPBICOM OYB
OpoKep YM TOCEPEeIHUK. Y MHOMY BHIIAIKy BUPOOHUKH Ta CIIOKUBAYl MalOTh
myOJIIIIMCTAYHI Ta MiAMUCHI 3B'13ku 3 Opokepom. AMQP, MQTT ta STOMP
€ peamzamisMu MOM; 1HIIl BKJIIOYAKOTh CIY»KOM OOMIHY MOBIJOMJICHHSIMU
CORBA Ta Java. Peanizamtis MOM 13 BHUKOPHUCTAHHSIM 4Yepr MOXKE
BUKOPHUCTOBYBATH X JIJIsI CTIMKOCTI y po3poOii. [[aHi MoXyTh 30epiratucst B
yeprax, HaBiThb SKIIO CEPBEP BIJIMOBUTD.

AnpTepHatuBoro peamizaiii MOM e RESTful. ¥ moagem RESTful
CepBEp Ma€ CTaH pecypcy, ajie CTaH HE IMEpPeacThCsl y TMOBIJIOMJIEHHI Bij
kiienta Ha cepBep. RESTful BuxopucroBye HTTP-metonu, Taki sik GET,
PUT, POST ta DELETE nns po3MmillieHHsI 3alUTIB I10J0 YHIBEPCAIHHOTO
inentudikaropa pecypcy (URI) (auB. puc. 3.24). Lla apxiTekrypa He
notpedye Opokepa abo mocepeaHuKa. OCKUILKM BOHU 3aCHOBAHI Ha CTEKY
HTTP, BoHU KOPHUCTYIOTHCSI OUIBIIICTIO MPOMOHOBAHMX CEPBICIB, TAKUX SK
oesnmeka HTTPS. Ilpoexktn RESTful TumoBi manga kiieHT-CEpBEpPHUX
apxitektyp. KIlie€HTH 1HILIIOIOTH JOCTYN N0 PECYpCiB dYepe3 CHHXPOHHI
1a0JI0HM 3aITUTY-B1ATIOBI/I.

KpiM Toro, kii€eHTH BiAMOBIIAIOTH 3a MOMUJIKH, HABITH SKIIO CEPBEP
nagae. Ha puc. 3.24 nokazano MOM nopiBasiHO 3 cepBicom RESTful.
JIiBopyu 3HaX0IUTHCS Cay»k0a 0OMiHy noBiiomieHHsAMH (Ha ocHOBI MQTT),
10 BUKOPUCTOBYE HHUN OPOKEPCHKUM CepBEp, BUAABIIIB Ta MEPEAIIIATHUKIB
nomii. Tyt OGararo KI€HTIB MOXYThb OYTH $K BHAABIFIMH, TaK 1
nepeArUiaTHUKaMu, 1 1HpopMallisi Moxe 30epiratucs abo He 30epiraTucs y
yep3i 75 BUIKOoro BiqHOBIeHH:. [IpaBopyu 3HaxoauThes npoekT RESTHul,
ne apxitekrypa nmoodynoBana Ha HTTP ta BukopucroBye HTTP-napagurmu
JUTSI 3B'I3KY B1JI KJTIEHTA JIO CEpBEpA.
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Cepsic MOM Cepsic RESTTul

Bpoxep L Sanr—{»
Bunasens (ceprep) ITinmicHuk Kitient *—Bix. +-Kiient
L CONNECT—p Rest Rest
l€— CONNACK
l4— CONNECT HTTP HTTP
—— CONNACK —P
TCP TCP
l¢— SUBSCRIBE |
(topic)
—— SUBACK —| P P
| PUBLISH
(topic, data)

l@¢— PUBACK —J—— PUBLISH

(topic, data) IaTepuer

l|4— PUBACK

Puc. 3.24. Ilpuknan qis nopiBHssHHS MOM 3 peanizainiero RESTful
3.4.1. IIporokoa MQTT

MQTT — me MQ Telemetry Transport, sKuii € MPOCTHM 1 JIETKUM
MPOTOKOJIOM OOMIHY TOBIJIOMJICHHSIMH, NPU3HAUYCHUN ISI OOMEKEHHMX
MPUCTPOIB 1 MEPEX 3 HU3BKOK IMPOMYCKHOK 3/IaTHICTIO, 3 BHUCOKOIO
3aTPUMKOI0 a00 HeHaIHHICTIO0. BiH po3po0iieHuid Ha MpUHITMIIAX MiHIMi3alii
MPOIMYCKHOI CIPOMOXHOCTI MEpexXi Ta BHUMOT [0 PECYpCiB IPHUCTPOIB,
HaMararoyuch y TOW € 4Yac 3a0e3NeyuTd HaJIMHICTh Ta MEBHUHN CTYIMIiHb
BIICBHEHOCTI y JOcTaBii. [li mpuHIMIK TakoXX poOJsATh e MPOTOKOJI
11ealbHUM U1l TIOSIBU CBITY MIAKIIOYEHUX NPUCTPOIB THUMY '"MalIuHa-
mamuHa" (M2M) abo "iHTepHeT pedeit”, a TakoXK /i1 MOOUIbHUX JOJIaTKIB,
e BKpail Ba)XJIMBI IPOITYCKHA 3/IaTHICTH Ta 3apsi Oarapei [266].

OcHosni ocobaueocmi npomoxony MQOTT:

- ACUHXpPOHHUH IIPOTOKOJI, III0 MAa€ KOMITAKTHI MTOBIIOMJICHHSI.

- PoGota B ymMoBax HecTaOUILHOIO 3B'I3KY Ha JIiHIT Ilepeayi JaHuX.

- IligTpyMKa KUIbKOX PiBHIB SIKOCTI 00ciyroByBaHHs (QoS).

- Jlerka iHTerpailisi HOBUX IPUCTPOIB Ta aIMIHICTPYBaHHSI.

- Ilpamoe Ha mpukiagaomy piBHi moBepx TCP/IP 1 BukopucTtoBye 3a

3amoBuyBaHHsAM 1opT 1883 (8883 mpu migkimoueHHi yepe3 SSL).

- Ilpoctuii y Bukopucrtanti. [IpoTokon € nmporpaMHum OJI0OKOM 0e€3

3aiiBOi (PYHKIIIOHAJBHOCTI, IO MOKE OYTH JIerko BOYIOBaHWUI B
OyAb-AKYy CKJIaJJHy CUCTEMY.
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- 3pyuHuid 11 OUTBIIOCTI pilIeHbh 3 JAaTdydkamu. Jlae MOXKIMBICTH
IPUCTPOSIM BUXOJUTU Ha 3B'SI30K 1 IMyOJIIKYBaTH MOBIJOMIICHHS, K1
He OyJu 3a37a1eriib BiJioMi a00 BU3HAYCHI.

- Husbke HaBaHTaXXeHHS Ha KaHAN 3B'SI3KY.

- Po6ora B yMOBax MoCTiiHOI BTpaTu 3B'A3Ky a00 1HIIKUX MPoOIeM Ha
JTiHII.

- Hemae oOMexeHb Ha (popMaT NEpeIaHOTO KOHTEHTY.

OO6MiH moBigomsieHHIMH B mpoTokom MQTT 3aiiicHIOETBCS MIK
kiaientoM  (client), skmit Moke OyTu BHmaBleM a0 MAMHUCHUKOM
(publisher/subscriber) moBimomnens, Ta Opokepom (broker) mMOBIIOMICHB
(manpukiian, Mosquitto MQTT).

BupaBeup Hancunae gani Ha  MQTT-Opokep, Bkasyroun y
NOBIJOMJIEHHI TIEBHY Temy, Tomik (topic). [[iAnucHuKH MOXYTh OTpUMYyBaTH
pI3H1 JaHi BiJ 0OaraTbOX BHAABLIB 3aJ€KHO BiJ MiAMNUCKU BiAMOBIIHUX
TOIHUKIB.

[Ipuctpoi MQTT BHUKOpPHUCTOBYIOTH MEBHI THUIH MOBIIOMJIEHb A
B3a€MO/II1 3 OpOKEpOM, HaBEICH! HUKYE OCHOBHI:

Connect — BctaHOBUTH 3'¢JHAHHS 3 OPOKEPOM

Disconnect — posipBartu 3'eJHaHHS 3 OPOKEPOM

Publish - ony0OikyBaTu qaHi B TOIIK Ha Opokepi

Subscribe — mignucaTUCs Ha TOIIK Ha OpoKepi

Unsubscribe - BignucaTucs Bija Tomika

Cxema mpocToi B3aeMOJli MiX NEPEAIJIATHUKOM, BHAABIEM Ta
Opoxepom nojaHa Ha puc. 3.25

—— l.migkaoueHs — 4— |.oiaKmoveHsT —

Bunasenn ) bpokep  — 2minmsepmxenna pf [liqmucHUK
4— 2.migTBepmKeHHS MI1IKIIOYEHS

T KITIOYCHST .
4—— 3.mianucka

——— 3. nyomikamis —— —— 4. nyOnikauis —

Puc. 3.25. Cxema npocToi B3aeMO/Ii1 Mk NEPEAIIATHUKOM, BUAABIEM
Ta OpoKepoM

Bbpokep MQTT BiamnoBigae 3a 3'eqHAHHS KIIEHTIB 1 (IIbTpaIlii0 JaHUX.
Taxki ginbTpu 3a06€3MEUyIOTh:

bIBTpallito 3a TeMaMH — 3a 3alyMOM, KJIIEHTH MIMUCYIOTHCS Ha TEMU
Ta MEBHI TUJIKKU TEM 1 HE OTPUMYIOTh JaHUX Ouiblle, HOK XouyTh. KoxkHe
OmyOJIIKOBaHE TOBIJIOMJIEHHS Ma€ MICTUTH TeMmMy 1 Opokep Hece
BIAMOBIIAJILHICTG 32  TOBTOPHY  Mepeaady  I[bOTO  IOBIJIOMJICHHS
nepeAriaTHIKaM abo Moro iIrHopyBaHHS;
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¢1apTpalliio 32 BMICTOM — OpOKEpPH MarOTh MOXKJIUBICTb MEPEBIPITH Ta
¢binpTpyBaTH omyOmikoBaHi gaHl. TakuM yuHOM, Oynb-iKl JlaHl, SIKI He
3amm@poBaHi, MOKYTh KEpyBaTHCS OpOKEPOM 10 TOro, SK 30epertd ix 4u
nepeaTH 1HIINM KITIEHTaM;

¢iapTpaliis 3a TUIOM — KIIEHT, TPOCTYXOBYIOUMN TOTIK JaHUX, KyId
BiH MiIMMCAHUHN, MOXE TaKOK BUKOPUCTOBYBATH CBOI BiacH1 (inbTpu. BxigHi
JaH1 MOXKYTh aHAJI3YBAaTHCH 1 3aJICKHO BiJ IILOTO MOTIK JaHUX 0OPOOISETHCS
naii abo IrHOPY€ETHCS.

Cmpykmypa nogioomieHo

MQTT noBiToMIICHHS CKJIaJa€ThCS 3 KUTbKOX YaCTHH:

dikcoBaHMit 3ar0JI0BOK (IIPUCYTHIN Y BCIX MOB1IOMJICHHSIX )

3MIHHUH 3aTr0JI0BOK (€ TITBKH Y TIEBHUX MTOB1IOMJICHHSIX )

JlaH1, «<HaBaHTaXEHHs» (€ TUTBKHU Y TIEBHUX IMOB1IOMJICHHSX )

Ha puc. 3.26 nokazanuii pikcoBaHUif 3ar0JIOBOK

sie | 7 | s | a 3 | 2 [ 1 | o |

Puc. 3.26. ®ikcoBaHuii 3aroyioBok nosijiomiaeHHss MQTT

Byte 1

Byte 2

Message Type — ue tun nosigomiieHHs, Hanpukiag: CONNECT,
SUBSCRIBE, PUBLISH Ta ixmii.

Flags specific to each MQTT packet — mi 4 OiTu BiaBemeHi min
JOTIOMIXKHI Tpamopy, HAasABHICTh Ta CTaH SAKUX 3al€KUTh B TUILY
MOBIJTOMJICHHSI.

Remaining Length - npeacrasise QOBXUHY MOTOYHOTO TOBIIOMIICHHS
(3MIHHUH 3aroJIOBOK + JaH1), MoXe 3aiimatu Bij 1 10 4 GaiiTu.

3aranom y npotokosi MQTT icHye 15 TumiB noBiOMJIEHb MOJAHUX Y
Tabymmi 3.7.

Tabmuis 3.7. Tunu nosigomiieHs y mporokoiai MQTT

Tun 3nauenHs | Hampsimok | Omuc

MIOB1IOMJICHHS nepeaayi

Reserved 0000 (0) | Hemae 3ape3epBOBaHO

CONNECT 0001 (1) K* -> C** | 3anur KjIl€HTa HA MIAKIOYEHHS 10
cepBepa

CONNACK 0010(2) |K<-C [TixTBep IKeHHS YCHINIHOTO
1 AKTIOYCHHS

PUBLISH 0011 (3) |K <- C, K - | [TyGuikartist HOBiIOMJICHHS
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>C
PUBACK 0100 (4) K <- C, K - | [linTBepmKeHHS myOmiKaIii
>C
PUBREC 0101 (5) |K <-C, K - | [Ty6uikariito OTpUMaHO
>C
PUBREL 0110 (6) |K <-C, K - | Jlo3Bin Ha BUJIAJICHHS
>C MOBIJTOMJICHHS
PUBCOMP 0111 (7) |K <- C, K - | [IyGumikariiro 3aBepIieHO
>C
SUBSCRIBE 1000(8) |K->C 3anuT Ha MiMUCKY
SUBACK 1001 (9) |K<-C 3anuT Ha MAMUCKY TPUHHATO
UNSUBSCRIBE | 1010 (10) |[K->C 3anuT Ha BiAMUCKY
UNSUBACK 1011 (11) |K<-C 3anuT Ha BiAMUCKY MPUUHATO
PINGREQ 1100 (12) |[K->C PING 3amut
PINGRESP 1101 (13) |[K<-C PING Bignosiae
DISCONNECT 1110 (14) ([ K->C [ToBimOMJIEHHS TIPO BiIKIIFOUEHHS
BiJI cepBepa
Reserved 1111 (15) 3ape3epBOBaHMI

*K — kmienT, **C — cepBep

Yotupu crapii 01T nepuioro 6aiita ¢pikCoBaHOTO 3arojioBKa BiJIBEACH1
1] crenianbHl mpanopu (puc. 3.27)

Bit 7 6 5 4 3 2 1 0
Byte 1 Message type m m QoS Retain

Byte 2 Remaining Length

Puc. 3.27. Ilpanopu nporokosa MQTT

DUP — mpamnop ayOmnikaTa BCTaHOBIIOETHCS, KO KiieHT ado MQTT
OpoKkep 3A1MCHIOE TOBTOPHE BIAMNPABICHHS TNakeTa (BUKOPUCTOBYETHCA Y
tumax PUBLISH, SUBSCRIBE, UNSUBSCRIBE, PUBREL). V¥V pas3i
BCTAHOBJICHHS Iparopa 3MIHHUM 3arojloBOK MOBHUHEH MICcTUTH Message ID
(imeHTH(IKaATOP MOBITOMICHHS)

QoS — sikictb o6ciyroByBanHs (0,1,2)

RETAIN — npu my6umikaiii JaHuX 13 BCTAaHOBJIEHHWM Mparopom retain,
Opokep 30epexe #oro. Ilpu HacTymHiM mignucIi Ha I TOMIK OpoKep
HETalHO HaJIIIe MOBIAOMIICHHS 3 IIMM IIpanopoM. BUKOpHUCTOBYEThHCS JiHIlIe
y noBigomieHHsx 13 tunnom PUBLISH.

VY nesikux 3arojgoBKax MOXKE MICTUTHCS 3MIHHUL 3aTOJIOBOK.

Y HbOMY MICTATBCS TaK1 JaHi:
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- Packet identifier — imenTudikarop makera, MPUCYTHIA y BCIiX THIAaxX
noBimomieHb, kpim: CONNECT, CONNACK, PUBLISH (3 QoS <I),
PINGREQ, PINGRESP, DISCONNECT.

- Protocol name — Ha3Ba mpoTokoiy (TUIBKHA y TIOBITOMJICHHSX THITY
CONNECT).

- Protocol version — Bepcist mpoTokoiy (TUTBKH Y TTOBIIOMJICHHSIX THITY
CONNECT).

- Connect flags — npamopwu, o BKa3yrTh HA MOBEAIHKY KJIi€HTa TPU
miakmrodeHHi (puc. 3.28).

= e [ s [+ [ 2 [
will Cl

Password I. Will QoS Will Flag e:‘m Reserved
Retain Session

Puc. 3.28. IIpanopu 3MiHHOTO 3arojioBka mosijgomiaeHass MQTT

Bit
Byte 8

User name — 3a HasiBHOCT1 LIbOTO Mparopa y «HaBaHTAXEHHD» Mae OyTH
BKa3aHO 1M's KOpUCTyBauya (BUKOPUCTOBYETHCS HJisi aBTEHTHU(DIKaLIi
KJIIEHTA)

Password — 3a HasIBHOCTI LIbOT'O IPANopa y «HaBaHTAXEHHI» Mae OyTH

BKa3aHUM Maposib (BUKOPUCTOBYETHCS JIJIsl aBTEHTU(IKAIIT KITIEHTA)

Will Retain - mpu ycranosi B 1, Opokep 30epirae y cedbe Will Message.

Will QoS - sxicte oOcmyroByBanus i Will Message, mpu

BcraHoBiieHoMy mpanopi Will Flag, Will QoS ta Will retain €

00O0B'A3KOBUMHU.

Will Flag - mpu BcTaHOBICHOMY Mpamopi ICIHsl TOTO, SK KITIEHT

BIIKJIFOUUTHCS Big Opokepa 0e3 BianpaBku komanau DISCONNECT (y

BUMAJKaX HernependadyBaHOro OOpuMBY 3B'I3Ky 1 T.1.), Opokep

CIIOBICTUTbH MPO II€ BCIX MITKIIOYEHUX JI0 HHOTO KIIIEHTIB Yepe3 TaK

3Bannii Will Message.

Clean Session — ouuctutu cecito. IIpu BcTanoBienomy "0" Opokep

30epexe cecito, BCl MIMUCKHU KIIIEHTA, a TaKOX IMepenacTb WoMy BCl

noBigmomiieHHS 3 QoS1 1 QoS2, saxi Oynu oTpuMaHi OpOKEPOM I Yac

BIIKJIFOYCHHSI  KJII€HTa, TpPU WOro HACTYMHOMY  MIJKJIIOYEHHI.

BianoBigHo mpu BCTaHOBJEHIN «1», MpU MOBTOPHOMY MiAKIIOUYEHHI

KJIIEHTY HEOOX1HO Oy/ie 3aHOBO MIAMUCYBAaTUCS HA TOTHKHU.

- Session Present — BUKOPHUCTOBYETHCS Yy TIOBIOMJICHHI 3 THIIOM
CONNACK. fkmo 6pokep npuitmae miakmrodeHHs 3 Clean Session = 1, BiH
nmoBUHEH BcTaHOBUTH «0» y 01T Session Present(SP). Skiio Opokep mpuiimae
miakaroueHHs 3 Clean Session = 0, To 3Ha4yeHHs O0iTa SP 3a1eXuTh Bl 1IOTO,
gy 30epiraB Opokep paHilie CecCil0 3 IKUM KIEHTOM (SKIO Tak, To SP
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BUCTAaBISIEThC | 1 HaBmaku). ToOTO Iiel mapameTp 03BOJIAE KIIIEHTY
BU3HAYMUTH, U OyJia 30epexeHa OpokepoM MOTIepeTHs Cecisl.

- Connect Return code - sikmo Opokep 3 SKUXOCh MPUYUH HE MOXKE
npuitHaTy npaBwibHO cPopmoBanuit CONNECT maker Bia KJi€HTa, TO B
apyromy Oaiiti CONNACK mnakera BiH MOBHHEH BCTAHOBUTH BIJATMOBIJIHE
3HAUEHHS 3 HUKYEHABEICHOTO CIUCKY Y Tabunuii 3.8:

Ta6mmms 3.8. Moxusi BapiaaTu Bianoiai B CONNACK

3uauenns | [ToBepHeHe 3HAYCHHS Ormric

0 0x00 Connection Accepted [TinkIrOYeHHS TPUUHATO

1 0x01  Connection Refused, | Bpokep He miaATpEMY€ BEpPCitO MPOTOKOY
unacceptable protocol version | xiienTa

2 0x02 Connection Refused, | Client ID xkmieHTa, IO MiAKIOYAETHCS,
identifier rejected HEMa€ B CIIUCKY JTO3BOJICHUX

3 0x03 Connection Refused, | 3'ennanns BcranoBiaeno, aixe MQTT
Server unavailable CepBiC HE JOCTYIHUI

4 0x04 Connection Refused, bad | HenpaBuibHwmii g0rin a0o maposib
user name or password

5 0x05 Connection Refused, no | JlocTym 10 miaK/IrOuYeHHS 3a00pOHEHO
authorized

6-255 3ape3epBOBAHO

- Topic Name — Ha3Ba Tomika.

Hani, nasanmasicenHs

3mict Ta popmar ganmx, mo nepenarotbes B MQTT moBinomieHHSX,
BU3HAUYAIOTHCS y J0/aTKy. Po3mip maHmx mMoke OyTH OOUYMCICHHH HUISIXOM
BiiHIMaHHsI Remaining Length qoBkuHM 3MIHHOTO 3arojoBKa.

Axicmwb obcnyeosysanns y npomoxoni MQTT (QoS)

MQTT mniarpumye Tpu piBHI sIKOCTI oOciyroByBaHHs (QoS) mia yac
HAJICUJIaHHS TTOB1JJOMJICHbD.

Q0S-0 At most once. Ha niboMy piBHI BUJaBellb OJUH pa3 BIJMPaBIIsie
MOBIJJOMJICHHSI OpOKepy 1 HE YeKae Ha MIATBEP/KEHHS BiJ] HbOTO, TOOTO
BIJINIPaBUB 1 3a0YB.

Qo0S-1 At least once. Lleli piBeHb rapaHTye, 110 MOBIIOMJICHHS TOYHO
OyJie 10CcTaBICHO OpPOKEpPyY, aje € MOXKIIMBICTD TyOJIFOBaHHS MOBIIOMJICHD BIJT
BuaaBig. Ilicist oTrpuManHs ayOjikaTa TIOBIJIOMJICHHS, OpOKEp 3HOBY
HAJICUJIA€ 11€ TIOBIJOMJICHHS TIEpeAIIaTHUKAM, a BUJIaBIIEBl 3HOBY HaJCHIIA€
MiATBEPHKEHHS ITPO OTPUMAHHS MOB1IOMJIEHHS. SIKIIO BUaBelb HE OTPUMAB
noBigomsieHHs: PUBACK Bijg Opokepa, BiH MOBTOPHO BIJIPABIISE IIEH MAKeT,
npu poMy B DUP BcTaHOBImOETBCS «1%.
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Qo0S-2 Exactly once. Ha 1mpomy piBHI TapaHTyeThCsl JIOCTaBKa
MOBIIOMJICHb TEPEANIJIATHUKY Ta BHKIIOYAETHCS MOXKIMBE TyOTIOBaHHS
HAICJIaHUX TOBIJOMJICHbD.

Bunagens Hajzcwiae moBiJOMIICHHS Opokepy. Y IbOMY IMOB1IOMJICHHI
BKa3yeTbcsl yHikanbHuid makeT ID, QoS=2 i1 DUP=0. Bunaseup 306epirae
MOBITIOMJICHHST HEIIIITBEPLUKEHNM, TTIOKA HE OTpUMAaE BiJ Opokepa BiIMOBIIb
PUBREC. bpoxkep Bianosigae nosigomsienassMm PUBREC, B skomy MicTUTBCSA
Toit sxe Packet ID. Ilicns orpumanns Buaasens Bianpasisie PUBREL 3 tum
xe Packet ID. o Toro, sik Opokep orpumae PUBREL, BiH moBuHeH
30epiratu kormito nosigomieHHs y cebe. Ilicns orpumannss PUBREL Bin
BUJAJIIE KOITII0O MOBIJOMJIEHHS Ta HaJACWIIa€ BUIABIIEBl I1IOBIJIOMJICHHS
PUBCOMP mipo Te, 1110 TpaH3aKIIito 3aBEPILECHO.

3axucm nepeoaui oanux

s 3a0e3neuenns Oesnexkn B MQTT mnportokon peani3oBaHO Taki
METOH 3aXHCTY:

Aytentudikamist kimieHTiB. [Taker CONNECT wmoke MICTUTH TOJIA
USERNAME 1 PASSWORD. Ilpu peanizamii Opokepa MOXKHaA
BUKOPUCTOBYBATH 11 MOJIS AJ1s1 aBTEHTU(IKAIT KJII€HTA.,

KonTposnb noctyny kiienTiB yepe3 Client ID.

[Tigxmouenns 10 Opokepa uepe3 TLS/SSL.

3.4.2. IIporoxoa MQTT-SN

CrnemiamizoBana Bepcis i Mepex jnatuukiB MQTT HasuBaeThes
MQTT-SN (inomi 3Byuuth sk MQTT-S). Bona porpumyerhcsi Ti€i X
butocodii MQTT, sk 1 Jlerkuii NpoOTOKOJ JJIs ieprudepiitHuX NPUCTPOIB, ajie
CKOHCTpYHOBaHa CHELIAIBHO JIJIT HIOAHCIB 0€37pOTOBOI JIOKAJIBHOI MEpEexi,
10 € TUIOBOIO JIJI1 CEHCOPHUX cepenoBuill. Lle o3Havae maATpUMKY KaHaiB 3
HU3BKOIO MPOIMYCKHOIO CHPOMOXKHICTIO, BIJCTEKEHHS BIAMOBU KaHaIy,
KOpPOTKI TOBIJIOMJICHHSI Ta amaparHe 3a0e3ledyeHHs 3 O0OMEeXKEeHUMU
pecypcamu. MQTT-SN, no cyTi, HaCTUIbKU MPO30PUI, IO MOXKE YCIIIIHO
npaitoBatu noBepx BLE ta Zigbee [1].

MQTT-SN ne Bumarae crex TCP/IP. Moro MoskHa BHKOPHCTOBYBATH 32
MOCJIIIOBHUM 3'eAHAHHSAM (TIEPEBaKHUM BapiaHT), Ji€¢ MPOCTUM MPOTOKOII
3B'13Ky (1100 pO3PI3HATU Pi3HI MPUCTPOI JIiHIT) 1 HAKJIAAHI BUTPATH yKe
Mani. Sk anbTepHaTHBa BiH MOXE€ BUKOpUCTOBYBaTuCs npoTokon UDP, skuit
BHUMarae MeHiie pecypcis, Hixk TCP.

Apximexmypa ma mononoeis MQTT-SN

VY tonomorii MQTT-SN e yotupu ocHOBHI KoMroHeHTH (puc. 3.29):
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@ MOTT-5M
| x MOTT
Tpocruii Ge3npoBiaHwMi =
JaT4YuK
KpaiioBuii Mmapmryrusarop
IImo3 MQTT-SN

MOTT-5N |

Tpocruii Ge3npoBigHuMiI

MOTT-5N Wnto3 MOTT-5N IIpoBaiinep XMapHAX MOCITYT
bpoxep MQTT

MQTT-5N

IToTy»Ha cHcTeMa IaTIHKIB

MOQTT-5N

TIpocruii 6e3nposiaHuit
JIaT4YuK

Excresturop MQTT-SN

Puc. 3.29. Tonomoris MQTT-SN

wmosu — B MQTT-SN nuito3 Hece BiANOBIIAIBHICTD 32 MEPETBOPEHHS
nporokony 3 MQTT-SN B MQTT 1 nHaBmaku (xouya MOXJIMBI W 1HII
nepekiaan). [no3u Takok MOKYTh OyTH arperyrounuMu adbo mpo30puMu;

¢opeapoepu — MapuipyT Mix aardukoM 1 nuirozoM MQTT-SN moxke
NPOXOJUTH MO Oe3Nul NUIIXiB 1 TMepeTUHATH KijdbKa MapIIPyTU3aTOPIB.
By3nmu wmix BuxigHuMm kiieHToM Ta uuiro3oM MQTT-SN  Ha3uBaroThes
NepPECUIIKaMU, BOHU MPOCTO MOBTOPHO iHKANCymoTh kKajapu MQTT-SN y
HOBI Ta He3MmiHHI kKagpu MQTT-SN, ski BIANPaBISIOTHCS 10 MYHKTY
NPU3HAYEHHS A0 THUX IMip, MOKKM BOHU HE JOCSTHYTHh MPABUJIBHOTO HUTHO3Y
MQTTSN x5 mepeTBOpEHHS MTPOTOKOILY;

KMieHmu — KIIEHTH TMOBOAAThCA sK 1, Kk 1 MQTT, MoxyTh
M1JTUCYBATUCS 1 MyOJIIKYBaTH JIaHi;

Opokepu — OpOKepH MOBOJATHCS Tak camo, Kk y MQTT.

besnpoToBi marumku 3B'sI3yroThest abo 31 numo3zamu MQTT-SN, ski
nepeBogath MQTT-SN B MQTT, B inHmi nporokosnbHi (opmu, ado B
dopBapaepiB, ki mpocTo 1HKaNCymorTh kaapu MQTT-SN, mpuitHsaTi B
MQTT-SN noBigoMIieHHs, IepeHaIpaBiIeH1 Ha LT3,

IIpo3opi ma 36uparoui winosu

Y MQTT-SN nuio3u MoXyTh rpatu Bl pi3Hi poii (puc. 3.30). Ilo-
nepie, Mpo30opuid U3 KepyBaTUME Oararbma HE3aJeKHUMHU MOTOKaMHU
MQTT-SN 3 ceHCOpHHMX TPHUCTPOIB 1 MEPETBOPIOBATUME KOXKEH TMOTIK Ha
noBigomaeHass MQTT.

Arperaiiitauii/30uparounii o3 06'eqHae kinbka morokie MQTT-SN
y MeHIy KuibkicTh moTokiB MQTT, BiampaBieHuX 10 XMapHOTO Opokepa
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MQTT. Arperamiiiauii nuUt03 CKJIAIHIIIE Y CTBOpeHHl ajyie BIH 3MEHIIUTh
KUIBKICTh cny>1<60BHx JaHUX, [0 TEePelaloThCsl, 1 KUIbKICTh OAHOYACHHUX
M1IKITI0YEHb, BIIKPUTUX Ha cepBepl. i CTBOpEHHs TOMOJIOTi HUII03Y, 1110
arperye, KJII€EHTU MOBUHHI MyOJIIKyBaTH B Tid ke TeMi abo MinucyBaTHCs Ha
OJIHY 1 TY X XK TEMY.

MOTT-SN A MOTT-SN
MOTT ‘ ; '

@4——» «—> 1-\. l‘l“ MoTT «— <—-—>®

@‘_’6—-’4""’/’

— ()
IMposaiinep XMapHHX
nocayr Bpokep MOTT
D G—p e

Tpo3opuii numo3 Arperyrounii o3
MOTT-SN MOTT-SN

Puc. 3.30. HanamryBannas nuro3iB MQTT-SN

[Ipo3opuii U103 NPOCTO BUKOHYE MEPETBOPEHHS ITPOTOKOILY KOXKHOIO
BxigHOro noroky MQTT-SN 1 mae B3aeMHO-OJHO3HAYHE BIJHOIICHHS MIXK
3'ennanHsMu MQTT-SN 1 MQTT-3'ennannsimu 3 6pokepoM. OHaK HUTHO3,
o arperye, o0'eqHae kiabka motokiB MQTT-SN B oane 3'eqnanns MQTT 3
CEPBEPOM.

Biominnocmi mioie MOTT ma MQOTT-SN

OcnoBHi BiaMiHHOCTI MK MQTT-SN ta MQTT mnonsramoTts y
HACTYITHOMY:

- YV MQTT-SN e tpu noBigomsienHss CONNECT, a B MQTT — oxne.
JlonaTkoBi JBa BUKOPHUCTOBYIOTBCS JiJIsl mepenadl Temu "Will" ta
roBigomiieHHs "Will";

- MQTT-SN Moxe mpairoBaTH dYepe3 CHPOIICHE CEepPedoBHINE Ta
UDP;

- Imena  Tem 3aMIHIOIOThCS KOPOTKUMH  JIBOOQNTOBUMHU
NOBIJOMJICHHSIMU 3 1JIeHTUdikKaTtopom Temu. lle HeoOxigHO st
Kpalioro BUKOPUCTAHHS MIPOITYCKHOI CIIPOMOXKHOCT1 y 0€3ApOTOBUX
MepexKax;

- TOMNEepeTHHO BU3HAUYCHI 1ICHTU(IKATOPH TEM 1 KOPOTKI IMEHa TeM
MOXXYTh BUKOPHUCTOBYBaTHUCS 0e3 Oynp-akoi peectpaiii. Lo6
BUKOPUCTOBYBAaTH 1110 (YHKIIO, KIIEHT 1 cepBep IOBUHHI
BUKOPUCTOBYBATU OJIUH 1 TOM camuil iieHTU(diKaTop Temu. KopoTki

Ha3BHU JIOCUTh KOPOTKIi, 100 OyTH BOYIOBAaHMMHU Yy TOBIJOMJICHHS
PUBLISH;
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- 3ampornoHOBaHO MPOIEAYPY BHUSABICHHS, IO JOMOMAarae Kiie€HTaM 1
JI03BOJIIE IM 3HAXOJUTU MEPEKEBl1 aJPECH CEpBEPIB 1 NUIIO3IB. Y
MEpeXi MOXYTh ICHyBaTM KUIbKa IIIIO31B, SKI  MOXHa
BUKOPUCTOBYBAaTHME OOMIHY MOBIJOMJICHHSIMU 3 KJII€EHTaMU;

- ¢ynkmis CleanSession orpumye BiactuBicTh Will. Kiientchka
nepeamiaTa Moke Oytu 30epekena, aie Terep mani Will Takox
30epiraroThCs;

- ¥V MQTT-SN BUKOPUCTOBYETBCS IEpErIAHyTa MpoUEeAypa
keepAlive. Ile poOuThCcs At MIATPUMKHU CIUTSIYMX KITIEHTIB, Y SKHX
BC1 MpU3HAYCHI I HUX MOBIIOMIICHHS Oy(Qepu3yIOThCs CEPBEPOM
a00 TMPUKOPAOHHMM MapLIPyTH3aTOPOM 1 NEPENAIOThCA TIJI 4ac
npoOyaKEHHS.

3.4.3. O0mexenunil npukjaagHui nporokoa CoAP

Oomercenuii npukiaoHuit npomokoa, abo BIH XE€ 00MexHceHUll
npomokon oooamkie (CoAP) € pozpookoro IETF (RFC7228). Po6oua rpyna
IETF Constreined RESTful Environments (CoRE) ctBopuiia nepiuii mpoexkt
npotrokony y 4epBHi 2014 p. BiH cnemiagbHO NMPU3HAYEHHUM SIK MPOTOKOJI
3B'SI3KY JUISl IPUCTPOIB 3 OOMEKEHUMU MOXKIUBOCTAMUA. OCHOBHUM MPOTOKOJI
teniep 3acHoBaHuid Ha RFC7252. IIpoTokon yHIKaJIbHUH, OCKUIBKA BIiH
BIIEpILI€ PO3POOJICHUN 11 OOMIHY JaHUMH THUITy MaimivHa-MamnHa (M2M)
MDK TPaHMYHUMHU By3JlaMH. BiH Takox miarpumye pooory 3 HTTP 3a
nonomoror 1pokci. Ile mneperBopennss HTTP € BOymoBanum 3acobom
OTpPUMaHHS JaHHUX uepe3 inTepHeT [1].

CoAP uynoBo 3a0e3nedye aHAJIOTIYHY Ta JIETKY CTPYKTYpPY aapecarlii
pecypciB, 3HalloMy BCIM, XTO Ma€ JIOCBiJT BUKOPHUCTAHHS 1HTEPHETY, aje 3
0OMEKEHUMH pecypcaMu Ta BUMOTaMU JI0 MPOITYCKHOI CITPOMOKHOCTI.

CoAP 3ab6esneuye aHasoriuHy (yHKIIIOHAJIBHICTh 13 3HAYHO MEHIIUMU
BUTpATaMH Ta MOTpeOaMu B MOTYKHOCTI.

Kpim toro, nesiki peanizamii CoAP BuUKOHYIOTBhCS Ha X64 Kpaille HIXK
exBiBasienTH HTTP Ha ananoriunomy ycrarkyBanHi (Ta0:. 3.9).

Tabmuis 3.9. Binminnocti npotokosiiB CoAP ta HTTP

baiitu B Tpan3axirii CnoxuBaHa Yac xxutts 6aTapei
MOTYXHICTh
CoAP | 154 0.744 mW 151 nenp
HTTP | 1451 1.333 mW 84 nus

Lemani apximexmypu CoAP
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Konremnmiss CoAP 3acHoBaHa Ha iMiTarlii Ta 3aMiHl BaXKHUX €JIEMEHTIB
HTTP Ta Bukopuctanus yserkoro ekpiBajenta aius [oT. Ile ne 3amina HTTP,
OCKIZIbKM B HiM BiacyTHI jgesiki sikocTi; HTTP Bumarae noTyxHImmX i
opieHTOBaHUX cepBicu cucreM. MoxiuBocti CoAP mMoxHa mifcymMoByBaTu
TaK:

- cxoxa Ha HTTP;

- TPOTOKOJIM O€3 BCTAHOBJICHHSI 3'€IHAHHS;

- Oesmeka 3a gomomororo DTLS, a we TLS, sk nmpu HOpManbHIN

nepeaaul HTTP;
- aCHMHXPOHHHUI 0OMiH MOBI1JOMJICHHSIMH;
- JIETKWWA JHM3aliH Ta HU3bKlI BUMOTU JIO PECYpPCIB, HU3bKI HaKJIAJHI
BUTPATH B IJIaHI 3ar0JI0BKa;

- marpuMka URI Ta Tunis BMiCTY;

- noboynoBanuii Ha UDP 3amicte TCP/UDP, sk mns 3Bu4aiiHOro
HTTP-ceancy;

- HTTP-cniBcraBinenns 0e3 30epekeHHs CTaHy, 10 JO03BOJISIE

npokcucepsepy miakmoyarucs 1o HTTP-ceancis.

CoAP mae nBa ocHOBHI piBHi (puc. 3.31):

Ctek HTTP Ctek CoAp
HTTP CoAP Rarur/Rimmori .
Toanzaxiis
TCP UDP
IP IPv6
KaHanbHU piBEHb 6LOWPAN
®i3n4HUM piBEHDb IEEE 802.15.4

Puc. 3.31. [lopiBusinus crexiB HTTP ta CoAP

pPiBeHb 3alUTY/BiANOBII — BIJIOBIIAa€ 32 BIANPABICHHS Ta OTPUMAHHSI
3armuTiB Ha ocHOB1 RESTful. 3amutu REST Bxiroueni 1o mosizomiieHb CON
a60 NON. Biamosias REST BkimroueHo y Bianosigane noBigomiaeHHs ACK;

pPiBeHb TpaH3aKlii — HAa [LOMY pIBHI MIATPUMYETHCS OOMIH
MOBIJIOMJICHHIMU MDK KIHIIEBUMHA TOYKaMH, BHUKOPHCTOBYIOUM OIWH 13
YOTUPHOX OCHOBHUX THITIB TMOBIJOMJICHb. PiBEHb TpaH3akIlii TaKOX
MIATPUMYE KEpyBaHHS 0aratoapecHOI0 PO3CUIIKOIO Ta IIEPEBAHTAKCHHSM.

Konrtekcr, cunrakcuc Ta BukopuctanHsi CoAP anamoriuno HTTP.
Anpecaiiist y CoAP takox y ctumi HTTP. Anpeca — ue crpykrypa URIL Sk 1
URI B HTTP, xopuctyBau MOBMHEH 3HATH aJpecy 3a3falierip, 100
OTPUMATH JIOCTYTI JI0 peCypcy.
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Ha Bepxaromy piBHi CoAP BukopuctoBye taki 3anuth, sk GET, PUT,
POST 1 DELETE, sx y HTTP. AmnanmoriuHo, KOJau BIAMOBiJAEH IMITYIOTbH
HTTP, nanpuknan:

- 2.01 — cTBOpEHO;

- 2.02 — BuaneHo;

- 2.04 — 3miHEHO;

- 2.05 — BMiCT;

- 4.04 — ne 3HalineHo (pecypc);

- 4.05 — MeTon1 HE T03BOJICHO.

Tunosuii URI B CoAP mae taky popmy:

coap://xocT[:nopT]/[nyTb][?3anpoc]

Cucrema CoAP cknamaerbes 13 ceMH OCHOBHUX YYaCHHUKIB:

KiHIleBI TOYKH — 1€ Jpkepena Ta aapecatu noBigomieHHs CoAP.
KoHkpeTHe BH3HA4YeHHS KIHIIEBOI TOYKH 3aJICKHUTHh BiJl TPAHCIOPTY, IO
BUKOPHUCTOBYETHCS;

npokci — kiHieBa Touka CoAP, skit kmientu CoAP nopydaroTh
BUKOHYBATH 3allUTU B1J] CBOTO IMEHI. 3HM)KEHHSI HABAHTAKCHHSI HA MEPEXKY,
JOCTYN JI0 CIUISIYMX BY3JIB Ta 3a0€3MEUCHHS MMEBHOIO PIBHS 0€3MEKH — OCh
neskl QyHkiii npokci. I[Ipokci MOkyTh OyTH SBHO 0OpaHi KJIIIEHTOM (TIpsiMe
MPOKCIFOBaHHs) a00 MOXYTh BHKOPHUCTOBYBAaTHUCS SIK CEpBEpPH Insitu
(3BOpOTHE TMPOKCItOBaHHA). SIK anbTepHATHBaA MPOKCI MOXE IEPETBOPUTH
onuH 3anut CoAP Ha iHmmwmit 3anutr CoAP abo HaBiTh NepeBecTH Ha 1HIIUN
npoTrokon  (mepexpecHe mpokcitoBaHHs). CHUIBHOIO — CHUTYaIll€l0 €
IPUKOPAOHHUM MapuIpyTu3aTop, 1o npokcipye 3 mepesxxki CoAP 1o cepsiciB
HTTP nyist xXmapHUX iHTEpHET-3'€IHAHD;

KJIEHT: 1HiIaTop 3anuTy. KiHiieBa Touka npu3HavyeHHs BIJIMOBIII;

cepBep: KiHIIeBa TOUKA IPU3HAYCHHS 3aIUTy. ABTOP BIIMOBIJII;

NMOCepeHUK: KIIEHT, SKUM BUCTyNae sIK 1 cepBep 1 KIIEHT IO
BIJIHOIIEHHIO JI0 BUX1AHOTO cepBepa. [Ipokci € mocepeTHUKOM;

cepBep MOXOKEHHSI: CEPBEP, HA SIKOMY 3HAXOJUTHCS TAaHUM pecypc;

crmocTepirayi: KIEHT CcrHoOCTepiraya MOXKE 3apeecTpyBaTu cebe 3
BUKOpUCTaHHSAM 3MmiHeHoro mnosigomieHHs GET. Tlorim cmocrepirau
M1JIKJTF0YAETHCS 0 PECYPCY, 1 SKIIMO CTaH IbOT0 PECYpPCY 3MIHIOETHCS, CEPBEP
HaJICUJIA€ TTOB1JOMIJICHHS CIIOCTEpIrayeni.

Cnocrepiraui € yHikadbHUMA B COAP 1 [03BONIAIOTE MOPUCTPOIO
CTEXHUTH 3a 3MiHAMU B KOHKpeTHOMY pecypci. [lo cyTi 11e cxoxxe Ha MOJeb
nignucku MQTT, ne By3071 miAMUCy€eThCS Ha TOIIO.

Hwxue wnaBeneno mnpukian apxitekrypu CoAP. Bynyum nerkoro
cuctemoro HTTP, kmientu CoAP MOXyTh B3a€EMOJIISTH OJUH 3 OJAHUM a0b0
cepBicamu B xMmapi, 1o miarpumye CoAP. Sk anpTepHaTUBY IMPOKCI MOXKHA

144



BUKOPUCTOBYBaTU i mifkimtoueHHs 0 ciayx6u HTTP y xwmapi. Kinmesi
Touk COAP MOXyTh BCTAaHOBIIOBATHU BIJJHOCUHU OJWH 3 OJAHHM HaBITh Ha
piBHI naTuukiB. CriocTepirayi miATPUMYIOTh aTpUOyTH, MOII0H1 10 MMUCKH,
UL pecypcey, siIkuii 3MiHIO€eThCs, moaioHo 10 MQTT. Ha puc. 3.32 takox
MOKa3aHl CepBEPH MOXOPKEHHS, HA SIKUX 3HAXOJATHCS PECYPCH, IO CHIIBHO
BUKOPUCTOBYIOTHCS.

JIBa mpoxkci no3BossitoTh CoAP BukonyBatu mnepekiiag Ha HTTP a6o
HaJICHJIaHHS 3alMTIB BiJ iMeHI KimienTa (puc. 3.32).

Q

IIH T o

Crnocrepirad

HTTPS CoAP Besneiﬂ_?’_ _'(8

Hoqaﬂ(omm *""6e3 D‘\' LS) e
cepse 3
| cooep Cepennii npoxci CoAP KITEHT

E COAP (HANDABTISIONIHIT TNOKCH)
Houarkosmii S€4HO  Beg 7y DTLS') oy H COAP Besneuno @ (.QN?/'®
> G =

cepsep P —

- . o
5&3 DTLS) ol Kinnesuit
Kinnesuii KITieHT
KITlieHT Kinnesuii

KITlieHT

Cepenniii npokci CoAP
(HampaBIATOMIMI MPOKCH)

Puc. 3.32. Apxitektypa CoAP

CoAP BukopucroBye nopt 5683. Ileit mopT NOBUHEH MIATPUMYBATHCH
CEpPBEPOM, SIKHIl MPOMOHYE PECYPCHU, OCKIIIBKH MOPT BUKOPUCTOBYETHCS NS
BusiBIeHHS pecypciB. [TopT 5684 BukopuctoByeThes, koau DTLS yBiMKHEHO.

Dopmamu nogioomnenb CoAP

[Ipotokonu, 3acHoBani Ha Tpancnopti UDP, MaioTh Ha yBasi, 11O
3'elHaHHS HE MOXe OyTH, 3a CBO€IO CyTTIO, HaaliHuM. 1100 KommeHcyBatu
npoOnemu HamiHocTi, COAP BBOAWUTH JBa THUINHU TMOBIJIOMJIEHB, SK1
BIJIPI3HSIOTHCSI BUMOTOIO MiJITBEP/KEHHSI JOCTaBKH, abo Hi. JlomaTkoBoro
OCOOJMBICTIO ILOTO TIAXOAYy € T€, IO IMOBIJIOMJIEHHS MOXYTh OyTH
ACUHXPOHHUMH.

3aranom, y CoOAP BCbOro 4OTHPHU MOBIIOMJICHHS:

- miaTBepmkenuidi (CON) — morpidben ACK. Skmo moBigoMIICHHS
CON nagnicnano, ACK mae OyTy NpUUHSITO MPOTATOM JOBIJILHOTO 1HTEPBATY
qacy MIDXK ACK TIMEOUT Ta (ACK TIMEOUT *
ACK RANDOM FACTOR). fdxkmo ACK He oTpumaHo, BiANpaBHUK
nepeaae mnoBigomsieHHs CON 3HOBY 1 3HOBY 3 IHTEpBajJaMH, IO
EKCIIOHEHIIIITHO 3pOCTalTh, 10 TUX Mip, nmoku He oTpumae ACK a6o RST.
Ile, Bmacue, ¢dopma KoHTpoaro HaBaHTaxeHHSI CoAP. MakcumanbHa
KUIbKICTh cnipoO BcTaHoBieHa 3a nponomororo MAX RETRANSMIT. Ile
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MeXaHI3M 3a0e3MedyeHHsT BIAMOBOCTIHKOCTI JJisi KOMIEHcAIlli BiJCYTHOCTI
takoi B UDP;

- HemiaTBepa:keHuit (NON) — ne norpiono ACK. Ilo cyri, e
MOBIJOMJICHHS «CTIAJIUTH 1 3a0yTH» a00 TPAHCIIOBATH IIIMPOKOMOBHO;

- migrBepmxkennss (ACK) — migrBepmkye moBimomieHHT CON.
[ToBimomnenus ACK M0ke MOBTOPIOBATUCS PA30M 3 1HIIIAMH JTaHAMH;

- ckua (RST) — Bkazye, mo orpumano nosigomieHHss CON, aie
KoHTeKCT BimcyTHiN. [loBimomimenns RST moxe moBTOproBaTHCs pa3oMm 3
IHIIUMH JTaHUMH.

CoAP — me mm3aiin RESTful 3 BukopuCTaHHSM TOBIIOMJICHB
3amMUT/BIANOBI b, CKOMIOHOBaHUX y moBimomieHHsIX CoAP. Ile mo3Bosse
MIBUIIMTH €()EKTUBHICTH Ta 30€pEKEHHSI CMYTH MPOIYCKAaHHS, SIK TTOKa3aHO

Ha puc. 3.33.

[puknag COAP:

puxnan CoAP: [Ipuxnag COAP: [linTBepmkenuii
He niaTBeprxenuit [lixTBepmKeHui 3 I0JaTKOBUM BUIPOOYBAHHIM

3aIMT Ta BiANOBiAb 3aIMT Ta BiANOBiIb (abTepHATHBHO)

KrienT A Kiient B | | KrienT A Krient B | | Knient A | S

- Hchl:l:;:-: oy - - (N GET e’ Mip-(eggy .I.‘-.‘JH:‘GI'] e, Wby

The(uily Bkenr - o |
O B L ACKMIDDEL = ~ Aikf&rtant:-'f";c:l:ﬁ?:'l- ,

- TokerelwlL, 0L

; :EH-,‘::nne-n'.IM]E-M'..'. . .
_J:-F\EI"-L"ﬂ._ L
T l""I:-H':M"]r:‘|‘1_r_|'|j .')I —)

Puc. 3.33. IloBigomienass CoAP NON ta CON

Ha pucyHky mnokazaHo Tpu NOpUKIaAW TpaH3aKIi{d 3amuTy/BiJINOBIII
CoAP, 1o He MIATBEP/DKYIOTHCA 1 MATBEPHKYIOThCS. BOHM BH3HauYeHI Ta
OMKCaH1 HACTYITHUM YHUHOM:

HEMIITBEp/UKEHUN  3amUT/BIANOBIAL  (JIIBOPYY) — TOBIJOMIICHHS,
nepeaaHe MK KiieHTaMd A Ta B, 3 BUKOPHUCTAHHSIM THIOBOI KOHCTPYKIIIi
HTTP GET. Yepe3 neskuit yac B 3xa1iicHIOE esK1 MaHIMYJIAMIT 3 JaHUMH Ta
noBeprae temneparypy 20 °C;

NIATBEP/DKCHUM  3amuT/BIANOBIAL  (MOCEepeauHi) —  BKJIIOYEHUU
11eHTU(diKaTOp MOBIJOMIICHHSI, YHIKAJbHUW 1ACHTU(IKATOP JJIsi KOXKHOTO
noBioMJIeHHSI. TOKEH € 3HaueHHs, sike Ma€ OyTH MPaBUIBHUM MPOTITOM
yChOT'0 MEPi0 1y OOMIHY;

MiATBEP/DKEHUN  3amuT/BIANOBIAL (TIpaBOpy4) — TYT MOBIAOMIICHHS
Moke OyTu miaTrBepmkeHo. O6uasa kimieHTH A 1 B yekarumyts ACK micns
KOXXHOTO 00MiHy moBimomyieHHsMU. [Ilo6 onTumizyBaTu 3B'I30K, KIi€HT B
Moke BHOpatu ckommoHyBatd ACK 3 paHuMH, 110 MOBEPTAIOTHCS, SK
MIOKa3aHO B KPailHbOMY MPABOMY KYTKY.
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[Tporiec moBTOpHOI IEepeaadi Moka3aHo Ha puc. 3.34.

[Ilo6 BpaxyBaTu BiJACyTHICTh BigmoBocTiikocti B UDP, CoAP
BUKOPHUCTOBYE MEXaHI3M TaliM-ayTy MPpHU CHUIKYBaHHI 3 MOB1JOMJICHHSIMU, 1110
MIATBEPHKYIOTHCA. SIKIO 3aKIHYUTHCA Yac OYIKyBaHHs, a00 HaJCHUIIAI0UN
noBigomsieHHss CON, a6o orpumasmu ACK, BianmpaBHUK Oyjie MOBTOPHO
HAJICHJIaTH TIOB1JOMJIEHHS. BimpaBHUK BANOBIA€ 32 KEpyBaHHS TailMayToM
Ta TOBTOPHY Mepenady 10 MaKCUMaJlIbHOI KUIBKOCTI MOBTOPHHUX Iepesad.
3BepHITH yBary, mo noropHa nepeaada ACK moBTOpHO BUKOPHUCTOBYE TOil
xe Message ID

Ipuxmax CoAP : TIpnkmax CoAP :
ToBTOpHA nepeava ta Heppanuii CON MOBTOpHA Tepeava Ta Hepramnid ACK
Knient A Krienr B Knient A Knienr B
— CONCGET /temp’ Mip=0x801 — CONCGET femp’, MiD=0xg01,

Tl:lken-_-DxM] - TDRen'—-Elxll] >

1
\ Owwbia |

ACK('Content’, MID=DC><_?E]1,_

ACK_TIMEQUT expires Token=0x11,20C)

| Owmbka
ACK_TIMEOUT expires
—— CON['GET temp” MID=0 —— COM["GET ftemp® MiD=
/ . MID=DxB01 /temp’ MID=0xg01
Ttlken-_-ﬂxll;, . TUkE‘ﬂ:I:Ix_T_l? r—

ACK("Content’, MID=0xBO0L, ACK(Content’, MID=0xB0L,
nll %nkenﬂﬂl.'m ) il ‘}o'&em'ﬁxli: '00)

Puc. 3.34. Mexani3m noropHoi nepenaydi CoAP

Xoya I 1HIIOT apXiTEKTypd OOMIHY ITOBIJIOMJICHHSIMH TOTpiOCH
LEHTpaJIbHUN cepBep Iepenadl MOoBIAOMIEHb MDK kiieHTamu, CoAP
JIO3BOJISIE TIepe/iaBaTH IMOBIAOMIICHHS MiX Oyab-skuMu kKiieHTamMmu CoAP,
BKJIFOYAIOYM JaT4uKu 1 cepBepu. CoOAP BKiII0Ya€e MpoCTy MOJAECIb KEITyBaHHS.
KemnryBaHHsi KOHTpOJIOETHCS 4epe3 KOAM BIJNOBIIEH Yy 3arojioBKY
noBIIOMJICHHSI. Macka HOMepa MapaMeTpa BU3HAuYae€, Y € KI0YeM Kella.
[Tapamerp Max Age BUKOPUCTOBYETBHCS JJIsI KEPYBaHHS YacOM IKUTTS
€JEMEHTa Kelly Ta 3a0e3ledeHHs CBUKICTh mgaHux. To0to Max Age
BCTAHOBJIIOE MAaKCHUMaJIbHUI dYac, MPOTATOM SKOr0 MOXe OyTH KelloBaHa
BIJINIOBI/Ib, TIEPII HIXK BOHA IMOBMHHA OyTH OHOBJIeHAa. Max Age 3a
3aMOBUYYBaHHSAM Ma€ 3HaueHHS 60 CeKkyHJ 1 MOXXe OyTH PO3IIMPECHUH 0
136,1 poky. IIpokci TpaiOTh poJib KEIIyBaHHI; HANPUKIAA, CIUITYUAN
TPAaHUYHHUM JAaTYUK MOXKE€ BUKOPHUCTOBYBATH MPOKCI-CEPBEP AJIA KEUTyBaHHS
JaHUX Ta €KOHOMIi eHeprii.

3aromoBok moBimoMiieHHS CoAP cTBOpeHo s 3a0e3nedeHHs
MaKCUMaJbHOT €(QEeKTUBHOCTI Ta 30€pEeKEHHS CMYTd IMPOIMYCKaHHS.
3aroJ0BOK Ma€ JIOBKUHY YOTHPHU OaWTH 3 TUMIOBUM IOBIIOMJICHHSM 3aIuTy,
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10 MICTUTH TIIBKH 3arojioBKU JoBxkuHU Big 10 go 20 Oaiit. Lle, sk mpaBuio,
y 10 pa3iB meHire, Hixk 3aroioBok y HTTP.

CrpykTypa ckinamaerbesa 3 ieHTudikaropis tumy mosigomuieHHs (T),
K1 MaloTh OyTH BKJIIOUEHI JO KOXKHOTO 3arojiOBKa pa3oM i3 BiIMOBITHHUM
YHIKaJIbHUM 1IeHTH(IKATOPOM MOB1JOMJICHHSI. [Tone Code
BUKOPHUCTOBYETHCS JUIsl CUTHAI3allli MPO MOMUIKA a00 YCHIIIHI CTaHU TO
kaHajax. [licis 3arooBka Bei 1HII MOJIS € HEOOOB'SI3KOBUMH Ta BKIIIOYAIOThH
TOKCHM 3MIHHOI JOBXHHH, OIIIIii Ta KOPUCHE HaBaHTakeHHs (puc. 3.35).

Crpykrypa noBigmiieH CoAP

0-1 2-3 4-7 8- 16-31 - Bepcis: 2-6iToBe mine uymcno, mpucBoeHo 1. VYV
15 MaiOyTHIX Bepcisx MOXe OyTH iHIIe 3HAUCHHSI.
- -Tun noBigomieHHs: 2-6iToBuii ineHTudikarop:
Bepcm Tun HOB)KHHa . UI - JloBxxknHa TokeHa :J{oBkMHA MO T((kaeﬂa El 3MiHOIO
noBijioMJeHHs | TokeHy | Kopj | TIOBIIOMJICHHA JOBYKHHH.
(TKL) -Kon: 8'-6?THHl>jl iHAMKaTOp ycmimHoi a6o He yCHilmHOI
omepatlii, i HaBiTh TOMHUJIOK.
-I/I-moBinomnenns: 16-0iroBe 1wine umcino Oe3 3HaKa
- BUKODHCTOBYETbCS AN BHUSIBJIEHHsS  AyOuikatiB
Toxken ( omiitao, 0-8) [OBiIOMJIEHHSL.
Ot -TOKCI'—IZ 0-8' 6av“lT, BUKOPUCTOBYETHCS Ul KOpEIsLii
3aIlMTIB Ta BIAIMOBIJICH.
3apesepoBano(11111111) KopuchHe HaBaHTaXKeHHS -Onuii:  HeoBOB’A3KOBi  mMapaMeTpu  3amuTis  Ta
(omiiiHo) BizmoBineii taki sx URI, max-age, Content ra Etag.

-KopucHe HaBanTaxeHHs: (omuiiiHo) gaHi  abo
MOBIIOMJICHHS, MOX€ OyTH HYJIbOBOI JJOBXKUHU

Puc. 3.35. Crpykrypa noBigomiueHHs: CoAP

UDP Takox MOX€ TMPHU3BECTH JO TIOSBH IIOBIJIOMJICHb, IIIO
noBTOpIOIOTHCS, K s nepeaad CON, tak 1 it NON. Skmo igeHTH4H1
Message ID mnepenaioThcsi OA€pKyBauy B MeXkax 3alpOIIOHOBAHOIO
EXCHANGE LIFETIME, BBaxaerbcs nayoOmikar. lle moxke crartucs, sk
MOKa3aHO Ha TMOMEpEeIHIX MaJllOHKax, Koiu Hemae abo ckuHyto ACK, 1
KJIIEHT TIOBTOPHO Iiepejae MOBIAOMIIEHHS 3 TuM ke Message ID. VY
cnenudikamii CoAP 3a3naueno, mo oaepxkyBau ACK mae oTpumaTtu KoxKHE
MOBTOPHE MOBIJIOMJICHHS, aj€ MOBUHEH OOpOOWUTU JUIIE OJUH 3amuT abo
BiAnoBib. Lle mpaBuio Moxe OyTu crpoilene, akio nosigomiaeHHs CON
nepeaae 3amuT, SIKUK € 171eMITOTEHTHUM.

Sk 3ragyBaniocsi, CoAP nomyckae poiib crocrepirada y cucrtemi. Lle
yHIKaJIbHO, OCKUIbKK J03Boisie CoAP moBoautHcs ananoriuno MQTT.
[Ipomec  cmocrepekeHHsT  JO3BOJISIE  KIIIEHTY  PEECTpyBaTUCS A
CIIOCTEPEKEHHsS, 1 CepBep CIOBIMIATUME KIIE€HTAa II0pa3y, KOJu
KOHTPOJIbOBAHUM pecypc 3MIHIOE CBIMl cTaH. TpuUBaNICTh CIOCTEPEKEHHS
MOke OyTHW BH3HadYeHa Tijy dYac peectparii. KpiM Toro, BiJIHOCHHU
CIIOCTEPEKECHHS 3aKIHUYIOThCS, KOJIM KIIEHT, 110 1HIIIIOE, Bianpasise RST
a0o iumre nmosimomnenns GET (puc. 3.36).
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Sx 3ramyBanocs panime, y crangapti CoAP nHemae BOymoBaHOi
aBTeHTU(IKalii a60 mudpyBaHHs, KOPUCTYyBau MOBUHEH MOKJIAIATUCS Ha
DTLS nyist 3a6e3nedeHds TaKOro PiBHS O€3MeKH.

[puxnax COAP: criocrepiratu

Crocrepiray A 006 ‘exr
CIIOCTEPEKCHHSI

«A» peecTpyeTbCsl  |— NON('GET ftemp" Observa)
SK criocTepiray MID=0xCOL, Token=0x12) ™|

" | B miaTBepmmKye Ta mocunae HOBJIEHHs

. Tve:
NON("2.05 Cortent Obse B KOpHCHOMY HaBaHTaXeHi

"~ MIDOxAL, Token=0x12,"18 €'
g OHOBJICHHSI BUKOPHCTOBYIOTHCS
*9 05 Content Observe: 2_: ] '
nll E‘I%q[;:xhllTnken:Dxll 202 C7) K 3MiHa pecypcy

-— NON("GET /tem P’ MID=0xB01 «A» BUAANSE pieECTpaIlito HOBUM
Tuken=[lx|251} T noBigomnenus GET uu RST

Puc. 3.36. IIporiec peectpariiii Ta oHOBJIeHHs criocTepiradiB CoAP

ko BukopucroByerbesi DTLS, To npuknan URI 0yne HacTynmHuM:

//nebe3neyHo

coap://example.net:1234/~temperature/value.xml

I/ 6esneyHo

coaps://lexample.net:1234/~temperature/value.xml

CoAP Takox mNponoHye MexaHI3MHU BUsIBICHHS pecypciB. IIpocto
BianpasieHHa 3anut GET na /.well-known/core Oyne po3KpuBaTu CIUCOK
BIJIOMHX pecypciB Ha mpucTpoi. KpiM TOro, psjaku 3amuTy MOXYTh OyTH
BUKOPHUCTaHI JIJIs 3aCTOCYBAHHS JI0 3aIUTY MeBHUX (UIBTPIB.

3.4.4. Orasja NnpoToKoJIiB iHTEPHETY peyeii

IcHye Oararo 1HIIMX MPOTOKOJIB OOMIHY TOBIOMJICHHAMH, SKi
BUKOPUCTOBYIOTHCSI 200 MPOMOHYIOThCS Juisi po3roptanHs [oT ta M2M. ¥V
IbOMY MIAPO3ALIT KOPOTKO PO3IJISTHEMO OCHOBHI 3 HUX Yy aldaBiTHOMY
nopsaky [26].

Asterisk. Asterisk 1ie erex pisaux nporokonis (SIP, H.323, MGCP i
iH.) JIis1 MOHITOPUHTY 1 YOpPaBIIHHSA CHCTEMOIO KOMM'IOTEpHOI TenedoHil
Asterisk msxom BigmpaBku komana CLI 1 o6poOku Biamosigei. Cepen
¢yHkuii Asterisk MokHa BUJIJUTH TOJOCOBY IMOIITY, KOH(EpPEHI-3B'SI30K,
IHTEpaKTUBHE TOJOCOBE MEHIO 1 T. 1. Asterisk BHKOpPHUCTOBYETbCA IS
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VOpPaBIiHHA 1  KOHTPOJIO  SIKOCTI ~ OOCIyroByBaHHS  BIpTyaJIbHOI
1H(pacTpyKTypHu, 6€3JpOTOBUX, TOJIOCOBUX MEPEXK.

AMQP. AMQP o3naugae Advanced Message Queuing Protocol. Ile
cTablIpHUH Ta TIepeBipeHnid MpoTokos MOM, 1110 BUKOPHUCTOBYETHCS TAKUMHU
BEIIMKUMU JpKepenamu naHux, sk JPMorgan Chase, mis oOpoOku moHan 1
MUIBSPJ TIOBiJOMIIEHh Ha JieHb Ta Ocean Observatory Initiative mis 300py
Ounbie 8 TepabalT okeaHOrpapiYHUX JAHUX IIOTHSI.

[TpoTtokon moOpe 3apexkomMeHayBaB ceOe y OaHKIBCHKIM Ta KpeaWUTHIN
ranysi, ajie Takoxxk mae micue y loT. Kpim Toro, AMQP crannaptruzoBanuii
ISO Ta IEM sk ISO/IEC 19464: 2014.

[Iporokon AMQP 3naxomutbcs y BepxHid vacTuHi creka TCP 1
BUKOpUCTOBYE mopT 5672 nns 3B'a3Ky. JlaHi cepiamizytorbess B AMQP, mio
O3Hayae, M0 TOBIJIOMJICHHS HAJCHJIAIOTHCS B OAWHUYHHMX Kaapax. Kampu
nepesaThes MO  BIPTyadbHMX KaHallaX, 1JEHTU(PIKOBAHUX YHIKAJIbHUM
channel_id. Kaapu ckimanatorses i3 3arosoBkiB, channel_ids, indopmarrii
KOPUCHOTO HaBaHTAXEHHS Ta 3aBepIiaibHOi yacTuHU. Kanan, omgHak, Moxke
aCOITIFOBAaTUCh JIMIIIE 3 OJAHUM XOCTOM. I[IOBIIOMJICHHSM NPHUCBOIOETHCS
YHIKaJIbHUM TI100aIbHUHN 11IeHTU(IKATOP.

AMQP — cucrema 3B'I3Ky, Opi€HTOBaHa ITOBIJIOMJICHHS 1 KOHTPOJIb
noTokiB. Ile mpoTrokon piBHA TMPOBIJHUKIB Ta Ma€ HU3BKOPIBHEBUHI
iHTepdeiic. IIpoBiaHMKOBUN MPOTOKON 3BepTaeTbcs 10 API onpasy Hang
b13nuHuM piBHEM Mepexi. API-iHTepdelic Ha piBHI KaHATY JI03BOJISIE PI3HUM
cinyx0am oOMiHy noBioMieHHsIMU, TakuM siK .NET (NMS) ta Java (JMS),
B3a€EMOJIISITH OJIUH 3 ofdHUM. AHanoriyHo AMQP Hamaraetbcsi BiIOKpEMUTH
BUIABIIIB BiJ mignucHukiB. Ha Bigminy Big MQTT, BiH Mae MexaHI3MU JJis
OajaHCyBaHHS  HaBaHTaXEHHs Ta  Qopmamizamii  yepru. Ilupoko
BUKOPUCTOBYEThCS TMPOTOKOJ, 3acHoBaHuii Ha AMQP, e RabbitMQ.
RabbitMQ € 6pokepom mnosinomiienb AMQP, nanucanum Ha Erlang. Kpim
Toro, € kinbka kmenTiB AMQP, Takux sk kiaieHt RabbitMQ, Hanucanuii Ha
Java, C#, Javascript 1 Erlang, a Takox Apache Qpid, nanucanuii na Python,
C++, C#, Java 1 Ruby.

Onun a0o KiIbKa BIPTYyalIbHUX XOCTIB 3 BJIACHUMH MPOCTOPAMU 1MEH,
oOMiHaMH Ta YyepraMu MOBIJJOMJICHb OyAyTh 3HAXOIUTHUCH HA IIEHTPAIBHOMY
cepBepi (cepBepax). BUpoOHUMKHM Ta CHOXKHMBayl MiAMUCYIOTHCS HA TMOCIYTH
obminy. Ciyk0a oOMiHY OTpPHMYE TTOBIJIOMJICHHS BiJl BUAABISI Ta HAACHIIAE
naHl 'y BIAnoBigHY yepry. lle BiIHOIIEHHS Ha3WBAETHCS MPUB'A3KOI0, 1
MPUB'3Ka MOXKE OyTH MPAMOIO 0 OJAHIET Yepru, abo 10 KIIbKOX 4epr (K y
IIUPOKOMOBHIM mepenayi). SIKk anbTepHaTHBA TMPHUB'I3Ka MOXKE aCOI[IIOBATH
OJIUH OOMIH 3 OJIHIEI0 YEPror0 3 BUKOPUCTAHHSAM KJIFOYa MapIIPyTH3aIlii; 11e
(dbopMaIbHO HA3UBAETHCS MPAMUM OOMiIHOM. [HITUM TUMOM OOMiHY € OOMIH
TEMH.
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BACnet (Building Automation and Control Networks). Bigkpurwuii
MPOTOKOJI aBTOMATHU3Allii 1 yIpaBIiHHA 1HXXEHEpHUMH Mepexkamu. [linTpumye
cunenu@dikamii BACnet IP 1 BACnet MS / TP nns uurands / 3anmcy
BJIACTUBOCTEH 0O0'€KTIB, JOCTYIy JO CEpBICIB MPHUCTPOIB 1 OOpOOKHU
cnioBimeHb. IIporokon BACnet € mixHapoguuMm pigHuM cTaHgaptoMm ISO
16484-5. BukopucToBYy€eThCS I JOMAITHBOI 1 MPOMHUCIOBOI aBTOMaTH3AIli1,
YIOpaBJIiHHS MPOIECaMU, TECTYBAaHHS 1 BUMIPIOBaHb, MIKMAITMHHOT B3a€MO/TI]
(M2M).

CAP (Common Alerting Protocol). Ilporokon 3arajabHOTroO
OITOBIIIICHHS, MPU3HAYCHU N TSt OOMIHY [IOB1JIOMJIEHD CAP.
BukopucroByeTbes [isi mpuiioMy 1 mepefadi CUTHANIB Mpo aBapiitHi abo
MO3aIITaTHI CUTYaIlIi.

CoAP (Constrained Application Protocol). Be6-nipoTokon mepenadi
JTaHUX JIJIT BAKOPUCTaHHS B OOMEKEHUX By3jaX 1 Mepekax [HTepHeTy peuei
(IeTabHO PO3TJISIABCS PAHIIIIE).

CORBA (Common Object Request Broker Architecture).
[IpoTokon nJis 3a1MCHEHHsS IHTETpallil 130JbOBAHUX CHUCTEM, SKUW Ja€
MO>KJIMBICTH MpOTpaMaM, HAIlMCAaHUM Ha PI3HUX MOBaxX MPOTPaMyBaHHS, IO
MPaIoI0Th B PI3HUX BY3JaX MEPEXi, B3aEMOJISATH OJIMH 3 OJHHUM TaK Camo
pOCTO, HIOW BOHU mepedyBaau O B aApeCHOMY IPOCTOPI OJHOTO MPOIIECY.
ITpoTokon HeoOximHui s 3aiicHeHHs 13BIHKIB CORBA uepe3 IP mepexy
31 crienuQikallie€r BXiJHUX ITapaMeTpiB 1 00pOOKOI0 JaHUX BIIMOBIII.

CWMP (CPE WAN Management Protocol). ITpoTokon ynpaBiiHHS i
MOHITOPUHTY  abOoHeHTCchbkoro obmamHanHs (CPE)  BiamoBigHo 710
crienudikaiii  TR-0695. IIpoTrokon mnpuzHaueHUM Il aBTOMATHYHOL
KOH(Iryparii Ta JUHAMIYHOI IMIJATOTOBKU CEPBICIB O POOOTH, YIPABIIHHS
BEpCIsIMA ~ MpPOrpaMHOro  3a0€3IleUeHHS,  MOHITOPUHTY  CTaHIB 1
MPOAYKTUBHOCTI, 1IarHOCTUKHU MPUCTPOIB 1 MEPEXKI1 B HIJIOMY.

DDS (Service Distribution Service) - peani3ye 1ma0ioH myOJTiKaiii-
MIMUCKU JUIsl BIANIPABICHHS Ta MPUHOMY JIaHMX, MOJIA Ta KOMaH] cepen
KIHIIEBUX BY3J1B. By3nu-BUAaBII CTBOPIOIOTH 1HPOpPMAIIiIO, «topicy (TeMu,
PO3JILIA: TeMmrepaTypa, MICICIONOKEHHS, THCK) 1 MyOJiKyIOTh IIa0J0HH.
By3nam, mo 3amikaBieHi B JaHuX po3auiax, DDS mpo3opo mocrapisie
CTBOpEH1 1m1abysioHu. B SKOCTI TpaHCMOPTHOTO MPOTOKOIY 3aCTOCOBYETHCS
UDP. Takox DDS no3posse ympasmstu mnapamerpamu QoS  (SIKICTh
0OJTyBaHHS).

DHCP (Dynamic Host Configuration Protocol). IIporokon
JUHAMIYHOTO HaJaIITyBaHHS BY3Jia, IO JIO3BOJISIE MPUCTPOIO aBTOMATHYHO
BCTAHOBIIIOBaTH oTpuMyBatu IP-ampecy 1 iHIN mapameTpu, HEOOXIiTH1 MJis
pobotu B wmepexi TCP/IP [5]. ¥V IoT cayxuts i MOHITOPUHTY
nparne3gatanocti DHCP-cepsepa.
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DLMS/COSEM (Distribution Line Message
Specification/COmpanion Specification for Energy Metering). IIpotokon,
Ak 0a3yeTbcs Ha KoHIeniisx mogaeni OSI, permameHnTye oOMIH JaHUMU
MDK TpuiagaMd OOJIKy (MYMIbHUKAMH) Ta CUCTeMaMHu 300py JaHUX, B
OCHOB1  SIKOTO  JIEXUTh KII€HT-CcepBepHa apxiTekrypa. (OCHOBHUMU
cnernuikamisivu B 1iboMy ctanaapti € DLMS 1 COSEM. BukopucroByeThes
IS OTPUMAHHSI IOTOYHUX MOKa3aHb IpuiiadiB 00Ky Ta ictopii. Bignanenuit
30ip JaHMX EKOHOMHWTH ITOCTadaIbHUKAM KOMYHAJIBHHUX IIOCIYT BHTPATH,
noB's13aH1 31 300pOM MOKa3HMKIB JTYMIbHUKIB. Llle o/HI€0 epeBarowo € Te,
0 BHUCTaBJICHI pPaxyHKW OyAyTh BIJIOBIIATH pPEAIbHUM IMOKa3HUKaM
CIIO>KMBAHHS, a HE IPYHTYBAaTHUCS Ha MEepe/IaHii OLIHIII.

DNP3 (Distributed Network Protocol). IlpoTokon mepeaadi gaHUX
Mk o0'ektamu Mepexi loT: uumranHs/3anuc, BUOIp JaHUX 1 YIpaBIIHHS
nporecaMu: IpsiMe YIIPaBJIiHHS, YIPaBIIHHS MOAIAMHU 1 T. 1. Jjist 6e3neuHoi
ayTeHTH(IKalli BUKOPUCTOBYEThCA po3mupeHHs: Secure Authentication.

DNS (Domain Name System). Ilporokon mns orpumanss IP-ampecu
no iMeHi npuctporo [6]. B pamkax [oT BUKOPUCTOBYETHCS AJisi MOHITOPUHTY
nparne3gaTaocti DNS-cepsepa.

Ethernet/IP. Bigkpuruii nmpoMHUCIOBHN MPOTOKOJ, SKHH IiATPUMYE
OOMIH TIOBIJIOMJICHHSIMU (OOMIH TOBIJIOMJICHHSIMU BBEJCHHS/BUBEJCHHS B
peanbHomy yaci). Crannapt EtherNet/IP 3a0e3neuye oO'eqHaHHSA B €IUHUN
iHpopMaIiHUI MPOCTIp BCIX KOMIIOHEHTIB cucTeM aBTromaru3ailii loT — Bif
PIBHIB 3aC001B BBEJACHHS/BUBEACHHS, KOHTPOJIEPHOrO 00JIaIHAHHS, CEPBEPIB
JI0 PIBHS CUCTEM YIPaBJIIHHS I1IIPUEMCTBOM.

EVA-DTS. Ilporokon mepenaui JaHMX JJIsI TOPrOBUX aBTOMATIB.
CranmapTt BU3Ha4Ya€ CTPYKTYPY 3arajibHUX €JIEMEHTIB JaHUX 1 ONUCYE 3acO0u
nepeaadi JaHuX. BUKOPUCTOBYETHCS TaKOX [JIi MOHITOPUHTY TOPTOBUX
aBTOMaTiB (JOKaJbHUX (ailliB 1 Tanok), 300py JOCTYIIHMX METPUK,
ctatuctukn Ta noMuiaok EVA-DTS, mnepeBipkd KOHTPOJIBHHX CYM,
3aBaHTAXEHHS BMICTY (aililiB B SJIpO CUCTEMH.

FTP (File Transfer Protocol). TIpoTokosn npuKIagHOTO pPiBHS CTEKa
TCP/IP, npuszHauenuii ms mnepenadi  Qaitmie B mepexi [7]. B IoT
BUKOPUCTOBYETHCSA [IJII  MOHITOPUHTY aTpuOYyTIB BiAgajieHUX (¢aiis,
KOHTpoJIt0  mpane3narHocti  FTP-cepBepa  (MOHITOPUHT  JTOCTYIHOCTI,
3aBaHTAXXEHHS MPOIECOpPa, BUKOPUCTAHHS AUCKOBOIO MPOCTOPY 1 Mam'siTi,
CTaHy TPOIIECIB, a TaKOXX HECTaHJAPTHUX METPUK [Jisi CEpPBEPIB, IO
MPAaIIOI0Th Ha PI3HUX TUIATPOpMax 1 onepaliiHuX CUCTeMax).

GPS/GLONASS i M2M Data. Cuctema 1j1s OTpUMaHHS JOBIILHHUX
3BITIB Bl OyAb-SIKUX CYNYTHUKOBUX JATYUKIB 1 IHIIMX MOpUCTpoiB M2M
yepes npoTokonu TCP a6o UDP. O6pobOka koMaH 1 3M1HCHIOETHCS Ha OCHOBI
oisnec-mpaBwi. B IoT pgana cuctema IeXWUTh B OCHOB1 YIpaBJIiHHS
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TPAHCIIOPTOM 1 CITY>KHUTh JIJII BU3HAYCHHS 1 BIJICTEKYBaHHS MICIICTIOIOKEHHS,
300py, 30epiranHsa, 0OpoOKH 1 Bizyami3allii pi3HUX TEIEMETPUYHUX JaHUX. 3
il TOmOMOro MO)KHa TaKOXX 3H1HMCHIOBATH MOHITOPUHT TOTOYHOTO CTaHY
aBTOMOOL (IIBUIKICTh, MAIMBO/PIBEHD 3apsly Oarapeil, MOTOUYHY BUTpATY,
pIBEHb Macia, 1 1H.), eKCIUTyaTallll0 TPaHCIOPTHUX 3aco0iB (BiTajieHe
BUMHKAHHSI IBUTYHA, BIIMPaBKa MMOB1IOMJICHB BOJII€B1 a0 omeparopy 1 T. 1.),
MOHITOPUHT MNPOPUIAKTUYHUX 1 PEMOHTHUX pOOIT, HACTPOHKY OOMIHY
JaHUMH 3 CUCTEMOIO YIIPaBIIHHS 3a11acaMi B PeXKUMI PEaIbHOTO Yacy.

HTTP/HTTPS (HyperText Transfer Protocol). Ilporoxon
npuKJIagHoro piBHs mis nepepadi gaHux [8]. OcuoBoro HTTP e kiieHt-
cepBepHa apxitekrypa. ns [oT Ouibin 6e3neyna peanizaiis € Tiabku HTTP
KJIIEHTa Ha OPUCTPOi, TOOTO MPUCTPIA MOXKE 1HILIIOBATU 3'€THAHHS, A HE
orpumyBaTu #oro. 3aBmaHHsmMu mporokony HTTP/HTTPS € wnaganss
JOCTYIly JI0 BHYTPIIIHIX BeO-CEpBEpPIB  KOHTPOJEPIB/MOAYNIB,  SIKI
nepedyBarOTh B Mepexkax, 3axuileHnx Opanamayepamu abo NAT, a Takox
3aBaHTaXyBaTH BMICT BEO-CTOPIHOK B SAPO CHUCTEMH, MOHITOPUHT
npare3aTHOCTI BeO-cepBepa.

ICMP (Internet Control Message Protocol). MepexxeBuii mpoTOKOI,
0 BUKOPHUCTOBYETHCA [IJIsl OIOBIIICHHS MPO MOMWIKKM Ha NPUCTPOSX B
Mepexi. bynb-sikuil mpUCTpiii Mae MOXJIMBICTh BIANPABISATH, OTPUMYBATH
a6o oOpoOssT moBigomieHHs ICMP. ¥V Ouibmiocti Bunanakis ICMP He
BUKOPUCTOBYETHCA MIXK KIHIIEBUMU KOPHCTYBauaMH, & BUKOPUCTOBYETHCS
aIMIHICTPaATOPOM MEPEX1 Il YCYHEHHS HEMojaJoK abo IepeBipKU BTpaT
MaKeTIB Ha Mapuipyrax. AJje ICHYIOTh 1 IpHU3HAYEeHl I KOpPUCTyBaua
YTUIITH, TaKl SIK MOHITOPHMHT JIOCTYITHOCTi (ping), TpaCyBaHHS MEPEKEBUX
MapuipytiB (traceroute).

IMAP (Internet Message Access Protocol). IIporokos mpukiagHoro
piBas mozaem TCP/IP, npusHadeHu# uisi AOCTYNy /10 €JIEKTPOHHOI MOIITH
[10]. IMAP no3Bosisie HEe TUIBKA TPUAMATH MOBIJOMIICHHS, ajie 1 KEpyBaTH
€JIEKTPOHHOIO IMOIITOIO MPSMO Ha MOIMITOBOMY CEpBEp1, TOOTO MPH MEPErsial
JIUCTU HE 3aBAHTAKYIOThCSI HA MIPUCTPIid, a 3amuIIaloTbes Ha cepBepl. Takox
IPOTOKOJ HEOOX1THUHM JJ1s1 MOHITOPUHTY Tipane3aarnocti IMAP-cepsepa.

IPMI  (Intelligent Platform Management Interface). [PMI
npeacTaBisie coboro Habip iHTepdelCiB 1 MPOTOKOMIB JUIsl YIpaBIiHHA 1
KOHTPOJIIO MOXKJIUBOCTEM MPOrPaMHOro 3a0e3MeueHHs 1 omnepariiHol
CUCTEMU  HE3AJIeKHO  BiJL  BUKOpUCTaHHs  mpuctporo.  CucremHi
aIMIHICTpAaTOpU MOXYTh BUKopucToByBatu [PMI mnoBimomneHHs mais
MOHITOPUHTY CTaHy CEpBEpiB 1 TMPHUCTPOIB (HANPHUKIAT, 3HAYCHHS
TEeMIIepaTypH, HAIPyTU, CTAaH BEHTHJIATOPIB, JPKEPes )KUBJICHHS 1 T.11.)

JMS (Java Message Service). CrammapT i1 OOMIiHY
MOBIJJOMJICHHSIMU, IIUPOKO BUKOPUCTOBYETHCS MJIs IHTETpallli CEepBEPHUX
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MONATKIB, TAaKUX SIK 0a3sW [JaHWX, aHAJIITUYHUX CHUCTEM 1 aBTOMAaTH3allli
013Hec-mporieciB. JMS BHUKOPHUCTOBYETHCS B OCHOBHOMY 3 Java-gomaTkaMu.
JMS mmpoko BUKOPHUCTOBYETHCS B IIEHTpax OOpOOKH JaHUX, IO JT03BOJISE
JIETKO 1HTETPYyBaTH B CEpBEpHI Jomarku. 3 HemodikiB s loT mokHa
B1/I3HAYMTH BUCOKI BUMOTH JI0 KUBJICHHsI, OOPOOKH 1 mam'siTi TPUCTPOIB.

JMX (Java Management Extensions). JMX Bu3Havae cTaHAapT IJIs
HanucanHss JMX-o0'ektiB, Tak 3Banux MBean'oB. byns JMX-kmieHt
(BimmasieHnit 200 JIOKaTbHUN T0AATOK) Ma€ MOXKJIMBICTh YUTATH, 3alIMCyBaTH,
BUKJIMKAaTH METOAM 1 OTPUMYBATH JOCTYI A0 arpuOyTiB M MBean'om 3a
JIOTIOMOTOI0 KOHTEMHEpa, B AKOMY BOHMU MICTAThCsA. Takox JMX mno3Bossie
3aMUTyBaTH KOHQITYypalliiiHi yCTaHOBKM CEpBEPIB 1 3MIHIOBATH iX IiJ 4ac
BUKOHaHHs mporpamu. Kpim nporo JMX 3pilicHIO€E MOHITOPUHT, (Popmye
NOBIJOMJICHHSI MPO TMOAil, TaiMep 1 BUKOHYE JMHAMIYHE 3aBaHTAKEHHS
kJyaciB 3 XML-¢aiiiis.

KNX. TIlporokon nns B3aemoxii 3 mnpuctposmu KNX uepes IP.
Cucrema KNX caykuTh Uil JOMalIHbOi 1 IPOMHMCIOBOI aBTOMAaTH3allli
(ympaBJllHHSL OCBITJICHHSIM, KJIIMaToM, 3a0e3neudeHHs Oe3neku Ta 1H.). Bci
npuctpoi Mmepexi (B TepmiHax KNX - gaTyuky, akTyaTopud 1 CHUCTEMHI
MPUCTPOT) MITKIIFOYAIOTHCS IO MPOBITHIA MIUHI, Yepe3 SIKY 1 OOMIHIOKOTHCS
iHpopmariiero 3 BukopucTaHHAM TpoTokory KNX. OOMiH iHdopMaliiero
00OB'SI3KOBO CYIIPOBO/DKYETHCS MIATBEPPKECHHSAM Ha KOXKHE MOBI1JOMIICHHS,
TOMY JlaHa TEXHOJIOT1Sl HE MIXOIUTh MEPEX KPUTUUHUX JI0 3aTPUMOK.

LDAP (Lightweight Directory Access Protocol). IIporokon
OPUKIAIHOTO PIBHS ISl JAOCTYNy JO KarajoriB, a caMme€ 10 CHUCTEMHU
ynpaBiaiHHSA 0a3zaMu gaHuX. € crpoleHoro Bepcieto nporokoiny DAP. LDAP
BUKOPUCTOBYEThCA JUisi  (POPMyBaHHsSI 3alUTIB Ha YWTaHHS, MOUIYK,
pelaryBaHHsi, BCTAaHOBJICHHS 1 pPO3PHUBY 3B'A3KY, 3arpy3Kd pe3yibTaTiB
3anuTiB B spo cucremu. Cucrtema LDAP wmictuth B €001 TOTOBI CXEMH
30epiraHHs JaHUX, HAMPUKIAA, CTPYKTYpPY OOJIKOBHX 3amlHCIB, JOBIIHUKA
aapec, mpaB 1 npusiieiB. Takum ynHOM, B Katanorax LDAP micTsaTecsa naHi,
HEOOX1/IHI aJisi ayTeHTU(ikaiii KopucTyBada (iM's KOpHUCTyBaua, IMapolib),
JIaH1 PO IpaBa KOPUCTyBaya, MPU3HAYEHI JIJI1 KOPUCTyBaya HaCTPOUKH, JaH1
PO TPYIIU JIFOJIeH, HAITPUKJIIA]], CHUCKHA PO3CUIIKH ITOB1IOMJIICHb.

LON/LonTalk. TIporokon mns oOMiHY JdaHWUMH, TPU3HAYCHHHA IJIS
MOHITOPUHTY 1 YIOpPaBIiHHS MEPEKEBUMU MPUCTPOSIMU, B3AEMOIIIOUYUMU
yepe3 pIi3HI CepelloBUIla KOMYHIKallll Taki, fK KpydyeHa mapa, JiHIl
€JICKTPOKUBJICHHSI, ONTOBOJIOKHO, 1 0€3/IpOTOBE PaJiouacTOTHE CEPEeIOBUIIIE.
[IpoTOKOJI BUKOPUCTOBYETHCS JJIS 3ajad aBTOMAaTu3allii pi3HUX (QYHKIA B
IPOMKCIIOBOMY  YIPaBJIiHHI, JOMAIlHIA aBTOMAaTHU3allli, MOHITOPUHTY
TPaHCIIOPTHUX 3aC001B, @ TAKOXK B CHCTEMax aBTOMAaTHU3allll OyiBeNb TaKuXx,
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SK CHUCTEMH YIPABIIHHSA OCBITJICHHSM 1 CHCTEMH OIaJeHHS, BEHTWJIALII,
KOH/IUI[IOHYBaHHS, CUCTEMH 1HTEJIEKTYaJIbHOTO OyINHKY.

MDB (Multi Drop Bus). Ilporokon mis B3aemMomii TPUCTPOIB,
MIIKITIOYeHNX 70 KoMImT'toTepHoi muau MDB. VYV Oyap-sfkiii TOYIll MIWHHA
MO>KHA BU3HAUWTH, KU MPUCTpii nmocuiae iHdopmarito. Beneni (Begomuii-
BEIyILIUI) PUCTPOi (HUIBTPYIOTH JaHHI B IINHI, K1 IM HEOOX1THO OTpUMATH.
MDB muHEH BHKOPHCTOBYIOTBCS B TOPrOBHX AaBTOMATax, € KOHTPOJIEPH
OOMIHIOIOTBCSI TAaHUMH 3 KOMIIOHCHTaMH TOPTOBOTO aBTOMAaTa, HAIMPHUKIIA],
mpuiiMadyaMy TPOIIOBUX KOIITIB. MOXKJIMBa poOOTa B IBOX PEKUMAX: PEKUM
BEJICHOTO (MOHITOPHUHT TPaH3aKI1i) 1 peKUM BeLy4doro (00poOka TpaH3aKIiH,
1HiIoBaHUX cepBepoMm). Takox MDB BUKOPUCTOBYETHCS ISl MOHITOPUHTY
BXIJTHUX JTaHHUX 110 TociioBHOMY nopTy ado TCP/UDP 3'ennansto.

MEK 60870-5-104. Ilporokon TenemMexaHIKW, NpPHU3HAYECHUN A
nepenayli JaHWX B IEHTpU yropabiiHHA. llepenmaya 3M1MCHIOETHCS TICIS
ycraHoBkH TCP 3'enqHanHsi. BUKOpHUCTOBYETHCA B PIMIEHHAX JOMAIIHBOL 1
POMUCIIOBOI  aBTOMaTH3aIlli (CUCTEeMH KOHJWIIIOHYBAHHSI, OCBITJICHHS,
B1JICOCIIOCTEPEIKECHHSI, OTPUMAHHS JTAaHUX B1J JIUMJIBbHUKIB, BUMIPIOBAIbLHUX
MepEeTBOPIOBAYIB), KOHTPOJIIO 1 YIIPaBJIIHHS [IECHTpaMU 0OPOOKHU JaHUX.

Meter-Bus. IIporokon ajsi B3aeMojli mpucTtpoiB mo mwuHi M-BUS.
Texunonorii M-bus nepeBa’kHO 3aCTOCOBYETHCS B aBTOMATU30BaHUX CUCTEMaX
JUIL  3HATTS TIOKa3aHb 3 MPWIAAIB  OOJIKY  €JEeKTPUYHOI  eHeprii
(EJIEKTPOIYMIIBHUKH), TEIUIOBOI €HEeprii (TeroJIYUIbHUKKA), BUTPATOMIpPIB
BOJAM Ta razy. JlaHl mepemaroThCcsi Ha KOMIT'IOTEPHY CTaHIIio (cepBep)
oesnocepeHb0 abo uyepe3 KoHUeHTpaTopu 1mMHU M-Bus, a Takox
I1JICUJTFOBaY1-IOBTOPIOBaYl CUTHAITY.

Modbus. Bigkputuii koOMyHiKalliiHANA TPOTOKOI II OOMIHY JaHHUMH
MDK MEPEKEBUMU MPUCTPOSIMH, 3aCHOBAaHMM Ha apXiTEKTypl BeIy4YUid-
BeleHu (master-slave) OOMIH JaHMMHU SIBJIsIE COOOKO TpaH3aKIli, IO
CKJIQIAFOThCS 13 3amuTiB 1 Bianosigei. IlepeBaramu nportokony Modbus €
BIJIKDUTICTh 1 MacoOBICTh BUKOpPHUCTaHHs (0€3/lid BUPOOHHUKIB BHUITYCKAIOTh
pI3HI THUIM TPUCTPOIB, JATUMKIB, M0 MHIATPUMYIOTH JaHUN MPOTOKOII).
3amgauamu npoTokory Modbus € KOHTpOIIb 1 yIIpaBliHHS MEpeXaMu, YUTAHHS
1 3aIIMC TAaHUX B PETICTpU 30epiranHs, JOCTyN 10 (ailiiB, AIarHOCTUKA CTaHy
IIPUCTPOIB.

MQTT. MepexeBuii TPOTOKON Jisi OOMIHY TIOBIJIOMJICHHSIMUA B
MepeXax 3 HHU3BKOI TMPOMYCKHOI 3AAaTHICTIO MIX MPUCTPOSMH, IO
peaizyloTh MOJIeNb BeIyuuii-BeACHUH (JIE€TAIbHO PO3TJISIaBCsl PaHIIIe).

NetFlow. Binkpurtuii npotokon, po3podsienuii kommaniero Cisco s
MOHITOPHUHTY Tpaq)u(y B MEpexi, 1 HlI[TpI/IMyeTBCH HE TUTbKK OOJagHaHHSIM
JaHO1 KOMMaHii, ajie 1 MPUCTPOSIMU BIJ IHIIUX BI/Ip06HI/IK1B ["onoBHUMU
3aBmaHHsMu TnipoTokony Netflow € nexommosuiiist 1 TIMOOKWE aHAI3
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MepexeBoro Tpadika [11]. Netflow Hamae MOXIMBICTD aHAJI3y MEPEKEBOTO
Tpadiky Ha piBHI CeaHCIB, poOJsiuM 3anmuc npo KoxHy Tpanzakuii TCP/IP.
[Iporokon Netflow micTuTh B cO01 TpM KOMIIOHEHTH: CEHCOpP, KOJEKTOp 1
anamizarop. CeHcop mpeacTaBiisie COOOI TPHUCTPiM, mo (GIKCye maHl Mpo
KOHKPETHUHN CeaHC 3B'A3KY, SIKI MPOXOAATHh 4Yepe3 HhOro. [HmmMu cioBamu,
ceHcop (IKCye MOTOKH, IO MPOXOATh uepe3 HbOro. [1i/1 moToKaMu MaroThCs
Ha yBa3l BCl MAKETH, 11O MAalOTh OJHAKOBI IO aApPECH, TOPTY, KOAY
noBimomiienb ICMP, Bepcii mpotokomy IP, mepexeBoro iHTepdeiicy.
Konexrop HeoOxiauuit 1yist 300py iHGopMaliii BiJf CEHCOPIB 1 pO3MillleHHI ii B
NeBHUX 0a3zax JaHuX. AHA3aToOp B CBOIO Yepry 3/1HCHIOE 0OPOOKY JaHUX 1
iX BI3yaJli3auio.

NMEA 0183 (National Marine Electronics Association). ITporokoi
UL Tiepefadi MOBIAOMJIEHb MIXK HPUCTPOSMH, 30KpEMa TPAHCIIOPTHUMU
3aco0amu, ocHameHumu npuitomonepenasayamu  GPS/ITJIOHACC. Bei
MOB1JIOMJICHHSI TIEPEJIal0ThCA B TEKCTOBOMY BUIJISII, 1 KOXKHE MOBIJOMIICHHS
3aKIHYYETHCSI 3HAYEHHSIM KOHTPOJBHOI CYMH, NIl IEPEBIPKU LIJIICHOCTI Ha
npuiimManbeHid  cTopoHi. IIporokom NMEA 0183 BHUKOpPUCTOBYETHCS B
OCHOBHOMY JUJI1  BIJICT&)KCHHS  MICIIE3HAXOHKCHHSI  MPUCTPOIB, dYacy
MICII€3HaXO/KEHHS, MOXKE€ MICTUTH JlaH1 IMIBUIKOCTI 1 HANpsIMKy pYyXy,
KUIBKOCTI BUKOPUCTOBYBAaHUX CYNYTHUKIB [Ji1 BHU3HAYEHHS KOOPJMHAT,
BIIHOIIICHH] CHUTHAJ/IIYM KOXHOT'O BHIUMOIO CYIYTHHUKA. Y TIPOTOKOJII
NMEA 0183 € oOMexeHHS 11 MaKCHMAaJIbHOI JOBKWHU ITOBIJOMJICHHS,
BOHA HE MMOBHMHHA NMEpeBUITYBAaTH 80 CUMBOJTIB.

ODBC (Open Database Connectivity). Ilporpamuuii inTepdeiic,
3acHoBaHMil Ha SQL, mma goctyny no 6a3 nmanux. IlpusHadenuit mjis
yHi(ikamii B3aeMOAil MK JIOJATKOM 1 PpI3HUMH JDKEpejIaMu JaHUuX.
[locTayanbHUKM J@HUX PO3POOJISIIOTH  JpaiiBepa g B3aeMOAil 31
crangaptHumMu ¢pyHkuisimu ODBC API 3 ypaxyBaHHSIM CBOT'O IIPOJAYKTY, 1110
JI03BOJISIE TIPUKJIAAHUM IPOrpamicTaM po3poOIsTH NPOrpaMu 3 MOXKIIUBICTIO
JOCTYIly /0 JaHWX, HE BUBYAIOUU OCOOJUBOCTI POOOTH 3 0azamMu JaHHX.
[Ipuknan Buxkopucranns — Integration Manager. Ilporpama, mo m03BOJIsIE
o0'eTHATH KIJbKA CKJIAJHUX 0a3 JaHUX B OJIHY CTPYKTYPY 3 MOKJIUBICTIO
CIIpOILIEHOr0 300Dy, MOAaHHS Ta epeaayl iHgopMariii.

OPC (OLE for Process Control). Crangapt iHTepdeiciB mis
CHUILHOI poOOTHM 3aco0iB aBTOMAaTM3allli, 10 (PYHKI[IOHYIOTh Ha PI3HUX
anapaTHux IiargopMax, B PI3HUX MPOMHCIOBUX MEpekax 1 BUPOOJIECHUX
pizHuMEU pipmamu. CTaHIApT NPALIOE 3 TAKUM ONEpaIiiHUMU CUCTEMaMHU SIK
Windows, Linux i Mac OS. OCHOBHOIO YaCTUHOIO CTAaHAAPTY € crenudikaris
OPC DA nnst mpoTOKOIY B3a€EMOJII MK KJIIEHTOM 1 arapaTHOK YaCTUHOIO
PUCTPOIO (KOHTPOJIEpaMH, MOTYJIIMHU BBEICHHSI/BUBEACHHS 1 T. 1I.) B PEXKUMI1
peanpbHOrO dacy. IcHye dotupu pexumu poOotu cepBepa OPC DA:
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CUHXPOHHUM, aCHHXPOHHUH, PEKUM MIAMUCKHA 1 PEKUM TTOHOBJICHHSI JTaHUX.
Cepep OPC DA akTHBHO 3aCTOCOBYETHCS B pIIIEHHSX MPOMHCIOBOI 1
JIOMAIITHHO1 aBTOMATH3aIlii.

OPC UA (OPC Unified Architecture). Ctex nmpotoxomniB OPC UA €
JacTUHOIO po3riisHyToro Buie cranaapty OPC. Ha Biaminy Bij mpOoTOKOITY
OPC DA, OPC UA BcTaHOBIIOE B3a€EMOJII0 MK CEPBEPOM 1 KITIEHTOM, IO
HE 3QJIeKUTh BiJ MPOTPAMHOI 1 amapaTHOi YaCTUHU MPHUCTPOIB 1 BiJl THUITY
mepexi. OcuoBoro apxitektypu OPC UA € SOA (apxiTekTypa, Opi€HTOBaHa
Ha mocayru). [ling mociayroro po3ymierbcsi HaOlp (QYHKIIINA, MPOMUCAHUX B
koHKpeTHOMY I10O. Jlanuii HaOlp MOXe MepenaBaTucs BlJl cepBepa KIIEHTY 1
HaBIMaKW. TMOBIJOMJICHHS TiepenaoThest y Bursiai XML Tekery abo
oinapHoro dainy. Kelicu 3acrocyBannst OPC UA ananoriudi OPC DA.

POP3 (Post Office Protocol Version 3). Ilporokon mjis mpuiiomy
MOBIIOMJICHb ~ €JIeKTpoHHOI momtu [12]. Tlpm mneperssai  momTd 3
BUKOpPUCTAHHAM TpoTokoiy POP3 Bci enexkTpoHH1 JuCTH 30epiraroThCsi Ha
NPUCTPIA KOPUCTyBauya Ta AaBTOMATUYHO BUIAISIOTHCS 3 cepBepa. Bci
NOJAJIbIII J11i 3 TMCTaMu OyAyTh BUBOJUTHUCA came Ha npuctpoi. [lepeBaramu
BUKOPUCTAHHS JTaHOTO TPOTOKOJY € MOXKJIMBICTb OTPUMAHHS JIOCTYIY IO
MOIITOBOI CKPUHBKH HaBITh MPH BIJICYTHOCTI [HTEpHETY.

RADIUS (Remote Authentication Dial In User Service). IIporokon
CIY>KOM JUCTaHIIWHOI ayTeHTU(iKalii KOPUCTyBaydiB IO KOMYTOBAaHHMX
niHisx. [Iporokon RADIUS mae kiieHT-cepBepHY apXITEKTYpy 1 IPEACTaBIIsIE
coboro ciyx0y Oe3 BcraHoBiieHHs 3'eaHanHHa. CepBep RADIUS moxe
NIATpUMYBaTH O€3J1iy MeTOAIB ayTeHTUdiKaIlli kopuctyBada. /s epeBipku
CIIPaBXHOCTI 1MEHI KOpHUCTyBaua Ta MapoJisi, HaJaHUX CEepBEpa, MOXYThb
BukopucroByBarucs npotokonu PPP, PAP, CHAP, Bxix UNIX Ta iHmi
MEXaHI3MH ayTeHTUdIKaIIii.

SIP (Session Initiation Protocol). ITpoTokois curHaisHOI iHbOpMaIlii,
OpPU3HAYECHUW JUIsl  YOpPaBJIIHHSA CeaHCaMU MYJbTHUMEAINHOro 3B'3KY.
Haii0O1np1 po3noBCIO/DKEHUM BapiaHTOM 3acToCcyBaHHsS mpoTokony SIP €
sniicHenHs [P-tenedonii (mepenaya romaocy, BiJIe0, MUTTEBUX TOB1JOMJICHb
no [P mepexi). Crannapt nporokony SIP onucannii B RFC 3261.

SMBI/CIFS (Server Message Block). IIpotokoin 3 Kii€eHT-CEpBEPHOIO
apXITEKTYpOIO, JIJIsl BIAAJIEHOTO JOCTYITY IO MEPEKEBUX pecypciB ((aiiiis,
npuHTepiB Ta iH.). Common Internet File System - nepia Bepcis mpoOTOKOMY.
AxkTtyanbHa Bepciss SMB 2.0 peanizoBana Microsoft 1 BUKOPUCTOBY€EThCS B
Microsoft Windows Network. KiieHtn 3'eqHYIOTBCS 3  CEpBEPOM,
BukopuctoBytoun npotokon NetBIOS uepes TCP/IP, NetBEUI a6o IPX /
SPX. Ilicnga ycTaHOBKM 3'€qHaHHA, KJIIEHTH MOXYTh mnocuiatu SMB-
KOMaHJIU CepBepa, KU Ja€ iM JOCTYN YMTaHHS Ta 3amucy A0 (aimiB, 1
JI03BOJIsiE BUKOHYBATH BECH TIEPEIK JiH, K1 MOKHA BUKOHYBATH 3 (haidJIOBOIO
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cuctemoro. OngHak B pasi BukopuctanHs SMB 111 mii BimOyBaroThcs yepe3
Mepexy. [IpoTOKOm BHUKOPUCTOBYETHCS JJII OTPUMAaHHSA JOCTYIy 1
MOHITOPUHTY (haiiiiB 1 manok 3a TexHosoriero Microsoft Windows Network
(SBM/CIFS).

SMI-S (Storage Management Initiative Specification). Cranmapt
yrnpaBiiHHg auckoBuMH cxoBumamu. SMI-S € ANSI i1 ISO cranmapTom.
OcHoBHa 171es1 cTaHAapTy - yHi(IKAIlis yNpaBliHHA AUCKOBUMH CXOBHIIAMU
yepe3 BeO-3anutu. binbme 800 pi3HUX anmapaTHUX 1 75 MporpaMHUX pIlIeHb
niATpUMyIOTh AaHuii crangapt. System Center Virtual Machine Manager
2012 no3zBomsie makmrounTd SMI-S cxoBuia, Tak mo0 agMiHICTpATOp MaB
MOJIUBICTh 3 KoHcom VMM otpumyBatu iHndopmariiito npo LUN, rpynu
RAID, BinibHE MicCII€ Y CXOBHIIII 1 TaK Jail.

SMPP (Short Message Peer-to-Peer). Bigkputuii crangapt B
TEJICKOMYHIKAIlIHIN rajiy3i, po3poO0JIeHU creuiaibHO s 3a0e3MeueHHs
THYYKOro 1iHTepdeicy mnepeaadi kopoTkux mnosigomieHb (ESME) wmix
30BHIIIHIMU TPUCTPOAMH a00 J0JATKAMH, MApUIPYTU3aTOPAMH 1 LIEHTPAMU
noBiomsieHb (SMSC). Uepe3 cBOIWO YHIBEpPCANBHICTh 1 MATPUMKY SMS-
nporokoniB 6e3 GSM, SMPP € Hail0iiblll MHPOKO BUKOPUCTOBYBAHUM
POTOKOJIOM JIJI1 KOPOTKOTro 0OMiHY moBiiomieHHsIMU. SMPP peanizoBanuii
Ha Java B npoekt JSMPP, na Python B npoekti python-SMPP 1 na PHP B
PHP-SMPP.

SMTP. Ilporokon, npu3HAYCHU# TIILKH JUISl BiAMPABKHU ITOBIIOMJICHD
Ha nomroBuid cepep [13]. B pamkxax IoT mnporokon SMTP
BUKOPUCTOBYETHCS JJIA BIJNPABKU JWHAMIYHO 3r€HEPOBAHUX IOBIIOMJICHb
Ha BUMOTY, y BIJIMOBiAb Ha MO0 200 BIAMOBITHO A0 PO3KIATY.

SNMP (Simple Network Management Protocol). ITporokon mis
ynpaBiaiHHSA npucTposiMu B [P-mepexkax Ha ocHoBi apxitekrypu TCP/UDP.
Bci kepoBaHi koMyTaTOpu a00 MapUIpyTU3aTOPH 3a0€3MeUyIOTh 1HPOPMAIIII0
Ipo CTaH CBOiX MOPTIB/IHTEp(dENCiB B pealbHOMY 4Yacl 3a MPOTOKOJIOM
SNMP. 1ls iHdopmailisi JOCTYIIHA 1 BHUKOPUCTOBYETHCA BOYTOBAaHUMHU
3aco0aMu O00pOoOKM JaHuxX (TpUBOraMu, 3BITaMHU, JiarpaMamMu Ta 1H.).
[Iporokon mae Ttpu Bepcii, 3 skux SNMPvl 1 SNMPv2 BBaxaroThcs
3acrapumimMu, a SNMPv3 - noBHuil [HTepHET cTaHIapT 3 MaKCUMaJbHUM
piBHem rotoBHocTi Ayig RFC. Ha npakTuiil miarpumMyroThCs BCl TpU BEPCii.

SOAP (Simple Object Access Protocol). IIporokon TexHoorii BeO-
CITyx0, TpU3HAUYCHUM sl OOMiIHY JoBUIbHMMH XML MOBiIOMJICHHSMHU 1
BUKJIMKY Tiporieayp. Ocrtannst Bepcia 1.2, mo sakii SOAP e posmmpeHHsm
nporokoiry XML-RPC. SOAP Moxe BHUKOpUCTOBYBAaTHCS 3 Oylb-IKUM
IIPOTOKOJIOM TPUKJIATHOTO PIBHS, OJHAK MOTO B3a€EMOISA 3 KOXKHUM 13 ITUX
IPOTOKOJIIB Ma€ CBOI OCOOJIMBOCTI, SIKI MOBHHHI OyTH BHU3HAYEHI OKPEMO.
Haituactime SOAP BukopucroByernhcsi 3 HTTP. IlpuknanoMm BukopucTaHHs
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MOXYTh CIY>KUTH 3allUTH Ha CEpBEp IHTEpHET-MarazuHy, mo MICTATh id
TOBapY, JUIsl OTPUMAHHSI BIATOBII 3 TOKJIAHUM OITICOM.

SQL (Structured query language). CtpykTypoBaHa MOBa 3aIlUTiB JIJIs
poboTn 3 0azamMu JaHWUX Pi3HUX po3MmipiB. OcHOBHMM 3aBmaHHsSIM SQL €
dopmyBaHHS 1  BiAMpaBKa  JUHAMIYHO  3TCHEPOBAaHUX  3aIlWTIB
SELECT/UPDATE/INSERT/DELETE 1 IoaJjbIa 3aBaHTAKECHHS
Pe3yIbTaTIB 3aIUTIB B SAPO CUCTEMHU.

SSH (Secure Shell). IIpoTokon nmpukiIagHOrO PiBHSI, IO 3a0e3meuye
OesreuyHe 3'eMHAHHS 1 Tepemady AaHUX MDK mpuctposmu. lle mocsraetbes
3aBIKH BUKOpPUCTaHHIO mudpyBaHHs Tpadiky. Takox MOKIUBE CTBOPEHHS
SSH Ttynemo mix kopuctyBadamu. B 11bomy BuIaaky HesamudpoBaHi AaHi
mUpPYIOTHCA Ha OJHIN CTOPOHI TYHENIO 1 PO3MMU(pPOBYIOThCA Ha 1HIIWK. B
3arajJlbHOMY BHUIAJAKy TPOoTOKOd SSH BHKOPHUCTOBYETHCS ISl BiATaJICHOTO
JOCTYNy J0 MPUCTPOIiB, BUKOHAHHS CKPUMTIB 1 JOJATKIB Ha BIJJAJICHUX
KOMIT'IOTEpaXx.

STOMP. STOMP o3Hauae mpoctuii (a00 MOTOKOBUM) MPOTOKOII
MPOMIKHOT'O PIBHS, OPIEHTOBAHUN TEKCTOBI MoOBiIOMIEHHS. Ile TekcToBuii
nporokos, po3podneHuit Codehaus n0 poOoTH 3  OpIEHTOBaHUM
noBiioMJieHHsT npomixkHUM I13. Bpokep, po3poOjeHUi OHIEI0 MOBOIO
porpaMyBaHHs, MOXK€ OTPUMYBATU TMOBIJIOMJICHHS BiJl KJIIEHTa, HAITUCAHOTO
iHmor MoBoro. [Ipotokon cxoxuit Ha HTTP 1 npamtoe 3 TCP. STOMP
CKJIQJIA€ThCSI 3 3arojioBKa Kajpy Ta Tijda Kaapy. BiH Biapi3HS€TbCS BiJ
0araTbOX NPOTOKOJIIB, OCKUIBKA BIH HE CTOCYETHCS MUTaHb MIJIMNUCKUA YU
yepr. BiH mpocTo BUKOPHUCTOBYE ceMaHTUKY, nmoaiony mo HTTP, Ttaky sk
SEND 3 psinkomM meTu. Bpokep MOBHHEH IMpoaHali3yBaTH CIUIKYBaHHS Ta
31CTaBUTH oMy TemMy uM dYepry s kiieHTa. CHoxuBad —JaHHUX
I1MMCYBAaTUMETHCS HA MyHKTH IPU3HAYEHHS, HaJlaHI OPOKEPOM.

Y STOMP e xiientu, Hanmcani Ha Python (stomp.py), TCL (tStomp)
ta Erlang (stomp.erl). Jlesxi cepBepu marorh pinHy miarpumky STOMP,
Hanpukiag RabbitMQ (uepe3 miarid), 1 Aeski cepBepu Oynau po3poOJieHi
cnenudiuanmu moBamu (Ruby, Perl abo OCaml).

Syslog (System log). Cranmapt i MEpeXeBHI MPOTOKOJ BiIMPABKH i
peecTpailii MOBIIOMJIEHh TMpO mojli (JIOTiB), 10 BiIOYBalOThCS B
KOMITIOTEPHUX MeEpekax, OCHOBaHMX Ha mpoTtokom [P. Mexanizam Syslog
3QIMIIAETHCA HE3MIHHMM 3 HE3HAYHMMM BapiamisiMH: pkepena (hopMyrOTh
IPOCTI TEKCTOBI TOBITOMJIEHHS HEBEIUMKOTOo po3Mmipy (mo 1024 Gaiit) mpo
nozii, 1Mo B1IOYBalOTHCS B HUX Ta IEPEIalOTh iX Ha OOpOOJICHHS CEepBEPY
«syslog server», BUKOPUCTOBYIOUM OJUH 3 MepexeBux mnpotokonis UDP abo
TCP. ®opmyBaHHS MOBIIOMIIEHb MPO MOIT Ta iX mepeaayda BiaOyBaeThbCs 3a
NMEeBHUMHU TpaBWIAMH, TaK 3BaHUM MpoTokonoM Syslog. Sk mpasuo,
MOBIJOMJICHHSI BIJCWJIAE€THCS Yy  BUAKPUTOMY BUIJISI, aji€ MOMJIMBO
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mudpyBaHHd ToBiAOMIEHb 1 BigmpaBka ix mo SSL/TLS. [lxepena
MOBIJOMJIEHB 1 cepBep Syslog MOXYTh pO3MIIYBATUCh Ha PI3HUX MAaIIMHAX,
[0 JI03BOJIsIE OpraHizyBaTu 301p 1 30epiraHHs MOBIAOMJIEHb Bij Oe3midi
reorpaiyHO PO3HECEHUX PIZHOPIAHUX JKEPENT B €JMHOMY CXOBHIII, IO J1a€
JOCTYM BiApa3y A0 BCIX MPUCTPOIB 1 KOMITIOTEPIB B MEPEXKI.

Telnet (Terminal network). TIIpoTokon mNPHUKIAIHOTO PiBHS,
MIPU3HAYCHUN JIJIS 3IMCHEHHS BIIIAJICHOTO JOCTYITY 10 IpHUCTPoiB. [IpuHImm
poboTu aHanoriyHu mpoTokoxy SSH 3 BIAMIHHICTIO JIKIIE B TOMY, IO JIaHI
nepearoThesl B He3azamu@poOBaHOMY BHIJISAAl. 3aBIaHHSIMH IMPOTOKOIY
Telnet € BuUKOHAHHS CKPUNTIB 1 JOJATKIB Ha BIAJAJECHUX KOMII'FOTEpaX,
00poOKka JaHMX, W0 HAAXOAATh BIJI MPUCTPOIO, 1 MPUBEIACHHS iX J0
cTaHgapTHOro BUTIIAAy. Telnet Hamgae MOBHMM MOCTYM 110 (YHKIIIOHAJIBHHUX
MOXXJIMBOCTEH TMPHUCTPOI0 1 MOXKE€ BHKOPHCTOBYBATHICS I BiIIaJIEHOTO
yIpaBIiHHSA POOOTOTEXHIYHUMHU cucTemamu B [oT.

VMware SOAP API. TIporpamue 3a6e3neueHns ¢pipmu VMware, 110
Hajae iHTepdeiic npukiaanoro nporpamyBanns (API) Lab Manager system.
BukopucroByrouu Oe3neunuit API, moxkHa migkirouuTucs A0 cepepa Lab
Manager 151 BUKOHaHHS a00 aBTOMarM3allii pizHux onepariid. Lab Manager
SOAP API BukopucroBye XML-texnomnorii, Bkiodaroun SOAP B skocTi
IPOTOKONY 3B'I3Ky, 1 omuc BeO-ciy:k0 (WSDL) B SKOCTI MOBH ONHCY
iHTepdeiicy. BUKOPHUCTOBYIOUM MEPEBAKHO CEPEIOBUINE PO3POOKH 3
niarpumkoro Web, Bu Moxere ctBoputu KilieHTa Web-cepBicy 104aTKIB, 110
BUKOPUCTOBYIOTh CTaHJAPTHI IPOTOKOJIM BEO-CEPBICIB, JUIsi MPOTPaMHOIO
BUKOHAHHS 3aBlaHb: 3anuT 1HGoOpMaIlll Mpo BIPTyalIlbHY MAaIIUHY 1
KOH(Irypariii, BUKOHAHHS Jii Ha MalIMHaX 1 KOHQIryparisx, 3aXOIJICHHS,
nepeBipKa, KIOHYBaHHS, BUAAJICHHS 1 pO3ropTaHHs KOHDIrypariii, CTBOpEHHS
URL-agpecu xou@irypamii LivelLink, skuii Bu MokeTe HajaiciaTH
€JIEKTPOHHOIO MOIITOIO 1HIIUM YJIeHaM KOMaH/IH.

WMI (Windows Management Instrumentation). Posmmupena i
aganToBaHa mig Windows peanizauis crangapty WBEM, npuitasitoro
OararbMa KOMIIaHISIMH, B OCHOBI SKOTO JICKHUTh 1/1es CTBOPECHHS
YHIBEpCAIBLHOTO 1HTEP(PEICYy MOHITOPUHTY 1 YIIPABIIIHHS PI3HUMH CUCTEMaMU
1 KOMIIOHEHTaMHU  PO3MOAIJIEHOro  iH(QOpMaIlifHOro  cepeioBHINA
MIIPUEMCTBA 3 BUKOPUCTAHHSIM  O0'€KTHO-OPIEHTOBAHOI  1/1€OJIOTIT 1
nporokoiiB HTML 1 XML. BuxopuctoByeTbcs mJii MOHITOPUHTY
BIIACTUBOCTEH 00'ekTiB, BuKOHaHHS WQL 3ammTiB 1 MeTomiB 00'€KTiB,
00pOOKH TOTii.
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©CooNoaRwWNE

KoHTpo/bHI nUTaHHS 10 po3aiay 3

HasBiTh ocobmmBocTi cranaapty IEEE 802.15.4.

Ha3BiTh ocobmmBocTi crannapty Bluetooth (IEEE 802.15.1).
Ha3BiTh ocobmmBocCTi crannapTy Z-Wave

Yuwm BizpizasieThes cranmapt 6LOWPAN Bix 3Buuaiinoro IP?

Ywuwm BizpizHIEThCS cranmapt Thread Bix 3Buyaiinoro IP?

HasBiTs ocobmmBocTi LoRa ra LoRaWAN.

Ha3Bith ocobmBocTti Sigfox.

[TopiBHsiiTe Mixk coboro mpotokosd MQTT ta MQTT-SN.

[TosicHITh 0COOAMBOCTI OOMEX)EHOT0 MpHKIaAHOro npoTokoiay COAP.
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4. XMAPHI, TYMAHHI TEXHOJIOT'TI TA AHAJII3
JAHHUX B IoT

Kinbkicte npuctpoiB [oT 6e3ynuHHO pocTe 3 KOKHUM JTHEM, 1 BOHH
TeHEPYIOTh BEIMUYE3HHM 00csir maHux. Tomy BHHHMKAae MoTpeda B 3pydHii
apXiTeKTypl CHCTEMH, IO 3JaTHa 00poOisaTH, 30epiraTu 1 mepemaaBaTH Iil
naHl. 3apa3 i [UX IUIed BUKOPUCTOBYIOTH XMapHi cepBicH. «Xmapm»
3maTHi  3akputh  OuteimicTe 3anuTiB  [oT. Hampuknan, 3abesmeuntn
MOHITOPUHT CIIYyX0, MBHAKY OOpPOOKYy OyAb-SIKHX OOCSTIB JaHUX, IO
TEHEPYIOThCS ~ MNPUCTPOSIMK, a  TaKoX  iX  Byam3zamito.  OaHak
BUKOPUCTOBYBAaTH XMapHI CEPBICH MpU BUPIIICHHI 3aBJaHb YIPABIIHHA Y
pearbHOMY Yacl JOCUTh MpPOOJEMAaTUYHO 13-32 CYTTEBHX 1 [OTaHO
IPOTHO3YEMUX 3aTPUMOK CHUTHalliB. Tomy Bce OUIbII MOMYJISPHOK CTa€
napagurMa TyMaHHMX oOuucienb (Fog), 1m0 34aTHa MOMOBHUTH XMapHI
pilieHHs, MacitadyBaty 1 ontumizyBaBiM 1HPpacTpykTypy loT. Tymanhi
OOYHMCIICHHS 3a0e3MevyloTh IBHAKHM BIATYK HAa 3aMUTH 1 MIHIMAJIbHY
3aTpUMKY TMpu o0poOii ganux. ToOTo Fog came OMOBHIOE «XMapu»,
PO3LIUPIOE HOTO MOKIUBOCTI.

4.1. XmapHi texnouiorii B [loT

BBaxkaerbcs, 110 1€ XMapHUX 004MCIIeHb 3'sBuiiacs me B 1960 poi,
koo JbkoH MakkapTi BUCIOBUB TMPUIYIIEHHS, 1[I0 KOJIU-HEOYIb
KOMIT'IOTEpPHI ~ OOYHUCIEHHS  OyayTh  HPOBOAMUTHUCS 32  JOMOMOIOIO
«3araJIbHOHAPOAHUX YTUIITY. € B1IOMOCTI, 1110 MEPIINI OMKC XMAapy BUHUK B
kommanii Compaq B cepeauni 1990-x pokiB, A€ TEXHOJOT1uHiI (yTypuUCTH
nepeadavan OOYMCITIOBAIBHY MOJIEb, SIKa MEPEeBOAWISIA OOYMCIICHHS B
Mepexxy 1 Ha xoctd. OjHak, 17€0JIOTisi XMapHUX OOYMCIICHb OTpHUMAlia
nonysipHicTh 3 2007 poKy 3aBISKH IIBUIAKOMY PO3BUTKY KaHaJliB 3B'I3KY 1
CTPIMKO 3pOCTarO4YMM MOTpedaM KopucTyBadis [27].

[Tlin xmapHumu o6uucieHHsmu (Big anri. Cloud computing, Takox
BUKOPUCTOBYETHCSA TEPMIH «XMapHa (po3cCisHa) 0OpoOKa JaHUX») 3a3BUYAN
PO3YyMI€THCA HaJIaHHSI KOPUCTYBauy KOMITTOTEPHUX PECYPCIB 1 MOTY>KHOCTEH
y BUIJISAI IHTEpHET-cepBicy. TakuMmM 4YHHOM, OOUYHMCIIOBAJIBHI pecypcH
HAJAIOThCSl KOPUCTYBAu€Bl B «YUCTOMY» BUIJISAI, 1 KOPUCTYBad MOXKE HE
3HATH, SIKI KOMI'IOTEpU OOpOOJISIIOTh MOTO 3amuTH, MiJ] KePyBaHHSAM SIKO1
omepaIifHol CUCTEMH 1€ BIIOYBA€THCS 1 T.J.

[lin xmapnumu mexunonociamu OyIEeMO PO3YMITH MOJEIb CHUCTEMH
mpolenyp, 1o 3a0e3MeuyroTh LUIECIPSIMOBaHY 3MIHY MarepiaJbHUX 1
1eanbHUX (BIpTyaabHUX) O0'€EKTIB.
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Came TOHATTS  «XMapa»  BIOJHOCUThCA  J0  1H(QPACTPYKTypH
OOUYHCITIOBAIBHUX CIIYXO, K1 3a3BHYail HAIAIOThCSA BIAMOBITHO O 3aMHTY
KopuctyBada. Habip pecypciB (00UncClieHb, MEpPEXK, CXOBHUII] 1 MOB'I3aHUX 3
HAMH TIPOTPAMHHMX CEpBICIB) MOXE€ AMHAMIYHO MacmrTadyBaTtucs B OIK
30UTBIIEHHST 200 3MEHIIICHHS B 3aJICKHOCTI B/ CEPEIHHOI0 HaBAaHTAKEHHS 1
AKOCT1 OOCIYyroByBaHHs. SIK MaTepiajibHl 00’€KTH, XMapH, IMPEJICTaBISIOTh
co00I0 TUCSYI CepBEPIB, IO PO3MIIIEHI y BEIUKUX IIEHTpaX 0OpOOKH JaHUX
(IOM), sxi HamarOTh KII€EHTaM TOCIYTH, OPIEHTOBAHI HA 30BHIIIHHOTO
CIOXKMBaya, 1 BapiaHTH OIUIaTH 3a BHKOpUCTaHHsA mux mociayr. O]
CTBOPIOIOTh 1JTI03110 €JJMHOTO0 XMapHOTO pPecypcy, B TOM 4Yac sIK HacIpaBii
MO)ke OyTH BHUKOpPHCTAHO Oarato reorpadidyHo po3moaiieHnx pecypcis. Lle
HAJa€ KOPUCTYBAuy€Bl BIAYYTTS HE3aJEKHOCTI BIJ MICIS PO3TAllyBaHHS.
Pecypcu € emactTuuHnMH, MO0 O3HAYA€ MOXKJIMBICTh MacIITaOyBaHHS Mif
BUMOIM KopuctyBauda. CepBicH, SIKI MPaLIOOTh B XMapl, BIAPI3HSIOTHCSA BIJl
TPaAMIIIAHOTO MPOrPAMHOrO 3a0€3MEUYEHHSI CBOEI0 KOHCTPYKIIEHD Ta
peamizamiero. XmapHi JOAATKM MOXKYTh PO3pOOJSTUCS 1 pPO3BUBATUCSA
IIBUJIIIE 1 MEHIIIOK MIPOI 3aJie’KaTU B1J MIHJIMBOCTI cepeoBUIla. Takum
YUHOM, PO3TOPTAHHS XMap B1IOYBAETHCA JIy>KE IIBUAKO.

4.1.1. Buau xmMap Ta XMapHa apxiTeKTypa

Y XMapHOMYy CepeIOBHUILl PO3PI3HIIOTh TPHU PI3HI MOJEII TOIOJIOTi
po3ropTtanHs xmap [27]: nmpuBarHa xmapa (private cloud), xmapa 3arajabHOTro
xopuctyBanHus (public cloud) Ta riopumna xmapa (hybrid cloud). Hesanexno
BiJi Mojeinl, (peMMBOPKM XMap IIOBUHHI 3a0e3nedyBaTd JUHAMIYHY
MaciITaboBaHICTh, IIBUJIKICTh PO3POOKH 1 PO3rOpTaHHS, a TAKOX IIOSBY B
JIOKAJIbHOMY MICIIl HE3aJIe’KHO B1J1 HOro OJIU3bKOCTI.

Ilpusamna xmapa. Y npuBatHiil XmMapi iHQpacTpyKTypa HajgaHa OJHIMI
opranizaiii abo Koproparii, [0 MOXX€ BKJIIOYAaTH JIeKIJbKa CIIOXKHBAYiB.
[HppacTpykTypa poO3MINLy€eThCs Yy NPUMINIEHHSAX OpraHizailii, a ii CIUIbHE
BUKOPUCTAHHS Ta pO3MOPSHKEHHS pecypcaMu € 3arajdbHuMu. Hemae
KOHIIETIII] CIJIBHOTO BUKOPUCTAHHS pecypciB abo 00'eJHAHHA 1032 MeXaMu
BJIACHOI 1H(PACTPYKTYpH BIIACHHUKA.

[IpuBatHa xMapa BBa)Kae€TbCs OE3MEYHOI0, Ta JO3BOJSE TMPOBOAUTH
NEePEBIPKY SIKOCT1, JJIsl TapaHTii, 1m0 1H(opMallist o0poOIIE€THCS BUKIIOYHO
CHCTeMaMH, KepoBaHMMM KiieHTOM. OmHak, MO0 BBaXaTHUCS XMapolo,
MOBMHHI 1CHYBAaTH JICSIKI aCTIEKTH XMapHHUX CEPBICIB, Taki sIK BipTyamizamis 1
OanancyBaHHs HaBaHTaXeHHs. [IpuBaTHa xMapa Moke OyTH JIOKaJbHOIO ab0
MOK€ OyTH PO3TOpPHYTOIO Ha OOJa/JHaHHI, 0 HAAAE€THCS TPETHOI CTOPOHOIO
BUKJIIOYHO 1151 11 BUKOPUCTAHHS.
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Ilyoniuna xmapa — 1HPpacTpyKTypa, M0 HAAAETHCS HA BUMOTY IS
0araThboX KJII€HTIB 1 A0JaTKiB. [H(ppacTpykTypa sBisie co00r0 Habip pecypcis,
AK1 OyAb-siKa JIOJMHA MOXE BUKOPHCTOBYBAaTH B OYIb-SKHI yac B paMKax
CBOiX yrojl Mpo piBeHb oOciayroByBaHHs. IlepeBara TyT y Tomy, IO sSBHa
Kaja XMapHUX IEHTPIB OOpOOKM MaHMX JO03BOJSE  3a0E3MMEUNUTH
Oesmperie/IecHTHY MacITa0OBaHICTh UIsI 0araTboX KIIEHTIB, SKI OOMEXEHI
TIJIBKU TUM, SIKY YaCTUHY MOCIYT BOHU XO4UYyTh MPUAOATH.

l'ibpuona xmapa. Ti0pugHa apxiTEKTypHa MOJECNb SBJISE COOOIO
NOETHAHHS MTPUBATHUX 1 TPOMAJCHKUX XMap. TakuMu KOMOIHALISIMA MOKYTh
OyTH BUKOPUCTAHHS OJJHOYACHO JEKUIBKOX MyOIIYHUX XMap, ab0 KOMO1HAIs
rpOMaJChbKOI Ta TMPUBATHOI XMapHOi iH(pacTpykTypu. Opranizanii
BUKOPUCTOBYIOTh TIOpUJIHY MOJEINb, SKIIO € JaHl, $KI [OoTpeOyroTh
YHIKaJbHOTO MIAXOAy, a SK 1HTepdeiic MOXKHAa BUKOPHUCTOBYBATHU XMapy.
[HIIMM BapiaHTOM BUKOPUCTaHHS € JAOTPUMaHHS Yyroau 3 XMapHUMU
npoBaiiiepaMy PO KOMITCHCAIII0 yYMOB HEIOCTaTHbOI MAacIITabOBaHOCTI
BJJACHMX pecypciB. Y 1bOMy BHUOaAKy TmyOjiuHa xMapa Oyxe
BUKOPUCTOBYBATHCA SIK OajaHCYBaJbHUK HABAaHTAXKEHHS J0 TUX TP, MOKH
KUIBKICTh JIaHHUX 1 X BUKOPUCTaHHSI HE MOBEPHYTHCS B OOMEXKEHHI MPOCTIP
npuBaTHOi Xmapu. lleli BapiaHT BHUKOPUCTAHHS HA3MBAETHCS XMapHUM
BUOYXOM 1 BIZIHOCUTBCS J10 BUKOPUCTAHHS XMap B IKOCTI YMOBHUX PECYPCIB.

CydacHl KOpIIOpAaTHBHI CHUCTEMH, SIK MPaBUIIO, BUKOPUCTOBYIOTh
riopuaHy apXiTeKTypy Juisi 3a0e3nedyeHHs] Oe3NMeKH KPUTHUYHO BaKIIMBUX
JOJATKIB 1 JIAaHMX Ha MICIIEBOCTI Ta BUKOPUCTOBYIOTh MYOIIYHY XMapy JJis
MPOCTOTH MIJKJIFOYEHHS 1 IBUIAKOCTI PO3rOpPTaHHS.

4.1.2. MojeJi XMapHHX cepBiciB

Bce, mo crocyerbess Cloud computing (CC), 3a3Buuail OpUAHATO
Ha3MBaTH aaS - «as a Service», TOOTO «IK CEpBiC», a00 «y BUIIIAII CEPBICY».
XMapHi NpoBaifjiepu 3a3BUYail MIATPUMYIOTH UM Psifl IPOAYKTIB «Bce sk
cepsic» (XaaS). Ha ganuii yac koHieniis nependayae HaJaHHS HACTYITHUX
THUIIIB TIOCIYT CBOIM KOpucTyBayam [27]:

Storage-as-a-Service («3bepicanns ax cepeicy). Havinpocrimmii 3 CC-
CEpBICIB, 110 TMpeACTaBisie coO00I0 MUCKOBUM MpocTip Ha BuMory. Ilocmyra
Storage-as-a-Service mae MOXIUBICTh 30epiraTd JaHli B 30BHIIIHbOMY
cxoBuili (B «xmapi»). Jlig kopucTyBaya BOHO OyJe BUINIAIATH, SK
JOJATKOBHH JOTIYHUM JuCK abo mamka. CepBic € 0a30BUM IS 1HIIUX,
OCKUITBKH BXOJIUTH JI0 CKJIaay MPAKTUYHO KOKHOTO 3 HUX.

Database-as-a-Service («baza danux sk cepsicy). [lociyra Oinpiie s
aAMIHICTpyBaHHS, OO0 HaJa€ MOXJIMBICTH MpalOBaThU 3 0Oa3aMM [IaHUX,
noni0Ho Tak, ik CYB/] Oyn0 BCTaHOBIIEHO Ha JIOKaJbHOMY pecypcel. B mbomy
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BUIAJKY 3HAYHO JIETIIE PO3JISATH MPOCKTH MK PI3HUMHU BUKOHABISIMU Ta
3a0IaIUTH Ha KOMITIOTEPHOMY OOJagHAHHI Ta JIIEH31SIX, HEOOXITHUX MJIs
rpamoTHoro Bukopuctanus CYB/I y Benukiii uu cepeAniil opraxizariii.

Information-as-a-Service («ingpopmayis sx cepeicy). Jlae MOKIUBICTB
BIJAJICHO BHUKOPUCTOBYBaTH Oynb-Ki BUAM 1H(OpMAaIli, sKa MOxKe
3MIHIOBATHCS IIIOXBWJIMHN 200 HABITH [I{OMUTI.

Process-as-a-Service («ynpaesnints npoyecom sk cepsicy). Binnanenuit
pecypc, KUK MOXKE 3B'SI3aTH BOEAWHO KUIbKa PECypciB (TaKUX SK MOCITYTH
abo0 maHi, MO MICTATHCA B MEXax OJHIET «XMapw» a0 IHIIUX JOCTYITHHUX
«XmMap»), Juisi CTBOPEHHSI €IMHOTO O13HEC-TIPOIIECY.

Application-as-a-Service («0ooamox sik cepsicy). Takok Ha3UBAEThCH,
Software-as-a-Service («II3 sk cepicy). [103UIIOHYETHCS K «IIPOTPAMHE
3a0e3MneueHHs Ha BUMOTY», IKE pPO3TOPHYTO Ha BIIAJIEHUX CepBepax 1 KOXKEH
KOPHUCTYBa4 MOXKE€ OTPUMYBATH 10 HHOTO JOCTYII 3a JOMOMOroro IHTepHery,
OpUYOMY BCl TWTAaHHS OHOBJIEHHS Ta JIIEH31d Ha JaHe 3a0e3NedyeHHs
PETYIIOETHCS TOCTaYaIbHUKOM JlaHoi mociyru. Ormiata, B 1aHOMY BUTAJAKY,
B1I0YyBa€ThCA 3a (PAKTUYHE BUKOPUCTAHHS OCTAHHBOTO. SIK MPHUKJIIAJ MOXHA
HaBectn Google Docs, Google Calendar i T.11. onnaitH-iporpamu.

Platform-as-a-Service («mmardopma sik cepBic»). Kopucrysauesi
HAJA€ThCA KOMIT'IOTEpHA IIaTpopMa 3 BCTAHOBJICHOK —OMNEPALITHOIO
CHCTEMOIO 1 IEBHUM MPOrPaMHUM 3a0€3MEUEHHSIM.

Integration-as-a-Service («iHTerpailis SIK CEpBIC») - II€ MOXKJIUBICTb
OTPUMYBAaTH 3 «XMapw» ITIOBHUH I1HTETpalllfHUN TaKeT, BKIHOYAIOUU
nporpaMHi 1HTepdelcn MDK JoJaTKaMU 1 YIOpaBIIHHSA iX aJIrOPUTMaMH.
Croau  BXOAITh BiOMI MOCIYrM Ta (PYHKINI TakeTiB IEHTpali3allii,
onTuUMI3alii Ta 1HTerpamii kopmopatuBHuX goaaTtkiB (EAI), ame BoHu
HAJAI0THCS SIK «XMapHUID CEpBIC.

Security-as-a-Service («Oe3rleka SK cepBic»), JaHUW BUA TOCIYTH
HAJa€ MOKJIMBICTh KOpPUCTyBauaM IMIBHUJKO PO3rOpTaTd MNPOAYKTH, IO
BUMAralTh OE€3MEYHOr0 BUKOPUCTAHHS BEO-TEXHOJOTIM, €JIEKTPOHHOIO
JUCTYBaHHS, JIOKaJbHOI Mepexki. KopuctyBaul maHoro ceppicy MarOTh 3MOTY
€KOHOMHUTH Ha PO3TOpPTaHHI Ta MIATPUMII CBOET BIACHOT CUCTEMHU OE3IMEKH.

Management/Governace-as-a-Service («aaMIHICTpYBaHHS Ta
YIPABIIHHS SIK CEPBICY»), HAZA€ MOXKIIUBICTh KEPYBATH 1 33J]aBaTU MTapaMeTpu
poboTH ofgHOrO abo OaraThoxX «XMapHUX» cepBiciB. Lle B ocHOBHOMY Taki
napameTpH, SIK TOTOJIOT1s, BAKOPUCTaHHS PeCypcCiB, BipTyasizailis.

Infrastructure-as-a-Service («iHpacTpyKTypa AK CEPBICY).
KopucryBaueBi HamaeTrbcsi KoMmm'ioTepHa 1H(QpACTPyKTypa, 3a3BUYAl
BipTyasibH1 MuiargopMu (KOMIT'IOTEpH), TIOB'I3aHI B  MEPEXKY, SKI BIiH
CaMOCTIWHO HaJAIITOBYE i BIACHI ITLTI.
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Testing-as-a-Service («TecTyBaHHS SIK CEPBIC») — A€ MOXKJIMBICTh
TECTYBAaHHSI JOKAJIbHUX a00 «XMapHHUX» CUCTEM 3 BUKOPUCTAHHSM TECTOBOI'O
[13 3 «xmapu» (MpU LBOMY >KOAHOTO YCTaTKyBaHHSI a0o 3a0e3nedeHHs] Ha
M1IPUEMCTBI, HE TOTPIOHO).

JIJis HaO4HOCTI, y3araJbHUMO CEPBICH apXITEKTypH «XMapa», B OIHY
CXEeMy Ha sIK1 HaBeJICHO KJIacu(iKaIlito CepBiciB, 3a TUIIOM TTOCHyT (puc.4.1).

30epiranns sk mociyra (Storage-as-a-Service)

AnminicTpyBaHHs sik mocityra (Management-as-a-Service)

Jonatku sik mociyra (Application-as-a-Service)

=8 |8
S . .
5 GE, g @ 36epiranHs sk nociyra (Storage-as-a-Service) &
S O
Es =co _ : E >
29 g& Iadopmaris sik mociayra (Information-as-a-Service) é%
iz £ e 13
55 = basa nanux sk mociyra (Database-as-a-Service) g
i
K ) . . [
— 36epiranHs sk mocayra (Storage-as-a-Service) 3
Iadpactpykrypa sik cepsic (Infrastructure-as-a-Service) ==

Puc. 4.1. «XmapHi» cepBicu

ToOGTo, mociyra mporpaMHOro 3a0e3Me4YeHHs 3 OIUIATOK Yepes
BukopucrtanHs. CepBic BKIo4ae B cede ciry:x0y mepexi (NaaS),

nporpamHe 3a0e3IeueHHs K nociyry (SaaS),

mwiatdopmy sik nociyry (PaaS)

iHDpacTpykTypy sk nocayry ([aaS). Koxxna mozens Hasiae Bce OubIIe 1
Olbllle XMapHUX CEpBICIB BijJ mocradaiabHUKiB. Lli cepBicHI mpomo3uii -
JI0JlaHa BapTICThb XMapHUX OOYMCIIECHb. SIK MIHIMYM, 11 MOCIYTd MOBUHHI
KOMIICHCYBAaTH KamiTajdbHl BUTpaTH, 3 SIKUMH 3IIITOBXYETHCA KIIEHT JJis
npuaAOaHHs 1 00CTYyroByBaHHS TaKOro OOJagHAHHS [IEHTPY OOpPOOKH JaHUX, 1
BpaxyBaTH 1€ sIK eKCIUTyaTallliiH1 BUTPaTH.

Ha puc. 4.2 noka3aHi BiIMIHHOCTI B yIPaBJIiHHI XMapHUMU MOJIEIISMH,
AK1 TIporoHye kommnaHis Microsoft A cBoro xMapHoOro cepenoBuiiia Azure,
1110 Oy/IyTh ONHUCaHi B mojaajibimomy [3].

NaaS Bxurouae taki cepBicu, sk SDP 1 SDN. [aaS nigmroBxye anapartHi
cucteMu 1 cxoBuie A0 xMmapu. PaaS Bkitouae B cebe iHDpacTpykTypy, ajie
TaKOX YIpaBJIsie OMEPAIiifHOI CHCTEMOIO 1 4aCOM BUKOHAHHS CHCTeMH abo
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KOHTeHHepamu Yy Xxwmapi. Hapemri, SaaS migmrToBxye Bci cepBicH, B
1H(PaCTPYKTYpy 1 CEpBICH JI0 XMapHOTO MpoBaiiaepa.

Mepexa sk [ndpactpykrypa  Ilnardopma I13
JlokanbHo ciyx0a AK CITyx0a K clyxk0a K CIly0a

r r e I r

Tporpamu
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(L Jani Jani
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Onepariiina
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Onepariiina
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Bipryanizaris Bipryanizaris Bipryanizartis Bipryanizanis Bipryanizartis

JloKanbHe ynpaBniHHA

JlokanbHe yrpaBiHHS
XmapHe ynpasniHHA

Cepaepn Cepaepu Ceprepn Cepsepn Cepaepn

XmapHe ynpasniHHA

CxoBHIIa CxoBuma Cxosuma CxoBuIa Cxoswia

XmapHe
yNpas/iHHA
A

\

Mepexa { Mepexa Mepexa Mepexa Mepexa

XmapHe
yNpasiHHA

Puc. 4.2. Mogeni xmapHoi apxiTektypu 1yist Microsoft xmapHOTro
cepenoBuiia Azure.

Bnacuuii o0'ektr — 1ie TOW, J€ yIpaBliHHS BcCiMa CIIy)XOaMu,
1HQPACTPYKTYPOIO 1 CXOBHUIIEM 3A1HCHIOETHCS BJACHUKOM.

NaaS. /Ins NaaS xapakTtepHi Taki cepBicu, ik MepekeBa B3aeMOJIis,
BusHaueHe [I3 (SDN) 1 Ilporpamno-BuzHaueni nepumerpu (SDP). L
POAYKTH € KEPOBAHMMH XMapaMH 1 OpraHi30BaHUMHU MEXaHi3MaMH st
3a0€3MeYeHHs] OBEPJICUHUX MEPEeX 1 Oe3MeKu MiANPUEMCTB. 3aMiCTh TOTO,
o0 CTBOPIOBATH TJIOOAIBHY 1HPPACTPYKTYPY 1 BHUIUIATH KammiTad IS
MIJITPUMKH KOPIIOPAaTHBHUX KOMYHIKAIlIM, MpU CTBOPEHHI BIPTyaIbHOI
MEpeXl MOXKE€ BHUKOPUCTOBYBATHUCS XxMmapHuil miaxia. Lle mo3Bomsie mepexi
ONTUMAJIbHO MaciITadyBaTu pecypcH B OiK 30UIbIIEHHS a00 3MEHILICHHS B
3aJIEKHOCTI BiJl TOTpeO, a HOBI MEPEXKEBl SAKOCTI MOXYTh OyTH mpuaOaHi 1
PO3TOPHYTI MIBUIKO.

SaasS. SaaS € ocHOBOIO XMapHUX O0YHCIICHb. Y MpOBaiiiepa 3a3BUyai €
MPOMOHOBaHI JOAAaTKU a00 TMOCHyrd, sKi MPOMOHYIOThCS KIHIIEBUM
KOpPUCTYBa4yaM 3a JJOMOMOTOI0 TaKMX KJIIEHTIB, IK MOOLIbHI MPUCTPOi, TOHKI
KJIIEHTH a00 (peMBOPKM B IHIIHUX XMapax. 3 TOYKH 30py KOPUCTyBaua,
BIpTyaJIbHUI SaaS (akTUYHO TIpaIoe Ha KIEHTI KopucTyBada. Lls
aOCTpakilis MpOrpaMHOro 3abe3reyeHHs J03BOJWIa Taidy3l JOMOTITHUCS
3HAQYHOTO 3POCTaHHS B XMapHoMy cepBici. CepBicu SaaS mpailoroTh AJis
TaKuX MPHUCTPOIB, sik Google Apps, Salesforce 1 Microsoft Offce 365.
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PaaS. PaaS BukopucToBye 0a30Be yCTaTKyBaHHsS 1 MPOrpaMHi 3acO0H
HIDKHBOTO PIBHS, IO HAJAIOTHCS XMapoio. B TakoMy BHMaaKy KiHIIEBUN
KOPHUCTYBay MPOCTO BUKOPUCTOBYE anapaTHe 3a0e3MeueHHs IEHTPY 00poOKu
JaHUX, onepaiiiHy cucremy, mnpomibkHe I[I3 1 pi3Hi 0a3m gaHuX
MmocTadabHUKA ISl PO3MIIICHHS CBOTO MPHBATHOTO Jo0jaTka abo CepBiCiB.
[Ipomixkue I3 moxke cknmagatucs 3 cucreM 0a3 manux. [lpu moOymoBi
0araTbox Tally3ei MPOMHUCIOBOCTI OyJI0 BUKOPUCTAaHO OOJaJHAHHS XMapHHUX
noctauanbHUKIB, Hampukian ans Swedbank, Trek Bicycles 1 Toshiba.
[Tpuknagamu my6miunux nocravaibHUKiB PaaS € IBM Bluemix, Google App
Engine i Microsoft Azure [12].

PizHuirs mix PaaS 1 laaS nmonsirae B ToMy, 1110 BU OTpUMYETE TIepeBaru
macmraboBanocti i OPEX (ckop. Bij aHri. operating expenses, orepariiiti
BUTPAaTH) — TIOBCSKJCHHI BUTPATH KOMIIAHIT JUIsi BEACHHS Oi3HECY,
BUPOOHUIITBA TOBAPIB 1 OCIYT.

Cyma omeparifHUX BUTpar i KamiTanbHUX BkIaaeHb (aHri. CAPEX)
CKJIaJIal0Th BUTPATH KOMIaHIi, SIKI HE BKJIIOYAIOTHCS B MPSMY COOIBApTICTH
IPOJAYKTIB 200 MOCIYT, sIKI MPOMOHYE PUHKY JaHa Kommadis. Hampukian,
MOKYIKa KOMIIOBAJIBHOI'O anapary BIJHOCUTHCA 10 KalllTalbHUX BKJIAJIECHb, a
MOKYIKa Nanepy, TOHepa, OriaTa CIoKUBaHOI HUM €JIEKTPOEHEPTii, PEMOHTY
Ta 00CIyTOBYBaHHSI I[bOT'O MIPUCTPOIO BITHOCATHCS /10 OINEpaliiiHUX BUTpAT.
CtocoBHO A0 Oi3Hecy omepalliifHi BUTpAaTH BKJIKOYAlOTh B cebe, 30Kpema,
OruIaTy OPEHAM TMPHUMIIICHb I oicy, KOMyHaJIbHUX IIJIATEXKIB KOMIaHII,
BUTPATH Ha peKjaMy, JIIEH31MHI Ta CTpaxoBl IUIaTeXl, BUTpPaTH Ha
BIIPSUDKEHHSI Ta TPAHCIIOPTHI BUTpPaTH, OIUIATy CTOPOHHIX aJBOKATIB 1
ayJIMTOpIB, 3apIuiaty nepcoHaty i T.4. OmnepariifHi BUTpaTu (MOBCSKICHHI
BUTPATH KOMIIaHIi Ha OpraHizaiilo MpojaxiB, aJMIHICTpYBaHHS T.II.)
OPOTUCTABIISIIOTBECS  MPSIMUM  BUATpaTaM - BHUTpaTaM KOMIIaHIi  Ha
Oe3nocepeIHE BUPOOHMIITBO MPOAYKTIB 1 MOCHYT. [HIIUMM clioBamu, TpsMi
BUTpPAaTU — II€ CyMa TpONICH, sIKI KOMIIaHisi BUTpadya€e Ha IEPETBOPEHHS
CUPOBUHHU 200 KOMIUIEKTYIOUHMX Y TOTOBY MPOYKIIIIO. ¥Y 3BITI PO (hiHAHCOBI
pe3yibTaTu orepaliiiHi BUTpaTH BKa3yIOThCS B MPUB'A3I 0 MEPIOAY 4acy,
IIPOTSTOM SIKOTO BOHHM OYJIM TTOHECEH1 — MICsllb, KBapTas ado pik. Onepaririiini
BUTPATU TaKOX IOB’3aHl 3 XMapHOIO 1HPPACTPYKTYpOIO, ajie y Bac TAKOXK
Oyne mepeBipeHe npomixkHe [13 1 omepariiini cuctemu BiJ npoBaiaepa. Lle
Taki cuctemu, gk Docker, ne mporpamHe 3a0e3NeueHHs PO3TOPTAETHCS B
KOHTEeHHepax. SKujo Baill 10AATOK PO3rOPTAETHCA B MEXAaX OOMEXKEHb, IO
HAJIAEThCS TIOCTAYaILHUKOM 1HQPACTPYKTYpH, BU MOXKETE OUIKYBATH OLIBIIT
IIBUJIKUN BHUXiJ HAa PHHOK, OCKUIBKH OUIBIIICTh KoMmoHeHTiB, OC i
IPOMDKHOTO IPOTPAMHOTr0 3a0€3MEeYeHHSI TapaHTOBaHO OyAyTh JOCTYIIHI.

laaS. [aaS Oyna moyaTKOBOIO KOHIIEMIIEI0 XMApHUX CEPBICIB. Y I
MOJIEJI TTOCTAa4aJIbHUK CTBOPIOE MaciITabOBaH1 amapaTHi CIy»XO0u B XMapi 1
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Hajae MOAUPIKaLIIO MPOrpaMHUX (PPEUMBOPKIB JIJIsl CTBOPEHHSI KIIIEHTCHKUX
BipryasibHux MamuH. lle 3a0e3medye MakCUManbHYy THYYKICTH MIPH
PO3TOpTaHHI, ajie BUMarae OUIbLINX 3yCUJIb 3 OOKY KIII€HTA.

4.1.3. Xmapna apxitektypa OpenStack

OpenStack - e cepsep Apache 2.0 3 BiIKpUTHUM BHXiTHUM KOJOM, SIKUI
BUKOPUCTOBYEThCA JUIsl CTBOpeHHS xmapHux mminatgopm. lle IaaS
po3po0IsieThesa cribHOTOI po3poOHUKIB 3 2010 p OpenStack Foundation
yIpasJig€e TPOrpaMHUM 3a0e3nedeHHsIM 1 miarpumye Outbiie S00 KomIaHii,
Brimouaroun Intel, IBM, Red Hat 1 Ericsson. Mu OynemMo BHKOpHCTOBYBaTH
OpenStack B SKOCTI €TajOHHOI apXiTEKTypH I I1HIIUX [OCTavyajJbHUKIB
XMapHUX OOYHUCIICHb, OCKUIBKH BEIMKA YACTMHA KOMIIOHEHTIB 1 TEPMIHOJIOT1s
TaKO’X BUKOPHCTOBYIOTHCS B KOMEpIiHHUX XMapax [1].

OpenStack nounnascs sk crubHuid npoekT NASA 1 Rackspace B 2010 p
ApxiTeKTypa Ma€ BCl OCHOBHI KOMIIOHEHTHM I1HIIUX XMApHUX CHUCTEM,
BKJIIOYAIOYM OOYMCIEHHS 1 OallaHCYyBaHHS HABAHTAKECHHS; KOMITOHEHTH
30epiraHHs, BKJIIOYAIOYM PE3EpPBHE KOIMIIOBAaHHS 1 BIJHOBIICHHS; MEPEXKEBI
KOMIIOHEHTH, 1H(opMaIlliiiHi maHesi, CUCTeMH Oe€3leKu Ta 1JeHTUdIKaIlli,
MakeTd JaHUX 1 AaHaJTUKH, I1HCTPYMEHTU PO3TOPTaHHS, MOHITOPH,
JYUIbHUKUA 1 JgopaTku. Ile Ti KOMIIOHEHTH, siki OyJe BHKOPUCTOBYBATH
apXIiTEKTOp MPH BUOOP1 XMAPHOI'O CEPBICY.

3 Touku 30py apxitekrypu, OpenStack siBise coboro 3wmimaHi Hapu
koMroHeHTiB. OcHoBHa ¢popma xmapu OpenStack nokaszana Ha puc. 4.3.

Kosxen cepBic Mae neBHY QyHKIIIIO 1 yHIKaIbHE 1M's (Hanpukiiaa, Nova).
CucreMa mpaifroe, B IIIJIOMy, HaJaloud MaciTaboBaHi (yHKIIIOHAIBHI
MOXJIMBOCTI XMApHOI'0 KJIacy MaciiTady KopIropariii.

Bci komynikamii B kommoHeHTax OpenStack BuKOHYIOTBCS uepes
NMPOTOKOJI po3UpeHoi Yyepru noizomiaenb (AMQP), 3oxkpema, RabbitMQ
a6o Qpid.

[ToBimoMieHHs MOXKYTh OyTH a00 HEOJOKYHOUMMH, a00 OJOKYHOUYHMU B
3aJIEKHOCTI BiJl TOrO, K Oyyo BiAnpaBieHO moBigomiieHHs. [loBiomMieHHs
oyne BigmpasieHo sik 00'ekT JSON B RabbitMQ, 1 onepxkyBadi oTpuUMaroTh
CBOI MMOBIJIOMJICHHS B 0IHOMY cepgici. L{e meto 3B'13ky (Remote Procedure
Call - RPC) Mk ocHOBHHUMH IifcucTeMaMH. [lepesaca xmapHo2o
cepedoguwia noJsgeace 6 momy, 1o MpoOJeMH KIIIEHTA 1 cepBepa MOBHICTIO
HE3JIeKHI OJWH BiJ OJHOTO, 1 II€ JO3BOJIIE CEepBEpaM JIUHAMIYHO
MacmtabyBaTucs B OiK 30UIbIIeHHS a00 3MeHIIeHHs. [loBigomiIeHHS HE
NEepelaloThCsl, a HaNpaBlIAIOTHCS, L0 3HIKYE TpadiKk [0 MIHIMYMY.
Haragmaemo, mo AMQP - 1e craggapTHU NPOTOKOA  OOMIHY
MOBIJOMJICHHSIMU,  SKHW  BUKOPUCTOBY€TbCs B mpoctopi  [OT.
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Keystone - ynpasJiiHH1 ineHTHdiKaLi€0 Ta 00C/IyrOByBaAHHAM

Keystone - me cnyxba ympaBiaiHHS 1JeHTU(DIKATOpaMU XMapu
OpenStack. Menempkep iaeHTHdIKAii BCTAaHOBMIOE  OOJIKOBI  JaH1
KOpHCTYBaua i, aBropu3zaiiito Bxoay. Lle, mo cyri, BianpaBHa ToYka abo TOUKa
BXOJIy B XMapy.

Leit pecypc Oyme miATpUMYBATH IEHTPAIBHUN KaTaJIOT KOPUCTYBAYiB 1
ix mpaB goctymy. lle HalBumuii piBeHb Oe3rmeku, M0 3ade3nedye
HE3AJICKHICTh 1 Oe3meKy i KopucTyBada cepenoBuil. Keystone moske
B3a€EMOJIISITH 3 TakuMH cepBicamu, gk LDAP Ha kopmopatuBHOMY piBHI.
Keystone takox miaTpumye 0a3y JaHMX TOKEHIB 1 HAJA€ 4acOBI MapKepu
KOpUCTyBauaM aHajoriuno tomy, sk Amazon Web Services (AWS)
BCTAHOBJIIOE OOJIKOBI JaHi. Peectp ciy:x0 BUKOPHCTOBYETHCS ISl 3AIUTY
POJIYKTIB 00 MOCIYT, AOCTYITHUX KOPUCTYBAa4YeB1 MPOrPAMHO.

Glance - cepBic 300paxkeHb

Glance - me cepueBwHA yNpaBIiHHS BIPTyaJbHUMH MalTUHAMH IS
OpenStack. Binpmricte XMapHUX CepBiciB  3a0e3MEUYNUTh TICBHHUI DPiBCHb
BIpTyalli3alii 1 MaTUMe aHajloroBui pecypc, nomaionuit Glance.API cinyx0u
300paxens 1e ciayx6a RESTful, o no3Bosise kinieHTy po3po0siTi 1a0I0HU
VM, BUSBISTH AOCTYIHI BIPTyaJibHI MalllMHU, KJIOHYBATH 300pa’KEHHS Ha
1HIIII CEepBEpPU, PEECTPYBATU BIPTyasibHI MAIIMHU 1 HaBITh O€3IMEPENIKOIHO
nepeMilaTy Npaiodl BIpTyadbHI MAlllMHU Ha pi3HI Pi3uU4HI cepBepu 0Oe3
nepepBu B pooOorti. Glance Bukiaukae Swift (cxoBuie 00'€kTiB) s 3
BUTSTaHHs a00 30epiranHs pi3HuX 300paxkeHb. Glance miarpumye pizHi CTHIII
BIpTyaJbHHUX O00pa3iB:

raw - HECTPYKTYpOBaHI1 300paKeHHS;

vhd - VMWare, Xen, OracleVirtualBox;

vmdk - 3aranepHME GopmaT aucKa;

vdi - 300paxkenns emyisatopa QEMU;

ISO - 300pakeHHs Ha onrTuyHOMY Jiucky (CD-ROM);

aki / ari / ami - 300paxxenHs Amazon.

Bipmyanvna mawuna ckiadaemscs 3 ycb020 6MIiCHY 00pasy HcopCcmKo2o
OUCKA, BKIIOYAIOUU 20CbOBI ONEPAayiliHi cucmemu, cepedosuyd 6UKOHAHHS,
0ooamxu ma cyHcou.

OO0uuciaenns Nova

I[le ocHoBa cCiyk0M YIpaBIiHHS OOYMCIIOBAILHUMU PECypCaMu
OpenStack. Ii meTa - BU3HauuTH i BpaXyBaTH OOYHCIIOBAJIbHI pecypcH Ha
OCHOBI monuty. BoHa Takok Hece BIANOBIJAIBHICTG 3a YIPaBIIHHS
CUCTEMHUM TINEpPBI3OPOM 1 BIPTyaIbHUMU MaminHaMu. Nova MOxke
NpaloBaTH 3 JEKIJIbKOMa BIPTyaJbHUMHU MallMHAMH, Hanpukiag 3 VMware
ab0 Xen, a00 MOXXe yIpaBJIsITU KOHTEHHEPaMH.

Macwmabyeannus Ha 6umocy € HEBII'EMHOI YaCTUHOIO Oyab-sKOi
XMapHOI MPOMO3HIIii.
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Nova 3acHoBana Ha APl BeG-cmy:xOu RESTful nmns cnpouenus
yIPaBIIIHHA.

baza manux Nova HeoOxigHa 11 MIATPUMKHA IMOTOYHOTO CTaHy BCIX
00'exTiB B KiacTepi. Hampukiaj, KijgbKa CTaHIB PI3HUX CEpPBEPIB B KiIacTepi
MOXYTh OyTH HACTYITHUMHU:

ACTIVE - cepBep akTUBHO TMPAITIOE;

BUILD - cepBep B cTani 30ipKH 1 MOKH HE 3aKIHYCHH;

DELETED - cepsep OyB BHIIy4eHU;

MIGRATING - cepBep nepeHOCUTHCS Ha 1HIIUAN XOCT.

Nova moknafgaeTbCcs Ha IUIAHYBAJbHUK, MO0 BU3HAYWTH, SIKEC 3aBIaHHS
BUKOHATU 1 JI¢ 11 BUKOHATU. [InaHyBalbHUK MOXKE BUIAJKOBO aCOIIIOBaTH
CIIOpITHEHICTh a00 BUKOPUCTOBYBaTU (PinbTpH, 1100 BUOpaTH HaOip XOCTIB,
Kl HaMKpalluM YWHOM BIJNOBIAAIOTH JESIKUM HaOOpOM TMapaMeTpiB.
Kinuesum npoaykrom (uibTpa Oyae BHOPSAKOBAHUN CIIMCOK XOCT-CEPBEPIB
JUIsl BUKOPUCTAHHS BI1J Kpamioro A0 TIpmioro (HECYMICHI XOCTH OyIyTh
BWJIYYEHI 31 CIIUCKY).

OpenStack mae Oararuii Habip @uUIBTPIB, MO JT03BOJSAIOTH
HaJIAIITOBYBATH PO3IOIIT cepBepiB 1 cepBiciB. lle o3Boiisie ayke YiTKO
KOHTPOJIIOBATH 3a0e3rnedyeHHs 1 MaciTabyBaHHs cepBepa. lle kimacuunuii 1
Jy’)K€ BOKJIMBUM acEKT XMapHOro au3aiiHy. Taki (GuIbTpH BKIIIOYAIOTh, ajie
HE OOMEXYIOThCS TaKUMHM XapaKTepUCTUKaMH, SIK: PO3MIp OIEpaTUBHOI
nam'saTi; €MHICTh 1 Tun Jucka; piBHI IOPS; BUKOpUCTaHHS Mpoliecopa;
IpyIoBa CIOPiAHEHICTh; criopigHeHicTh 3 CIDR.

Swift - 30epiranns 00'eKkTiB

Swift Hamae pe3epBHY cucTeMy 30epiraHHs AJid LEHTPY OOpOOKH JaHUX
OpenStack. Swift mo3Bosisie macmTabyBaTh KiacTepu IUISXOM JI0JlaBaHHS
HOBUX cepBepiB. CxoBuille 00'eKTiB Oyae MICTUTH Takl pedl, sIK OOJIKOBI
3alucH Ta KOHTeHHepu. BipTyabHa MalimHa KOpUCTyBada MOKe 30epiratucs
abo kemryBarucs B Swift. O6uncmoBaabHui By30s1 Nova MOKe BUKJIMKATH
oesnocepeaHb0 Swift 1 3aBaHTaXXKyBaTH 300payKEHHSI PU TIEPIIIOMY 3aITyCKY.

Neutron - mepe:keBi cepBicu

Neutron - ue ympasninusa mepexero OpenStack 1 cmy:x0a VLAN. Bes
Mepeka MOKE€ HACTPOIOBATHCS 1 HaJa€ Taki MOCHYTH, SIK: JTOMEHHI CIy>KOu
iMmen; DHCP - mporokon auHamiyHoi KOHQIrypalii XocTiB; (PYHKIIT IUTI03Y;
ynpaBiaiHHs VLAN; 3'ennannss Ha apyromy piBHi moxeni OSI; SDN;
npotokoau 3 mokpuTTsMm 1 tyHemoBaHHsIM; VPN; NAT (SNAT 1 DNAT);
CUCTEMU  BUSBIICHHS  BTOPTrHEHb,  OaJaHCyBaHHS  HaBaHTaXCHHS;
Opanamayepu.

Cinder - 6104He cxoBHIIEe

Cinder 3abesneuye OpenStack mnoctiiHUMEH ciyx0amMu 30epiraHHs
0JIOKIB, HEOOXITHUMH JIJIs XMapHu. BiH BHCTyITae B poii cxosuwa sx cayicou
JUIS BAKOPUCTAHHA 3 0a3aMu JaHUX, TMHAMIYHUMH (palJIOBUMH CUCTEMaMH 1
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B IHIINX BUIIAJKaX, AC BaXKJIUBUM € 3aXHCT BiJ BUTOKIB gaHux. e BaxauBoO 1
st motokoBux crieHapiiB [oT. Sk 1 inmn kommoneHnTn OpenStack, cuctema
30epiraHHs Taka X JMHAMIYHA 1 MaclTaOyeTbCs B Mipy HEOOXiTHOCTI.
ApxitekTypa noOy/0oBaHa Ha MPUHIUIAX BUCOKOI JOCTYMHOCTI 1 BIAKPUTHUX
CTaHaapTax.

OyHKIIOHATBHICTB, 10 HaaeThest Cinder, BKITIOYAE:

CTBOPEHHS, BHJAJCHHSI 1 TMPUB'A3KY MPUCTPOIB 30epiraHHs o
npuMipHUKiB Nova;

cyMicHIicTh 3 aekiapkoma cxoBumamu (HP 3PAR, EMC, IBM, Ceph,
CloudByte, Scality);

miaTpuMKy aekinpkox iHTepdeiiciB (Fibre Channel, NFS, Shared SAS,
IBM GPFS, iSCSI);

pEe3EpBHE KOMIIOBAaHHS 1 BUTSATaHHS 00pa3iB AUCKIB;

30epeKeHHs 300pa)KeHb B ITIEBHI MOMEHTH 4acy,

anbTEpHATUBHE CXOBUIIIE /1J1s1 300paxkeHb VM.

Horizon

Horizon - ne manens inctpymentiB OpenStack. Ile cnpomenuit Bua B
OpenStack nns kimienra. Bin 3a0e3nedye BeO-OJAaHHS PI3HUX KOMITOHEHTIB,
ski BkaouaroTh OpenStack (Nova, Cinder, Neutron 1 iHmi). Horizon sBmisie
c0o0010 300paKeHHS MPU3HAYEHOTO JJII KOpUCTyBada iHTepdeiicy XxMapHOi
CHUCTeMH SIK abTepHaTUBHUHN 3aci0 moBepx API. Horizon posmmproemuid,
TOMY TPETS CTOPOHA MOXKE JI0JlaBaTH CBOi BLIDKETH a00 1HCTPYMEHTHU B
MaHeNlb IHCTPYMEHTIB. MOXHa, J0JAaTH HOBUUM KOMIIOHEHT OUTIHTY, 1 MOTIM
JUISl KJIIEHTIB MOYK€ OyTH CTBOPEHMM BIJIIOBIIHUM ejeMeHT maHeni Horizon.

binbmricte cucteM IoT, siKi BUKOPHCTOBYIOTH XMapHI OOYHCIICHHS,
MaTUMYTh ACSAKY (popMy MaHe i MOHITOPUHTY 3 aHAJIOTTYHUMU (DYHKIIISIMHU.

Heat - opkecTpauis (omuis)

Heat moske 3amyckaTy KijlbKa CKJIaJIOBUX XMapHUX JIOAATKIB 1 yIIPaBIISTH
XMapHOI 1H(PACTPYKTYypOIO Ha OCHOBI 1Ia0JIOHIB B ek3emiuisipi OpenStack.
Heat iHTerpyeThest 3 TEXHOJIOTISIMU TeJIEMETPii /11 aBTOMAaTUYHOI HaCTPOMKHU
CUCTEMHU BINOBIIHO 3 HaBaHTakeHHsAM. [llabnonu B Heat Hamararorbes
Bianosigatu ¢popmaram AWS CloudFormation, a BiIHOCHHU MIX pecypcamu
MOXXYTb OYTH BKa3aHI AaHAJIOTIYHUM YHUHOM (HANpUKIadA, JaHUM TOM
M1JIKTFOYEHUH 10 JAHOTO CEpBEpa).

Ceilometer - Tenemerpist (omixist)

OpenStack Hamae nmomatkoBuii cepBic mija Ha3Bow Ceilometer, skwmii
MO>XE€ BHUKOPHCTOBYBATHCS NJisi 300py JaHUX TeJIEeMETpii 1 0OJiKy pecypcis,
BUKOPHUCTOBYBAHUX KOXHOIO CIY>K0010. BHUMIpIOBaHHS BUKOPHUCTOBYETHCS
st 300py 1H(oOpMaIi TpPO BUKOPUCTAHHS 1 MEPETBOPEHHS ii B paxyHKU
kiieHTa. Ceilometer TakoX HaJae 1HCTPYMEHTH OIIIHKA 1 BHUCTaBJICHHS
paxyHKiB. 3HaYEHHS! BUCTABJIEHOI BapTOCTI KOHBEPTYETHCS B €KBIBAJICHTHY
BaJIIOTY, a OUTIHT BUKOPUCTOBYETHCS JUIsl TOYATKY MPOIIECY OTUIATH.
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Ceilometer KOHTPOITIOE 1 BUMIPIOE pI3HI MOJIi, TaKl SIK 3aMyCK CIYXOWH,
JIOJJaBaHHA TOMY 1 3YIHUHKA HpI/IMlpHI/IKa MeTpuku 30MparOThCS 110
BukopuctanHio LIIY, «kinbkocTi snep, BUKOPUCTaHHS mam'sTi 1

nepeMilieHHI0 JaHnX. Bce 1e 30mpaeTbest 1 30epiraeTbest B 0as3i AaHHUX
MongoDB.

4.1.4. OdMexeHHs1 XMapHuX apxiTekTyp auas loT

[TocTayanbHUK XMapHHUX CEPBICIB 3HAXOAUTHCS 32 MEKaMU TPAHUYHOTO
npuctporo [oT 1 kepye rmobambHOI0 Mepexkero. OJHI€ 3 0coOIUBOCTEH
apxitektypu 10T € Te, mo npuctpoi PAN 1 WPAN MoxyTh HE BiMOBIIATH
nporokony IP. IIporokonu, Taki sik Bluetooth Low Energy i Zigbee, ne
3acHoBaHl Ha [P, Tomi sk BCi B r00albHUX MEpekax, BKIIOYAIOUUA XMapH,
3acHoBaH1 Ha [P. Takum 4YMHOM, POJIb MPUKOPAOHHOTO ILIIO3Y MOJISTAE Y
BUKOHAHHI MEPEKJIay 3 OJHOTO MPOTOKOJY B iHIIHH (puc. 4.4).
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Puc. 4.4. Ebexrtu 3atprMok B XxMapi. Peakiiist B pealbHOMY 4Yaci Mae
BHpIIaJbHE 3HAYCHHS B 6aratbox jgojarkax [oT i 3mymrye nepecyBaTt 00OpoOKy
OnmsKye 10 KiHeBoro npuctporo [1]

Edexr 3aTpumku

[HmM edextoM € uac ouikyeawHs 1 uac 6ideyky misd Tomaikd. Y Mipy
HaOJKEHHS 70 JaTYMKa B BXOJUTE B 00JACTh, JIe MIIOTh KOPCTKI BUMOTH
BUKOHAHHS B peasibHOMY uaci. L{i cucremu, sk mpaBuiio, SBISAIOTH COOOIO
rOOKO BOYJOBaHI CHCTEMH a00 MIKPOKOHTPOJIEPH 3 MAJIOI0 3aTPUMKOIO,
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MpU3HAYCHI I pealbHUX Tonaid. Hampukiam, Bigeokamepa 4UyTiauBa 0
yacToTu KajapiB (ak mpaswio, 30 abo 60 kaapiB B CeKyHAy) 1 MOBUHHA
BUKOHYBAaTH PsJA TOCTIJOBHUX 3aBJaHb B KOHBEEPI TIOTOKY JaHUX
(mo30aBlIeHHS B MO3aiKd, TMO3HA4YeHHsS, OajaHc OLIoro 1 TamMMa-
peryaroBaHHs, BiIOOpakKeHHsS TamMu, MacimTaOyBaHHS 1 CTHCHEHHs). OOcsT
JTaHUX, 10 TPOXOAITh 4Yepe3 KOHBeep Biaco3obpaxkeHHs (Bimeo 1080p 3
BUKOPHCTAHHAM 8 OIT Ha KaHaJ 31 IBUAKICTIO 60 KaapiB B CEKYHY) CKIIaa€e
npuomm3Ho 1,5 I'b/c. Koken kaap MOBUHEH IPOXOAUTH Yepe3 Iei KOHBEEDP B
peXUMI  pealbHOro 4acy, TOMYy OUIBLIICTh MPOLIECOPIB  CHUTHAJIB
BiJI0300pakKeHHsI BUKOPUCTOBYIOTh JJIsi LUX TIEPETBOPEHb KOHTPOJIEPH.
SIKIIO MU TIEpPEMICTUMOCS Bropy IO CTEKY, HUI03 Oyae MaTh Kpaliuil dac
BIITYKY 1 3a3BUYail pearye 3a MiTICEKyHAM 3 onHiero mudporo. Koedirient
cTpoOyBaHHA B 4aci BIATYKY - 1€ tamenmuicms WPAN 1 HaBaHTaXEHHs Ha
mmo3. bimemnicte WPAN, takux sk BLE, € 3migHMMU 1 3anexarh Bif
KuIbKOCTI npuctpoiB BLE mia mutto30M, IHTEpBaliB CKAHYBaHHSI, IHTEPBAJIIB
pexsamu 1 T.4. IHTepBanu 3'ennanHs BLE moxyTs mocaratu 7,5 mc, ane
MOXXYTbh BapilOBaTUCA B 3aJI€KHO BIJ] TOTO, SIK KJIIEHT HAJIAIITOBYE 1HTEPBAIU
pekiaMu, o0 3BECTH JO0 MiHIMyMy criokuBaHHS eHeprii. Curnamm Wi-Fi
3a3BMYall MarwTh 3aTpuMKy 1,5 mc. 3arpuMka Takoro piBHS BHMAarae
dizuunoro iHTepdeiicy 3 PAN. He MoxxHa ouikyBaTu, 11O IpH Iepeaadl
HeoOpoOneHux naketiB BLE B xMapy, Oyje MIBUIKOIS Mailke B peaIbHOMY
yaci.

KommnoneHt oOpoOku B Xmapi Joja€ 1€ OAHY CTYIIHb 3aTPUMKH B
WAN. MapuipyT MK HUIIO30M 1 MPOBaAEpOM XMAapHUX OOYMCIEHb MOXKE
pOJISITaTH JeKiIbKOMa IUISIXaMU Ha OCHOBI PO3TalllyBaHHS IIEHTPIB 00pOOKH
JAHUX 1 IITI03y. XMapHI NpoBaiijiepy 3a3BU4ail HaJal0Th HA0Ip perioHaIbHUX
IIEHTPIB 0OPOOKH JTaHUX JIJIs1 HOpMaJtizallii Tpadiky.

Y pocnimpkeHHi  “BuMipioBaHHA ~— IIMPOKOCMYTrOBOiI  AMEpPUKH
(omyoOsikoBane HanpukiHii 2018 poky) MNOBIIOMIISETHCS TPO THIIOBI
3aTPUMKM  MAKIIOYEHHS 110  [HTepHeTy 1 momupeHux  ¢Gopm
mupokocMyroBux nociayr CHIA:

- BonokonHo-ontuunui: 12-20 mc.

- KabGenwnuuit [nrepuer: 15-34 mc.

- DSL: 25-80 mc.

- CynyraukoBuii [nTepuer: 594-612 mc.

binbim TouHMN aHami3 yacy 3aTpUMKH JUIs XMap 1 4acy BIATYKY MO’KHA
orpumaru 3a pgomomoror CL Audit. IcHyroTh 1 1HII 1HCTPYMEHTH Jis
aHaji3y JIaTeHTHOCTI, Taki sk Fathom 1 SmokePing. i caiiTu AOCHIKYIOTH,
MOHITOPATH 1 30epiraroth 3aTpumMky TCP, HTTP 1 SQL npu po6oTi 3 6a3010
nanux B AWS 1 Microsoft Azure Ha mOACHHIM OCHOBI B 0ararbox perioHax
city. lle 3abe3mneuye Halikpallly BUAUMICTh 3arajbHOTO BIUIMBY 3aTPUMKH,
Ky MO>KHA OYIKYBaTH B1Jl XMapHOTO PIILICHHS.
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SIx mpaBuUII0, 3aTPUMKH Y XMapi CTAHOBUTUMYTh JECSITKH, SIKIO HE COTH1
MUTICEKYH/, 0€3 ypaxyBaHHsI OyAb-SIKUX HAaKJIaJHUX BHUTpPaT Ha OOpOOKY
JAHUX, 10 HAAXOATh. | 11e MOBUHHO OyTH B3STO A0 YBaru Jjisl Pi3HUX PIBHIB
BIIMOBIAI Tpu moOyaoBi xMmapHoi apxitektypu it loT. ApxiTtekrypu
OJIM3BKUX TPHUCTPOIB JOMYCKAIOTh BIAMOBIAI a0 10 MC, a TakoX BOHHU
MOBTOPIOBAHI 1 IeTEpMiHOBaHI. XMapH1 PillIEeHHS MOKYTh MaTH MIHJIMBUIA 4Yac
BIJITYKY, a TAKOXK Yac 3aTPUMKU Ha TOPSAIOK Olbllie, HXK IPU BUKOPUCTaHHI
TPaHUYHUX TMPUCTPOIB. APXITEKTOpP NMOBUHEH BPaxOBYBaTH, JI€ PO3TOPHYTH
YaCTUHY PIIIEHHS Ha OCHOBI po3risiAy HuX ABOX edekTiB. [locrauanbHuKiB
XMapHUX OOYMCIIEHb TAKOX CIIiJ] BUOMPATH HA OCHOBI MOJENEH pO3rOpTaHHs
IEeHTPiB 00poOKku mAanux. Skimio pimeHHs [0T po3ropTaeThcsi y BCbOMY CBITI
a00, MOXJIHBO, Oy/e PO3IIUPIOBATHCS I OXOIUICHHS JEKIIBKOX PETiOHIB,
XMapHUl CcepBIC MOBUHEH MAaTH LIEHTpH OOpPOOKM JaHUX, PO3TAIIOBAHI B
reorpadiyHo OJM3bKUX 00JIACTSX, MO0 JOMOMOITH B 3MEHIICHHI 4Yacy
BIJITYKY.

Takum yuHOM, MeTOr0 [0T € oTpuMaHHS JTaHMX Bij JaT4MKa, iX aHaji3
Ta TPUUHATTA MPAaBWIBHUX pilleHb. Y pa3l KOJu BIOOYBA€ThCA
MaciTabyBaHHS J0 TUCSY, MUIBMOHIB 1 MOTEHIIMHO MIJUTIapAiB AaT4YMKIB, K1
nepesaTh 1 MepeaaroTh jJaHl 0e3 3YNHUHOK, HEOOXIJHO BIPOBAKYBATH
nepesoBl IHCTPYMEHTH JIJI1 OTpUMaHHs, 30epiraHHs, mepeaadi, aHaii3dy Ta
POTHO3YBaHHSI 3HAYE€Hb 3 ILOTO MOPS JaHUX. XMapHiI OOYMCIICHHS - OJIUH 3
€JIEMEHTIB, IO JAO03BOJISIIOTH BUKOPUCTOBYBATH 1[I0 MOCIYrYy y BUIJISI
KJIACTEPIB, 1110 MACIITA0OYETHCS O0JIa HAHHS, Ta MIPOTPAMHOTO 3a0€3IEeUEHHS.
TymaHH1 OOYMCIIEHHSI POOJISITH XMapHy OOpoOKy OJiMkKue a0 Kparo s
BUPIIICHHS ITPOOJIEM 13 3aTPUMKOI0, OE3MEKOI0 Ta BUTPATaMH Ha 3B'SI30K.

4.2. Tymanni TexnoJorii B IoT

TymanHi oO4YMCIEHHS — 1€ MOJENb, sika 3a0e3leuye OOYMCIICHHS Ta
30epiraHHs JaHUX MK KIHIIEBUMHU MPUCTPOSMHU Ta TPATUIIAHUMU LIEHTPaMU
XMapHUX o04KciieHb. TyMaHHI OOYMCIIEHHS — KOHIICMINS 3a SIKOI0 YacTHHA
JaHUX OOpOOJEIOTHCS B JIOKAIIBHUX MEpEXkKaxX, a He BUKJIIOYHO B Jara-IeHpi.
Bynp-sikuii  mpucTpiii, MmO Mae€ OOYMCIIOBANIbHI 3A10HOCTI, CXOBHWILE Ta
MEpEeXY MIIKIIOUEHHS, MOXKe OyTH By3j70M TymaHy. [Ipuknaau mpuctpois
BKJIFOYAIOTh TIPOMUCIIOBI KOHTPOJEPHU, KOMYTATOPH, MapUIPYTHU3ATOPH,
BOY/IOBaHI CEpBEpH Ta KaMepH BijeocrnocTepexeHns [1].

VY 2011 poui BUHUKIA TOTpeda y PO3MIMPEHHI XMAapHUX OOYHCIICHB 3a
JIOTIOMOTOI0 TYMAaHHUX OOUYHCIICHB, 1100 BIIOPATUCS 3 BEIUUYE3HOIO KIJIBKICTIO
npuctpoiB [oT Ta BenukuMu oOCsSTaMH MaHUMX ISl peaJbHUX MPOrpaMm i3
HU3BKOIO 3aTPUMKOIO.
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19 mucromaga 2015 poky Cisco Systems, ARM Holdings, Dell, Intel,
Microsoft Tta Princeton University ctBopunu koncopiiiym OpenFog s
MIPOCYBAHHS IHTEPECIB Ta PO3BUTKY B TYMAHHHUX OOYHCIICHb.

OcHo6HI Xxapekmepucmuxku myMaHHUX 0OYUCTIeHb.

[IpoindopmaBaHiCTh PO MiCLEMOIOKEHHS IPUCTPOIO.

Husbka 3arpumka. OcKiabKy TyMaHHI OOYUCIICHHS 3HAXOUTHCS OJMKYe
710 KIHIIEBUX MPUCTPOIB, BOHU 3a0€3MeUy0Th MEHIIIY 3aTPUMKY Tpu 00poOITl
JAHUX KIHIICBUX MPUCTPOIB.

MobineHicTh. [nst Oarathox mporpam Fog BaXIMBO CHIIKYBAaTHCS
6e3mocepeTHb0 3 MOOITPHUMH MPUCTPOSMHU, 1 MIATPUMKAX BIAMOBIIHUX
nportokoiB (Hanpukiam, LISP).[1]

B3aemoniss B pexumi peampHOro uacy. IIporpamm myis TymaHHUX
O00YMCIIeHb 3a0€3MeUyIOTh B3a€EMOJIII0 MK BY3JIaMU y PEXKUMI pPeaqbHOrO
yacy, a He€ T[aKeTHOI OOpOoOKH, 110 BHUKOPUCTOBYETHCS B XMapHHUX
OOYHMCIIEHHSX.

CyMicHicTh. By3nu TymMaHHHUX OOYMCIEHb MOXYTh B3a€EMOJISATH Ta
IpaIfoBaTH 3 PI3HUMH JIOMEHAMH Ta MMOCTAaYaIbHUKAMH ITOCTYT.

llepesacu mymannux ooyucieHs

KonTponb koHbiaeHIIHHOCTI. 3aBAsIKW TyMaHHUM OOYMCIICHHSM BH
MOXETE Kpallle KOHTPOJIIOBAaTH piBeHb KOH(DiAeHIIHHOCTI. Bu moxere
00po0IsATH Ta aHAII3yBAaTU YYTJIMBI JIaH1 JIOKAJIbHO, a HE HAJACHJIATH iX JO
IEHTPaJII30BaHOI XMapH JIJIsl aHAJII3y.

[TigBuiieHHss TPOAYKTUBHOCTI. TymaHHI OOYMCIICHHS JI0NOMAararoTh
M1JIBUIIUTH NPOJTYKTUBHICTH 1 301IBIIMTH IBUIKICTh Oi3HEC-TIpoIieciB. BoHu
MOXXYTb JIO3BOJIUTH TIONIYK JIMILIE THX JAAaHMUX, SKI MOTPEOYIOTh HEranlHOl
B3a€MO/IIT JIFOJIMHU, a HE BCIX JaHUX, CKOPOUYIOUM Yac 1 3yCHILISI, HEOOX1 IHI
JUISL TIOITYKY MOTEHIIMHUX MPOOIEM.

besneka panux. TymaHHI OOYMCIEHHSA MJO3BOJISIIOTH MIA'€AHATH [0
MEpeXl KUIbKa MPUCTPOIB. 3aMICTh OJHOTO IEHTPATI30BAHOIO MICIS, SKE
MOKE CTaTH BPa3JIMBUM, AISUTBHICTH BIOYBA€THCS MK PI3HUMHU JIOKATbHUMU
KIHIIEBUMH TOYKaMH, IO TOJICTIIyE 1JACHTU(IKAIII0 3arpo3, TaKuxX SK
3apakeHi (pailnm, MOTeHI1HHI Xaku 200 3T0BMUCHE MPOTpaMHE 3a0€3MEeUEHHS.

Heoonixu mymannux ooyucnens

Cxknagnicte. Cucrtema, sika BKJIIOYae B cebe 0e3niy MpUCTpPOiB, SKi
30epiraroTh 1 aHaMI3yIOTh BJAacHI JaHi, SIKI MOXYTb OyTH pPO3TalllOBaHi B
OyIIb-IKOMY MICIIl, B OyAb-sKHH Yac, A0Ja€ CKIQTHOCTI MEpexXi, Ka KOJIUCh
HaJIcuJIajia BC1 CBOI JIaHi JI0 IIEHTPaJli30BaHOT'O MICIIsl.

Puszuku. 30UIblIEHHS KUTBKOCTI 3'€/THAHb O3HA4Ya€ 30UIBIIIEHHS PU3HUKIB.
3aBASKY YUCICHHUM MPUCTPOSIM 1 YUCICHHUM KOPUCTYBauaM, pU3UK BUXOIY
3incoBaHux abo 3apaxeHux (QainiB, gogaTkiB abo 1HdoOpMallli B OCHOBHUMN
MOTIK JaHUX KOMITaH1i Pi3KO 3pOCTaE.
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JlokanbHi gaHi. BukopuctoByroun TyMaHHi OOYMCIICHHSI, BENTUKUN 00'eM
naHuX 30epiraeTbes Ha caMux npucTposx. Ll mpuctpoi yacTo 3HaXOAATHCS 32
MexaMu (HI3UIHOTO MICIIE3HaXOHKeHHsT odicy, 1 Oararo kKommaHid abo
MEHE/DKEpIB MiAMPUEMCTB BBaXalOTh, IO 11 KOHDIrypaiist 301IbIIYyE PU3UK
MOPYILIECHHS TaHUX

4.2.1. OcobauBOCTi TYMAHHUX 00YHCJIEHb

TymaHnHi oOOuYMCIEHHS - 1€ €BOJIOIIAHE PO3IMIUPEHHS XMapHUX
oOuncieHb Ha Kpaw. Y 1bOMY TMUTaHHI ONHCYETHCS PI3HULS MIXK
oOuncnennsamu Fog 1 Edge 1 mpencraBneHi pi3HiI TOMOJOTII 1 apXITEKTYpHI1
nocunanns s Fog Computing [1].

®disiocodin Hadoop piiss TyMaHHMX 00YHMCIICHD

Tymanni oOuucieHHs po3sunyiu ycrnix Hadoop 1 MapReduce, 1 nns
Toro, mo O Kpaiie 3po3yMiTH BaxumBicTh Fog Computing, BapTo
po3risiHyTH, sk mpartoe Hadoop. MapReduce - mie mMeron 3icTaBieHHs, a
Hadoop - ne mmardgopma 3 BIZKPUTHM BHXIJHMM KOJOM, 3acHOBaHa Ha
anroputMi MapReduce.

MapReduce exnmouac mpu emanu: 6i000paxceHHs, Nepemacy8aHHs i
smenuiennsi. Ha ¢azi BimoOpakeHHsT o04YMCIIOBalIbHI (DYHKIIT MpaIfioroTh 3
JIOKAJIbHUMU JaHuMH. Kpok mepeTracoBKHM NEpepo3MOJijisie AaHi B Mipy
HeoOXigHOCTI. Ile KpUTHYHUIA KPOK, KOJIM CHUCTEMa HaMaraeTbCs IMOETHATH
BC1 3aJI€KH1 JaHl B ogHOMY BY3Ji. OCTaHHIM KpOKOM € (paza 3MEHIIEHHS, TPU
K1 00poOKa B110YBAETHCS MapalieSIbHO Ha BCIX By3JIax.

3aranpbHUl BUCHOBOK TYT MoJjsirae B Tomy, 1o MapReduce Hamaraerbcs
HAOJU3UTH 00POOKY TY/IH, JIe 3HAXOAATHCS JIaHl, 1 He TepeMilaTi JaHi Ty,
1€ 3HaXOJAThes mpouecopu. L cxeMa epekTUBHO yCyBa€ MepeBaHTAXKEHHS
KOMYHIKAIli 1 IPUPOJIHE BY3bKE MICIIE B CUCTEMAaX 3 HaJA3BUYAWHO BEIMKUMU
CTPYKTYpOBaHUMH a00 HECTPYKTypOoBaHMMU HabOopamu gaHux. Lla
napajgurma Takox Moxke O0ytu 3acrocoBana 1 10 loT. ¥V mpoctopi IoT nani
(MOKJTUBO, Jy>K€ BEJIMKUN OOCST JaHUX) CTBOPIOIOTHCA B PEaJlbHOMY 4acl B
BUTJISIA1 TOTOKY Nanux. Lle nani Bemmkoro oocsry B pasi [oT. Lle He ctaTtuysi
JaHl, Takl sk 0a3a maHux abo kjacrtepHe cxowuine Google, a HeCKIHUCHHUI
MOTIK JIaHUX 3 YyCiX KYTOYKIB CBITY. TyMaHHI KOHCTPYKIi - TPUPOTHUN
CIOC10 BUPIIIMTH IF0 HOBY NMPOOJIEMY 3 BEJIMKUMHU JTAHUMHU.
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Puc. 4.5. TlopiBHSIHHS TYMaHHUX, TPAHUYHUX 1 XMAPHUX OOUYHUCIICHb

ITopiBHSIHHA TYMAHHHMX, TPAHUYHHUX | XMAPHHUX 00YHCJICHD

Mu BX€ BHU3HAQUWIM TpPaHUYHI OOYMCIICHHS SK OOpoOKy, 110
nepeMIIIaeThCsl OJIM3BKO A0 TOTO MICI, /e TeHepyloThes aaHi. Y pasi loT
TPAaHUYHUM TPUCTPOEM MOKE€ OyTHM caM JaT4MK 3  HEBEJIHMKUM
MIKPOKOHTPOJIEpOM 200 BOYJOBAHOIO CUCTEMOIO, 31aTHOI0 10 WAN-3B'I3KY.
B iHmmx Bumagkax Mexa Oyjae IIII030M B apXiTEKTypl 3 OCOOJIMBO
OOMEXEHUMHU KIHIEBUMHU TOYKAMH, 110 3MYIIYIOTh IIJII03 3aBUCATH.
['pannuHa 00poOKa TakoXX 3a3BU4Yail 3rajye€TbCd B KOHTEKCTI «MallliHa-
MallliHa», JIe ICHY€E IIUIbHA KOPEAIis MK KpaeM (KJIIEHTOM) 1 CEPBEPOM,
PO3TAIlIOBAaHUM B 1HIIIOMY MICII].

I'pannyH1 OOYHMCIIEHHS ICHYIOTh, K 3a3HAY€HO, JJI1 YCYHEHHS MpoOeM
13 3aTPUMKOIO 1 HEMOTPIOHUM 3aBaHTAXKEHHSIM CMYTH MPOITYCKaHHS, a TaKOXK
JUIS JOJIaBaHHS TaKUX CEPBICIB, AK JcHATypallis 1 Oe3mneka, OJU3BKUM J0
JoKepena JaHuX. Y TpaHUYHOrO MPUCTPOI0 MOXKE OYyTH 3B'I30K 3 XMAapHUM
CEpBICOM II1HOIO 3aTPUMKH 1 HECYUOl; BiH HE Oepe aKTUBHOI y4acTi B XMapHii
1H(DpacTpyKTypi.

XMapHi OOYHUCIICHHS TPOXHU BIAPI3HSIOTHCS BIJl MapagurMu T'PAHUYHUX
oOurcieHb. Y XMapHUX OOYHMCIICHHSX B Tepiry d4epry posauisierbcsi API
iHpacTpyKTypH Ta CTaHAAPTU 3B'SI3KY 3 IHIIUMH TYMaHHUMH By3JlaMH 1/a00
XMapHOIO Ciayk0010. TymaHHI BY3/M € PO3MIMPEHHIMHU XMapH, TOJl SIK
TPaHUYHI TPUCTPOI MOXKYTh BHUKOPHUCTOBYBATH a00 HE BUKOPHUCTOBYBATU
xMapy.

[HIIMM KJTFOYOBHUM TMPUHIIMIIOM TYMaHHHUX OOYMCIIEHb € Te, M0 TyMaH
MOXXE 1CHYBaTH B l€papX1yHUX mIapax. TyMaHHI OOYHMCIICHHS TaKOXX MOXYTh
OaJlaHCyBaTH HaBaHTAXEHHS 1 KepyBaTH NaHUMM 31 CXOAy Ha 3axig 1 3
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MIBHOYI Ha TIBACHb, MO0 JOMOMOITH B OalaHCyBaHHI pecypciB. 3
BU3HAUEHHSA XMapH 1 HOro cepmiciB, siki OylM OIMKCaHI B TOMNEPEAHHOMY
PO3A1JI1, MOXKHA IMOAYMATH IO 11 TYMAaHHUX BY3J1aX SIK MPOCTO MPO II€ OJH1
(xo4a 1 MEHII MOTY>KH1) IHPPACTPYKTYpPH B T1OPUAHIN XMapi.

4.2.2. Apxitektypa OpenFog RA

ApxiTekTypa TyMaHHOTO (PpeiMBOpPKa, TAKOTO K XMapHU (HpeiiMBOpK,
HEoOX1/IHa I PO3YMIHHS MI>KMEPEKEBOI B3a€MOJI1 1 KOHTPAKTIB 3a JaHUMHU
MDK pi3HUMH piBHIMU. Tyt mu posrisiHemo OpenFog Consortium Reference
Architecture [1].

Koncopuiym OpenFog € HeKOMEpLIMHOI Tally3€BOi IPYyIor0, 3aiHATOO
BU3HAUEHHSAM CTaHAApTIB CYMICHOCTI 3 TyYMaHHUMH OOYMCIEHHSMHU. Xoua
BOHM HE € OpraHoOM IO CTaHJapTH3allii, ajie BIUIMBAIOTh Ha HAIMPSIMOK
JUSUTBHOCT1 THIIUX OpraHizaliiii 3a JOMOMOTOK B3a€MO/IIi 1 BIUIMBY B raiysi.
JloBiakoBa apxiTekrypa OpenFog - 11e Mofelnb, sika JoroMarae apxireKropam
1 Oi3HEc-iAepaM B CTBOPEHHI YCTATKyBaHHs, MPOrPAMHOr0 3a0€3MeUeHHs 1
npuaOaHHs 1HPpacTpyKTypu Ajidi TyMaHHUX oOumucieHb. OpenFog po3ymie
nepeBaru XMapHUX PIlIeHb 1 OaKaHHS PO3LIUPUTH 1I€H piBEHb OOYHUCIICHbD,
30epira”Hs, MepexX 1 MacIITabOOBAaHOCTI JI0 TPAHUYHOTO PiBHS, HE KEPTBYIOUU
3aTPUMKaMHU 1 MMPOMYCKHOK CIIPOMOXKHICTIO.

OpenFog RA xkepyerbcss HAOOPOM OCHOBHUX MPHHIMIIB, SKI
Ha3uBalOTLCA B TepMiHoorii OpenFog onopamu, abo cropnamu (puc. 4.6).

- DEED S UHHDD
v & OpenFog B rmmey

Trust ¢ Virtwalization & multi-

Attestation tenant
Privacy

App Fluidity
~ .'
Scalability: — Hierarchy:
Localized cred, ctrl, & ¢ Fully doud enabled
Processing *  Computational & System
¢ Orchestration & Analytics ” Autonomy at all ksvels
+  Avoldance of petwork taxes ”
C Agility:
Open: \ Tactical & strategic decision
*  Resource visibdity & control X making
White box decision making Athnomy' g Data to wisdom
Interop & Data normalization Fiesdbie ¢ Reliahiity

Cognition & agiity

Value of data ¢ Availabity

Serviceability

Puc. 4.6. Onopu (crosmu) OpenFog RA
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Bonu sBastoTh €000 KITIOYOBI aTpuOyTH, SIKI CHUCTeMa MOBUHHA
BKJIFOYATH, 1100 BigmoBigaTH Bu3HaueHHI0O OpenFog ropu3oHTAIBHOI
CUCTEMHOI apXITeKTypH, sika 3abesneuye po3noaul (QyHKIIH OOYMCICHHS,
30epiraHHs, YIpaBIiHHSI Ta MeEpeXi OmmbK4Ye [0 JDKepesina JaHuX
(kopucTyBauyaM, pedyaM Ta 1H.) B3JIOBXK O€3MEPEepBHOTO KOHTHHYYMY B
XMapH 110 pedaM. Y HaCTYITHHUX PO3JIiJIaX KOPOTKO OMUCYETHCS KOKEH CTOBIT
apXITEKTYpH.

besnexa. barato loT-gomatkiB, mo miarpumytotbesi OpenFog RA, €
KPUTUYHUMU 3 TOYKH 30py 30€peKeHHsS KOH(DIJACHIINHOCTI, Ba)KJIMBOCTI
3aBJaHb 1 HaBITh JKATTE3a0e3leueHHA. TakuM YHHOM, Oyab-fSKa
KOMITpOMeETallis Oe3MeKk B TYMaHHIH MEpeKi MOXKE MaT CepHo3H1 HACIIITKH.

besneka B OpenFog RA He Moxke OyTH OJTHUM PIIIEHHSIM, 110 M1IXOAUTh
st Beiei apxitektypu. llIBuaiiie BoHa omucye BCi MEXaHI3MH, SIKI MOXYTb
OyTH BHUKOpPHUCTaHI, MO0 3pOOUTH TyMaHHUN BY30J O€3MEYHUM, - BiJ
KPEMHIIO /10 KOJy.

Peanizania O0e3neku Mae 0arato pi3HUX OINMUCIB Ta aTpUOYTIB, TAKUX SK
KOH(1JICHIIIMHICTh, AHOHIMHICTb, IUIICHICTh, JOBIPJIMBICTh, aTeCcTalllsl,
BepudiKkallis Ta BAMipIOBaHHS.

CroBn Oesneku OpenFog RA mnoumHaeThcsi 3 YITKOrO BH3HAYEHHSI
0a30BUX OY/IBEIBLHUX OJIOKIB. Y Cl TYMaHHI BY3JIM TOBUHHI BUKOPHUCTOBYBATH
arapaTrHo-0a30BaHy HE3MIHHY OCHOBY joBipu. Lls amapaTHa ocHOBa JOBIpHU €
NEepPEBIPEHUM HAIIMHUM arlapaTHUM KOMIIOHEHTOM, SIKU OTPUMY€E KEpYBAHHS
M1JT Yac yBIMKHEHHS >KMBJIEHHs. [IOTIM JaHIIOKOK JOBIPU PO3LIMPIOETHCS
1HIII armaparHi, anapaTHO-TIPOrpaMHi 1 IporpaMHi KOMIIOHEHTH.

Bnacniiok OMu3bKOCTI 10 KOPJAOHY BY3JIM TYMaHHOI MEpPEXi 4acTo €
NEepIIMMHU TOYKaMU KEPYBaHHS JOCTYIIOM Ta mu@pyBaHHsaM. Lle o3Hauvae, 110
BOHM TIOBMHHI 3a0€3MEYUTH KOHTEKCTyaJdbHY IUIICHICTh, I130JIAIII0 Ta
YIPABIIHHS arperyBaHHAM UYyTJIMBUX JIAHUX, TIEPIII HIXK T1 MOKUHYTh KOPJIOH.

Macwmabosanicmb.  MOXIUBICTh ~ MAacIITa0OBAaHOCTI  BPaxOBYE
JUHAMIYHI, TEXHIYHI Ta OIi3Hec-moTpeOu, TOB'I3aHI 3 PO3TOpPTaHHSIM
TyMaHHUX OO4YMCIIeHb. lepapXiuHi BJIACTUBOCTI Ta JIOKadi3allisl BY3JIB Ha
JIOTIYHUX  KpasX MepeX  HaJaloTh  JOJATKOBI  MOKJIMBOCTI A
MmacitadyBanHs. Tak, 1HAMBIAyallbHI BY3JIM MOXYTh MAacIITa0yBaTUCh
BHYTpIIIHHO 32 JOMOMOIOI0 JOJaBaHHs arapaTHUX abo MPOrpaMHUX
KOMIIOHEHTIB. TymMaHHa Mepexa MO)Ke 30UIblllyBaTd a0 3MEHIIyBaTH
MacmTad HUIIXOM J0JaBaHHS a00 BWIYYEHHS BY3/1iB a00 OJHOMY pIBHI
iepapxii, a0o Ha CyMD>XKHUX piBHsIX. CucTeMu 30€piranHs, MEpeKHa 3B'I3HICTh
Ta aHAJITUYHI TIOCIYTM MOXYTh MAacCIITa0yBaTHCS Pa3oM 13 TyMaHHOIO
1H(DpaCTPyKTYypOIO.

MaciitabyBaHHsI MOK€ TOPKATUCS 0ararbox acrekTiB (yHKIIOHYBAHHSI
TyMaHHOI Mepexi. Hampukian, NOpOAyKTUBHICTh, €MHICTh, HaJINHICTS,
Oesreka, anaparHi Ta NPOrpaMHi 3aCOOH.
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Macmra®oBaHICTh /103BOJIsIE  3a0€3MeUUuTH 0a30BY MIATPUMKY JUIS
3a/I0BOJICHHSI 013HEC-BUMOT 1 JIO3BOJISIE BUKOPUCTOBYBATH MOJIENh «IUIATH B
MIPY 3pOCTaHHS», 1110 CYTTEBO 3 MOIJIATY €KOHOMIi KOIITIB Ha MOYaTKOBOMY
eTarni po3ropTaHHsI.

Bioxpumicms. BIIKpWUTICTB € CYTTEBOIO JUIsI YCIIXY IITHPOKOTO
PO3TOpPTaHHS EKOCHCTeMHU TyMmMaHHuUX oOuucineHb mns loT Ta momaTkis.
[laTenToBaHi pimieHHS a00 TPOAYKTH BIJ OJHOTO BHUPOOHHMKA MOXYTh
MPU3BECTU 10 OOMEXKEHHs auBepcu@ikaili, 110 HEraTMBHO BIUIMHE Ha
BaPTICTh, SKICTh Ta IHHOBALIMHICTb.

Bigkputicte gk (dyHIaMEHTaTbHUNW TPUHIUI JIO3BOJISE TyMaHHUM
By3JlaM ICHYBaTH BCIOJIM B Mepexi. BoHa go3Bomsie 00'eHyBaTH pecypcu y
BUTJIAMI BUsABJICHHA. lle o3Hauae, 110 HOBI MPOrpaMHO-BU3HAYEHI BY3JIH
MOXXYTb OyTH IUHAMIYHO CTBOPEHI1 ISl BUPIIIEHHS O13HEC-3aB/1aHb.

Aemonomuicmes. OrnepailiiHa aBTOHOMHICTh JO3BOJISIE  JIOCTaBUTH
HEOOX1/IHY (DYHKI[IOHAIBHICTh y pa3l BIAMOBHU 30BHIIIHIX CEPBICIB 1 Mae OyTH
3a0e3meyeHa Ha BCIX PIBHSX lepapxii. ABTOHOMHICTh Ha MEXI Mepexi
O3Hayae, 10 TOTpiOHA (QYHKIIOHAIBHICTh 3a0€3MeUy€eThCS JIOKAUTbHUMU
npuctposiMu. [IpudHITTSA pilieHb OyJe BUKOHYBAaTHMCS Ha BCIX PIBHSX
lepapxii, 1 BK€ He MOTPIOHO, MO0 pILICHHS MPUUMAIKMCS JMIIE y XMapi.
OpenFog miaTpuMye aBTOHOMHICTh HIMPOKOTO psiAy (PYHKIM 1 32 CBOEIO
NPUPOJIOI0  HE  CIHPAETbCS  HA  IEHTpali30BaHy  CYTHICTh A
(byHKIIIOHYBaHHS. ABTOHOMHICTh 3a0€3MEYy€e€ThCSd B TAaKUX OOJACTAX, SK
BUSIBJICHHS, ODKECTPYBaHHSI Ta yIpaBiIiHHs, Oe3leka Ta GyHKI1OHYBaHHS.

lIpoepamyemicms. 1 BIacTUBICTH 3a0e€3MeUYye€ BHCOKO aJIallTUBHE
PO3rOpTaHHs, y SIKOMY MOBTOpPHA MOCTAHOBKA 3aBJaHHS TyYMaHHUN BY30J YU
map (TyMaHHUH KjacTep) 3ayis 3a0e3MeYeHHs ONepaTUBHOI JUHAMIKH MOXKE
OyTH TOBHICTIO aBTOMartu3oBaHa. [IoBTOpHa MOCTaHOBKA 3a/laui MOXe OyTH
BUKOHAaHa 3a JIOMOMOrol0 BOYJOBAaHUX y TyMaHHUH Kiactep iHTepdeiciB
IporpaMoBaHOCT1 a00 3a JOMOMOIOI0 TaKWX Y TYMaHHHUX KJIacTepax 3 OuIbII
BUCOKUM TMOPSAJIKOM 1€papxli 3a JIOMOMOTOI0 BHYTPIIIHIX Ta MIKBY3JIOBUX
koMyHikariid. Eranonna apxitektypa OpenFog miarpumye pi3Hi creHapii
PO3ropTaHHS 3 BUKOPUCTAHHSIM CTaHJapTiB, TexHouorii, API, dpeliMBOpKiB 1
KOHTEWHEpIB Yacy BUKOHAHHS, TOMY PIIICHHS JJIi KOHKPETHOTO JIOMEHY
CKJIQJIA€THCA 3 KOMIIOHEHTIB, 3alPONOHOBAHUX B €TAJIOHHINA apXiTEKTYpi.

Haoitinicme, 0ocmynuicmo, oocnyeosysants (RAS). RAS peanizyerhbes
y BCIX YCHIIIHUX CHUCTEMHHUX apXITEKTypax 1, TakKMM YHUHOM, HaOyBae
BeNMKOro 3HauyeHHs 1 B apxiTtektypi OpenFog. Amaparne 3abesneueHHs,
nmporpamMHe 3a0e3leueHHs Ta MEpeXHa lepapxii € TpbOMa OCHOBHUMH
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obnactsamu cucremu RAS. HapiiiHe po3ropTaHHs 103BOJUTH NPOJAOBKYBaTH
mocTavyaTd po3pooiieHi (PyHKINT SK 32 HOpPMAJIbHUX, TaK 1 32 HECTIPUATINBHUX
yMOB ekciutyararii. Hamiliaicts amapatHux 3aco0iB, [I3 Ta mepexeBux
MPUCTPOIB YTBOPIOIOTH 0a3UC JUIsl IOCTYITHOCT1 Ta 00CITyTrOBYBaHOCTI.

RAS ocobmmBo BakimBa 11t pisHUX posroprank OpenFog y cyBopux
yMoBax JOBKULIA. OCh YoMy I1€ BaXKJIMBa OCOOIMBICTH apxiTekTypu OpenFog
Ta YoMy acriekTu RAS morkHa 3HaiiTH y BCix peamizaiisax OpenFog.

Maneepenicmob. MaHEBpPEHICTh € KIIOYOBHM €JIEMEHTOM, SKHU
JIO3BOJISIE  IIBUAKO TPUKAMAaTH TPaBUIIbHI OI3HEC-PIIIEHHS Ha OCHOBI
TyMaHHUX 0oO4YHcIlieHb. [Iporno3oBani o0csiaru gaHuXx, mo reaepyrThes loT,
O3HAyaKwTh, 10 MAJIOMMOBIPHO, IO JIFOAM CaMOCTIHHO 3MOXKYTh iX
3pO3yMITH, OTPUMATH 3HAHHS Ta MPUUHATU NPABUIBHI PIMIEHHS MPO TE, SIK
Halikpaie BuUKopuctatu cBoi loT-akTMBM Ha KOpPUCTh CcBOro 0Oi3Hecy. B
apxitektypl OpenFog mpuHIMI MaHEBPEHOCTI MOJISITa€ B TOMY, II00 IIiHHI
naHi, mo reHepyroThcss B [oT, morim OyTH MIBUAKO NEPETBOPEHI Ha
e(eKTUBHI 17€l, Kl CIPUAIOTh WIBUJKUM PIIIEHHSM Ta JOJATKOBUM PIBHIM
aBTOMAaTH3aIlll JUIs MIATPUMKHU O13Hec-iHTepeciB. IIBUAKI TakKTUYHI pillICHHS
y BIJNOBIAb TIOBUHHI TMPUUMATUCA HACTUIBKM OJIM3BKO 10 KOPIOHY,
HAaCKUJIbKM 1€ MOXKJIMBO. bBuIblll cTpaTeriyHi, CUCTEMHI pIIIEHHS Ta
yIpaBJIiHHS TOJITUKAMHU POOJIATHCS HAa BUIIIUX PIBHAX 1€papXii.

lepapxiunicms. O0uncmoBanbHI pecypcu OpenFog Mo)kHa SIK JIOTTYHY
lepapxito, 1m0 0azyeTbesd Ha QyHKI[IOHAIBHUX BUMorax loT-cucteM. 3anexxHo
Bl MacmTaby Ta Opupojaud obyiactTi mpoOsieM, sSki MaloTh OyTH BHUPIIICHI,
lepapXxist MOXKE CKJIaJaTUCS 3 MEPEXKI 3'€IHAHUX 1HTEICKTYaJIbHUX CEKI[IMHUX
CHUCTEM, PO3MOAUICHUX 3a (DI3UYHUMH YM JIOTIYHUMH PIBHSAMH, a00 MOXKeE
OyTu pealli3oBaHa AK €IuHA (Pi3UYHA CHCTEMa, MacIITa0 SKOI BU3HAYAETHCS
CKJIQJIHICTIO TIpo0JieMu. OUiKyeThCsl, 110 OUIBIIICTh PEaJbHUX CUCTEM OYyAyTh
OaszyBaTucsl Ha KOMOiHAIli TyMaHHMX Ta XMapHUX OOYHUCIEHb, TOAl SK
MEHIIICTh CHCTEM MOXKe OyTH ab0 TyMaHHO, a00 XMapHOIO.

OpenFog Reference Architecture — me OaraTomapoBHi MMiaXix Bif
IPaHUYHUX JIaTYMKIB 1 BUKOHABYMX MEXaHI3MIB BHM3Y, J0 JOAATKIB HAropi.
ApxiTeKTypa Ma€e JesKy CXOXICTh 3 THUIIOBOIO XMAapHOI apXITEKTYpOIo,
takoro gk OpenStack, ane posmmproe ii, OCKUIbKM BOHa OLIbII CXOXKa Ha
PaaS, nix na [aaS. B upomy Bunaaky OpenFog Hagae moBHHME CTek 1, SIK
MpaBujIo, amapaTHO HE3aJIeKHUM abo, MO KpalHiid Mipl, abcrparye
1athopMy BiJI IHIIIOT YacTUHU cucTemHu (puc. 4.7).
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[Tpuknaani cyx6u
[Tigrpumka nomaTKiB
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Puc. 4.7. Apxitektypa OpenFog RA

Ciy:x0u 101aTKIiB

Ponb cepBicHOro piBHS mMoJiIiTa€ B HaJaHHI «BIKOHHOTO CKJa» 1
CHeLIaJIbHUX TMOCIYT, HEOOX1THUX JJisI BUKOHAHHA 3aBlaHHs. lle Bkitodae B
cebe HajaHHA 3'€IHYBadiB JIJIs 1HIIUX CIY>KO, 3MICT IaKEeTIB Il aHATITUKHU
JAHUX, HAJaHHS KOPHUCTYBAJBHUIIBKOrO 1HTEepdeiicy mpu HEOOXiTHOCTI 1
HaJaHHS OCHOBHUX ITOCIIYT.

3'enHyBaul Ha NOPUKIAAHOMY piBHI 3'€JHYIOTH CIYKOM 3 piBHEM
niaTpuMKud.  PiBeHb  aOCTpakiii MpoTOKoNMy 3abe3neuye OUIsaX s
CIUJIKYBaHHS 3'€lHyBada Oe3mnocepeHbo 3 AaTuukoM. KokHa mociyra
MMOBUHHA PO3JIAaTHCS K MiKpocepBic B KoHTelHepl. Koncopiiiym OpenFog
BUCTYIIA€ 32 METOJ PO3TOpPTaHHS KOHTEHHEPIB B SKOCTI OCHOBHOTO METOIY
PO3ropTaHHs MPOrpaMHOro 3a0e3MnedeHHs Ha KopoHi. e Mae ceHc, konu Mu
pO3MIISIAAEMO  TpaHUYHI TPUCTPOI  AK po3MUpeHHs xmapu. [lpuxnan
pO3rOpTaHHS KOHTEHHEpa MOXKE€ BUIJISAJATH HACTYNMHUM 4YuHOM. KoskeH
HUWTIHAP SBJISE COOOI0 OKpEMUM KOHTEWHEp, SKUM MOXHA PO3TOPHYTH 1
KepyBaTu HuUM oOKpemo. IloTiMm koxkeH cepBic Hamae APl nma B3aemogii
KOHTEHHepiB 1 mapis (puc. 4.8).
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Cnyx6u gopartkiB

MiaTpumka popatkiB
MexaHizm
TIOTJIMHAHHSA
Ta IpaBuII

Mexanizm
BBoxy ML

API-iHTepdericn
Mikpocepaica

APl-iHTepdeiicn
Mikpocepaica

MiKkpocepBica

API-iaTepdeiicu

~
MnowmHa kepyBaHHs N3 By3na

AGcTpakuis npoTokony

MicT ans nonepeAHbLOro NPOTOKONy

Puc. 4.8. IIpuknan nporpamu OpenFog. TyT MOXyTh OyTH PO3rOpHYTI
KUTbKa KOHTEHHEPIB, KOXKEH 3 SIKUX HaJa€ Pi3HI MOCIYTH Ta PyHKITI]
M1ITPUMKH

HiaTpumka 1oaaTKiB

[le KOMMOHEHT IHPPACTPYKTYPH, SKUUA JOMOMOXKE 310paTh OCTaTOYHE
pimieHHs nans kiaieHTiB. Lled piBeHb 3ajeXWUTh Bl TOro, SIK BiH OyB
pO3ropHyTUl (Hampukiag, sSK KoHTeuHep). IlinTpumka 3IIHCHIOETHCS B
O0ararbox ¢popmax, B TOMY UYHCIII:

yrOpaBiiHHS JofaTkoM (imeHTudikaris oOpasy, mepeBipka crocoly,
yCTaHOBKA 00pa3y, ayTeHTUudikais);

3aco0U KypHAIIIOBAHHS,

peecTpaliisi KOMIIOHEHTIB 1 CEPBICIB;

JBUKKY BUKOHAHHS (KOHTEMHEPH, BIpTyaibHI MallluHN);

moBu BukoHaHHs (Node.js, Java, Python);

cepBepu aoaatkiB (Tomcat);

muHY noBigomiieHb (RabbitMQ);

6a3u manux ta apxiBu (SQL, NoSQL, Cassandra);

aHamiTuuHi ¢ppeiimBopku (Spark);

CITy0u O€3IeKH;

BeO-cepBepu (Apache);

iHCcTpyMeHTH aHamiTuku (Spark, Drool).

OpenFog NPOIOHYE, 100 i ciayx0u Oynu ynaKOBaHi y BUIJISAL
KOHTCI/IHeplB AK TOKa3aHo Ha puc. 4.8. ETasioHHa apxiTeKTypa He € CyBOpUM
KeplBHI/IHTBOM 1 apxiTeKTOp TIOBUHEH BHUOpaTH NPABWIBHHHA pPIBEHB
MIATPUMKH, fKa MOXKE€ OyTH BKJIOYEHA Ha OOMEKEHOMY TpPaHUYHOMY
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npuctpoi. Hanpukian, oOpoOka Ta pecypcu MOXKYTh JIOMYCKaTH JIMIIE TPOCTI
mpaBujia 1 3a00pOHATH IT0-HEOYAh Ha 3pa30K MOTOKOBOTO TMpoliecopa, He
KaKy4H BXK€ PO PEKYPEHTHI HEHPOHHI MEPExKi.

Yupasiinnas By3JioM i 6azose 10

[le BimHOCUTBCs 10 ympasiinHs IN-Band (IB) i Bu3Hauae, sk TyMaHHUIA
BY30J1 CHIJIKYETHCSA 3 IHIMMMH BY3JIaMH B CBOid oOmacti. By3am Takox
YIPABIAIOTHCS uepes 1ieil inTepdenic Ajisi OHOBIIEHB, CTATYCY 1 PO3TOPTaHHS.
bazoe IIO wmoxe BrmOUaTH B cebe omeparliiiHy CHCTeMy BY37a,
KOPUCTYBAIbKl ApaiiBEpH 1 MPOILIMBKY, NPOTOKOIM 3B'SI3KY 1 YIpPaBIIHHS,
yhOpaBiaiHHSA  (AMJIOBOI0O  CUCTEMOIO, MpPOrpaMHe  3a0e3leuYeHHs s
BIpTyasTi3auli 1 KOHTEMHEpHU3aLio IJI1 MIKPOCEPBICIB.

Lleit piBeHb CTEKa MPOTPAMHOTO 3a0€3MeUEHHS CTOCYEThCS Maike Oyab-
skoro iHmoro mmapy B OpenFog Reference Architecture. TumoBumun
ocobmuBocTsimMu 6azosoro 10 e:

BHUSIBJICHHSI CEePBiCy - JI03BOJISIE CUTYaTUBHI MOJIENI, TOBIPYi BIAHOCUHU
MIXK XMapamu;

BUSIBJIEHHSI BY3J1a - JIO3BOJISIE JI0/IaBaTU TyMaHHI BY3JIM 1 IPUETHYBATH
iX 710 KJacTepiB, MOJIOHUX XMAPHUM KJIacTepam;

YHOPABJIHHS CTAHOM - JO3BOJISIE€ PI3HI OOYHMCITIOBAIbHI MOJENL IS
00UYMCIICHB 13 30€peKEHHIM CTaHy 1 0e3 cTaHy JJia 0araTboX BY3JIiB;

ynpasiainas Pub/Sub - 1o3Bosie nepeHocutu 1aHi, a HE BUTATYBATH iX.
KpiMm Toro, no3Bojisie BUKOPHUCTOBYBATH PIBHI aOCTpakilii mpu po3poOili
IPOTPaMHOro 3a0€3IMEeUCHHS.

Etanonna apxitektypa OpenFog a0o, B Oyab-KOMY BUNAAKY, SIK 1 Oy/Ib-
dKa TyYMaHHa apXiTeKTypa, MOBMHHA 3a0e3Me4yBaTH pPiBHI PO3rOPTaHHI.
ToOTO, TyMaHHa apxXiTEKTypa HE MPOCTO OOMEX)EHa XMaporo, IIKIFOUYEHOIO
0 TYMaHHOTO IUIO3Yy, 3'€IHAHOMY 3 JAEKUIbKoMa aardyukamu. Hacrpasni
1CHye 03114 TOMOJIOT1H, 110 3aJIeKaTh BiJ MaciiTaldy, MPONYyCKHOI 3/1aTHOCTI,
HABAHTAKEHHS 1 EKOHOMIYHMX (aKTOpiB, SIKI MOXYTh OyTH pPO3pOOJIEHI.
Etanonna apxiTekTypa MOBUMHHA MIJXOJUTHU JJIsi O€37i4i TOIMOJOTIN, Tak
caMo, SIK peajibHa XMapa MOK€ JMHAMIYHO MaciiTabyBaTucs 1 OajaHCyBaTH
HABAHTAKECHHSI HA IMiICTaBl OMUTY.

Bipryanizauisa o0J1aqHaHHS

SAx 1 3BuuaiiHi xmapHi cuctemu, OpenFog Bu3Hauae amnaparHe
3a0e3nedueHHs sIK piBeHb BipTyatizailii. JlonaTku He MOBUHHI MaTH MPUB'SI3KU
70 TIEBHOTO Habopy oOJagHaHHS. TyT cucTeMa IMOBMHHa OallaHCyBaTu
HABAHTAKEHHS 4Yepe3 TyMmMaH 1 MEepeMilllaThCs Mo pecypcaMm abo 1oaaBaTh
pecypcu B Mipy HeoOX11HOCTI. Bcei amapaTHi KOMIIOHEHTH BipTyasli30BaHi Ha
IIbOMY PIBHI1, BKJIFOUAIOYM OOYUCIICHHS, MEPEXKY 1 CXOBHIIIE.

besnexka By3ia OpenFog

Koncopiiiym Bu3Hayae 1ieil piBeHb SK YAaCTUHY O€3MeKd OO0JIaJTHAHHS
cteka. TyMmaHHI By3JIM BHUIIOTO pIBHS TOBUHHI MaTH MOXJIMBICTb
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KOHTPOJIIOBATH TYMaHHI BY3JIM HIDKUOTO PIBHS SIK YacTUHY l€papxii B
Tonojorii. OMJHOPaHTOBI BY3JIM MOBUHHI MaTh MOXJIMUBICTh CIOCTEpIraTH 3a
CBOIMH CyClJJaMy Ha cxojii-3axo/l. [ei map Takox BUKOHY€ Taki 3a1a4i:

KPUIITYBaHHS;

MOHITOPH CIIOCTEPEKEHHS 1 (PI3UUHOT OE3MEKH;

1HCIIEKIIisl Ta MOHITOPWHT TAKeTiB (31 CXOAY Ha 3axij 1 3 MIBHOYI Ha
MIBACHB ).

Mepexa

[le mepmmii KOMIIOHEHT pIBHS amaparHoi cucreMd. Monynb sBIIsi€
co000 MOAYJIb 3B'I3KY CXI1J-3aXiJ 1 MIBHIY-MIBACHb. MepexeBuil piBEHb
0013HaHMI PO TyMaHHY TOIOJIOTIIO 1 MapipyTu3ailii. BiH Bukonye ¢izuuny
(yHKIIO MapuipyTu3auii 10 IHIIKUX By3diB. lle Benwka BIIMIHHICTH BiJ
TPaAULIIMHOT XMapHOI MEpeXi, sika BIpTyalli3ye BCl BHYTpIlIHI iHTepdeiicu.
Tyr Mepexy mae ceHC 1 reorpadiuHa HpHUCYTHICTb B posropranHi loT.
Hanpuknan, OaTbKiBCbKUN BY30JI, KEPYIOUMH 4YOTHUPMA IHIIMMHU AOYIPHIMU
BY3JIaMH, BCl 3 SIKUX MIJKJIIOYEHI 0 KaMep, MOXKE€ HECTU BIIMOBIJATBHICTh 3a
o0'eTHaHHS BIJCOAAHUX 3 YOTHUPHOX JKepesn 1 00'enHaHHS (3JIUTTS) BMICTY
300paX€HHS pa3oM I CTBOPEHHsS Mojis 30py Ha 360°. Jlnga 1mporo BiH
MOBUHEH 3HATH, SKUW JOYIPHIM BY30J BIAHOCUTHCS JO TOTO YW 1HIIOTO
HaIpsMKY, 1 BIH HE MOXe POOUTH 1I€ JOBIJILHO a00 BUITAJKOBO.

Bumoru 10 MepekeBoro KOMIOHEHTY:

- CTIMKICTB, SKIIO JIIHIA 3B'SI3KYy BiAMOBIIsIE. [1o cyTi, MOXke 3Ha100UTHCS
3pO3YMITH, K IepeOyayBaTH MEPEXKY, 11100 30€perTH MOTIK JAHUX;

- MEpexeBHl pPIBEHb TaKOX € MiclleM Ui Tepefaayi  JaHux 1
nepernakyBaHHs BiJ He IP-maTuukiB go IP-poTtokomnis. Ilpukiiagamu mporo €
Bluetooth, Z-Wave i npoBigHi 1aT4uKu;

- 00poOKa B1MOB;

- 3B's13yBaHHs 3 OarareMa Mepeskamu (Wi-Fi, nposinni, 5G);

- 3a0€3MeUeHHs] TUIIOBOI MEPEXKeBOi 1H(PACTPYKTYypH, HEOOXIAHOI MpHU
PO3ropTaHHI MiANpUEMCTBa (0e3MeKa, MapIIpyTU3allis 1 T.1.).

IpuckoprosBaui [1]

[Hmmm acnekrom OpenFog, uuM BiH BIAPI3HAETHCS BiJ] IHIIMX XMapHUX
CXEM, € TIOHSTTS MOCIYT MpuckopioBada. [IpuckoproBaui Tenep 3BUYAMHI Y
Burisimi GPGPU 1 naBite FPGA nns HamanHa mociayr it oOpoOKH
300pakeHb, MAaIIMHHOTO HAaBYaHHS, KOMITIOTEPHOTO 30py 1 CHPUNHATTA,
00poOku curHaiiB 1 mudpysanus/aemmdpysanns. OpenFog nependavae, 1o
TyMaHHI BY3JIM MOXYTb 3a0€3MeuyBaTUCA pecypcamMu 1 pO3MOIiIeH] 1o Mipl
HeoOxiHOCTI. B iepapxii MoxHa 3MycuTd ¢epmy BY3IIB Jpyroro abdo
TPETHOTO PIBHS 3a0€3MEUUTH JOJATKOBI OOYHCIIOBAIBHI 3aCO0M B MIipy
HEOOX1THOCTI AUHAMIYHO. MM MOXXE€MO HaBiTh 3MYCHUTH MpAIOBATH I1HIIII
dbopmMH MPUCKOPEHHS B TyMaH1, HAIPUKJIIAI:
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BY3JIM, MPU3HAYEH] AJIi MacoBOro 30epiraHHs B pasi, SKIIO HEOOX1THO
CTBOPUTH BEJIUKE 03€PO JaHUX;

BY3JIM, SIKI BKJIIOYAlOTh B ce0e albTepHATUBHI JIiHII 3B'SI3KYy, TakKl SK
CYIyTHUKOBA PaJIlOCTaHIIisl B KaracTpopiuHOMY BHIAJIKY, KOJM HE MpaItoe
BCSI HA3€MHA 3B'A30K.

O04ucIeHHn

OOuucmioBaJibHa  4YacTMHA  CT€Ka  aHaJoriyHa  OOYMCIIIOBAIIbHOI
¢ynkionansHocTi piBHS Nova B OpenStack. OcHOBHI (pyHKIIIT:

BUKOHAHHS 3aBJaHHS;

MOHITOPHUHT 1 3a0€3MeUeHHs PECYPCIB;

OaylaHCYBaHHSI HABaHTAKECHHS;

3alIUTA MOKJIMBOCTEM.

30epiranus

CepenoBulie 30epiraHHsi apXiTeKTypHu MiATpUMYeE 1HTepderc HU3BKOTO
pPIBHS O TYMAaHHOro CXOBWINA. Tumu 30epiraHHs, 3 SSKUMU MU CTHKAJIHCS
paHile, Taki SK 03epa JaHuX abo maMm'sTh poOOYOro MPOCTOPY, MOXKYTh
3HaJA00UTHUCA Ha KOPAOHI JIJIsl KOPCTKOrO aHalli3y B pealbHOMYy uaci. lap
30epiraHHs Takox OyJe KepyBaTH BCiMa TPaJWLIMHUMU TUIAMHU MPUCTPOIB
30epira”Hs, TaKUMHU SIK:

MacCHBH BIPTYaJIbHOI aM'sITi;

3aMI1HHI JUCKH;

fash-naxonuuyBaui;

RAID;

mupyBaHHs JaHUX.

IngpacTpykrypa anapatnoi miaargopmu

PiBenp iH(QpacTpykTypu - 1€ HE CTUIBKM (DaKTUYHUM PIBEHb MIXK
IpOrpaMHUM 1 anapaTHUM 3a0e3MeUYeHHsAM, CKUIbKM (Pi3uyHa 1 MexaHIyHa
CTPYKTypa TyMaHHOro By3Ja. OCKUIBKM TyMaHHI MpUCTPOi OyayTh
3HaXOJUTHUCS B CYBOPHX 1 BiIJIaJIEHUX MICIISIX, BOHM MTOBUHHI OYTH MIITHUMHU,
CTIMKMMH, a TakoXk aBTOHOMHUMMHU. OpenFog Bu3Hauae BuNaAKU, SKi
HEOOX1JHO BpaxOBYBaTU IpPHU pPO3rOpTaHHI TyMAaHHUX OOYHUCIIEHb, B TOMY
YUCII:

PO3MipH, TOTYXKHICTh 1 BarOB1 XapaKTePUCTUKH;

CUCTEMH OXOJIOJKEHHS;

MEXaHIYHE 3aKpITUICHHS 1 YTPUMaHHS;

MEXaHIK1 00CITyrOByBaHHS;

CTIMKICTB 70 (PI3UYHOTO BILIUBY 1 3BITHICTb.

AOcTpakuisi MPOTOKOJIY

PiBenn abcTpakiiii IpOTOKOY MOB'SI3ye caMl HUXKHI €JIEMEHTH CUCTEMHU
[oT (maTumMkm) 3 IHIIMMHU BEpCTBaMU TYMaHHOTO BY311a, IHIIMMH TYMaHHUMH
By3iamMu 1 xmapor. OpenFog miaTpumye Mopaenb aOCTpakiii  Juis
imeHTu(ikailii Ta 3BSI3Ky 3 CEHCOPHHUM IPUCTPOEM 4Yepe3 miap abCTpakilii
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NpoTOKONMy. AOCTparyrouu iHTepdeiic a0 AaryukiB 1 nepudepiiHux
MPUCTPOIB, TETEPOreHHY CYMIIl JaT4YMKIB MOXKHA PO3TOPHYTH Ha OJHOMY
TYMAaHHOMY BY3Jll, HalpHWKJIAJ, aHAJOrOBl MPHUCTPOI, SKI MPOXOASATH Yepe3
u(ppoaHaoroBl IMepeTBOproBavi, a Takoxk IwmdpoBl garuyuku. HasiTh
iHTEepdeiich 0 MaTYMKIB MOXYTh OyTH 1HAMBIAYyani30BaHi, HaNpUKIA],
Bluetooth nnst TemmepaTypHUX HpPUCTPOIB B TPAHCHOPTHUX 3ac00ax MOXKeE
M IKJTFOYATHCS 10 1HIMAX JAaTYUKIB JBUTYHA, JaT4rKaM croiydeHHs SPI Ha
pI3HUX aBTOMOOUIbHUX eJekTpornpmiagax 1 gatunkam GPIO no pisnux
JATYUKIB BIIKPUTTS JABEpEW 1 BUMAJKY KpaJiKKU. AOcTparyroun iHTepderic,
BEpPXHI IIapu CTEKa MPOTPAMHOr0 3a0€3MEUYCHHS] MOXYTh 3BEpPTaTHCS [0
TaKUX PO3PI3HEHUX MPUCTPOIB 3a JOMOMOTOI0 CTAHIAPTHU30BAHOTO IMiIXOTY.

JlaTunku, NPUBOAM i CHCTEMM YNIPABJIiHHSA

Ile HmxHIA piBeHb creka loT: marumkm 1 rpanwudHi npucrtpoi. Ll
OPUCTPOI MOXKYTh OyTH PO3YMHHUMH, HIMUMHU, APOTOBUMH, O€3APOTOBUMH,
po3TaiioByBaTucs Onvxkue, Aam 1 T. 1. OgHak o0'eJHaHHS B TOMY, 1110 BOHH
SKUMOCh UHWHOM TIOBIAOMIISIIOTBCS 3 TYMaHHHUM BY3JIOM, a TOW Hece
BIJIMOBIIAJIbHICTD 32 3a0€3MEUYEHHS, 3aXUCT 1 YIPABIIIHHS KOXKHUM JATUUKOM.

4.2.3. TymanHi Tonosorii

TymaHH1 TOMOJIOT1i MOXKYTb ICHYBaTH B 0ararbox (popmax, 1 apXiTeKTOpy
HEOOX1JHO BpaxOBYBaTH KUJIbKa ACMEKTIB MPH PO3pOOIl TYMAHHOI CHUCTEMU
«BIJT Kparo JI0 Kparo». 30KpeMa, Mpu po3poOIll TOIMOJOTI] BCTYIIAlOTh B CUITY
oOMEKEeHHsI, Takl sIK BapTICTh, HAaBAaHTAKCHHS Ha IMpoIlecop, IHTepderc
BUPOOHHMKA 1 Mepeiadya MK CX0J0M-3ax0/ioM. TyMaHHa Mepeka MOXKe OyTH
IIPOCTOIO, SIK TPAHUYHUN MapIIpyTH3aTOpP 3 MATPUMKOIO TyMaHy, 110 3'€THYE
JaTYUKU 3 XMapHUM cepBicoM. BoHa Takoxk MoOXKe YCKIAIHIOBATHUCA B
0araTopiBHEBY TyMaHHY 1€papx1}0 TyMaHy 3 pi3HUM CTyIICHEM 3JTaTHOCTI
OOpOOKM B KOXXHOMY IIapi 1 poJSIMM Ha KOXHOMY PIiBHI, OJHOYACHO
NepepOo3MNOIIISIOYN HaBaHTaXEHHsSI OOpOOKH, KOJU 1 Jie 1€ HeoOxiaHo (31
CXOJIy Ha 3axiJ i 3 MBHOYI Ha MiBJCHB) [1].

BusnauanbHi hakTopu Mojiesnei 3aCHOBaH1 Ha HACTYITHOMY:

- 3MeHIIeHHsI O00CAry [JaHMX - HaNpuKiaa, CcuUcTeMa 30upae

HECTPYKTYpPOBaHI BiJieOJlaHl 3 THUCAY JaT4YMKIB ab0 Kamep, arperye
JaHl 1 IIyKae KOHKPETHI MOoJii B peKUMI peajgbHOro yacy. ko 1e
TaK, TO CKOpPOYEHHs HaOOpy AaHuX OyJe 3HAYHUM, TaK SIK THUCAYI
Kamep OyayTh IOoAHS BUpOOIsATH coTHi ['b nmaHux, a TymMaHHUM
By3JIaM TOTPiOHO OyAe TMepeBeCTH BEIWKI OOCSATHM HAaHUX B IPOCTI
bopMU: «TaK», «HI», «KHEOE3NEKa», KTOKCHHU OC3IEeKH MOy,

-  KUJIBKIiCTh TPAHMYHUX MPUCTPOIB - sKi10 cuctema [oT sBisie 13 cede

BCHOTO JIMINE OAWH JaTYMK, TO HAOIp JaHUX Maauid 1 MOXKE He
BUIPABIOBYBATH BUKOPUCTAHHS TPAHUYHOIO TYMAHHOTO BY3Ja.
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Opnak, SKIIO YMUCIO JATYMKIB 3pocTae abo, B TIPIIOMY BHUMAJKY,
3pOCTaHHS KUIBKOCTI JIaTUYHMKIB HemepeAadadyBaHE 1 JUHAMIYHE, TO
TyMaHHa TOIOJIOT1S MOXKE 3a)KaJaTu MaciiTabyBaHHs Bropy abo BHHU3
TUHAMIYHO. MU pO3TISAaEMO K TPUKJIAA CTal0OH 3 BUKOPUCTAHHSIM
Bluetooth-masika. OckiibKHM ~ ayJquTOpis 3pOCTAE  HAa  IMEBHUX
MalIJaHdruKax, CUCTeMa MOBHHHA MaTH MOXJIMBICTh MacIITa0yBaTUCS
HEMHIHO. B 1HIMX BHOAaKax CTagloH MOXKE 3aMaTH JIALIE
HEBEJIMKY IUIONLy, 1 HOoMy MOTpiOHI TUIBKM OOMEXKEHI pecypcu
00pOOKHM Ta MiKJIFOYEHHS;

-  MOKJIHMBOCTI TYMAHHOIr0 BY3Jia - B 3aJICKHOCTI BiJI TOMOJOTII 1
BAPTOCTI JIESIKI BY3JIM MOXKYTh Kpallle MiAXOAUTU JJIsl IMiJAKIIOUYCHHS
no cucrem WPAN, Toal Sk iHIII BY31M B l€papxii MOXYTb MaTu
JIOJATKOBI MOXJIMBOCTI 1O OOpOOIl [JIi MAIIMHHOTO HaBYaHHS,
po3Mmi3HaBaHHs 00pa3iB ab0 podoTH 13 300paxeHHsMU. [Ipukiamom
MOXXYTh OyTH IpaHMYHI TYMaHHI BY3JIM, SIKl YIPaBIAIOTh O€3MEeYHO1
CITKOIO Zigbee 1 MarOTh chelialbHe OOMaJHAHHA I aBapliHUX
cutyamii abo Oesneku WPAN. Buiie uporo piBHsi Oyae iCHyBaTu
By30J1 OOpOOKM TyMmMaHy, SIKMM OyJae MaTh JOJAaTKOBY OINEpPaTUBHY
nam'ste 1 GPGPU g miaTpuMKH MOTOKIB HEOOPOOJEHUX JTaHUX 3
nurro3iB WPAN;

- HAJIHICTh CHCTEMM - apXITEKTOPOBI MOXXE 3HAJ0OUTUCS
posrisi dopM BiaMoBu B Mozl [oT. Skino oauH kpaitHiii TYMaHHUN
BY30J1 JaB 301i, 1HIIKWA MIr OM 3alHSTH KOr0 MiCIe JJISi BUKOHAHHS
saKoi-HeOyab il abo ceppicy. lLleil BUmamok BaKJIMBHUM B KUTTEBO-
KPUTUYHHUX BUMaAKax abo Mpu poOOTI B peaibHOMY Yacl. Takum xe
YUHOM JI0JJaTKOB1 TyMaHHI BY3JIM MOXXYTb IIJIKJIFOYATUCSI HA BUMOTY;
HAJUIUIIKOBI BY3JIM MOXKYTh 3HAJOOUTHUCS B CUTYaIlisiX 3a0€3MEUCHHS
B1JIMOBOCTIMKOCTI. Y pa3i BIJCYTHOCTI JOJATKOBHX HaJIUIIKOBUX
BY3JIIB Jesika OO0poOKa MOXKE CHIJIbHO 3J1MCHIOBAaTUCA CYCIJIHIMHU
By3JlaMHU 32 PaxXyHOK BUKOPHUCTaHHSI CHCTEMHHUX PECYPCIB 1 3aTPUMKH,
aje cucrema Oyne NpoJaOBKYBaTH (QyHKIIOHYBaTU. KpaitoBuit
BaplaHT BUKOPUCTAHHS - 1€ T€, € CYCIHI BY3JIU JIIIOTh SIK CTOPOXKOBI
IICH OJUH JiJi1 ofgHOro. B pa3si 30010 TymMaHHOro By3jia abo 30010
3B'SI3KY 3 BY3JIOM CTOPOKOBHUH TaliMEep CUTHAJI3y€ MPO MO0 30010
JUIsT XMapu 1 MOXK€ BHUKOHYBATU JIOKQJIbHI KPUTHUYHI Mii. XOpOIIUM
MPUKJIAJOM € BUIMAIOK, KOJIM TyMaHHUHN BY30J Jja€ 3001 mpu KOHTPOJIi
TpadiKy Ha II0CE; CYCIJIHIA BY30J MOXKE MOOAYUTH BiAMOBY TOYKH,
NOTMEPEAUTH XMapy PO MO0 1 MOJATH CUTHAJI HA EJIEKTPOHHE
Ta0J10, 10 PO3MIILIEHE Ha II0CE, 00 3MEHIITUTHU IIBUIKICTD.

HaiinpocTimum pitmeHHs M Jjisi TyMaHy € 0710k oOpoOKH Ha Kparo (I3,

«TOHKI KJIIEHTHU», MAapIIpyTU3aTOp), pPO3TAIIOBaHi MOpPyd 3 MaCHBOM
naT4ukiB. TyT TyMaHHUM BY30J MOXKE€ BUKOPHUCTOBYBATHCS B SIKOCTI IIUTIO3Y
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st Mepexi abo mesh-mepesxxi WPAN 1 oOMiHIOBAaTHCS JaHUMH 3 XOCTOM
(puc. 4.9).
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Puc. 4.9. IIpocra TymanHa tomnosoris. ['paHuuHO-TyMaHHUN TPUCTPIi
yIpaBJisi€ MAaCUBOM JIATUYUKIB 1 MOXKE B3aEMOJISATH 3 THIITUM TYMaHHUM
BY3JIOM Ha 0CHOBI M2M [1]

Hactynna 6a3oBa TymaHHa TOIOJIOTIS BKJIIOYAE XMapy sK OaTbKa IO
TyMaHHIA Mepexi. TymaHHUN BY30J1 B I[bOMY BHIIQJIKy Oyje 30upaT JaHi,
3aXMINaTH Kpaid 1 BUKOHYBAaTU OOpOOKY, HEOOXIJTHY JJiA 3B'I3KY 3 XMapolo.
[{ro Monenb BIIOKPEMIIIOE BiJI TPAaHUYHUX OOYMCIIEHb T€, IO CEPBICHI 1
IporpaMHi piBHI TYMaHHOT'O BYy3Jla TOAUISIOTH BIJHOCHHH 3 XMapHUM

dpeiimBopkoM (puc. 4.10).
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Puc. 4.10. [ligkmtodeHHs «TyMaHy» 10 XMapHOi TonoJorii. Tyt
TYMaHHUH BY30J1 BCTAHOBJIIOE BITHOCHHH 3 TIOCTaYaIbHUKOM XMapH [1]

Yol + N
’

Hactynna Mopaenbr  BUKOPUCTOBYE — KUIbKAa  TYMAaHHUX  BY3IIB,
BIIMOBIJAJIbHUX 3a TOCIYyrd 1 O0OpoOKy Ha Kpaw, 1 KOXEH 3 HHUX
1IKJII0YA€ETHCS 10 HA0OPY TaTYUKIB.
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batbkiBchbka xMapa 3a0e3neuye KOKeH TyMaHHUM By30J, Tak HIOW O BiH
OyB enuHuM By3i0M. KoxkeH By30i1 Mae yHIKanbHUM 11eHTU(IKATOp, 1100
3a0e3MeunTy YHIKaJIbHUM Hallp CepBICIB HAa OCHOBI pO3TalllyBaHHS.
Hampuknana, kokeH TYMaHHUN BY30J1 MOXeE MepedyBaTu B 1HIIOMY MICII JIJIst
po3apioHOI Mepexi. TyMaHHI By3IM TakOXX MOXYTh TOBSI3yBaTH 1
nepeaBaTy JIaHl 31 CXOy Ha 3axiJl MDK TpaHUYHUMHU By3namu. [Ipuxiamom
MOXYTh CIY)KHTH yMOBH XOJIOHOTO 30epiraHHs, KOJM HEOOX1AHO
MNIATPUMYBAaTH 1 YOPABJSITH BEHTHJIATOPAMH 1 MOPO3WUJIBHUKAMH, 100
3amo0IrTH TICYBaHHIO MPOAYKTIB KUBJIEHHS. Y PO3APIOHOTO MPOJIABIS MOXKE
OyTH KUIbKa BEHTWISATOPIB B PI3HUX MICHSX, BCE YIPABISIOTHCS €IUHOIO
XMapHOIO CIIy>K0010, ajie MpalloTh BOHU 3 TYMAaHHUMHU BYy3JaMH Ha Kparo
(puc. 4.11).
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Puc. 4.11. Kinbka TYMaHHUX BY3JIIB 3 OJIHIEI0 OCHOBHHM XMaporo [1]

Hactymaa mMonens po3nmproe Apyry TOMOJIOTi 0, JOJal0Ud MOXJIUBICTh
HaJIMHO 1 KOH(IICHIIINHO CIUIKYBaTUCS 3 JCKUIBKOMAa MOCTadalbHUKaAMU
XMap B JCKUIBKOX TYMaHHMX BY3JiB. Y I MoAel MOXYTh OyTH
PO3rOpHYTI KiJbKa OaThKIBChKMX Xmap. Hampukian, B po3yMHUX MicTax
MOXXYTb ICHYBaTHM 4YHCJIEHHI reorpadgiyHi paloOHHU, 1 BOHHU MOXKYTh
OXOIUTIOBATHUCS PI3HUMM MyHiIunaigiTeraMu. KoxkeH MyHIIUMAIITET MOXKE
BUOpaTH OJIHOrO XMapHOTO MpoBaiijiepa, MOPIBHABIIMA MOTO 3 IHIIUMH, alie
BCl  MYHIIUNANITETH  YOPaBISIIOTBCS 3 BUKOPUCTaHHSM  OJTHOTO
3aTBEP/PKEHOr0 Ta OIO/PKETHOrO BUPOOHMKA Kamep 1 AaTdukiB. Y IbOMY
BUIAJIKy BUPOOHHMK KaMep 1 JAaTYMKIB MaTUME OAWH €K3eMIUISIp XMapH, IO
CIIBICHYE 3 JIEK1JIbKOMa MYHILMITATITETAMH.

TyMaHHI By3/IM TOBUHHI MaTh MOXJIMBICTh JIOCTABJISITU JaHl JAE€KUIbKOM
rocravyajbHIKaM XMapHUX o0uncieHs (puc. 4.12).
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Bupobunk
CHCTEM
CIIOCTEPEKEHHS

XmMapHuit
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Puc. 4.12. Kinbka TyMaHHUX BY3JIIB 3 KIJIbKOMa XMapHUMHU
npoBaiijiepamMu. XMapu MOXYTh SIBJISITU COOOI0 CyMiIll TPOMAJICHKHUX 1
npuBaTHUX xMap [1]

TymaHH1 By3JIMd TaKOX HE MOTPEOYIOTh 1HIUBIAYATILHOTO 3'€THAHHS, 110
3B'SI3y€ NATUYMKU 3 XMapaMHu «OJUH JI0 OAHOro». TyMaHHI BY3JIM MOXYTb
OyTH MOMIIIEHI B CTEK, 0araTopiBHEBUMU a00 HaBITh 3aKOHCEPBOBAHUMHM JI0
TUX I, IOKK HE 3HA00JAThCS. lepapXist piBHIB TYMaHHUX BY3JIiB OJMH HaJ
OJIHUM MOX€E 37aBaTUCA CYNEPEUTIMBOIO, SIKIIO MU HAMaraeMocsi 3MEHIIUTH
3aTPUMKH, aje, sK 3raayBajocs paHillle, BY3JIM MOXYTh OyTH
crieriaizoBanuMu. Hampukiiana, By3Jid, po3TamioBaHi OMMK4e 0 JaTUHKIB,
MOXXYTb HaJIaBaTU MOCIYTH B PEXKUMI PEaIbHOTO Yacy ab0 MaThu OOMEKEHHS
3a BapTICTIO, IO BUMAara€ BIJ HHUX MIHIMAJIBHOTO OOCATY JaHMX IS
30epiraHHsd 1 oOyucieHHs. PiBHI Haag HUMH MOXYTbh  HaJaBaTu
OOUMCITIOBAJIBHI ~ pecypcH, HEOOXIJHI JUIS arperoBaHOro  30epiraHHs,
MalIMHHOIO HaBuYaHHsS a00 poO3Mi3HAaBaHHS 300pakeHb 3 BUKOPUCTAHHSIM
JOJIaTKOBUX TMPUCTPOIB, M0 3amam'ssToByioTh abo GPGPU-mporecopis.
Hactynuuii mpukiaj UIIOCTpYE BUKOPUCTaHHS Ha TMPUKIAAl OCBITJICHHS
MiCTa.

Tyt kinbka kamep (GIKCYIOTh pyX MIMIOXOAIB 1 Tpadik; TyMaHHI BY3JH,
K1 MAlOTh HAUTICHIIINI KOHTAKT 3 KaMepaMu, BUKOHYIOTh arperaiito 1 BUTST
O3HaK 1 TepeAaroTh Il JaHl Bropy J0 HACTYMHOTO piBHS. baThkiBChbKuit
TyMaHHUW BY30J OTPUMYE JaHI 1 BUKOHYE HEOOXIJHE pO3Ii3HABAHHSI
300pakeHb 3a JOMOMOTOI0 aJITOPUTMY TJIMOOKOTrO HaBuaHHA. SIkmio Oyne
CIoCcTepiratucs IiKaBa TOMAis (HAMpUKIAJ, MIIOXiAHA MPOryJIsTHKa BHOYI
B3/IOBXK IUIAXY), TOMAII0 Oyjae BiAmpaBieHO B xmapy. KoMmoHEHT xmapu
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pEECTpY€E TOJII0 1 CHUTHANI3ye MHOXHUHI BYJIWYHUX JIXTapiB B OKOJIHIII
MIII0X0/a, 00 BOHU 30UIBIINIIN OCBITICHICTE. L kapTuHa Oyae TpuBaTu 10
TUX Mip, TOKK TyMaHHI By31M OayaTh pyx mimoxoga. KiHieBowo Meroro €
3arajibHa €KOHOMIisl €Heprii, Mmo0 KO)KHA BYJIHMYHA JaMIIOYKa HE TpalfroBaia
Ha IMOBHY 1HTEHCUBHICTH BeCh yac (puc. 4.13)

MapHHH
cepsic
” .

MexaHi3M npaBui,
3iCTaBJICHHS Ta
reoJIoKartis,
YIIPaBIiHHI MEPEKEI0

PosmizHaBaHHs
300pakeHsp, miadip 3a

BIJITIOBIHICTIO ot
walnoHiB, KonomMora W

GPU, apxiByBaHHs; B30I .

~ Cucrema
KepyBaHHIM

o . ~ 2 ‘\
Kpaiinix kavep, ) m) OCBITJIEHHSM
BUJIIJICHHS = LA 1202077 g Y « ( Tymanuu BY30J1
\ = 07 S

30upalibHUK 3

BJIACTUBOCTEH, BY30J1 BY30J1 P T e
JIeHaTypallis = / '

syyy ryy> |11

Puc. 4.13. bararopiBHeBa TymaHHa Tonosoris. TyMaHHI By3/1H
CKJIQJIAIOTHCS B CTEK B 1€papxii piBHIB, 11100 3a0€3ME€YUTH JOAATKOBI MOCIYTH
a00 adcrpaxii [1]

TakuM 4YUHOM, TyMaHH1 OOYHUCIIEHHS pOOJISATh XMapHY 00pOOKY Osrk4e
710 Kparo JIJIsl BUPIMICHHS TTPOOJIEM 13 3aTPUMKOI0, O€3TEKOI0 Ta BUTpaTaMU Ha
3B'130K. XMapHI Ta TYMaHH1 TE€XHOJIOT11 MPaIIOI0Th pa3oM, 1100 3a0e3MeunuTH
pOOOTY aHANITUYHHUX MAKETIB y BUIJIAJI JBIWKKIB IPABWII JUIS CKJIATHUX
areHTiB 00poOKkM moAii. Bubip Mojieni xMapHUX NpoBaiiepiB, GppeiMBOpKIB,
TyYMaHHUX BY3JIB 1 MOJYJIB aHAIITUKU € BAXKJIMBUM 3aBJaHHsAM, 1 Oe3iiy
MaTtepiajiB NPUCBIYEHO TIMOOKOMY PO3IJISiAYy CEMAHTHUKHU MPOTrpaMyBaHHS 1
CTBOpEHHS 1UX cepBiciB. ApxitekTop [oT moBHHEH 3p03yMiTH TOMOJOTIIO 1
KIHIIEBY METy CHCTeMH, 1100 ToOyAyBaTH CTPYKTYpy, SIKa 3aJI0BOJIbHSIE
CHOTOJIHIIIHI TOTPEOU 1 MACIITAOYETHCSI B MAOYTHHOMY.

Y HacTymHOMY MiApO31iJii MU OOroBOpuMO aHamTUKy gaHux loT.
XMapa, O€3yMOBHO, MOXE MICTUTH PSJ aHANTUYHUX (DYHKIN, OJHaK
HEOOX1/IHO YITKO PO3YMITH, 1110 TIEBHUM aHa/li3 MMOBUHEH BUKOHYBATUCS Ha
Kparo, OJMKYOMY JI0 JDKepera JaHuX (naTduka), ado, sSKIO I Ma€ CEHC, B
XxMapi (BUKOPUCTOBYIOYM JOBTOCTPOKOBI ICTOPUYHI JIaH1).
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4.3. Anauai3 nauux B loT

CporojiHi CBIT MEpETBOPUBCS Ha BeMUUe3HUil 1udpoBuil npoctip. Mu
YOPaBISEMO, JIIUMOCS Ta (PaKTHIHO 30epiraeMo BCl aCIIEKTH HAIIOTO KUTTS
onnaitu [28].

Jdani 31 BCiX HaAmMX MOPUCTPOIB - KOMM'IOTEPIB, TUIAHIIETIB Ta
cMapTQOHIB - TOCTIMHO 30MPAIOTHCS Ta TMEPEAAOTHCS B MEpPExKy, Ta
HacIpaBi IIe JMIIe MovaTok mpoiiecy. HezaGapom Bcs iHbopmariis Oyge
NOTPAIUISITH OHJIAH HaBITh 3 TaKUX MPUCTPOIB, SIK TOJUHHUKH, TEIEBI30PH,
JaTYUKU B PO3YMHUX OyIWHKax, aBTO, OOJIaJHAHHS HAa BUPOOHMIITBI Ta 3
0e3:iui 1HImUX aeBaiciB. KpiM Toro, Mu caMoCTIiiHO MPOIYKYeEMO TirabaiTu
iH(pOopMaIlii, KOJU CIUIKYEMOCS 3 JIPY3sIMU B COLIMEPEKax, pOOMMO MOKYIIKH
OHJIAH, KOPUCTYEMOCS MOIIYKOM.

[likaBuit akrt: sKio 310paTu BClO 1HPOPMAILIIO, SKY HAKOIMUYHUIIO
JIIOJICTBO 3 MOYaTKy 4aciB BKIOYHO A0 2000-ro poKy, TO BUABUTHCS, LIO ii
MEHIIIE, HDK MM TPOJYKYEMO 3apa3 NpOTATrOM JIMIIE OJHOI XBWIMHH. llei
(heHOMEH MOBHICTIO 3MIHIOE PO3YMIHHS CBITY Ta HAIIOTO MICISl B HHOMY.

OnHak, ocHOBHa IIHHICTB [oT-crucTem mnossirae He B apxiBallii MiJbHOHIB
MOAiN, 3reHEepOBaHMX JIaTYMKAMM, a B IX IHTEpIIpeTailii Ta MNPUUHATTI
BIIMOBITHUX pimeHb. CBIT, y SIKOMY MUIbSPAU CYTHOCTEU 3'€IHYIOTHCS 1
B3a€EMO/IIIOTh OJIMH 3 OJHHUM Ta 3 XMAapHUMH IIaThopMamu, 3aXOIUIIOE yX,
ajie Hac HacamIiepe/l IIKaBJISITh JaHi, 1X 3MICT, T€, II[0 B HUX HE MOTPaIuJo,
Ta 3aKOHOMIPHOCTI, sIKI 3 HUX MOxHa BuBecTH. lle Ta oGnacte IHTepHeTry
pedelt, sKa BIIHOCUTHCA 1O HAyKH MpO JaHi Ta iX aHaji3, €, HaleBHO,
HAWOUIBII [IIHHOO TS KJIIEHTIB.

4.3.1. Tunu nanux s aHamaizy B IHTepHeri peuei

B InTepHeTi peueld HMPKYIIOIOTH Pi3HI TUNM JaHuX. [ BUIy4YEHHS 3
HUX KOpPHUCHOI 1H(dopMalii HeoOXITHO MPOBECTU iX OOpOOKy Ta aHamiz. Y
CBOIO 4Epry, KOXX€H THUN JaHUX NOoTpedye CBOI 1HCTPYMEHTH 1 METOIU
0o0poOKkM Ta aHamzy. [any3p Hayku, 110 BHBYAaE METOAM Ta AJITOPUTMU
oTpuMaHHs iH(opMallii 3 JTaHuX, oTpuMaa Ha3By «Data Science ».

OcHOBHI Kareropii JaHux, M0 3yCTpiyaroTbcs B [HTepHeTi pedeit s
00pOoOKH 1 aHaJI3y, MO’KHA 3BECTU B TaKl THUIIH:

- CTpyKTypOBaHi.

- HectpykTtypoBaHi.

- Ha npupoaniit moBi.

- MamusHi.

- I'padosi.

- Aynio, Bifeo ta rpadika.

- [ToTokoBI.
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Bci mi TUnM  gaHuX SABISIOTH  1HTEpEC, 1 iX BapTO PO3TIISIHYTH
JOKJIa THIIIIE.

Cmpykmypoeani Oani 3anexatb BiJ MOJEIl JaHMX 1 30epiraroThCs B
(ikcoBaHOMY TIOJIl BCEpEIWHI 3amucy. BiAmoBiHO, CTPYKTypOBaHi MJaHi
4acTo 3py4HO 30epiratu B TaOIUIIX, B 0a3ax maHux abo daitmax Excel (puc.
4.14). SQL (Structured Query Language, MoBa CTpyKTypOBaHUX 3alHTIB) €
OCHOBHUM 3aCO00M YIpaBJIiHHSA 1 TIOBO/DKEHHS 3 3alUTaMU JI0 JaHUX, IO
30epiratoTbcsi B 0azax maHux. Takoxk 1HOMI 3yCTpIYAIOTHCA CTPYKTYpOBaH1
JaHl, SKi JTOCUTh Ba)XKO 30€perTh B TPATUIIAHIN pessiiiiHii 0a3i JTaHux
(OMH 13 MPUKIIA/IB - 1EpAPXIYHI JIaHl, HAIPUKIIA]] TeHEaJIOr1YHe IEPEBO).

BTiM, CBIT He CKJIaJa€eTbCsi 3 CTPYKTYPOBAHMX JIaHHUX; MPOCTO ILI€
NOJAHHSI 3pY4YHO [JIs1 JOJMHM 1 MamuH. Haifyactime peanbHl JaHi
30epiraroThCsi B HECTPYKTYPOBAHOMY BUTJISII.

' 1 |Indicator I |Dimension List :rimeframe Numeric Value Missing Value Flag Confidence Int¢
{ 2 [214390830. [Total {Age-adjusted) _ 2008 74.6% 73.8%

[ 3 1214390833 |Aged 18-44 years "2008 59.4% 58.0%

| 4 [214390831 |Aged 18-24 years :2008 37.4% 34.6%

i 5 |214390832 |Aged 25-ad years 2008 66.9% 65.5%

| 6 |214390836 |Aged 45-64 years 2008 88.6% 87.7%

| 7 214390834 |Aged 45-54 years "2008 86.3% 85.1% ‘
3 8 [214390835 |Aged 55-64 years "2008 91.5% 90.4% g
| 9 |214290840 [Aged 65 years and over "2008 94.6% 93.8% |
{10 :214390337 Aged 65-74 years : :zooa 93.6% 92.4%

1 11214390838  |Aged 75-84 years 2008 95.6% 94.4%

[ 12 :214390339. Aged 85 years and over :2003 96.0% 94.0%

| 13|214390841 (Male (Age-adjusted) 2008 72.2% 71.1%

{ 141214390842 |Female (Age-adjusted) "2008 76.8% 75.9%

! 15[214390843 |White only (Age-adjusted) "008 73.8% 72.9%

? 16214350844 [Black or African American only (Age-adjusted) "2008 77.0% 75.0% {
| 17[214390845 |American indian or Alaska Native only (Age-adjusted) 2008 66.5% 57.1% |
{ 12/214390846 |Asian only (Age-adjusted) "2008 80.5% 71.7% ‘
; 19 :214390847 Native Hawaiian or Other Pacific Islander only {Age-adjusted) :2008 Dsu

1201214390848 {2 or more races (Age-adiusted)_.___ .. s AR e T56% 69.6% .. . |

Puc. 4.14. HpI/IKJIa,Z[ éprKTypOBaHHX JTAHUX

Hecmpykmypoeani Oami BaXKO TIJITHATH IIiJT KOHKPETHY MOJEIIb
JAHUX, TOMY IO IX 3MICT 3aJeXKHUTh BIJI KOHTEKCTy a00 Ma€ 3MIHHHUM
xapaktep. OauH 13 MNPHUKIAIB HECTPYKTYpOBAHMX JIaHUX - 3BHUYaAlHI
MOBIJJOMJICHHS €JIEKTPOHHOI nomTH (puc. 4.15). Xoua noBiIoOMICHHS MICTUTD
CTPYKTYpPOBaHI €JeMEHTH (BIAMpPaBHHUK, 3arojioBOK, TIJ0), OJHI 1 TI XK
3aBJaHHS MOXYTh BHUPINIYBATHCS OE3JI1YYI0 PI3HUX CIOCOOIB, HAMPUKIA,
ICHy€e HE3JIIYeHHa KUIbKICTh BapiaHTIB 3TaJyBaHHS KOHKPETHOI JIIOAWHHU B
noBijjoMsieHHAX. [IpoGnemMa H0/1aTKOBO YCKJIAIHIOETHCSA 1CHYBAaHHSM THCSY
MOB 1 J1aJIEKTIB.

[ToBimoMIIEHHSI €EKTPOHHOI TOIITH, HAMKHCaHE JIJUHOK (HA 3pa3oK
nmoka3zaHoro Ha puc. 4.15), Takox € 1AcadbHUM TPHUKIAIOM JTaHUX
PUPOTHOIO MOBOIO.
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Delele fdove Spam

» New team of Ul engineers

CDA@engineer.com

An Investment banking client of mine has had the go ahead to build a new team of Ul enginsers to work on
various areas of a cutting-edge single-dealer trading platform.

They will be recruiting at all levels and paying between 40k & 85k (+ all the usual benefits of the banking
world). | understand you may not be looking. | also understand you may be a contractor, Of tha last 3 hires
thay brought into the team, two were cantractors of 10 years who | honestly thought would never turn to
what they considered “the dark side.”

This Is a genuine opportunity to work in an environment that's built up for bast in industry and allows you to
gain commarcial experience with all the latest tools, tech, and processes.

There is more information below. | appreciate the spec is rather loose - They are not looking for specialists
in Angular f Node / Backbone or any of the other buzz words In particular, rather an “engineer” who can
wear many hats and is in touch with current tech & tinkers in their own time.

For more infarmation and a confidential chat, please drop me a reply email. Appreciate you may not hava
an updated CV, but if you do that would be handy to have a look through if you don’t mind sending.

Reply Reply to All Forward
Puc. 4.15. Ilpuknang HECTPYKTYpOBAHUX TAHUX :
MIOIITOBE MTOB1IOMJICHHS

Jlani Hna npupoouiii mMo6i CTaHOBJIATH OCOOJMBUN  PI3HOBU]
HECTPYKTYPOBAaHUX JaHUX; 0OpoOKa TaKUX JAaHUX JIOCTATHHO CKJIAJHA, TOMY
III0 BOHA BMMarac 3HaHHS SIK JIHTBICTHUKH, TaK 1 CIEIIaAJIbHUX MeToAiB Data
Science .

CninbHOTa 00pOOKM JAaHWUX Ha MPUPOAHIN MOBI JOMOIJIOCA YCHIXYy B
o0JiacTi po3mi3HAaBaHHS CYTHOCTEH, pO3II3HABaHHSA TEMAaTHYHUX 00JacTew,
y3arajlbHEHHs, 3aBEPILICHHS TEKCTY 1 aHaJli3y €MOILIMHOTO 3a0apBJeHHS, aje
MOJICl, aJanToBaHl JJId  OJHIET  MpPEeaAMEeTHOi  00JiacTi,  IIOraHo
y3arajbHIOIOThCA I 1HIIMX oOsacteil. HaBiTh cami cydyacHi MeTOau He
3MOXYTh po3mM(pPyBaTH CEHC JOBIILHOTO (hparmeHTa Tekcty. | meh daxr
HaBpAJ YW KOTOCh 3/IUBYE: Yy JIIOJIEM TaKOXX BUHHUKAIOTH MpOoOIeMH 31
CIPUIHATTAM MPUPOJIHOI MOBU. BiH HEOJHO3HAYHMI 32 CBOEIO MPHUPOJIOKO.
Cama KOHIENIlS CEHCY BUIUISIAAE CIIpHO. [[Boe oAeil ciiyXxarTh OJHY
PO3MOBY Ta BHMHECYTb 30BCIM pI3HMM CMHUCI 3 HEi. AJKe CEHC MOXe
BIJIPI3HATHUCS HABITH BiJ] HACTPOIO TOT'O XTO TOBOPUTb.

Mawiunni oami. J10 MaIMHHUX JaHUX BIAHOCUTHCS 1H(OpMAIlis, IO
ABTOMAaTUYHO TEHEPYETHCA KOMIT'IOTEpOM, IMPOIECOM, JOoJaTKOM abo
IPUCTPOEM O€3 BTpYyUaHHS JIFOJMHU 1 TIEPEIAETHCS Pa30M 3 IHIIUMH JaHUMHU.
MarinuHHI JaHl CTalOTh OJHUM 3 OCHOBHHX JpKepen iHdopmarlii, 1 cuTyarlis
HaBPSJ YU 3MIHUTHCSI.
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AHami3 MalMHHUX JaHUX dYepe3 iX BeIWYe3HI OOCSATH 1 MIBHUAKOCTI
CWIbHO 3aJIKHUTh BIJ IHCTPYMEHTIB 3 BHCOKOIO MaciiTaboBaHICTh. /[0
MPUKJIAAIB MAalIMHHUX JaHUX BIJIHOCSTHCS KypHall BeO-CEpBEpIB, 3alUCU
AeTaiizaiii 3BIHKIB, )KypHAIM MEPSKEBUX TOi# 1 Tenemerpii (puc. 4.16.)

CSIPERF:TXCOMMIT;31323¢

2014~-11-28 11:3¢€:13, Info CsI 00000153 Creating NT transaction (seg
€9), cobjectname [6]" (null)"

2014-11-28 11:36:13, Infe CsI 00000134 Created NT transaction (seq &9)
result 0x00000000, handle @Ox4eS4

2014-11-2% 11:36:13, Infe CsI 00000155@2014/11/28:10:36:13.471
Beginning NT transaction commit...

2014-11-28 11:36:13, Info CsI 00C0015¢@2014/11/28:10:36:13.705 CSI pexs
trace:

CSIPERF:TXCOMMIT ;273283

2014-11-28 11:36:13, Info Cs1 00000157 Creating NT transaction (seg
70), objectname [€]" (null)"

2014-11-28 11:36:13, Infe CSI 00000153 Created NT transaction (seg 70)
result 0x00000000, handle @Ox4eSc

2014-11-28 11:36:13, Infec CSI 00000135202014/11/28:10:36:13.7¢64
Beginning NT transaction commit...

2014-11-28 11:3é:14, Info CSsI 0000015a82014/11/28:10:36:14.0984 CSI pexs

trace:
CSIPERF:TXCOMMIT;38€259

Puc. 4.16. llpuknag MaliMHHUX JAHUX

MammaHI 1aHi Ha puc. 4.16 1oOpe BKIIagaloThCsA B CTPYKTYPY KIACHYHOT
0azu panux. lle He kpammii dopmar nis JAHUX 3 BHCOKUM CTYIEHEM
3B'SI3HOCTI 200 «MEPEKEBUX» JIAHUX, B SAKUX JOCUTh 3HAYUMY pPOJb IparoTh
BIJITHOCUHU MI>K CYTHOCTSIMH.

I'paghosi, abo mepercesi, oani. TepmiH «rpadoBi JaHD» MOXKE 30UTH 3
MAHTEJIMKY TOMY IO Oylb-sKi JdaHl MOXYTh OyTH MPEACTaBJICHI Y BUIJISII
rpada. ITig «rpadhom» B TaHOMY BUMAJKYy MA€EThCS Ha yBasl MOHSATTS rpada 3
MaTeMaTU4YHOI Teopli rpadiB — MaTeMaTuyHa CTPYKTypa JJIsi MOJEIIOBaHHS
MONApHUX BIJHOCHH MIX o0'ekTamMu. SIKImo KOopoTko, B rpadoBuX, abo
MEpEKEBUX, JaHUX 0COOJIMBA yBara MpHUILISIETHCS 3B'SI3KaM a00 CyMiIXKHOCTI
00'ekTiB. I'padoBi CTPYKTypH JaHMX BHUKOPHUCTOBYIOTH BY3JIHM, peOpa 1
BJIACTUBOCTI JJIS TIpEACTaBJICHHS 1 30epekeHHs rpadiyHux gaHux. ['padoBsi
JaHl MPUPOJIHUM YMHOM MIJXOMSTh JJISi MOJAHHS COIlaJbHUX MEpex, a iX
CTPYKTypa J03BOJISIE OOYHMCITIOBATH Taki Creru@iuHi METPUKH, SK BIUIUB
YYaCHUKIB 1 HAKOPOTIIUHM UISIX MK IBOMA JIFOJIbMHU.

[Ipuknanu rpadoBUX MaHUX 3YyCTPIHAIOThCA Ha OaraTh0X BeO-calTax
comianbHux Mepex (puc. 4.17). Hanpuknan, B Linkedln moxna moOauuTtw,
KOTO BHM 3HA€TC B TIM YW IHIIINA KomImaHii. Baml cmucok, XTo BaM NUIIE B
TBiTTepl Takox € mpukiagom rpadoBux gaHux. Cuia 1 Millb MOB'A3aHUX
JTAHUX TIPOSBIISIETHCS TIPU aHaMi31 JEKUIbKOX rpadiB, 110 MEPEKPUBAIOTHCH,
noOyJ0BaHUX Ha OJHUX 1 TUX XK€ By3iax. Hampukman, ysBiTh, 0 pebpa
MO3HAYAIOTh «Ipy3iB» Ha DeicOyK. A Tenep Bi3bMEMO 1HIIHM rpad 3 TUMU K
JIOJIbMH, ajie BiH 3B'si3ye kosier mo Oi3Hecy uepe3 LinkedIn, 1 Tpetiéi rpad,
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3acHOBaHWN Ha iHTepeci mo0 ¢imbMiB Ha Netflix. Hakmamenns mux Tprox
rpadiB J03BOJIUTH OTPUMATH BIAMOBIAI Ha 6araTo 1MiKaBuX MUTAHb.

@ Barack
Puc. 4.16. [Ipuknan rpadoBUX JaHHUX

st 30epiranHst rpadoBUX MaHMX BUKOPHUCTOBYIOThCA TrpadoBl 0azu
JAHUX, a JUIsl TIOOYI0BM 3alUTIB JIO HUX — TaKl CIeliali30BaHl MOBH 3aIlUTIB,
ak SPARQL. Po6ota 3 rpadoBumu 1anuMu CTBOPIOE crieliudiyHl npodieMu,
IPUYOMY JJI1 KOMIT I0Tepa 11€ 3aB/IaHHSI CTA€ LIE CKIIAHIIIE.

Ayoio, 6ideo ma czpaghika — TUTIM JAHUX, IO CTaBIATh HEMPOCTI
3aBJaHHs Mepe]] CIeialicCTOM 3 aHalli3y. 3aBJlaHHsl, TPUBIaJIbHI 3 TOUKH 30PY
JIOAWHU (HANpUKIIaa, PO3IMi3HaBaHHS OO0'€eKTa Ha KapTHUHIII), BUSBIISFOTHCS
cxiagaumu i komm'torepa. Ille y 2014 poui kommanis MLBAM (Major
League Baseball Advanced Media) orosnocuia, mo oOcCSr 3amucyBaHHX
BijieoMaTepiaigiB Uil OJHOro OelcOoNbHOTO Maruy Oyje 301IbIIeHUM
npuoiu3Ho 10 7 TOaT 3 METOH MNPOBEICHHS OINEPaTUBHOIO aHalli3y.
BucokomBuaKiCHI KaMepud Ha CTaJioHaX 3aluCylOThb pyxXy M'sya 1
CIIOPTCMEHIB NIl TOTO, HAMPUKIAJ, 1100 OOYMCIIOBATH B pEalbHOMY 4Yacl
TPAEKTOPIIO PYXY 3aXUCHUKA.

Hemonasno kommanii DeepMind Baaiocsi CTBOPUTH aJITOPUTM, SIKUN
3IaTHUM HABYATHCS TPaTH y BiJCOIrpU. AJTOPUTM OTPUMYE Ha BXOl 3MICT
€KpaHy 1 HaBYa€ThCS IHTEPHPETYBATU 11 JaHI B CKJIATHOMY IMpPOIIEC]
rimbokoro HaBuaHHs. lle rapue mocsruenHs, 1 kommnanis Google npuadana
DeepMind 1151 po3poOKM IITYYHOTO 1HTEJIEKTY. AJITOPUTM HABYAHHS
OTPHUMYE JIaH], K1 TEHEPYIOTHCS KOMIT'FOTEPHOIO IPOI0, TOOTO IMOTOKOBI JaHI.

Ilomokoei dani MOXYTh TIpUMaTH Mailke Oyab-sKy 3 MepepaxoBaHUX
dbopM, OIHAK y HUX € OJHA JIOAATKOBa BJIACTHUBICTH. JlaHi HAAXOIATH B
CHUCTEMY TNPU BUHUKHEHHI JESKUX TOJIIN, a HE 3aBaHTAKYIOTHCS B CXOBHIIIEC
JAHUX BEJIMKAMU MacuBaMu. | Xxoua (GOpMalbHO BOHU HE € OKpPEMUM
PI3HOBUIOM [IaHUX, BHUIIISEMO I1X B OCOOJMBY KaTeropiro, TOMY IO
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JIOBEJICTHCS TIPUCTOCYBATH CBIM poOOUMil Tpoiiec jisi poOOTH 3 MOTOKOBOI
1H(pOopMAalIi€lO.

[IpuknagaMu MOTOKOBUX JIaHUX MOXYyTb Oyrtu posmin  «o
BiI0OyBaeTbcaA?» B TBITTEpl, MpsMI TPAHCIHSIII CHOPTUBHUX 1 MY3UYHUX
3aXO0/IiB Ta JaH1 O1pKOBUX KOTUPYBAHb.

[Homi nmaHi HEOOXiMHO IHTEPHpPETYBAaTH Ta AaHAMI3yBaTH y PEXHUMI
pEaNbHOIO Yacy y BUIJISAI MOTOKY, a 1HO/1 BOHU apXiBYIOThCS 3 MOAATBIITUM
noraubyieHnM a”aiizoM y xmapi. Lle Bxe eran cnoowcusanus danux. Y Takux
BUITaIKaX 1H(GOPMAIIiI0 TOBOAWTHCS 3ICTABJIATH 3 IHIIAMH JDKEpEIaMu Ha
JHOTY, a 1HOJI BOHA MPOCTO 3aMUCYETHCS 1 CKUAAETHCS B TaK 3BaHE 03€po
oanux (anri. data lake), Ha 3pazox Hadoop.

Ham ine eran mepemimeHds. Taki CUCTEMH OOMIHY TOBIJOMJICHHSIMH,
sk Kafka, HampaBisroTh 1aHi B MOTOKOBHM ab0 makeTHHWM Tporecop (abo
obunBa onHovacHo). JlaHi 00poOsdArOThCA sIK Oe3nepepBHUl moTikK. llei
Ipolec 3a3BUYaii Mae TEBHI OOMEXKEHHS Ta BHUCOKY HPOJYKTHUBHICTD,
OCKUIBKM 1H(OpMaLlisi 00poOsieTbest y maMm'ari. Y 3B'I3Ky 3 UM 0OpoOKa
JAHUX Ma€ BIJIOYBAaTHUCSl HE MOBUIBHIINIE, HDK 1XHE HAIXO/PKEHHS. | Ko y
XMapl MO>KHa pO3paxoByBaTH Ha pOOOTY B PEXUMI, OJIM3bKOMY JIO PEAJIbHOTO
qacy, MPOMHUCIIOB] MPUCTPOi 200 OE3MIJIOTHI aBTOMOO1I1 HE JIAOTh JKOPCTKUX
rapaHTii 11010 MPOJYKTUBHOCTI iX 0OYHMCIIIOBAYiB.

3 i”Hmoro OOKy, TMakeTHa O0OpoOKa J00pe MAXOAUTh JJIsi BEIUKHUX
00CsTiB JaHUX, OCOOJMBO y TMOpPIBHSHHI MOKa3HUKIB JaTYMKIB 3 paHillIe
30epexxeHor0 iHpopMalri€ro.

Hactynuuii etam MoXe BKJIOYAaTH MPOTHO3YBAaHHA 1 TOBEPHEHHS
BiAMOBII. JlaHi MOXKYTh OyTH BUBEJCHI Ha IaHENb KEepPyBaHHs, 3alllMCcaHl B
KypHasl a0 MOBEpPHEHI Ha3aj J0 MPUKOPJIOHHOTO MPHUCTPOIO, SAKUH MOXKE
B)KUTHU MEBHUX 3aXO/I1B JIJISl BUPILIEHHS JESKUX MPOOIIEM.

TyT MU KOPOTKO pO3IISTHEMO Pi3HI MOJIEJl aHAII3y JaHUX: B1J 0OpOOKH
CKJIQJTHUX TOJIIA 0 MAIlIMHHOTO HAaBYaHHS.

4.3.2. Ilpoctuii anaji3 nanux B IHTepHeTi peueit

AHami3 gaHuxX 3aliMaeTbcsl MOIIYKOM IMOJIN, SK TPaBUJIO, Yy IMOTOKax
iHdopmarii. IcHye kinbKka BUAIB MOJIN 1 pojei, sKi MarOTh MiATPUMYBATU
MPUCTPOI MOTOKOBOT'O aHAI3Y B PEXHUMI peasibHOro vacy. Huxue HaBeneHo
3arajibHi KaTeropii aHamTHYHUX (YHKIINA, 10 0a3yroThCs Ha JOIMOBIJI
Cpunara Ilepepu Ta Cpickangapai CyxotasiHa «lllabnonu pimens s
MOTOKOBOTO aHaJI3y B PEKUMI PEAJbHOTO 4Yacy», MPEACTaBICHOMY Ha 9-i
Mixnapoaniit koHdepeHIi 3 po3noauieHux nmofaiiaux cuctem (DEBS '15) y
Hero-Hopky [1]:

Ilonepeons 06podKa - BIIKUIaHHS MAJIOLIKABUX MOJ1M, J€HATYPYBaHHS,
BUJIyYCHHS BJIACTUBOCTEH, CErMEHTAIlisl, TEpPEBECHHA [aHUX Yy OUIbII
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BIINOBIAHUM (opmar (Xoda o3epa JAHMX BOJIIOTh YHMKATH HETalHOTO
MEPETBOPEHHS), JOJaBaHHS TaKWX aTpUOYTIB, SIK SIPIUKH (03epamM JaHUX
APIUKU HE MOTPiOHI).

Onosiuienna — niepeBipka JaHUX; SKIIO BOHW HE BIAMOBIAAIOTH SIKUMOCH
TPAaHUYHUM YMOBaM, HaJICUJIA€THCSA TTONIEPEKCHHAS. EleMeHTapH1iA TPUKITAI;
TeMITepaTypa MEePEBHINY€E TICBHUM JIIMIT, BCTAHOBIICHUH Y TaTUHKY.

Bikna nooiit — cTBOPIOETHCS PyXOMUH Jiama3oH (BIKHO), y SKOMY JiOTh
BJacHI mpaBwia. BikHO Moxke OyTu oOMexeHe 3a YacoM (HampHKIa,
NpOTSATOM OJHIEI TOJMHM) a0o0 JIOBXKHUHOK (Hampukiaa, y Mexax 2000
NOKa3aHb JaT4yuka). BikHa MOXYTh OyTH pyXOMUMH (HapHUKIaJ, NepeBipKa
octanHiXx 10 moaiii naTyvka Ta MOBEPHEHHS PE3yJbTaTiB MPU KOXKHIA HOBIN
NoJii) Ta MaKeTHUMH (KOJIM MOJisl TE€HEPYEThCS JIMIIE MICIS 3aBEpIICHHS
BikHA). [ pyHKIIA 100pe MAXOAUTH JJII CTBOPECHHS MPAaBUJ Ta MOJMIH, 110
3aliMaroThesl TiapaxyHkoM. Hampukian, BH MOXETE JI3HATHUCS KUIbKICTh
CTpPUOKIB TEMIIEpATypH 3a OCTAHHIO FOJIUHY 1 3pOOUTH BUCHOBOK IPO T€, 1110
OJIVH 13 TaTYUKIB Ma€ AC(EeKT.

3'eonanna - 00'e€IHYIOTH K1JIbKa MOTOKIB JJAHUX B OJMH. MO)XHA HaBECTH
npukiag y cdepi gorictuku. [IpunycTuMo, KOMIaHisi po3CUiIa€e MOCUIIKU Ta
BIJICTEXYE 1X 3a JOMIOMOTOIO CIEIiajbHUX MasKiB, a 1i YMCJICHHI BaHTaXKIBKH,
JITaKd Ta OO0'€KTHM HEPYXOMOCTI IUIIOTh ITOTOKH T€OJIOKAI[IMHUX JdaHUuX.
TakuM 4MHOM, MAa€EMO JIBA ITOTOKH: OJMH JJIg IMOCHJIKH, a 1HIIMH JUIS 3aJaHO1
BaHTaxiBKM. Ko BaHTaxiBKa MmiaOUpae TMOCWIKY, III JBa IOTOKH
MOETHYIOThCSI.

Homunxku - mpaupoloyd 3 MUIBHOHAMU JAaTYMKIB, BH HEOJMIHHO
3ITKHETECS 3 BTPATOI0 JaHWX, IX CIIOTBOPEHHSIM ab0 HenpaBUIbHUM
nopsiakom TpssmyBaHHsA. lle akTyanbHO 1 IHTEpHETY peuer 3 HOoro
YUCJICHHUMU AaCUHXPOHHUMHU Ta HeE3aJleXHUMHU TMoTokamMu. Hanpuxnan,
iHpopMmalliss MoOXKe 3aryouTHCs B MEpPEXi, SKIIO aBTOMOOLIL 3aine B
nig3eMHuil rapax. lledl anamiTHyHMN MA0JOH 3ICTaBl€ JlaHI y Mexkax
OJIHOTO MOTOKY, HAMararo4uch 3HAUTH MO10H1 TOMUJIKH.

ba3u oOanux — aHANMITUYHUN TMaKeT Ma€ B3AEMOJIISATH 3 SKUMOCH
CXoBHINEM aaHuX. Hampukian, sKio gaHl HAaIXOISTh 3 HU3KU JaTYMKIB,
Takux sK spiukd Bluetooth, mo cursamizyroTh Npo po3KpajsaHHs ado
3HUKHEHHS MPHUCTPOIO, BaM MOTPIOHO OyJe 3ICTaBJIATH iX 3 0a3010 JaHUX
11eHTU(DIKATOPIB SPJIUKIB, O POLUTYKYIOTHCS.

Tumuacosi nodii ma wabaonu — 1 QyHKIIS HaW4YacTiiie
3aCTOCOBYETHCS Y TO€IHAHHI 3 BIKHAMM IIOJIM, 3rajJlaHuMu Buie. TyT
IIIJIbOBUM I1a0JI0HOM € HaOOpH 4YM MOCIII0BHOCTI Tofii. [le Takuii KiHIIeBUi
aBTOMaTr. YsBITh, IO MH BIJCTEKYEMO CTaH TPUCTPOIO 3a HOTo
TEMIIepaTyporo, BiOpalisiMd Ta IIyMOM, SIKMH BiH Bumae. IlocnigoBHICTH
TUMYAaCOBHUX ITOAIM MOYKE MaTU TaKUM BUTJISI:

1) Bu3HaunTH, un temmeparypa nepesuirye 100 °C;
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2) BU3HAUUTH, Y4 TIEPEBUIILYE piBEHB BiOparii 1 m/c;

3) BU3HAUUTH, YU TIPUCTPIK BUaae 3BYK ryuHicTio 110 nb;

4) HamiclaTy OMOBIMICHHS, SIKIIO BCl Il MOjli BiIOYyBarOThCA y Takid
MOCJT1TOBHOCT!I.

Biocmesicenna — miofisi TEHEPYEThCA 3a (AKTOM HAsIBHOCTI abo
BIJICYTHOCT1 Oy/JIb-IKMX JaHHUX Y 3aITaHOMY MicIll 200 y TIEBHHI MOMEHT 4acy.
HaiimpocTimmm mpukiIagoM € TeoJOKaIlis I CIIy>KOOBHX aBTOMOO1JIIB, KOJIN
KOMIIaHli HeOOX1/THO 3HATH IXHE TOYHE PO3TAITyBaHHS 1 KOJIM BOHH BOCTaHHE
BIIBIAyBaauM Te 4uM iHIme wmicie. [0 ¢yHKIII0O MOXHA 3acTOCOBYBaTH B
CIIbCHKOMY TOCTOJAPCTBI, KOMYHAJIbHOMY BHUBE3€HHI CMITTS, NMpHOMpaHH1
CHITY, JUIS BIJICTEKCHHS NACaKUPOIIOTOKIB, TMAIlIEHTIB, I[IHHUX AaKTHBIB,
Oaraxy Toulo.

Tenoenuyii — ueil mabIOH OCOOIMBO KOPUCHUH y HPOTHOCTUYHOMY
ob0ciyroByBaHHi. BiH nepenbdadae CTBOpEHHS MpaBujia BUSBJICHHS MOMAIN Ha
OCHOBI Ha0OpIB JaHMX, MOB'I3aHMX 3a YacoM. THMYACOBI MOJIi MarOTh
CXOXXKUWA TPUHUUII POOOTH, ajleé HATOMICTh y HHUX (Irypye TOHSTTA
MOCJIIIOBHOCTIL. Y 11 MOJIEJl Yac € OJHHMM 13 BUMIpPIB mpoluecy. AKTyanbHa
icTOpis MOJ1H, MOB'SI3aHUX 3 YaCOM, MOYKE€ BUKOPUCTOBYBATUCS Y CIIILCHBKOMY
rocrnojapcTl. Hampukiaza, 10 roJioBU KOPOBHM MOKHA MPUKPINMUTH JATUHK,
SKUM BIICTEXKYBaTHUME ii mepeMillleHHsl Ta Temreparypy. [lod6 moauButucs,
Yyl KOpOBa pyxajacsl MPOTArOM JHS, MOXKHA CKJIACTU TOCJIIOBHICTh MOJIM.
BincyTHicTh pyxXy MOXE€ BKa3dyBaTH Ha Te€, IO TBapuMHA 3axBopijga abdo
nomepJia.

Ilakemni 3anumu — nakeTHa oOpoOKa 3a3BUYAM BUSIBISETHCS OLIBII
KOMIUIEKCHOIO 1 TJIMOOKOIO, HDDK OO4YMCIIEHHA B pealibHOMY dYaci. JloOpe
CIIPOCKTOBaHA IMOTOKOBAa IUIaTGopMa MOXE PO3JUIATH aHalli3 Ha KuIbKa
YaCTUH Ta IepeAaBaTy iX CUCTEeMI MakeTHOI 0OpoOKU. Mu 1€ moBepHEMOCS
70 111€1 TeMu y 0oroBopeHH1 lambda-dyHkirii.

I'nubokuit ananiz — mig 4ac OOpOOKH y PEXKUMI PEATBHOrO Yacy
pIlICHHS TPO BUHUKHEHHS MO MpUHMarOThCa Ha Jb0Ty. UYu 1 momist
MOBMHHA 3r€HEpPYBaTH MOBIJOMIICHHS — 1€ MUTAHHS, BIJAMOBIIh HA SIKE MOXKE
BUMAaraTu J0JaTKOBOi OOpPOOKH, sKa BUKOHYEThCA IMi3HIimIe. Takui Imiaxif
Ipalfoe, OCKUIbKK MOl MOA1I0HOTO POy MaloTh OyTH PIAKICHUMH; 1, TIOKH
HOBI TIO/II1 CTBOPIOIOTHCSI B PEKUMI PEAIbHOTO 4acy, CTapi MepeaaroThCs B
JIBIDKOK TJIHMOOKOT 00poOku. SK TpuKIag MOXHAa HABECTH CUCTEMY
B1JICOCTIOCTEPEKECHHs. YABITh, 0 IIaTGopmMa po3yMHOro Micra O'e Ha
CIIOJIOX, AKIIO 3HUKJIA IUTHUHA, 1 3allyCKa€ MPOCTY MOJIENb PO3Mi3HABAHHSI Ta
kiacudikaiiii 300paxeHpb Jisl MOTOKOBUX JABUKKIB peaibHOTO yacy. Mojenb
3/1aTHa BUSIBUTH HOMEPHUM 3HAK aBTOMOOLNS, /1€ 3HaXOAWTHCS NUTHUHA, a00
HaBITh JIOTOTUI HA IUTs4ii GyToonii. Hacamnepen morpiOHo Oyae 3ax0nuTu
300paXeHHSI 3 HOMEPHUMH 3HaKaMM Ta JIOTOTHUIAMHU Ha OJIs131 MEPEX0KUX Ta
nepeaatu ix y xmapy. I3 MITpHOHIB OTpUMAaHHMX 3pa3KiB CHCTEMa aHaJi3y
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crpoOye po3mi3HaThH TOTpIOHWKA HOMep uu JjoroTun. lle mepruii erar.
[ToTim, 1m00 BUKIIOYMUTH MOMMIIKOBI CHpAllbOBYBAHHS, PO3MI3HAHUN Kajp
(pa3oM 13 cycigHIMU Kajapamu) Oyne CIpsSIMOBAaHMN Ha OUIBLI MPOCYHYTY
CUCTEMY aHali3y, SIKa BUKOPHUCTOBYE JOKIJIAHIII aJlTOPUTMHU PO3II3HABAHHS
00'eKTIB (3IUTTS 300pa)Ke€Hb, 301IBIICHAS PO3ALIBHOI 3/1aTHOCTI, MAITHHHE
HaBYaHHS).

Mooeni ma Hasuanna — MOJCIb TIEPIIOTO PIBHS, ONHMCaHA BHIIIE,
HaclpaBal MoOXKe OyTH MEXaHI3MOM JIOTIYHOTO BHCHOBKY CHCTEMU
MammuHHOTO HaBuaHHsA. [lomiOHI cucteMu OyAyrOThCA Ha MOMACIAX, IO
HABYAIOTHCSA 1 MOXKYTh BHUKOPHUCTOBYBATHCS Ha JHOTY MiJ 4Yac aHai3y y
pPEXUMI PeanbHOro 4acy.

Oomin cucnanamu — 111 4acTO JOBOJAUTHCS TIOBEPTATH Hazajd Jo
IIPUKOPJAOHHOTO KOMIIOHEHTa a00 JardyvWka. TWIIOBHM TIPHKIAAOM €
aBTOMaru3allis Ta Oe3neka @adOpuku. SKimo TemmnepaTrypa IPUCTPOIO
NEPEBUIIUTh TMEBHUNM JIMIT, L0 MO0 MOTPIOHO HE JIMIIE 3alucard B
KypHaJI, aje ¥ HaAIClIaTH KOMaHIy NPHUKOPJIOHHOMY KOMIIOHEHTY, 100
YIOBUIBHUTU TPUCTpiil. MexaHi3M KOMyHIKallid y CHUCTEMI Mae OyTH
JBOCITPSIMOBAHHM.

Ynpaeninna — napemrti, Mu Ma€EMO MOXJIUBICTh KEPYyBaTH yCiMa LIUMHU
3acobamu aHamizy. [yt poOOTH 3 CUCTEMOIO MOBHUHHI OyTH NepeadadeHi Taki
byHKINT SK 3amycK, 3yNMUHKA, CTBOPEHHS 3BITIB, 3allMC JI0 XypHalIy Ta
HaJaro/HKeHHs.

Termep MM 30cepenuMocss Ha TMMOOYAOBI XMapHOI  aHAJIITUYHOI
apXiTEeKTYpH, 3J1aTHOI CIOXKMBATU HerepeadadyBaHi Ta Oe3nepepBHI MOTOKU
JAHUX Ta I1HTEPHPETYBATH iX Yy PEXHUMI, MaKCUMalIbHO OJU3bKOMY 10
peangbHOro Yacy.

BepxHiii piBeHb XMApPHOI ApPXiTEKTYPH

Ha puc. 4.17 moka3zaHuil TUNOBUU INUISIX IPOXOKEHHS ITaHUX BIJI
JaT4YMKa J0 NaHedl ynpaiiHHA. J[aHi MPOXOJATh yepe3 KilbKa MPOMIKHHUX
naHoK (By31u WPAN, mupokocMyroBuid KaHalsl, XMapHE CXOBHIIIEC Yy BUTJISAII
o3epa gaHux Toio). [Ipu BuOOp1 apxiTeKTypu MJsi MOOYIOBHU aHATITUYHOIO
pIIIEHHST XMapHOro CJIiJT BpaxoByBaTH e(eKT MaciiTaOyBaHHs. PimieHHs,
OPUNHATI HA PaHHIX eTanax MPOEKTYBaHHS, MOXYTh MNPUTOIUTUCS IS
necsatka loT-By3miB Ta OJHOTO XMAapHOTO KJacTepa, aje KOJIM KUIbKICTh
ki"eBux loT-mpuctpoiB 3pocTe 10 TUCAY, a CHUCTEMa TOYHE OXOIUIIOBATU
KUJIbKa reorpadiyHuX 30H, MacIITa0yBaHHS MOXE BUSIBUTUCS Hee(PEKTUBHUM.

AHamiTuyHl QYHKIII XMapHOi CHCTeMH (IIPOTHO3YBAaHHSI-BI/IIOBI/Ib)
MOXXYTb Ha0yBaTu KUIbKOX QopM:

cucmema npasu — BU3HAYaE 110 Ta NOBEPTA€ Pe3yJbTaT;
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MpukopaoHHWIA
abo TymaHHWI
BY30/

Natunk WPAN JlokabHi: WAN
¢inpTparnis
3HATTS | Ilepenaya | 36epiranns | | [lepemaval
II0Ka31B JTaHUX arperyBaHHs TIaHUX
1 yIakoBKa

TaHUX

MoBepHeHHs

Bignosiai <
NPUKOPAOHHOMY
KOMMOHEHTY

XmapHe cxoBuLLEe, Mepexa

: AHaniTm4HM cepsic
i MaCLIJTTGyBaHHﬂ

A

36epiranns | | [Mepesipka| |[IIporno-| |Bigmosigs| |Omosimenns
o3epa | syBanms [ ) N

JaHuX /

Puc. 4.17. TunoBa cxema nepeaadi JaHUX BiJ JaTYMKA JI0 XMapH

nomouHa o060pobka — TYT TIOAli, TakKi $K TIIOKa3aHHsA JaT4YMKIB,
nepesarThes MOTOKOBOMY  mporecopy. Ilmsix oOpobku € r1pad 3
orepaTopaMu SIK BY3JIH; MPH IIbOMY JIaHi IEPEXOASTh BiJl OJTHOTO OoIepaTopa
no iHmoro. KokeH By30J MICTUTh KOJ JJIsi MEBHOrO eramy OOpoOKH Ta
MOCUJIAaHHSI Ha HACTYNmHUM By30J y rpadi. Takuii rpad MoxkHA perulKyBaTH
Ta BUKOHYBATH IMapajielibHO Y KJIacTepi, TOMy HOro Mo)KHa MaciTabyBaTy Ha
COTHI KOMIT'FOTEPIB;

00pobKa CKIAOHUX nooill - 1Sl 4acTMHA CHUCTEMH 3aCHOBaHa Ha MOBI
3anuTiB BUCOKOro piBHA SQL Ta 3aiimaeThcsi 00poOKoro mojaiid. Bona
3aTOYEHA 11 HU3bKI 3aTPUMKHU;

Lambda-apximexmypa — 1 wMonens HaMaraetbcsi 30alaHCyBaTH
IPOIMYCKHY CIPOMOXKHICTh CHUCTEMH Ta pPIBEHb 3aTPUMOK, BHUKOHYIOUH
NakeTHy oOpoOKy Ta mapajiesibHi OOYMCIICHHS 3 BEJIMYE3HUMU Habopamu
JAHUX.

Cucrema npasu [1]

Cucmema npagun - 11¢ IPOrPaMHUM KOMITIOHEHT, SIKWM BUKOHYE SIKICh J1i
y BIANOBIAb Ha Tofii. Hampukiaa, sKIo BOJIOTICTh y KIMHATI MEPEBUIIUTH
50%, BrmacHuky HazacunaeTbess SMS. lleli MexaHI3M Ha3UBaIOTh CHCTEMOIO
ynpaBiaiHHsA Oi3Hec-npaBmwiamMu (anri. Business Rule Management System,
a6o BRMYS).

Jlesiki cuctemMu TpaBui MaioTh cTaH. Lle o3Hauae, 10 BOHU MOXKYTh
30epiraTé 1CTOpPit0 MO 1 BUKOHYBaTH PI3HI il 3aJ€XKHO BIJ iXHHOTO
MOPSIZIKY, KUIBKOCT1 YK XapakTepy iX HaaxokeHHa. CucreMu, Kl HE MarOTh
CTaHy, IMEPEBIPSIOTH JIMILE MOTOUHY moito (puc. 4.18).
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Puc. 4.18. [Ipuknaa npocToi CUCTEMH MPaBUIT

Y Hamomy TpUKIaIl pojib CHCTEMH MPaBWJI BHKOHyBaTuMe Drools.
Drools — me BRMS, po3poonena xkommaniero Red Hat 1 1o
PO3IOBCIOKYEThesl Mmij minensielo Apache 2.0. Ii npomucnosa Bepcis
HazuBaeThesa JBoss Enterprise. Bcei cBoi 00'ektu Drools 30epirae y poOouiit
nam'sTi; 1€ Takuid HaOlp Mo, HaAICIaHUX JaTYMKaMHM, sIK1 CJIiJI MIOPIBHATH
3aJI0BOJICHHS 3a/1aHOTO MPaBUIIA.

Drools niarpumye aBa BUIU 3YEIUICHHS: NpsIME Ta 3BOPOTHE. 3uenieHHs

— 1€ CcMoCi0 JIOTIYHOTO BUCHOBKY, 3alI03UYECHH 3 TEOpii 1rop.
[Ipu npsMomy 34YemyIeHHI JlaHl MPUNUMAKOThCA 10 THUX Mip, MOKU HE OyJe
chopMOBaHO JAHIIKOK mpaBuil. OcCTaHHS MOXe OYTH MOCIIOBHICTIO
oneparopiB if/then, sx Ha puc. 4.18. IlpsiMe 3uernyieHHS MOCTIKHO IIyKae
JIaHi, 1110 33JJ0BOJILHSAIOTH OJTHOMY 3 MapuipyTiB if/then, 11100 3aBepiuTy Jio.
3BOPOTHE 3YCIUICHHSI PYXA€ThCS Yy MPOTHIICKHOMY HAMpPSIMKY: BiJ Iii 110
JaHUX, a HEe HaBnaku. Huwkye HaBeJeHO MCEBAOKO/, 10 IEMOHCTPYE MPOCTY
CUCTEMY IpaBUII:

Smoke Sensor = Smoke Detected
Heat Sensor = Heat Detected

if (Smoke_Sensor == Smoke_Detected) && (Heat_Sensor == Heat_Detected) then Fire

if (Smoke_Sensor == Smoke_Detected) && (Heat_Sensor == Heat_Detected)
thenFurnace_On

if (Smoke_Sensor == Smoke_Detected) && (Heat_Sensor == !Heat_Detected) then
Smoking

if (Fire) then Alarm

if (Furnace_On) then Log_Temperature

if (Smoking) then SMS_No_Smoking_Allowed

MopentoemMo cutyaiiiro. Y siBiTh, 1I10:
Smoke Sensor (maTuuk 3aAMMIEHOCT1) BUMKHEHHUI;
Heat_Sensor (maTuuk Tersa) yBIMKHEHO.
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[Ipsime 34uerieHHs] 3yMUHUIIOCS Ha JIPYTiil yMOBI, pOOJIsiYd BUCHOBOK Yy
TOMY, IO TEMIIEpATypa 3alUCYETHCA 0 KypHAITY.

3BOpOTHE 3YCIUICHHS HAMarae€ThCs JOBECTH, IO OMAJICHHS YBIMKHEHO.
J171s1 IThOTO BOHO PYXA€THCS Y TPOTHIICKHOMY HATIPSIMKY:

1) Y1 MoxeMO MU JOBECTH, IO TeMIEpaTypa 3alMUCy€eThCs 10 KypHaTy?
[TornsaupTe HA HACTYITHUN KO/

if (Furnace_On) then Log_Temperature

2) OCKUIbKH TeMIleparypa 3amnucyeTbes B KypHal, ymoBa (Furnace On)
CTa€ HOBOIO METOIO:

if (Smoke_Sensor == !Smoke_Detected) && (Heat_Sensor == Heat_Detected) then
Furnace _On

3) MM BXE€ JOBEIM, IO OMNAaJeHHS BKIIOYEHE, TOMY HOBa yMOBa
CKJIajaeThea 3 1Box 4acThH: Smoke Sensor Ta Heat Sensor. Cucrtema
npaBuj po30HBae Moro Ha JIBi Lii:

Smoke_Sensoroff
Heat Sensoron

4) Terep cucTeMa MPABUJ HAMAraerbcs AOCITTH 000x nuien. Ilig yac
IILOTO MPOIIECY 3aBEPUTYETHCS JIOTIYHUIT BUCHOBOK.

[TpsimMe 34erIeHHs T03BOJISIE pearyBaTH Ha HOBI JaHi 3 1X HaJIXOIKEHHS,
III0 MO’KE€ TIPU3BECTHU J0 HOBUX JIOTITYHUX BUCHOBKIB.

Cemantnyna wmoBa Drools Oyma cmemiansHO —crpomieHa. Bona
CKJIQZIA€ThCS 3 TAKMX OA30BUX €JIEMEHTIB:

- cecli, 110 BU3HAYAIOTh MpaBUja 32 YMOBUAHHSIM;

- TOYKHU BXO]1Y, 10 BU3HAYAIOTh npaBuJa, K1

BUKOPHUCTOBYBAaTUMYThCS;

- YMOBHI Bupaszu (when);

- nii, mo BUKOHY0OThCA (then).

VY HacTynmHOMY TICEBIIOKO1 MPEACTaBICHO MpocTe mpaBuiio B Drools.
Omnepartig insert BUKOHY€E 3MiHY poOo4O0i mam'saTi. 3a3Bu4yail 11e poOUThCS y
pasi, KOJIU yMOBA BUSIBJISIETHCS 1CTUHHOIO.

rule "Furnace_On"

when

Smoke_Sensor(value &gt; 0) &&Heat Sensor(value &gt; 0)
then

insert(Furnace_0On())

end
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[licns BUKOHAHHS BCIX MpPaBWJ IporpaMa MOXKe 3pOOUTH 3amuT [0
pobouoi mam'ati, MO0 Ai3HATHUCS, SKI YMOBU BHUSBIUIMCS TiACHUMH. JIjis
IIbOT'0 BUKOPHUCTOBYETHCS HACTYITHUM CUHTAKCHUC:

qguery "Check_Furnace_On"
$result: Furnace_On()
end

Ile mpaBmiio Mae Ba MabIOHM:

- CUHTaKCUYHUW: (opMar JaHuUX, BIANOBIAHICTh, X€II, Jlarna3oH
3HA4YEHb,

- CEMaHTUYHMU: 3HAUYEHHS Ma€ BXOAUTH JI0 CIUCKY, a JIIYWJIbHUK
3HAYEHb 3 BHCOKOK TEMIIEPATYpPOI0 HE MOBUHEH nepeBHIIUTH 20 3a
ronuny. 1o cyTi e 3HauH1 MOli.

Drools miarpuMmye CTBOpEHHS IyK€ CKJIaIHUX Ta JOKJIATHUX MPABHUII,
Ui 30€epiraHHsl SKUX MOXE HaBITh 3HAJ0OMTHUCA OKpema 0asza JaHUX.
CemaHTHKa MOBH Tepe0ayae 1madaoHu, BXOIKEHHS B J1aa3oH, MiIpaxyHOK
KUIBKOCT1 CHpallbOBYBaHb IMpaBWiia, 3ICTABIEHHA THUIIB Ta pPoOOTy 3
KOJIEKIIIMHU 00'€KTIB.

Cno:xxuBaHus iHpopManii: MOTOKH, 00po0OKa Ta 03epa JaHMX

loT-npucTpiit 3a3Buyail 3'€qHAHUN 3 SKUMCh JaTYUKOM a0O0 1HIIUM
MPUCTPOEM, SIKUH BHUMIPIOE UM BIJICTEKYE YMOBU Yy pealibHOMY CBITL. Lle
POOUTHCSI ACMHXPOHHO IO BIJHOIICHHIO A0 IHIIMX TEXHOJOTiM I[HTepHery
pedeit. ToOTO, TATYMK HAMAra€eThCs TPAHCIIOBATU JaH1 HE3aJIEKHO BiJ TOTO,
ciayxae Moro xmapHuii ab0 TymMaHHMM By30j1. lle BaXJIMBO, OCKIJIBKH B
O0araTbOX OpTraHizalisX JaHi MarTh HAWOUIbIIY IiHHICTh. HaBiTh SKIIIO
OlIbIIicTh 1HGOPMALIll BUSBISETHCS HAAMIPHOI, Y SKHHWCh MOMEHT MOXE
CTaTUCS BOXKJIMBA MOJisA. Y 3B'SI3KY 3 IIUM JaH1 EPEAAIOTHCA SIK MOTOKHU.

[ToTik 1HpOpMali, 0 TEepeaeTbes 3 JaTYMKa B XMapy, CIIPUAMAETHCS
AK:

- TIOCTIMHUH Ta HECKIHUCHHMIA;

- ACHHXPOHHWU;

- HECTPYKTYPOBaHWUM YU CTPYKTYPOBAHHM;

- MAaKCHUMAJIbHO OJIM3BKHUH 0 PEXKUMY peaIbHOTo Jacy.

Panimie Mu Bxke 00rOBOPIOBAJIM YaCOBI 3aTPUMKH, BJIACTUBI XMapaMm. Mu
TaKOXX MI3HAIMCS, 10 TyMaHHI OOYMCIICHHS JOMOMAararoTh BUPIIIUTH IO
npoOnemy. Ase i 6e3 TYMaHHHUX BY3J11B pOOISATHCS 3yCHIUIA JJIsl ONTUMI3aIli
XMapHOi apXiTEeKTypH, 00 3a0e3MeUnuTH MIATPUMKY PEKUMY PEaTbHOTO
yacy B IHTepHeri pedeil. s mporo xmapa Mae BMITH TMpallOBaTH 3
Oe3nepepBHUM TIOTOKOM JaHUX. AJBTEPHATUBOIO € nakemHa o0OpooKa.
binbmiicts amapatHux miat@opM BUKOPHUCTOBYIOTH T1 CaMl METOAM POOOTH 3
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MMOTOKaMH, TEPEMIIIYIOUYH JaHl 3 OJHOTro OJIOKY B IHIIMM; TPH IIbOMY Ha
KOXXHOMY €Tarll iX HaJXO/KEHHS aKTHBY€ HACTYNHY (QyHKIi0. Baxmuum
€JIEMEHTOM 3HIDKEHHS 3arajlbHOi JIAaTeHTHOCTI € PETEIbHE BUKOPHCTaHHS
CXOBHIIA IAHUX Ta JIOCTYI A0 (hailJIoBOi CUCTEMHU.

VY 3B'3Ky 3 UM OUIBIIICTh MOTOKOBUX (PPEHMBOpPKIB BUKOHYIOTH CBOI
omepaimii B Mmam'siTi, HaMaralO4Wch TOBHICTIO BHUKIIOYUTH THMYacOBE
30epiranns iHopmarli y QaitnoBiit cucremi. BaxximBicTh 1bOrO MiAXOMY
HaroJiomyeTbest y crarti Maiikiia CroynOpeiikepa, Yrypa Kerintemena Ta
Crena 31oHika «8 BUMOT 0 OOpOOKH TMOTOKIB Yy PEXKUMI PEATBLHOIO 4acy»
(SIGMOD Rec. 34, 4, 2005). [IpoMy ma6IoHy crpHsie T00pe CIpOCKTOBaHA
yepra noBiJJOMJICHb.

[ToOymoBa ycminmHo1 XMapHOi apXITeKTYpH, 3JaTHOI MacIiTadyBaTucs Ha
COTHI Ta MUIbHOHM BY3J]iB, NOTpeOye peTenpbHOro IaHyBaHHA. [[o Toro x
MOTOKU JIaHMX PIJIKO OyBarOTh 1JICUIbHUMHU. Y CUTYaIlll, KOJIU COTHI THUCSY
JATYMKIB aCUHXPOHHO TNEpeAaroTh CBOI TMOKa3aHHs, AesKl JaHi OyayTh
ryoutucs (mpu BTpaTi 3B'SI3KY 3 JAaTYUKOM) MaTH HEKOPEKTHUM (opmar
(moMmJiKa mpH nepeAadi) abo HAIXOAUTH HE B TOMY MOPSAKY (SKIIO XxMapa
npuiiMae 1HQopMallito 3 KiIbkox Jukepen). [lorouHa cucreMa MOBUHHA SIK
MIHIMYM:

- MacmTa0yBaTHCh IIPU 3pOCTAaHHI Ta CIJIECKAX KIJIBKOCTI MOIIH;

- HaJaBaTH MOXJIMBICTh MyOmikamii/manucku y cBoemy API-

iHTepdeiici;

- MparHyTH 0 MiHIMI3allli 3aTPUMOK;

- 3a0es3nevyBaTy MaclITaOyBaHHs MTPaBUJI ONPALIFOBAHHS;

- MIATPUMYBATH 03€pa Ta CXOBUIIA IAHUX.

®ong Apache mnpomoHye KijbKa BIIKPUTHX MPOEKTIB (3 JIIIEH31€I0
Apache 2), sxi MalOTh JIOMMOMOITH IOOYyBaTH apXiTEKTypy IJIsi 0OpoOKU
notokiB. OmuH 13 HUX, Apache Spark, 00poOiisie manHi y BUTIISIII HEBEJIMKUX
naketiB. Ile Bkpaili 3pyyHO, KoM o0O0'eM mam'siTi B KJacTepl XMapu
oOmMmexxenuit (Hampukiagn, < 1 T6). @peitmBopk Spark BuKOHYe cBOi omeparlii
y Mmam'siTi, MO0 3HWKYE JIATEHTHICTh 1 3aJIEKHICTh BijJ (DaNIoOBOi CUCTEMH.
[TaketHa 0OpoOka maHux J00pe MIAXOAUTH TPU POOOTI 3 MOJCIAMHU
MalIMHHOIO HaB4yaHHs. [ligTpuMmKa mMakeTHUX JaHUX peaizoBaHa B
JEKUIBKOX MOJIEsX, TaKuX SK 3FOpTKOBa HEHpPOHHA Mepeka (aHrul.
Convolutional Neural Network). Ille oxnieto ampTepHaTHBOIO Big Apache €
mpoeKkT Storm, SKU HaMaraeTbCsli MAaKCUMalbHO HAOMM3UTH XMapHI
oOuHMCIeHHs 10 peXumy peanbHoro dacy. Ha Bimminy Bix Spark, BiH Mmae
Hu3bKOpiBHEBUM API-inTepderic 1 00po06iisie maHi y BUTIIAI BEJIUKUX HAOOPIB
noaii, He pos30OuBaroun iX y mnaketu. lle mo3Bossie JOCSATTH HU3BKOI
JATEHTHOCT1 (MEHIIIE CEKYHIH).

[Ilo6 ckopmiroBaTH maHi GhpelMBOpKaM JJii OOpOOKH TOTOKIB, MOXKHA
BukopuctoByBatu Apache Kafka ab6o Flume. Apache Kafka — me uepra
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MQTT, sika npuiimMae nokazaHHs 3 pi3HUX [oT-naTyuKiB Ta KIEHTIB, a MOTIM
nepenae ix y Spark abo Storm. MQTT Hne 3aiimaeTbesa Oydepu3aiiiero, ToMy,
AKIIO 3 XMapol B3aEMOMIIOTH THUCSAYl KJIIEHTIB, HaAM 3HATOOUTHCS SIKACh
CHUCTEMa, sKa HAKOMWYyBaTUME IMOBIMOMJICHHS 3 BXIJAHOTO MOTOKY. lle
no3BoiuTh Kafka wmacmraOyBaTvcs 3ajeXHO BiJ HaBaHTAXCEHHS Ta
HaJISKHUM YMHOM pearyBatu Ha cruiecku nofii. Kafka miarpumye motoku Ha
mBuakocti 100000 moBigomiieHb B CEKYHIy. 3 1HIIONO OOKY, MH MaEeMO
posnoaineny cucremy Flume, ska 30upae, arperye Ta mepemimiae JaHi 3
OJTHOTO JDKepena 0 1HIIOro; il MPOCTIlIe BUKOPUCTOBYBATH 13 KOPOOKH.
Bona Takox mae ticHy iHTerpanito 3 Hadoop. Flum macmiraGyerbes He Tak
nobpe, sk Kafka, ockiibku j0/1aBaHHS HOBUX CIIOKMBA4iB BHMAara€ 3MiHH
apxitektypu cuctemu. O6muaBa (peiiMBOpKHM 34aTHI 30epiratd MOTOKU Y
ImaM'saTi, He CKUIAI0YH 1X Ha JUCK; aje 3a3BHYai 1€ HE BIAIUH IMIX1J, TaK K
MOKa3aHHS JaT4yMKIB, SIKI BEAyTh Mepeaadyy OJHOYACHO, JOIUIbHIIIE
30epiraTu y BUTJIAIL, SKOMOTa OJIMKYOMY JI0 OpUTIHATY.

Sxmo gama loT-cucrema ckiamaeTsecsa 3 TUCSIY YU MUJIBLMOHIB JTaTYHKIB
Ta KIHLIEBUX BY3JIB, Y XMapHOMY CEpPEIOBHUILl € CEHC BUKOPUCTOBYBATH
o3epo JaHux. Ozepo OaHux — 1€, TO CYTI, BEJIWYE3HE CXOBHUIIE, KYyIH
CTIKa€eTbCSI HeoOpoOJsieHa 1 HeBAPIIbTpOBaHA 1HQoOpMala 3 OaraThbox
mxepen. Ha BiagMiHy Bija 3BHYalHMX (DalJIOBUX CHUCTEM, BOHO aOCOJIFOTHO
IJIOCKE 1 HE MIATPUMYE i€papXii, TOMIB, JUPEKTOPid, (ainiB Ta mamok. s
CTPYKTYPYBaHHSI BMICTY KOXXHOTO 3alUCy MPHUKPIILIIOETHCS  €JIEMEHT
MeTtaaanux (spiuk). Knacuunum nmpukiiaioM o3epa nanux € Apache Hadoop,
X0ua MPaKTUYHO BCl XMapHI MpOBailiepu BUKOPUCTOBYIOTH 1[I0 MOJENb Y
TOMY YH 1HIIIOMY BUTJISIII.

O3zepo pgaHuX BIAMIHHO MIAXOAUTH A [HTEpHETY peueH, AO3BOJISIIOYU
30epiratu 1H(pOpPMaIliF0 HE3aJIeKHO BiJl TOTO, CTPYKTYypOBaHa BOHa 4uu Hi. Bci
JlaHI B HhOMY BB@)KAIOThCS I[IHHUMH Ta 30€piraroThCsl Ha MOCTIMHINA OCHOBI.
Take ckymueHHs iHdoOpMaIii € ONTUMAIBLHUM JJII CUCTEM aHalli3y JaHUuX.
Skictb poOOTHM aNrOpUTMIB 3aNIEKUTh BiJI O0OCATY [JaHUX, SKI BOHHU
CIIOXKMBAaIOTh 400 BUKOPUCTOBYIOTH JIJIs HABUAHHSI CBOIX MOJIEJICH.

Ha puc. 4.19 mpencraBieHO KOHIENTyaJlIbHY apXITEKTypy Ha OCHOBI
TpPaAUIIHOT MMaKETHOI Ta MOTOKOBOiI 00poOKHu. O3epo AaHMX 3alOBHIOETHCS
3a gonomMororo ek3emiuiapa Katka. Xmapa Kafka nagae naketHuit intepdeiic
1o Spark Ta mepenae gaHi 40 CXOBHIIIA.

KoMmnoHeHTH BUKOPUCTOBYIOTh CTaHAAPTHI 3’ €AHAHHS, TOMY TOMOJIOT1I0
I1€1 apXITEKTypH MOXKHA MOAM(DIKYBaTH KUJIbKOMa CIIOCO0aMHU.
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Puc. 4.19. [Tpunun nomadi JaHUX A0 XMapPHOTO CXOBHIIIA.
Spark rpae posb TOTOKOBOTO CEpBICY

4.3.3. O0podKka ckIaTHUX MOTiH

O6poodxka ckmaanux noaid (Complex event processing, abo CEP) — 1e
e OJHAa aHaJITHYHA CHCTEMa, SKa BHUKOPHUCTOBYETHCS IS PO3Mi3HABAHHS
11a0JIOHIB.

VY 1990-x pokax. ii mo4yaJii BUKOPUCTOBYBATH Y JUCKPETHO-TIOIIAHOMY
MOJICTIOBaHHI Ta TOPriBJl Ha (POHAOBOMY PUHKY. 3a CBOEIO MPUPOJIOI0 BOHA
JI03BOJISIE AHAJII3YBATH JKUBI MOTOKU JIAHUX Yy peanbHoMy 4daci. COTHI 1 TUCSUI
noAid, W0 HAAXOIATh Y CHCTeMY, OUIBTPYIOTBCS Ta OYHUIIAIOTHCA,
NEePETBOPIOIOYNCH Ha TMOJ1i BHIIOTO PIiBHSA — aOCTPaKTHIII, HIXK BHXiAHI
noka3anHs AaTuukiB. Cucremu CEP 3a0e3nedyroTh MIBUIIINAN aHAII3 HaBITh
y HOpiBHHHHi 3 TIOTOKOBMMH TIPOLIECOPAMH, SIK1 MOXYTb ONPALIOBATH TIOJII O
B MeXax KiJIbKOX MuTiceKyH[. Aue, Ha BiaMmiHy Big Apache Spark, cucremu
CES MawTh MeHIy HaAMIpHICTH 1 3JaTHICTh 10 JUHAMIYHOIO
MaciTaOyBaHHS.

Cucremu CES BukopuctoByioTh SQL-momiOHI 3amuTu, NpoTe 3ajaaHi
mabyioHu ado MmpaBujia IIYyKalThCs HE B 0a3l JaHMX, a Y BXiAHOMY IOTOII.
CEP cknagaetbcs 3 KOPTEXKY (OKpPEMOro €JIEMEHTA JIaHUX 3 YaCOBOIO MITKOIO)
1 BUKOPUCTOBYE PI3HI aHANITU4YHI I1a0JIOHW, OMMCaHI HA TMOYATKY I[HOTO
pO3/LTy, SIKI JH00pe MOETHYIOTHCS 3 KOB3HUMHU BIKHAMHU MOAIN. 3a CBOEIO
CEMaHTHUKOIO0 MOBa 3amUTIB cxoxka Ha SQL, ane mpaiftoe 3Ha4HO MIBUIIIE 32
3BUYAiiHI 0a3W JaHUX, TOMY BCl MpaBWiia Ta AaHl 30epiraroThCs B Mam'siTi
(3a3Buyail ycepenuni OaratorirabaiitHoi bJ[). KpiM Toro, naHi moBuUHHI
MOCTAaYaTHCs Cy4aCHOK CHCTEMOIO IMTOTOKOBHUX MOBIIOMIICHB, K Kafka.

Cucremu CEP miarpumyroTh Taki omepariii, sk KOB3HI BIKHA, 3'€ JHAHHS
Ta BUSBICHHS MOCHiIoBHOCTEH. KpiM TOro, sK 1 CHCTEMHU MpaBWI, BOHH
MOXYTh TIOKJQJaTHCs K Ha TMpsMe, TaK 1 3BOPOTHE 3YEIJICHHS.
[IpomucnoBum cranmapTom y mii ramysi € cucrema Apache WSO2 CEP, sika
y noegHanHi 3 Apache Storm 3matHa 00po06sTH MOHAM | MUTBMOH TOMAIN Ha
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CEKyHIY, HE BUKOPHUCTOBYIOUM MPHU LILOMY MOCTIMHE CXOBHUIIE. Y CHUCTEMI
WSO2 BukopuctoBytotbcst SQL-3amutu, ane BOHAa TaKoX MIATPUMYE
ckpunitu Ha MoBax JavaScript Tta Scala. Ille omniero ii mepeBarow €
MOJXJIMBICTh PO3IIUPEHHS (YHKIN 3a JOMOMOTOK0 TakeTy IijJ Ha3BOKO
Siddhi, sikuit Haja€e Taki MOCIYTH:

re0JIOKAIIIS,

00poOKa MPUPOTHOT MOBH;

MAaIlIMHHE HaBYaHHS;

KOpEJISALIS Ta perpecis YaCOBUX PSIJIIB;

MaTe€MaTU4HI onepariii;

pobora 3 psakamu Ta RegEx.

ApPXITEKTOp MOBUHEH PO3YMITH, y SIKMX CUTYaIlsIX CIiJ] 3aCTOCOBYBATH
cucremu npaswi ta CEP. fkmo ymoBa omepye mpocTMMHU ITOKa3aHHSIMU,
TaKUMU SIK J1al1a30HU TEMIIepaTyp, CUCTeMa Mo30aBiieHa CTaHy 1 MOe OyTH
pealli3oBaHa 3 ypaxyBaHHSM Mpoctoro MexaHizamy BRMS. fkmio cucrema
30epirae TUM4acoBi AaHi abo psij craHiB, ciig BukopucroByBatu CEP.

Lamda-apxiTektypa [1]

Lambda-apxitekrypa Hamaraerbcs  3HAWTH  KOMIPOMIC  MIDX
JATCHTHICTIO Ta MPOIYCKHOI crpoMoxkHicTio (puc. 4.20). Ha upomy
PUCYHKY TaKETHHWH piBeHb MICTUTh AaHl B cxoBuill HDFS, a moTokoBwmii
pPIBEHb MEpeaae CBOi pe3ysibTaTu 0e3MocCepeHbO CUCTEMI aHalli3y B PEKUMI
peanbHOro 4Yacy, BukopuctoByroun Spark. ITo cyri Lambda-apxitekrypa
MO€EIHY€E TTAKETHY 1 MOTOKOBY OOpPOOKY. 3a aHaJOTIEIO 13 3arajbHOK XMapHOIO
tonosioriero OpenStack Ta iHmMX XMapHux ¢peitmBopkiB Lambda 30epirae
CIIO’KMBaHI JIaHi y PEeno3uTOopii, TOCTYITHOMY JIUIIIE YNTaHHS. Taka TOIoJoris
CKJIQJIAE€THCS 13 TPHOX PIBHIB:

llakemnuti pieenv — 3a3BUYall IPYyHTyeTbcsi Ha Kiactepax Hadoop.
O6pobka y HbOMY BiOyBa€eThCsl HabaraTo MOBLIBHIIIE, HIXK HA MTOTOKOBOMY
piBHi. [lpuHOCAYM B JKEpTBY JATEHTHICTh, BIH MAaKCHUMI3y€ MPOIYCKHY
3JIaTHICTH Ta TOYHICTE.

Ilomounuti pigenv — 11e TOTIK JaHUX, Kl MPOXOAATH 4Yepe3 NaM'aTh Y
peanbHOMY 4Yaci. [aHi MOXYTb T'yOUTHCS, MICTUTA TOMHWJIKH Ta HaJIXOJUTH
HE B TOMY mopsanky. Sk mu Oaumnu, Apache Spark Hagae BiAMIHHY cUCTEMY
00pOOKH MOTOKIB.

Cepsicnuti pisenb — TYT BIAOYBa€eTbCa 30€peKEHHS, aHam3 Ta
Bi3yasli3ailisi [aKkeTHUX Ta T[IOTOKOBUX pe3yJbTaTiB. 3a3BuU4yail TYT
3aCTOCOBYIOThCS Taki KomroHeHTH: Druid (Hamae 3acobu 00'eqHaHHS
MaKeTHOr0 Ta MOTOKOBOro piBHIB), Apache Cassandra (MacmitaboBana 6a3za
nanux) Ta Apache Hive (oBrorpuBaie CXOBHIIE JaHUX).
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Puc. 4.20. Cxnamnomti Lambda-apxitekrypu [1]

Lambda-apxiTekTypu 3a CBOE€ TPUPOAOID MAIOTh  IIiIBHUIICHY
CKJIQJIHICTh, SIKIIIO TTOPIBHIOBATH iX 3 THIIMMM aHATNITUYHUMU cucTemaMmu. Lle
riOpuaHUNA MIAXiA, [ YCHIMIHOI peaii3ailii sSKoro MmoTpiOHI J0JaTKOBI

pecypcu.

MamuHHe HaB4YaHHA B [HTepHeTI peuei

OcTaHHIM YacoM MAallMHHE HABYAHHS MOYaJIHd IIMPOKO 3aCTOCOBYBATH
JUTsl aHamizy naHux IHtepHery pedeil. OqHaK OCKUIBKM METOAM MAIMHHOIO
HABYaHHS JIE€TalbHO BHUBYAIOTHCA y paMmkax Kypcy «CHCTeMHU IITY4YHOrO
IHTEJIEKTY», TO Y IIbOMY MOCIOHUKY X pO3IJIsiaT HE OyAeMO.

4.4. Big Data B InTepHerTi peueii

Tepminom Big Data (''Besiuki gaHi'') okpeciooTh rpyny TEXHOJOT1H Ta
METO/IIB, 3a JOMOMOTOI SKHX aHalli3yloTh Ta OOpOOJISIIOTH BEIWYE3HY
KUTBKICTh JIaHUX, SK CTPYKTYpOBaHUX TaK 1 HECTPYKTYpOBAHUX, JJIA
OTPUMAaHHS SAKICHO HOBUX 3HaHb. SIKIO MiJICyMyBaTH, TO i€ iH(OpMaIis, 1110
HE IT1JIJTa€ThCS 00pOOITl KITAaCHIYHUMHU CIIOCO0aMM Yepe3 ii BEMUEe3HUM 00'eM.

4.4.1. OcuoBHi xapaktepuctuku Big Data

JlaBaiite aetanbHilIe po30epemMocs, Kl XapaKTepUCTUKU MaloTh JaHi,
SKI MOXKHa BigHecTH B Kareropito Big Data. Ock n'amwe kiouosux ymos
(xapaxkmepucmuk), siKi wie nasusaroms "n'smo V" [28]:

Volume (00'eM) — HakomwueHa 0a3a JaHMX OXOIUIIOE HACTUILKH
BEIIMKHUI 00csT 1HPopMaIlii, 1110 WOro MPaKTUYHO HEpeaTbHO OOpOOJSITH Ta
30epiraTd TpaJAMIiMHUMHU crioco0amMu. [[ns HHX MOTPIOGH 30BCIM HOBHUM
M1X1/1 Ta BAOCKOHAJIEHI IHCTPYMEHTH.
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Velocity (mBuakicTh) — I XapaKkTEpUCTHKA BKa3y€ Ha INBUIKICTH
HAKOIMWYEHHS JaHUX, sIKa MOCTIHHO 30ubiyeThes. Hanpukian, 90 BiacoTkiB
BCi€i 1H(pOpMallii, KO OIepye JIOACTBO, 310paHO 3a OCTaHHI JIBA POKH.
Takox 1S XapakTepuCTHKa Ma€ Ha yBa3l IMIBUAKICTb OOpPOOKH JaHUX.
OcTtanHIM YacoM 30UIBIIYETHCS IONMUT Ha TEXHOJOTIi, MO JO3BOJISIIOTH
BUKOPHUCTOBYBAaTH 0OpOOKY JAaHHUX B PEKUMI PEATBHOTO Yacy.

Variety (pi3HOMAaHITHICTB) — MOXIJIHMBICTH OJHOYACHO OOPOOIATH
CTPYKTypOBaHy Ta HECTpyKTypoBaHy iHpopMmario. CrpyKkTypoBaHa
iHdopMmallis — 1€ Taka, sIKy MOXHa kiacudikyBatu. Hampuknan, e moxe
Oytu iH(Dopmarllist 3 0aHKIBCRKOI 0a3W JaHWX, A€ YITKO BKA3aHWU TEPENTiK
KJIIEHTIB Ta 1XHI (D1HAHCOBI TPaH3aKIIii.

HectpykTypoBana iH(opMallisi OXOIUTIOE Pi3HOMaHITHI MacHMBH JaHUX,
Taki K GoTo, BiZco, TEKCTOBI 3aMKMCH Ta 1HIN JaHi. Halikpammm npukiagoMm
€ cowianbHi Mepexi. i 00'em ckimagae npubmzHo 80 BifCOTKIB Bij BCi€i
iHdopmauii. HectpyktypoBana iHdopmarlist noTpedye KOMILUIEKCHOTO aHaI3y
nepea MOKIIMBICTIO 11 BUKOPUCTAHHS.

Veracity (mocToBipHicTh) — OCKUIbKH 00CsT iH(pOpPMAIlT TOCTIHHO
30UIBLIYIOTHCS, BaXKJIMBE MICIE 3aiiMae BUOKPEMJICHHSI TOCTOBIPHUX JaHUX.
AkicTe 3adIKCOBAaHUX JAaHUX MOXE CHJIBHO BIJAPI3HIATUCA, THM CaMHM
BIUTMBAIOYM HA TOYHUHN aHaJI3.

Variability (MinamBicTB) — HEBIIMOBIAHICTh 1HPOPMAIIT YCKIIaIHIOE Ta
MOACKY/IM 3aBa)Ka€ Mpoiiecam oOpOoOKH Ta YIIPABIIHHS JJAHUMHU.

Buxoasuu 3 BHIllEHa3BaHUX BU3HAYE€Hb, OCHOBHI MPUHILMIKN POOOTH 3
BEJIMKUMU JaHUMU TaKi:

I'opuzonmanvna macwmabosanicms. lle — 0a30BU  TPUHIMI
00pOOKHM BEMKHUX JJaHUX. SIK Bke OyJi0 3a3HaU€HO, BEIMKUX JAaHUX 3 KOXKHUM
JTHeM cTae Bce Ouapine. BiamoBiHO, HEOOXIJHO 301IBIITYBAaTH KUIBKICTh
OOUYMCITIOBAIBHUX BY3JIIB, 3a SKUMU PO3MOAUISIOTBCSA Il JIaHl, MPU YOMY
00poOKa Mae BiI0yBaTUCH 0€3 MOTIPIICHHS NPOIYKTUBHOCTI.

Biomoeocmiiikicme. 1leit mpuHIUIT BUTIKAE 3 monepeaHboro. OCKiIbKU
OOUYHCITIOBAIBHUX BY3JIB Yy KJacTtepli Moxke Oyrtu Oararo (iHOMAI JECATKH
TUCAY) Ta iX KUIbKICTh, HE BHUKIIOYEHO, OyJe 301JbIIyBaTUCh, 3POCTAE
MMOBIpPHICTh BUXOAY MAalluH 3 jJaay. MeToau poOOTH 3 BEJIMKMMU JaHUMU
MalOTh BpaxOBYBaTH WMOBIPHICTh TaKUX CHUTyalii 1 mnependayaTu
IIPEBEHTUBHI 3aX0/IH.

Jlokanvnicms oanux. OCKUTbKY J1aH1 PO3MOAUICHI MO BEJIUKIN KiJTBKOCTI
OOYHCITIOBAIBHUX BY3J1B, TO, SIKIIO BOHU (DI3UYHO 3HAXOMASATHCS HA OJHOMY
cepBepi, a 0OpoOISAIOTHCS HA THIIIOMY, BUTPATH Ha Tepeady JaHUX MOXKYTh
OyTH HEBUIIpaBIaHO BEIUKUMU. ToMy 00pOoOKYy JaHuX OaxkaHO MPOBOJIUTH Ha
TIM JK€ MaIlMHI, Ha K1 BOHU 30€pIraloThCs.

I{i mpuHIMIN BIAPI3HAIOTHCS BT THX, SIK1 XapaKTEepHI JJIs TPAJAUIINHUX,
IIEHTPaTi30BaHUX, BEPTUKAJIbHUX MoJEenen 30epiraHHs nobpe
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CTPYKTYpOBaHUX JaHWX. BracHe, i poOOTH 3 BEIUMKUMH JaHUMHU
PO3pOOIISIOTHCS 1 1HIII TIXOU Ta TEXHOJOTI].

HeckinuenHo Benukuit iHGopmalliiiHuil NoTiK, sSIKUW CKJIaJae OCHOBY Big
Data, no3Bosisie HaM OTPUMYBAaTH KapJAWHAIBLHO HOBI 3HAaHHA, AKI Oynu
HEJIOCTYIIHI 111€ KUJIbKa POKIB TOMY.

4.4.2. 3aranpHa xapakTtepuctuka npomecy Data Science

[Tporec Data Science 3a3BudYaii CKIaaEThCS 3 MIECTH KPOKIB, K BUIHO
31 cxemu Ha puc. 4.21. 3apa3 Mu KOPOTKO PO3TIITHEMO OCHOBHI MyHKTH [28].

Mpouec data science 1

—{ 1: NMpU3IHAYEHHA HMETH J0CHinHeHHA I

—{ 2: 30ip paHux

—[ 3: Miaroroeka naHux

—{ 4: Nocnig#eHHA naHux

—{ 5. MogenmoBaHHA AaHWX

—— S ——

—[ 6: BinodpaXeHHA 1a agToMatM3Iadin I

Puc. 4.21. IIpouec Data Science

1. [Ipu3HaYeHHS MEeTH JOCJiIKEHHSI.

Meronu Data Science  3acTocoByeThCS B OCHOBHOMY B KOHTEKCTI
opranizamiii. Konu Gi3Hec mpornoHye BaM B3sATHCS 3a IpoekT Data Science
BU CIIOYATKY FOTY€ETE MPOEKTHE 3aB/IaHHA. Y MPOEKTHOMY 3aBJIaHHI OINKCAHO,
10 BU 30MpaeTecs JOCIHIKYBaTH, SIKY KOPUCTb 1€ NMPUHECE KOMIaHIi, Kl
JaHl 1 pecypcd BaM OyAyTh NMOTPiOHI, MPEACTABICHUN KaJeHIapHUN IUIaH
POOIT 1 ONTKUC BUXITHUX PE3YJIbTATIB.

2. 30ip maHux

Ha nmpyromy erami mpoiiecy BiiOyBaeTbes 30ip AaHUX. Y MPOEKTHOMY
3aBJIaHHI 3a3HA4YEHO, SK1 JaHl BaM OyayTh MOTPiOHI 1 Je iX MoxkHa 3HaiTH. Ha
IIbOMY eTali BH BXHMBAa€Te€ 3axOJlIB JO TOro, m00 daHli MOTIJIH
BUKOPHCTOBYBATHUCS Y Ballllid mporpami, 110 O3HA4Ya€ MEPEeBIPKY 1CHYBaHHS,
SAKOCT1 Ta JOCTYMHOCTI AaHuX. [laHl TakoX MOXYTh HaJaBaTUCSA TPETIMU
CTOpOHAMHU 1 ICHYBaTH B pi3HUX (hopmax, Bia Tabmmis Excel g0 pizHoro poay
0a3 JaHux.
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3. IlixroroBKa NaHUX

[Iporec 300py MaHMX CXWJIBHHM 10 TOMMJIOK;, B I (a3l JOCIiIHUK
MIJIBHUINY€E SKICTh JAHHUX 1 TOTYE iX J0 Mojaibinoro Bukopuctanus. Lla daza
CKJIQJIa€ThCA 3 TPbhOoX Tiada3: OUMINECHHS JaHWX BHUAAISIE HEKOPEKTHI
3HAUEHHSA 3 JpKepeja JaHuX 1 YCyBae pO30DKHOCTI MDK JDKEpernaMH,
IHTerparmiss JaHUX pO3IMHUpPIOE 1H(OpPMAIlI0 3a JOIMOMOTOK 00'eTHAHHS
iH(popMaIlii 3 IEKUIBKOX JHKEpE, a MEPEeTBOPEHHS JaHUX TapaHTye, M0 JaHi
3HAXOMASTHCS B MOTPiIOHOMY (popMaTi st BUKOPUCTAHHS B BAIlIUX MOJIEIISX.

4. JlocaigsKeHHsI JaHUX

JlocmipkeHHS MaHWX CHOPSMOBAaHE Ha JOCATHEHHsS OUIBII TJIMOOKOTO
po3yMiHHS JaHuX. Bu Hamaraerech 3p03yMITH, SIK 3MIHHI B3a€EMOJIIOTH OJIHA
3 OJHOIO, OI[IHUTH PO3IMOJII JaHUX 1 BU3HAYUTU HASABHICTH BUKHUAIB. JlJist
IbOIO B OCHOBHOMY BHKOPHCTOBYIOTHCS OIMCOBI CTaTHUCTHKH, Bi3yallbH1
METOAM 1 Tpocte MojaemoBaHHA. Lleil Kpok YacTto mO3HAYaeThes
ckopoueHHsiM EDA Bin «Exploratory Data Analysis («10caiTHUIIbKUI aHaITI3
TAHHUX»).

5. MoaesroBaHHs 1aHuX 200 mo0ya0Ba Moaei

VY miii a3t MoaentoBaHHA 3HaHHS MPEAMETHOI 00nacTi Ta 1H(popMalis
Opo JlaHl, OTpUMaHa Ha TOMNEPEIHIX eTanax, BUKOPUCTOBYIOTHCS s
OTpPUMAaHHs BIAMOBIJAI HA MUTAaHHS JOCIDKEHHSA. B X0ai MojentoBaHHS
BUKOPUCTOBYIOTHCSI METOJM 3 OOJACTI CTAaTUCTUKH, MAIMHHOIO HaBYaHHS,
ToCHipKeHH oneparliii 1 T. 1. [loOygoBa Mojieni € iTepaTUBHUM IIPOLIECOM, B
X0/l SIKOrO JOCJIJHUK BHOMpA€E 3MiHHI JJIi MOJIEJN, 3aCTOCOBYE MOJENb 1
MPOBOJAUTH J1arHOCTHUKY MOJIEIII.

6. BinoOpaxxeHHs i aBTomMaTu3amist

Haperri, pe3ynbpTaTtu 10C1KEHHS TOBUHHI OYTH TIpeJIcTaByIeH] Oi13Hec-
ctopoHi. Taki pe3yJbTaTd MOXYTh ICHYBaTH B pI3HUX (Qopmax, BiJ
Ipe3eHTalll 70 3BITIB MO HAYKOBO-IOCHIAHIA poOoTi. [HOAI BHUKOHAHHS
IPOLIECY JIOBOJUTHCA AaBTOMATU3yBaTH, TOMY IO OI3HEC-CTOpOHA Xoue
BUKOPUCTOBYBAaTHU 1H(POpPMAIII0, OTPUMaHy B 1HIIOMY MPOEKTi, a00 3aIisATh
poboumii mpoliec, SKUi BUKOPUCTOBYE Pe3yJIbTaTH BaIllOl MOJIEIIIL.

ITeparuBHUII XapakTep npouecy

Hagenenwmii onmc nporecy Data Science morke CTBOPUTH BpaXKEHHSI, 110
nporec Mae JIHIMHUN XapakTep, aje B JIHCHOCTI JIOBOJMTBHCSA YacTo
NmoBEpTaTUCS Ha3aj 1 moch nepepodssitu. Hanpuknan, B ¢a3i gocmipkeHHs
JTAHUX MOXKYTb BUSIBUTHCS] BUKHUIH, SIKI BKa3yIOTh Ha TOMUJIKUA IMIOPTYBaHHS
nanux. B xoni nporecy Data Science Bu orpuMyete HOBY iH(poOpMaIlito, sika
MOXX€ TOpoAuTH HOBI mutaHHs. [1]o0 Bam He g0BenoCs MEpepoOIsSITH BKE
BUKOHaHY pOOOTY, MPOCTEXKTE 32 TUM, 1100 MUTaHHS 3 OOKY Oi3HECY 3 camoro
MoYaTKy OyJIM BU3HAUEHI IOCUThH SICHO 1 JIOKJIAJTHO.

Omxe, Tenep cyrh mpormecy Data Science tpoxu mposicHHIacs 1 Mu
MO>KEMO TEPEUTH JI0 OTJISITY METO/IB.
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4.4.3. Texnouorii Ta Tenaenuii poooru 3 Big Data

Big Data mpaiitoe 3a NpUHLIKIIOM YUM OUIBIIOI KUIBKICTIO 1HGOpMAIIii
MU BOJIOAIEMO, THM TOYHINIMA TPOTHO3 MOXIMBO 3pooutn. Takox
MOXXJIMBICTh TIOPIBHSHHSA TIEBHHX JaHUX Ta B3a€EMO3B'SI3KIB MDK HUMU
JI03BOJISIE 3HAMTH 3aKOHOMIPHOCTI, sIKI OynM MpuxoBaHi 10 Iboro. Bcee e
3abe3nedye TIMOWHHE PO3YyMIHHSA TPOOJIeM Ta, B KIHIIEBOMY pe3yibTaTi,
JI03BOJIIE 3HAWUTU pIlICHHsS, a00 MOXJIMBOCTI KepyBaHHS MOTPIOHUMU
IIpOIIeCaMH.

HaityacTime nporec 06poOku BeIMKUX 00'€MIB JaHUX BKIIOYA€E B cede
noOy/IoBy MoOJieJied Ta 3alyCK CHUMYJAILINA, i 4Yac SKAX IOCTIMHO
3MIHIOIOTBCS KJIFOUOBI HAJAIITYBAaHHS, MpPU ILBOMY CHCTEMa MOCTIMHO
BIJICJIIIKOBY€E, SIK Il 3MIHUM BIUIMBAaIOTh HA MOXJIMBUN pe3ynbraT. lle Bce
B1JIOYBA€ThCS B ABTOMAaTUYHOMY pPEXKHUMI, JOINOKH HE OyJe 3HaiJIeHO
KJTFOYOBHI MOMEHT, SIKUH JOTTIOMOKE BUPIIITUTH TIOCTABJICHY 3a/1a4y.

OcCKUTbKM TIepeBakKHA OUIBIIICTh JAHUX € HECTPYKTYpOBaHA, TO IS
NIEPETBOPEHHS iX y TaKi, IO CIPUHMATUMYThHCS JIFOABMHU, BUKOPUCTOBYIOTHCS
HalCyJacHim TexXHoJorli aHam3y. Jlo HUX MOXKHa BIJHECTH IUTYYHUN
1HTEJIEKT Ta MAallIMHHE HAaBYaHHSI.

[ToyaTkoBO y CYKYMHICTh MiAXOJIB 1 TEXHOJOTIM BKJIIOYAIHUCH 3aCO0U
MacOBO-TIapaJieIbHOT 00pPOOKH HEBU3HAYEHO-CTPYKTYPOBAHUX JIAHUX, TaKi K
CYBJ NoSQL, amroputmMu MapReduce 1 3acobu npoekry Hadoop. VY
NOAAJBIIOMY JIO0 TEXHOJIOT1M BEJNMKHX JIaHMX IOYaldd BIJHOCHUTH W 1HIII
pILICHHS, IO 3a0e3MeYyTh CXO0XI1 3a XapaKTePUCTHUKAMH MOXKJIHMBOCTI
00pOOKM HAJBEJIMKUX MACHUBIB JIAaHHMX, & TAKOX JICSKI arlapaTHI 3aCOOM.

MapReduce — mojenb po3noAiIeHnX O0YHCIIIOBAHb Y KOMIT FOTCPHUX
KJIacTepax, IpejcTaBiieHa KoMiaHiero Google. 3riiHO 3 M€ MOJEIIIIO,
JOJIATOK PO3JAUISIETbCS HAa 3HAYHY KUIBKICTh OJIHAKOBHX €JIEMEHTapHHUX
3aBJiaHb, 1110 BUKOHYIOTHCS Ha BY3JIax KJIacTepa 1 MOTIM, MPUPOIHIM HUISIXOM
3BOJIUTHCS Y KIHIEBUM pe3ysIbTaT.

NoSQL (Bix arrin. Not Only SQL, ue ymume SQL) — 3arainbpHuiA TEpMiH
JUTS PI3HUX HEPEJSIIIIMHUX 0a3 TaHUX 1 CXOBUII, HE O3HAYAE SIKYCh KOHKPETHY
TEXHOJIOTII0 UM MPOAYKT. 3BUYAMHI pelisiiitHi 0a3u JaHux J00pe MiaXoasiTh
JUIS JOCHTh IIBUJAKUX 1 OJHOTHUITHUX 3alUTIB, a Ha CKJIQJAHUX 1 THYYKO
noOyJ0BaHUX 3alHTaXx, XapakTepPHAX JIA BEMKUX JAaHUX, HABAHTAKCHHA
nepeBHIye po3yMHi Mexi 1 Bukopuctanus CYB/] crae HeeeKTUBHUM.

Hadoop — HaGop yrtwmit, 6i0miorek 1 (peHMBOpPKIB, IO BiJIBHO
PO3MOBCIOKYETHCSA, I PO3POOKH 1 BUKOHAHHS PO3MOAUICHUX MPOrpam, siKi
MpaIfloI0Th Ha KJacTepax 13 COTeHb 1 TUCAY BY3JiB. BBakaeTbcs OfHIEIO 3
OCHOBOIIOJIOKHHUX TEXHOJIOT1M BEIUKUX JTaHUX.
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R — MoBa mporpamyBaHHS JJIs1 CTAaTUCTUYHOI 0OPOOKH JTaHUX 1 pOoOOTH 3
rpadikoro. IInpoko BUKOPUCTOBYETHCA [Tl aHAITI3Y JAaHUX 1 (DAaKTHYHO CcTalia
CTaHJAAPTOM JIJIsl CTATUCTUYHHUX MIPOTPaM.

AnapatHi pimennsi. Koprnopauii Teradata, EMC Tta iH. mpomnoHyooTh
amapaTHO-MPOTpaMH1 KOMIUIEKCH, MMPU3HAUYeH] A1 0OpOOKH BEMKHUX JAHUX.
[{i xOMIIEKCH TOCTaBISAIOTHCS SIK TOTOB1 JI0 YCTAHOBKHU TEJIEKOMYHIKAIlIH1
madu, 110 MICTATH KJIacTep CepBepIB 1 KepiBHE MPOrpaMHe 3a0e3MeUCHHS IS
MacoBO-TapanenbHoi 00pooKku. Croau 1HOMAL BIAHOCATH anapaTHi PIlIeHHS IS
aHAMITUYHOT OOpPOOKHM B OTMIEPATUBHIIM MaM’sIT1, 30KpeMa, armapaTHO-MPOrpamHi
komiuiekcn Hana kommanii SAP 1 kommiekc Exalytics kommanii Oracle,
HE3BAKAIOUU Ha Te, 110 Taka 00OpOoOKa MOYAaTKOBO HE € MAaCOBO-TAPAIENIbHOIO,
a o0’eMu OIEpaTHBHOI IaM 4TI OJHOrO BY3Ja OOMEXKYIOThCA KUIbKOMA
TepabaiTamu.

Koncantunroa kommaniss McKinsey, oxpim Texnomoriii NoSQL,
MapReduce, Hadoop, R, ski po3risgae OuUIbLIICTh aHATITUKIB, BKIIOYAE Y
KOHTEKCT MNPUAATHOCTI JJii OOpOOKM BEJIMKUX JAHUX TaKOX TEXHOJOT1i
Business Intelligence 1 pensuiitHi cucremMu ynpapiiHHA Oa3zaMy AaHUX 3
niaATpUMKOI0 MOBH SQL.

MixkHapo/iHa KOHCaJTUHroBa KoMmaHis McKinsey, 110 cremiaai3zyeTbcs
Ha PO3B’sI3aHHI 3aja4, OB’ I3aHUX 31 CTPATETTYHUM YIIpaBIiHHAM, BUALULIE 11
METOJIIB 1 TEXHIK aHai3y, 1[0 3aCTOCOBYIOTHCS JI0 BEIMKUX JaHuX [14].

Metoan kiaacy Data Mining (oTpuMaHHS JaHUX, IHTEJICKTyaJIbHUN
aHaJll3 JaHUX, IMIMOMHHUM aHal3 JaHUX) — CYKYIHICTh METO/IIB BUSBJICHHS
y aHUX paHillle HEeBIJOMUX, HETPUBIAIbHUX, MPAKTUYHO KOPUCHUX 3HAHB,
HEOOX1HUX ISl MPUMHATTS pillieHb. /{0 TaKUX METOMAIB, 30KpeMa, HaJlekKaTh:
HABYaHHS acoIllaTUBHUM IpaBuiiaM (association rule learning), knacudikaris
(pasraiyKeHHs1 Ha Kareropii), KJIacCTepHHMH aHalli3, perpeciiHuil aHais,
BUSABJICHHS 1 aHAJI3 BIIXUJIEHD TOIIIO.

Kpayacopeunr — kimacudikamis 1 30arayeHHs JaHUX CHUJIaMU
IIMPOKOT0, HEO3HAYEHOT0 KOJIa OCOOMCTOCTEH, 110 BUKOHYIOTH LI0 pOOOTY
0€3 BCTYIy Y TPY/JIOBI CTOCYHKHU.

3mimanHs Ta inTerpanisi nanux (data fusion and integration) — na0ip
TEXHIK, 110 J03BOJIAIOTH IHTETPYBATH PI3HOPIJIHI JIaH1 3 PO3MAITTS JKEpen 3
METOI0 TPOBEICHHS MIMOWHHOTO aHamizy (Hampukiaa, mudpoBa 0OpoOKa
CUTHaJIIB, 00poOKa MPUPOAHHOI MOBH, BKIIFOUHO 3 TOHAJIBHUM aHAJI30M).

MamuHHe HABYAHHS, BKIIIOYAIOUU HABYAHHS 3 yUUTEEM 1 0€3 yuuTess
— BUKOPHUCTaHHS MOJIeNel, Mo0y10BaHUX Ha 0a31 CTATUCTUYHOTO aHaI3y 4u
MAIIMHHOTO HABYaHHS /JI1 OTPUMAaHHS KOMIUIEKCHUX MPOTHO31B HAa OCHOBI
0a30BUX MOJeIIEH.

IITy4yni HelipoHHI Mepe:ki, MEpEKEBUI aHaI3, ONTUMI3ZAIlA, ¥ TOMY
YUCJIl TeHETH4HI anroputmu (genetic algorithm — eBpHUCTHYHI alrOpUTMH
MOIIYKY, IO BUKOPUCTOBYIOTHCA JUIsI PO3B’S3aHHS 3a7ad ONTUMIZAIi 1
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MOJICJIIOBAHHS IIUIIXOM BHUIAJAKOBOrO Mig00py, KOMOIHYBaHHS 1 Bapiailii
MOTPIOHMX TMapaMeTpiB 3 BHKOPUCTAHHSIM MEXaHI3MIB, aHAJIOTTYHHX
HaTypajlbHOMY B1IOOPY y PUPO/I1)

Po3nizHaBaHHs 00pa3iB — KJjlac METO/IB, IO JTIO3BOJISIIOTH MIAXOAUTH JI0
3a/1a4i sIK 10 po3Mi3HaBaHHs 00pa3iB Ha 300paKEHHSIX.

IIporno3na aHamiTMKa — KJ1ac METOJIB, IO 32 JIOMOMOIOIO MONIYKY
aHAJITHIHUX 3aJIKHOCTEH T03BOJISIE TIEpeI0aYNTH Pe3yIbTar.

ImiTaniiine monmemoBanns (Simulation) — wmeron, mo mo3BoIsE
OyayBaTH MOJENi, SIKI ONUCYIOTh MPOIECH TaK, SK BOHU O MPOXOAMIN Yy
niicHocti. IMiTaifiliHe MoOJENIOBaHHS MOJHA PO3TJSJAATH SIK  PI3HOBU]L
EKCIIEPUMEHTAIbHUX BUMIPOOYBaHb.

IIpocropoBuii anamiz (Spatial analysis) — xmac MeroxiB, 110
BUKOPHUCTOBYIOTHh TOTMOJIOTIYHY, T€OMETpUUHY 1 reorpadiudy iHdopmaiiito,
10 BUJIYYA€ETHCS 13 TAHUX.

CraTtucTHYHM aHAJI3 — aHaJ3 YacoBUX psAliB, A/B-tecryBanns (A/B
testing, split testing) — meTox MapKETHHIOBOIO JOCHIKEHHS;, IPH HOro
BUKOPUCTAHHI KOHTPOJbHA TIpyma €eJIEMEHTIB IOPIBHIOEThCA 13 HabOpoM
TECTOBUX TPYyM, Y AKUX OJIMH YW KUIbKa TMOKa3HUKIB OyJIM 3MiHEHI, 1100
3’sICYBaTH, K1 31 3M1H MOKPAIYIOTh I[IJTbOBUM MOKA3HUK.

Bizyauizamisi aHaJiTHYHMX JaHUX — TOAaHHA 1H(OpMAIli y BUTIISAIL
MaJIIOHKIB, JlarpaM, 3 BHUKOPUCTAHHSIM 1HTEPAKTUBHUX MOXKJIMBOCTEH 1
aHiMaIlli, siK Jyisi OTpUMaHHSI pe3yJIbTaTiB, TaK 1 JJI1 BUKOPUCTAHHS Y SIKOCTI
BUXIJIHUX JaHUX I MOJAJIBIIOr0 aHamizy. Jlyke BaXJIMBUN eTam aHaji3y
BEJIMKUX JITAHUX, 1110 JO3BOJISIE MOKA3aTU HAMBAXXJIUBIII pe3yJIbTaTH aHAIZY Y
HaMOUIbIII 3pYYHOMY JJISl CIIPUMHSTTS BUTJISIIL.

KoHTpoJsbHI NUTaAHHA 10 po3aiiy 4

Sxi BUAM XMap 3apa3 BUIUISIOTH?

Ski MoJieTi XMapHHUX CEpBICIB ICHYIOTh Ha ChOT'OJTH1?

[TosicHuTH 0COOIMBOCTI XMapHOi apxiTeKTypu OpenStack.

[TosicaHuTH 5iK1 € 0OMEKEeHHSI XMapHUX apxiTektyp nms [oT?

Buninutu oco6mMBOCTI TYMaHHUX OOYMCIICHD B TIOPIBHSIHHI 3 XMapHUMH.
[TosicauTi 0cobmMBOCTI apxitektypu OpenFog RA.

K1 ICHYIOTh THITH JaHKX I aHali3y B [HTepHETI peueii?

o BKITFOUAE IPOCTUH aHATI3 JaHUX B [HTepHETI peueit?

. Buginutu ocHoBHI xapaktepuctuku Big Data.

lO JlaTu 3aranpHy XapakTepucTuky nporecy Data Science.

©ooNoUhowdE
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5. 3ABE3IIEYEHHS BE3IIEKU CUCTEM IoT

He3Baxkaroun Ha Te, 110 npobdiieMu 6e3neku B 00acTi iHGopMaIiiHuX
TEXHOJIOT1M cami 1Mo co0l He HOBI, OaraTo MpUKIAAIB BrpoBaKeHHsa [0T
CTaBJATh TEpel HaMH HOBI YHIKambHI TpobOiemMu B o0jacTi Oe3meKu.
Bupimenns nux npobsem 1 3abe3neueHHs Oe3neku B 00JacTi MPOAYKTIB 1
nociyr [oT mae Oyt ocHOoBHMM TipiopuTteToM. KopucTtyBaui moBuHHI OyTH
BIIEBHEHI B TOMY, 1110 npucTpoi 10T 1 moB’si3aHi 3 HUMHU MOCIYTH B 00JIACT1
JAHUX HE MAaloTh BPA3JIMBUX MICLb, OCOOJIMBO B MIpPy MOLIUPEHHS L€l
TEXHOJOrii 1 ii 1HTerpamii B Hallle MNOBCAKIAEHHE XUTTA. HemoctarHbo
3axXyIleHl nochayru Ta npuctpoi loT MOXYTh BUKOPUCTOBYBATHCS SIK
NOTEHIIMHI TOYKM JOCTYyHy JUisl KiOepaTak 1 BIIKPUBAaTH MOXKJIMBICTh
PO3KpaZaHHs JaHUX Y 3B'I3KY 3 BIJCYTHICTIO HEOOXIJTHOTO 3aXUCTY MOTOKIB
naaux [29].

B3aemonog'szanicts npuctpoiB [oT o3Hauae, 110 KOXKEH HEIOCTATHHO
3aXUIIEHUNA TPUCTPIN, MIAKIOYEHUA 10 IHTepHeTy, MO)Ke BIUIMHYTH Ha
3arajibHAM piBEHb OE3IEKH 1 CTIMKOCTI cucTeMu. Ll mpobiiema mocuimtoeThes
IHIMMHA  (paKkTOpaMu, TaKUMHU SK MacoBe po3ropranHs mnpuctpoiB loT 3
OJTHOPIJTHOKO ~CTPYKTYpPOIO, 3JaTHICTh JEIKMX MPUCTPOIB aBTOMATHYHO
M1JIKJIF0YATUCS 10 1HIIMX TPUCTPOIB, a TAKOXX MOXJIMBICTh BHUKOPHUCTAHHS
UX [PUCTPOIB B HE3AXUIIIEHOMY CEPEIOBUILIL.

3T11HO 13 3arajbHUM IPABUIIOM, PO3POOHUKHU 1 KOPUCTYBaUl MPUCTPOIB
ta cucteM loT HecyTb KoOJIEKTHUBHE 3000B'A3aHHS 3a0€3MEUUTH 3aXUCT
KOpUCTYBayiB 1 [HTEepHETY BiJ MOTEHILIMHUX 3arpo3. Y 3B'I3Ky 3 LUM, IJs
CTBOPEHHS €(QEKTUBHMX 1 NpaBWIbHUX MeToAiB 3axucty loT, mo
BI/IMOBIJIAl0OTh MaciiTadamM 1 PiBHSIM CKJIQJHOCTI IMX 3arpo3, HEOOXI1IHUMA
CIIUTbHUH T1JIX17] HA OCHOBI CITIBITpAIli.

5.1. Ilpobsemu 6e3nexu IoT

3a0e3neueHHs Oe3IeKH, HaJIMHOCTI, CTIMKOCTI 1 CTaOLIFHOCTI JOJATKIB
1 mocayr IHTepHETy pedeil, Mae KpUTUYHO BaXKJIMBE 3HAUEHHS JUIsl JOBIPH 1
BUKOpPHUCTaHHs [HTEpHETY.

Sk xopuctyBaui IHTepHETy, MM TOBHHHI MAaTH BHUCOKHUW CTYIIHb
BIIEBHEHOCT1 B TOMY, 1110 [HTEpHeT, i1oro nmporpamMu Ta MmiAKIOYEH] 10 HHOTO
IPUCTPOi MAIOTh JOCUTh BUCOKWU CTYIiHb O€3MEKH JjIsi BUKOHAHHS PI3HHUX
3aBJaHb M0 BIJHOIIEHHIO IO JOMYCTUMOIO PH3UKY, IMOB'I3aHOr0 3 IiX
BUKOHAHHSAM. [HTepHET peueld HIYMM HE BIAPIZHAETHCA B I[bOMY BIIHOIICHHI,
1 6e3neka loT moB'si3aHa, B OCHOBHOMY, 3 JIOBIPOIO JI0 CepeoBUIIA 3 OOKY
KOPUCTYBayiB. SIKIIO JIIOAM HE BIPATh B 3aXUIICHICTh MiAKIIOUYEHUX
IPUCTPOIB 1 OTpUMaHOI 1HPOpMAIii BiJ HEMPUITYCTUMOTO BUKOPUCTAHHS, TO
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1Iel HEeIOMIK JOBIpU MPU3BOJUTH O BIJIMOBH BiJl BUKOPUCTAHHS [HTEpHETY.
Le#t pakTop poObUTh T100ATBEHUIN BIUIMB HA €IEKTPOHHY KOMEPIIII0, TEXHIYHI
1HHOBAIlii, CBOOOAY BHCJIOBIJIIOBaHb 1 MPAKTHUYHO BCl 1HIIN ACTEKTH OHJIAIH
TismbHOCTI. 3a0esneueHHs Oe3nekru mpoAykTiB 1 mocayr loT mae Oyrtu
OCHOBHHUM IPIOPUTETOM B JIaH1¥ Traiysi.

VY Mipy NOCTIMHOTrO 301UJIBIIEHHSI YUCJA MPUCTPOIB, MIAKIIOYCHHUX [0
[HTepHeTy, BUHUKAIOTh HOBI MOTEHIIIHHO BpasnuBl Micis. HemgocraTHho
3aXUIICH] MPUCTPOI MOXKYTh CIYKUTH TOUYKaMH JOCTymy i KiOeparak,
JO3BOJISIFOUM  3JIOBMHCHUKaM IEpErnporpaMmyBaTd MPUCTPiil ad0 BUKIMKATH
fioro HecripaBHicTh. [IpUcTpoi HENOCKOHATIOT KOHCTPYKIIlT MOXKYTh ITiAaBaTh
JaHl KOPUCTyBadiB HeOe3Mell pPO3KpaJaHHS 3a PaxyHOK HEIOCTaTHbOIO
3aXHUCTy MOTOKIB AaHuX. HecrnpaBHi ab0 neekTHI MPUCTPOI TAKOXK MOXKYTh
CTBOPIOBAaTH Bpa3iMBI TOUYKH. J[JIs TOMIUPEHUX HETOPOTUX MPUCTPOIB
HEBEJIMKOTO PO3MIpY 11 MPOOJIEMHU CTOSATh HACTLIBLKH K TOCTPO 200 HABITH 1IE
rocTpimie, HiX JUIsl KOMITTOTEPIB, SKI TPAIUIIHHO BUKOPHCTOBYBAIHUCS IS
nigkmodeHas 10 [aTepHery. KoHKypeHTOCTIpOMOXHA BapTICTh 1 TEXHIUHI
oOMexxeHHs1 TpucTpoiB [oT 3myllyioTh BUPOOHHKIB BOYJOBYBaTH B Il
OPUCTPOI BIANOBIIHI PYHKIIII Oe3Meku, mo0 3a0e3NeunTy piBEHb Oe3MeKH 1
JIOBFOCTPOKOBOI'O 3aXHUCTy BPa3JIMBUX MICIb, 110 IEPEBUILYE aHAJIOTIYHI
noka3Huku kom ' 1otepis [30].

KpiM nmoTeHiHUX Bpa3IUBUX MICIb, CYTTEBE 301JBIIIEHHS KIJIBKOCTI 1
TUMIB MpUcTpoiB loT Takoxk MoOke CHpUATH 30UIBIICHHIO HMOBIPHOCTI
kibepaTtak. 3 ypaxyBaHHAM (YHKII1 B3aeMoOmigkiIro4eHHs MpuctpoiB loT,
KOXEH MIJKJIIOYEHUH MPUCTPid, IO HE Ma€ JOCTATHHOTO 3aXUCTy, Mae
MOTEHIIITHO HETaTUBHUM BIUIMB Ha O€3MeKy 1 CTIWKICTh I[HTepHeTy B
ro0abHOMY MaciiTabl, a He TUIbKHU JIoKajabHO. Hampukian, HezaxuileHui
xonoamibHUK B CIIIA, 3apakeHul MIKIIMBUM MPOrPaMHUM 3a0€3MECUCHHSIM,
MOX€ BIJIPABIATH THUCSYl IIKIJJIMBUX IOBIAOMIJICHb €JIEKTPOHHOI IOIITH
oJIep>)KyBayaM y BCbOMY CBITI 3a JOOMOT'OFO JIOMAIIHbOIO MiIKII0UeHH Wi-
Fi.

[ Ha JoBepIlIeHHS BCHOTO, B TINEPITIKIIOUEHOMY CBITI Hallla 34aTHICTh
BUKOHYBaTH WLIOJICHHI 3aBJaHHS O€3 JIONOMOTrM HpPHUCTPOIB ab0 CUCTEM 3
H1IKJII0UYEeHHSIM 10 [HTepHeTy, Oye 3HIKYBaTHCS.

3apa3 crae Bce Bakye MNpuUa0aTH MNPUCTPOi Oe€3 MIAKIIOYEHHS 10
[HTepHeTy, TOMY 110 €Kl BUPOOHUKH BUTOTOBJISIOTH TUIBKHU MMiJAKIIOYAEMI
npoaykTu. KoxeH IeHb CTYMiHb HaIIOo1 MiJAKIIOYEHOCTI 3pOCTAE 1 MU CTAEMO
BCE OLIBIIT 3aJIeKHUMHM B1J1 TPUCTPOiB [0T /7151 BUKOHAHHS OCHOBHUX 3aB/IaHb.
Heob6xigHo, m00 mpucTpoi Oyau 3aXWIEHUMH, 3 ypaxyBaHHSM TOTO, IO
HISKUW TPUCTpIA HE MOXKe OyTH MOBHICTIO Oe3neunuM. llei 3poctaroumit
piBeHb 3alieXKHOCTI BiJ mpuctpoiB [oT Ta iHTEpHET-MOCTYT, 3 SIKUMH BOHH
B3a€EMOJIIIOTh, TaKOXX BIAKPUBAE 3JTIOBMUCHHKAM MOXJIUBOCT1 JOCTYMY O
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npuctpoiB. IlpunyctumMo, MM MOXXEMO BIAKIIOUATH MIAKIIOYEHUNH /10
[HTepHeTy TeneBi3op, SAKIO BiH MiAJACThCA KiOeparalli, ajie MU HE 3MOXKEMO
TAaKO IMPOCTO BUMKHYTH €JIEKTPOIIYMIBHUK ab0 CHCTEMY pEeryJtOBaHHS
pPYyXy TpaHCHOPTY 200 IMIJIAHTOBAHUI Kap110CTUMYJISITOP.

Came Tomy Oe3mexka mpucTpoiB i mocayr IoT € ocHOBOWO TeMoOrO
OOroBOpEHb 1 MOBMHHA OyTH BHU3HAHA KPUTHYHO BaKJIMBOIO NMP00JIEMOIO.
Mu Bce OUTBIIOI MIPOIO 3aJEKUMO BiJl IUX TPUCTPOIB Ui BUKOHAHHS
BOXJIMBUX MOBCSIKIECHHUX 3aBJIaHb, 1 1X MOBEAIHKA MOXE MaTh TI00anbHUIMA
BruB [31].

5.1.1. 3araabni acnexkTu 0e3neku loT

be3nexa IntepHery peueil — 11e cexktop iHGOpPMAIIHHUX TEXHOJIOTIH,
AKANA (POKYCYETHCS Ha 3aXMCTI KIHLEBUX MPUCTPOIB, MEPEXK Ta JAHUX, IO
CTOCYIOThCSL |HTepHETy peyell — MIAKIIOYEHUX TMPUCTPOIB, SKI HE €
KoMIT'toTepamu, cMmapTtponamu abo tmuaHmeramu. Ilo cyri, Oe3meka
InTepHeTy peveil — 1€ IUPOKUN TEPMIH, 11O OXOIUIIOE CTPATETii, MOIITUKH,
IPOLIECH Ta TEXHOJIOT1i O€3MeKH, K1 KOMIIaH1i BAKOPUCTOBYIOTh JIJISl 3aXUCTY
CBOIX MPHUCTPOIB [HTEpHETY peueit Bij 1HTEIEKTYaJbHUX XOJIOJUJILHHUKIB Ta
KaMep B1JICOCIIOCTEPEIKEHHS /10 MOHITOPIB HAa PEaKTHMBHUX JIBUT'YHaX a0o
aBTOMOOUISIX Ta MOB'SI3aHUX 3 HUMHU JAHUX, JIOJATKIB Ta MEPEXK1 B 3JI0MY
a00 1HILIOT IIKOAM.

["oBopstun mpo MpuUCTPOi, MiAKIOYEHI 10 [HTepHeTy pedeit, HeoOX1IHO
pPO3yMITH, IO iX Oe3neka He € abconoTHO. besneka npucrporo loT He
BU3HAYAETHCS OIHAPDHUM TOHSTTSIM 3aXHUIIEHOCTI a00 HE3aXUIIEHOCTI.
besneky [oT cnig po3risinatu MBUILIE K J1aa30H YPa3auBOCTI IPUCTPOIO.
Ileit miama30oH OXOIUIIOE SIK HE3aXUILEHI MPHUCTPOI, 1[0 HE MarOTh (PYHKINH
Oe3neku, J10 HaA3BHYAWHO OE3MEYHUX CHCTeM 3 JACKUIBKOMa pPIBHSAMHU
3aXUCTy. Y 11 HECKIHYEHHIN Ipl B KIMIKU-MUIIKU MOCTINHO BUHUKAIOTH HOBI
3arpo3u Oesrelli, 1 BUPOOHUKH MPUCTPOIB 1 MEPEKEBI OMEPATOPU MOCTIHHO
B)KMBAIOTh 3aXO/1B JUIsl 3aXUCTY BiJ] [IUX 3arpo3.

Be3neka i criiikictb IHTepHeTy peueil — 11e¢ €EKTUBHICTD OILIHKU
PU3MKIB Ta iX yCyHeHHs. be3mneka mpuctporo — 1e (QyHKIsS YHNpaBIiHHS
PU3UKOM TOTO, IO MPUCTPi Oyle 37aMaHo, 3 ypaxyBaHHSIM 30UTKIB, SKi
BUHHMKJIM B peE3yJibTaTi, a TaKoX dYacy 1 pecypciB g 3a0e3medeHHs
HEOOX1THOTO PIBHS 3axXHCTy. /{7 KopucTyBauiB, sIKi HE MOXYTh JO3BOJIUTH
co01 BHUCOKMM CTYIIHb PHU3UKY JJIsl OE3MEKH, SK y BHUIAIKY OIleparopa
CUCTEMU PETYJIIOBAHHS pyXy TPAHCIOPTY abo0 JIOJUHU 3 MEIUYHUM
IPUCTPOEM, MIAKIIOUEHUM Yepe3 [HTepHeT, Moke OyTH JOIIIbHO BUTPATUTH
YUMaJIo Yacy 1 pecypcu Uil 3aXUCTy CUCTEMHU ab0 IPUCTPOIO BiJ Kibeparak.

AHAJIOTIYHUM YHHOM, SKIIO KOPHCTyBauya He TypOye€ MOXKJIUBICTh
3JI0MYy MOTO XOJIOAWJIBHUKA 1 HOTO BUKOPUCTAHHS ISl BIAMPABKU CIIaMy, BiH
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HE 3axoye IUIaTUTH 3a OUIbIl CKIAJHY CHUCTeMy Oe€3leKH, SKI0 BOHA
30UTBIIMTH BapTICTh IPUCTPOIO 200 3pOOUTH HOro OLIbIII CKIIATHUM B pOOOTI.

Ha 1110 OIIIHKY pU3HWKIB 1 MOXJIWBHUX HACTIAKIB BIUTMBAE IIJTUN Psif
¢dakropiB. Lli YMHHHMKK BKJIIOYAIOTH B ce0€ HAsBHICTh YITKOIO PO3YMIHHS
ICHYIOUMX PU3HUKIB O€3MeKH 1 MOTEHIIMHUX PU3HKIB B MalOyTHHOMY;
[Tpubmu3HI €KOHOMIYHI Ta IHII HACHIJKH B pa3l 3M1MCHEHHS PU3UKIB; A
TaKOX MPUOIU3HY BAPTICTh YCYHEHHS 1X HACTIAKIB.

HesBaxkatoun Ha Te, 10 1€ CHIBBIAHOIICHHS IUTIOCIB 1 MIHYCIB B
00yacTi 0e3MeKu YacTo PO3TISAAETHCA 3 TOUKA 30PY OKPEMOT0o KOpHUCTyBada
abo opranizailii, HeOOX1JTHO TaKOXX BPaXOBYBaTH B3a€MO3B'SI30K MPUCTPOIB
[oT, sax gacTuHU Oinbin BeawKoi ekocuctemu [oT. DyHKIS MEpeKeBOTro
niakaodeHHss npucTtpoiB loT o3Hawae, 1m0 pimieHHsT B 00jacTi Oe3mekw,
OPUIHATI HA MICI MO BIJHOLIEHHIO 10 OyAb-skoro mpuctpor loT, MoxyTh
MaTH TJ100adbHUM BILIMB Ha IHIII IPUCTPOI.

3 NPUHIIMIIOBOI TOYKU 30pYy, PO3POOHUKHU IHTENEKTYaJbHUX MPEIMETIB
st [HTepHeTy peueld 3000B's13aH1 TapaHTYBATH, 11O Ii MPUCTPOi HE OyIyTh
mijijaBaTd HeOe3Melll CBOro BJIACHWMKA a00 1HIIUX JIoAeH. 3 TOYKH 30py
013HeCy 1 EKOHOMIKM BUPOOHUKU 3aIliIKaBJICHI B 3MEHILEHHI BUTPAT, 3HI>KEHHI
PIBHSI CKJIQJTHOCTI 1 CKOpPOYEHHsI 4Yacy JI0 BUITYCKYy Ha puUHOK. Hampuknan,
CTalOTh BCe OUTBII nomrpeHuMu npuctpoi [oT, mo mpeacraBisitoTh co0010
KOMIIOHEHTH MacCOBOI'O BUITYCKY 3 HU3bKUM PIBHEM NMPUOYTKY, cami 1Mo coOi €
JI0OIATKOBOIO BapTICTIO MPOAYKTY, B KWW BOHU BOyaoBaHi. HaporryBaHHs
o0csary mam'aTi abo yCTaHOBKa IIBHJIIOTO IPOIecopa MOXE 3pOOMTH IIi
IPOJIYKTU HEKOHKYPEHTOCIIPOMOKHUMH 3 KOMEPLIMHOI TOUKH 30DYy.

3 TOYKHU 30py €KOHOMIKH, HEJOCTATHIN piBeHb Oe3neku npuctpoiB [oT
PU3BOJUTH /10 HETATUBHUX 30BHIIIHIX HACIIKIB, 1€ BUTPATH MOKJIAIAI0THCA
OJIHI€I0 CTOPOHOIO (200 cTopoHamMM) Ha iHII. KiacMYHUM MOPUKIAJIOM €
3a0pyIHEHHS] HABKOJIMIIIHBOT'O CEPEIOBUIIA, /1€ 30MTOK 1 BUTPATHU HA OYUCTKY
(HeraTUBH1 30BHIIIHI HACIIJKH) B pe3yJbTaTl ik MOPYIIHUKIB HECYTh 1HIII
ctoponu. [IpoGiema B TomMy, 1110 BUTPATH HA BUPIIICHHS 30BHIIIHIX TPOOJIEM,
IO MOKJIAJAl0ThCA Ha IHINUX, SK IpPaBWIO, HE BPaxOBYETbCS B MPOLEC]
OPUUHATTS pIlIEHb, 32 BUHSITKOM THUX BHUIIAJIKIB, KOJHU, K y BUMAIKY 13
3a0pyJHEHHSIM, Ha MOPYIIHUKA HAKJIAJA€eThCs MTpad 3 METOK 3MYCUTH HOTO
3HU3UTU PiBEHb 3a0pyaHEeHb. Y pasi iHopMaliifHOi Oe3MeKH, sIK BKa3yEThCs
B onuci bproca IlInaitepa, 30BHIIIHI MPOOJIEMU BUHUKAIOTh B TUX BUIAJIKAX,
KOJIM BUPOOHUK TOBApY HE HECE BIJMOBIJAIBHICTH 3a BUTPATH B PE3yJIbTaTi
HEJIOCTaTHBOTO  PiBHSA  Oe3meku. Y  IbOMY BHMNAJAKy 3aKOH MPO
BIJINOBIIAJILHICTh MOXE 3MYCUTH BHPOOHUKIB OpaTHh J0 yBaru 30BHIIIHI
IpoOJIEMH 1 BUITYCKATH MPOIYKTH 3 OLJIbII BUCOKUM PIBHEM OE3MEKH.

TakuM 4YWHOM, TPHUCTPOI 3 MIATPUMKOIO [HTEpHETY CTBOPIOIOTH PSJl
npoOnem Oe3neku. Ane xoua [HTEepHET pedeil 1ae€ MOKIUBICTD M1IKIFOYCHHS
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70 HOBHUX TPHUCTPOIB, 3arajibHi npobiemMu KibepOe3neku He € HOBUMH (puc.
5.1) [32].

Puc. 5.1. 3aranbni Buau 3arpo3 [oT

3arpozamu  iH@oOpMaIliiHOI Oe3MeKH «PO3YyMHOro OYAUHKY» €
NOPYIIEHHS! KOH(1IESHIIIMHOCTI, IJIICHOCTI Ta JOCTYIHOCTI 1H(opMaIiii.

I[i BuMorm Oe3neku HE € HOBUMH B 00jacTi 1H(pOpMaIIHHUX
TEXHOJIOT1H, ajle MaciTad yHIKaJbHUX MPOOJIeM, SKI MOXYTh BUHUKHYTH 3
BNpOBaKEHHSIM 10T, poOUTH 1X BEIbMU ICTOTHUMHU.

5.1.2. YHikaabHi npo06jemMu 0e3nexkn npuctpoiB loT

[Tpuctpoi loT 3a3Buyaii Biipi3HIIOTHCS BiJ TPAIULIMHUX KOMI'IOTEPIB 1
OOYHNCITIOBAIBHUX TPUCTPOIB B YK€ BAXKJIUBUX ACIEKTaX, SIKI CTAHOBJISATH
3arpo3y oesrerti [33]:

- barato nmpuctpoiB, 1o migkiaoyYeH1 10 [HTepHeTy pedei, Taki sK
JaTYUKA 1 npe/IMeTH noOyTOBOI TEXHIKH, IPU3HAYEHI JUIsI MacoBOIO
PO3ropTaHHs, MOPIBHSUIMCS 3 YUCJIOM TPAJUIIMHUX MPUCTPOIB, MIIKIFOUCHUX
no IntepHery. Y pe3ysibTaTi MOTEHIIMHA KUIBKICTh B3a€EMHHUX I1JIKJIFOUYEHb
MDK IIUMH TPUCTpOsSMH € Oe3mpeneaeHTHoo. Kpim Toro, Garato 3 1mux
IPUCTPOIB 3MOXKYTh CAMOCTIMHO BCTAHOBJIIOBATH 3B'SI30K OJIMH 3 OJHUM
Herepen0avyyBaHUM 1 JUHAMIYHUM criocoooM. ToOTo, Moke 3HaJg00UTHUCS
NEePEeryisHyTH ICHYIOYl 1HCTPYMEHTH, METOAM 1 cTparerii, MoB'sI3aHi 3
oesnekoro [oT.

- barato cucrem loT OymyTh ckiamatucs 3 rpyl 1IEHTHUYHUX abo
Maibke 1ICHTUYHUX NpHUCTpoiB. Taka OMHOPIAHICTH MIACHUIIIOE MOTCHITIMHUMI
BIUTMB KOXKHOI YPa3JIUBOCTI, MHOXXa4W MOr0 Ha KUIBKICTh MPHUCTPOIB, IO
MarTh Tl X XapakKTepucTUKHU. Hampukman, Bpa3iuBICTh MPOTOKONY 3B'SA3KY
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JAMIIOYOK OpeHJy OMHi€l KOMMaHii 3 MIAKIIOYECHHSIM N0 [HTepHeTy Moxke
MOIIUPUTHUCS HA BC1 MAPKH 1 MOJIEJI TIPUCTPOIB, 1110 BUKOPUCTOBYIOTH TOU e
MIPOTOKOJT 200 MAIOTh aHAJIOTIYHY KOHCTPYKIIIIO.

- PosropranHs Oararhb0X MNPUCTPOIB, MIAKIIOYCHUX A0 [HTEpHETY
pedei, Oynme 3AIMCHIOBATHCS 3 ypaxyBaHHSIM TEPMIHY eKCIUTyaTalli, I10
HabaraTo pPOKIB MEPEBHUIIyE 3BHUYAlHI TEPMIHH JJISI BUCOKOTEXHOJOTIUHOTO
obOnagHaHHs. Po3ropTaHHs WX MPUCTPOIB MOXKE 31HCHIOBATUCS B YMOBAX,
10 YCKJIQJHIOIOTh a00 POOJISITh HEMOXIIMBOIO 1X MOJEpHI3AIlii0 a00 3MIHY
KoH(iryparii; AGO i MPUCTPOI MOXYTh MEPEKUTH CBOTO BHUPOOHHMKA 1
3AUIIUTHCS 0€3 TEXHIYHOI MiITPUMKHU B IOBIOCTPOKOBIM mepcnekTusi. Taki
CILIEHapil JEMOHCTPYIOTh T€, II0 MEXaHI3MH O€3MeKH, 10 MpaloloTh B
MOMEHT pO3rOpTaHHs, MOXYTh OyTHM HENpUIATHI Ui BChOIO TEPMIiHY
CITyX0M TPHUCTPOIB y MIpy TOSIBU HOBHX 3arpo3. B pesympraTti, 11e Moxe
OPUBECTU [0 TOSIBU BPAIMBOCTEH, sIKI OyAyTh 30epiratucsi IpOTIromM
TpuBaJioro vacy. lle fiae Bpo3pi3 3 mapaaurMoro TpaJuiiiiHuX KOMIT'TOTEPHUX
CHUCTEM, MOJICpHI3aIlisl SAKUX 3/IIMCHIOEThCS ILIJSIXOM OHOBJIEHB OIEpaliitHol
CHUCTEMH TIPOTITOM YChOTO TEPMiHY CIOYy)KOM KOMM'IOTEpa JIsd YCYHCHHS
3arpo3 Oe3neku. TexHIyHa MIATPUMKA B JIOBFOCTPOKOBIM NEPCHEKTUBI 1
ynpasiiiHHS npuctposiMu [oT mpenacraBisitoTh cO00I0 CeploO3HY TMpoOIeMy
Oe3MeKu.

- bararo npuctpoiB IoT 3 camMoro mno4yarky HE IPUNYCKAKOTh
MOXJIMBOCT1 TIOHOBJICHHS a00 1 TMpoleAaypa 3aHaATO He3pydHa 1
HEeMpakTU4YHa. SIK mpukiaa MoXHa B3STH Bia3uB 1,4 mMiaH aBTomMoOuUIIB Fiat
Chrysler B 2015 pori aist yCyHEeHHS! Bpa3iIUBOCTI, 3aBISKH SKiA 3T0BMHUCHUK
3MIT  3JlaMaTH  aBTOMOOUIL 3a JOMOMOTOK Oe3ziporoBoi  Mepexi. 1i
aBTOMOOUM HeoOximHo mepematu nunepy Fiat Chrysler nns ycranoBku
OHOBJICHb BpYYHY, a00O BJACHUK aBTOMOOIJSl TOBUHEH BCTaHOBUTHU
OHOBJICHHSI CaMOCTIHHO 3a jJonomororo kiodya USB. [IpaBna nosnsrae B Tomy,
0 Ii OHOBJEHHS 3 BeiMKow KMoBipHicTI0o HE OynyTh BcTaHOBJEHI Ha
3HAQUYHMUM BIJICOTOK TaKMX aBTOMOOLIIIB, TaK sIK MPOIEC OHOBJICHHS HE3PYUHUN
JUIsl KOPHUCTYBauiB, B PE3yJbTaTi YOTO BOHU TMOCTIHHO Hapa)karOThCs Ha
HeOe3meKy KibepaTak, OCOOJIMBO SIKIIIO aBTOMOOLIb y BCIX I1HIIMX acHeKTax
paIfoe CIpaBHoO.

- bararo mpucrtpoiB [0T npamorTh TAKUM YHMHOM, IO KOPUCTYBA4 HE
Mae abo0 Maibke HE Mae€ YSBIEHHS MpPO BHYTPIIIHE (DYHKIIOHYBAHHS
IPUCTPOIO a00 CTBOPIOBAHUX HUM IOTOKAaX JaHuX. Lle cTBoproe Bpas3nuBiCTh
B o0iacTi Oe3neKku, KOJu KOPUCTyBad BBaxkae, 1o mpuctpiii [oT Bukonye
neBHI (QYHKIlT, B TOM Yac K HacCHpaBl BIH MOXXE BUKOHYBAaTU HeOaxaH1 il
abo 30uparu naHi, SKI KOPUCTYBau He MaB Hamipy HajgaBatu. DyHkuii
MPUCTPOIO TAKOK MOXKYTh 3MIHIOBATUCS 0€3 MorepepKeHHs] IpU OHOBJICHHI,
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B pe3yJibTaTl YOro KOPUCTYyBau HApPaXa€TbCsl Ha HEOE3NEKy B pe3yibTaTi
OyIb-SKUX 3MiH, III0 BHOCSITHCSI BUPOOHUKOM.

- Jlesixi npuctpoi [oT BCTaHOBMIOIOTHCA B TAKUX MICIISIX, /1€ BaXXKO a00
HaBITh HEMOXJIMBO 3a0e3MeunTH iX (13uuHy Oe3neKy. 3T0OBMUCHUKH MOXYTh
OTpUMATH OpSIMHUA (PI3UYHHUI TOCTYI A0 MPHUCTPOIO. Y 3B'SI3KY 3 LIUM, IS
3a0e3mneueHHsa Oe3neku HeoOXiAHI (YHKIT 3aXUCTy BiA 3J70My 1 1HIII
1HHOBAITI1.

- Jeski mpuctpoi IoT, Taki sSK gaTYMKM CTaHy HaBKOJHUIITHHOTO
CEpelIOBUIIA, HEMOMITHO BOYIOBYIOTBCS B €JIEMEHTH OTOYEHHS, e
KOPUCTYBa4 HE MOMIYA€E MPUCTPIN 1 HE MOXKE KOHTPOJIIOBATH HOro pooOoTy.
Kpim Toro, mpuctpoi MoxxkyTh He MaTH (QyHKIII] TOMEPEHKEHHsS] KOPUCTYBaya
PO BUHUKHEHHS MPpoOJeM Oe3Meku, B pe3ybTaTl 4oro KOPUCTyBay MOXKE HE
3HATH MPO HASBHICTH 3arpo3u Oe3nell B npuctpoi [oT.

VYpaznuBicTh MOXKe 30epiraTucs MpoTAroM TPUBAJIOTO Yacy J0 TOTO, SK
BOHA OyJie MOMiY€HA 1 BUMIPABIICHA, B TOMY BUMAJIKY, SIKIIO BUIPABIECHHS a00
MOM'SIKIIIEHHSI HACIIJIKIB € B MPUHIUIIT HEMOXJIUBO ab0 HEAOIIBHO.
AHAJIOTIYHUM YMHOM, KOPUCTYBad MOXXE HaBITh HE 3HATH, 110 MOOIU3Y €
JaTYUK, B PE3YyJbTAaTl YOrO YPa3JIMBICTh MOXE 3AJIUIIATUCA HEMOMIYEHOIO
IPOTSITOM JOBIOr'0 4Yacy.

- Ilepuri moxem, migkiIO4YeHl a0 IHTEpHETY pedeil, 3aCHOBaHI Ha
nepeaymoBi, 1m0 [oT Oyae mpoyKTOM BEJIMKUX MPUBATHUX 1/a00 JepKaBHUX
TEXHOJIOTIYHMX MIAMPUEMCTB, aje B MalOyTHbOMY CTBOPEHHS CBOIO
BiacHoro IarepHery peueid (BYIoT) Moke cTaTu 3BMYaiiHOIO MTPAKTUKOIO, K
1€ JEMOHCTPYIOTh CIUIBHOTH PO3POOHUKIB, 110 PO3BUBAIOTHCA, Arduino i
Raspberry Pi. I B 1ipoMy BuUIIajKy NepeaoBl rajy3eBl CTaHIAPTH OE3MEKU
MOXXYTbh HE 3aBXI1 3aCTOCOBYBATHUCH.

5.2. IIpodsemu koudinenuiiinocri B loT

[ToBHE poO3KpUTTs MOTeHIiany [HTepHeTy peuel 3aleKUTh BiJl BUOOPY
CTparTeriii, 10 BPaxoBYIOTh NpaBO Ha KOH(DIACHIINHICTH BIAMOBIAHO [0
HIMPOKOr0 CIEKTPY 3acTocyBaHb. [loToku maHux 1 cnernudiuHa iHbopmMarlis
PO KOPHUCTYBaYiB, IO KOPUCTYIOThCA mpucTposmMu loT, MoxyTh Martu
HEWMOBIPHY LIHHICTh AJis 1HIIUX KopucTyBadiB [oT (4M 37I0BMHUCHHKIB),
TOMY MpoOieMH KOH(DIACHIIIHOCTI 1 MOTCHIIWHUX 3JI0BXKMBAHb MOXYThb
MEPELIKO/HKATA IOBHOMY BIIPOBADKEHHIO [HTEpHETY peuent. Lle o3Hauae, mio
KOH(1ICHIIIMHICTD 1 TTOBara J0 nMpaBa Ha KOH(IAEHIIMHICTh MalOTh KIOYOBE
3HAQUEHHS IS 3aBOIOBAHHSA JIOBIPM KOPUCTyBada IO BIJHOIICHHIO JO
[HTepHEeTY, MiKIYCHUX MPUCTPOIB 1 MOB'I3aHUM 3 HUMH mociyramu [34].

[uTepHer pedeil BUBOAUTH, HA HOBHM pIBEHb TIOJIEMIKY TPO
KOH(1ACHIIINHICTh, TaK K IIMPOKE 3aCTOCYBaHHS MOXE B KOPEHI 3MIHUTH
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METOau 300py, aHajidy, 3acTOCyBaHHA 1 3axXUCTy OCOOHUCTHX JaHHX.
Hampukman, IoT migcuimioe 3aHENOKOEHHS WMOBIPHICTIO JTOJATKOBOIO
CIIOCTEPE)KCHHS 1 CTEKCHHS, HEMOKJIMBICTIO BIJIMOBUTHUCS BiJ HaJTaHHS
NEAKUX JaHUX 1 MOXKJIMBICTIO 00'€IHAHHSA AEKUILKOX HNOTOKIB AaHuX loT mis
CTBOPEHHS JOKJIAIHUX IM(PPOBHX OMUCIB KopucTyBadiB. lle BaximBi
mpobseMu, aje BOHM He € HeposB's3HuMHU. [1lo0 3po3ymiTé Bce, 1m0
BIJIKPUBAIOTHCSI, HEOOX1THO PO3POOUTH CTpaTerii 00Ky 0COOUCTUX TepeBar
010 KOH(IASHIIIWHOCTI BIAMOBIAHO A0 OYIKYyBaHb KOPHUCTYBadiB, MpHU
IIbOMY MPOJOBKYIOUH PO3BUBATH HOBATOPCHKI TEXHOJIOTIT Ta TTOCITYTH.

5.2.1. 3araabhi acnekTH KoHigeHiiiHOCTI IHTepHeTy peyeii

JloTprMaHHS TpaBa Ha HEIOTOPKAHHICTh MIPUBATHOTO KUTTS 1 mepeBar
KOH(1JICHIIIITHOCTI € HEB1I'€MHOK YAaCTUHOK BUPIIICHHS MPOOJEMU JI0BIpH
1o IHTepHeTy, 1 BOHO TakKOXX BIUIMBA€ HAa MOXKJIHMBICTH JIFOJICH TOBOPHTH,
MIJKJII0YaTuCs, BUOUpath - 1 pobutw 1ie mnpoayktuBHo. Ii mpaBa 1
OUIKYBaHHS 1HOMA1 3BOJAATHCS JO NPOOJIEMH ETUYHOI OOpOOKH JIaHMX,
MIJKPECTIOIYM BaXJIUBICTh 3aJIOBOJICHHS OYIKYBaHb JIOTPUMAaHHS IIpaB
KOH(1JICHIIITHOCTI 1 CYMJIIHHOTO BUKOPUCTAHHS JaHUX.

[aTepHeT peueld 34aTHUNM MMOCTAaBUTU MiJi CYMHIB Il TpaJuWIiiiHI
OYiKyBaHHS JIOTPUMAaHHS IPaB MPUBATHOTO XHUTTSA [35].

[Ipo6Gnemu KOH(IICHIIIHHOCTI, 110 BUHUKIM 3 IOSBOKO I[HTEpHETY
pedel, Aye BaXJIMBO BUPIMIMTH, TaK SIK BOHU CTOCYIOTHCS OCHOBHHUX IpaB
JIOJAVMHU 1 3JIaTHOCTI HAIOIO0 CYCHiIbCTBa JOBIpATH IHTEpHETY 1
M1JIKJIFOYEHUM J10 HHOT'O IIPUCTPOSIM.

[HTepHeT pedeil 4YacTo NPEACTABISIETHCS MACIITAOHOIO MEPEXKEIO
CEHCOPHHMX MPUCTPOIB, AKI 30MparOTh JaHI MPO OTOYEHHS 1 HEPIIKO - MPO
mojied. 3BUYAHO, 11 JaHl MOXYTh OyTHM KOPHUCHUMHM JJisi BJIACHUKIB
PUCTPOIB, aJie YK€ YaCTO BOHU MPEACTABIISIIOTH IHTEPEC 1 /I BUPOOHHUKIB 1
NOCTa4aJIbHUKIB MPUCTPOIB.

30ip 1 BukopuctaHHsa loT-gaHUX TEPETBOPIOETHCS HA CHPABXKHIO
npo0sieMy KOH(IICHIIIMHOCTI, KON YSBJICHHS JIIOJICH, 10 3HAXOMITHCS ITi]T
HarsiioM  loT-mpuctpoiB, mnpo wmacmTad 1 BUKOPUCTAHHS — JIaHUX,
BIJIPI3HSIOTHCS BiJ] MIpKyBaHb 30Mpaya JaHuX.

3maBasocs O HemkimumBl KomOiHamii mnoTokiB loT-maHux Takoxk
MOXYThb 3arpoxyBaTu kKoHbineHiiHocTi. [Ipu o0'eqnanni abo 3iCTaBICHHI
KUIBKOX TOTOKIB JaHUX 1HOJMI MOXKHAa OTpUMAaTH OiJbIl TOYHHM IU(pOBUN
NOpTPET JIOJIMHU, HDK TPH BUKOPUCTAHHI OJHOTO MOTOKY loT-manux.
Hanpuknan, migkmodeHa 10 IHTepHeTy 3yOHa IMITKAa MOXKE 3alUCyBaTH 1
nepeaaBaTH HEUIK1IMB1 JaH1 PO Te, K ii BJIACHUK YUCTUTH 3yOu. AJie SKIIO0
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HOTO XOJIOAWJIBHHUK Tepesae JaHl mpo Te, IO BIH icTh, a (iTHEC-TpeKep
nepeaae maHl mpo Moro (i3uyHI aKTMUBHOCTI, TO KOMOIHAIS IUX MOTOKIB
J03BOJISIE OTPUMATH OUTBII JIETaTbHUNW 1 TOYHUU OIMKC 3arajlbHOTO CTaHy
310poB's 1€l moauuu. Llei edekt rpynyBaHHs TaHUX MOXKE OyTH 0COOJIMBO
CIIpaBeyTMBMAM TI0 BigHOIIEHHIO A0 |0T-mipucTpoiB, Tak sk 6arato mpuUCTPOiB
TCeHEPYIOTh J0JIaTKOB1 MeTafaH1 (HapuKiIad, 4ac 1 MICIIe pO3TaIlyBaHHS ), K1
J03BOJIAIOTH OTPUMATH O1JIbIII KOHKPETHY 1H(QOPMAIIIIO PO JIOAUHY.

B iHmmx cuTyamisix KOpucTyBad MoOxe He 3Hatu, mo loT-mpuctpiit
30Mpae naHi Mpo HBHOTO 1 37aTEH NepeaBaTu ix TpeTiM cropoHam. Llei Tun
300py JaHUX OTPUMYE BCE OUTBII ITMPOKE MOMTUPEHHS B 00J1acTi MOOYTOBHUX
OPUCTPOIB, TAKUX SAK «PO3YMHI TEJIEBI30pW» 1 IrpoBl HpUCTaBKU. Taki
IPUCTPOi OCHAIIEH] (PYHKINEI0 PO3Mi3HABAHHS TOJIOCY Ta 300paXXeHHS 1 TOMY
MOXYTh O€3MepepBHO cliyXxaTh a0o Teperjsaarv Te, 10 BiI0yBaeTbcs B
MPUMIIIICHH] 1 aKTUBHO TEPEIaBaTH 111 JIaH1 B XMapHUN CEepBIC IS MOAQIbIIION
00po0OKH, 1 B IIbOMY IIPOIIEC 1HOII 3a/(isIH1 TPET1 CTOPOHHU.

JIromnHa Moxe mnepeOyBaTM B OTOYEHHI MOAIOHHUX NPUCTPOIB, HE
M1JI03PIOI0YM PO T€, M0 MOro po3MOBH abO0 Mii BIJACTEKYHOThCS, a JlaHi
3anuCcyroThea. Takoro poay QyHKIII MOXYTh HE TUIBKHM MPUHOCUTH KOPUCTH
0013HaHUM KOpHUCTYBadaMm, ajie€ 1 CTBOPIOBATH MpoOjeMHU KOH(I1ACHIIIHHOCTI
THUM, XTO HE€ IMiJ03PIOE MPO MNPUCYTHICTh IMX IIPUCTPOIB 1 HE MOXKE
KOHTPOJIIOBATH BUKOPUCTAHHS 310paHUX TaHUX.

HesanexHo Bij TOro, 4u BiJIOMO I1€ KOPUCTYBayeBl 1 UM 3TrOJIEH BIH 3
TUM, 1[0 HOTO JaHi 30MparoThCsl 1 aHAII3YHOThCs, MOMAIOHI CUTYyaIrlii JuIe
M1JIKPECTIOITh IIHHICTh MEPCOHAII30BAaHUX MOTOKIB JIAaHUX JUIsI KOMIAHIN 1
opraizaiii, siki nparoytb 30upatu 1 3anucyBatu loT-mani. [Torpedba B mux
JAHUX TPU3BOJUTH JIO TMOSBH IOPUAMYHUX 1 HOPMATHUBHUX MpPoOJIEM,
MOB'SI3aHUX 3 3aKOHAMH MPO 3aXUCT 1 KOH(PIACHIIMHICTD JaHUX.

Ili mpoGnemu KOHMIAEHIINHOCTI Ba)XJIMBO BUPIIIUTH, TaK SK BOHHU
BIUIMBAIOTh HA OCHOBHI IIpaBa JIIOAWHM 1 1i 31aTHICTH A0BIpATU [HTEpHETY.

B minomy mrony ycBiIOMITIOIOTh, 11O iXHE MPUBATHE >KUTTS MIMCHO
MPEICTABIISIE IHHICTD, 1 Y HUX € OYIKYBaHHS y TOMY, IO CTOCY€ThCS 300py
Ta BUKOPUCTaHHS JIaHUX TpeTIMU cTopoHamu. lle 3aranbHe ySBIIEHHS TIPO
HEJIOTOPKAHHICTh MPUBATHOTO KUTTSA CTOCYETHCS 1 JaHMX, IO 30MPAIOThCS
loT-ipuctposimu, ajne 11 MPUCTPOI MOXKYTh 3arpoKyBaTH MOKJIUBOCTI
KOpUCTyBa4ya BHUCJIOBJIIOBAaTU 1 JOMaraTUCs JOTPUMAaHHS MOro mpaB Ha
MpUBaTHE XUTTA. SIKIIO KOPUCTYBad BTPATUTH JIOBIPY 110 IHTEpHETY udepes
HEJIOTPMMAHHS MOro mpaB Ha MPUBATHE KUTTS B [HTEpHETI peuel, 3arajgbHa
LIHHICTh [HTEpHETY MOXKE 3MEHIIUTHUCS.
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5.2.2. YHikanbHi acnekTu KoHpinenuiinocti InTtepHery peueit

B ninomy mnpoOiemu KOH(IACHIIIMHOCTI MOCHIIOIOTHCS THUM, IO
[HTepHeT peueit 3HaYHO PO3IIUPIOE MOKIIMBOCTI 1 IOCTYITHICTh BIJICTEKEHHS 1
crioctepexxeHHs. Xapakrepuctuku loT-nmpuctpoiB 1 METOIM iX BUKOPUCTAHHS
HaIpPaBJISIIOTh AUCKYCIT PO TpobieMu KOH(DIIEHIIIHHOCTI B HOBE PYCIIO, TaK
AK BOHHM CEpHO3HO 3MIHIOIOTH METOaM 300py, aHali3zy, BUKOPUCTAHHS 1
3aXHUCTY MEPCOHATBHMX JAaHuX [36].

[Ipuknan: TpamuuiitHa IHTEpHET-MOAENb «O3HAMOMIIEHHS 1 3rOAN» 3
MOJITUKAaMHA ~ KOH(IICHIIIMHOCTI, /€ KOPHWCTYBadl BHUCJOBIIOIOTH CBOE
CTaBJICHHS IILJIAXOM 1HTEPAKTUBHOI B3aemMoAli 3 1H(pOpMAIIEl0 Ha
KOMIT'IOTEpHOMY a00 MOOLTBPHOMY €KpaHi (HampuKIIaJ, MIJISTXOM HAaTUCKAHHS
kHonku «[IpuitHsATHY»), HE CHpPalbOBYE, KOIM CHUCTEMH HE MPOMOHYIOTh
MEXaHi3My B3a€MO/I1i KOPUCTYBaya 3 CUCTEMOIO.

[oOT-ipucTpoi 4Yacto He MarOTh MNPU3HAYEHOrO I KOPHUCTyBaua
iHTepdelicy sl 3MIHM HajalllTyBaHb KOH(iAEHIIIHOCTI, 1 B OaraThbox
BUIA/IKaX KOPUCTYBayl HE 3HAIOTh a00 HE BMIIOTh KOHTpOIIOBATH 301p abo
BUKOPUCTaHHS OCOOMCTUX gaHux. lle cTBOproe po3puMB MiXK BIACHUMU
ynoao06anHsMu 1 fissmu loT-ipuctpoiB 31 300py nanux. Iloctavanbuuku [oT-
MPUCTPOIB MOXKYTh HE OYTH 3alliKaBJICHI B HaJlaHHI KOPUCTYBa4yaM MEXaHI3My
JUIS BUPAXXEHHSI CBOIX IMEpeBar, sSKI0 BBaKAIOTh, 1110 310paHi J1aHi HE HOCATH
ocobucToro xapakrepy. OmHaK JOCBIJ MOKa3ye, 10 JaHi, sIKi 3BUYaHO HE
BB@XAIOTHCSI OCOOMCTHUMH, HACIpPaBIl MOXYTh CTaTH TaKWMH, SKIIO iX
00'eTHATH 3 THIIUMU TAHUMHU.

Akmo My 3MoxemMo po3podutn edexkTuBHUA MexaHI3M s [oT-
IPUCTPOIB, 110 JO3BOJISIE KOPUCTYBAYEBI YCBIJOMJIEHO BUCIJIOBIIOBAaTH CBOI
nepeBarn KOH(iIEHIIMHOCTI, 1€ MeXaHi3M NOBHHEH OXOIUTIOBATH BEJIUKY
KubKicTh  [oT-mpuctpoiB, sAKI TOBUHEH KOHTPOJIIOBATH KOPHUCTYBAY.
HepeanbHo odikyBaTH, 110 KOpUCTYyBad Oyzae Oe3m0ocepeHbO B3a€EMOJISTH 3
KOXHUM loT-puCcTpoeEM 3 SKUM BIH CTHKA€TbCSd NPOTATOM MJHS, 1100
BUCJIOBUTH CBOi IepeBard KOHPIAEHIIIWHOCTI. 3aMiCTh I[bOTO MEXaH13MHU
iHTepdelicy KOH(DIICHIIMHOCTI TMOBHMHHI MIJJIAIITOBYBATUCS il PO3MIP
npobnemu loT, ane mpu 1pOMY 3aJIUIIATUCS AOCUTH (DYHKIIOHAIHHUMH 1
MPaKTUYHUMHU 3 TOYKH 30py KOPHUCTYyBaya.

[HTepHeT peuelt MOXKe 3MIHUTH OYIKYBAaHHS JIIOJUHU MPO TOTPUMAHHS
IpaB Ha MPUBATHE KUTTS B 3BUYAHHUX CUTYaIlisX. [CHYIOTh colliagbHl HOPMU
1 OUIKyBaHHS B TOMY, III0O CTOCY€TbCSl TpaB Ha MPUBATHE XKUTTS, IO
BIIPI3HAIOTBCS B TPOMAACBKMX MICIIX 1 ocoOuctux mpocropax, 1 loT-
PUCTPOI CTABJIATH 111 HOPMU TI1]T CyMHIB.

Hanpuknan, IoT-texHomorii crocrepeXeHHs (HAImpHUKIad, KaMepH
CIIOCTEPEXKEHHSI a00 CHUCTEMH BIJICTEKYBAHHS MICLIETIOJOKEHHS), IO
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BCTAHOBIIIOIOTHCA  3a3BHYaii B TPOMAJCHKUX MICIAX, TEPEXOASITh B
TPaAUIIIHHO OCOOMCTI TpOoCTOpH (HAmpHKIad, B OyAMHOK abo ocoOuCTHi
aBTOMOOLIb), J€ OYIKyBaHHS JO JAOTPUMAaHHS MpaB Ha NPUBATHE KUTTS
30BCiM iHIm. [Ipyw 1bOMy CTaBUTHCA TIiJ MUTAHHS Te, MO0 B OaraThbox
CYCIIUIbCTBAX PO3TIISIAETHCS SIK «IIPABO HA yCaMITHEHHS» B OyIWHKY a0o
0COOMCTOMY MPOCTOPI.

Kpim Toro, mpaBa Ha mMpUBAaTHE >XUTTA B MICHAX, SKI BBAXKAIOTHCS
IPOMAJICBKUMHU (TIapKHU, Mara3uHU, BOK3QJIHA 1 T.J.), CTaBISATHCS I CYMHIB
gyepe3 30UTBIIIEHHS MPUPO/IN 1 MacIITaly CIIOCTEPEKEHHS B IIUX MICIISIX.

loT-npucTpoi 4acTO BUKOPUCTOBYIOTHCSI B YMOBAX, /i€ 0araTOIOHICTh
NpU3BOANTH 10 300py OAHMX 1 THX JK€ JaHMX Npo OaraThboX JIIOJACH.
Hanpuknan, reojiokamiiHuii JaTyuK B aBTOMOOLI 3aMKUCYy€E JIaHl MPO MICIIE
po3TalTyBaHHS BCIX, XTO 3HAaXOJIWTHCS B aBTOMOOLT, HE3aJIEKHO B iX
OaxaHHs1. BiH Mo’ke BIJICIITKOBYBaTH HABITh JIFOJIEH B CYCIIHIX aBTOMOO1JISX.
VY nomibHux cutyaiisix OyBae BaXKO a00 HEMOXIIHMBO PO3MEXKYBATH a00
BpaxyBaTH 1HAUBITYaJIbHI IepeBaru KOHQ1ICHIIIMHOCTI.

AHaJTHKa BETUKHX JaHUX, IO 3aCTOCOBYETHCS 1O 3TPYHOBAHUM
NEePCOHAIBHUX JIaHWX, BXKE IoYaja TPEACTABISITH PHU3WK BTPYYaHHSI B
MPUBATHE JKUTTS 1 MOTEHLINHOT AUCKpUMIHaIi. [{el pu3uK MOCHIIIOETHCS B
[HTEepHETI peuel 3a paxyHOK MaciTaly 1 OUIBIIOro BII3HABaHHS 310paHUX
ocoouctux paHux. loT-mpuctpoi MOXyTh 30MpaTH JaHl MOpO JIIOAUHY 3
Oe3npere/ICHTHOI TOYHICTIO 1 HAB'I3IMBICTIO; YIPYIOBAHHS 1 KOPEJIAIIS ITUX
JAHUX MOXE€ CTBOPUTU JACTAIbHUI MOPTPET I1HAMBIAYyyMa, IO CTBOPIOE
MOXKJIMBOCTI JIJI TUCKPUMIHAINT Ta HAHECEHHsI 1HIIO1 MKOAU. BUTOHUEHICTD
I1€i TEXHOJOT1i MOXK€ MPUBECTU JO CHUTYalliil, 110 3arpoKylOTh 3/I0pOB'I0,
Ostarornony4dto, ¢piHaHCIB a00 penmyTallii JIOUHU.

IloBcromHIiCTh, ONM3BKICTH 1 collajdbHe oXxomiaeHHs Oe3mul loT-
IPUCTPOIB MOXKE BECTHU JI0 MOMUIIKOBOTO MOYYTTS 3aXUIIEHOCTI 1 3MYIIyBaTH
JIFOJICH PO3rOJIONIyBaTH CEKPETHI a00 OCOOHMCTI JlaHl, HE YCBIJIOMJIIIOIOUH 1 HE
OITIHIOIOYH B TIOBHIM Mipl MOKJIMBUX HACJIJIKIB CBOIX JIiil.

[Tpo6nemu KOH(I1ISHIIIHHOCTI MOXKYTh BUSIBUTHUCS 3aHAATO CKJIATHUMHU
JUTsl BUPIIIEHHS, HaBITh SKIIO MOBHICTIO BpPAaxXyBaTH IHTEPECHU 1 MOTHUBH BCIX
YYaCHUKIB €KOCHUCTeMHU [HTepHeTy pedeil. Ajie MM 3HAEMO, IO MOXYTh
icCHyBaTu He30allaHCOBaHI a00 HEIO0OpPOCOBICHI BITHOCHMHHU 1 IHTEPECH MIXK
TUMH, YHUi TEPCOHAIBbHI JaHi 30Upar0Th, 1 TUMHU, XTO 30HMpae, aHaAII3ye 1
BUKOPUCTOBYE IIi mAaHl. JIKepeno maHux MOXe 3I1MCHIOBAaTH HeOakaHe
BTOPTHEHHSI B MPUBATHE XUTTS JIIOAUHHM, 4acTo Oe3 ii 3roau, BUOOpPY abo
BijjoMa. Ane ocoba, 1o 30upae Il JaHi, MOXXE BBaXaTU 1€ KOPUCHUM
pecypcoM, 37AaTHUM 30UIBIIUTH JOX1J BiJ MPOAYKTIB 1 MOCITYT, a TaKOX
3ampoIOHYBaTH HOBI JPKepesia JOXOdy.
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Takum uymHOM, TipoOsemMa koHpimeHiiHocTi B loT — me ckmagHO
npoOsiemMa sika MTOTpeOye CBOrO BHUPIIIEHHS Y KOXXHOMY KOHKPETHOMY
BUMAIKY po3poOku cuctemu loT.

KoHTpO/ILHI NUTAHHS 10 PO3aLTYy 5

1. TosicHuTH 3arasnpHi acriektu 6e3mexu [0T?

2. TlosscHuTH yHiKanbHi pobiemu 6e3neku mpuctpois [oT?

3. TlosicHuTH 3aranbHi acrieKTn KoHdineHiiHOCTI [HTEpHETY peueii?
4. TlosicHUTH yHiKaJIbHI actiekTH KOHDiaeHinHoCTI [HTepHETY pedeii?
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SAKIHYEHHA

MOXIMBOCTI, $IKI HaJa€e IHTEPHET pedeil, € HEUMOBIPHUMH: came
IHTEpHET peuer OyJie OCHOBOIO JJII HACTYITHOTO TJI00ATBFHOTO MEPEBOPOTY B
MIPOMHUCIIOBOCTI, OXOPOHI 3J0POB'A, CHCTEMI JAEP>KABHOTO YIMPABIiHHA Ta
nignpueMHulTBa. Bin, Oe3nepeuno, BmimHe Ha BHII, naiimany mpaio i1
PUHKUA TI0O BChOMY CBIiTy. Bike 3apa3z 3 TUCSY OroyiomieHb Mmpo poOoTy Ha
caiitax Oararto siki npu3HadeHi i [oT-apxiTeKTopiB, TEXHIYHUX (PaxiBIliB Ta
KOOPJIMHATOPIB, 3/1aTHUX CTBOproBaTH loT-pillieHHs, a HE MPOCTO BiKETH.

[HTEepHET peuell MPOAOBKYE CTPIMKO PO3BUBATUCS 1 3HAXOAWUTH BCE
Ounblie 1 OlbIlle BUKOPUCTAHHS Y TIOBCSIKAEHHOMY KHUTTi. CTBOPIOTHCS HOBI
KOHCOPIIIYMH Ta TMPOMUCIOBI O0O0'€IHAHHS, $KI MPUHOCITH CYCIUIBCTBY
BIIMYTHY KOPUCTb — pO3POOJIAIOTH CTAaHJAAPTH, TEXHIYHI PErjIaMeHTH Ta
JIOMararoThCs iHTEeponepadenbHOCTI. BOHM BHOCATH CBOi pI3HI HOBI
POTOKOJIM Ta CTAHJAPTH 1 KOHKYPYIOTh OJIMH 3 OAHUM 3a cBO€ Miciie B [oT-
npoctopi. ToMy 1 HEe TUBHO 1110 Yepe3 KUIbKa POKIB 3MICT I[IbOTO HABYAILHOI'O
MOC1I0HMKA JOBEAETHCA OHOBITFOBATH.
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